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(57) ABSTRACT

A bootloader detects that an operating system of a comput-
ing device has fimshed booting. In response to detecting
with the bootloader that the operating system of the com-
puting device has finished booting, installation of software
on the computing device except for particular educational
soltware 1s disabled. The particular educational software 1s
determined not to be installed on the computing device. In
response to determiming that educational software 1s not
installed on the computing device, the particular educational
soltware 1s 1nstalled. After installing the particular educa-
tional software, a boot sequence of the computing device 1s
modified so that the particular educational software 1s

executed after the operating system has finished booting.
The bootloader 1s disabled.

12 Claims, 3 Drawing Sheets
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SOFTWARE INSTALLATION THROUGH
BOOTLOADER MANAGEMENT

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims the benefit of U.S. Provisional
Application Ser. No. 61/921,801, filed on Dec. 30, 2013,

which 1s incorporated by reference

TECHNICAL FIELD

This specification relates to managing a computing
device.

BACKGROUND

In certain circumstances, computing devices may need to
be managed.

SUMMARY

In some aspects, the subject matter described in this
specification may be embodied 1n methods that may include
the actions of detecting with a bootloader that an operating,
system ol a computing device has finished booting. Addi-
tional actions include, in response to detecting with the
bootloader that the operating system of the computing
device has finished booting, disabling installation of sofit-
ware on the computing device except for particular educa-
tional software and determining that the particular educa-
tional software 1s not installed on the computing device.
Further actions include in response to determining that
educational software 1s not installed on the computing
device; 1nstalling the particular educational software. Addi-
tional actions include after installing the particular educa-
tional software, modifying a boot sequence of the computing,
device so that the particular educational software 1s executed
after the operating system has finished booting and disabling
the bootloader.

Other implementations include corresponding systems,
apparatus, and computer programs, configured to perform
the actions of the methods, encoded on computer storage
devices.

These and other implementations may each optionally
include one or more of the following features. For instance,
in some 1mplementations, disabling installation of software
on the computing device except for particular educational
soltware 1ncludes obtaining a whitelist of educational soft-
ware that 1s permitted to be installed and enabling the
educational software on the whitelist to be installed. In
certain aspects, the bootloader 1s installed 1n a protected
system folder of the computing device. In some aspects,
disabling installation of software on the computing device
except for particular educational software includes disabling
universal serial bus (USB) debugging for the computing
device, the 1nstallation of software from unknown sources,
clearing of settings, and quick tools that may be supported
by the operating system. In some implementations, install-
ing the particular educational software includes determining
the presence of memory that 1s accessible by the computing,
device that stores installation data for the particular educa-
tional software and installing the particular educational
software from the memory that i1s accessible. In certain
aspects, disabling the bootloader includes modifying the
boot sequence of the computing device so that the boot-
loader 1s not loaded.
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The details of one or more implementation are set forth 1n
the accompanying drawings and the description below.
Other potential features, aspects, and advantages of the
subject matter will become apparent from the description,
the drawings, and the claims.

DESCRIPTION OF DRAWINGS

FIG. 1 1s a block diagram of an example of a system
architecture for using computing devices 1n a learning
environment.

FIG. 2 1s a diagram showing an example of a system for
managing a computing device.

FIG. 3 1s a flowchart showing an example of a process for
managing a computing device.

Like reference symbols in the various drawings indicate
like elements.

DETAILED DESCRIPTION

A computing device may be used for educational pur-
poses. For example, a school may distribute tablet comput-
ers to all students and teachers where the tablet computers
are loaded with educational software. Educational software
may include software that 1s designed to help students learn
and solftware that 1s designed to help teachers to teach
students. For example, educational software may include
soltware that displays lessons to students and software that
allow teachers to share lessons with students.

To prevent misuse of the computing devices, the educa-
tional software may also limit capabilities of the tablet
computer and provide an administration interface for man-
aging teacher and student computing devices. For example,
the computing device may prevent students from installing
social media platform applications. However, 1n certain
cases educational software may be removed or disabled
from a computing device. For example, computing devices
may be factory reset. A factory reset of a computing device
may return a computing device to the same state as when the
computing device was provided by the manufacturer of the
computing device. Accordingly, 1f the educational software
was not installed when the computing device was provided
by the manufacturer, the factory reset may cause the edu-
cational software to be deleted and allow users to use the
tablet computers freely for their own purposes. Accordingly,
a system for managing computing devices may be designed
to manage the computing devices so that the computing
devices are used with the educational software, even after a
factory reset.

FIG. 1 1s a block diagram of an example of a system
architecture for using computing devices 1n a learning
environment. Student devices 140A-C may be used by
students 150A-C 1 a learning environment. Briefly, the
system 100 includes an instructor device 102 that may be
used by an instructor 104 to teach the students 150A-C,
student devices 140A-C that may be used by the students
150A-C to learn, and a server 120 that may {facilitate
communications between the student devices 140A-C and
the instructor device 102 over a network 110.

The mstructor device 102 may be a computing device
used by the instructor 104. A computing device may be a
tablet computer, a smartphone, a laptop computer, a desktop
computer, or other appropriate computing device. The
istructor device 102 may be used by the instructor 104 to
notily students 150A-C to view particular educational con-
tent on the student devices 140A-C and may be used by the
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instructor 104 to view information indicating 11 the students
150A-C are viewing the particular educational content.

The student devices 140A-C may be computing devices
that are used by the students 150A-C. The student devices
140A-C may be used by the students 150A-C to learn. For
example, the student devices 140A-C may display portions
of lessons to the students 150A-C. The student devices
140A-C may recerve notifications indicating the particular
educational content that an mstructor 104 has shared.

The server 120 may facilitate communications between
the student devices 140A-C and the instructor device 102
over anetwork 110. For example, the server 120 may receive
the indications from the mstructor device 102 of particular
educational contents shared by the istructor 104 to be
viewed on the student devices 140A-C by the students
150A-C. The indications received by the server 120 may be
the mdications, described above, that may be provided by
the instructor device 102.

The server 120 may provide noftifications to student
devices 140A-C of the particular educational contents
shared by the instructor 104 to be viewed on the student
devices 140A-C by the students 150A-C. The notifications
provided by the server 120 may be the notifications,
described above, that may be received by the student devices
140A-C.

Different configurations of the system 100 may be used
where functionality of the instructor device 102, server 120,
and student devices 140A-C, may be combined, further
separated, distributed, or interchanged. For example, 1n
another configuration of the system 100 the instructor device
102 may directly communicate with the student devices
140A-C without the server 120 to monitor the student
devices 140A-C.

FIG. 2 15 a diagram showing an example of a system 200
for managing a computing device 210, and FIG. 3 1s a
flowchart 300 showing an example of a process for manag-
ing a computing device. The process of FIG. 3 may be
performed by the system of FIG. 2, and the following
describes the system and process together, although the
process may be performed by a different system.

Generally, the system 200 may include the computing
device 210, a network 220, a routing server 230, and one or
more registration servers 240A-C. The computing device
210 may be a mobile computing device, for example, a
tablet, a phone, or a laptop computer. The computing device
210 may include an operating system 212, a bootloader 214,
and a user and network registration application 216.

The operating system 212 may be a standard operating
system of the computing device 210 that manages hardware
resources of the computing device 210 and provides com-
mon services for software on the computing device 210. For
example, the operating system 212 may be the Android
operating system or the 10S operating system. The operating
system 212 may be 1nstalled 1n a protected system folder of
the computing device 210 so that even when the computing,
device 210 1s factory reset, the operating system 212 may
still be loaded, although settings for the operating system
212 may be reset to the mitial settings provided by the
manufacturer of the computing device 210.

The bootloader 214 may be software that ensures that
educational software 1s 1nstalled on the computing device
210. For example, the bootloader 214 may be small light-
welght software that 1s run during imitial use of the com-
puting device 210 and after every factory reset of the
computing device 210. The bootloader 214 may receive a
boot event from the operating system 212 that indicates that
the operating system 212 has finished booting (302 and 304).
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In response to receiving the boot event, the bootloader 214
may enforce the user and network registration application
216 to be the default application that 1s next launched (306),
and secure settings for the computing device 210 (308). For
example, the bootloader 214 may disable umversal serial
bus (USB) debugging for the computing device 210, disable
the installation of software from unknown sources, disable
the uninstallation ol applications, disable the clearing of
settings, and disable quick tools that may be supported by
the operating system 212. The bootloader 214 may be
installed 1 a protected system folder of the computing
device 210, which may be the same protected system folder
that the operating system 212 is istalled in, so that even
when the computing device 210 1s factory reset, the boot-
loader 214 may still be retained.

Next, the bootloader 214 may only enable applications
listed 1 a whatelist to be installed (310). The bootloader 214
may then determine 11 the computing device 210 has already
been registered (312). The computing device 210 may be
considered to be registered 1f the educational software 1s
installed on the computing device 210. Accordingly, when
the computing device 210 has educational software
installed, the computing device 210 may be considered to be
registered, but when the computing device 210 1s factory
reset so that the educational software 1s removed, the com-
puting device 210 may be considered to be unregistered.
Alternatively or additionally, the computing device 210 may
only be registered aiter the educational soiftware 1s installed
so that if the computing device 210 1s registered the educa-
tional software must be installed.

The bootloader 214 may determine if the computing
device 210 1s already registered based on determining 1f
educational software indicated in the whitelist 1s installed. If
educational soiftware 1s already installed, the bootloader 214
may determine that the computing device 210 1s already
registered. If educational software 1s not already installed,
the bootloader 214 may determine that the computing device
210 1s not registered. If the computing device 210 1s regis-
tered, the bootloader 214 may launch the user and network
registration application 216 (314).

If the computing device 210 is not registered, the boot-
loader 214 may check 1f there 1s memory accessible by the
computing device 210 from which the educational software
on the whitelist may be installed (316). For example, the
bootloader 214 may determine 1f a Secure Digital (SD)
memory card 1s accessible by the computing device 210 and
determine 1f the memory card stores data from which the
educational software on the whitelist may be installed. If the
SD memory card does include data from which the educa-
tional software on the whitelist may be installed, the boot-
loader 214 may cause the educational software to be
installed from the SD memory card.

The bootloader 214 may use a silent 1nstall process where
the user of the computing device 210 may not realize that the
educational software 1s being installed (318). After the
educational software 1s successiully 1nstalled, the bootloader
214 may enforce execution of the educational software
(320). For example, the bootloader 214 may modify a boot
sequence ol the computing device 210 so that after the
operating system 212 1s loaded, the educational software 1s
loaded and the bootloader 214 1s no longer loaded. Alter-
natively, 1 the educational software modifies a boot
sequence to cause the educational software to be loaded after
the operating system 212 1s loaded, the bootloader 214 may
disable 1tself so that the bootloader 214 1s no longer executed
when the computing device 210 1s turned on. During a
factory reset of the computing device 210, the boot sequence
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may be reverted to 1ts original form so that the bootloader
214 1s again executed to ensure that the educational software
1s 1nstalled.

After the bootloader 214 enforces execution of the edu-
cational software (320), or 1f the bootloader 214 determines
there 1s no memory accessible by the computing device 210
from which the educational soitware on the whitelist may be
installed (316), the bootloader 214 may determine 11 there 1s
a network connection, e.g., an Internet connection (322). If
there 1s no network connection, the bootloader 214 may
launch the user and network registration application 216 so
that the user may establish a network connection (314). If
the bootloader 214 determines there 1s a network connec-
tion, the bootloader 214 may begin a device registration
process.

For the device registration process, the bootloader 214
may first determine a registration location for the computing
device 210 by communicating with a routing server 230
(324). The bootloader 214 may determine a unique 1denti-
fier, e.g., a serial number, a media access control (MAC)
address, etc., and an authentication key for the computing
device 210. For example, the bootloader 214 may determine
the unique i1dentifier and the authentication key from data
stored 1n the system folder that 1s retained even when the
computing device 210 1s factory reset. The bootloader 214
may provide the unique 1dentifier and the authentication key
to a routing server 230.

The routing server 230 may authenticate the computing
device 210 based on the unique identifier and the authenti-
cation key. For example, the routing server 230 may deter-
mine that the serial number “FA3423” 1s to be registered
with the system 200 and the authentication key “87907” 1s
correct for the serial number. The routing server 230 may
then determine which registration server 240A-C the com-
puting device 210 should be registered with.

Diflerent registration servers may handle diflerent envi-
ronments. For example, a first registration server may be a
demonstration server that 1s used for demonstrating the
system 200, a second registration server may be a develop-
ment server that 1s used for development, a third registration
server may be an active use server located in the U.S. that
handles registration of computing devices used 1n the U.S.,
and a fourth registration server may be an active use server
located 1in a different country, e.g. Europe, that handles
registration of computing devices used 1n that country. In an
example, the routing server 230 may determine that the
serial number of “FA3423” 1s for a computing device to be
used for actual use 1n the U.S. and route the registration to
a registration server located in the U.S. that handles regis-
tration of computing devices used 1n the U.S.

The registration server 240 selected by the routing server
230 may then register the computing device 210 and provide
educational software and policies to be enforced on the
computing device 210 (326). The registration server 240
may determine the appropriate educational software and
policies for the computing device 210 based on the unique
identifier provided by the bootloader 214. For example, the
registration server 240 may determine that the serial number
of the computing device 210 corresponds to a computing
device to be used for a particular school system, and
determine that the particular school system has determined
to use a particular version of particular educational software.
In the case where the educational software 1s already
installed on the computing device 210, e.g., from a SD card,
the registration server 240 may provide updates to the
software 1f appropriate (rather than providing the basic
educational software 1tsell) and policy settings to enforce on
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the computing device 210, or provide only policy settings,
¢.g., 1f there are no updates needed.

The bootloader 214 may cause any educational software
or updates received from the registration server 240 to be
installed and enforce the policies indicated by the registra-
tion server 240 (328). Once the bootloader 214 has ensured
that the educational software 1s installed and the relevant
policies enforced, the bootloader 214 may enforce execution
of the educational software, e.g., modilying a boot sequence
so that the educational software 1s launched after the oper-
ating system 212 boots and modifying the boot sequence so
that the bootloader 214 1s no longer executed when the
computing device 210 1s turned on, until the next factory
reset of the computing device 210 (330).

The user and network registration application 216 may
ecnable a user to register to use the system 200 and may
cnable the user to adjust network settings to establish a
network connection. For example, 11 the bootloader 214
determines that no network connection 1s available so the
computing device 210 may not be registered with the
registration servers 240, the user may adjust the network
settings to establish a network connection after which the
bootloader 214 may then register the computing device 210
with the registration servers 240 and allow the user to
register to use the system 200.

While the above has been described using educational
software, in some implementations, the system 200 may
ensure that particular non-educational software 1s 1nstalled
instead of educational software.

What 1s claimed 1s:

1. A computer-implemented method comprising:

detecting with a bootloader that an operating system of a

computing device has finished booting;

in response to detecting with the bootloader that the

operating system of the computing device has finished
booting, disabling installation of soitware on the com-
puting device except for particular educational soft-
ware;

determining that the particular educational software 1s not

installed on the computing device;

in response to determining that educational software 1s not

installed on the computing device; installing the par-
ticular educational software;

after installing the particular educational software, modi-

ftying a boot sequence of the computing device so that
the particular educational software 1s executed after the
operating system has finished booting; and

disabling the bootloader.

2. The method of claim 1, wherein disabling installation
of software on the computing device except for particular
educational soitware comprises:

obtaining a whitelist of educational software that 1s per-

mitted to be installed; and

enabling the educational software on the whitelist to be

installed.

3. The method of claim 1, wherein the bootloader 1s
installed 1n a protected system folder of the computing
device.

4. The method of claim 1, wherein disabling installation
of software on the computing device except for particular
educational software comprises:

disabling universal serial bus (USB) debugging for the

computing device, the installation of software from
unknown sources, clearing of settings, and quick tools
that may be supported by the operating system.

5. The method of claim 1, wherein installing the particular
educational soitware comprises:
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determining presence of memory that i1s accessible by the
computing device that stores installation data for the
particular educational software; and

installing the particular educational software from the
memory that 1s accessible.

6. The method of claim 1, wherein disabling the boot-

loader comprises:

modilying the boot sequence of the computing device so
that the bootloader 1s not loaded.

7. A system comprising:

one or more computers; and

one or more storage devices storing instructions that are
operable, when executed by the one or more computers,
to cause the one or more computers to perform opera-
tions comprising:

detecting with a bootloader that an operating system of a
computing device has finished booting;

in response to detecting with the bootloader that the
operating system of the computing device has finished
booting, disabling installation of soitware on the com-
puting device except for particular educational soft-
ware;

determining that the particular educational software 1s not
installed on the computing device;

in response to determiming that educational software 1s not
installed on the computing device; installing the par-
ticular educational software;

after installing the particular educational software, modi-
fying a boot sequence of the computing device so that
the particular educational software 1s executed after the
operating system has finished booting; and

disabling the bootloader.
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8. The system of claim 7, wherein disabling installation of
solftware on the computing device except for particular
educational software comprises:

obtaining a whitelist of educational software that 1s per-
mitted to be installed; and

enabling the educational software on the whitelist to be
installed.

9. The system of claim 7, wherein the bootloader 1s
installed 1 a protected system folder of the computing
device.

10. The system of claim 7, wherein disabling installation
ol software on the computing device except for particular
educational software comprises:

disabling universal serial bus (USB) debugging for the
computing device, the installation of software from
unknown sources, clearing of settings, and quick tools

that may be supported by the operating system.

11. The system of claim 7, wherein installing the particu-
lar educational software comprises:

determining presence ol memory that 1s accessible by the
computing device that stores installation data for the
particular educational software; and

installing the particular educational software from the
memory that 1s accessible.

12. The system of claam 7, wherein disabling the boot-
loader comprises:

modifying the boot sequence of the computing device so
that the bootloader 1s not loaded.
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