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APPARATUS AND METHODS FOR
MULTIMEDIA COORDINATION

PRIORITY AND RELATED APPLICATIONS

This application 1s a continuation of and claims priority to

co-owned and co-pending U.S. patent application Ser. No.
13/715,9°76 filed on Dec. 14, 2012 of the same title, 1ssuing

as U.S. Pat. No. 9,131,283 on Sep. 8, 2015, which 1s
incorporated herein by reference in 1ts entirety. In addition,

the present application 1s related to commonly owned U.S.
patent application Ser. No. 12/284,757 filed on Sep. 24, 2008

and entitled “METHODS AND APPARATUS FOR USER-
BASED TARGETED CONTENT DELIVERY”, which
1ssued as U.S. Pat. No. 9,071,859 on Jun. 30, 2015, com-
monly owned U.S. Pat. No. 8,099,757 1ssued on Jan. 17,
2012 and entitled “METHODS AND APPARATUS FOR
REVENUE-OPTIMIZED DELIVERY OF CONTENT IN A
NETWORK”, commonly owned U.S. patent application
Ser. No. 12/503,772 filed Jul. 15, 2009 and entitled “METH-
ODS AND APPARATUS FOR CLASSIFYING AN AUDI-
ENCE IN A CONTENT DISTRIBUTION NETWORK?”,
which 1ssued as U.S. Pat. No. 8,935,721 on Jan. 13, 2015,
commonly owned U.S. patent application Ser. No. 12/3503,
710 filed Jul. 15, 2009 and entitled “METHODS AND
APPARATUS FOR TARGETED SECONDARY CON-
TENT INSERTION”, which i1ssued as U.S. Pat. No. 8,813,
124 on Aug. 19, 2014, commonly owned U.S. Provisional
Patent Application Ser. No. 61/670,082 filed on Jul. 10, 2012
and entitled “APPARATUS AND METHODS FOR SELEC-
TIVE ENFORCEMENT OF SECONDARY CONTENT
VIEWING”, now U.S. patent application Ser. No. 13/676,
012 filed on Nov. 13, 2012 and entitled “APPARATUS AND
METHODS FOR S JLECTIV 5 ENFORCEMENT OF SEC-
ONDARY CONTENT VIEWING”, and commonly owned
U.S. patent application Ser. No. 12/503,749 filed on Jul. 15,
2009, and entitled “METHODS AND APPARATUS FOR
EVALUATING AN AUDIENCE IN A CONTENT-BASED
NETWORK” each of the foregoing being incorporated
herein by reference in 1ts entirety.

COPYRIGHT

A portion of the disclosure of this patent document
contains material that 1s subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclo-
sure, as 1t appears 1n the Patent and Trademark Oflice patent
files or records, but otherwise reserves all copyright rights
whatsoever.

BACKGROUND

1. Technological Field

The disclosure relates generally to the field of data and
content distribution and delivery via a content distribution or
other network. In one exemplary aspect, the disclosure
relates to the selective delivery of supplemental or second-
ary content such as advertising or promotions.

2. Description of Related Technology

Today, advertisers expend vast sums of money to adver-
tise over television programming delivery mechanisms (e.g.,
over-the-air broadcast, cable, satellite, etc.), as well as 1n
complementary mechanisms such as print media (maga-
zines, newspapers, etc.), and online via the Internet (e.g.,
banner advertisements on websites, video clip advertise-
ments, e-mail campaigns, Internet radio station spots, etc.).
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2

In many cases, promotions and discounts are oflered with
the objective to more eflectively market the advertiser’s

brand/product to consumers. Advertisers also expend sig-
nificant capital to obtain metrics data related to these adver-
tising campaigns, which can provide feedback on the eflec-
tiveness of such campaigns, and consumer interest in the
offered products or services.

However, advertising through these different media has
traditionally been very segregated. For a given advertiser,
there has been no linking between campaigns delivered
through the different media, and no correlation of metrics
from different media 1s generally utilized, even though the
different media campaigns may target the same consumer
households.

Print and Internet campaigns oiten offer discounts and
promotions, either through printed coupons or electronic
coupons, as mncentive for consumers to try their products.
Using these promotions and discounts, advertisers also
collect and track various types of “performance” metrics
data. However, data collected from these discount cam-
paigns are largely disjoint from and uncorrelated to the
television campaigns, even though they are from the same
manufacturer/service provider.

Additionally, consumers (including television users or
subscribers) are becoming less engaged over time 1n many
facets of advertising, due 1n part to the ability to bypass them
whether by FF functions or the like, tuning away, or simply
walking away to do other things. The same 1s true of video
commercials and so-called “infomercials”. Many users sim-
ply switch away or otherwise “tune out” advertisements,
which subrogates the eflectiveness of the advertisement or
promotion.

Hence, there 1s a need for improved methods and appa-
ratus which provide enhanced correlation and coordination
between various advertising media campaigns.

Moreover, there 1s a need to increase the engagement or
interest level of the user with respect to advertisements and
promotions, regardless which sort of media outlet or cam-
paign 1s utilized.

SUMMARY

The foregoing needs are addressed herein by providing,
inter alia, methods and apparatus for enhancing coordination
between multiple media advertising or promotion cam-
paigns.

In a first aspect, a method for coordinated advertising
campaign management 1s disclosed. In one embodiment, the
method includes providing a user-side application which
collects data regarding user interactions with advertising,
and provides the data to a network entity for further evalu-
ation or distribution (e.g., to advertisers or other third
parties). The data can allow for coordination between tele-
vision, print, and electronic (e.g., email or Internet) cam-
paigns being run in parallel, such as for the same or similar
goods or services, mcluding the provision of coupons and
discounts. The data may also comprise recommendations or
actions to be taken with respect to the other campaigns.

In a second aspect, an architecture for coordinated adver-
tising or promotion campaign management 1s disclosed. In
one embodiment, the architecture utilizes managed content
distribution network (e.g., cable television or satellite) assets
including a network server and database and subscriber’s
CPE to obtain data regarding a user’s behavior and interac-
tion with certain secondary content. In one variant, input
from other media campaigns (e.g., online and print) relating
to user activity 1s also used along with the CPE-derived data
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to generate integrated metrics and return on 1nvestment
(ROI) data for use 1n, 1nter alia, adjusting one or more of the
campaigns.

In a third aspect, a computer readable apparatus 1s dis-
closed. In one embodiment, the apparatus includes a storage
medium with an application program stored thereon, the
program configured to obtain user behavior and interactivity
data with respect to one or more secondary content elements.

In a fourth aspect, a consumer premises device 1s dis-
closed. In one embodiment, the device includes an interface
for communication with a managed network, and includes
an application runmng thereon configured to obtain user
interaction data relating to secondary content delivered over
the network.

In a fifth aspect, a consumer mobile device 1s disclosed.
In one embodiment, the device includes a wireless air
interface for communication with a premises device, the
latter 1n communication with a managed network. The
mobile device 1includes an application running thereon con-
figured to obtain user interaction data relating to secondary
content delivered over the network and to the mobile device
and rendered thereon.

In a sixth aspect, a network server 1s disclosed. In one
embodiment, the server includes logic operative to receive
data relating to one or multiple user’s interactions with
secondary content from respective CPE of the user(s), and
process the data for use by a third party entity for, inter alia,
managing an online or print media campaign relating to the
secondary content.

In a seventh aspect, a method of compensating a network
user 1s disclosed. In one embodiment, the method includes:
cvaluating a user’s behavior with respect to at least one
criterion for at least one secondary content element; and
based at least 1n part on the evaluating, providing the user at
least one form of consideration for their behavior that meets
the at least one criterion.

In an eighth aspect, a premises network architecture 1s
disclosed. In one embodiment, the architecture comprises: a
leased user premises device configured for communication
with a managed content distribution network; a wireless
access point in data communication with or part of the leased
user premises device; a wireless-enabled consumer mobile
device configured for wireless communication with the
access point, the mobile device further comprising an appli-
cation running thereon configured to: obtain user mput or
interaction data relating to an advertisement or promotion
delivered from the managed network and rendered on the
mobile device; and forward at least a portion of the obtained
data to a network entity of the managed network via the
leased premises device and the access point.

In a ninth aspect, a user device configured to obtain data
relating to interaction with one or more secondary content
clements associated with a first program stream by a user
thereot 1s disclosed. In one embodiment, the user device
comprises: a network intertace configured to receive the one
or more secondary content elements associated with the first
program stream; a storage device; and a processor 1n data
communication with the network interface, the processor
configured to run at least one computer program thereon, the
computer program comprising a plurality of instructions
which are configured to, when executed: obtain information
relating to an 1mtiation of a trick mode functionality with
respect to a first one of the one or more secondary content
clements associated with the first program stream; forward
the obtained information to a network entity via the network
interface; receive a determination from the network entity
that the first one of the secondary content elements 1s
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4

ineflective based, at least 1 part, on the obtained informa-
tion with relation to the mitiation of the trick mode func-
tionality; and based, at least 1n part, on the reception of the
determination that the first one of the secondary content
clements 1s ineflective, receive a second program stream
configured to have the first one of the one or more secondary
content elements replaced with a second one of the one or
more secondary content elements.

In a tenth aspect, a method of obtaining data relating to a
user’s interaction with one or more content elements 1s
disclosed. In one embodiment, the method comprises: a user
device having a network interface recerving the one or more
content elements; extracting one or more data elements
relating to the one or more content elements; rendering at
least one of the one or more content elements; obtaining data
from one or more iput devices associated with the user
device during the act of rendering of the at least one of the
one or more content elements; and forwarding the obtained
data to a network entity via the network interface.

In an eleventh aspect, a premises network architecture 1s
disclosed. In one embodiment, the premises network archi-
tecture comprises: a user premises device configured to
communicate with a managed content distribution network;
a wireless access point 1n data communication with the user
premises device; and a wireless-enabled mobile device
configured to communicate with the wireless access point,
the mobile device further comprising an application runmng
thereon, the application comprising a plurality of instruc-
tions which are configured to, when executed: obtain user
interaction data relating to an advertisement or promotion

delivered from the managed content distribution network
and rendered on the mobile device, the user interaction data
comprising mnformation indicating a request by a user of the
mobile device for additional information related to the
advertisement or promotion; forward at least a portion of the
obtained user interaction data to a network entity of the
managed network; and receive access to a source of addi-
tional information from the managed network.

Other features and advantages of the present disclosure
will immediately be recognized by persons of ordinary skall
in the art with reference to the attached drawings and
detailed description of exemplary embodiments as given
below.

BRIEF DESCRIPTION OF TH.

L1

DRAWINGS

FIG. 1 1s a functional block diagram illustrating an
exemplary HFC cable network configuration usetul with the
various aspects ol the present disclosure.

FIG. 1a 1s a functional block diagram illustrating one
exemplary HFC cable network headend configuration useful
with the various aspects of the present disclosure.

FIG. 15 1s a functional block diagram 1illustrating one
exemplary local service node configuration useful with the
various aspects of the present disclosure.

FIG. 1c 1s a tunctional block diagram illustrating one
exemplary broadcast switched architecture (BSA) network
useiul with the various aspects of the present disclosure.

FIG. 1d 1s a functional block diagram illustrating one
exemplary packetized content delivery network architecture
useiul with the various aspects of the present disclosure.

FIG. 2 1s a high-level block diagram illustrating one
embodiment of a network-centric media campaign coordi-
nation architecture.

FIG. 2a 1s a high-level block diagram illustrating another
embodiment of a network-centric media campaign coordi-
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nation architecture, wherein some data collection functions
are performed by one or more network entities.

FI1G. 3 1s a graphical representation of one embodiment of
a coordinated advertising campaign management technique.

FIG. 4 1s a flow diagram 1llustrating a first embodiment of
a method of selectively media campaign coordination.

FIG. 5§ 1s a functional block diagram illustrating an
exemplary embodiment of CPE adapted to support user
interactivity data collection.

FIG. 6 1s a functional block diagram illustrating an
exemplary embodiment of a network server configured to
support user iteractivity data collection and processing, and
media campaign coordination.

All Figures © Copyright 2012 Time Warner Cable, Inc.

All rights reserved.

DETAILED DESCRIPTION

Reference 1s now made to the drawings wherein like
numerals refer to like parts throughout.

As used herein, the term “application” refers generally
and without limitation to a unit of executable software that
implements a certain functionality or theme. The themes of
applications vary broadly across any number of disciplines
and functions (such as on-demand content management,
e-commerce transactions, brokerage transactions, home
entertainment, calculator etc.), and one application may
have more than one theme. The unit of executable software
generally runs in a predetermined environment; for example,
the unit could comprise a downloadable Java Xlet™ that
runs within the JavaTV™™ environment.

As used herein, the terms “client device” and “end user
device” include, but are not limited to, set-top boxes (e.g.,
DSTBs), gateways, modems, personal computers (PCs), and
mimcomputers, whether desktop, laptop, or otherwise, and
mobile devices such as handheld computers, PDAs, personal
media devices (PMDs), tablets, and smartphones.

As used herein, the term “codec” refers to a video, audio,
or other data coding and/or decoding algorithm, process or
apparatus including, without limitation, those of the MPEG
(e.g., MPEG-1, MPEG-2, MPEG-4/H.264, etc.), Real (Real-
Video, etc.), AC-3 (audio), D1VX, XViD/ViDX, Windows
Media Video (e.g., WMV 7, 8, 9, 10, or 11), ATI Video
codec, or VC-1 (SMPTE standard 421M) famailies.

As used herein, the term “computer program™ or “soft-
ware” 1s meant to include any sequence or human or
machine cognizable steps which perform a function. Such

program may be rendered in virtually any programming,

language or environment including, for example, C/C++,
Fortran, COBOL, PASCAL, assembly language, markup

languages (e.g., HIML, SGML, XML, VoXML), and the
like, as well as object-oriented environments such as the
Common Object Request Broker Architecture (CORBA),
Java™ (including J2ME, Java Beans, etc.), Binary Runtime
Environment (e.g., BREW), and the like.

As used herein, the term ‘“‘consideration” refers without
limitation to any payment, compensation, bargain, barter,
release, option, or other arrangement wherein something of
actual, perceived or potential future value (whether by an
objective or subjective standard) 1s given, assigned, trans-
terred or exchanged. For example, one form of consideration
1s a monetary payment. Another comprises an exchange of
services. Yet another comprises release from an obligation or
debt. Still another form comprises a subscription or 1nstall-
ment plan. Yet a further form comprises providing a limited
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6

time option. Mynad other forms of consideration will be
appreciated by those of ordinary skill given the present
disclosure.

The terms “Consumer Premises Equipment (CPE)” and
“host device” refer without limitation to any type of elec-
tronic equipment located within a consumer’s or user’s
premises and connected to a network. The term “host
device” includes terminal devices that have access to digital
television content via a satellite, cable, or terrestrial network.
The host device functionality may be integrated into a digital
television (DTV) set. The term “consumer premises equip-
ment” (CPE) includes such electronic equipment such as
set-top boxes, televisions, Digital Video Recorders (DVR),
gateway storage devices (Furnace), and I'TV Personal Com-
puters.

As used herein, the term “database” refers generally to
one or more tangible or virtual data storage locations, which
may or may not be physically co-located with each other or
other system components.

As used herein, the term “display” means any type of
device adapted to display information, including without
limitation CRTs, LCDs, TFTs, plasma displays, LEDs,
incandescent and fluorescent devices. Display devices may
also include less dynamic devices such as, for example,
printers, e-ink devices, and the like.

As used herein, the term “DVR” (digital video recorder)
refers generally to any type or recording mechanism and/or
software environment whereby content sent over a network
can be recorded and selectively recalled. Such DVR may be
dedicated 1n nature, or part of a non-dedicated or multi-
function system.

As used herein, the terms “service”, “content”, and
“stream” are sometimes used synonymously to refer to a
sequence ol packetized data that 1s provided in what a
subscriber may perceive as a service. A “service” (or “con-
tent”, or “stream”) in the former, specialized sense may
correspond to different types of services in the latter, non-
technical sense. For example, a “service” in the specialized
sense may correspond to, among others, video broadcast,
audio-only broadcast, pay-per-view, or video-on-demand.
The perceivable content provided on such a “service” may
be live, pre-recorded, delimited in time, undelimited 1n time,
or of other descriptions. In some cases, a “service” 1n the
specialized sense may correspond to what a subscriber

would perceive as a “channel” in traditional broadcast
television.

As used herein, the term “DOCSIS” refers to any of the
existing or planned variants of the Data Over Cable Services
Interface Specification, including for example DOCSIS ver-
sions 1.0, 1.1, 2.0 and 3.0.

As used herein, the term gateway includes, without limi-
tation, devices configured to interface with a network, and
pass signals to or exchange signals with, another device in
communication therewith. Various exemplary gateways are
described i1n, iter alia, co-owned and co-pending U.S.
patent application Ser. No. 11/818,236 filed on Jun. 13, 2007
entitled “PREMISES GATEWAY APPARATUS AND
METHODS FOR USE IN A CONTENT-BASED NET-
WORK?”, which 1ssued as U.S. Pat. No. 7,954,131 on May
31, 2011, U.S. patent application Ser. No. 12/382,619 filed
on Oct. 20, 2009 and entitled “GATEWAY APPARATUS
AND METHODS FOR DIGITAL CONTENT DELIVERY
IN ANETWORK?”, which 1ssued as U.S. Pat. No. 9,027,062
on May 5, 2015, and U.S. patent application Ser. No.
12/480,597 filed on Jun. 8, 2009 and entitled “MEDIA
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BRIDGE APPARATUS AND METHODS”, each of the
foregoing being incorporated herein by reference in 1ts
entirety.

As used herein, the term “headend” refers generally to a
networked system controlled by an operator (e.g., an MSO
or multiple systems operator) that distributes programming
to MSO clientele using client devices. Such programming,
may 1nclude literally any information source/receiver
including, iter alia, free-to-air TV channels, pay TV chan-

nels, interactive TV, and the Internet.

As used herein, the terms “Internet” and ‘“‘internet” are
used interchangeably to refer to iter-networks including,
without limitation, the Internet.

As used herein, the terms “microprocessor” and “digital
processor’ are meant generally to include all types of digital
processing devices including, without limitation, digital
signal processors (DSPs), reduced instruction set computers
(RISC), general-purpose (CISC) processors, microproces-
sors, gate arrays (e.g., FPGAs), PLDs, reconfigurable com-
puter fabrics (RCFs), array processors, secure miCroproces-
sors, and application-specific integrated circuits (ASICs).
Such digital processors may be contained on a single unitary
IC die, or distributed across multiple components.

As used herein, the terms “MSO” or “multiple systems
operator” refer without limitation to a cable, fiber to the
home (FITH), fiber to the curb (FTTC), satellite, Hybrid
Fiber Copper (HFCu), or terrestrial network provider having
infrastructure required to deliver services including pro-
gramming and data over those mediums.

As used herein, the terms “network” and “bearer network”
refer generally to any type of telecommunications or data
network 1ncluding, without limitation, hybrid fiber coax
(HFC) networks, HFCu networks, satellite networks, telco
networks, and data networks (including MANs, WANS,
LLANs, WLANSs, iternets, and intranets). Such networks or
portions thereol may utilize any one or more diflerent
topologies (e.g., ring, bus, star, loop, etc.), transmission
media (e.g., wired/RF cable, RF wireless, millimeter wave,
optical, etc.) and/or communications or networking proto-
cols.

As used herein, the term “interface” refers to any signal,
data, or software interface with a component, network or
process 1ncluding, without limitation, those of the FireWire
(e.g., FW400, FWR800, etc.), USB (e.g., USB2), FEthernet
(e.g., 10/100, 10/100/1000 (Gigabit Ethernet), 10-Gig-E,
etc.), MoCA, Coaxsys (e.g., TVnet™), radio frequency
tuner (e.g., mn-band or OOB, cable modem, etc.), Wi-Fi
(802.11), WiMAX (802.16), PAN (e.g., 802.15), cellular
(e.g., 3G, LTE/LTE-A/TD-LTE, GSM, etc.) or IrDA fami-
lies.

As used herein, the term “node” refers to any functional
entity associated with a network, such as for example an
OLT or ONU, whether physically discrete or distributed
across multiple locations.

As used herein, the term “QAM” refers to modulation
schemes used for sending signals over cable networks. Such
modulation scheme might use any constellation level (e.g.
QPSK, 16-QAM, 64-QAM, 256-QAM, etc.) depending on
details of a cable network. A QAM may also refer to a
physical channel modulated according to the schemes.

As used herein, the term “secondary content” refers
without limitation to advertisements, promotions, 1nfomer-
cials, trailers, or any other content which 1s presented before,
during, after, or contemporancous with, primary content
such as e.g., movies, video segments, television programs,
documentaries, etc.
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As used herein, the term “server” refers to any comput-
erized component, system or entity regardless of form which
1s adapted to provide data, files, applications, content, or
other services to one or more other devices or entities on a
computer system or network.

As used herein, the term “‘service”, “content”, “program”
and “stream” are sometimes used synonymously to refer to
a sequence of packetized data that 1s provided in what a
subscriber may perceive as a service. A “service” (or “con-
tent”, or “stream”) in the former, specialized sense may
correspond to different types of services in the latter, non-
technical sense. For example, a “service” 1in the specialized
sense may correspond to, among others, video broadcast,
audio-only broadcast, pay-per-view, or video-on-demand.
The perceivable content provided on such a “service” may
be live, pre-recorded, delimited in time, undelimited 1n time,
or of other descriptions. In some cases, a “service” 1n the
specialized sense may correspond to what a subscriber
would perceive as a “‘channel” in traditional broadcast
television.

As used herein, the term ““user interface” refers to, without
limitation, any visual, graphical, tactile, audible, sensory, or
other means of providing information to and/or receiving

information from a user or other entity.

As used herein, the term “Wi-F1”’ refers to, without
limitation, any of the variants of IEEE-Std. 802.11 or related
standards including 802.11 a/b/g/n/s/v or 802.11-2012.

As used herein, the term “wireless” means any wireless

signal, data, commumnication, or other interface including
without limitation Wi-Fi, Bluetooth, 3G (3GPP/3GPP2),

HSDPA/HSUPA, TDMA, CDMA (e.g., IS-95A, WCDMA,
etc.), FHSS, DSSS, GSM, PAN/802.15, WiMAX (802.16),
802.20, narrowband/FDMA, OFDM, PCS/DCS, LTE/LTE-
A/TD-LTE, analog cellular, CDPD, satellite systems, milli-
meter wave or microwave systems, RFID, NFC, acoustic,

and infrared (1.e., IrDA).

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

Exemplary embodiments of secondary content data col-
lection and media campaign integration apparatus and meth-
ods of are now described in detail. While these exemplary
embodiments are described 1n the context of a hybnd fiber
coax (HFC) cable architecture having a multiple systems
operator (MSQ), digital networking capability, and plurality
of client devices/CPE, the general principles and advantages
of the disclosure may be extended to other types of networks
and architectures, whether broadband, narrowband, wired or
wireless, content or data, or otherwise. Hence, the following
description 1s merely exemplary in nature. For example, the
various aspects of the disclosure may be practiced over a
fiber-to-the-home (FT'TH) or fiber-to-the-curb (FTTC) sys-
tem, or over satellite or millimeter wave-based networks
having two-way capabilities similar to today’s digital cable
HFC networks.

It will also be appreciated that while described generally
in the context of a network providing service to a customer
or consumer (1.e., residential) end user domain, the various
aspects of the present disclosure may be readily adapted to
other types of environments including, e.g., commercial/
enterprise, and government/military applications. Myriad
other applications are possible.

Also, while certain aspects are described primarily in the
context of the well known IP or Internet Protocol (described
in, inter alia, RFC 791 and 2460), other types of protocols
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(and 1n fact bearer networks to include other internets and
intranets) may be used to implement the described function-
ality.

Bearer Network Architecture

FIG. 1 illustrates a typical content distribution network
configuration with which the apparatus and methods of the
present disclosure may be used. The various components of
the network 100 1nclude (1) one or more data and application
origination points 102; (11) one or more content sources 103,
(111) one or more application distribution servers 104; (1v)
one or more VoD servers 105, and (v) consumer premises
equipment (CPE) 106. The distribution server(s) 104, VoD
servers 105 and CPE(s) 106 are connected via a bearer (e.g.,
HFC) network 101. A simple architecture comprising one of
cach of the atorementioned components 102, 104, 105, 106
1s shown 1n FIG. 1 for simplicity, although 1t will be
recognized that comparable architectures with multiple
origination points, distribution servers, VoD servers, and/or
CPE devices (as well as diflerent network topologies) may
be utilized consistent with the disclosure. For example, the
headend architecture of FIG. 1a (described 1n greater detail
below) may be used.

The data/application origination point 102 comprises any
medium that allows data and/or applications (such as a
VoD-based application, gaming application, or “Watch TV”
application) to be transferred to a distribution server 104.
This can include for example a third party data source,
application vendor website, CD-ROM, external network
interface, mass storage device (e.g., RAID system), etc.
Such transference may be automatic, mitiated upon the
occurrence ol one or more specified events (such as the
receipt of a request packet or ACK), performed manually, or
accomplished m any number of other modes readily recog-
nized by those of ordinary skill.

The application distribution server 104 comprises a com-
puter system where such applications can enter the network
system. Distribution servers are well known 1n the network-
ing arts, and accordingly not described further herein.

The VoD server 105 comprises a computer system where
on-demand content can be recerved from one or more of the
alorementioned data sources 102 and enter the network
system. These servers may generate the content locally, or
alternatively act as a gateway or intermediary from a distant
source.

The CPE 106 includes any equipment in the “customers’
premises” (or other locations, whether local or remote to the
servers 104, 105) that can be accessed by a distribution
server 104 or VOD server 105.

Referring now to FIG. 1a, one exemplary embodiment of
headend architecture useful with the present disclosure 1s
described. As shown in FIG. 1a, the headend architecture
150 comprises typical headend components and services
including billing module 152, subscriber management sys-
tem (SMS) and CPE configuration management module
154, cable-modem termination system (CMTS) and OOB
system 156, as well as LAN(s) 158, 160 placing the various
components 1n data communication with one another. It will
be appreciated that while a bar or bus LAN topology 1s
illustrated, any number of other arrangements as previously
referenced (e.g., ring, star, etc.) may be used consistent with
the disclosure. It will also be appreciated that the headend
configuration depicted in FIG. 1a 1s lugh-level, conceptual
architecture and that each MSO may have multiple headends
deployed using custom architectures.

The architecture 150 of FIG. 1a further includes a mul-
tiplexer/encrypter/modulator (MEM) 162 coupled to the
HFC network 101 adapted to “condition™ content for trans-
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mission over the network. The distribution servers 164 are
coupled to the LAN 160, which provides access to the MEM
162 and network 101 via one or more {file servers 170. The
VoD servers 105 are coupled to the LAN 160 as well,
although other architectures may be employed (such as for
example where the VoD servers are associated with a core
switching device such as an 802.3z Gigabit Ethernet device).
As previously described, information 1s carried across mul-
tiple channels. Thus, the headend must be adapted to acquire
the information for the carred channels from various
sources. Typically, the channels being delivered from the
headend 150 to the CPE 106 (“downstream”) are multi-
plexed together 1n the headend and sent to neighborhood
hubs (FIG. 15) via a vanety of mterposed network compo-
nents.

Content (e.g., audio, video, data, applications, efc.) 1s
provided 1n each downstream (in-band) channel associated
with the relevant service group. To communicate with the
headend or mtermediary node (e.g., hub server), the CPE
106 may use the out-of-band (OOB) or DOCSIS channels
and associated protocols. The OCAP 1.0, 2.0, 3.0 (and
subsequent) specification provides for exemplary network-
ing protocols both downstream and upstream, although the
disclosure 1s 1n no way limited to these approaches.

As shown 1n FIG. 15, the network 101 of FIGS. 1 and 1a
comprises a fiber/coax arrangement wherein the output of
the MEM 162 of FIG. 1a 1s transferred to the optical domain
(such as via an optical transceiver 177 at the headend or
further downstream). The optical domain signals are then
distributed to a fiber node 178, which further distributes the
signals over a distribution network 180 to a plurality of local
servicing nodes 182. This provides an eflective 1:N expan-
sion of the network at the local service end.

“Switched” Networks

FIG. 1c¢ illustrates an exemplary “switched” network
architecture also useful with the present disclosure. Switch-
ing architectures allow improved efliciency of bandwidth
use for ordinary digital broadcast programs. Ideally, the
subscriber will be unaware of any difference between pro-
grams delivered using a switched network and ordinary
streaming broadcast delivery.

FIG. 1¢ shows the implementation details of one exem-
plary embodiment of this broadcast switched network archi-
tecture. Specifically, the headend 150 contains switched
broadcast control and media path functions 190, 192; these
clement cooperating to control and feed, respectively, down-
stream or edge switching devices 194 at the hub site which
are used to selectively switch broadcast streams to various
service groups. A BSA server 196 i1s also typically disposed
at the hub site, and implements functions related to switch-
ing and bandwidth conservation (in conjunction with a
management entity 198 disposed at the headend). An optical
transport ring 197 1s utilized to distribute the dense wave-
division multiplexed (DWDM) optical signals to each hub 1n
an eflicient fashion.

Co-owned and co-pending U.S. patent application Ser.
No. 09/956,688 filed on Sep. 20, 2001 and entitled “Tech-
nique for Effectively Providing Program Material in a Cable
Television System™, which 1ssued as U.S. Pat. No. 8,713,623
on Apr. 29, 2014, incorporated herein by reference 1n 1ts
entirety, describes one exemplary broadcast switched digital
architecture usetul with the present disclosure, although 1t
will be recognized by those of ordinary skill that other
approaches and architectures may be substituted.

In addition to “broadcast” content (e.g., video program-
ming), the systems of FIGS. 1a-1c¢ can also deliver Internet
data services using the Internet protocol (IP), although other
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protocols and transport mechanisms of the type well known
in the digital communication art may be substituted. One
exemplary delivery paradigm comprises delivering MPEG-
based video content (e.g., “IP TV or the like), with the video
transported to user PCs (or IP-based STBs) over the afore-
mentioned DOCSIS channels comprising MPEG (or other
video codec such as H.264 or AVC) over IP over MPEG.
That 1s, the higher layer MPEG- or other encoded content 1s
encapsulated using an IP protocol, which then utilizes an
MPEG packetization of the type well known in the art for
delivery over the RF channels. In this fashion, a parallel
delivery mode to the normal broadcast delivery exists; 1.e.,
delivery of video content both over traditional downstream
QAMS to the tuner of the user’s STB or other receiver device
for viewing on the television, and also as packetized IP data
over the DOCSIS QAMs to the user’s PC or other IP-
enabled device via the user’s cable or other modem.

Referring again to FIG. 1¢, the IP packets associated with
Internet services are received by edge switch 194, and
torwarded to the cable modem termination system (CMTS)
199. The CMTS examines the packets, and forwards packets
intended for the local network to the edge switch 194. Other
packets are discarded or routed to another component. The
edge switch 194 forwards the packets receive from the
CMTS 199 to the QAM modulator 189, which transmits the
packets on one or more physical (QAM-modulated RF)
channels to the CPEs (or CD). The IP packets are typically
transmitted on RF channels that are different than the RF
channels used for the broadcast video and audio program-
ming, although this 1s not a requirement. The CPE 106 are
cach configured to monitor the particular assigned RF chan-
nel (such as via a port or socket ID/address, or other such
mechanism) for IP packets intended for the subscriber
premises/address that they serve.
Packet-Optimized Architectures

While the foregoing network architectures described
herein can (and 1n fact do) carry packetized content (e.g., IP
over MPEG {for high-speed data or Internet TV, MPEG2
packet content over QAM for MPTS, etc.), they are often not
optimized for such delivery. Hence, in accordance with
another embodiment of the present disclosure, a “packet
optimized” delivery network 1s used for carriage of the
packet content (e.g., IPTV content) when the request 1ssues
from an MSO network (see discussion of FIG. 2a below).
FIG. 1c¢ illustrates one exemplary implementation of such a
network, 1n the context of an IMS (IP Multimedia Subsys-
tem ) network with common control plane and service deliv-
ery platform (SDP), as described 1n co-pending U.S. Provi-
sional Patent Application Ser. No. 61/256,903 entitled
“METHODS AND APPARATUS FOR PACKETIZED
CONTENT DELIVERY OVER A CONTENT DELIVERY
NETWORK?”, filed on Oct. 30, 2009, incorporated herein by
reference 1n 1ts entirety. Such a network provides significant
enhancements 1 terms of common control of different
services, implementation and management of content deliv-
ery sessions according to unicast or multicast models, qual-
ity-otf-service (QoS) for IP-packetized content streams, efc.;
however, 1t 1s appreciated that the various features of the
present disclosure are in no way limited to any of the
foregoing architectures.
Coupled Advertising Campaigns and Metrics

Consumers are becoming less engaged over time 1n many
tacets of advertising, due 1n part to the ability to bypass them
whether by FF functions or the like, tuning away, or simply
walking away to do other things. The same 1s true of video
commercials and so-called “infomercials”. However, a con-
sumer can be more engaged through provision of some sort
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ol benefit or incentive. For 1nstance, secondary content (e.g.,
advertisements, infomercials, promotions, etc.) that provide
high entertainment value to the consumer, such as for
example commercials during the Super Bowl, will often be
watched with great mtent. Likewise, 1f there 1s a basis for
interest for the consumer (e.g., the secondary content relates
to goods or services or topics that of are particular interest
to the consumer), the consumer will be increasingly
engaged. Secondary content that provides the consumer with
some 1ntrinsic or actual benefit (e.g., a coupon, discount,
savings on a Irequently used service, etc.) will likewise
typically have high rates of engagement.

Accordingly, one aspect of the present disclosure relates
to 1ncreasing the *“value” of secondary content such as
advertisements, and accordingly providing better value for
the advertisers. These goals are accomplished 1n the exem-
plary embodiment by: (1) providing enhanced integration
between television media campaigns and print, online, or
telephonic  promotion/discount campaigns that the
advertiser(s) may be running; (1) providing a mechanism to
measure and validate that the viewer watches the complete
television commercial and has been suih

iciently engaged so
as to recerve the complete message from the advertiser; (i11)
providing a means to ofler incentives to the viewer to watch
a given advertisement or collection of advertisements/pro-
motions, or engage in other desired behavior(s), such as via
points or credits obtained through interaction that can be
traded for gifts, products, service discounts etc., or delivery
of product/service coupons and discount through 1nteraction
cither electronically or through mail or email; and (1v)
collection of better metrics for advertising campaigns that
can provide more useful information to the advertisers (and
network operators and campaign implementation entities).

FIG. 2 illustrates one embodiment of a network architec-
ture configured to implement the foregoing features (1)-(1v).
As 1llustrated, the architecture 200 includes a network-side
entity 202 (e.g., a server or other process disposed at or 1n
logical communication with the network headend), a net-
work interface 204 to an advertiser server or other entity 206
(such as via a communication network 207 such as the
Internet), and a user or subscriber database 208 in commu-
nication with the server 202 (and which retains user or
subscriber-related information). In one implementation, the
server 202 includes an application or process 210 running
thereon which 1s configured to obtain performance or behav-
1or data from the CPE 106 of the network 101, and store/
process this information to extract useful data therefrom.

The enhanced integration between television media cam-
paigns and print, online or telephonic campaigns that the
advertiser may be running 1s provided by, in one embodi-
ment, one- or two-way information flow between the net-
work operator (server 202) and the advertiser server/entity
206. Specifically, information gleaned via the aforemen-
tioned application 210 1s 1n one case passed to the advertiser
server 206 (via the network server), the latter being able to
utilize this information with respect to the print and/or
on-line or telephonic campaigns. For instance, 1f user behav-
1or regarding a given advertiser spot on the managed (tele-
vision) network 101 indicates that the ad 1s ineflective (e.g.,
viewers are largely tuning away at onset), this information
can be used to cause a substitution of an ad in the on-line or
email campaigns which has a higher likelihood of success.
It can also be used to generate an 1mput signal to the MSO’s
own content delivery system 209 (e.g., VoD server, linear
service, IPTV, etc.) to cause changes in the delivery of
secondary content over the MSO distribution network 101 to
its subscribers.
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Similarly, certain “windows” can be set up such that
intervention in the print media campaign may occur before
a given vehicle (e.g., newspaper, magazine, flyer, mailer,
etc.) 1s actually printed and distributed (e.g., 24 hours before
print at a given printer selected by the advertiser). This
underscores one salient advantage of the architecture of the
illustrated embodiment; 1.e., that the television campaign
can be used to provide eflectively real-time feedback (by
virtue of the large pool of network users and subscribers, and
the feed of behavioral data from that pool via their respective
CPE up to the network server 202) and hence dynamic
input/control over the other campaigns.

It will be recognized that the term “print” as used herein
includes without limitation both actual printed media, and
virtual print (such as an electronic newspaper, printable
coupons, ¢tc.), such that significant overlap may exist with
more traditional on-line venues such as advertising spots
before on-line videos, banner ads, or the like.

It 1s appreciated that while the foregoing discussion
contemplates the television (e.g., MSO network) being the
campaign “driver” (1.e., information obtained from the tele-
vision network 1s passed to the other campaigns (which may
also include recommendations or even commands to execute
certain actions, such as replacement of an advertisement
with another; adjusting the time slot of a given advertise-
ment, etc.), and/or used to make control decisions therefor),
other permutations are possible. For example, feedback or
data gleaned from the email or on-line campaigns may be
used as input or to control the television and print campaign,
and so forth. For example, a media player application
running on a user’s computer or mobile device may be
configured to detect Internet radio station channel changes
consistent with airing of certain secondary content; akin to
the CPE-based variants described herein, this information
may be passed up to a network server for transmission to the
other media campaigns (e.g., via the mterface 204 discussed
supra).

As noted above, information flow between the various
entities within and without the MSO network 101 may be
one-way or two-way. For example, 1n one varnant, informa-
tion flows from the MSO network (server 202) to the other
campaigns via the advertiser’s server 206, and no informa-
tion 1s fed back to the MSO server 202. The same or similar
information may be fed to a plurality of different advertisers/
servers simultaneously 1f desired; e.g., via a broadcast mode.
While timing can be important 1n certain implementations
(e.g., where the different campaigns are tightly bound, such
as where delivery/coordination of the secondary content 1s
time-sensitive, such as during haliftime at the Super Bowl
where television and on-line advertising 1s structured to
target various facets of the game), no real QoS or other
requirements exist, and hence literally any delivery mecha-
nism can be utilized for delivery of the data. Alternately,
information flow can be two-way (as shown 1n FIG. 2); e.g.,
from the television to the other campaigns for dynamic/
control data, and from the other campaigns inward to the
MSO network so as to provide the MSO any updates, useful
data on user response, ellectiveness of a given secondary
content element, etc.

Transfer of data from one entity in the architecture 200 to
another may be conducted on a continual bases, periodically,
in an event-driven manner (e.g., whenever suflicient data 1s
accumulated, whenever “pulled” by the receiving entity,
etc.), or according to any other schemes that will be recog-
nized by those of ordinary skill given the present disclosure.
The network interface(s) 204 may further be of any type
suitable to convey the desired information, such as e.g., via
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broadband connection, Wi-F1, WMAN (e.g., WIMAX), muil-
limeter wave system, cellular or backhaul, etc. Communi-
cation between the individual CPE 106 of the MSO network
101 and the server 202 can be accomplished using normal
upstream communication modes resident in the MSO net-
work (e.g., OOB RF on a CaTV network, or wireless uplink
to a satellite), or via a complementary data connection (e.g.,
DOCSIS modem or the like).

Regarding 1item (11) above, user agent software 1s disposed

in the digital set-top box or other user CPE (which may

include the user’s mobile devices; see discussion of FIGS. 4
and 5 below) i one implementation; the software keeps
track of commercials or other secondary content, and deter-
mines that the viewer has met desired performance criteria
(e.g., watched a prescribed portion or the entire video
segment without fast forwarding, skipping or changing
channels, or has otherwise met a desired behavior criterion).
This determination may be binary (e.g., met the criternia or
did not meet the criteria), or linear (e.g., watched 75% of the
commercial without changing channels) in nature, or use yet
other logical constructs (e.g., fuzzy logic-based, such as
“most”, “some”, or “little”). In one configuration, the appli-
cation runming on the CPE 1s adapted to track (1) the user’s
tuning activities (such as via channel change commands),
(2) the user’s trick mode commands (e.g., FF, REW, pause),
(3) iput provided by the user (such as answers to “yes/no”
questions or the like), and (4) user’s requests for telescoping
or other additional information sources. In one particular
implementation, the user’s CPE-based application collects
the foregoing data and forwards 1t to the network-side entity
(e.g., advertising management server 202 of FIG. 2 herein)
which utilizes the data to perform evaluations of the various
metrics of interest to the MSO and/or advertiser. Various
processing tasks can also be performed by the CPE 1tself,
depending on how “thick™ its processing capabilities are.
Cues within the program stream (such as SCTE cues or the
like) can be used to determine start, end and “waypoints™
within a given advertisement to facilitate collection of the
foregoing data (e.g., how much of a given commercial was
watched, interactivity windows, etc.).

The CPE may also include a mechanism to determine
whether a user 1s actually viewing the monitor (and hence
ostensibly the secondary content). For example, in one
variant, a passive IR (PIR) or similar device 1s disposed on
or proximate the CPE so as to monitor the viewing location
for a “warm body”, thereby indicating that the user has not
simply left the room but not changed the channel). Acoustic-
based sensors may also be used, such as to indicate that a
user 1s moving, talking, etc. Similarly, a speech-recognition
based system may be employed, so as to recerve user verbal
input as to the secondary content (e.g., “I hate this ad!™),
which may be desirable both for determiming whether the
user was engaged (1.e., did not leave the room), and how the
user felt about the content. Likewise, an accelerometer of the
type used on e.g., tablet computers may be employed within
the user’s remote control device (or mobile device used to
control the CPE) so as to indicate that the user 1s watching;
1.e., changes 1n acceleration or device attitude tend to
indicate that the user 1s actively engaged, especially where
the distance at which communication with the CPE 1s
restricted so that the user must be directly proximate or in
LOS of the CPE/monitor. To this end, short-range commu-
nication systems such as active or passive RFID or NFC
(e.g., EPC Global GEN2, ISO 14443 or 18000-3) of the type
known 1n the radio frequency arts may be used to control
both the distance and directionality (if desired) of wireless
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RF communications between the user’s remote or mobile
device and the CPE to eflectuate such functionality.

In another more “passive” implementation (FIG. 2a), a
portion of the foregoing functions are provided on the
network side; e.g., by the server 202 1n communication with
other network entities (such as a VoD server 209, etc.). For
example, network-serviced functions such as VoD ftrick
mode commands, telescoping ad requests, etc. are monitored
by the server 202 and analyzed to determine 1f the desired
criteria have been met. In one varnant, any information
which must be obtained from the CPE 1s sent up to the
network 1 “raw” form, and then evaluated by the server 202
(as opposed to more extensive processing on the CPE and 1n
the prior embodiment). This approach has the benefit of
making the CPE even “thinner” and requiring less extensive
retrofit 1n the case of the installed CPE base.

In another variant, an E'TV application 1s utilized (as or as
part of the CPE application 210) that 1s logically bound to
the advertising spot and that offers one or more incentives to
the viewer to watch the complete commercial and provide
interactivity via the user’s CPE iput device (e.g., remote,
mouse, touch screen, etc.). For instance, 1n one implemen-
tation, an interactivity window 1s specified (e.g., last 3
seconds of the advertisement) where mput from the viewer
can be used to validate the user’s presence/engagement with
the content, or other aspects of the user’s behavior (such as
for example by answering a question correctly to validate
cognizant viewing or understanding, or to determine
whether a user liked the advertisement, if they might buy the
product, if they want to “telescope” to a source ol more
information such as a hyperlink or another advertisement or
promotion or infomercial with more detail on the advertises
product or service). The foregoing speech recognition sys-
tem of the CPE 106 may also be utilized 1n this regard; e.g.,
so as to obviate the user having to pick up the remote, efc.

Regarding item (111) above, 1f the requisite criteria or
validation 1s met, the user may then for instance be provided
with some consideration (e.g., credited “points” to the
viewer’s account, either with the service provider (e.g.,
MSO subscriber account) or advertiser). The credits may be
non-negotiable (e.g., as an offset to later “debits™ e.g., with
respect to menu functions, other advertisements, etc.), or
actually negotiable for some good or service or other con-
sideration to the user (e.g., coupons, discounts ofl products/
services, etc.). This consideration may be credited to a user
clectronically (e.g., via an account maintained by the MSO
or advertiser or third party service/product provider such as
Amazon.com), or alternatively mailed or emailed to the user
so that they can redeem via email or in person at a provider,
or via an electronic payment service such as Google Wal-
let™ disposed on theirr NFC-enabled mobile device.

In another embodiment, the {foregoing application
installed on the user’s CPE can be configured to collect all
desired metrics and usage data; the collected data can be
used to provide inter alia, integrated reporting between or
relating to a television commercial campaign or particular
advertising spot, a promotion/discount (and how or when 1t
1s used by a particular viewer or household), and demo-
graphics and/or pyschographics based on, e.g., subscriber
information obtained from service provider (consistent with
privacy maintenance). For example, user demographic or
psychographic information obtained by the MSO at e.g.,
time of account creation, or via ongoing user feedback or
analysis of viewing habits, can be coupled to the data
relating to particular secondary content to provide the adver-
tiser or other third party with valuable insight into user
behavior. For instance, consider a given secondary content
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clement (e.g., advertisement) relating to sports cars. It 1s
uselul for the advertiser to know the relevant demographics
and/or pyschographics related to the user with whom the
generated data 1s actually associated in order to gauge the
cilicacy of the advertisement. If a user at the given home 1s
an elderly woman (who ostensibly would have little need or
interest 1 a sports car), and she tuned away from the ad
promptly, then little useful information as to the eflicacy of
the advertisement relating to the target demographic (e.g.,
single males between 20 and 50 years of age) can be gleaned
from this one data set. More broadly, if the majority of
viewers watching the advertisement were outside the target
demographic, then one could expect that the eflicacy of the
advertisement for that group would be very low (1.e., most
would tune away, skip, walk away, etc.). However, without
the supporting MSO-specific demographic/pyschographic
data, the advertiser might just be led to believe that their
advertisement was somehow deficient, and may simply
replace 1t, which may be an erroneous conclusion.

The foregoing approach advantageously provides the
MSO and/or advertiser with the ability to track whether the
viewer watched the complete video segment for the com-
mercial, as well as the ability to produce higher viewer
engagement by oflering incentives to the viewer for watch-
ing the complete segment. Television media campaigns can
also be itegrated and correlated with other discount/pro-
motion campaigns run by the advertiser, and thus provide
data which 1s more usetful to the advertiser (or network
operator).

As an example of such integration of campaigns and
associated reporting, consider a given viewer (or CPE or
household) that 1s presented with and watches a given
television commercial delivered via the network service
provider’s infrastructure (e.g., a Start Over or Look Back
delivery, or linear broadcast). Those users who interact as
described above can be 1dentified and provided discounts as
approprate, and the type of interaction and discount offered
can be tracked. Moreover, the user’s actual use or negotia-
tion of the discount or promotion can be tracked, such as via
coordination with the product or service provider to which
the discount or promotion 1s associated (e.g., an MSO-
sponsored program, an online retailer such as Amazon.com,
a retailer local to the user, etc.). For istance, the MSO
and/or advertiser may have an arrangement with
Amazon.com to report a service provider subscriber’s
redemption or negotiation of a discount or coupon sourced
by that same service provider, thereby providing insight to
that subscriber’s behavior for both the MSO and the under-
lying advertiser.

Feedback provided to the service or product provider,
advertiser, or MSO can also be collected and evaluated, such
as where on-line “ratings” provided by purchasers of the
goods/services with which the coupons or discounts are
associated are fed-back. This information also allows for
targeted or correlated follow-up campaigns (such as for new
products/features) through e-mail/mail or other media. Con-
sumer loyalty to certain brands or providers can also be
tracked 1n this fashion.

As previously noted, the architecture 200 of FIG. 2 may
be configured so as to be “tightly coupled” between two or
more of the various media campaigns, especially where
temporal aspects are mnvolved. Specifically, in one embodi-
ment, temporal attributes relating to the secondary content
(1.e., start air time, run length, relationship to an external
event, etc.) are determined and communicated between the
two or more entities such that the two or more campaigns are
synchronized to the external event. For example, a “blitz” of
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advertising relating to a given product or service may be
coordinated for a short or prescribed period, such as halftime
of the Super Bowl. Television, email, on-line banner ads,
pop-up website ads, video trailer ads, etc. can all be coor-
dinated 1n the exemplary embodiment so as to permeate all
media channels available to the advertiser. The advertising,

may also include time-sensitive interactive or response
features, such as where the viewer has a limited time to

respond or interact, or negotiate an ofler (such as redemption
of a coupon or on-line credits or points).

It will also be appreciated that the CPE 106 may include
gateways, intermediary entities, as well as user mobile
devices (e.g., smartphones, tablets, phablets, PCs, laptops,
etc.) in communication with the CPE so as to extend the
functionality to the mobile or other user devices. For
example, 1n one varniant (FIG. 2a), the architecture 220
includes a premises network 221 with an MSO provided
(e.g., leased) DSTB 222, gateway 224, DVR 226, and

wireless interface 228 (e.g., WLAN such as Wi-F1) for

communication with the user’s consumer or non-leased
mobile device 230, the latter which runs an application
(“app”) configured to collect the data regarding secondary
content (and user interactions therewith). The collected data
1s then sent from the mobile device 230 to the gateway (such
as via any well known data communication protocol such as
HTTP/TCP or SMS/MMS), whereby the gateway performs
any requisite pre-processing of the data and forwards it to
the network server 202 via an upstream communication
channel as previously described.

It will be appreciated that 1n the embodiment of FIG. 2a,
content stored on the user’s DVR 226 in their premises
network 221 may also be used as the basis of collecting data,
albeit more latent than broadcast (linear) or other content
streamed from the MSO headend 1n real time. Hence, 1n one
such case, a user DVR’s a movie with five (5) commercials
embedded therein. Each commercial 1s viewed (or not
viewed) by the user, and appropriate data regarding the
user’s tuning behavior, trick mode use, interactivity, etc. are
obtained during playback (whether by the CPE or mobile
device), and the information forwarded to the head end
server 202.

FIG. 3 herein provides a graphical illustration of one
implementation of the foregoing techniques. As shown,
three different media campaigns 302, 304, 306 arc used by
a given advertiser 1n promotion of their goods/services; 1.e.,
television, print, and online/electronic. Coordination
between the campaigns 1s eflected by use of integrated
metrics 310 of the type described above; e.g., data obtained
from user television interaction, redemption ol coupons or
discounts, response to emails or surveys, feedback, etc. A
tocused or targeted user set 308 1s also optionally 1dentified
via the metrics 310, and useful data fed back 311 to the
varying campaigns 304, 306 from the metrics so as to further
refine (1) the targeting, (11) provision of secondary content
and considerations, and (111) coordination between the cam-
paigns. The metrics 310 may also be used to evaluate
campaign ellectiveness and return on investment (ROI) 312,
or other parameters ol interest such as user engagement,
market penetration, etc.

FIG. 4 illustrates one embodiment of a generalized
method of operating a content distribution network so as to
provide media campaign coordination. As shown, the
method 400 includes first selecting and delivering secondary
content (e.g., promotion, advertisement, etc.) to a user of the
network at step 402. For example, an advertiser might pay
an MSO to msert the secondary content element(s) 1nto a
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linear broadcast, VoD delivery, IPTV stream, etc. as part of
the MSO’s normal content distribution functions.

The secondary elements may be encoded with informa-
tion usetul to the recipient CPE. For example, information
regarding when and how to display the secondary content,
campaign and instance 1dentifier that will be used for
reporting and metrics data collection may be provided. In
addition, erther a URL link to the application and any
metadata or a packaged resource that constitutes the actual
application and any metadata required may be provided. The
application for the secondary content may be authored and
packaged using industry standard technologies such as
EBIF, OCAP-JAVA, HTML, Flash. In one implementation
industry standards such as OCAP-ETV or SCTE are used to
signal and notity the secondary content to CPE devices.
Such signal can be embedded within the video transport
stream such as MPEG2TS, HLS or Smooth Streaming and
thus provide synchronization with the actual video content
for the advertisement campaign. The signaling for the sec-
ondary content application may also specily certain target
qualifiers which allows to the target the promotion/campaign
to a subset of subscribers which match the specified qualifier
set. The secondary content application may also utilize any
subscriber/user profile available on the CPE device at run-
time for customizing or personalizing the advertisement
campaign message to the subscriber.

As previously indicated, the user in the exemplary
embodiment 1s a subscriber or customer of the network, the
latter which 1s a managed network such as e.g., a satellite or
cable network. In the exemplary implementation, the sec-
ondary content 1s bound to a client application running on
the user’s CPE (e.g., DSTB, mobile device, gateway) which
cvaluates one or more parameters relating to the user’s
interaction with the secondary content.

At step 404, the delivered secondary content 1s viewed by
the user, such as via watching a given program channel at
theirr premises. In a simple case, a linear broadcast of a
television show with commercials 1s viewed by a user via
theirr DSTB on their local monaitor.

Next, per step 406, the user’s behavior with respect to the
secondary content 1s recorded, using e.g., the application
running on the CPE 106. In one embodiment, raw data
regarding user channel changes, trick mode use, and/or
interactivity with the secondary content 1s captured (via the
application) and stored at the CPE. For example, data on one
or more of: (1) duration of viewing (e.g., did they watch the
entire segment, part of 1t, etc. before tuning away, utilizing
a trick mode command, powering down, etc.), (11) selection
of one or more functions such as trick mode (e.g., did the
user FF through the advertisement, REW so as to watch all
or a portion again, etc.; (111) requests for additional corre-
lated or uncorrelated information (such as via a telescoping
link or function, such as that described in co-owned and
co-pending U.S. patent application Ser. No. 10/662,776 filed
Sep. 15, 2003 and entitled “SYSTEM AND METHOD FOR
ADVERTISEMENT DELIVERY WITHIN AVIDEO TIME
SHIFTING ARCHITECTURE”, which 1ssued as U.S. Pat.
No. 8,214,256 on Jul. 3, 2012, incorporated herein by
reference 1n 1ts entirety); (1v) iteractivity with one or more
functions associated with the secondary content (e.g.,
respond to a question prompt) may be captured by the
CPE/bound application; and (v) use or negotiation of any
discounts, coupons, promotion codes, etc. that the user
redeems via their CPE.

At step 408, the captured data 1s optionally pre-processed.,
and transmitted upstream to the network server 202 for
further analysis, evaluation, and/or transmission to other
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entities (such as associated campaigns, advertisers, etc.). As
noted previously, all or portions of the foregoing evaluation
of step 408 may be performed on the CPE runming the bound
application, or on the network (e.g., server 202), or various
combinations thereof. For example, mn one exemplary
approach, all of the user interactivity/evaluation data 1is
packaged up by the bound application, and transmitted to the
network server 202 for evaluation. In another approach, at
least a portion of the evaluation data 1s pre-processed at the
CPE, and then the pre-processed data (and any other remain-
ing data necessary for the evaluation) 1s forwarded to the
server 202 for further analysis. For example, the bound CPE
application may be configured with suflicient “intelligence™
such that 1t can at least identily when information need not
be sent to the network server (e.g., no channel change/tuning
events during the period of interest, and hence such infor-
mation need only be sent when change/tuning events occur;
otherwise, 1t can presumed that none occurred). Likewise, if
no 1mteractivity or trick mode commands are invoked during,
the period, information to that eflect need not be sent (again,
presumed not to have occurred 1n the absence of data to the
contrary). Similarly, events outside the period or window of
interest (e.g., before or after the rendering or a particular
secondary content element) need not be evaluated, so as to
turther simplify the process and software.

At step 410, the (remaining) evaluation and analysis of the
user data 1s performed by the network server 202 (and/or any
proxy entities or processes needed at the headend). This
includes obtaining and processing any input receirved from
the other campaigns as shown 1n FIG. 3 (step 412), such as
information relating to user redemption or use of coupons,
promotion codes, discounts, user click-throughs on Internet
advertisements, etc. via third parties, and generation of the
target data of interest (e.g., mtegrated metrics or IM, and
ROI) per step 414. This data (including any other data of
relevance) 1s stored at a local database at step 416 (e.g., the
database 208 of FIG. 2), such as based on CPE/account
identification (1.e., associating the data with a particular
subscriber/account/CPE). This approach has the benefit of
being able to particularly characterize the behavior of indi-
vidual subscribers or accounts, yet may also feasibly raise
privacy concerns, since the stored data i1s representative of
actual specific user behavior. Hence, 1n another variant, the
data may also be anonymized (e.g., using for instance the
methods and apparatus set forth 1n co-owned and co-pending
U.S. patent application Ser. No. 11/186,452 filed Jul. 20,
2005 and entitled “METHOD AND APPARATUS FOR
BOUNDARY-BASED NETWORK OPERATION”, incor-
porated herein by reference 1n its entirety, thereby prevent-
ing any association of stored data with particular users or
premises. For example, 1n one such implementation, evalu-
ated user interactivity data from multiple subscribers of the
MSO network 1s “pooled” 1n a common storage location,
agoregated, and/or statistically evaluated or packaged as a
whole. Alternatively, the anonymized data may be stored in
respective 1ndividual storage location within the database
208, e.g., based on a cryptographic hash of the CPE’s MAC
or the user account’s IP address, thereby providing per-user/
account granularity, but with no possibility of being traced
back to any particular user.

The processed data, integrated metrics 310, and ROI data
312 (or information relating thereto or dernived therefrom,
such as the foregoing statistically analyzed data) 1s also
transmitted to the third party (e.g., advertiser) server(s) 206
or 1ts proxy via €.g., a network connection or other interface
per step 418. It will be appreciated that this data may also be
fed directly into the “campaigns” themselves versus the
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commissioning advertiser(s), such as 1s shown in FIG. 3. For
example, rather than route the extracted and processed
metrics/ROI data to the advertiser’s server 206, and requir-
ing the advertiser to feed this information forward to the
relevant campaign(s) (and thereby ostensibly introducing
unwanted latency and possibly cost), the information may be
sent directly to the executers of the campaign(s), e.g., on
on-line advertising web server, printer (for print media
campaigns), coupon/discount  entities  (such  as
Amazon.com), etc.

The transmitted data (whether sent to the advertiser’s
server, or directly to a campaign execution entity such as a
printer’s server) may comprise a standardized message
format (e.g., the data 1s payload i an RTP, SIP, or other
message, or may use a proprietary format if desired. It may
also be encrypted and/or hashed for security, and/or anony-
mized as to origin as described elsewhere herein. The data
may also be formatted as commands or recommendations
versus processed data; e.g., “remove advertisement 1234,
and 1nsert advertisement 3456 or the like.

In certain variants, the feed-forward of information from
the MSO network (1.e., television campaign) and/or input
received from the other campaigns may be structured so as
to avoid a “feedback loop” condition akin to that occurring
in PID control systems and the like; 1.e., mnformation or
corrective actions generated by the server 202 (or the
advertisers/processes 206) are delayed or introduced incre-
mentally, so as to prevent one or more of the individual
campaigns (or the architecture 200 as a whole) from “chas-
ing 1ts tail”. For mstance, if mput from an online campaign
relating to Product X indicates a very low click-through rate,
the integrated metrics developed by the server process 202
may indicate this in the form of data fed forward to the
advertisers/campaigns (€.g., low eflicacy of the given adver-
tisements relating to the Product X). In turn, this may cause
substitution of the advertisement(s) 1n question with others
for the same or different products. However, the low click-
through rate 1imitially observed may be an artifact of, e.g., (1)
time of day (e.g., Product X 1s most germane to those over
50 years of age, who characteristically use the Internet in the
morning, and the mput data was obtained in the evening);
(11) purely statistical variations (i.e., the mnput data was based
on a very short period of time); (111) the occurrence of an
event (e.g., a video online going “viral” which somehow
disparages Product X), etc. Hence, 11 the corrective actions
implemented by the campaigns are adjusted for these factors
(e.g., corrections only inserted once per day based on 24
hours of data aggregated and analyzed), then short-term
fluctuations may be averaged-out, and a more stable cam-
paign dynamic 1s advantageously achieved.

It will be appreciated, however, that in certain variants
(e.g., those described previously herein relating to close
coupling of the campaigns due to e.g., temporal factors), 1t
may be desirable to mitigate such “averaging”; 1.e., short-
term fluctuations may be desirable so as to permit the
individual campaigns and the architecture 200 as a whole to
respond with suflicient rapidity. For example, 11 an entire
campaign 1s run over the course of the Super Bowl (say, 5
hours start to finish), then instantaneous or near-instanta-
neous feedback may be necessary in order to gauge user/
subscriber/viewer response and make adjustments accord-
ingly in suflicient time to make a difference. Consider the
case where the input from an online advertising campaign
for Product Y mvoked at the beginning of the Super Bowl
indicates a very low click-through rate (indicating basically
a “tlop”), then rapid adjustment 1s needed to swap out a
similar ad to be broadcast over the television campaign, or
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to be emailed to users at haliftime. Similarly, low user
interactivity or impression rate on the television campaign
may require rapid action to correct on-line and/or print
campaigns which are schedule for delivery shortly thereat-
ter.

CPE

FIG. 5 1illustrates an exemplary embodiment of the
improved CPE according to the present disclosure.

As shown in the simplified diagram of FIG. 5, the
exemplary device 106 generally comprises an OpenCable
(OCAP)-compliant embedded system having an RF front
end 502 (including tuner and demodulator/decryptors) for
interface with the HFC network(s) 101 of FIGS. 1-1d, digital
processor(s) 504, storage device (memory) 506, and a plu-
rality of interfaces 508 (e.g., video/audio interfaces, IEEE-
1394 “Firewire” or Thunderbolt™, USB, senal/parallel
ports, etc.) for mterface with other end-user apparatus such
as televisions, personal electronics, computers, Wi-Fi1 or
other network hubs/routers, etc. A mass storage device 509
(e.g. HDD or the like) may also be provided, and can be used
for e.g., DVR storage of content, storage of a local database
of user interactivity data, eftc.

Other components which may be utilized within the
device (deleted from FIG. 5 for simplicity) various process-
ing layers (e.g., DOCSIS MAC or DAVIC OOB channel,
MPEG, etc.) as well as media processors and other spec1al-
1zed SoC or ASIC devices. The CPE 106 may also comprise
an 1mtegrated HD decoder, thereby relieving any connected
monitors or other devices from the requirement of having
such a decoder. These additional components and function-
ality are well known to those of ordinary skill in the cable
and embedded system fields, and accordingly not described
turther hereim.

The exemplary CPE of FIG. 5 1s also provided with an
OCAP 1.0-compliant application and Java-based middle-
ware which, inter alia, manages the operation of the device
and applications running thereon (including the aforemen-
tioned bound client software process where used). It will be
recognized by those of ordinary skill that myriad different
device and software architectures may be used consistent
with the selective enforcement functions of the present
disclosure, the device of FIG. 5 being merely exemplary. For
example, different middlewares (e.g., MHP, ARIB, or
ACAP) may
the 1llustrated embodiment.

The exemplary CPE further comprises a conventional
“Watch TV” application or the like, which services those
program or user channels available over the network. The
Watch TV application, residing in memory, provides such
functions as channel navigation control, channel selection 1n
response to a channel change event, etc. In one embodiment,
the Watch TV (or EPG) application further comprises all
necessary functionality need to support the data collection
client process.

In another embodiment, the CPE 106 comprises a con-
verged premises device, such as for example that described
in co-owned and co-pending U.S. patent application Ser. No.
11/378,129 filed on Mar. 16, 2006 and entitled “METHODS
AND APPARATUS FOR CENTRALIZED CONTENT
AND DATA DELIVERY”, which 1ssued as U.S. Pat. No.
8,347,341 on Jan. 1, 2013, 1ncorp0rated herein by reference
in its entirety.

As previously noted, the CPE of FIG. 5 further comprises
in one embodiment a client application or module 210
configured to collect and/or transmit data relating to user
interactivity, tuning, etc., in the form of e.g., a software
application runming on the CPE. This software application

e used 1n place of the OCAP middleware of
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may be configured to perform any number of functions
relating to selective advertising or promotion delivery and
enforcement, including without limitation: (1) i1dentifying
delivered secondary content having SCTE or other cues or
metadata (or other coding) contained therein; (1) extracting
the necessary information, and (i11) utilizing the extracted
information to facilitate collection of interactivity, tuning, or
other user “behavior” data needed to conduct the evaluation
or other functions of the architecture 200 (e.g., the method
of FIG. 4 herein). For example, 1n one variant (correspond-
ing to the network-centric variant discussed supra), the
client device application 1s configured to use the extracted
information to enable derivation of the user behavior data
(e.g., user trick mode or tuning during a given advertisement
ol interest), and send the derived data to a network entity
such as a headend server 202, so as to permit the headend
server or other headend entity to perform further analysis,
update the database 208, develop integrated metrics/ROI
data, advise advertisers and other campaigns, etc.

Alternatively, the client application/CPE may be config-
ured with more 1mnnate intelligence as previously discussed,
such as where the determination of data to collect, and/or
pre-processing or processing of any data that is collected, are
at least 1n part performed by the CPE 106 before transmis-
sion to the network. This includes pre-processing of data
obtained by or from connected mobile devices; e.g., Wi-Fi
enabled phablet communicating with an AP within the user’s
premises, such as described below.

Moreover, it will be appreciated that while primary
embodiments of the methods and network/client apparatus
set forth herein are described, wherein the network side
(e.g., headend) processes, generates, and distributes infor-
mation relating to secondary content viewing (e.g., inte-
grated metrics) with respect to both linear and “cloud” based
storage and delivery paradigms (e.g., Start Over or Look
Back functions), the various aspects of the disclosure may be
applied to locally stored content; e.g., that stored on a
premises DVR. While many DVR implementations or uses
by individuals may not record secondary content (e.g.,
advertisements or promotions), any secondary content
which 1s recorded may be the basis of user interactivity/
behavior data collection by the CPE, such as previously
described herein. For example, a user of the premises DVR
may FF or skip the advertisement (or decide that they want
to see 1t again), and such data may be captured by the bound
CPE application on playback by the user, and forwarded to
the network server 202 for use in development of the
integrated metrics.

As noted above, any data of interest may be directly
transmitted from the CPE (*pushed”) to the upstream entity
(e.g., server 202, or solftware portion, such as via an OOB
message or other communication), or stored or logged 1n a
file and sent when requested or “pulled” by the network
entity (or according to other models, such as being sent
periodically, on CPE startup, etc.).

The CPE 106 may also be in communication with, or may
itself constitute, a mobile device, such as a wireless-enabled
smartphone, tablet computer, laptop computer, etc. For
example, 1n one variant of the CPE (not shown), the CPE 1s
a tablet computer enabled for wireless (e.g., Wi-Fi1) com-
munication with a hotspot (802.11 AP), such that the user
can recerve MSO-originated nDVR, Look Back, Start Over,
etc. services at the tablet device, and any trick mode func-
tions (such as FF, REW, or jump/skip), user interactivity
with advertisements, tuning, etc. can be selectwely captured
and transmitted upstream (as if 1t was the user’s premises

CPE).
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Network Server

Referring now to FIG. 6, one embodiment of a network
(e.g., server) device with data collection, processing, and
media campaign coordination capability 1s described. As
shown 1 FIG. 6, the exemplary device 202 generally
comprises and OpenCable-compliant network server mod-
ule adapted for use at the headend 150 of the network of
FIG. 1, although 1t will be appreciated that the server may be
disposed at other locations including for instance the hub
site of FIG. 1¢. Moreover, the server may comprise or be
integrated with other types of devices (e.g., VOD or appli-
cation servers) within the network as previously described.

The device 202 comprises a digital processor(s) 604,
storage device 606, and a plurality of interfaces 607 for use
with other network apparatus such as RF combiners, IP
routers and other packet network devices, network manage-
ment and provisioning systems, local PCs, etc. Other com-
ponents which may be utilized within the network device
202 include amplifiers, board level electronic components,
as well as media processors and other specialized SoC or
ASIC devices. Support for various processing layers and
protocols (e.g., 802.3, DOCSIS MAC, OOB channels,
DHCP, SNMP, H.323/RTP/RTCP, VoIP, SIP, etc.) may also
be provided as required, such as 1n support of data inter-
change between the network device 202 and the CPE, and
the third party server(s) 206 or other media campaign
apparatus. The data evaluation and analysis software 1s also
disposed to run on the server module 202.

The device 202 of FIG. 6 may take any number of
physical forms, comprising for example one of a plurality of
discrete modules or cards within a larger network or hub
device of the type well known 1n the art. The server may also
comprise firmware, either alone or in combination with
other hardware/software components such as those previ-
ously described (e.g., disposed i1n the aforementioned
device). Alternatively, the device 202 may be a stand-alone
device or module disposed at the headend, hub, or other site,
and may even include 1ts own RF front end (e.g., modula-
tors, encryptors, etc.) or optical interface so as to interface
directly with various portions of the HFC network 101.
Numerous other configurations may be used. The device 202
may also be integrated with other types of components (such
as satellite transceivers, encoders/decoders, etc.) and form
tactors 11 desired.

It can also be appreciated that the methods disclosed
herein may be practiced using any configuration or combi-
nation of hardware, firmware, or software, and may be
disposed within one or any number of different physical or
logical entities. For example, the data collection, analysis,
and campaign coordination functionality described above
may take the form of one or more computer programs which
may have one or more components distributed across vari-
ous hardware environments at the same or different loca-
tions, such as where the network process 1s distributed
across multiple platforms at the headend 150.

As yet another example, portions of the functionality may
be rendered as a dedicated or application specific IC’s
having code running thereon. Myriad different configura-
tions will be recognized by those of ordinary skill in the
network arts provided the present disclosure.

Rules Engine

Various exemplary business-related aspects of present
disclosure are now described 1n greater detail, along with
exemplary embodiments of a “rules engine”.

Specifically, 1n another aspect of the disclosure, the afore-
mentioned media campaign coordination architecture (e.g.,
including one or more computer programs) optionally

10

15

20

25

30

35

40

45

50

55

60

65

24

includes an entity having an operations and/or business rules
“engine”’. This engine comprises, in an exemplary embodi-
ment, a series of software routines that are adapted to control
the coordination functions (e.g., collection of data from
various CPE relating to delivered secondary content, evalu-
ation of data, gathering of mputs from other campaigns,
generation of integrated metrics/ROI data and recommen-
dations relating thereto, and distribution of the data/recom-
mendations to other entities and/or campaigns). These rules
may also be fully integrated within the aforementioned one
or more computer programs and be controlled via the entity
on which the program 1s run, which may be for instance the
network server 202 of the architecture 200 of FIG. 2, and/or
on the CPE 106. In eflect, the rules engine comprises a
supervisory entity which monitors and selectively controls
the campaign coordination and integration functions, so as
to implement desired operational or business rules of the
MSO or other parties of interest (e.g., advertisers or pro-
moters).

The rules engine can be considered an overlay of sorts to
the algorithms of the previously described computer appli-
cations. For example, the exemplary computer application
may 1mvoke certain operational protocols or decision pro-
cesses based on data received (e.g., prior history, statistics,
etc. of viewing of certain secondary content), as well as
network operational or historical data, demographic/psycho-
graphic data, geographic data, etc. However, these processes
may not always be compatible with higher-level business or
operational goals, such as maximizing profit on a network-
wide basis (or after consideration of other factors not
examined by the collecting entities such as advertising
revenue, RTA/acquisition costs, “costs” of delivering
streams based on required bandwidth, taxes, maintenance or
repair costs, additional equipment leasing or use costs, etc.),
or system reliability and/or flexibility. As but one example,
a given secondary content element (e.g., advertisement) may
be flagged for removal within the television (MSO network)
campaign based on e.g., very low click-through rate on the
online campaign, but where the advertisement 1s flagged of
one of importance or significance to the advertiser, or which
has a dynamic temporal or demographic component (e.g.,
has a particular relevance as a function of time/date, or has
a particular demographic relevance to the MSO subscriber
pool or the portion of the pool watching at any particular
point 1n time), the rules engine may override the selective
replacement or substitution logic 1n the network headend
and deliver the advertisement to the subscribers irrespective
of 1ts low click-through rate. Similarly, where the user has
allirmatively or passively indicated a preference for certain
types of content, the rules engine may selectively override
the selective enablement or disablement decisions.

Per-user/CPE data (whether anonymized or not) may also
be considered 1n the rules engine logic; e.g., 11 a given user
or CPE historically does not FF or skip advertisements or
tune away, or utilize telescoping mechanisms or other inter-
activity mechanisms, it can be inferred that the associated
user has a relatively high “threshold for advertising pain” or
little proclivity to iteract with advertisements or the CPE 1n
general, and hence they are not an optimal “data point™ for
basing campaign management decisions on. In such case,
the rules engine may dictate that the CPE associated with
that user be reduced 1n weighting compared to others, or
even eliminated from consideration completely (e.g., no data
1s recorded and transmitted upstream; the bound application
cllectively remains dormant on that CPE).

In another embodiment, the rules engine may be configu-
rable such that rules may be specified at various levels such
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as e.g., Tor MSO, geographic location, advertisement zones,
campaigns, advertiser, advertising agencies, target content,
subscriber groups, time of the day, season, external events,
ctc. The rules engine may also be configured to be seli-
learning such that new rules are dynamically applied based
on other static rules which apply to certain patterns and/or
thresholds of metrics data.
In another embodiment, the rules engine may be config-
ured to enable targeted advertisements to be sent to the
individual users as a unicast.
It will be recognized that while certain aspects of the
disclosure are described 1n terms of a specific sequence of
steps of a method, these descriptions are only 1llustrative of
the broader methods, and may be modified as required by the
particular application. Certain steps may be rendered unnec-
essary or optional under certain circumstances. Additionally,
certain steps or functionality may be added to the disclosed
embodiments, or the order of performance of two or more
steps permuted. All such vanations are considered to be
encompassed within the disclosure and claims herein.
While the above detailled description has shown,
described, and pointed out novel features of the disclosure as
applied to various embodiments, 1t will be understood that
various omissions, substitutions, and changes in the form
and details of the device or process 1llustrated may be made
by those skilled 1n the art. The foregoing description 1s of the
best mode presently contemplated. This description 1s 1n no
way meant to be limiting, but rather should be taken as
illustrative of the various general principles of the disclo-
sure.
What 1s claimed 1s:
1. A user device configured to obtain data relating to
interaction by a user thereof with one or more secondary
content elements associated with a first program stream, said
user device comprising;
a network interface configured to receive said one or more
secondary content elements associated with said first
program stream;
a storage device; and
a processor apparatus in data communication with said
network interface, said processor apparatus configured
to execute at least one computer program thereon, said
computer program comprising a plurality of instruc-
tions which are configured to, when executed:
obtain data relating to behavior of said user, said user
behavior comprising an initiation or an absence of
said 1mitiation of a trick mode functionality with
respect to a first one of said one or more secondary
content elements associated with said first program
stream;

evaluate said obtained data relating to said user behav-
1or to determine a portion thereof for forwarding to
a network entity, said portion being associated with
said 1nitiation or said absence of said initiation of
said trick mode functionality during a period of
interest, with respect to the first one of said one or
more secondary content elements;

forward said portion of said obtained data to said
network entity via said network interface;

receive a determination from said network entity that
said first one of said secondary content elements
does not meet a prescribed value standard based, at
least 1n part, on said portion of said obtained data
with relation to said initiation or said absence of said
trick mode functionality; and

based, at least in part, on said reception of said deter-
mination that said first one of said secondary content
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clements associated with said first program stream
does not meet said prescribed value standard, receive
a second program stream configured to have said first
one of said one or more secondary content elements
replaced with a second one of said one or more
secondary content elements.

2. The user device of claim 1, wherein said network
interface comprises a wireless intertace configured for ad
hoc communication with another wireless enabled device or
access point.

3. The user device of claim 1, wherein said first and
second program streams are each configured to be carried

over said network interface via a multiplexed transport
stream (MPTS).

4. The user device of claim 1, wherein said obtained data
comprises at least one of: (1) data relating to an interaction
of said user with a telescoping function; and/or (1) data
relating to said user having marked an individual one of said
one or more secondary content elements as a favorite.

5. The user device of claim 1, wherein said obtained data
comprises data relating to a selection of a command con-
figured to cause said user device to perform at least one of:
(1) a fast forward of said first one of said one or more
secondary content elements associated with said first pro-
gram stream; (11) a rewind of said first one of said one or
more secondary content elements associated with said first
program stream; and/or (111) a pause of said first one of said
one or more secondary content elements associated with said
first program stream.

6. The user device of claim 1, wherein said plurality of
instructions are further configured to, when executed, ano-
nymize at least portions of said obtained data so as to
preclude a trace of individual collected data to a respective
account, premises, or user from which said individual col-
lected data was collected.

7. The user device of claim 6, wherein said anonymization
comprises generation of a one-way cryptographic hash
based on at least one of: (1) a media access control (MAC)
address of a client device associated with a subscriber
account; and/or (1) an Internet Protocol (IP) address asso-
ciated with said subscriber account.

8. A method of obtaiming data relating to interaction by a
user thereof with one or more secondary content elements
associated with a first program stream, said method com-
prising:

obtaining data relating to an initiation of a trick mode

functionality with respect to a first one of said one or
more secondary content elements, said first one of said
one or more secondary content elements being associ-
ated with a first advertising campaign;

tforwarding said obtained data to a network entity;

recerving data relating to a determination from said net-

work entity that said first one of said secondary content
clements does not meet a prescribed value standard,
said determination being based at least i part on said
obtained data relating to said mitiation of said trick
mode functionality; and

based at least 1n part on said receiving of said data relating

to said determination that said first one of said second-
ary content elements does not meet said prescribed
value standard, causing a replacement, via a second
program stream, ol said first one of said one or more
secondary content elements with a second one of said
one or more secondary content elements 1 a second
advertising campaign, said second one of said second-
ary content elements being configured for delivery via
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a different advertisement mode than an advertisement
mode of the first advertising campaign.

9. The method of claim 8, wherein said forwarding 1s
performed via a network interface, said network interface
comprising a wireless interface configured for ad hoc com-
munication with another wireless enabled device or access
point.

10. The method of claim 9, wherein said first and second
program streams are each configured to be carried over said
network 1nterface wvia a multiplexed ftransport stream
(MPTS).

11. The method of claam 8, wherein said obtained data
comprises at least one of: (1) data relating to an interaction
of said user with a telescoping function; and/or (1) data

relating to said user having marked an individual one of said
one or more secondary content elements as a favorite.

12. The method of claim 8, wherein said obtained data
comprises data relating to a selection of a command con-
figured to cause a user device to perform at least one of: (1)
a Tast forward of said first one of said one or more secondary
content elements associated with said first program stream;
(1) a rewind of said first one of said one or more secondary
content elements associated with said first program stream;
and/or (111) a pause of said first one of said one or more
secondary content elements associated with said first pro-
gram stream.

13. The method of claim 8, further comprising anony-
mizing at least portions of said obtained data so as to
preclude a trace of individual collected data to a respective
account, premises and/or user from which said individual
collected data was collected.

14. The method of claim 13, wherein said anonymizing
comprises generating a one-way cryptographic hash based
on at least one of: (1) a media access control (IMAC) address
of a client device associated with a subscriber account;
and/or (11) an Internet Protocol (IP) address associated with
said subscriber account.

15. The method of claim 8, wherein said second one of
said one or more secondary content elements comprises a
secondary content element which was not included within
said one or more secondary content elements associated with
said first program stream.

16. A non-transitory computer-readable apparatus com-
prising media configured to store a computer program
thereon, said computer program comprising a plurality of
istructions which are configured to, when executed by a
processor apparatus:

obtain data relating to user behavior with respect to a first

one ol one or more secondary content elements asso-
ciated with a first program stream;

identify a first portion of said obtained data relating to said

user behavior, said first portion corresponding to one or
more tuning events performed by a user;

identify a second portion of said obtained data relating to

said user behavior, said second portion corresponding
to non-tuning interactive events performed by said
user;
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forward said first portion and said second portion of said
obtained data to a network entity via a network inter-
face;:

recerve data from said network entity indicative that said
first one of said secondary content elements does not
meet a prescribed value standard, said received data
being generated based at least on a determination that
said first portion of said obtained data meets one or
more statistical criteria; and

based, at least 1n part, on said data indicative that said first
one of said secondary content elements does not meet
said prescribed value standard, receive a second pro-
gram stream configured to replace said first one of said
one or more secondary content elements with a second
one thereol.

17. The non-transitory computer-readable apparatus of
claim 16, wherein said first and second program streams are
cach carried over a network interface via a multiplexed
transport stream (MPTS), said network interface comprising
a wireless interface configured for ad hoc communication
with another wireless enabled device or access point.

18. The non-transitory computer-readable apparatus of
claim 16, wherein said obtained data comprises at least one
of: (1) data relating to an interaction of said user with a
telescoping function; and/or (11) data relating to said user
having marked at least one of said one or more secondary
content elements as a favorite.

19. The non-transitory computer-readable apparatus of
claim 16, wherein said processor apparatus 1s further con-
figured to receive said second program stream based at least
in part on (1) a likelihood that said user will view a given one
of said one or more secondary content elements or al
engagement ol said user with the given one of said one or
more secondary content elements.

20. The non-transitory computer-readable apparatus of
claim 16, wherein said prescribed value standard 1s corre-
lated to an advertiser’s return on investment (ROI) for each
of said one or more secondary content elements; and

wherein said plurality of instructions are further config-

ured to, when executed by said processor apparatus,
select said second one of said secondary content ele-
ments based on said advertiser’s ROI for each of said
one or more secondary content elements.

21. The non-transitory computer-readable apparatus of
claim 16, wherein said plurality of instructions are further
configured to, when executed by said processor apparatus:

recerve second data from said network entity indicative

that said second one of said secondary content elements
meets the prescribed value standard, and

select said second one of said secondary content elements

based on said received second data.

22. The non-transitory computer-readable apparatus of
claim 16, wherein said prescribed value standard 1s deter-
mined based at least on a future monetary value of adver-
tising revenue, said future monetary value of advertising
revenue being correlated to said first one of said secondary
content elements.
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