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(57) ABSTRACT

In a method for forwarding packets 1n a network device a
plurality of hash values 1s generated based on a lookup key.
The plurality of hash values includes at least a first hash
value generated using a first hash function, a second hash
value generated using a second hash function and a third
hash value generated using a third hash function. The third
hash function 1s ditferent from the first hash function and the
second hash function. An entry 1n a lookup table 1s selected
using the first hash value and the second hash value, wherein
the selected entry includes an offset for the lookup key. A
forwarding entry 1n a forwarding table 1s selected using the
third hash value and the oflset for the lookup key, wherein
the forwarding entry corresponds to the lookup key. The
packet 1s forwarded to one or more ports of the network
device using the selected forwarding entry.

21 Claims, 10 Drawing Sheets
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Generate, based on a lookup key corresponding to a packet,
a plurality of hash values including at least a first hash value,
a second hash value and a third hash value.

l - 604

Search a lookup table using the first hash value and the
second hash value to determine an offset for the lookup key.

l - 608

Search a database using the third hash value and the offset
determined for the lookup key to select an entry
corresponding to an action or actions associated with the
lookup Key.

l L~ 608

Apply the action or actions to the packet
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FIG. 3A - 300

302

X = Lookup Key

304

Calculate H1=h1(X), H2=h2(X), and

H3=h3(X)

306

Access LUT using H1 as index

308

Yes Does a valid No
collision bucket having signature of

key X exist?

310 312

Access forwarding table using Access FDB using (H3+default offset)

(H3+offset) as index as index
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FIG. 3B

314

Yes

Does forwarding table No

entry Match X7

316

Search CAM using X

318
Yes No

Key X is found in the Key X is not found in
database the database
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FIG. 4A

402

X = Key to be inserted

404

Calculate H1=h1(X), H2=h2(X), and
H3=h3(X)

406
Access LUT using H1 as index

408

Does a valid
collision bucket having
signature of key X
already exist?

ves Can additional key be

inserted?

412

Access forwarding table using

H3+offset 418

Available collision Yes

bucket 17

414

Forwarding table No

entry available?

Yes

Access CAN
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FIG. 4B

420

Access forwarding table using
H3

422

An empty
entry for any offset up to
max offset found?

Yes No

424

Insert key into forwarding table

430

l____y___££6 Yes No

Update lookup table with offset
(if collision counter = 0)

Space in CAM available?

432

Increment collision counter

Insert key into CAM Unable to insert
key X
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FIG. 4C

¥ 450

418

No

Yes

Avallable collision
bucket?

434

No Yes

Default offset enabled?

436
Access forwarding table
432 using H3 + default offset
Insert key into CAM

438

Yes NO

Entry Occupied?

432 440

| Insert key into
Insert key into CAM forwarding table
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FIG. 6

{600

602

Generate, based on a lookup key corresponding to a packet,

a plurality of hash values including at least a first hash value,
a second hash value and a third hash value.

c04

Search a lookup table using the first hash value and the
second hash value to determine an offset for the lookup key.

606

Search a database using the third hash value and the offset
determined for the lookup key to select an entry
corresponding to an action or actions associated with the
lookup key.

603

Apply the action or actions to the packet
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FIG. 7

VTOO

/02

Generate, based on a lookup key corresponding to a packet,

a plurality of hash values including at least a first hash value,
a second hash value and a third hash value.

704

Determine, based at least on the first hash value and the
second hash value, an offset into a forwarding table for the
lookup key.

706

Determine, based on the third hash value and the offset a
location in the forwarding table for inserting the lookup key.

Determine whether the lookup key can be inserted into the
forwarding table at the determined location without colliding
with another lookup key previously stored at the determined

location.

When it Is determined that the lookup key can be inserted into

the forwarding table, inserting the lookup key and forwarding

iInformation associated with the lookup key into the forwarding
table at the determined location.
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EXACT MATCH HASH LOOKUP
DATABASES IN NETWORK SWITCH
DEVICES

CROSS-REFERENCES TO RELATED
APPLICATIONS

The present application 1s a divisional of U.S. patent
application Ser. No. 14/012,834, entitled “Exact Match Hash
Lookup Databases 1n Network Switch Devices,” filed on
Aug. 28, 2013, which claims the benefit of U.S. Provisional
Application No. 61/808,323, enfitled “Exact Match Hash
Algorithm for Very Large Table 1n Switches,” filed on Apr.
4, 2013. The disclosures of both of the applications refer-
enced above are hereby incorporated by reference herein 1n
their entireties.

FIELD OF TECHNOLOGY

The present disclosure relates generally to network
devices, and more particularly, to hash lookup tables 1n
network devices.

BACKGROUND

The background description provided herein i1s for the
purpose ol generally presenting the context of the disclo-
sure. Work of the presently named inventors, to the extent it
1s described 1n this background section, as well as aspects of
the description that may not otherwise qualily as prior art at
the time of filing, are neither expressly nor impliedly admut-
ted as prior art against the present disclosure.

Network devices, such as network switches, routers, edge
devices and the like, often employ lookup tables that store
various information associated with packets processed by
the network devices, and a network device performs lookups
in the lookup tables for making various processing decisions
during processing of packets by the network device. For
example, lookup operations may be performed for packet
classification, forwarding decisions, quality of service clas-
sifications, policy control list applications, and other pro-
cessing operations generally performed by network devices.
In general, a lookup for a packet 1s performed according to
a key associated with or generated for the packet. The key
1s used to search a table, for example, and information
relevant to the packet (e.g., forwarding information for the
packet) 1s retrieved from an entry in the table i1dentified by
the key.

Some lookup tables are implemented using content
addressable memory (CAM). A CAM based table generally
allows a key provided to the table to be compared against all
of the entries of the table, typically in a single comparison
cycle, and returns a result that 1s indicative of which entries
match the key. However, CAM based tables generally are
expensive 1n terms of area and power consumption, espe-
cially when large size lookup tables are employed.

An alternative implementation of a lookup table utilizes a
hash based scheme 1n which a hash function 1s applied to a
key to determine a location 1n the hash table at which the key
and information associated with the key (e.g., forwarding
information) are stored. While hash tables are generally
smaller and more etlicient compared to CAM implementa-
tions, hash tables exhibit inherent collisions when a hash
function generates a same hash value for two or more
different keys provided to the hash function, and as a result,
some keys provided to a hash table cannot be inserted into
the hash table. Therefore, a lookup operation for some keys

10

15

20

25

30

35

40

45

50

55

60

65

2

provided to a hash table will not produce a match, even
though a key may match an entry. Thus, 1t 1s diflicult to

achieve exact match lookup performance when hash tables
are employed.

SUMMARY OF THE DISCLOSURE

In an embodiment, a method for forwarding packets in a
network device includes generating, at a hash value genera-
tor and based on a lookup key corresponding to a packet, a
plurality of hash values including generating at least a first
hash value using a first hash function, a second hash value
using a second hash function and a third hash value using a
third hash function, the third hash function being different
from the first hash function and the second hash function.
The method also includes searching a lookup table using the
first hash value and the second hash value to determine an
oflset for the lookup key, and searching a forwarding table
using the third hash value and the offset determined for the
lookup key to select a forwarding entry corresponding to the
lookup key. The method additionally includes forwarding
the packet to one or more ports of the network device based
on the selected forwarding entry.

In another embodiment, a network device for forwarding
packets 1n a network comprises a plurality of ports and a
packet processor coupled to the plurality of ports, the packet
processor configured to transfer packets received via at least
some of the plurality of ports to one or more approprate
ports in the plurality of ports. The packet processor com-
prises a hash value generator configured to generate, based
on a lookup key corresponding to a packet, a plurality of
hash values, the plurality of hash values including at least a
first hash value generated using a first hash function, a
second hash value generated using a second hash function
and a third hash value generated using a third hash function,
the third hash function being different that the first hash
function and the second hash function. The packet processor
also comprises a lookup unit coupled to a lookup table and
to a forwarding table. The lookup unit 1s configured to search
the lookup table using the first hash value and the second
hash value to determine an offset for the lookup key, and
search the forwarding table using the third hash value and
the offset determined for the lookup key to select a forward-
ing entry corresponding to the lookup key. The packet
processor additionally comprises a forwarding engine con-
figured to forward the packet to one or more ports of the
plurality of ports based on the selected forwarding entry.

In yet another embodiment, a method for populating a
forwarding database in a network device includes generat-
ing, at a hash value generator and based on a lookup key, a
plurality of hash values corresponding to a packet, including
generating at least a first hash value using a first hash
function, a second hash value using a second hash function
and a third hash value using a third hash function, the third
hash function being different than the first hash function and
the second hash function. The method also includes deter-
mining, with the network device and based at least on the
first hash value and the second hash value, an offset, into a
forwarding table, for the lookup key. The method further
includes determining, with the network device and based on
the third hash value and the ofiset, a location 1in the for-
warding table for inserting the lookup key. The method
turther still includes determining, with the network device,
whether the lookup key can be inserted into the forwarding
table at the determined location without colliding with a key
previously stored at the determined location. The method
additionally includes, when 1t 1s determined that the lookup
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key can be inserted into the forwarding table, inserting the
lookup key and forwarding information associated with the
lookup key into the forwarding table at the determined
location.

In still another embodiment, an apparatus for populating
a forwarding database in a network device comprises a hash
value generator configured to generate a plurality of hash
values based on a leekup key, including at least a first hash
value generated using a first hash function, a second hash
value generated using a second hash function and a third
hash value generated using a second hash function, the third
hash function being different that the first hash function and
the second hash function. The apparatus also comprises an
update unmit configured to determine, based on at least the
first hash value and the second hash value, an offset into a
torwarding table for the lookup key, and determine, based on
the third hash value and the offset determined for the lookup
key, a location in the forwarding table for inserting the
lookup key. The update unit 1s also configured to determine
whether the lookup key can be inserted 1nto the forwarding
table at the determined location without colliding with keys
previously stored at the determined location, and when 1t 1s
determined that the lookup key can be inserted into the
forwarding table, insert the lookup key and forwarding
information associated with the lookup key into the forward-
ing table at the determined location.

BRIEF DESCRIPTION OF THE

DRAWINGS

FIG. 1 1s a simplified block diagram of an example
switching device capable of ethiciently resolving collisions
in a hash-based lookup database using a multi-hash function
scheme, 1n accordance with an embodiment of the present
disclosure:

FIG. 2 illustrates an example entry of a lookup table,
according to an embodiment;

FIGS. 3A-3B are flowcharts illustrating an example
lookup scheme to locate a lookup key in a database and to
retrieve information associated with the lookup key from the
database, according to an embodiment;

FIGS. 4A-4B are flowcharts illustrating an example
update scheme 400 to insert a lookup key and information
associated with the lookup key into a database, according to
an embodiment;

FI1G. 4C 1s a flow diagram 1llustrated a collision resolution
scheme 1mplemented 1n conjunction with the update tech-
nique of FIGS. 4A-4B, according to an embodiment.

FIGS. 5A-5B are diagrams illustrating an entry rearrang-
ing technmique applied to a database table, according an
example embodiment.

FIG. 6 1s a flow diagram of an example method for
forwarding packets 1n a network device, according to an
embodiment;

FIG. 7 1s a flow diagram of an example method for
populating a forwarding database in a network device,
according to an embodiment.

DETAILED DESCRIPTION

FIG. 1 1s a simplified block diagram of an example
sw1tch111g device 100 capable of efliciently resolving colli-
sions 1n a hash-based lookup database using a multi-hash
function scheme, 1n accordance with an embodiment of the
present disclosure. The switching device 100 1s generally a
computer networking device that connects two or more
computer systems, network segments, subnets, and so on.
For example, the switching device 100 1s a router, in one
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4

embodiment. It 1s noted, however, that the switching device
100 1s not necessarily limited to a particular protocol layer
or to a particular networking technology (e.g., Ethernet). For
instance, the switching device 100 could also be a bridge, a
VPN concentrator, etc.

The switching device 100 includes a packet processor 102
coupled to a plurality of ports 112, and each of the ports 112
1s coupled to a communication network (e.g., to a network
device within a communication network). In general, the
packet processor 102 1s configured to process packets
received via ingress ports 112, to determine respective
cgress ports 112 via which the packets should be transmitted,
and to transmit the packets via the determined egress ports
112. In some embodiments, the packet processor 102 1s
configured to receive a packet at an ingress port 112, to store
the packet 1n a memory, to perform processing of the packet
while the packet 1s stored in the memory, to determine one
or more egress ports 112 via which the packet should be
transmitted, and, after making the forwarding decision, to
retrieve the packet from the memory and transmait the packet
via the one or more egress ports 112. In some embodiments,
the packet processor 102 generates a packet descriptor for
the packet, and the packet descriptor, rather than the packet
itself, 1s subsequently processed by the packet processor
102. A packet descriptor includes some information from the
packet, such as some or all of the header information of the
packet, in an embodiment. In some embodiments, the packet
descriptor additionally includes other information such as an
indicator of where in the memory the packet 1s stored. For
case of explanation, the term “packet” hereinafter 1s used to
refer to a packet itself or to a packet descriptor associated
with the packet.

The packet processor 102 includes a forwarding engine
104 coupled to a forwarding database 105. In an embodi-
ment, the forwarding database 105 stores associations
between destination addresses (for instance, media access
control (MAC) addresses, Internet Protocol (IP) addresses,
VLANSs, multicast addresses etc.) corresponding to network
devices connected to ports 112 and the particular ports 112
to which the network devices are connected. According to an
embodiment, the forwarding database 105 includes a for-
warding table 106, a lookup table 107 and a content address-
able memory (CAM) 108 (e.g. bmnary CAM (BCAM) or
ternary CAM (TCAM)). In an embodiment, the forwarding
table 106 1s implemented as a hash table indexed by hash
values generated based on lookup keys (the terms “key” and
“lookup key” as used herein are interchangeable). Because
hash values are generally shorter than the lookup keys,
collisions between two or more lookup keys may result
when a hash function generates a same hash value for the
two or more lookup keys. In such systems, some lookup
keys cannot be mserted into the hash table due to collisions
between different keys that hash to same hash values, and
some hash tables are, therefore, underutilized. In various
embodiments, the forwarding engine 104 1s configured to
utilize multiple hash values generated for each lookup key to
resolve collisions 1n the forwarding table 106, thereby
improving memory utilization of the forwarding table 106.

According to an embodiment, the forwarding engine 104
1s configured to generate three hash values, using three
different hash functions, for each lookup key, and to selec-
tively utilize the three hash values to determine a memory
location at which the lookup key 1s stored 1n the forwarding
table 106. In this embodiment, a first hash value H1 1s
utilized to access the lookup table 107 to identily an entry in
the lookup table 107 corresponding to the first hash value. A
second hash value H2 1s utilized to select an oflset from one
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or more oflsets associated with the first hash value 1n the
identified entry of the lookup table 107. The selected oflset
1s then applied to a third hash value H3 to determine an index
to access the forwarding table 106, and a forwarding entry
stored at the determined index 1s retrieved. Because a third
hash value generated for a lookup key 1s utilized to index the
torwarding table 106, wherein the third hash value 1s gen-
erated according to a hash function that 1s different from
hash functions used to generated the first hash value and the
second hash value for the lookup key, collisions between
different lookup keys that hash to a same first hash value and
to a same second hash values are avoided, in at least some
situations when the lookup keys do not share the same third
hash value. Further, because the lookup table 107, 1n at least
some situations, associates multiple offsets with a first hash
value, collisions are avoided between different keys that
hash to a same first hash value even when the different keys
hash to a same third hash value, 1n at least some situations.
Additionally, in some embodiments, 1n situations 1n which
collisions between different keys that hash to a same {first
hash value cannot be resolved by the lookup table 107, for
example when the number of such keys stored in the
forwarding table 106 exceeds the maximum number of
oflsets supported by entries of the lookup table 107, such
keys are nonetheless inserted into the forwarding table 106
using a default offset, as will be explained 1n more detail
below.

Due to these and other collision resolution techniques
described herein, database utilization 1s generally improved
compared to known systems that are unable to resolve such
collisions, 1n at least some embodiments. For example, 1n
some embodiments, lookup key 1nsertion techniques of the
present disclosure lead to improved memory utilization as
measured by a “first miss™ criterion. The {irst miss criteria 1s
generally defined as the utilization of a hash-based database
(1.e., the percentage of entries stored in the database with
respect to the maximum number of entries supported by the
database) when a first missed 1nsertion of a key 1s encoun-
tered 1n the database. Accordingly, memory utilization
according to first miss criteria equal to or close to 100%
results 1n a highly utilized and eflicient hash-based database.
Multiple hash value database structures described herein
greatly improve memory utilization as measured by the first
miss criteria, in at least some embodiments. Additionally,
memory utilization as measured by other suitable critena,
such as memory capacity criteria (or percentage of success-
tul 1nsertions resulting from a number of attempted inser-
tions corresponding to the maximum number of entries
supported by the database), 1s also improved, in some
embodiments. It should be noted that, according to an
embodiment, retrieval of a forwarding entry requires only
two memory accesses, a first memory access to retrieve an
offset from the lookup table 107 and a second memory
access to retrieve the forwarding entry from the forwarding
table 106. As a result, by limiting the number of accesses to
a memory to a relatively small number (e.g., 2) of accesses,
techniques described herein allow for more eflicient retrieval
of information (e.g., in terms of memory bandwidth at which
keys are retrieved from the memory) from a database
compared to known multi-hash databases which require
greater numbers ol memory accesses to retrieve a key. As an
example, a conventional multi-hash system may increase
memory utilization by generating multiple hash values (e.g.,
4 hash values) for a key using a corresponding number of
respective hash functions, and accessing the memory with
cach one of the multiple hash values to locate an entry 1n a
hash table that will allow 1nsertion of the key. In this case,
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insertion of the key, and accordingly, subsequent retrieval of
the key, requires a corresponding number (e.g., 4) of lookup
operations. On the other hand, the techniques of the present
disclosure ensure that a limited number (e.g. only 2) of
lookup operation are required to 1nsert and/or retrieve a key.
As a result, the techniques of the present disclosure provide
for eflicient insertion and retrieval of keys from, for
example, relatively large hash-based databases and/or data-
bases stored 1in a memory external to the switching device by
limiting the number of accesses to the memory needed to
retrieve the information, while maintaining high memory
utilization of the database.

In some embodiments, the forwarding engine 104
includes a processor 120 and a memory 122 that stores
instructions executable on the processor 120. In some such
embodiments, the processor 120 performs optimization of
the forwarding table 106 to further increase utilization of the
forwarding table 106. Alternatively or additionally, in some
embodiments, the processor 120 1s used to aid 1n resolving
collisions between different keys having a same first has
value 1n at least some situations 1n which the lookup table
107 1s unable to resolve such collisions. For example, as will
be explained in more detail below, the processor 120 aids in
resolving such collisions when the number of such collisions
exceeds the maximum number of such collisions supported
by the lookup table 107, in some embodiments. Further, in
an embodiment, the forwarding engine 104 1s configured to
utilize additional memory, such as the CAM 108, for storing
keys for which collisions could not be resolved.

While the database 1035 1s generally described herein as a
forwarding database that stores associations between the
ports 112 of the network device 100 and addresses (e.g.,
MAC addresses) of network devices connected to the ports
112, the database 105 can generally be any lookup database
that stores associations between lookup keys and attributes
associated with the lookup keys. For example, in some
embodiments, the database 105 1s a policy control database
that stores associations between a key and one or more
policy control actions (e.g., with regard to access control,
quality of service, flow measurements, VLAN assignments,
etc) to be performed on a packet corresponding to the key.
In other embodiments, the database 105 stores other infor-
mation generally used by the network device 100 to process
packets received by the network device 100. Further, while
the database 105 1s illustrated as external to the forwarding
engine 104, the database 105 is included in the forwarding
engine 104, 1n some embodiments. Alternatively, the data-
base 105 1s external to the packet processor 102 and/or 1s
external to the switching device 100, 1n some embodiments.
Further, in some embodiments, the table 106 of the database
105 15 a relatively large table having one or several millions
entries. In an embodiment, the table 106 1s implemented 1n
an external (e.g., disposed on an integrated device external
to the switching device 100) dynamic random-access
memory that 1s coupled the forwarding engine 104 via a
suitable 1nterface (e.g., a double data rate (DDR) interface,
a single data rate (SDR) interface, or other suitable inter-
face). In general, however, the database 105 1s a database of
any suitable size and 1s implemented using any suitable type
of memory (e.g., static random-access memory (SRAM) or
another suitable type of memory), 1n various embodiment. It
1s also noted that databases and database lookup operations
described herein are not limited to network devices and are
utilized 1n other suitable computing devices 1n other embodi-
ments.

With continued reference to FIG. 1, the forwarding engine
104 includes a key generator 109 coupled to a hash value
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generator 110. In an embodiment, the key generator 109
receives a packet, or a packet descriptor, and generates a
lookup key based on information included in the header of
the packet, or 1n the packet descriptor. For example, the key
generator unit 109 generates a lookup key for a packet based
on one or more ol a destination address (unicast, multicast,
or broadcast), a virtual local area network (VLAN) tag, etc.,
included 1n or associated with the packet. In other embodi-
ments, the key generator 109 generates a lookup key for a
packet based on other information included 1n or associated
with the packet.

The key generator 109 provides the lookup key to the hash
value generator 110. The hash value generator 110 receives
the lookup key, and generates a plurality of hash values for
the lookup key. In an embodiment, the hash value generator
generates three hash values, using three distinct hash func-
tions, (e.g., using different generator polynomials, such as
32-bit CRC hash polynomials or other suitable hash poly-
nomials) for the lookup key. The hash value generator 110
provides the generated hash values (e.g., H1, H2 and H3) to
a database controller unit 114. In an embodiment, the
database controller unit 114 includes a lookup unit 114a and
an update unit 1145. The lookup unit 114a performs lookup
operations 1n the database 105 to retrieve forwarding infor-
mation from the database 105 when this information 1s
needed to make a forwarding decision, for example. The
update unit 1145 updates the database 105, for example by
inserting lookup keys and information associated with the
lookup keys into the database 105 when new forwarding
information 1s learned, 1n an embodiment. Additionally, 1n
some embodiments, the update unit 1145 deletes entries
from the database 105, for example when entries have not
been accessed for a certain period of time.

Referring still to FIG. 1, 1n an embodiment, the lookup
table 107 includes a plurality of entries indexed according to
first hash values H1, and each entry includes a plurality of
oflsets associated with each first hash value H1. Addition-
ally, each of the oflsets 1n an entry of the lookup table 107
1s further associated with the second hash value H2 of the
particular lookup key to which the oflset corresponds, 1n an
embodiment. In operation, the lookup unit 1144 1dentifies an
entry 1n the lookup table 107 corresponding to a lookup key
based on the first hash value H1 generated for the lookup
key. The lookup unit 114« then selects, based on the second
hash value H2 generated for the lookup key, an oflset
corresponding to the lookup key from the multiple oflsets
included 1n the identified entry of the lookup table 107. The
lookup unit 114a then applies the selected offset to the third
hash value H3 to determine a location 1n the forwarding
table 106 corresponding to the lookup key, and retrieves a
forwarding entry from the determined location in the for-
warding table 106. In an embodiment, upon retrieving the
forwarding entry from the forwarding table 106, the lookup
unit 114a compares the lookup key retrieved from the
forwarding entry to the lookup key that was used to deter-
mine the location of the entry (1.e., the lookup key generated
for the packet being processed by the forwarding engine
104). If the retrieved key matches the lookup key, a suc-
cessiul lookup has been performed, and retrieved forward-
ing information 1s used to forward the packet being pro-
cessed by the forwarding engine 104 to one or more ports
112 indicated by the forwarding information. On the other
hand, 11 the retrieved key does not match the lookup key,
then the lookup 1n the forwarding table 106 has failed, in an

embodiment. In this case, 1n an embodiment, the lookup unit
1144 utilizes the lookup key to search the CAM 108, and, 11
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forwarding information based on the corresponding entry of
the CAM 108. If no match for the lookup key 1s found 1n the

CAM 108, the forwarding engine 114 “tloods” the packet to
all or a subset of the ports 112 (e.g., 1n a layer 2 bridging
device), or performs another default or predetermined opera-
tion, 1n an embodiment.

An example lookup scheme implemented by the lookup
unit 114a, according to an embodiment, 1s described bellow
in connection with FIGS. 3A-3B. An example update
scheme 1mplemented by the update unit 1145, according to
an embodiment, 1s described bellow 1n connection with
FIGS. 4A-4B. Prior to describing the example lookup
scheme and the example update scheme, an example entry
of the lookup table 107 according to an embodiment 1s first
described in connection with FIG. 2.

FIG. 2 illustrates an example entry 200 of the lookup table
107 of FIG. 1, according to an embodiment. In other
embodiments, the lookup table 107 of FIG. 1 includes
entries having suitable structures other than the entry 200.
The entry 200 includes a plurality of sub-entries or collision
buckets (“buckets”) 201. The collision buckets 201 gener-
ally provide collision resolution for multiple lookup keys
that hash to the same first hash value HI1, by allowing
different offsets to be utilized for the multiple lookup keys.
In the embodiment of FIG. 2, each bucket 201 includes a
respective signature field 202, a respective collision counter
field 204 and a respective oflset field 206. The offset fields
206 are used to store respective oflsets for different lookup
keys that hash to the same first hash value H1, and the
signature fields 202 are used to associate the oflsets with the
particular lookup keys to which the oflsets correspond. In an
embodiment, a signature fields 202 stores the second hash
value H2 corresponding to a key as a signature for selecting
the approprate oflset for the key. In this embodiment, upon
retrieving the entry 200 from the lookup table 107 based on
a first hash value H1 generated for a key, the lookup unit
114a compares the signatures retrieved from the signature
fields 202 of the entry 200 to the second hash value H2
generated for the key. In the event that a signature retrieved
from a signature field 202 matches the second hash value H2
generated for the key, the lookup unit 114a selects the oflset
retrieved from the corresponding oflset field 206. In the
embodiment of FIG. 2, the entry 200 includes four collision
buckets 201 and 1s capable of storing four diflerent ofisets
and signatures associated with a single first hash value H1.
In other embodiments, the entry 200 includes other suitable
numbers (e.g., 1, 2, 3, 5, 6, etc.) of collision buckets and,
accordingly, 1s capable of storing other corresponding num-
bers of oflsets and signatures associated with a single hash
value H1.

Additionally, 1n some embodiments, the entry 200 is
structured to support resolution of collisions between mul-
tiple keys that share both the first hash value H1 and the
second hash value H2, but have diflerent third hash values
H3. In such situations, the same oflset 1s selected for the
multiple keys from the multiple ofisets 1n the entry 200, but
the selected ofiset 1s applied to the different third hash values
H3 leading to different memory locations 1n the forwarding
table 106. In an embodiment, the collision counter fields 203
are utilized to account for the multiple keys for which the
oflset 1n the corresponding oflset field 206 1s being utilized.
Such accounting for the multiple keys 1s utilized as the
multiple lookup keys for which the oflset 1s utilized are
deleted from the forwarding table 106 so that the collision
bucket remains valid until the last one of the multiple lookup
keys 1s removed, as will be explained 1n more detail below.
In an embodiment, each collision counter field 204 includes
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two bits and 1s able to account for a maximum of four lookup
keys. In other embodiments, collision counter fields of other
suitable lengths are utilized. For example, each collision
counter field 204 includes a suitable number of bits (e.g., 1,
3, 4, 5, etc. bits) other than two bits, and accordingly 1s able
to account for a different correspondmg number of lookup
keys that share the corresponding offset.

FIGS. 3A-3B are flowcharts illustrating an example
lookup scheme 300 to locate a lookup key 1n a database and
to retrieve mformation associated with the lookup key from
the database, according to an embodiment. In an embodi-
ment, the lookup scheme 300 1s implemented in the network
device 100 of FIG. 1. For example, the lookup scheme 300
1s 1implemented by the lookup unit 114a of FIG. 1, in an
embodiment. In other embodiments, the lookup scheme 300
1s implemented in other suitable network devices. Similarly,
the network device 100 of FIG. 1 (e.g., the lookup unit 114a
of the network device 100) implements a suitable lookup
technique other than the technique 300, in some embodi-
ments. For ease of explanation the lookup scheme 300 1s
described below as being performed by the lookup unit 114a
in conjunction with the lookup table 107, the forwarding
table 106 and the CAM 108 of FIG. 1.

At block 302, a lookup key X 1s obtained. In an embodi-
ment, the lookup key X 1s generated based on information
included 1n or associated with a packet. For example, the
lookup key 1s composed of a destination MAC address and
a VLAN tag associated with the packet, 1n an embodiment.
In other embodiments, the key X includes other suitable
information associated with a packet.

At block 304, multiple hash values for the key X are
generated. In an embodiment, hash values generated at block
304 include a first hash value H1=h1(X), a second hash
value H2=h2(X) and a third hash value H3=h3(X), where
h1, h2 and h3 are distinct hash functions. The hash functions
hl, h2, h3 are implemented using distinct generator poly-
nomials, such as 32 CRC polynomials, for example, in an
embodiment. In an example embodiment, the third hash
value H3=H1+H2+h3(X). In other embodiments, the third
hash value H3 1s generated 1n other suitable manners. In
some embodiments, the third hash value H3 1s generated
independently of the first hash value H2 and/or the second
hash value H2. In general, any suitable hash value genera-
tion scheme can be utilized to generate the multiple hash
values for the key X at block 304.

At block 306, the lookup unit 114a performs a first
memory access using the first hash value H1 generated at
block 304. In particular, 1n the first memory access at block
306, the lookup unit 114a accesses the lookup table 107
using the value H1 as an index into the lookup table 107, and
retrieves a corresponding entry from the lookup table 107. In
an embodiment, the retrieved lookup entry 1s structured as
the entry 200 of FIG. 2. In this embodiment, the retrieved
lookup table includes four collision buckets, and each col-
lision bucket includes a respective signature field, a respec-
tive collision counter field and a respective oflset field. In
another embodiment, the retrieved lookup table entry is
structured 1n another suitable manner.

At block 308, the lookup unit 114a analyzes the retrieved
entry to determine whether a collision bucket of the
retrieved entry includes a signature that matches the second
hash value generated for the key at block 304. Further, when
a collision bucket having a signature that matches H2 1is
identified, the lookup unit 114a determines whether the
identified collision bucket includes a valid ofiset 1n the offset
field of the collision bucket. For example, all ones 1n the
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one (1)) of the collision bucket indicate that the oflset i1s
invalid, and any other value in the offset field (1.e., one or
more of the bits of the offset field 1s set to a logic zero (0))
of the collision bucket 1s a valid offset, 1n an embodiment.
In other embodiments, other suitable values of the oiffset
field indicate that the ofiset 1n the 1dentified collision bucket
1s not a valid oflset.

I a collision bucket having a signature that matches H2
and having a valid offset 1s identified at block 308, the
lookup scheme continues at block 310, at which the lookup
unmt 114a performs a second memory access, accessing the
forwarding database 106. In the second memory access, the
lookup unit 114a accesses the forwarding table 106 using H3
and the offset retrieved from the offset field of the collision
bucket 1dentified at block 308. On the other hand, if a valid
collision bucket having a signature that matches H2 1s not
identified at block 308, the scheme 300 continues at block
312, at which the lookup unit 114a performs a second
memory access using the H3 and a default offset. In some
embodiments, the default oflset 1s configurable. In other
embodiments, the default oflset 1s pre-set or pre-determined
and 1s not configurable.

In any event, 1n the second memory access (at block 310
or at block 312), the lookup unmit 114a retrieves a forwarding
entry from the forwarding table 106. In an embodiment, the
forwarding entry retrieved from the forwarding table 106
includes a key and information associated with the key.
Referring now to FIG. 3B, the scheme 300 continues at
block 314. At block 314, the lookup unit 114a compares the
key 1n the forwarding entry retrieved from the forwarding
table 106 at block 310 or at block 312 to the lookup key X
obtained at block 302. In an embodiment, a determination at
block 314 that the key 1n the retrieved entry matches the key
X signifies that a successiul lookup has occurred. In this
case, according to an embodiment, the retrieved information
associated with the key, e.g., forwarding information i1den-
tifying the port (or ports) 112 via which the packet should be
transmitted, 1s used to perform one or more actions on the
packet, such as to forward the packet to the identified port
(or ports) 112, for example. In some situations, however, it
1s determined at block 314 that the key in the forwarding
entry retrieved from the forwarding table 106 at block 310
or at block 312 does not match the key X obtained at block
302. In this case, the scheme 300 continues at block 316, at
which the lookup unit 114a searches the CAM 108 using the
key X 1 an attempt to find at match for the key X 1n the
CAM 108. Alternatively, in another embodiment, the lookup
unit 114a searches the CAM 108 1n parallel with accessing
the forwarding table 106 and/or accessing the lookup table
107, which results in lower latency 1n cases in which the key
1s located 1n the CAM 108, in at least some situations.
Example techniques for performing searches 1n a hash based
database 1n parallel with searches 1n a CAM based database,
utilized 1n some embodiments, are described in more detail
in U.S. Provisional Patent Application No. 61/695,520,
entitled “Efficient TCAM Architecture,” filed on Aug. 31,
2012, by Levi et al, which 1s hereby incorporated by
reference 1n its entirety.

In any event, when a match for the key X 1s found 1n the
CAM 108 (““Yes” at block 318), then a successiul lookup 1n
the CAM 108 has occurred. In this case, 1n an embodiment,
the lookup umit 114a retrieves iformation associated with
the key, such as a forwarding entry from a memory location
indicated by the entry that matches the key X, for example.
In an embodiment, the memory location indicated by the
entry that matches the key X 1s a memory location 1n the
torwarding table 106. For example, each entry in the CAM
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108 indicates an index into the forwarding table 106, 1n an
embodiment. In another embodiment, the memory location
indicated by the CAM entry that matches the key X 1s a
memory location 1n a memory other than the forwarding
table 106.

On the other hand, 1f a match 1s not found 1n the CAM 108
(“No” at block 318), then the lookup has failed, 1.e., the
lookup key X was not found in the database. In this case, a
suitable action for a failed lookup is taken. The particular
action to be taken 1n a failed lookup situation depends on a
particular embodiment and/or scenario, For example, in one
embodiment and/or scenario, the forwarding engine 104
floods the packet to all of the ports 112 (e.g., 1n a layer 2
bridging device). As another example, in another embodi-
ment and/or scenario, a process to isert the key X and
information associated with the key X into the database 1s
mitiated. Additionally or alternatively, other suitable default
or predetermined operations are performed 1n the case of a
failed lookup, 1n other embodiments.

FIGS. 4A-4B are flowcharts illustrating an example
update scheme 400 to insert a lookup key and information
associated with the key into a database, according to an
embodiment. In an embodiment, the update scheme 400 1s
implemented i1n the network device 100 of FIG. 1. For
example, the update unit 1145 of FIG. 1 entirely or partially
implements the update scheme 400, in an embodiment. In
other embodiments, the update scheme 400 1s implemented
in other suitable network devices. Similarly, the network
device 100 of FIG. 1 (e.g., the update umit 1146 of the
network device 100) implements a suitable update scheme
other than the update scheme 400, 1n some embodiments.
For ease of explanation, the update scheme 400 1s described
below as being performed by the update unit 1145 in

conjunction with the forwarding table 106, the lookup table
107 and the CAM 108 of FIG. 1.

At block 402, a lookup key X to be inserted into the
database 1s obtained. In an embodiment, the lookup key X 1s
generated based on information included 1n or associated
with a packet for which a destination address has been linked
to a particular port (or ports) 112. The lookup key X 1s
composed of, for example, one or more of a destination
MAC address and a VLAN tag which have been linked to a
particular port (or ports) 112, 1n an embodiment. In other
embodiments, the key X includes other suitable information
included in or associated with the packet.

At block 404, multiple hash values for the key X are
generated. In an embodiment, hash values generated at block
304 include a first hash value H1=h1(X), a second hash
value H2=h2(X) and a third hash value H3=h3(X), where
h1, h2 and h3 are distinct hash functions. The hash functions
h1, h2, h3 are implemented using distinct or related genera-
tor polynomials, such as 32 CRC polynomials, in some
embodiments. In an example embodiment, the third hash
value H3=H1+H2+h3(X). In other embodiments, the third
hash value H3 1s generated 1n other suitable manners. In
some embodiments, the third hash value H3 1s generated
independently of the first hash value H2 and/or the second
hash value H2. In general, any suitable hash value genera-
tion scheme can be utilized to generate the multiple hash
values for the key X at block 404.

At block 406, the update unit 1145 accesses the lookup
table 107 using the first hash value H1 as an index into the
lookup table 107. At block 408, the update unit 1145
determines whether a valid collision bucket having a signa-
ture corresponding to the key X already exists 1n the lookup
table 107 1n the entry accessed at block 406. In an embodi-
ment, to determine whether a valid collision bucket having
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a signature corresponding to the key X exists in the entry
accessed at block 406, the update unit 1145 compares the
signature fields of the collision buckets 1n the lookup table
entry to the second hash value H2. When a collision bucket
having a signature that matches the second hash value H2 1s
identified, the update unit 1145 determines whether the
identified collision bucket includes a valid offset 1n the oifset
field of the collision bucket. For example, all ones 1n the
oflset field of the collision bucket (1.e., each bit of the offset
field 1s set to a logic one (1)) 1nd1cate that the offset is
invalid, and any other value in the oflset field of the collision
bucket (1.e., one or more of the bits of the offset field 1s set
to a logic zero (0)) corresponds to a valid oflset, in an
embodiment. In other embodiments, other suitable values of
the oflset field indicate that the offset in the identified
collision bucket 1s not a valid offset.

When a collision bucket having a signature matching the
second hash value H2 i1s identified at block 408, the scheme
400 continues at block 410 at which the update unit 1145
determines whether the corresponding oflset can be utilized
for nserting additional keys into the forwarding table 106.
In an embodiment, the update umt 1145 checks the collision
counter field of the collision bucket identified at block 408,
and determines that the corresponding oflset can be utilized
for inserting additional keys into the forwarding table 106 1f
the collision counter does not exceed a certain maximum
value. For example, 1n an embodiment, each collision coun-
ter field includes two bits and 1s able to support a maximum
of four keys. In this embodiment, the update unit 1145
determines that an additional key can utilize the offset when
the collision counter indicates that three or fewer keys are
currently utilizing the offset. On the other hand, when the
collision counter field indicates that the maximum number
of keys that can be accommodated by the collision bucket
have already been iserted into the forwarding table 106
(e.g., a value of four in the collision counter field), the
update umit 1145 determines that an additional key cannot be
inserted into the forwarding table 106.

A block 412, when 1t 1s determined that an additional key
can be inserted, the update umt 1145 applies the correspond-
ing oifset to the third hash value generated at block 404, and
utilizes the third hash value with the oflset to as an index 1nto
the forwarding table 106. At block 414, the update unit 1145
determines whether the indexed entry in the forwarding
table 106 1s empty (1.e., available). Referring to FIG. 4B,
when 1t 1s determined that the indexed entry 1s available, the
scheme 400 continues at block 424, at which the update unit
1145 1mserts the key X (and the information associated with
the key X) into the entry in the forwarding table 106.
Because, 1n this case, an oflset already associated with a
valid collision bucket, having a collision counter value
greater than zero (0), was used to nset the key,, the lookup
table need not be updated to indicate a new oflset. Accord-
ingly, 1n this case, the scheme 400 skips block 426, and
continues at block 428, at which, the update unit 1145
increments the collision counter field of the collision bucket
identified at block 408 (e.g., 1n the case of the key X being
the first key to be associated with the collision bucket, the
update unit 1145 changes the value of the counter field from
a -1 to a 0) to account for the key X inserted into the
forwarding table 106 at block 424.

Returning now to block 408 of FIG. 4A, when a collision
bucket having a signature that matches the second hash
value H2 1s not 1dentified at block 408, then the scheme 400
continues at block 418, at which the update unit 1145
determines whether an unoccupied collision bucket exists 1n
the lookup table entry accessed at block 406. If it 1s
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determined at block 418 that an unoccupied collision bucket
exists, then the update unit 1145 accesses the forwarding
table 106 using the third hash value H3, and searches the
forwarding table 106 to find an available ofiset from the
entry indexed by the third hash value H3. In other words, the
update unit 1145 searches the forwarding table 106 for an
unoccupied entry, wherein the search begins with the entry
indexed by H3 and ends with and entry corresponding to the
maximum oifset supported by the lookup table 107, 1n an
embodiment. If such an entry 1s i1dentified, the update unit
1145 mserts the key X (and information associated with the
key X) into the 1dentified entry at block 424. Then, at block
426, the update umit 1145 updates the collision bucket
identified at block 418 (FIG. 4A) with the offset correspond-
ing to the entry identified at block 422. Additionally, the
update unit 1146 increments the collision counter of the
collision bucket identified at block 418 to account for the
key X inserted into the forwarding table 106 at block 424.

Referring again FIG. 4A, the “NO” branches of each of
blocks 410, 414 and 418 lead to the block 416 at which the
update unit 1145 accesses the CAM 108 1n an attempt to
insert the key X into the CAM 108. At block 430 (FIG. 4B)
determines whether the key X can be inserted into the CAM
108. When 1t 1s determined that the key can be inserted into
the CAM 108, the update unit 1145 serts the key into the
CAM 108 (block 432 of FIG. 4B). On the other hand, when
it 1s determined that the key cannot be inserted into the CAM
108 (for instance, when there 1s no empty space 1n the
CAM), the mnsertion of the key X has failed.

FIG. 4C 15 a flow diagram illustrating a collision resolu-
tion scheme 450 implemented in conjunction with the
update techmque 400 of FIG. 4A-4B 1in some embodiments.
The scheme 450 includes some blocks that are common
blocks of the technique 400, and these blocks are referenced
by like-numbered blocks with respect to the corresponding,
blocks of FIGS. 4A-4B (e.g., the block 432). In the scheme
450, insertions 1nto the forwarding table 107 using a default
oflset are supported, 1n an embodiment. In an embodiment,
the default offset 1s configurable. In other embodiments, the
default offset 1s pre-set or pre-determined and 1s not con-
figurable.

The collision resolution scheme 450 begins at block 418
which corresponds to the block 418 of FIG. 4A. When 1t 1s
determined at block 418 that no available (unused) collision
bucket exists i the lookup table entry identified at block
408, rather than proceeding to block 432 as 1s done 1n
accordance with the scheme 400, the scheme 450 proceeds
to block 434, at which 1t 1s determined whether a default
oflset 1s enabled. If 1t 1s determined at block 434 that default
oflset 1s not enabled, the scheme 450 proceeds to the block
432 at which insertion of the key into the CAM 108 1is
attempted 1n accordance with the scheme 400. On the other
hand, when 1t 1s determined at block 434 that default oflset
1s enabled, then the scheme 450 continues at block 436 at
which the default ofiset 1s applied to the third hash value H3
to determine an index for the forwarding table 106, and the
forwarding table 106 1s accessed using the determined
index.

At block 438, 1t 1s determined whether the entry accessed
at block 436 1s occupied. When 1t 1s determined at block 438
that the entry 1s occupied, then the scheme 450 continues at
block 432 at which insertion into the CAM 108 1s attempted.
However, when it 1s determined at block 438 that the entry
accessed at block 436 1s not occupied, the key X 1s inserted
into the forwarding table 106 at the entry accessed at block
436. In this case, according to the scheme 450, the key X 1s
inserted into the forwarding table 106 even though all
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collision buckets associated with the first hash value for the
key X are already occupied by keys having signatures that
do not match the signature of the key X, 1n at least some
situations. In eflect, such keys are learned “outside” of the
lookup table 106, 1n an embodiment.

In an embodiment, implementation of the scheme 430 1s

aided by the processor 120 and the memory 122 of FIG. 1.
In particular, to prevent consequent lookup errors for the
keys learned outside of the lookup table 106, 1n this embodi-
ment, the processor 120 stores signatures of such keys 1n a
memory (e.g., in the memory 122 or i another memory
coupled to the processor 120). A subsequent lookup error
may occur, for example, when a collision bucket corre-
sponding to the first hash value H1 of the key X 1n the
lookup table 107 subsequently becomes available (e.g., due
to deletion of keys previously associated with this collision
bucket), and 1s then utilized for other keys having the second
hash value H2 that matches the second hash value H2 of the
key X. This will result in unsuccessiul lookups subsequently
performed for the key X because the forwarding table entry
in which X 1s stored will no longer be accessed during
lookup. To prevent this scenario, 1 an embodiment, the
processor 120 checks stored signatures of keys learned
outside of the lookup table 106 and prevents a signature that
matches a stored signature to be subsequently written into
the lookup table 106. Instead, 1n such situations, the pro-
cessor 120 causes the update unit 114H to access the for-
warding table 106 using third hash values H3 corresponding
to the key, for example, 1n an embodiment.

Referring again to FIG. 1, in some embodiments, to
further improve memory utilization of the forwarding table
107, the processor 120 executes mnstructions stored in the
memory 122 to implement a technique, such as a hopscotch
hashing based technique, that rearranges entries in the
forwarding table 106 to thereby allow insertion of at least
some lookup keys that could not otherwise have been
inserted into the forwarding table 106, 1n some situations.
FIGS. SA-5B are diagrams illustrating a scheme 500 to
rearrange entries 1 a database table 510, according an
example embodiment. In an embodiment, the scheme 500 1s
implemented 1n the forwarding engine 104 (e.g., by the
processor 120) to rearrange entries 1n the forwarding table
106. In this embodiment, the scheme 500 1s implemented 1n
conjunction with the lookup table 107 of FIG. 1. In an
embodiment, the scheme 500 is utilized in conjunction with
the update scheme 400 of FIGS. 4A-4B to rearrange entries
in the forwarding table 106 to allow a lookup key to be
inserted into the forwarding table 106 when the update
scheme 400 1s unable to 1nsert the lookup key into forward-

ing table 106 due to a collision 1n the forwarding table 106.
In the embodiment illustrated 1n FIGS. SA-5B, the table

510 1s shown as having five entries 512-1 to 512-5. Although
the table 510 1s illustrated as having five entries, the table
510 generally includes any suitable number of entries, and
the number of entries 1n the table 510 1s more than five
entries, or less than five entries, 1n some embodiments. Entry
indices, according to the illustrated embodiment, are indi-
cated 1 FIGS. SA-5B to the nght of the entries 512. In
general, a lookup key 1s inserted into the table 500 using the
third hash value H3 generated for the lookup key and an
oflset selected or determined for the lookup key. In an
embodiment, the value of the offset 1s limited by a maximum
offset. In the example embodiment of FIGS. SA-5B, the
maximum oflset 1s equal to three. Accordingly, in this
embodiment, a lookup key having the third hash value H3
equal to X can be mnserted 1nto the table 510 at an available
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(unoccupied) table entry having and index between x and
x+3. In other embodiments, other suitable values of maxi-
mum oifset are utilized.

Referring first to FIG. 5A, all entries 512 of the table 510
are 1nitially empty. A first lookup key 514-1 to be iserted
into the table 510 corresponds to a third hash value H3=x,
and 1s 1nserted 1nto the table 510 with an offset of O (1.e., at
the table entry indexed by the value x). A second lookup key
514-2 to be 1nserted into the table 500 corresponds to a third
hash value H3=x, and 1s inserted into the table 510 with an
oflset of 1 (i.e., at the table entry indexed by the value x+1).
A third lookup key 514-3 to be inserted into the table 510
corresponds to a third hash value H3=x+1, and, because the
entry indexed by the value of x+1 1s already occupied by the
second lookup key 514-2, 1s inserted 1nto the table 510 with
an oflset of 1 (i.e., at the table entry indexed by the value
x+2). A Tourth lookup key 514-4 to be mserted 1nto the table
500 corresponds to a third hash value H3=x, and 1s inserted
into the table 500 with an oflset of 3 ((1.e., at the entry
indexed by the value x+2).

A fifth lookup key 514-5 to be mserted into the table 510
corresponds to a third hash value H3=x. The lookup key
514-5 cannot be inserted into the table 510 because all
entries within the range of entries into which keys having
H3=x can be mserted (i.e., entries between x and x+3) are
currently occupied by other keys. As illustrated in FIG. 5B,
in an embodiment, the third lookup key 514-3 1s then moved
to the empty entry indexed by x+4, and the offset associated
with the third lookup key 514-3 1s changed to the value of
3, thereby allowing the fifth lookup key 514-5 to be nserted
into the table 510 at the location indexed by x+2. Accord-
ingly, the fifth lookup key 514-5 1s then inserted into the
table 510 with an oflset of 3 at the location indexed by x+2.
Further, a lookup table entry (e.g., a collision bucket 1n the
lookup table 107 of FIG. 1) associated with the lookup key
514-3 1s updated to retlect the new oflset used for the lookup
key 514-3, in an embodiment.

In an embodiment, to avoid updating oflsets with which
other lookup keys are also associated, prior to moving the
lookup key 514-3, a collision bucket associated with the
lookup key 514-3 1s checked to ensure that no other lookup
key 1s associated with the corresponding oflset. For
example, when a value of a collision counter associated with
the lookup key 514-3 indicates that the lookup key 514-3 1s
the only key associated with the corresponding oflset (e.g.,
a value of collision counter equal to 0), the lookup key 514-3
1s moved to the location indexed by x+4, and the oflset field
1s updated accordingly to correspond to the new location
indexed by x+4. However, 1n an embodiment, when the
value of the collision counter indicates that one or more
other keys are associated with the corresponding offset (e.g.,
a value of collision counter greater than 0), then the lookup
key 514-3 1s not moved to a new location. In this case, a
different lookup key, one associated with a collision counter
indicating that the lookup key 1s the only key associated with
the corresponding oilset, 1s moved to a new location to allow
insertion of the lookup key 3515-5, in some embodiments
and/or scenarios. That 1s, 1n this embodiment, relocation of
lookup keys 1s limited to only relocating a lookup key 11 the
lookup key 1s the only lookup key associated with a par-
ticular collision bucket, e.g., as indicated by a value of 0 of
the corresponding collision counter associated with the
collision bucket.

Alternatively, in another embodiment in which the value
of the collision counter with which the lookup key 514-3 1s
associated indicates that one or more other keys are asso-
ciated with the corresponding offset (e.g., a value of colli-
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sion counter greater than 0), all of the lookup keys associ-
ated with the collision bucket, including the look-up key
514-3, are moved to new locations, and the lookup key
514-5 1s inserted 1nto the table 510 at the former location of
the lookup key 514-3. Further, respective oflsets associated
with the relocated lookup keys are updated, e.g. in the
lookup table 107 of FIG. 1, to properly reflect the new
locations of the relocated lookup keys, in this embodiment.

FIG. 6 1s a flow diagram of an example method 600 for
performing an action or a set of actions on a packet, such as
forwarding a packet, in a network device, according to an
embodiment. In an embodiment, the method 600 1s 1mple-
mented by the switching device 100 of FIG. 1. For example,
the method 600 1s implemented at least partially by the
forwarding engine 104 of FIG. 1, in an embodiment. In other
embodiments, the method 600 1s implemented by other
suitable components of the switching device 100 or by
another suitable network device.

At block 602, a plurality of hash values 1s generated based
on a lookup key corresponding to a packet. In an embodi-
ment, the hash values are generated by the hash value
generator 110 of FIG. 1. In other embodiments, the hash
values are generated by other suitable components of the
switching device 100 or by another suitable switching
device. In an embodiment, the lookup key corresponding to
the packet includes various information included i or
associated with the packet. For example, the lookup key
includes one or more of a destination MAC address and a
VLAN tag, etc. In other embodiments, the lookup key
includes other suitable information included 1n or associated
with a packet.

At block 604, a lookup table i1s searched using the first
hash value and the second hash value generated at block
602. In an embodiment, the lookup table 107 of FIG. 1 1s
searched. In another embodiment, another suitable lookup
table 1s searched. In an embodiment, the lookup table
includes entries structured as the entry 200 of FIG. 2. In
other embodiments, the lookup table includes entries struc-
tured 1n other suitable manners. In an embodiment, an entry
in the lookup table 1s 1dentified based on the first hash value,
and the 1dentified entry 1s searched using the second hash
values to select a sub-entry of the i1dentified entry corre-
sponding to the second has value.

At block 606, a suitable network device database, such as
a forwarding table, 1s searched using the third hash value and
the offset determined at block 604. In an embodiment, the
forwarding table 106 1s searched. In another embodiment
another forwarding table or a suitable database other than a
forwarding table i1s searched. In an embodiment, searching
the database includes applying the oflset to the third hash
value to determine an index into the database, accessing the
database to retrieve an entry corresponding to the deter-
mined index. In an embodiment, the retrieved entry includes
information for performing one or more actions on the
packet. For example, the retrieved entry 1s a forwarding
entry that indicates how (e.g., to which port) the packet
should be forwarded, 1n an embodiment. In other embodi-
ments, the retrieved entry indicates imnformation regarding
one or more actions other than forwarding the packet, such
as information regarding filtering to be applied to the packet,
information regarding an action or a set of actions associated
with Quality of Service ((QoS) processing of the packet,
information related to gathering statistics in the network
device, etc. At block 608, the action or actions indicated by
the entry retrieved at block 606 are applied to the packet. For
example, 1n a forwarding database application, the packet 1s
forwarded to a port of the network device based on the
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forwarding entry selected at block 606, 1n an embodiment.
In other embodiments, other suitable action or actions based
on the entry retrieved at block 606 are applied to packet at
block 608.

FIG. 7 1s a flow diagram of an example method 700 for
populating a forwarding database 1n a network device,
according to an embodiment. In an embodiment, the method
700 1s implemented by the switching device 100 of FIG. 1.
For example, the method 700 1s implemented at least par-
tially by the forwarding engine 104 of FIG. 1, in an
embodiment. In other embodiments, the method 700 1s
implemented by other suitable components of the switching
device 100 or by another suitable network device.

At block 702, a plurality of hash values 1s generated based
on a lookup key corresponding to a packet. In an embodi-
ment, the hash values are generated by the hash value
generator 110 of FIG. 1. In other embodiments, the hash
values are generated by other suitable components of the
switching device 100 or by another suitable switching
device. In an embodiment, the lookup key corresponding to
the packet includes various information included in or
associated with the packet. For example, the lookup key
includes one or more of a destination MAC address and a
VLAN tag, etc. In other embodiments, the lookup key
includes other suitable information included 1n or associated
with a packet.

At block 704, an offset into the forwarding table 1s
determined based at least on the first hash value and the
second hash value. In an embodiment, determining the offset
includes accessing a lookup table to determine 1f an offset
associated with the first hash value and the second hash
value already exists 1n the lookup table. In an embodiment,
determining the oil:

set 1cludes accessing the lookup table
107 of FIG. 1 having entries structured as the entry 200 of
FIG. 2. In another embodiment, determining the oiffset
includes accessing another suitable lookup table. When an
oflset associated with the first hash value and the second
hash value already exists in the lookup table, the oflset 1s set
to the offset retrieved from the lookup table, in an embodi-
ment. The oflset 1s then applied to the third hash value to
determine an index mnto a forwarding table (e.g., the for-
warding table 106 of FIG. 1, or another suitable forwarding
table). If an off'set associated with the first hash value and the
second hash value does not yet exists 1n the lookup table, the
torwarding table 1s accessed using the third hash value and
an available oflset 1n the forwarding table 1s determined
when such an available offset exists 1n the forwarding table.
In an embodiment, it an available offset does not exist in the
forwarding table (e.g., limited by a maximum oflset value),
entries 1n the forwarding table are rearranged according to a
suitable rearranging technique, such as the technique 500 of
FIGS. 5A-5B. In this case, the offset 1s determined to be an
oflset that becomes available as a result of the rearrange-
ment, 1n an embodiment. In an embodiment, when the
lookup table cannot support insertion of an additional key
having the first hash value, the oflset 1s set to a default oilset.
These database population techniques efliciently resolve
various collisions that may result during insertion of a key
into the forwarding table, thereby increasing memory utili-
zation of the lookup table, 1n at least some embodiments.
At block 706, a locatlon in the forwardmg table 1s
determined based on the third hash and the ofiset determined
at block 706. At block 708, 1t 1s determined whether the
lookup key can be inserted onto the determined locations
without colliding with another lookup key previously stored
in the forwarding table. When it 1s determined that the
lookup key can be inserted at the determined location 1n the
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forwarding table, the lookup key and information associated
with the lookup key i1s inserted at the determined location at
block 710.
In an embodiment, when 1t 1s determined at block 708 that
the lookup key cannot be inserted onto the determined
locations without colliding with another lookup key previ-
ously stored in the forwarding table, additional memory,
such as a CAM (e.g., the CAM 108 of FIG. 1) 1s accessed
to determine whether the additional memory can accommo-
date the lookup key. When it 1s determined the additional
memory can accommodate the lookup key, the lookup key
(and, 1n some embodiments, forwarding information asso-
ciated with the lookup key) 1s stored in the additional
memory. In some embodiments, when the additional
memory cannot accommodate the lookup key, insertion of
the lookup key fails. In an embodiment, insertion techniques
according to the method 700 increase utilization of the
forwarding table and decrease probability of failed inser-
tions, 1n at least some situations.
The various blocks, operations, etc., described above with
respect to FIGS. 2-4 may be implemented 1n hardware, such
as 1n one or more custom integrated circuits, application
specific integrated circuits (ASICs), field programmable
gate arrays (FPGAs), etc. The various blocks, operations,
etc., described above with respect to FIG. 5 may be imple-
mented, 1n whole or 1n part, using a processor executing
machine readable software and/or firmware instructions.
While the present invention has been described with
reference to specific examples, which are intended to be
illustrative only and not to be limiting of the invention, 1t
will be apparent to those of ordinary skill in the art that
changes, additions or deletions in addition to those explicitly
described above may be made to the disclosed embodiments
without departing from the spirit and scope of the invention.
What 1s claimed 1s:
1. A method for forwarding packets 1n a network device,
the method comprising:
generating, at a hash value generator and based on a
lookup key corresponding to a packet, a plurality of
hash values including generating at least a first hash
value at least by applying a first hash function to the
lookup key, a second hash value at least by applying a
second hash function to the lookup key, and a third hash
value at least by applying a third hash function to the
lookup key, the third hash function being different from
the first hash function and the second hash function;

using the first hash value and the second hash value to
select an entry, 1n a lookup table, that includes an offset
for the lookup key;

using the third hash value and the oflset for the lookup key

to select a forwarding entry, in a forwarding table,
corresponding to the lookup key; and

torwarding the packet to one or more ports of the network

device using the selected forwarding entry.

2. The method of claim 1, wherein using the first hash
value and the second hash value to select an entry in the
lookup table includes:

using the first hash value to determine a location 1n the

lookup table having a corresponding entry, wherein the
entry corresponding to the determined location in the
lookup table 1ncludes a plurality of collision buckets
associated with the first hash value; and

selecting, with the second hash Value,, a collision bucket

from the plurality of collision buckets associated with
the first hash value to determine the offset.

3. The method of claim 2, wherein collision buckets
among the plurality of collision buckets include respective
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signature fields and respective oflset fields,
determining the offset comprises:

comparing the second hash value to respective signature

fields of at least some collision buckets of the plurality
of collision buckets;

when the second hash value matches a value of a signature

field of one of the collision buckets, setting the oflset to
a value of the offset field of the one collision bucket;
and

when the second hash value does not match any values of

the signature fields of the plurality of collision buckets,
setting the offset to a pre-determined oflset value.

4. The method of claim 1, wherein using the first hash
value and the second hash value to select an entry in the
lookup table includes:

using the first hash value to determine a location 1n the

lookup table having a corresponding entry, wherein the
entry corresponding to the determined location in the
lookup table includes a plurality of collision buckets
associated with the first hash value;

searching the plurality of collision buckets using the

second hash value to attempt to identify a collision
bucket, among the plurality of collision buckets, that 1s
associated with the second hash value:

when the collision bucket associated with the second hash

value 1s 1dentified, selecting the identified collision
bucket to determine the offset; and

when no collision bucket associated with the second hash

value 1s 1dentified, using a default oflset as the offset.

5. The method of claim 1, wherein using the third hash
value and the oflset for the lookup key to select the for-
warding entry in the forwarding table comprises:

determining an index using the determined oflset and the

third hash value, wherein the index 1dentifies a location
in the forwarding table corresponding to the forwarding
entry; and

retrieving the forwarding entry from the forwarding table

using the index.

6. The method of claim 5, wherein determining the index
comprises adding the determined offset to the third hash
value.

7. The method of claim 1, wherein:

entries 1n the forwarding table include respective key

fields to store respective keys and respective informa-
tion fields to store respective forwarding information
respectively associated with the respective keys;
the method further comprises comparing a value of the
key field of the forwarding entry to the lookup key; and

torwarding the packet to the port of the network device
includes forwarding the packet based on information
field of the selected forwarding entry if the value of the
key field matches the lookup key.

8. The method of claim 7, wherein:

the network device includes a content addressable

memory (CAM) table for storing lookup keys that
cannot be mnserted into the forwarding table;

the method further comprises, if the value of the key field

does not match the lookup key:

using the lookup key to search the CAM table; and

forwarding the packet to the port comprises:

if a match for the lookup key 1s found in the CAM table,
torwarding the packet based on the CAM table entry,
and

if a match for the lookup key 1s not found in the CAM
table, flooding the packet to a plurality of ports of the
network device.

and wherein
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9. The method of claim 1, further comprising;:

transmitting the packet via the one or more ports of the
network device.

10. The method of claim 1, further comprising;:

using the hash value generator to determine another
location 1n the forwarding table for inserting another
lookup key corresponding to header information in
another packet; and

inserting the other lookup key and forwarding information
associated with the other lookup key 1nto the forward-
ing table at the determined other location.

11. An apparatus associated with a network device for

forwarding packets 1n a network, comprising;:

a packet processor implemented on one or more inte-
grated circuits, the packet processor configured to 1)
couple to a plurality of ports of the network device, and
1) transfer packets received via at least some of the
plurality of ports to one or more appropriate ports
among the plurality of ports, the packet processor
comprising:

a hash value generator implemented on the one or more
integrated circuits, the hash value generator config-
ured to generate, based on a lookup key correspond-
ing to a packet, a plurality of hash wvalues, the
plurality of hash values including at least a first hash
value generated at least by applying a first hash
function to the lookup key, a second hash value
generated at least by applying a second hash function
to the lookup key, and a third hash value generated
at least by applying a third hash function to the
lookup key, the third hash function being different
from the first hash function and the second hash
function, and

a lookup unit implemented on the one or more inte-
grated circuits, the lookup unit coupled to a memory,
implemented on the one or more ntegrated circuits,
the memory configured to store a lookup table and a
forwarding table, wherein the lookup unit 1s config-
ured to
use the first hash value and the second hash value to

select an entry, in the lookup table, that includes
an offset for the lookup key, and
use the third hash value and the offset for the lookup
key to select a forwarding entry, 1n the forwarding
table, corresponding to the lookup key; and
wherein the packet processor further comprises a forward-
ing engine implemented on the one or more integrated
circuits, the forwarding engine configured to forward
the packet to one or more ports of the plurality of ports
using the selected forwarding entry.

12. The apparatus of claim 11, wherein the lookup unit 1s
configured to:

use the first hash value to determine a location in the
lookup table having a corresponding entry, wherein the
entry corresponding to the determined location in the
lookup table includes a plurality of collision buckets
associated with the first hash value; and

select, using the second hash value, a collision bucket of
the plurality of collision buckets for determining the

offset for the lookup key.

13. The apparatus of claim 12, wherein collision buckets
among the plurality of collision buckets include respective
signature fields and respective oflset fields, and wherein the
lookup unit 1s configured to:

compare the second hash value to respective signature
fields of at least some collision buckets among the
plurality of collision buckets;
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when the second hash value matches a value of a signature
field of one of the collision buckets, set the ofiset to a
value of the oflset field of the one collision bucket; and

when the second hash value does not match any values of
the signature fields of the plurality of collision buckets,
set the oflset to a pre-determined offset value.

14. The apparatus of claim 11, wherein the lookup unit 1s

configured to:

use the first hash value to determine a location 1n the
lookup table having a corresponding entry, wherein the
entry corresponding to the determined location in the
lookup table includes a plurality of collision buckets
associated with the first hash value;

search the plurality of collision buckets using the second

hash value to attempt to identify a collision bucket,
among the plurality of collision buckets, that i1s asso-
ciated with the second hash value;

when the collision bucket associated with the second hash
value 1s 1dentified, select the 1dentified collision bucket
to determine the offset; and

when no collision bucket associated with the second hash
value 1s 1dentified, use a default offset as the offset.

15. The apparatus of claim 11, wherein the lookup unit 1s

configured to:

determine an index using the determined ofiset and the
third hash value, wherein the index 1dentifies a location
in the forwarding table corresponding to the forwarding
entry; and

retrieve the forwarding entry from the forwarding table
using the index.

16. The apparatus of claim 15, wherein the lookup unit 1s

turther configured to:

determine the index at least by adding the determined

oflset to the third hash value.
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17. The apparatus of claim 11, wherein:

entries 1 the forwarding table include respective key
fields to store respective keys and respective informa-
tion fields to store forwarding information respectively
associated with the respective keys;

the lookup unit 1s configured to compare a value stored 1n

the key field of the selected forwarding entry to the
lookup key; and

the forwarding engine 1s configured to, when the value of

the key field matches the lookup key, perform a for-
warding action based on the mformation field of the
selected forwarding entry.

18. The apparatus of claam 17, further comprising a
content addressable memory (CAM) configured to store
forwarding information associated with lookup keys that
cannot be inserted into the forwarding table;

wherein the lookup unit 1s further configured to, when the

value of the key field does not match the lookup key,
search the CAM using the lookup key.

19. The apparatus of claim 11, further comprising:

an update unit implemented on the one or more integrated

circuits, the update unit configured to:

use the hash value generator to determine another
location 1n the forwarding table for inserting another
lookup key corresponding to header information 1n
another packet, and

insert the other lookup key and forwarding information
associated with the other lookup key into the for-
warding table at the determined other location.

20. The apparatus of claim 11, further comprising:

the memory configured to store the lookup table and the

forwarding table.

21. The apparatus of claim 11, further comprising:

the plurality of ports.
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