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(57) ABSTRACT

The invention concerns a payment arrangement in an online
shopping. In the method a request for a transaction code
containing at least predefined user-related identification
information 1s received. The content of the request 1s com-
pared to stored information and, 1n response to a positive
outcome of the comparison, a transaction code 1s generated,
stored and delivered to the requesting party. In the next
phase an inserted transaction code i1s received for verifica-
tion and it 1s compared to the generated transaction code
stored. In response to a positive outcome of the comparison
the payment information 1s confirmed to the requesting
entity. The mvention also relates to a network element, a
system and a computer program product implementing the
method.
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ONLINE PAYMENT METHOD AND A
NETWORK ELEMENT, A SYSTEM AND A

COMPUTER PROGRAM PRODUCT
THEREFOR

TECHNICAL FIELD

The mvention concerns in general the technical field of
financial transaction data exchange. Especially, the mnven-
tion concerns a payment arrangement in online shopping.

BACKGROUND OF THE INVENTION

Internet shopping has made its breakthrough in recent
years. In order to shop online, one must be able to have
access to a computer as well as a credit card or a debait card.
In the case of physical goods, the delivery of the purchased
product must be arranged 1n a convenient way and 1t should
be available directly from the online shop.

Due to the delivery of personal financial transaction data
over the Internet, security plays the most important role 1n
online shopping. Multiple securnity related arrangements
have been implemented 1n order to raise the security level.
Some of the prior art security related arrangements originate
from the security systems of the financial institution e.g.
granting a credit card to the user. A typical example of such
a security related 1ssue 1s that each credit card comprises a
specific credit card number and 1n addition thereto, there 1s
a so called CVC (Card Verification Code) number for further
controlling the card. It will be appreciated that several
alternative security methods relating to payment are intro-
duced due to the fact that there are multiple other payment
methods available besides the credit card.

Furthermore, the telecommunication connections are
typically secured by some encryption method(s). TLS
(Transport Layer Security) and SSL (Secure Sockets Layer)
are widely used methods, which are cryptographic protocols
providing communication security over the Internet.

It 1s clear that the security shall be arranged between all
operators mvolved 1n the shopping transaction 1.e. between
the user and the web shop as well as financial istitution 1
needed for the transaction.

A typical procedure 1n online shopping 1s that a user first
enters a web shop over the Internet and finds a product
he/she wants to purchase. The user places an order normally
through a secured channel, e¢.g. the connection 1s secured
with SSL. The order is registered 1n the web shop entity and
alter mputting the necessary information relating e.g. to the
delivery and to the delivery address, the payment procedure
1s started. The payment procedure can be arranged e.g. 1n
such a manner that request for the payment information 1s
arranged 1nside the web shop. In practice, 1t means that the
system requests a desired payment method as well as any
other necessary information to accomplish the payment for
the product 1n a manner that 1s secure for users 1.¢. custom-
ers, but also for the web shop itsell. A secure payment
method for the web shop means that the web shop 1s able to
receive confirmation that the customer pays the purchase.
The confirmation may be derived from the information
received from the customer or alternatively some other
entity, such as a financial mstitution, can confirm it. I the
web shop system 1s configured 1n such a manner that the
financial stitution shall confirm the payment of the pur-
chase, the information received from the customer 1s deliv-
ered to the financial institution for further checking. If the
information matches with the already existing information 1n
the possession of the financial institution, the payment can
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be confirmed to the web shop. After confirmation the pur-
chase order can be confirmed by the web shop. In response
to the confirmation of the purchase order, the web shop can
start the delivery of the product 1.e. by enabling e.g. the
download of a digital data from the server or prepare and
arrange the shipment 1n the case of a physical product.

To 1mprove the security further, methods utilizing a
mobile terminal and a mobile communication network have

been developed. For example, the whole payment procedure

1s arranged through a mobile terminal and a mobile com-
munication network so that the user 1.e. the customer
receives a confirmation code from the web shop and to
confirm the purchase, he/she needs to deliver the code with
an SMS (short message) back to the web shop entity. In
some embodiments the payment of the purchased product 1s
arranged to be included 1n the telephone bill.

The prior art solutions for online payment comprise
several drawbacks. Typically the situation 1s that if one
wants to improve security, 1t directly increases the complex-
ity of the whole system. This may be challenging especially
to smaller players due to the fact that such parties have
limited resources to develop and amend their systems.
Especially, bearing 1n mind that one typical phenomenon 1n
connection with web shops 1s that launching a shop 1s quite
casy and 1s possible even with small resources, there 1s a
need for technical solutions that can be implemented even
by the smaller parties.

Normally, the financial institutions set the framework for
security 1ssues in any payment method. This 1s due to the
fact the financial institutions normally “own” the user 1.e.

web shop customer by means of offered payment method,
such as a credit card. The financial institutions have devel-
oped their systems primarily to serve traditional shopping
methods and merely extended the systems to serve the
online shopping as well. As a consequence their systems are
very heavy and thus difficult to change 1f needed.

One drawback with respect to credit card based payment
systems 1s that the payment transactions are based on the
credit card number and the CVC (Card Vernfication Code).
Both can be found 1n the credit card. Thus, 1f the credit card
ends up 1n the wrong hands, 1t 1s possible to use the credit
card 1llegally. Another drawback 1s security breaches in web
shops, hacking, phishing and similar risks which expose
sensitive customer data to unauthorized use.

Another aspect 1s that any payment method developed for
online shopping shall be easy to use from the end user’s 1.e.
the web shop customer’s perspective. The method shall be a
simple one and especially such that the user feels sate during
web shopping. Advantageously one payment method 1s
applicable 1n multiple instances so that the user becomes
familiar with the system. This increases trust 1n web shop-
ping and as a consequence web shopping gains popularity.

SUMMARY OF THE INVENTION

An objective of the invention 1s to provide a method and
a network element, a system and a computer program
product for improving security ol payment transactions.
Another objective of the mvention is that the method, the
network element, the system and the computer program
product for improving security of payment transaction 1s
arranged 1n such a manner that 1t requires only minimal
changes to existing systems ol a web shop 11 any.

The objectives of the mnvention are achieved by separating,
physically a transaction code, such as CVC (Card Verifica-
tion Code), from the respective credit card and utilizing



US 9,870,560 B2

3

modern communication means for achieving secure pay-
ment verification to be used in online purchasing.

A method according to the invention 1s characterized by
the steps recited 1n the characterizing part of the independent
claim directed to a method.

A network element according to the imvention 1s charac-
terized by the features recited in the characterizing part of
the independent claim directed to a device.

A system according to the invention is characterized by
the features recited 1n the characterizing part of the inde-
pendent claim directed to a system.

A computer program product according to the invention 1s
characterized by the features recited in the characterizing
part of the independent claim directed to a computer pro-
gram product.

BRIEF DESCRIPTION OF THE INVENTION

The 1dea of the 1invention 1s to implement a more secure
credit card payment method by minmimizing changes in the
existing web shop systems. The 1dea 1s based on the solution
in which a credit card related transaction code, such as CVC
in the existing systems, 1s physically separated from the
credit card information by utilizing generally known com-
munication technologies 1n requesting, generating and deliv-
ering a transaction specific transaction code. In a request for
a transaction code some user related 1dentification informa-
tion 1s delivered over a communication network. Further, the
transaction code generation 1s at least partly based on a
comparison of delivered information and the stored infor-
mation 1n the database storing user related information.

Further, the invention relates to a verification of a trans-
action code received from the user in the financial transac-
tion system so that the web shop receives a confirmation of
the payment of purchased products. As a result, the delivery
of the purchased products can be initiated.

The exemplary embodiments of the invention described in
this patent application are not to be interpreted to pose
limitations to the applicability of the appended claims. The
verb “to comprise” 1s used in this patent application as an
open limitation that does not exclude the existence of also
un-recited features. The features recited in depending claims
are mutually freely combinable unless otherwise explicitly
stated.

The novel features which are considered as characteristic
of the mvention are set forth in particular in the appended
claims. The invention itselt, however, both as to its con-
struction and 1its method of operation, together with addi-
tional objects and advantages thereof, will be best under-
stood from the {following description of specific
embodiments when read in connection with the accompa-
nying drawings.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1illustrates a principle of the method according to
the 1nvention,

FIG. 2 illustrates an embodiment of the invention in

which the method 1s applied,
FIG. 3 illustrates another embodiment of the invention 1in

which the method 1s applied, and
FIG. 4 1llustrates a further embodiment of the invention 1in

which the method is applied.

DETAILED DESCRIPTION OF THE
INVENTION AND ITS ADVANTAGEOUS
EMBODIMENTS

FIG. 2 1illustrates the principle of a method according to
the invention. According to the invention a transaction code
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to be utilized 1n online shopping at least partly veritying and
confirming the payment of the purchase 1s generated 1n
response to a request from a party involved 1n the online
shopping. The party can be a user 1.e. a customer of the web
shop. Alternatively, the party imitiating the generation of a
transaction code may be an entity representing the web shop.

According to the mnvention the request i1s delivered 101 to
the transaction code generation means through a generally
known communication channel. The commumnication chan-
nel can be arranged over a mobile communication network
in such a manner that the user sends an SMS (short message)
comprising a request for a transaction code to a predeter-
mined address. The SMS containing the request for the
transaction code 1s, according to an embodiment of the
invention, a so called fixed mode SMS, which means that the
structure of the message 1s pre-defined. If the delivered
message does not follow the pre-defined structure, the
receipt of the message does not initiate the generation of a
transaction code. According to the invention the content of
the message shall comprise 1dentification information on the
user, which 1s derived 103 from the request. By means of the
user-related 1dentification information the user can be rec-
ognized by a party 1ssuing the transaction codes. Such party
can be a financial istitution. The content of the message
may comprise a social security number (personal 1D), credit
card number, PIN (personal identity number), home address
or any other information of the user and/or any combination
of the mentioned, which can be used for identifying the user.
The mobile phone number retrievable from the message can
also be used together with the message content for veritying
the user. In some preferred embodiments of the invention the
content 1s such information, which cannot be easily accessed
by 3rd parties. Such piece of imnformation can be a social
security number, for example.

Thus, the party 1ssuing transaction codes verifies the user
related 1dentification mnformation derived from the message
by comparing 105 1t with the stored information in the
storage of the party generating the transaction codes. If a
match 1s found 1n the first comparison, the generation of a
transaction code for that specific instance can be initiated
107. According to an embodiment of the invention the
transaction code 1s a random number with pre-determined
length, e.g. four digits. Information on the generated trans-
action code 1s stored 107 1n the database in connection with
the user information requesting the transaction code. The
stored information is at least the generated transaction code
or rules for deriving 1t from the stored information.

According to another embodiment of the mvention the
request for a transaction code 1s received directly from the
web shop. It can be a consequence of the web shop 1imple-
mentation 1.e. when the user finds products to be purchased
and starts placing an order in the system, the user 1s offered
an opportunity to acquire a transaction code by inserting
some information identifying the user and then clicking a
button on the webpage. Proceeding in this manner the
webpage delivers a request for a transaction code to a party
granting and generating the transaction codes, such as a
financial 1nstitution. Information 1dentitying the user can be
¢.g. a credit card number or any similar information which
can be used as an 1dentifier for finding necessary information
relating to the user 1n a database of the financial mstitution.

In response to the transaction code request and user
identification, the system 1s configured to deliver 107 the
created transaction code to the party requesting i1t. The
transaction code can be delivered e.g. over a mobile com-
munication network with an SMS or alternatively or in
addition by email over Internet. The information on the
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channel to be used for delivering the transaction code to the
user can be agreed in advance. For example, when a user 1s
acquiring a credit card, the preferred way of delivering the
transaction code can be agreed and this information 1s stored
in the database of the financial institution granting the credit
card. According to some other embodiment of the mnvention
the information on the preferred way of delivering the
transaction code 1s stored in the web shop database, e.g.
customer relationship management system (CRM). The
information from CRM 1s delivered to the party generating
the transaction code when needed 1.e. when requested or
triggered by placement of a purchasing order. According to
some further embodiment of the invention the delivery
channel of the transaction code 1s requested from the user
when he or she 1s making a purchase 1n the web shop. This
1s a preferred way due to the fact that the user can define a
delivery channel available for him or her at that specific
instance. This embodiment can be further developed so that
the user cannot define the address 1.e. phone number or email
address 1n the context of the defining of the delivery channel,
but the address 1s retrieved from the database of the party
generating the transaction code. Alternatively, the user deter-
mines the address for delivery of the transaction code when
requesting the code.

In the next step the user inserts a transaction code during
the web shop session. The request for the transaction code
may follow immediately after placing a purchase order or
alternatively when making the payment. This depends on the
implementation of the web shop and payment system. Addi-
tionally, some other information can be requested from the
user 1.e. customer.

After receiving the necessary mformation for confirming
a payment for the purchase the system in the web shop 1s
configured to deliver the inserted transaction code to the
party confirming the payment. The party confirming the
payment can be the financial mstitution that has delivered a
generated transaction code to a user.

In response to receiving 109 an inserted transaction code
with other mformation, 1f applicable the confirming party
accesses 1ts database and compares 111 if there 1s a match
between the inserted transaction code and the transaction
code mnformation stored in the database. The transaction
code stored 1n the database can be found by means of some
user 1dentification information delivered in connection with
the 1nserted transaction code. Such information can be e.g.
a credit card number, which 1s typically needed for online
payments. If the second comparison shows that there 1s a
match between the inserted transaction code and the trans-
action code stored in the database, a confirmation that the
payment procedure 1s 1 order may be given and delivered
113 to the web shop. The type of the confirmation can be
agreed on between the web shop and confirming party
separately and 1s implemented in the communication of
these two entities.

In response to the confirmation from the confirming party
the web shop 1s ready to complete the purchase order and
thus accept the order. According to some embodiment of the
invention the web shop system 1s configured to print out a
purchase confirmation on the display of the user so that the
user sees that the online shopping has succeeded. Alterna-
tively, the web shop can send a confirmation message to the
user, ¢.g. by email and/or SMS.

The method according to the mvention may comprise a
counter for maintaining a value of the number of attempts to
insert a transaction code during a web shop session. For
example, a maximum limit of attempts 1s set in order to
prevent misuse. If a mismatch between the stored transac-

10

15

20

25

30

35

40

45

50

55

60

65

6

tion code and/or other information stored in the financial
institution entity and inserted transaction code and/or other
information 1s detected, a notification 1s given towards the
web shop and the counter 1s updated. When the maximum
limit set for the counter 1s reached, the financial institution
may notify the web shop entity that the payment transaction
1s canceled. According to some embodiment of the invention
the counter 1s set for maintaining a value for counting the
validity time of a transaction code delivered 1n response to
the request. If the counter reaches the validity time limat
betore such a transaction code 1s inserted for confirmation,
the stored transaction code 1s invalidated. In some embodi-
ment of the method according to the invention two counters
are used. There 1s one counter for maintaining a value of the
number of attempts and one for validity time measurement.
The counters are configured to function similarly to the case
of only one counter, but if either of the limits set for counters
1s reached, the verification 1s canceled.

FIG. 2 illustrates an embodiment in which the method of
the mvention described 1s applied. The figure comprises user
entity 201, web shop entity 203 and financial institution
entity 205. The user entity 201 discloses devices by means
of which the user can communicate with external entities.
The web shop entity 203 comprises servers and databases as
well as communication means necessary for enabling an
implementation of a web shop. The servers provide inter-
faces for consumer access to the web shop by as well as for
exchanging information inside the web shop elements and
external entities. The database may comprise information on
the products being sold in the web shop as well as customer
information. The communication means consist of necessary
clements for implementing the communication with internal
clement in the web shop and external entities. The financial
istitution entity 205 comprises necessary servers and data-
bases as well as communication means for generating nec-
essary information for online shopping, such as transaction
codes. Additionally, the financial institution entity 205 com-
prises mformation on users 1.e. customers and different
payment means per user, such as credit card information.
Furthermore, the financial institution entity 205 comprise
further information on the user, such as a name, a social
security number (personal ID), credit card number, home
address or any other information on the user, which can be
used for identifying the user. According to some embodi-
ments of the invention, the user may express his/her wishes
(e.g. when acquiring a credit card) regarding the information
to be stored 1n the financial 1nstitution entity 2035 that 1s to
be utilized 1n 1dentifying the user in a context of a transac-
tion code generation. To increase security, it 1s advantageous
to use such 1dentification information which 1s not available
to 3rd parties. The financial 1nstitution entity 205 may also
offer e.g. time dependent i1dentification information to be
stored and changed 1n a database. The user just needs to be
aware, which information 1s valid at the time.

The procedure disclosed in FIG. 2 by means of arrows
with respect to online shopping starts with a user request of
a transaction code 211. The user makes the request 211 by
sending an SMS over mobile communication network to
financial istitution. The SMS may comprise some user
related 1identification information, which can be compared to
the information already stored in the financial institution
entity, such as a social security number. According to an
embodiment of the invention the financial institution entity
compares the delivered social security number and the
mobile phone number dertvable from the SMS to the infor-
mation stored in the database of the financial institution
entity. If a match 1s found, the financial institution entity




US 9,870,560 B2

7

generates a transaction code to be used 1n the web shopping
and delivers 1t to the user 213. The delivery can be done by
SMS or email, 11 an email address 1s available. In response
to receiving the transaction code the user accesses a web
shop and makes the purchase 215. For accomplishing the
purchase the user inserts a transaction code with other
information, such as credit card number, for completing the
order. The web shop entity delivers 217 the received infor-
mation or at least part of it to the financial institution entity.
The financial institution entity verifies the received infor-
mation comprising at least transaction code information with
some other identification information by comparing 1t to
stored information. If a match 1s found between at least the
delivered transaction code information and the stored trans-
action code information, a confirmation of the valid payment
operation can be given. According to the embodiment of the
invention the financial stitution entity delivers a confir-
mation message 219 to the web shop entity. In response to
the confirmation message from the financial institution
entity the web shop entity can express to the user a confir-
mation of the purchase order and/or the payment of the
purchase 221.

FIG. 3 illustrates another embodiment in which the
method of the invention described 1s applied. The embodi-
ment comprises the same entities as described 1n the descrip-
tion of FIG. 2. Here the user 1n the user entity 201 accesses
301 web shop entity 203 by means of a terminal connected
to the Internet. The user makes his/her purchases and during
the purchase session the user gives some user-related 1den-
tification information, such as a credit card number, to
acquire a transaction code for accomplishing the online
shopping session. The web shop entity 203 delivers 303 the
information to the financial institution entity 205. By means
of the idenfification information, such as social security
number, the financial institution entity 205 1s able to find
information on the credit card holder and generate a trans-
action code to be utilized 1n online shopping. The financial
institution entity stores information on the generated trans-
action code 1n the context of a data record relating to the
credit card holder. The stored information can comprise the
generated transaction code or any other information by
means of which the validity of a transaction code received
through a web shop entity 203 from the user can be verified.
The generated transaction code 1s delivered 305 to the user
entity 201 from the financial mstitution entity 205 according
to mformation defined in the database containing informa-
tion on users. Preferably, the information comprises e.g. a
mobile phone number of the user. In the next phase, the user
inserts 307 a transaction code during the online shopping
session, which 1s further delivered 309 among other neces-
sary information for identifying the user to the financial
institution entity 205 for verification. The financial institu-
tion entity 205 finds the stored information of the credit card
holder based on the other necessary information for identi-
tying the user and compares the inserted transaction code
with the generated transaction code stored in the context of
a data record relating to the credit card holder. If a match 1s
found, the financial institution entity 205 confirms 311 the
payment with a predefined message to the web shop entity
203. A confirmation 313 of a successiul online purchase can
finally be delivered 311 to the user entity 201.

FI1G. 4 1llustrates a further embodiment of the invention in
which the idenftification of a user 1s decentralized. In addi-
tion to previously described entities a new entity for iden-
tifying the user i1s introduced. Here such an entity 1s a
telecom operator whose customer the user 1s. According to
this embodiment the user has accessed 403 the web shop and
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inserted some personal information on himself or herself and
wants to make purchase. For user identification purposes the
web shop entity 203 delivers 405 the user related 1dentifi-
cation information to telecom operator entity 401. The
telecom operator entity 401 comprises necessary means for
storing user information for identification purposes. Accord-
ing to a solution according to this embodiment personal
information stored in the billing system of the telecom
operator entity 401 can be used. If a match 1s found between
the information delivered from the web shop entity 203 and
the stored information the telecom operator entity 401 can
deliver a request 407 for a transaction code to the financial
institution entity. The request comprises information on the
user requesting a transaction code. The delivered informa-
tion can be e.g. a social security number so that the financial
institution entity 1s able to retrieve user data from their
systems based on that information. In response to the request
the financial nstitution entity generates a transaction code,
stores 1nformation on i1t and delivers 409 1t to the user
requesting it. The delivery can be accomplished by means of
SMS. In such a case the address 1.e. mobile phone number
of the user can be found in a database in the financial
institution entity or the telecom operator delivers 1t together
with the transaction code request. In response to receiving
the transaction code the user inserts 411 a transaction code
to the service of the web shop entity, which further delivers
413 1t to the financial institution for verification. The
inserted transaction code information 1s compared to the
stored data and 11 a match can be found the web shop enables
the completion of the purchase by delivering a confirmation
415 to the web shop entity which further grants a confir-
mation 417 to the user in the user entity.

According to the mvention the network element in the
financial institution entity comprises means for receiving a
request for a transaction code and recognizing information
included 1n the request. The information to be recognized
contains 1dentification mformation on the user for whom a
transaction code 1s to be generated. According to some
embodiments of the mvention the network element 1s con-
figured to recognize €.g. a social security number, credit card
number, pre-agreed PIN and/or contact information such as
a mobile phone number 1n the request. The network element
1s configured to find user related information 1n its storage
means by means of the recognized 1dentification information
derived from the request. IT a comparison of the user related
information 1n the storage and the recognized 1dentification
information in the request indicates a match, the network
clement 1s configured to generate a transaction code and
store information on the generated transaction code 1n the
storage means in context of the user identified from the
request. According to some embodiments of the invention
the generated transaction code 1s stored 1n the same record
as the traditional CVC code. According to some further
embodiment of the invention the generated transaction code
comprises an amount of digits different from the traditional
CVC (3 digits). The advantage of such a solution is that the
financial mstitution entity 1s able to diflerentiate the users of
the traditional CVC from the users of a more sophisticated
transaction code for their needs. After generation and storage
of the transaction code 1t 1s delivered to the user through an
agreed communication channel. Furthermore, the network
clement 1s configured to receive a payment verification
request from a web shop entity. The payment verification
request comprises information on a credit card and an
inserted transaction code. Based on the credit card informa-
tion such as a credit card number the network element 1s able
to find information relating to the card holder 1n 1ts storage
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and detect a stored transaction code in the storage. The
network element comprises means for comparing the infor-
mation in the payment verification request to the stored
information and 1f a match 1s found, the network element 1s
configured to send a confirmation of secure payment back to
the web shop enfity. Such means may be arranged with a
computer program product executed 1n a processing means,
¢.g. a processor, ol a network element and/or system

More specifically, the network element 1s configured to
confirm payment information in an online shopping envi-
ronment. This 1s achieved by means of processing means in
the network element which 1s configured to analyze the
received message from a transaction code requesting party
and which, based on at least a content of the message
representing predefined user-related identification informa-
tion, 1s further configured to compare at least the received
predefined user related identification information to stored
user-related 1dentification information 1n the storage means
of the network element. In response to a positive outcome of
the comparison, the processing means 1s configured to
generate a transaction code, to store information on the
generated transaction code in the storage means of the
network element and to deliver the generated transaction
code to the requesting party. The processing means are
turther configured to analyze at least an inserted transaction
code for verification 1n a confirmation request, to compare at
least the inserted transaction code to the generated transac-
tion code stored in the storage means, and 1n response to a
positive outcome of the comparison to confirm the payment
information to a requesting first entity.

As already discussed above, the network element com-
prises necessary communication means for communicating,
with a party requesting a transaction code and with an entity
requesting confirmation for an inserted transaction code. IT
necessary, the communication means can be utilized by any
other party for implementing the method according to the
invention, €.g. a party carrying out the user recognition.

Further, the network element in the financial institution
entity 1s configured to store such user related i1dentification
information which 1s desired by a user. The user can, e.g.
when acquiring a credit card, himself/hersell select 1denti-
fication information to be used and that information 1s stored
in the network element to be utilized in the context of a
transaction code generation. In some other embodiments of
the mvention the network element 1s configured to update
the 1dentification information periodically. In a still further
embodiment of the invention the user may update 1.¢. e.g.
renew the identification miformation stored in the network
clement. The update can be made with e.g. a control access
system which the user needs to sign into with specific user
access mnformation which 1s fully separate from the credit
card or any other information relating to the use of the credit
card 1n e.g. web shopping.

The network element according to some embodiment of
the mvention comprises a counter for maintaiming a value
for the number of attempts to 1nsert a transaction code during
a web shop session. According to an embodiment of the
invention a maximum limit of attempts 1s set in order to
prevent misuse. If 1t 1s noticed that there 1s a mismatch
between the stored transaction code and/or other information
stored 1n the financial institution entity and inserted trans-
action code and/or other information, the web shop 1is
notified and the counter 1s updated. When the maximum
limit set for the counter 1s reached, the financial institution
may notify the web shop entity that the payment transaction
1s canceled. According to some embodiment of the invention
the counter 1s set for maintaining a value for counting the
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validity time of a transaction code delivered 1n response to
the request. If the counter reaches the validity time limat
betfore such a transaction code 1s inserted for confirmation,
the network element 1s configured to invalidate the stored
transaction code. In some embodiment of the invention the
network element comprises two counters, one for maintain-
ing the number of attempts and one for validity time
measurement. The counters are configured to function simi-
larly to the case of only one counter, but if either of the limaits
set for counters 1s reached, the verification 1s canceled.

The processing means 1n the network comprises at least
one or more processor(s), which 1s configured to implement
instructions defined in a computer program product. The
processor may comprise an internal memory for storing at
least part of the computer program product containing
instructions relating to the operation of the network element.
Alternatively or 1n addition, the network element may com-
prise storage means for storing the computer program prod-
ucts containing instructions relating to the operation of the
network element. Such storage means can e.g. be at least one
RAM, ROM or flash memory. Furthermore, the network
clement may comprise a one or more communication means
for arranging and managing, with a help of instructions
received from the processing means executing at least one
computer program product, the communication with other
clements 1n the network. The communication means may
comprise an element for wired or wireless communications,
such as a modem for a specific communication type. Fur-
thermore, the network element may comprise necessary
interfaces for mput/output purposes.

A system for confirming payment information in online
shopping environment according to the invention, in which
a lirst entity requests confirmation with respect to transac-
tion-related information from a second entity, comprises
several entities 1n order to achieve the desired eflect. Firstly,
the system comprises a user entity, which 1s configured to
request generation and delivery of a transaction code. The
request comprises at least user related identification infor-
mation, but may also comprise further information as
described 1n the context of description of the method accord-
ing to the invention. Secondly, the system according to the
invention comprises a web shop entity, which offers an
online shopping environment and 1s configured to request
confirmation with respect to transaction related information
received Irom a user entity. Thirdly, the system according to
the mnvention comprises a financial institution entity, which
1s configured to receive a request for a transaction code
containing at least pre-defined user related identification
information from the user entity and to compare at least the
received predefined user-related i1dentification information
to the stored information. In response to a positive outcome
of the comparison to the financial institution entity, the
system 1s configured to generate a transaction code, to store
information on the generated transaction code and to deliver
the generated transaction code to the user entity. The finan-
cial institution entity 1s further configured to receive at least
an 1nserted transaction code for verification from the web
shop entity, to compare at least an 1nserted transaction code
to the generated transaction code stored, and 1n response to
a positive outcome of the comparison to confirm the pay-
ment information to the web shop entity. Furthermore, the
system may be configured to comprise a counter for main-
taining a value for at least one of the following: number of
attempts to insert a transaction code, validity time of the
generated transaction code. Additionally, the system may be
configured to enable updating of the user related information
in the financial mstitution entity from the user entity.
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The invention also relates to a computer program product
for confirming payment information in online shopping
environment, which comprises computer-executable
instructions that when executed by processing means of a
network element, the network element 1s configured to
perform all the method steps described in the description
herein. A non-transitory computer readable medium may be
used to store non-transitory computer program product as
described.

It 1s worthwhile to mention that 11 the comparison for the
request for a transaction code shows a mismatch between the
identification information delivered in the request and the
information stored in the storage means, no transaction code
1s generated and delivered. In some embodiment of the
invention a notification message can be delivered to the
requesting party. In a similar manner, in the context of a
payment verification request no confirmation 1s sent unless
the match 1s found in the comparison.

The core of the invention is that fraudulent use of a credit
card or stolen customer data from web shop 1s prevented 1n
many different ways. Firstly, a 3rd party trying to illegally
use e.g. a stolen credit card needs to know some personal
identification information on the rightful owner of the credit
card mn order to be able to request a transaction code.
Secondly, the 3rd party trying to illegally use e.g. a stolen
credit card cannot get the generated transaction code unless
the 3rd party has also been able to steal the terminal into
which the transaction code 1s delivered according to contact
information stored in the financial institution entity.

According to the invention described above the generated
transaction code 1s 1mtended to be used 1n a similar manner
as CVC 1n a credit card. An advantage of the invention 1s that
the transaction code can be physically separate from the
credit card thus increasing the security of web shopping.
Moreover, the security i view of the solution according to
the invention can be increased by making the generated
transaction code valid only for a predetermined duration,
¢.g. 2 hours from the generation. According to some embodi-
ment of the mvention a transaction code 1s valid for one
transaction only and according to some other embodiment of
the invention the transaction code 1s valid for multiple
transactions i1n the same web shop only.

A Turther advantage of the mvention 1s that implementa-
tion of the mvention does not require major changes, 1t any,
in the web shops due to the fact that the generation of a
transaction code as well as verification of inserted transac-
tion code may be separate from the web shop. The user just

iserts a recerved transaction code in the purchase order 1n
the same manner as the CVC code.

The different entities and technical elements 1nside these
entities are described as examples for implementation and
for enabling a clear description of the invention. It shall be
understood that an element described above can be trans-
ferred under some other enfity i1f needed and 1n a similar
manner any described method step and/or functionality 1s
transierable to be carried out 1n any other element or entity.
Thus, any concept described in context of the specific
examples provided 1n the description given above should not
be construed as limiting. Therefore, the mmvention 1s not
limited merely to the embodiments described above, many
variants being possible.

What 1s claimed 1s:

1. A method for confirming payment information in an
online shopping environment, wherein a first entity requests
payment confirmation with respect to transaction-related
information from a second entity, the first entity being a web
shop entity, and the second entity being 1) a party 1ssuing
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identification information and also 11) a party confirming
payment of an Internet shopping transaction to the web shop
entity, the method comprising:

a) as part of a customer conducting an Internet shopping
transaction with the web shop entity via a web shop
session on a network channel of a telecom operator
entity, providing, by the customer, personal user related
identification information to the web shop entity;

wherein the web shop entity comprises servers and data-
bases, the databases comprise mformation on products
being sold by the web shop entity as well as web shop
customer mformation, the web shop entity operatively
connected to the telecom operator entity and to the
second entity, wherein the second entity comprises
servers and databases with stored information;

b) after recerving the personal user related i1dentification
information from the customer, delivering, by the web
shop entity, the received personal user related 1dentifi-
cation information to the telecom operator entity for
user 1dentification purposes, wherein the telecom
operator entity 1s a computer entity having a storage
device that stores personal information of the customer;

¢) matching, by the telecom operator, the personal user
related 1dentification information provided by the web
shop entity with the personal information of the cus-
tomer stored by the storage device of the telecom
operator entity; and upon making the match, transmit-
ting a request for a transaction code to the second
entity, wherein the request for the transaction code
contains at least a predefined user related 1dentification
information of the customer;

d) receiving, by the second entity, the request for the
transaction code from the telecom operator entity,
wherein the request contains at least the predefined user
related identification information of the customer;

comparing, by the second entity, if the request 1s 1n a
pre-defined structure and 1t at least the received pre-
defined user-related identification information matches
with stored personal user related i1dentification infor-
mation;

in response to an outcome of the comparison being that
the at least the received predefined user-related 1denti-
fication information matches with the stored personal
user related identification information and the request 1s
in the pre-defined structure,

1) generating the transaction code and storing information
on the generated transaction code 1n a database of the
second entity, and

11) delivering the generated transaction code to a mobile
terminal of the customer, and

111) mitiating and maintaining a counter representing a
validity time of the generated transaction code;

¢) after receiving the transaction code from the second
entity and as part of making the Internet shopping
transaction during the web shop session, 1nserting, by
the customer, the transaction code for verification by
the web shop entity;

) receiving, by the web shop entity, at least the nserted
transaction code for verification from the customer and
then providing the received inserted transaction code
for verification to the second entity as part of a shop-
ping transaction payment verification;

g) comparing, by the second entity, the recerved inserted
transaction code for verification to the generated trans-
action code stored 1n the database of the second entity
and comparing 1f the counter has reached the validity
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time prior to receipt of the inserted transaction code
from the web shop session; and

h) 1n response to a detection that the received inserted

transaction code matches with the stored transaction
code and that the counter has not reached the validity
time, delivering, by the second entity, a confirmation to
the web shop entity.

2. The method as recited 1in claim 1, wherein the request
for the transaction code 1s transmitted with a short message
(SMS) over a mobile communication network.

3. The method as recited 1n claim 1, wherein the personal
user related 1dentification information 1s at least one of the
following: a social security number (personal 1D), a credit
card number, PIN (personal identity number), home address,
and mobile phone number.

4. The method as recited 1n claim 1, wherein the personal
user related identification information includes user-defined
identification information.

5. The method as recited in claim 1, wherein the personal
user related 1dentification information 1s updatable.

6. The method as recited 1n claim 1, the method further
comprising: receiving a credit card number together with the
inserted transaction code to be utilized 1n a comparison.

7. The method as recited in claim 1, the method further
comprising: maintaining a counter for indicating a number
ol attempts to insert a transaction code.

8. The method as recited 1n claim 1, wherein

in said step of delivering the generated transaction code to

the mobile terminal of the customer, the generated
transaction code 1s sent via a pre-determined commu-
nication network agreed to 1n advance by the customer,
wherein nformation i1dentifying agreed-to pre-deter-
mined communication network 1s stored in the database
of the second entity.

9. The method as recited 1n claim 8, wherein the pre-
determined communication network 1s a mobile communi-
cation network and the generated transaction code 1s sent to
the mobile terminal with an SMS.

10. The method as recited in claim 8, wherein the pre-
determined communication network 1s the Internet and the
generated transaction code 1s sent to the mobile terminal by
email.

11. The method as recited 1n claim 8, wherein the second
entity 1s a financial nstitution.

12. The method as recited 1in claim 1, wherein the user-
related 1dentification information comprises a mobile phone
number.

13. A network element comprising a processor configured
to confirm payment information i an online shopping
environment,

wherein the processor 1s configured 1) to communicate

with a customer conducting an Internet shopping trans-
action, a telecom operator entity having a storage
device that stores personal information of the customer,
and a web shop entity, and 11) to store at least user
related 1dentification information 1n a database of the
network element,

and 111) to analyze a request received from the telecom

operator entity requesting a transaction code, wherein
the request 1s 1 a pre-defined structure and contains
predefined user related identification information of the
customer;

wherein the processor 1s further configured, upon receirv-

ing the request for the transaction code from the
telecom operator entity, to compare whether the request
1s 1n a pre-defined structure and whether the received
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predefined user-related identification 1nformation
matches with the stored user related identification
information;
and 1n response to an outcome of the comparison being
that the request 1s 1n the pre-defined structure and the
received predefined user-related 1dentification informa-
tion matches with the stored user related i1dentification
information, the processor configured to:
1) generate the transaction code and store information on
the generated transaction code 1n a database,
11) deliver the generated transaction code to a mobile
terminal of the customer, and
111) 1nitiate and maintain a counter representing a validity
time of the generated transaction code;
upon recerving from the web shop entity a message with
the transaction code, as iserted by the customer during
the Internet shopping transaction as part of a shopping
transaction payment verification, the processor config-
ured to:
first, compare the received inserted transaction code to
the generated transaction code stored 1n the database
and compare whether the counter has reached the
validity time prior to receipt of the inserted transac-
tion code from the web shop entity, and

second, 1n response to a detection that the received
inserted transaction code matches with the stored
transaction code and that the counter has not reached
the validity time, to deliver a confirmation to the web
shop entity.

14. The network element as recited in claim 13, wherein
the network element further comprises: a counter for main-
taining a value for at least one of the following: a number of
attempts to insert a transaction code, validity time of the
generated transaction code.

15. The network element as recited 1n claim 13, wherein
the processor 1s further configured to recognize the customer
by information stored in the database and enable the cus-
tomer to access the stored user related information for
updating purposes.

16. A system for confirming payment information in an
online shopping environment, wherein a first entity requests
confirmation with respect to transaction related information
from a second entity, the system comprising:

a user entity device of a user entity configured to make an
Internet shopping transaction, via a web shop session
conducted over a network of a telecom operator entity,
with a web shop enftity; wherein the user enfity 1s a
customer of the telecom operator entity;

the web shop enftity, wherein the web shop entity is
configured to offer an online shopping environment
comprising of servers and databases, wherein the data-
bases comprise mformation on products being sold by
the web shop entity as well as web shop customer
information, the web shop entity further configured to
request confirmation with respect to transaction-related
information received from the user entity; and

the web shop entity further configured to after receiving
user related identification information from the cus-
tomer, deliver the received user related i1dentification
information to the telecom operator entity for user
identification purposes wherein the telecom operator
entity 1s a computer entity having a storage device that
stores personal mnformation of the customer;

the telecom operator entity, wherein the telecom operator
entity 1s configured to match the user related identifi-
cation information provided by the web shop entity




US 9,870,560 B2

15

with the personal information of the customer stored by
the telecom operator entity,

and upon making the match, transmit a request for a
transaction code to a financial 1nstitution entity 1ssuing
identification information wherein the request for the
transaction code contains at least a predefined user
related 1dentification information of the customer;

the financial institution entity, wherein the financial 1nsti-
tution entity comprises servers and databases with
stored information, and configured to:

receive the request for the transaction code from the
telecom operator entity, and

compare 1f the request 1s 1n a pre-defined structure and 11
at least the received predefined user related 1dentifica-
tion information from the request matches with user
related 1dentification in the stored information of the
databases of the financial institution;

and 1n response to an outcome of the comparison being
that the request 1s in the pre-defined structure and the at
least the received predefined user related 1dentification
information from the request matches with the stored
user related i1dentification information of the databases,
generate a transaction code and store information on
the generated transaction code in one of the databases
of the financial institution; initiate and maintain a
counter representing a validity time of the generated
transaction code; and deliver the generated transaction
code to a mobile terminal of the user enfity;

the financial institution entity being further configured to:

receive at least an inserted transaction code from the web
shop entity,

compare 1f the counter has reached the validity time prior
to receipt of the mnserted transaction code from the web
shop entity;

and compare the mnserted transaction code to the gener-
ated transaction code stored in the one of the database
of the financial institution;

and 1n response to a detection that the inserted transaction
code matches with the stored transaction code and that
the counter has not reached the validity time, deliver a
confirmation to the web shop enfity.

17. A computer program product stored on a non-transi-

tory computer readable medium for confirming payment
information 1n online shopping environment, wherein the
computer program product comprises computer-executable
instructions that when executed by a processor of a network
clement, the network element 1s configured to perform the
steps of a method for confirming payment information in
online shopping environment, the method comprising:

as part ol a customer conducting an Internet shopping
transaction with a web shop enftity via a web shop
session on a network channel of a telecom operator
entity, providing, by the customer, personal user related
identification information to the web shop entity,

wherein the web shop entity comprises servers and data-
bases, the databases comprise information on products
being sold by the web shop entity as well as web shop
customer mformation, the web shop entity operatively
connected to the telecom operator entity and to a
second entity, wheremn the second enfity 1s a party
1ssuing identification information and a party confirm-
ing payment of the Internet shopping transaction;
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wherein the telecom operator entity 1s a computer entity
having a storage device that stores personal information
of the customer, and the second entity comprises serv-
ers and databases with stored information;

alter receiving the user related 1dentification information
from the customer, delivering, by the web shop entity,
the received user related identification information to
the telecom operator entity for user identification pur-
POSES;

matching, by the telecom operator entity, the user related
identification information provided by the web shop
entity with the personal information of the customer
stored by the telecom operator entity,

and upon making the match, transmitting a request for a
transaction code to the second entity, wherein the
request for the transaction code contains at least a
predefined user related identification information of the
customer;

receiving, by the second entity, the request for a transac-
tion code, wherein the request contains the at least
predefined user related 1dentification information;

comparing, by the second entity, if the request 1s 1n a
pre-defined structure and if at least the received pre-
defined user-related identification information matches
with stored user related 1dentification information,

and 1n a response to an outcome where the request 1s 1n the
pre-defined structure and the at least the received
predefined user-related 1dentification information
matches with the stored user related identification
information,

1) generating a transaction code and storing information
on the generated transaction code 1n a database of the
second entity, and

11) delivering the generated transaction code, over a
mobile communication network of the telecom opera-
tor entity, to a mobile terminal of the customer, and

111) mitiating and maintaining a counter representing a
validity time of the generated transaction code;

during the web shop session and after having received the
generated transaction code from the second entity,
inserting, by the customer, at least the transaction code
for verification of the Internet shopping transaction;

as part of the web shop session, receiving, by the web
shop entity, at least the inserted transaction code for
verification from the customer and providing the
recerved 1nserted transaction code for verification to the
second entity as part of a shopping transaction payment
verification;

comparing, by the second enfity, the received inserted
transaction code for verification to the generated trans-
action code stored 1n the database of the second entity
and comparing 11 the counter has reached the validity
time prior to receipt of the inserted transaction code
from the web shop session, and

in response to a detection that the inserted transaction
code matches with the stored transaction code and that
the counter has not reached the vahidity time, deliver-
ing, by the second entity, a confirmation to the web
shop entity.
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