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(57) ABSTRACT

Systems and methods for near-field communications with a
mobile device are disclosed. In one embodiment, a com-
puter-implemented method for near-field commumnication
may comprise: detecting, by a source device located at a
point-of-sale, the proximity of a receiving device; encoding
purchase data on an audio signal with one or more ultrasonic
frequencies; and transmitting the encoded purchase data to
the receiving device, wherein the encoded purchase data 1s
transmitted using a speaker of the source device.

9 Claims, 4 Drawing Sheets
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ULTRASONIC NEAR-FIELD
COMMUNICATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a divisional under 35 U.S.C. §121 of
U.S. patent application Ser. No. 13/442,122, filed Apr. 9,

2012, which claims priority to U.S. Provisional Application
61/473,089, entitled ULTRASONIC NEAR-FIELD COM-

MUNICATION, filed Apr. 7, 2011, both of which are hereby
incorporated by reference 1n their entirety.

TECHNICAL FIELD

Various embodiments of the present disclosure generally
relate to systems and methods for short distance communi-
cation. In particular, embodiments of the present disclosure
relate to systems and methods for near-field communications
with a mobile device.

BRIEF DESCRIPTION OF THE DRAWINGS

One or more embodiments of the present disclosure are
illustrated by way of example and not limitation in the
figures of the accompanying drawings, in which like refer-
ences 1ndicate similar elements.

FIG. 1 1llustrates an exemplary ultrasonic near-field com-
munication system according to one embodiment(s) of the
present disclosure.

FI1G. 2 1llustrates another exemplary ultrasonic near-field
communication system according to one embodiment(s) of
the present disclosure.

FIG. 3 illustrates a flowchart showing an exemplary
communication session between devices 1n accordance with
yet another embodiment(s) of the present disclosure.

FIG. 4 1llustrates a block diagram of an exemplary device
that may be used to implement the source and/or receiving
device 1n accordance with vet another embodiment(s) of the
present disclosure.

DETAILED DESCRIPTION

Systems and methods for short distance communication
are described. In particular, various embodiments of the
present disclosure relate to systems and methods for pro-
viding near-field commumications with a mobile device. In
some embodiments, the system and method for near-field
communications may not require a mobile device to have
specialized hardware. Standard components (e.g., a micro-
phone and speaker) of a mobile device to perform near-field
communications with another device, e.g., a point-of-sale
device or a second mobile device. The mobile device may
be, for example, a smartphone, a personal digital assistant
(PDA), a tablet computer, 1Pod©, a laptop computer, a
notebook computer, a netbook computer, or a custom hard-
ware device.

In accordance with various embodiments, systems and
methods described may apply to both unmidirectional and
bidirectional communication. In the unidirectional commu-
nication, a data source device (e.g., a point-of-sale device)
may send information to a receiving device (e.g., the mobile
device). The unmidirectional communication may be used, for
example, 1 a customer loyalty program where a point-oi-
sale device transmits sales data to a customer’s mobile
device and a rewards application uses the sales data to track
the customer’s progress towards earning rewards. In some
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embodiments, a mobile device acting as a key fob may
transmit key information to an electronic lock. The elec-
tronic lock may then vernty the transmitted key information
and unlock the lock if the key information 1s valid.

In some embodiments, the bidirectional communication
can be used. Both devices may act as a source and a
receiving device. A more complex communication protocol
may be mmplemented in bidirectional communication to
coordinate the communication between the communicating
devices. Two mobile device users may exchange data (e.g.,
contact information, messages, etc.) through the bidirec-
tional communication.

In accordance with various embodiments, audio signals
may be used to transmit data between the source and
receiving device. Typically, audio signals 1n the 1 KHz to 22
KHz range may be used for data transmission. The speakers
of the source device may emit audio signals 1n these fre-
quencies and the microphone of the receiving device may
receive the audio signals. In one embodiment, frequencies in
the 16 KHz to 22 KHz range are used to make the sounds
inaudible to most humans. However, any range of audio
signals may be used for communication in accordance with
the embodiment(s) of the present disclosure.

The data transmitted by the source device may be encoded
on the audio signal. In one embodiment, the data transfer
may be done 1n bursts, where each burst 1s an audio signal
with the same spectral characteristics, sustained over a
predefined period of time (e.g., on the order of 40 ms). Each
burst may encode a fixed number of bits of information. The
data encoded by a single burst may be determined by the
relative amplitude of certain defined frequencies. A similar
technique, known as dual-tone multi-frequency (DTMEF),
may be used 1n transmitting numeric data in telephone lines
(e.g., dialed-number, caller-1d, etc.).

In some embodiments, K non-overlapping frequency
bands 1n the 16 KHz to 22 KHz spectrum and N frequencies
within each of the K bands may be used to encode the data.
Each burst may include an audio signal containing a signal
from each of the K bands and last a predefined period of time
(e.g., 20 ms). A complete data transmission may include a
sequence ol bursts, separated by a period (e.g., 20 ms) of
silence. Each unique K-tuple of frequencies detected on the
receiver may correspond to a specific data value, and there-
fore each burst may encode K*log(IN) bits of information.
These frequencies may be chosen from the output range of
the sending device, and 1n a manner that minimizes ire-
quency distortions on the recipient side. Typically, smart-
phones are capable of generating and sampling audio at or
above 44 KHz, and hence by the Nyquist-Shannon sampling
theorem, frequencies of up to 22 KHz may be generated and
detected with these devices. However, frequencies used 1n
the near-field communication may be chosen according to
the capability of the devices.

The receiving device may analyze the recerved audio
signal for presence of any of the K*N well-known frequen-
cies that the data source 1s using for its encoding. In one
embodiment, the receiving device may analyze the received
signal using a Fourier Transform, for example, a Fast-
Fourier Transform (FFT) or a Discrete FFT, or by using
other algorithms such as the Goertzel algorithm for fre-
quency detection. Once the recerving device has detected the
set of predominant frequencies, the receiving device may be
able to decode the information encoded in the audio signal.

In some embodiments, other known technmiques may be
used to encode data, for example, phase shift keying (PSK),
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amplitude shift keying (ASK), frequency shift keying
(FSK), and quadrature amplitude modulation (QAM),
among others.

In one embodiment, 1n order to communicate more data
than may be communicated by a single burst, a series of
bursts may be constructed suitably to encode larger packets
of data. A frame may include a header, a payload, and error
correcting codes. The header may be a fixed width header
including frame information. The payload may be a fixed
width payload or a variable width payload. The variable
width payload may be implemented by, for example, encod-
ing the data size 1n first X bits of the payload. The error
correcting codes may include, for example, CRC codes or
Reed-Solomon codes to ensure data integrity in the presence
ol noise.

In accordance with various embodiments, the signal may
be encoded 1n redundant frequency bands to provide signal
robustness 1n 1ndoor and outdoor environments, where there
may be audio interference. For example, in the case of
M-way redundancy, instead of encoding data on K fre-
quency bands, data i1s encoded on M*K frequency bands,
where each original band 1s replicated M times. The pres-
ence of non-conflicting data on any one of the redundant
bands 1s suflicient to decode information for that band. This
redundancy may help avoid situations where persistent
background signals on any of the encoded frequencies
interferes with the encoded signal. With the above scheme,
the system may tolerate up to (M-1) persistent noise fre-
quencies on each band, and a total of K*(M-1) persistent
noise Irequencies. Various other methods of providing
redundancy may be used to make communication robust in
noisy environments within the scope of the disclosure, as
those skilled in the relevant art will recognize.

Many known security policies may be employed to pro-
vide secure data transmission in accordance with embodi-
ments of the present disclosure. In a unidirectional commu-
nication scenario, security may be provided by generating a
key_1d for the device, where key_1d=HMAC_SHAI
(message=id, key=master key). The key_1d and 1d may be
stored 1n non-volatile memory or data storage on the source
device. The source device, 1n order to send a secure trans-
mission, pads the data (e.g., adds zeros to the data) and
encrypts the padded data using the key_i1d. In some embodi-
ments, the data may include the date/time of the transmis-
sion. Common encryption techniques may be used, for
example, Advanced Encryption Standard 128 (AES-128).
The encrypted data and the 1d may then be transmitted to the
receiving device.

The data may be validated at the receiving device by
decrypting the encrypted data based on a key_id generated
using the 1d included in the transmission. In one embodi-
ment, the message may be rejected 1t the padding 1s not zero.
In another embodiment, the message may be rejected if the
date/time included 1n the data 1s not within a defined limit of
the current date/time. Otherwise, the encrypted data may be
accepted as valid.

Other known encryption and data verification techniques
may be employed for unidirectional and bidirectional com-
munication, as those skilled in the relevant art will recog-
nize. For example, any protocol in the secure sockets layer
(SSL) suite may be used for bidirectional communication,
assuming the data verifier 1s a certificate drafting authority.

FI1G. 1 1llustrates an exemplary ultrasonic near-field com-
munication system according to one embodiment(s) of the
present disclosure. The system may include a source device
102, a receiving device 104, and optionally a server 106
coupled with the receiving device 104 through a network
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108. This system may typically be employed where the
source device and the receiving device are asymmetrical 1n
capability (e.g., network connectivity). The source device
102 may not be capable of connecting to the server 106
through the network 104. The source device 102 transmits
data 110 to the recerving device 104. In one embodiment, the
source device 102 may also be capable of recerving data 112.
The receiving device 104 receives data 110 from the source
device 102, and in some embodiments may transmit data 112
to the source device 102. In one embodiment, the receiving
device 104 may be capable of verilying the data with the
server 106 through the network 108.

The server 106 may provide a centralized control point for
services 1mplemented in accordance with embodiments of
the present disclosure. The server 106 may be used as, for
example, a database to store details of transactions between
the devices. The server 106 may also serve, as described
turther below, as an authentication intermediary. Finally, the
server 106 may be used as a repository for device identities
and other device associated metadata.

FIG. 2 illustrates another exemplary ultrasonic near-field
communication system according to one embodiment(s) of
the present disclosure. The system may include a source
device 202, a receiving device 204, and optionally a server
206 coupled with the source device 202 and the receiving
device 204 through a network 208. The source device 202
may transmit data 210 to the receiving device 204. In one
embodiment, the source device 202 may also be capable of
receiving data 212. The recerving device 204 receives data
210 from the source device 202, and 1in some embodiments
may transmit data 212 to the source device 202. In one
embodiment, the receiving device 204 and the source device
202 may be capable of verilying the data with the server 206
through the network 208.

FIG. 3 illustrates a flowchart showing an exemplary
communication session between devices in accordance with
yet another embodiment(s) of the present disclosure. The
following process 1s depicted as a flow chart of ordered
steps. However, 1t should be understood that at least some of
the operations associated with the process may potentially
be reordered, supplemented, or substituted for while still
performing the same overall technique. At step 302, the
source device may be activated. In one embodiment, the
source device may be activated by an operator. In this case,
the operator may interact with the source device, for
example, by pressing a button on the source device or
interacting with a touch-sensitive portion of the source
device, to activate the source device. The source device may
remain activated, for example, for either a fixed period of
time or until it receives a confirmation about pairing from
the recipient.

In other embodiments, an external device may interact
with the source device to activate the device. For example,
the source device may be wired to an external device (e.g.,
a computer) which 1s capable of sending an electronic
activation signal to the source device. In another embodi-
ment, the external device may send a wireless signal to
activate the source device. In another embodiment, the
source device may be equipped with sensors. For example,
the source device may include an IR sensor, an ultrasound
detector, or an antenna to detect the proximity of a receiving
device. The source device may also include an accelerom-
cter and/or gyroscope to detect motion to activate the device.
In another embodiment, the source device may always be
activated.

At step 304, the source device may detect the presence of
the sending device. In the bidirectional communication, in
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response to detecting the presence of the sending device, at
step 306, a communication session may be established
between the source device and the receiving device. In the
unidirectional communication, after the communication ses-
s10n has been established at step 308, the source device may
transmit the data to the recerving device. In one embodi-
ment, at step 310, the source or receiving device may
validate the data with a server through a network.

FIG. 4 illustrates a block diagram of an exemplary
device 400 that may be used to implement the source
and/or receiving device in accordance with yet another
embodiment(s) of the present disclosure. As 1llustrated 1n
FIG. 4, the device 400 1s a processing system that may
include one or more processors 402. The device 400 may
turther include a memory 404, and optionally includes a
storage module 410, an 1input device 412, a display device
414, and a network module 416, each of which may be
interconnected by an interconnect 406 and powered by a
power supply 409. In one embodiment, the power supply

409 may be an external power supply. The device 400 may
include a speaker 420 and microphone 422 by which data
may be transmitted and received 1n accordance with embodi-
ments of the present disclosure.

The display device 414 may be configured to display
information for viewing. Information for display may com-
prise textual, graphical, and/or multimedia information and
may be presentable 1n a graphical user interface. In some
embodiments, the display 414 may include a touch-sensitive
screen that allows for direct manipulation of displayed
information. The displayed information may also be
manipulated by the input device 412. The mput device 412
1s configured to produce a signal based on user mput. The
signal may include a user selection that conveys the user
input to the one or more processors 402, via the interconnect
406.

The memory 404 may comprise storage locations for
storing software program code and data structures in accor-
dance with embodiments of the present disclosure. The one
or more processors 402, and the associated components may,
in turn, mclude processing elements and/or logic circuitry
configured to execute the software code and manipulate the
data structures. The code 408, portions of which may
typically stored in the memory 404 and executed by the one
or more processors 402, may implement the communication
operations in accordance with embodiments of the present
disclosure. It will be apparent to those skilled 1n the art that
other processing and memory implementations, including
various computer-readable storage media, may be used for
storing and executing program instructions pertaining to the
technique introduced herein.

In one embodiment, the system and method described
above may be used to implement a merchant loyalty pro-
gram. A store owner or merchant may install a source device
102 or 202 at a point-of-sale terminal. The merchant may
create an account with the server 106 or 206 1n order to track
and verily communication with customers. The merchant
may define reward(s) for loyal customers, for example, free
merchandise after a predefined purchase amount. After a
customer has made a qualifying purchase, the source device
may be activated and the customer may place the receiving
device (e.g., the customer’s smartphone) in proximity to the
sending device. The receiving device may receive a com-
munication from the sending device and save the data
transmitted.

An application on the recerving device may track the
purchases made by the customer. In one embodiment, each
purchase may be verified with the server. In another embodi-
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6

ment, when the customer has accumulated suilicient pur-
chases to receive a reward, all of the purchases are verified
with the server at once. The receiving device may be
configured to download data such as store address, reward
details, etc. The customer may then present the receiving
device to redeem the reward from the merchant. In one
embodiment, the application may be configured to be suit-
able 1n situations with intermaittent internet connectivity. For
example, a store may be located 1n network blackout zones,
a receiving device may be inside a building with poor
network connection, or the receiving device may be an
1Pod-like device that only has wifli connectivity. In some
embodiments, the application may be an 1Phone© applica-
tion or an Android© application.

In some embodiments, a certificate, printed from the
receiving device or provided to the customer 1n some other
manner (e.g., email, postal mail, etc.), may be presented to
the merchant.

The system, in addition to tracking purchase information
for loyalty programs, may be used in other business appli-
cations. For example, the system may be used for keyless
locks or stored value purchase transactions. In a keyless
entry system, the system and techniques introduced here
may replace radio-frequency i1dentification (RFID) for door
locks, thus replacing keys cards with a device (e.g., a
smartphone). In this scenario, the device acts as the source
device while the card reader (which controls the lock) acts
as the receiving device.

In a stored value purchase system, a stored value card may
be loaded into the device (e.g., a smartphone). The stored
value card may be loaded by, for example, installing an
application on the smartphone and commumicating with a
server to add value to the “card,” At the point-of-sale
terminal, the smartphone may act as the source device and
transmit the card identity to the receiving device. The
receiving device (POS terminal) may be internet enabled
and may deduct the appropriate amount from the “card.” In
another embodiment, the receiving device may be connected
to a credit account or a bank account and the purchase
amount may be charged to the credit account or deducted
from the bank account.

References 1n this specification to “an embodiment,” “one
embodiment,” or the like, mean that the particular feature,
structure, or characteristic being described 1s included 1n at
least one embodiment of the present invention. Occurrences
of such phrases 1n this specification do not necessarily all
refer to the same embodiment.

Those skilled 1n the art will appreciate that the imnvention
may be embodied 1n other forms and manners not shown
below. It 1s understood that the use of relational terms, 11 any,
such as first, second, top, and bottom, and the like, are used
solely for distinguishing one entity or action from another,
without necessarily requiring or implying any such actual
relationship or order between such entities or actions.

The foregoing processes are depicted as flow charts of
ordered steps. However, 1t should be understood that at least
some ol the operations associated with these processes may
potentially be reordered, supplemented, or substituted for
while still performing the same overall technique.

The techniques introduced above may be implemented by
programmable circuitry programmed or configured by soft-
ware and/or firmware, or they may be implemented entirely
by special-purpose “hardwired” circuitry, or in a combina-
tion of such forms. Such special-purpose circuitry (if any)
may be in the form of, for example, one or more application-
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specific 1ntegrated circuits (ASICs), programmable logic
devices (PLDs), field-programmable gate arrays (FPGAs),
etc.

Software or firmware for implementing the techniques
introduced here may be stored on a machine-readable stor-
age medium and may be executed by one or more general-
purpose or special-purpose programmable microprocessors.
A “machine-readable medium,” as the term 1s used herein,
includes any mechanism that may store mmformation 1n a
form accessible by a machine (a machine may be, for
example, a computer, network device, cellular phone, per-
sonal digital assistant (PDA), 1Pod©, manufacturing tool,
any device with one or more processors, etc.). For example,
a machine-accessible medium includes recordable/non-re-
cordable media (e.g., read-only memory (ROM); random
access memory (RAM); magnetic disk storage media; opti-
cal storage media; flash memory devices; etc.), etc.

The term “logic,” as used herein, may include, for
example, special-purpose hardwired circuitry, software, and/
or firmware 1n conjunction with programmable circuitry, or
a combination thereof.

Although the present invention has been described with
reference to specific exemplary embodiments, 1t will be
recognized that the invention 1s not limited to the embodi-
ments described, but may be practiced with modification and
alteration within the spirit and scope of the appended claims.
Accordingly, the specification and drawings are to be
regarded 1n an 1illustrative sense rather than a restrictive
sense.

What 1s claimed 1s:

1. A computer-implemented method for near-field secure
communication, comprising:

detecting, by a source device located at a point-oi-sale,

the proximity of a receiving device;

generating a key 1d for the source device, wherein the key

1d 1s stored on the source device;
padding purchase data;
encoding the purchase data with the key 1d on an audio
signal with one or more ultrasonic frequencies; and

transmitting the encoded purchase data to the receiving
device, wherein the encoded purchase data 1s transmit-
ted using a speaker of the source device 1n response to
detecting the receiving device.

2. The method of claim 1, wherein the purchase data 1s
padded by adding zeros to the data and/or adding data and
time to the data.
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3. The method of claim 1, wherein the purchase data 1s
encoded with AES-128.

4. One or more computer-readable non-transitory storage
media embodying software that is operable when executed
to:

detect, by a source device located at a point-of-sale, the
proximity of a receiving device;

generate a key 1d for the source device, wherein the key
1d 1s stored on the source device;

pad purchase data;

encode the purchase data with the key 1d on an audio
signal with one or more ultrasonic frequencies; and

transmit the encoded purchase data to the receiving
device, wherein the encoded purchase data 1s transmiut-
ted using a speaker of the source device 1n response to
detecting the receiving device.

5. The media of claim 4, wherein the purchase data 1s
padded by adding zeros to the data and/or adding data and
time to the data.

6. The media of claim 4, wherein the purchase data 1s
encoded with AES-128.

7. A system comprising:

one or more processors; and

a memory coupled to the processors comprising nstruc-

tions executable by the processors, the processors being
operable when executing the instructions to:

detect, by a source device located at a point-of-sale, the
proximity of a receiving device;

generate a key 1d for the source device, wherein the key
1d 1s stored on the source device;

pad purchase data;

encode the purchase data with the key 1d on an audio
signal with one or more ultrasonic frequencies; and

transmit the encoded purchase data to the receiving
device, wherein the encoded purchase data 1s trans-
mitted using a speaker of the source device 1n
response to detecting the receiving device.

8. The system of claim 7, wherein the purchase data 1s
padded by adding zeros to the data and/or adding data and
time to the data.

9. The system of claim 7, wherein the purchase data 1s
encoded with AES-128.
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