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SYSTEM AND METHOD FOR WIRELESS
CONNECTED DEVICE PRIORITIZATION IN
A VEHICLE

RELATED APPLICATIONS

This application claims priority to U.S. Provisional Appli-
cation Ser. 62/142,288 filed on Apr. 2, 2015.

BACKGROUND

Connected vehicle technology provides limited connec-
tivity of an electronic device to a primary wireless connec-
tion, not multiple wireless connections using different wire-
less protocols. For example, an electronic device can be
connected to a vehicle via a first wireless technology (e.g.,
Bluetooth) or a second wireless technology (e.g., Wi-F1).
However, multiple electronic devices using different wire-
less protocols can be available to a vehicle and provide
different types of information to the vehicle. For example, a
vehicle 1s capable of connecting to one or more electronic
devices, such as, a personal electronic device, a smart phone,
a tablet, a wearable computing device, among others. The
clectronic devices can be associated with and/or 1n posses-
sion of one or more vehicle occupants or other biological
beings. By handling multiple connections to multiple elec-
tronic devices, the vehicle can optimize the information
available from the electronic devices 1n an eflicient manner.

BRIEF DESCRIPTION

According to one aspect, a method for managing elec-
tronic devices 1n a vehicle includes establishing operable
connections for computer commumication between elec-
tronic devices and the vehicle in a vehicle network and
communicating device characteristics between each elec-
tronic device and the vehicle. The device characteristics are
stored at a data storage device and the device characteristics
include at least one or more data types capable of transmis-
sion between each electronic device and the vehicle. The
method includes assigning a priority to each electronic
device based on the device characteristics and a priority
rules set stored at the data storage device and controlling
data transmission between each electronic device and the
vehicle based on the prionty.

According to another aspect, a system for managing
clectronic devices 1 a vehicle icludes a processor and a
wireless connection module executable by the processor that
establishes operable connections for computer communica-
tion between electronic devices and the vehicle 1n a vehicle
network. The wireless connection module 1dentifies device
characteristics for each electronic device. The device char-
acteristics include at least one or more data types capable of
transmission between each electronic device and the vehicle.
The system includes a prioritization module executable by
the processor that assigns a priority to each electronic device
based on the device characteristics and a priority rules set
stored at a data storage device. The data storage device 1s
operably connected for computer communication to the
processor. The wireless connection module executable by
the processor controls data transmission between each elec-
tronic device and the vehicle based on the priority assigned
by the prioritization module.

According to a further aspect, a non-transitory computer-
readable storage medium storing instructions that, when
executed by a computer, causes the computer to perform a
method that includes establishing operable connections for
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2

computer communication between electronic devices and a
vehicle 1 a vehicle network and receiving device charac-
teristics between each electronic device and the vehicle. The
method includes storing the device characteristics at a data
storage device. The device characteristics include one or
more data types capable of transmission between each
clectronic device and the vehicle. The method includes
determining a priority for each electronic device based on
the device characteristics and a priority rules set and con-
trolling data transmission between each electronic device
and the vehicle based on the prionity.

BRIEF DESCRIPTION OF THE DRAWINGS

The novel features believed to be characteristic of the
disclosure are set forth in the appended claims. In the
descriptions that follow, like parts are marked throughout the
specification and drawings with the same numerals, respec-
tively. The drawing figures are not necessarily drawn to
scale and certain figures may be shown in exaggerated or
generalized form in the interest of clarity and conciseness.
The disclosure itself, however, as well as a preferred mode
of use, further objects and advances thereot, will be best
understood by reference to the following detailed descrip-
tion of illustrative embodiments when read in conjunction
with the accompanying drawings, wherein:

FIG. 1 1s a schematic diagram ol a vehicle operably
connected for computer commumication with electronic
devices according to an exemplary embodiment;

FIG. 2 1s a block diagram of an illustrative system for
managing the electronic devices with the vehicle of FIG. 1
according to an exemplary embodiment;

FIG. 3 15 a process flow diagram of managing electronic
devices with a vehicle according to an exemplary embodi-
ment;

FIG. 4 1s a process tlow diagram of establishing operable
connections between electronic devices and the vehicle
according to an exemplary embodiment;

FIG. 5 1s a process flow diagram of a detailed process for
establishing operable connections between electronic
devices and the vehicle of the method shown in FIG. 4
according to an exemplary embodiment;

FIG. 6 15 a table illustrating exemplary electronic device
data (e.g., device characteristics) stored at a data storage
device according to an exemplary embodiment;

FIG. 7A 1s a table illustrating an exemplary connection
slot list with priority information stored at a data storage
device according to an exemplary embodiment; and

FIG. 7B 1s a table illustrating another exemplary connec-
tion slot list with priority information stored at a data storage
device according to another exemplary embodiment.

DETAILED DESCRIPTION

The following includes defimtions of selected terms
employed herein. The definitions include various examples
and/or forms of components that fall within the scope of a
term and that can be used for implementation. The examples
are not intended to be limiting.

A “bus,” as used herein, refers to an interconnected
architecture that i1s operably connected to other computer
components mside a computer or between computers. The
bus can transfer data between the computer components.
The bus can be a memory bus, a memory controller, a
peripheral bus, an external bus, a crossbar switch, and/or a
local bus, among others. The bus can also be a vehicle bus
that interconnects components nside a vehicle using proto-
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cols such as Media Ornented Systems Transport (MOST),
Controller Area network (CAN), Local Interconnect Net-
work (LIN), among others.

“Computer communication,” as used herein, refers to a
communication between two or more computing devices
(e.g., computer, personal digital assistant, cellular telephone,
network device) and can be, for example, a network transfer,
a lile transier, an applet transier, an email, a hypertext
transier protocol (HTTP) transfer, and so on. A computer
communication can occur across, for example, a wireless
system (e.g., IEEE 802.11), an Fthernet system (e.g., IEEE
802.3), a token ring system (e.g., IEEE 802.5), a local area
network (LAN), a wide area network (WAN), a point-to-
point system, a circuit switching system, a packet switching,
system, among others.

A “disk,” as used herein can be, for example, a magnetic
disk drive, a solid state disk drive, a floppy disk drive, a tape
drive, a Zip drive, a flash memory card, and/or a memory
stick. Furthermore, the disk can be a CD-ROM (compact
disk ROM), a CD recordable drive (CD-R dnive), a CD
rewritable drive (CD-RW drive), and/or a digital video ROM
drive (DVD ROM). The disk can store an operating system
that controls or allocates resources of a computing device.

A “memory,” as used herein can include volatile memory
and/or non-volatile memory. Non-volatile memory can
include, for example, ROM (read only memory), PROM
(programmable read only memory), EPROM (erasable
PROM), and EEPROM (electrically erasable PROM). Vola-
tile memory can include, for example, RAM (random access
memory), synchronous RAM (SRAM), dynamic RAM
(DRAM), synchronous DRAM (SDRAM), double data rate
SDRAM (DDR SDRAM), and direct RAM bus RAM
(DRRAM). The memory can store an operating system that
controls or allocates resources of a computing device.

A “module,” as used herein, includes, but 1s not limited to,
non-transitory computer readable medium that stores
instructions, instructions in execution on a machine, hard-
ware, firmware, software 1n execution on a machine, and/or
combinations of each to perform a function(s) or an
action(s), and/or to cause a function or action from another
module, method, and/or system. A module may also include
logic, a software controlled microprocessor, a discrete logic
circuit, an analog circuit, a digital circuit, a programmed
logic device, a memory device containing executing instruc-
tions, logic gates, a combination of gates, and/or other
circuit components. Multiple modules may be combined
into one module and single modules may be distributed
among multiple modules.

An “operable connection,” or a connection by which
entities are “operably connected,” 1s one 1 which signals,
physical communications, and/or logical communications
can be sent and/or received. An operable connection can
include a wireless interface, a physical interface, a data
interface, and/or an electrical interface.

A “processor,” as used herein, processes signals and
performs general computing and arithmetic functions. Sig-
nals processed by the processor can include digital signals,
data signals, computer instructions, processor instructions,
messages, a bit, a bit stream, or other means that can be
received, transmitted and/or detected. Generally, the proces-
sor can be a variety of various processors including multiple
single and multicore processors and co-processors and other
multiple single and multicore processor and co-processor
architectures. The processor can include various modules to
execute various functions.

A “portable device” and/or an “electronic device™ as used
herein, 1s a computing device typically having a display
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screen with user 1iput (e.g., touch, keyboard) and a proces-
sor for computing. Portable devices include, but are not
limited to, handheld devices, mobile devices, smart phones,
laptops, tablets, wearable computing devices, and e-readers.

A “vehicle,” as used herein, refers to any moving vehicle
that 1s capable of carrying one or more human occupants and
1s powered by any form of energy. The term “vehicle”
includes, but 1s not limited to cars, trucks, vans, minivans,
SUVs, motorcycles, scooters, boats, go-karts, amusement
ride cars, rail transport, personal watercrait, and aircrait. In
some cases, a motor vehicle includes one or more engines.
Further, the term ‘“vehicle” can refer to an electric vehicle
(EV) that 1s capable of carrying one or more human occu-
pants and 1s powered entirely or partially by one or more
clectric motors powered by an electric battery. The EV can
include battery electric vehicles (BEV) and plug-in hybnd
clectric vehicles (PHEV). The term “vehicle” can also refer
to an autonomous vehicle and/or self-driving vehicle pow-
ered by any form of energy. The autonomous vehicle may or
may not carry one or more human occupants. Further, the
term ““vehicle” can include vehicles that are automated or
non-automated with pre-determined paths or free-moving
vehicles.

A “vehicle system”, as used herein can include, but 1s not
limited to, any automatic or manual systems that can be used
to enhance the vehicle, driving and/or safety. Exemplary
vehicle systems include, but are not limited to: an electronic
stability control system, an anti-lock brake system, a brake
assist system, an automatic brake prefill system, a low speed
follow system, a cruise control system, a collision warning
system, a collision mitigation braking system, an auto cruise
control system, a lane departure warning system, a blind
spot indicator system, a lane keep assist system, a navigation
system, a transmission system, brake pedal systems, an
clectronic power steering system, visual devices (e.g., cam-
cra systems, proximity sensor systems), a climate control
system, an electronic pretensioning system, a monitoring,
system, a passenger detection system, a vehicle suspension
system, a vehicle seat configuration system, a vehicle cabin
lighting system, an audio system, a sensory system, among
others.

A “vehicle occupant”, as used herein can include, but 1s
not limited to, one or more biological beings located in the
vehicle. The vehicle occupant can be a driver or a passenger
of the vehicle. The vehicle occupant can be a human (e.g.,
an adult, a child, an 1infant) or an anmimal (e.g., a pet, a dog,
a cat).

A “wearable computing device”, as used herein can
include, but 1s not limited to, a computing device component
(e.g., a processor) with circuitry that can be worn or attached
to user. In other words, a wearable computing device 1s a
computer that 1s subsumed 1nto the personal space of a user.
Wearable computing devices can include a display and can
include various sensors for sensing and determining various
parameters ol a user. For example, location, motion, and
physiological parameters, among others. Some wearable
computing devices have user input and output functionality.
Exemplary wearable computing devices can include, but are
not limited to, watches, glasses, clothing, gloves, hats, shirts,
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headphones, personal wellness devices, collars, and leashes.

Referring now to the drawings, wherein the showings are
for purposes of 1llustrating one or more exemplary embodi-
ments and not for purposes of limiting same, FIG. 1 1s a

schematic diagram of a system 100 for managing electronic
devices with a vehicle 102. In FIG. 1, the vehicle 102

includes a vehicle computing device 104 (VCD) (e.g., a
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telematics umt, a head unit, an electronic control unit) that
includes hardware and software for managing connections
of electronic devices ED, . . . ED_ (e.g., a plurality of
clectronic devices, one or more electronic devices) to the
vehicle 102. The electronic devices ED, . . . ED, are
operably connected for computer communication to the
vehicle 102, for example, via the VCD 104. For example, the
electronic devices ED, . . . ED_each have an operable
wireless connection (indicated by arrows) to the vehicle 102.
The electronic devices ED, . . . ED_, the vehicle 102, the
VCD 104 and connections thereto can be part of a vehicle
network, allowing for data transmission between compo-
nents of the vehicle network.

The electronic devices ED, . . . ED, can include portable
devices, smart devices, mobile phones, wearable computing
devices, among others. The electronic devices ED, .. . ED,
can be associated with a user and/or 1n possession of a user.
The user can be a vehicle occupant located in the vehicle
102. In some embodiments, one or more of the electronic
devices ED, ... ED can be associated and/or in possession
of different users. In some embodiments, more than one
electronic device ED, . . . ED_can be associated and/or in

the possession of the same user.

In FIG. 1, each wireless connection from the electronic
devices ED, . . . ED, to the vehicle 102 are facilitated by a
wireless protocol, for example Bluetooth, Wi-F1. Accord-
ingly, the systems and methods discussed herein can manage
connections of electronic devices with different types (e.g.,
more than one type) of wireless protocols between the
clectronic devices ED, . . . ED,_ and the vehicle 102. For
purposes of illustration 1n FIG. 1, the electronic devices 106
(1.e., ED, . . . ED,) are operably connected for computer
communication to the vehicle 102 using Bluetooth. The
electronic devices 108 (i.e., ED, . . . ED,) are operably
connected for computer communication to the vehicle 102
using Wi-Fi. It 1s understood that the electronic devices can
be operatively connected for computer communication to
the vehicle 102 using other wireless technologies, for
example near field communication (NFC), ZigBee, cellular
data connections, mobile satellite communications, among
others.

Generally, the VCD 104 can manage data transmission
between each electronic device ED, . . . ED, and the vehicle
102. For example, the VCD 104 can control data throughput
for each electronic device ED, . . . ED, based on device
characteristics, which will be described 1n more detail
herein. Accordingly, the VCD 104 can optimize data transier
and the data available from each of the electronic devices
ED, . .. ED,. The system 100 of FIG. 1 will now be
described in more detail with reference to FIG. 2. FIG. 2
illustrates a block diagram of an illustrative system 200 for
managing electronic devices with the vehicle 102 of FIG. 1
according to an exemplary embodiment. The components of
the system 200, as well as the components of other systems,
hardware architectures, and software architectures discussed
herein, can be combined, omitted, or organized into different
architectures for various embodiments. FIG. 2 will be
described with reference to components of FIG. 1.

Similar to FIG. 1, the system 200 includes a vehicle
computing device (VCD) 202 with provisions for process-
ing, communicating and interacting with various compo-
nents of the vehicle 102 and other components of the system
200. In one embodiment, the VCD 202 can be implemented
with the vehicle 102 (e.g., VCD 104), for example, as part
of a telematics unit, a head unit, an electronic control unit,
among others. In other embodiments, the VCD 202 can be
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implemented remotely from the vehicle 102, for example,
with an electronic device or another device connected via a
network.

Generally, the VCD 202 can include various components
such as a processor 204, a memory 206, a data storage
device 208 (e.g., a data store, a disk, which can be on-board
or ofl-board the vehicle) and a communication interface 210,
which are each operably connected for computer commu-
nication via a bus 212 and/or other wired and wireless
technologies. The commumication interface 210 provides
soltware and hardware to facilitate data mput and output
between the components of the VCD 202 and other com-
ponents, networks, and data sources described herein. In
FIG. 2, the processor 204 includes a wireless connection
module 214 and a prioritization module 216 that facilitate
managing e¢lectronic devices connections with the vehicle
102. In some embodiments, the wireless connection module
214 and/or the prioritization module 216 can be part of the
memory 206 and/or the communication interface 210.

The VCD 202 1s also operably connected for computer
communication to one or more vehicle systems and sensors
220. Vehicle systems can include, but are not limited to, any
automatic or manual systems that can be used to enhance the
vehicle, dniving, and/or safety. The VCD 202 can receive
vehicle data (e.g., data about one or more vehicle systems,
data about the vehicle environment) from the vehicle sys-
tems and sensors 220. As discussed above with FIG. 1, the
VCD 202 1s also operatively connected for computer com-
munication to electronic devices. In FIG. 2, the VCD 202 1s
operably connected for computer communication to an
clectronic device 222. For simplicity, one electronic device
1s shown 1n FIG. 2. However, 1t 1s understood that multiple
clectronic devices (e.g., more than one electronic device
ED, ...ED,), as shown in FIG. 1, can be implemented with
the components of FIG. 2.

Similar to the VCD 202, the electronic device 222 can
include a processor 224, a memory 226 and a communica-
tion interface 228. The electronic device 222 can also
include other hardware and software components not shown.
It 1s understood that the components of the electronic device
222 can be the same or similar to components in any of the
electronic devices ED, . . . ED, operably connected for
computer communication to the vehicle 102. The connection
between the VCD 202 and the electronic device 222 can be
facilitated 1n various ways. The communication interface
210 can maintain a vehicle network between the VCD 202,
the electronic device 222, the network 230 and other com-
ponents of the vehicle 102. The vehicle network 1s a
communication network allowing data transmission
between these components and the vehicle 102.

The network 230 1s, for example, a data network, the
Internet, a wide area network or a local area network. The
network serves as a communication medium to various
remote devices (e.g., databases, web servers, remote servers,
application servers, mtermediary servers, client machines,
other portable devices). As discussed above, 1n some
embodiments, electronic device 222 can be included 1n the
network 230, accessed by the VCD 202 through the network
230, and/or the network 230 can access the electronic device
222. Thus, as will be described herein, the VCD 202 can
stream, transmit, and receive data between the VCD 202 and

the electronic device 222 either directly or via the network
230.

As will be described 1n detail herein, the VCD 202 can
establish connections between each electronic device
ED, . . . ED, and the vehicle 102 based, in part, on a
connection slot list 232 stored at the data storage device 208.
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For example, establishing connections between the elec-
tronic devices and the vehicle can include determining 1f a
connection slot 1s available (e.g., open) on a connection slot
list 232. Further, the VCD 202 can manage data transmission
between each electronic device ED, . . . ED_ and the vehicle
102 based, 1n part, on device characteristics data 234 and a
priority rules set 236, both of which can be stored at the data
storage device 208. It 1s understood the connection slot list
232, the device characteristics data 234 and/or the priority
rules set 236 can be stored at the memory 206 and/or can be
stored ofl-board the vehicle 102, for example, 1n a data
storage device accessed via the network 230.

The operation of the components shown 1n FIGS. 1 and 2
will now be described with reference to FIG. 3. FIG. 3 1s a
process tlow diagram illustrating managing electronic
devices with a vehicle according to an exemplary embodi-
ment. At block 302, the method includes establishing oper-
able connections for computer communication between
clectronic devices and the vehicle 1n a vehicle network. For
example, the wireless connection module 214 executable by
the processor 204 establishes operable connections for com-
puter communication between electronic devices ED, . . .
ED  and the vehicle 102 in a vehicle network. As discussed
above, the communication interface 210 can maintain a
vehicle network between the VCD 202, the electronic device
222, the network 230 and other components of the vehicle
102. The vehicle network 1s a communication network
allowing data transmission between these components and
the vehicle 102.

Further, at block 304, the method includes communicat-
ing device characteristics between each electronic device
and the vehicle. The device characteristics are stored at a
data storage device. The device characteristics can include at
least one or more data types capable of transmission
between each electronic device and the vehicle. In some
embodiments, the method can include receiving and/or
identifying device characteristics from each electronic
device at the vehicle. In one embodiment, the wireless
connection module 214 recerves device characteristics for
each electronic device. In another embodiment, the wireless
connection module 214 receives device characteristics for
cach electronic device from the data storage device 208
(e.g., stored as device characteristics data 234). The wireless
connection module 214 can store and/or retrieve the device
characteristics at the data storage device 208 (e.g., stored as
device characteristics data 234). The device characteristics
can 1nclude data about the electronic device and/or a user
associated (e.g., owned, in possession of) the electronic
device. In some embodiments, the device characteristics can
be stored 1n the memory 206 and/or the data storage device
208. In FIG. 2, the device characteristics are stored as device
characteristics data (e.g., electronic device data) 234 1n the
data storage device 208.

Referring now to FIG. 6, a table of exemplary device
characteristics data 234 stored at the data storage device 208
according to an exemplary embodiment 1s shown. The table
600 and the device characteristics data shown 1n the table
600 1s 1llustrative 1n nature and it 1s understood that other
types of data and examples can be implemented. The data
storage device 208 can store all relevant information (e.g.,
device characteristics data 234) about each electronic
device’s connection (e.g., pairing codes, IMEI, serial num-
ber, data types available, wireless (e.g., Bluetooth, Wi-Fi)
capabilities). This information can include both active
devices (e.g., currently connected for computer communi-
cation) and non-active devices (e.g., not currently connected
for computer communication, but were connected at some
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point 1n time with the vehicle 102). It 1s understood, that in
some embodiments, some or all of the device characteristics
data 234, can be stored off-board the vehicle and/or in the
memory 206.

As shown 1n FIG. 6, a connected device ID associated
with the electronic device 1s stored. The connected device 1D
can be received from each of the plurality of electronic
devices. Alternatively, the wireless connection module 214
can assign a connected device ID to each of the plurality of
electronic devices. In table 600, the device characteristics
include a connected device type, a connection type, a device
location, data types, and other characteristics. The connected
device type identifies the type of electronic device. For
example, a wearable computing device, a smart phone, a
fitness band, a smart watch, an MP3 player, a dog collar,
among others. The connection type identifies the type of
wireless connection active between the vehicle and the
clectronic devices. For example, Wi-F1, Bluetooth, NFC,
among others.

The device location defines the location of the electronic
device 1n the vehicle. The device location 1n table 600 1s a
textual description with respect to the vehicle. However, the
device location recerved from the electronic device (e.g., as
device characteristic data) can be numerical. For example,
coordinates, degrees, radians, among others. In some
embodiments, the wireless connection module 214 can
determine the device location relative to the vehicle based
on the numerical location data and vehicle location data. In
other embodiments, the device location could include
motion information.

The data type identifies data type(s) provided by the
clectronic device and/or data type(s) capable of being pro-
vided and/or sensed by the electronic device. Thus, the
device characteristics include at least one or more data types
capable of transmission between each electronic device and
the vehicle. For example, a data type can be a health data
type that provides health information (e.g., heart rate, breath
rate, respiratory rate, sweat data, among other types of
physiological, biological, and autonomic health informa-
tion) from the electronic device. For example, a fitness band
can provide health data, among others. A data type can be an
activity data type that provides activity information (e.g.,
accelerometer information, directional information) from
the electronic device. For example, a smart phone can
provide motion data, among others.

A data type can be a notification and/or an alert that
provides notifications and/or alerts (e.g., reminders, alarms,
notifications from applications on the electronic device)
from the electronic device. For example, a smart phone can
provide a calendar notification, an alarm alert, among others.
A data type can be a streaming data type that provides
streaming media information (e.g., music, videos, and other
media content) from the electronic device. For example, an
MP3 player can provide streaming audio content, among
others. A data type can be a remote control data type that
provides remote control of one or more features (e.g.,
controls vehicle features) from the electronic device. For
example, a smart phone can provide remote control of a
vehicle infotainment system, among others.

Further, other types of data can be recerved and stored
from each of the plurality of electronic devices. These other
types of data can be categorized as a data type (e.g.,
demographic data type, social media data type) or can be
stored separately as shown 1n FIG. 6. In FIG. 6, the table 600
includes other characteristics received from each of the
clectronic devices. For example, an age and/or type of
biological being associated with each of the plurality of
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clectronic devices. As will be discussed 1n further detail
herein, the device characteristics data of each of the plurality
of electronic devices can be used to assign a priority to each

of the electronic devices.
Referring again to FIG. 3, blocks 302 and 304 will now

be described 1n more detail with FIGS. 4 and 5. FIG. 4 15 a
process tlow diagram of establishing operable connections
between electronic devices and the vehicle according to an
exemplary embodiment. At block 402, the method can
include discovering one or more electronic devices. For
example, the wireless connection module 214 and/or the
communication interface 210 can be set to a discovery mode
searching for electronic devices to connect to the VCD 202.
In some embodiments, an electronic device can transmit a
request to the VCD 202 to establish a connection. It 1s
understood that various techniques can be used to i1dentily
and connect electronic devices ED, ... ED, to the VCD 202.
Block 402 will be discussed 1n further detail herein with
FIG. S.

At block 404, as discussed above with FIG. 3, the method
includes receiving device characteristics. For example, the
wireless connection module 214 can receive a device ID
from one or more of the electronic devices. In other embodi-
ments, the wireless connection module 214 can receive a
device ID and other device characteristics (discussed above)
from one or more electronic devices ED, . . . ED, . At block
406, 1t 1s determined i1f a connection has been previously
established with the vehicle. For example, the wireless
connection module 214 can transmit a query to the data
storage device 208 (e.g., the device characteristics data 234)
with the device ID to determine 1f a connection has previ-
ously been established between the electronic device and the
vehicle 102. If the determination at block 406 1s NO, the
method includes at block 408, storing the device character-
istics. For example, the wireless connection module 214 can
store the device characteristics at the data storage device 208
as device characteristics data 234. Upon storing the device
characteristics, the method can proceed to block 412.

If the determination at block 406 1s YES, the wireless
connection module 214 can determine 11 the device charac-
teristics have changed at block 410. For example, the
wireless connection module 214 can compare the device
characteristics received at block 404 with the device char-
acteristics stored at the data storage device 208 for the
particular device (e.g., by querying the data storage device
208 with the device ID). If the determination at block 410 1s
YES, the method includes at block 408, storing and/or
updating the device characteristics as discussed above. Upon
storing and/or updating the device characteristics, the
method can proceed to block 412. If the determination at
block 410 1s NO, the method can proceed to block 412
including establishing a connection between the electronic
device and the vehicle. It 1s appreciated that transmission of
some or all device characteristics can occur after establish-
ing a connection at block 412.

Referring now to FIG. 5, a process flow diagram of a
detailled process {for establishing operable connections
between electronic devices and the vehicle of the method
shown 1n FIG. 4 according to an exemplary embodiment.
Although the process flow chart of FIG. 5 provides separate
processes for devices based on the connection type (e.g.,
Bluetooth, Wi-F1), the blocks of the processes can be com-
bined, omitted or applied to other connection types. At block
502, the wireless connection module 214 can initiate a
discovery process for electronic devices to connection the
vehicle 102. For example, the wireless connection module
214 can initiate a search for electronic devices 106 with
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Bluetooth connectivity and/or electronic devices 108 with
Wi-F1 connectivity. At block 304, it 1s determined 1if the
clectronic device 1s a Bluetooth device (1.e., with Bluetooth
connectivity). If the determination 1s YES, at block 506, it 1s
determined 1f the electronic device has previously estab-
lished a connection with the vehicle. For example, as
described above, device characteristics (e.g., device ID,
pairing codes) received from the electronic device can be
used to query the data storage device 208 to determine if the
device characteristics data 234 includes data matching the
device characteristics for the electronic device.

If the determination at block 506 1s YES, at block 508 it
1s determined 11 a connection slot 1s available (e.g., open).
The wireless connection module 214 can query the connec-
tion slot list 232 to determine 1 a connection slot 1s
available. The connection slot list 232 manages of all the
active devices currently connected to the vehicle 102. Thus,
when an electronic device connects to the vehicle 102, 1f a
slot 1s available 1n the connection slot list 232, the connec-
tion 1s stored in the connection slot list 232. As will be
discussed herein, the connection slot list 232 can include and
store priority mnformation. FIGS. 7A and 7B illustrate exem-
plary 1llustrative connection slot lists with priority informa-
tion according to an exemplary embodiment that will be
discussed in further detail herein.

If the determination at block 508 1s YES, at block 510, the
clectronic device 1s added to the connection slot list and an
operable connection for computer communication between
the electronic device and the vehicle 1s established. In some
embodiments, which will be described herein, the electronic
device and a priority assigned to the electronic device 1s
stored 1n the connection slot list.

Returning to block 506, 1f the determination 1s NO (1.e.,
the electronic device has not previously established a con-
nection with the vehicle), the method proceeds to block 512
where the wireless connection module 214 stores the device
characteristics of the electronic device at the data storage
device 208. Thereaiter, the process can continue to blocks
508 and 510 as discussed above.

Referring again to block 504, if 1t 1s determined that the
clectronic device 1s not a Bluetooth device (1.e., NO), the
method proceeds to block 514 where the wireless connection
module 214 authenticates the electronic device. Authentica-
tion can include receiving a password from the electronic
device. At block 516, 1t 1s determined 1f the electronic device
has previously established a connection with the vehicle. For
example, as described above, device characteristics (e.g.,
device ID) recerved from the electronic device can be used
to query the data storage device 208 to determine 1 the
device characteristics data 234 includes data matching the
device characteristics for the electronic device.

If the determination at block 516 1s YES, the method
process to blocks 508 and 510 as discussed above. If the
determination at block 516 1s NO, the method proceeds to
block 518 where the wireless connection module 214 stores
the device characteristics of the electronic device at the data
storage device 208. Therealter, the process can continue to
blocks 508 and 510 as discussed above.

Referring again to FIG. 3, the priontization module 216
executable by the processor 204 assigns a priority to each
clectronic device based on the device characteristics and a
priority rules set stored at the data storage device. For
example, the device characteristics data 234 and the priority
rules set 236 stored at the data storage device 208.

The priority assigned to each electronic device can be a
value, for example, any numerical or other kind of value for
distinguishing between two or more priority states. For
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example, 1n some cases, the priority may be given as a
percentage between 0% and 100%, where 0% refers to a low
priority and 100% refers to a high priority. In other cases, the
priority value could be a value 1n the range between 1 and
10. In still other cases, the priority value, but could be
associated with a given discrete state, such as “high prior-

no priority”’, “extremely high priority”,

b A B 4 4 b B Y 4

1ity”, “low priority”,
“medium priority”.

The priority rules set 236 includes schemas for prioritiz-
ing the connections of electronic devices based on the device
characteristics and/or a vehicle context. These schemas can
be predefined and/or manually defined by user mput. The
priority rules set 236 1s applied by the prioritization module
216 to determine and assign a priority for each electronic
device. Table 1, shown below, illustrates an exemplary
priority rules set. In Table 1, the value 1 indicates the highest
priority, however, 1t 1s understood, that in other embodi-

ments, value 1 could indicate a different level of priority
(e.g., the lowest prionty).

TABLE 1
Device Characteristics (1.e., Data Type) Priority
Health 1
Activity 2
Notifications/Alerts 3
Streaming 4
Remote Control 5

In some embodiments, the priority rules set can include
priority for sub-data types of the data types. For example, a
health data type indicating heart rate may have a higher
priority than a health data type indicating perspiration rate.
Table 2, shown below, 1llustrates an exemplary priority rules
set with sub-data types. In Table 2, the value 1 indicates the
highest priority, however, 1t 1s understood, that in other
embodiments, value 1 could indicate a different level of
priority (e.g., the lowest priority).

TABLE 2

Device Characteristics (1.¢.,

Data Type) Sub Data Type Priority
Health Heart Rate 1
Health Respiration Rate 2
Health Perspiration Rate 4
Activity Acceleration 3
Notifications/Alerts Calendar Notification 6
Notifications/Alerts Alarm Alert 5
Streaming Audio 6
Streaming Video 7
Remote Control Infotainment System 9
Remote Control HVAC 8

In some embodiments, the method at block 310 can
include determining a vehicle context based on imnformation
received from one or more vehicle systems of the vehicle.
For example, the prioritization module 216 executable by
the processor 204 can determine a vehicle context based on
information received from one or more vehicle systems
and/or sensors 220 of the vehicle 102. The vehicle context
can indicate a current vehicle scenario. For example, vehicle
ignition ON, vehicle 1gnition OFF, normal vehicle driving,
vehicle traflic, hazardous driving, vehicle occupancy, among,
others. Thus, 1n one embodiment, at block 306, assigning the
priority to each electronic device 1s based on the vehicle
context, the device characteristics and the priority rules set
stored at the data storage device.
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Accordingly, in one embodiment, the priority rules set can
include schemas for prioritizing electronic devices based on
a vehicle context and device characteristics. Table 3, shown
below, 1illustrates an exemplary priority rules set including
priority schemas based on vehicle context and device char-
acteristics. In Table 3, the value 1 indicates the highest
priority, however, 1t 1s understood, that in other embodi-
ments, value 1 could indicate a different level of priority
(e.g., the lowest prionty).

TABLE 3

Device Characteristic (1.e.,
Vehicle Context Data Type) Priority
Vehicle Ignition ON or OFF Remote Control 1

Notifications/Alerts 2
Normal Driving Streaming 1

Activity 2

Health 3
Heavy Traflic and/or Hazardous Health 1
Driving Notifications/Alerts 2
High Vehicle Occupancy Streaming 1

Activity 2

In another embodiment, the prioritization module 216 can
determine and/or assign the priority to each of the plurality
ol electronic devices based on user mput. For example, user
input can be received from a driver and/or vehicle occupant
via an electronic device associated with the driver and/or
vehicle occupant or from a human machine interface in the
vehicle. Thus, a user of at least one of the electronic devices
can manually set and/or moditly the priority of the plurality
of electronic devices. Upon receiving the user input, the
prioritization module 216 can assign and/or modify a pri-
ority of an electronic device.

In some embodiments, assigning a priority to each elec-
tronic device based on the device characteristics and a
priority rules set stored at the data storage device includes
storing the priority in the connection slot list 232 and/or the
device characteristics data 234. The priority 1s associated
with the device, for example, the device ID. As mentioned
above, the connection slot list 116 manages of all the active
devices currently connected to the vehicle 102. In one
embodiment, the priornitization module 216 stores the prior-
ity of the electronic devices in the connection slot list 232.

Referring back to FIG. 3, the method can also include at
block 312 detecting a trigger event. Upon detection of a
trigger event, control of data transmission can be effectuated
as will be described herein. Accordingly, 1n one embodi-
ment, 11 a trigger event 1s detected (1.e., YES), the method
proceeds to block 316. Thus, upon detecting a trigger event
at block 312, controlling the data throughput between each
clectronic devices and the vehicle based on the priority
assigned to each of the plurality of electronic devices.
Otherwise, the method proceeds to block 314 and the
method ends. It 1s understood that in some embodiments,
block 312 can be processed prior to blocks 304 and/or 306.

In one embodiment, the wireless connection module 214
can detect the trigger event based on information received
from one or more vehicle systems and/or sensors 220 of the
vehicle 102. For example, a trigger event can be detecting a
number ol electronic devices actively connected to the
vehicle meets and/or exceeds a predetermined threshold. For
example, the wireless connection module 214, based on the
connection slot list 232, can determine a number of elec-
tronic devices currently connected to the vehicle 102. If the
number of electronic devices currently connected to the
vehicle 102 meets and/or exceeds a predetermined threshold
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(1.e., stored at the data storage device 208), a trigger event
1s detected to eflectuate control of data transmission.

As another example, the trigger event can be based on a
current bandwidth usage of the vehicle network. Thus, the
wireless connection module 214 can determine a current
bandwidth usage of the vehicle network from, for example,
data from the communication interface 210 and/or the
connection slot list 232. The wireless connection module
214 can compare the current bandwidth usage of the vehicle
network to a predetermined bandwidth threshold (e.g., peak
usage), stored, for example, at the data storage device 208.
If the current bandwidth usage meets and/or the predeter-
mined bandwidth threshold, a trigger event 1s detected to
cllectuate control of data transmission.

Thus, at block 316, the method includes controlling data
transmission between each electronic device and the vehicle
based on the priority. In one embodiment, the wireless
connection module 214 executable by the processor 204 can
control data transmission between each electronic device
and the vehicle based on the priority assigned by the
prioritization module 216. Controlling data transmission can
include, but 1s not limited to, increasing and/or decreasing
data throughput between each of the plurality of electronic
devices and the vehicle, stopping and/or starting data trans-
mission between each of the plurality of electronic devices
and the vehicle, transmitting and/or receiving selective data
between each of the plurality of electronic devices and the
vehicle, and optimizing bandwidth between each of the
plurality of electronic devices and the vehicle. It 1s under-
stood controlling data transmission can be accomplished 1n
various ways, for example removing redundant data mes-
sages, data stream management, or sequencing, modiiying
data compression, changing rules, modes, and/or data trans-
ports, among others.

More specifically, controlling data transmission 1s based
on the priority assigned to each of the plurality of electronic
devices. For example, controlling data transmission can
include increasing data throughput of electronic devices
with a higher priority than electronic devices with a lower
priority. Thus, the wireless connection module 214 can, in
some embodiments, compare the priority of each of the
clectronic devices to determine which electronic device has
a higher priority and control data transmission and/or
throughput accordingly. In another example, controlling
data transmission can include increasing and/or decreasing
data throughput as a function of the priority assigned to each
of the electronic devices. In a further embodiment, control-
ling data transmission can include transmitting data in an
order based on the priority assigned to each of the electronic
devices. In another embodiment, controlling data transmis-
sion can include adjusting data throughput of the electronic
devices based on the priority assigned to each of the elec-
tronic devices relative to a current bandwidth usage of the
vehicle network. Furthermore, 1n one embodiment, control-
ling data transmission can include adjusting data throughput
of each electronic device as a function of the priority
assigned to each electronic device.

It 1s understood that 1n some embodiments, the priority
assigned to each of the electronic devices can be updated. In
some embodiments, the update can occur at blocks 302, 304,
and/or 306. In other embodiments, the update can occur after
block 316. For example, 1n one embodiment, the method can
turther include monitoring the vehicle network for a change
in the number of electronic devices connected to the vehicle
network and upon determiming the change, updating the
priority assigned to each of the electronic devices connected
to the vehicle network. For example, the wireless connection
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module 214 executable by the processor 204 can monitor the
vehicle network (e.g., requests for connection, changes in
the connection slot list 232) for a change in the number of
clectronic devices connected to the vehicle network. If a
change 1s detected, the prioritization module 216 can deter-
mine and assign a priority to each of the electronic devices
currently connected to the vehicle as discussed above.

In another embodiment, priority of the electronic devices
can be updated based on a data transmission request from the
clectronic devices. More specifically, the method can
include recerving a data transmission request from one or
more of the electronic devices, identifying the data type
associated with the data transmission request, and updating
the priority assigned to each of the electronic devices based
on the data type associated with the data transmission
request. For example, the wireless connection module 214
executable by the processor 204 can receive a data trans-
mission request from one or more electronic devices. Alter-
natively, the wireless connection module 214 executable by
the processor 204 can monitor the vehicle network for a data
transmission request from one or more of the electronic
devices. The wireless connection module 214 can i1dentily
the data type associated with the data transmission request.
For example, the data type can be one of a health data type,
an activity data type, a notification data type, a streaming
data type, and a remote control data type. Based on the
identification of the data type and the priority rules set 236
stored at the data storage device 208, the prioritization
module can update the priority assigned to each of the
clectronic devices.

[lustrative examples of determining and/or assigning
priority and managing data transmission based on the pri-
ority will now be described with reference to FIGS. 6, 7A
and 7B and the priority rules set shown in Table 3 above. As
discussed, FIG. 6 represents an exemplary table of device
characteristics data 600. FIGS. 7A and 7B illustrate exem-
plary connection slot lists 702 and 704 including priority
values assigned to electronic devices. It 1s appreciated, that
in some embodiments, the priority values could be stored as
device characteristics data.

As shown 1 Table 3, an exemplary vehicle context can
include normal driving. Normal driving can be determined
based on vehicle data received from vehicle systems and
sensors 220. For example, vehicle data such as speed, yaw
rate, weather conditions, learned driving information, steer-
ing information, among others can be used to determine if a
normal driving conditions exists. Based on the vehicle
context and data characteristics of each electronic device,
and a priority rules set, a priority can be determined and
assigned. Thus, according to the priority rules set shown 1n
Table 3, during a normal driving scenario, electronic devices
that provide the following data types are assigned a higher
priority: streaming data type, activities data type, health data
type.

As another example, based on vehicle information
received from vehicle systems and sensors 220, the number
of vehicle occupants can be determined. If the number of
vehicle occupants 1s high (e.g., as compared to predeter-
mined threshold), a high vehicle occupancy vehicle context
1s determined. According to Table 3, during high vehicle
occupancy, electronic devices that provide the following
data types are assigned a higher priority: streaming data type
and activities data type.

In FIG. 7A, the prionty assigned to each electronic device
1s based on a normal driving vehicle context described
above. Thus, the prioritization module 216 analyzes and
compares the device characteristics data 600 for each elec-
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tronic device and applies the priority rules set for normal
driving context to determine a priority for each electronic
device. In FIG. 7A, connected device 4S 1s assigned the
highest priority (1.e., 1) because the connected device 4A
provides streaming, activity and health data types.

In FIG. 7B, the priority assigned to each electronic device
1s based on a high vehicle occupancy vehicle context
described above. Thus, the prioritization module 216 ana-
lyzes and compares the device characteristics data 600 for
cach electronic device and applies the priority rules set for
normal driving context to determine a priority for each
electronic device. In FIG. 3B, connected device 3M 1s
assigned the highest priority (1.e., 1) because the connected
device 3M provides streaming only. However, 1n another
embodiment, connected device 4S could be assigned the
highest priority (i1.e., 1) because the connected device 4S
provides streaming and activity data types. However, if other
device data characteristics are considered, since the user of
the connected device 3M 1s indicated as a Teen and the user
of the connected device 4S 1s indicated as a Senior, stream-
ing content from the connected device 3M may be preferred.
Accordingly, the prioritization module 216 can aggregate,
average and/or weight different characteristics.

The examples discussed above refer to priority during a
normal driving scenario and a high occupancy scenario. As
mentioned, other scenarios can be contemplated with pre-
determined rules (e.g., characteristics, factors) for priority.
For example, 1n an 1gnition ON or 1gnition OFF scenario,
devices with remote control data types and notification data
types may be assigned a higher priority. In a high trafhic
and/or dangerous driving area, devices with health data
types and notification data types maybe assigned a higher
priority. It 1s understood that other vehicle scenarios and
other predefined characteristics (e.g., rules, factors) can be
implemented for assigning a higher and/or lower priority for
a device during said vehicle scenarios.

The embodiments discussed herein may also be described
and implemented 1n the context of non-transitory computer-
readable storage medium storing computer-executable
instructions. Non-transitory computer-readable storage
media includes computer storage media and communication
media. For example, flash memory drives, digital versatile
discs (DVDs), compact discs (CDs), floppy disks, and tape
cassettes. Non-transitory computer-readable storage media
may include volatile and nonvolatile, removable and non-
removable media implemented 1n any method or technology
for storage of information such as computer readable
istructions, data structures, modules, or other data. Non-
transitory computer readable storage media excludes tran-
sitory and propagated data signals.

It will be appreciated that various embodiments of the
above-disclosed and other features and functions, or alter-
natives or varieties thereof, may be desirably combined 1nto
many other different systems or applications. Also that
various presently unforeseen or unanticipated alternatives,
modifications, variations or improvements therein may be
subsequently made by those skilled 1n the art which are also
intended to be encompassed by the following claims.

The invention claimed 1s:

1. Amethod for managing a plurality of electronic devices
with a vehicle, comprising:

establishing operable connections for computer commu-

nication between the plurality of electronic devices and
the vehicle i a vehicle network, including each elec-
tronic device of the plurality of electronic devices
communicating one or more data types to the vehicle,
wherein the one or more data types 1dentifies data types
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that each electronic device of the plurality of electronic
devices 1s capable of transmitting to the vehicle via
cach of the operable connections between each elec-
tronic device of the plurality of electronic devices,
wherein the one or more data types are stored at a data
storage device;

determining a current vehicle context of the vehicle based
on i1nformation received from one or more vehicle
systems of the vehicle;

assigning a priority to each electronic device of the
plurality of electronic devices based on the current
vehicle context, the one or more data types of each
clectronic device of the plurality of electronic devices,
and a priority rules set stored at the data storage device;
and

upon detecting a trigger event on the vehicle network,
controlling data transmission of each of the operable
connections between each electronic device of the
plurality of electronic devices and the vehicle based on
the priority.

2. The method of claim 1, wherein the data types includes

at least one of: a health data type, an activity data type, a
notification data type, a streaming data type, and a remote
control data type.

3. The method of claim 1, wherein controlling data
transmission further includes increasing data throughput of
clectronic devices of the plurality of electronic devices with
a higher priority than electronic devices of the plurality of
clectronic devices with a lower priorty.

4. The method of claim 3, wherein controlling data
transmission further includes adjusting data throughput of
clectronic devices of the plurality of electronic devices
based on the priority assigned to each electronic device of
the plurality of electromic devices relative to a current
bandwidth usage of the vehicle network.

5. The method of claim 1, wherein controlling the data
throughput between each electronic device of the plurality of
clectronic devices and the vehicle based on the priority
assigned to each electronic device of the plurality of elec-
tronic devices.

6. The method of claim 1, wherein detecting the trigger
event further includes comparing a current bandwidth usage
of the vehicle network to a predetermined bandwidth thresh-
old.

7. The method of claim 1, further including momitoring
the vehicle network for a change 1n a number of the plurality
ol electronic devices connected to the vehicle network and
upon determining the change, updating the priority assigned
to each electronic device of the plurality of electronic
devices connected to the vehicle network.

8. The method of claim 1, further including receiving a
data transmission request from one or more of the plurality
of electronic devices, i1dentitying the data type associated
with the data transmission request and updating the priority
assigned to each electronic device of the plurality of elec-
tronic devices based on the data type associated with the data
transmission request.

9. A system for managing a plurality of electronic devices
with a vehicle, comprising:

a Processor;

a wireless connection module executable by the processor
establishes operable connections for computer commu-
nication between each electronic device of the plurality
of electronic devices and the vehicle in a vehicle
network, wherein the wireless connection module i1den-
tifies device characteristics for each electronic device
of the plurality of electronic devices, the device char-
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acteristics 1ncluding at least one or more data types
capable of transmission between each electronic device
of the plurality of electronic devices and the vehicle;
and

a prioritization module executable by the processor deter-
mines a current vehicle context based on information
received from one or more vehicle systems of the
vehicle, and assigns a priority to each electronic device
of the plurality of electronic devices based on the
device characteristics, the one or more data types, the
current vehicle context, and a priorty rules set stored at
a data storage device, the data storage device operably
connected for computer communication to the proces-
sor, wherein the wireless connection module execut-

able by the processor controls data transmission
between each electronic device of the plurality of
clectronic devices and the vehicle based on the priority
assigned by the prioritization module, wherein the
wireless connection module executable by the proces-
sor controls data transmission by adjusting data
throughput of each electronic device of the plurality of
clectronic devices as a function of the priority assigned
to each electronic device of the plurality of electronic
devices.

10. The system of claim 9, wherein the wireless connec-
tion module executable by the processor determines a trigger
event based on the plurality of electronic devices and a
current bandwidth of the vehicle network and upon deter-
mimng the trigger event, the wireless connection module
executable by the processor controls data transmission
between each electronic device of the plurality of electronic
devices and the vehicle based on the priority assigned to
cach electronic device of the plurality of electronic devices
by the prioritization module.

11. The system of claim 9, wherein the wireless connec-
tion module executable by the processor monitors the
vehicle network for a data transmission request from one or
more of the plurality of electronic devices, 1dentifies the data
type associated with the data transmission request and the
prioritization module updates the priority assigned to each
clectronic device of the plurality of electronic devices based
on the data type associated with the data transmission
request.
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12. A non-transitory computer-readable storage medium
storing 1nstructions that, when executed by a computer,
causes the computer to perform a method comprising:

establishing operable connections for computer commu-

nication between a plurality of electronic devices and a
vehicle 1n a vehicle network, including each electronic
device of the plurality of electronic devices communi-
cating one or more data types to the vehicle, wherein
the one or more data types i1dentifies data types that
cach electronic device of the plurality of electronic
devices 1s capable of transmitting to the vehicle via
cach of the operable connections between each elec-
tronic device of the plurality of electronic devices and
storing the device characteristics at a data storage
device;

determinming a current vehicle context based on informa-

tion received one or more vehicle systems of the
vehicle;

determining a priority for each electronic device of the

plurality of electronic devices based on the current
vehicle context, the one or more data types of each
clectronic device of the plurality of electronic devices,
and a priority rules set; and

controlling data transmission between each electronic

device of the plurality of electronic devices and the
vehicle based on the priority.

13. The non-transitory computer-readable storage
medium of claim 12, wherein the data types includes at least
one of: a health data type, an activity data type, a notification
data type, a streaming data type, and a remote control data
type.

14. The non-transitory computer-readable storage
medium of claim 12, wherein controlling data transmission
further includes increasing data throughput of electronic
devices of the plurality of electronic devices with a higher
priority than electronic devices of the plurality of electronic
devices with a lower prionty.

15. The non-transitory computer-readable storage
medium of claim 12, wherein controlling data transmission
turther includes adjusting data throughput of the plurality of
clectronic devices based on the priority assigned to each
clectronic device of the plurality of electronic devices rela-
tive to a current bandwidth usage of the vehicle network.
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