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Basic ¢class service unlt definltlon: Port

<PropertyList>
<propary name=" device id”
<proparty names=" nams”
<proparty name=" stata”
=praperty name=" speaad”
=praperty name=" acl™
<fPrapertyList=
<Resourcelist>

<Progertyllst=
<property name=" total”

</PropertyList>

</Method>

</Mathdolist>
</Resource>
<{RasourceList>
<G[obalMethod=

<MethodList type=" acl” >

<Mdethod=

<MethodLlist>
<iGlobalMethodd>
<f¥QObject=

<Resource name=" bandwidth "

<Faram nama=" cir” wvalue=" "
<Faram nama=" cbs” wvalua=""

<v(hject type=" Port” Dependobject=" Device" shared=" trua" =

valug="
value="
value=
valug=
valus=

o

value=" FTOTAL_BANDWIDTH" /=
<property name=" availabla” walue=" SAVAILABLE_BANDWIDTH™ f=

<MathodList type=" bandwldth™ >
<Method name=" Ir_bandwldth” config=" false” »
type=" basic™ f=
typs=" advance"” /=

=Method name=" basci_acl " config=" false” default=" trug" =
<Param name=" sourceip” value=" "
<Param name=" type"” value=" permit" lype=" advance”™ f>

T $STATE" £~
" $SPEED" 1=
" BACL_LIST™ /=

$DEVICE_ID” />
SNAME" j=

lype=" basic” f~
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a service template providing a service is found according to type of a service [AU1A
and a resource zone matching the service template is found from a resource
olele]

a nefwork resource matching a service unit in the service template is found | 102A

from the resource zone and a network parameter configured for the service
unit Is sent to the network resource

Fig. 1A

a network model is generated with network roles 1018
as for each network model, one or multiple service units are applied to the network roles
in the network model to generate a service template applied to the network model 102RB

network resources of the whole network are discovered, a pooling operation is performed
for the discovered network resources, a resource pool is formed with the network 1038
resources and the network resources in the resource pool are divided into one or multiple
resource zones according to actual networking requirements. Each network resource in
the resource pool has a pooling resource merit.

Fig. 1B

Access Access cCore Distribution Edge

Fig. 2

Network model Description of a network role of a network model

Campus Access+DC

LAN/Wireless Access+DC EE DC Edge

Fig. 3
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Service Unit syntax structure

<service unit name> <supertype>
<PropertyList>
<Resourcelist>
<Resource>
<PropertyList>
<MethodList>
<Method>
<param>
<GlobalMethod>
<MethdoList>
<Method>
<param>

4 -ireVvall I—l Switch FSwitch-VSl F‘ﬂri—l V5l \

Fig. 5
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Basic class service unit definition: Port

<vObject type=" Port” Dependobject=" Device” shared=" true” >

<PropertyList>
<property name=" device id” value=" $DEVICE ID” />
<property name=" name” value=" $NAME” />
<property name=" state” value=" $STATE” />
<property name=" speed” value=" $SPEED” />
<property name=" acl” value=" $ACL LIST” />
</PropertyList>

<Resourcelist>
<Resource name=" bandwidth” >
<PropertyList>
<property name="" total” value=" $TOTAL BANDWIDTH” />
<property name="" available” value=" $AVAILABLE BANDWIDTH" />
</PropertyList>
<MethodList type=" bandwidth ™ >
<Method name=" Ir_bandwidth” config=" false” >
<Param name=" cir” value=" "7 type=" basic” />
<Param name=" cbs”’ value= type=" advance” />
</Method>

L3

</MethdoList>
</Resource>

</ResourcelList>
<GlobalMethod>

<MethodList type=" acl™ >
<Method name=" basci_acl ” config=" false” default=" true” >
<Param name="" sourceip” value=" 7 type=" basic” />

<Param name=" type” value=" permit” type=" advance” />
</Method>

L

</MethodList>
</GlobalMethod>
</vObject>

Fig. 6
Extend class service unit definition: Port.LogicalPort

<vObjecttype=" LogicalPort” superType=" Port” Dependobject=" Device” shared=" true”
<PropertyList>
<property name=" attach_port” value=" SATTACH PORT” />
</PropertyList>

</vObject>

Fig. 7
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Extend class service unit definition: Port.LogicalPort. VEPAPort

<vObject
type=" VEPAPort” superType=" LogicalPort” dependobject=" EVBswitch”
shared=" true”

<PropertyList>

<property name=" vilan” value=" $VLAN" />

<property name="vsi_type”  value=" $VSI TYPE” />
<property name=" version”  value=" $VERSION” />
<property name=" vnic_mac”  value=" $VNIC_MAC” />
</PropertyList>

</vObject>

Fig. 8

Basic class service unit definition: link

<vObject type="" Link” dependobject=" device”

<PropertyList>

<property name=" name”  value=" $NAME” />

<property name=" state” value=" $STATE” />

<property name=" type” value=" $TYPE” />

<property name=" left_dev_id” value=" $LEFT_DEV_ID” />
<property name="left port_id” value=" $LEFT PORT ID” />
<property name=" right_dev_id” value=" $RIGHT_DEV_ID” />
<property name=" right_port_id” value=" $RIGHT _PORT_ID” />
<property name=" delay” value=" $DELAY” />

<property name=" jitter” value=" $JITTER” />

</PropertyList>

<Resourcelist>

<Resource name=" bandwidth” >

<PropertyList>
<property name=" total”  value=" $TOTAL _BANDWIDTH" />
<property name=" available” value=" $AVAILABLE_BANDWIDTH” />
</PropertyList>

</Resource>

<Resourcelist>
</vObject>

Fig. 9
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Extend class service unit definition: Link.AggrLink

<vObject type=" AggrLink” supertype=" Link” dependobject=" Switch”

<PropertyList>
<property name=" left group” value=" SLEFT GROUP” />
<property name=" left port list” value=" $LEFT PORT LIST” />
<property name=" right_group” value=" SRIGHT GROUP” />
<property name=" right_port_list” value=" $RIGHT PORT LIST” />
<property name="|b_policy” value=" $LB POLICY” />
<property name="Is_static” value=" $LS STATIC” />
</PropertyList>

<MethodList type=" addlink” >
<Method name=" addlink ” config=" false” default=" true” >
<Param name=" leftport” value=" " type=" basic” />
<Param name=" rightport” value= type=" basic” />
</Method>
</MethodList>
</vObject>

’?

.

Fig. 10

Extend class service unit definition: Link.AggrLink.L3AggrLink

<vObject type=" L3AggrLink” supertype=" AggrLink” dependobject=" Router.Switch”
<PropertyList>
<property name=
</PropertyList>
<MethodList type=" addsubif” >
<Method name=" addsubif” config=" false

<Param name=" ifindex” value=""
</Method>

</MethodList>

</vObject>

b

routing” value=" SROUTING” />

»n

default="" true” >
type=" basic” />

Fig. 11
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1201

a service request from a tenant is received. The service request carries a service type

and tenant information

a service template, which may provide a service requested by the tenant, is found
according to the service type

a resource zone matching the service template is found from a resource pool

1202

1203

1204

a network resource matching the service unit of the service template is found from the

matched resource zone

1205

after a matching operation between the service unit and the network resource 1s finished,

a network parameter configured for the service unit is sent to the network resource

Fig. 12

Service template
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vDev-Switch 1
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ACCERSS

vNet—vDevv Devi-v DEUE

Match

Zone
L2C Core

ampus
Access
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gter formmg the Tesource poor and avidmyg the TeSOUTCE ZOTE, a8 0T 8¢ osource zong| L1401

In the resource pool, the resource zone Is divided Into one or multiple network model role

zones according to a network role of each network resource of the resource zone in a
NEIVWOTK [TOOIE L he haelwork rasol ek e (O 1 [ J ()] ] & NNEIWOITK THOUE [ )| & Slll=

the service template is divided into one or multiple network model role zones according to 1402
the network role of each service unit of the service template in the network model. One
service unit belongs to only one network model role zone
1403

a service request 1s recelved from a tenant. The service request carries a service type
and tenant information

a service template which may provide the service is found according to the type of the |[,1404
service requested by the tenant

a resource zone matching the service template I1s found from a resource pool 1405

a network resource Is found from the resource zone matching the service template
according to a network model role zone, to which the service unit belongs. A network

model role zone, to which the network resource belongs, Is the same as the network 1406
model role zone, to which the service unit belongs, and the network resource matches
the service unit
Fig. 14
1501
as for any resource zone, the rescurce zone is abstracted into an image ZG = (ZV, ZE)
1502

network nodes in the ZV are divided into k (k 2 1) network model role zones according to a network role of
each network node of the resource zone in the network model. The k network model role zones are ZG,,
VACTRVACTNNN- 12 s WACPERPACIL VACPIL VACTE +2G =26 i#Fl 0=, k-1l |, ZGNZG=©, 1N represents
intersection and © represents an empty set. That is, one network resource including network nodes and

links, each of which is set between two of the network nodes, belongs to only one network model role zone

as for any service template, the service template is abstracted into an image SG=(SV, SE). SV is a set of | 1903
nodes in the image and SE is a set of edges of the image. SV is a set of service units in the service
template and SE is a set of vLinks, each of which is set between any two of the service units in the service
template

1504

the service units in the SV are divided into g (g = 1) network model role zones according to the network
roles of the service uniis In the network model. It Is assumed that the g network model role zones are $G,,
SGy, S6G,, and SGq.4, i# (0 =1, ] = g-1), SGNSG; =, © represents an empty set. That is, one service
unit belongs to only one network model role zone

Fig. 15
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Fig. 17

1801
a service request is received from a tenant. The service request carries type of a service requested by the tenant
and tenant information
a service template, which provides the service, Is found according to the type of the service requested by the 18072

tenant

a resource zone maiching the service templaie is found from a resource pool 1803

a network node uz, corresponding to an access point of the tenant in the resource zone is obtained according to
information of the access point in the tenant information, uz, € ZG,. A service node satisfying following conditions
Is found in a first network model role zone SG=(SV,, SEq) of the service template requested by the tenant. The
node does not have an access edge, a device type in the weight of the node is an access device and
P{usy)=F(uzy,). According to an example, the matching operation of the resource zone and the service template

starts from the matching operation of uz, and us,. The uz, and uspare taken as matched starting points and s, and
uz, are marked as “matched”. Z(G, is the first network model role zone in the matched rescurce zone

1804

a service node, i.e., uz. € ZGy ¢, accessed by the tenant in the resource zone is obtained according to the type of | 1805
the service requested by the tenant, us. € SGi.1 is found from the SGy ¢, and P{us;) = P{uz.). According to an
example, the matching operation of the resource zone and the service template ends at the matching operation of

USe and uze, Use and uz, are taken as matched ending points us, and uz, are marked as “maitched”. ZGy 1 1s the
last network model role zone of the resource zone, SG,_¢ is the last network model role zone of the service

template and k is total number of the network model role zones of the service template and the resource zone

the us, and uz, are faken as the matched starting points, us, and uz, are taken as the matched ending points. As 1806
for each node us; between usy and us, In the service template, the node uz; is found from the resource zone. The
node uz; and node us; belong to the same network model role zone, the type and weight of the node uz; match that
of the node us;. If the node uz;matching the nede us; is found, the us; and uz; are marked as “matched”
1807

an attribute and a method of each service unit in the service template are sent ¢ a network node, 1.e., network

resource, matching the service unit

Fig. 18
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NETWORK CONFIGURATION
AUTO-DEPLOYMENT

CLAIM FOR PRIORITY

This application 1s a national stage filing under 35 U.S.C.
§371 of PCT application number PCT/CN2014/0735782,
having an international filing date of Apr. 21, 2014, which
claims the benefit of priority from Chinese Patent Applica-
tion, No. 201310148969.9, entitled “Network configuration
auto-deployment method and device” and filed on Apr. 25,
2013, and  Chinese  Patent  Application, No.
201310372681.X, entitled “Network configuration auto-de-
ployment method and device” and filed on Aug. 23, 2013,
the entire content of which 1s hereby incorporated by refer-
ence.

BACKGROUND

With development of network technologies, a traditional
physical network 1s being replaced by a virtual network and
a Software Defined Networking (SDN) network. It 1s a long
time to totally replace the traditional physical network with
the virtual network and the SDN network. Therefore, in a
long time, the traditional physical network, virtual network
and SDN network will coexist. It 1s necessary to eflectively
and mtensively manage the traditional physical network,
virtual network and SDN network to implement network
interconnection and provide users with network services.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A 1s a flow chart illustrating a network configura-
tion auto-deployment method in accordance with an
example of the present disclosure;

FIG. 1B 1s a flow chart illustrating a method for gener-
ating a service template and a resource pool 1n accordance
with an example of the present disclosure;

FIG. 2 1s a schematic diagram illustrating a network role
in accordance with an example of the present disclosure;

FIG. 3 1s a schematic diagram illustrating a network
model 1 accordance with an example of the present disclo-
Sure;

FI1G. 4 1s a schematic diagram 1illustrating a service unit in
accordance with an example of the present disclosure;

FIG. 5 1s a schematic diagram illustrating network param-
eter structure of a service unit 1n accordance with an
example of the present disclosure;

FIGS. 6 to 8 are schematic diagrams 1illustrating network
parameters of three different kinds of vPorts in accordance
with examples of the present disclosure;

FIGS. 9 to 11 are schematic diagrams illustrating network
parameters of three different kinds of vLinks 1n accordance
with examples of the present disclosure;

FIG. 12 1s a flow chart illustrating a process for auto-
deploying network configuration in accordance with an
example of the present disclosure;

FIG. 13 1s a schematic diagram illustrating a matching
relationship between a service unit 1n a service template and
a network resource 1n a resource zone of a resource pool 1n
accordance with an example of the present disclosure;

FI1G. 14 1s a tlow chart illustrating a method for matching
a service unit 1n a service template and a network resource
in a resource zone in accordance with an example of the
present disclosure;
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2

FIG. 15 1s a tlow chart illustrating a method for dividing
a resource zone and a service template based on a network

role 1n accordance with an example of the present disclo-
sure;

FIG. 16 1s a schematic diagram 1llustrating a method for
dividing a resource zone based on a network role in accor-
dance with an example of the present disclosure;

FIG. 17 1s a schematic diagram 1illustrating a method for
dividing a service template based on a network role 1n
accordance with an example of the present disclosure;

FIG. 18 1s flow chart illustrating another method for
matching a service template and a resource zone 1n accor-
dance with an example of the present disclosure;

FIG. 19 1s a schematic diagram 1llustrating a method for
matching a service template and a resource zone 1n accor-
dance with an example of the present disclosure;

FIG. 20 1s a schematic diagram 1llustrating structure of a
network configuration auto-deployment device in accor-
dance with an example of the present disclosure;

FIG. 21 1s a schematic diagram 1llustrating another struc-
ture of a network configuration auto-deployment device in
accordance with an example of the present disclosure;

FIG. 22 1s a schematic diagram 1llustrating structure of a
network resource monitoring device in accordance with an
example of the present disclosure;

FIG. 23 1s a schematic diagram 1llustrating another struc-
ture of a network resource monitoring device 1n accordance
with an example of the present disclosure;

FIG. 24 1s a schematic diagram 1llustrating structure of a
network resource matching device i accordance with an
example of the present disclosure; and

FIG. 25 1s a schematic diagram 1llustrating another struc-
ture of a network resource matching device 1n accordance
with an example of the preset disclosure.

DETAILED DESCRIPTION

Network resources may be a collective concept. The
network resources may be physical network devices or
virtual network devices and capability thereot 1n a network.
Physical network resources may include: a switch, a router,
a firewall device, a Load Balance (LB) device, a server, a
port and a link, etc. Virtual network resources may include:
a virtual device, a vSwitch, a vPort, a network application,
bandwidth, throughput, a Virtual Local Area Network
(VLAN) and an Internet Protocol (IP) address, eftc.

There may be a lot of network roles 1n the network. When
the network 1s constructed, a user may care for partial of the
network roles. For mstance, the tenant may not pay attention
to a convergence layer. All configurations may be set 1n a
core layer and an access layer. A network model may be a
set of the network roles. Different network roles may con-
stitute different network models, which may be suitable for
different users.

A process for adding network resources to a resource pool
may be called pooling.

A tenant may be a collective concept. The tenant may be
a user device using the system or resources. The tenant may
have administrative characteristics and service characteris-
tics. The administrative characteristics may include: a name
of a tenant, inductions of the tenant and an email of the
tenant, etc. The service characteristics may include connec-
tion modes which may be used by the tenant, such as LAN
access, Virtual Private Network (VPN) access and wireless
access.

A connection point may belong to an access resource. The
connection point may be a point located at a data center or
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a campus network and may be an entrance of the data center
or the campus network. The connection point may include:
multiple physical ports, an IP scope and a VLAN scope.
A network from tenants to a server may be a cross-data
center network. In order to conveniently perform service
orchestration, a resource zone may be defined. The resource
zone may be virtual network classification.

The campus
network and a data center network may be divided into a
zone. Alternatively, the data center may be divided into
multiple parts and allocated to multiple zones. Diflerent
zones may share a same physical device. The resource zone
may be defined according to the network model. Devices
may be divided into different network role layers.

The service orchestration may be a core operation of a
network service system. A service orchestration operation
may be performed for a service unit to generate a service
template. Instantiation of a service may be implemented as
requested by the tenant. The service orchestration may refine
a service requested by the tenant, such as bandwidth, route,
access control and different kinds of virtual machines.

The network may be taken as resources and may be
managed according to a method for managing the resources.
A pooling operation may be performed for the resources in
the network, such as a port, an IP address, a VLAN and a
regulation. The network may cut into slices to generate
resource zones corresponding to service templates. The
users may be provided with the resources which have been
cut into the slices and the resources in the pool may be
globally allocated and monitored to provide the tenants with
SErvices.

FIG. 1A 1s a flow chart illustrating a network configura-
tion auto-deployment method i1n accordance with an
example of the present disclosure. Referring to FIG. 1A, the
network configuration auto-deployment method may
include following blocks.

In block 101 A, a service template providing a service may
be found according to type of a service and a resource zone
matching the service template may be found from a resource
pool.

In block 102 A, a network resource matching a service unit
in the service template may be found from the resource zone
and a network parameter configured for the service unit may
be sent to the network resource.

FIG. 1B 1s a flow chart illustrating a method for gener-
ating a service template and a resource pool 1n accordance
with an example of the present disclosure. As shown 1n FIG.
1B, the method may include following blocks.

In block 101B, a network model may be generated with
a network role.

According to an example, the network model may be
generated with different network roles. The network roles
may be divided according to network locations and func-
tions. For instance, a function of a core layer may be
implementing optimized transmission between backbone
networks. A convergence layer may connect with an edge
access layer and the core layer and provide the edge access
layer with functions of convergence, transmission, manage-
ment and distribution. The edge access layer may directly
connect with user devices and may be accessed by the user
devices.

According to an example, taking a Data Center (DC)
network and Campus Access (CA) network for example, the
DC network and CA network may be divided into network
roles shown 1n FIG. 2.

Based on the network roles described above, 1n this block
101B, the network model may be generated according to the
network roles.
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Taking the network roles shown in FIG. 2 for example, 1n
an illustrative application scenario of the present example,
the process for organizing the network roles i FIG. 2 to
generate the network model in FIG. 3 may be described.

In block 102B, as for each network model, one or multiple
service units may be applied to the network roles 1n the
network model to generate a service template applied to the
network model.

According to an example, the service unit may be a virtual
object. The virtual object may be a vNet, a vDev, a vCon-
troller, a vLink, a vPort, a vIP service, a vSecurity resource,
a vHost or a vApp resource. Diflerent service units may
provide different services.

The vNet may provide network services, such as, network
services 1n layer-2 and layer-3.

The vDev may provide device services. The vDev may
include various kinds of network devices, such as a tradi-
tional switch, a router, a wireless device, a stack device and
an SDN device 1n the resource pool.

The vController may be a device for controlling forward-
ing of a packet. The vController may be a controller 1n the
SDN network or an Access Controller (AC) 1n the wireless
network.

The vLink may provide link services and may be a link 1n
topology structure.

The vPort may provide port services and may be port
resources 1n the resource pool.

The vIP service may provide IP-related services, such as
allocating an IP address or parsing a domain name. The vIP
service may be a service 1n the resource pool.

The vSecurity resource may provide security services.
The vSecurity may represent a security device or a firewall
device 1n the resource pool.

The vHost may provide host services.

-

The vApp resource may provide application services.

According to an example, the service unit may be further
divided into different sub-classes. As shown in FIG. 4, the
vNet may include a vL.2Net, a vLL3Net, etc. The vDev may
include a vRouter, a vSwitch, a vWirelessDev, a vStackDev,
such as an Intelligent Resilient Framework (IRF) and/or a
Multiple Devices context (MDC) device, a vIraditionalDev
and a vOpentlowDev, etc. The vTraditionalDev may
include: a vRouter, vSwitch, vWirelessDev and vStackDev,
etc.

It should be noted that nine kinds of service units may be
listed 1n this example and a new service unit may be used
with development of network technologies.

According to an example, the service unit may be defined
with an Extensible Markup Language (XML )/json standard
format. Network parameters may be configured for a service
unit. The network parameters may include: a network attri-
bute, a network resource list and a method list.

The network attribute may be basic information of the
service unit and the network resource of the service unit.

Taking the vPort for example, the attribute may include at
least one of an ID of a device, to which the vPort may
belong, a name of the port, state and rate of port.

The network resource list may include resources which
may be provided by the service unit.

Taking the vPort for example, the resources may include
bandwidth. The attributes of the bandwidth may include:
available bandwidth and total bandwidth.

The method list may include operation methods supported
by the network resources of the service unit. The operation
methods may include: a global operation method of the
service unit and an operation method for processing each
network resource of the service unait.
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For example, 1f the service unit 1s the vPort, the network
parameters of the vPort may include: the network attribute,
the network resource list and the method list. The attribute
of the vPort may include at least one of an ID of a device,
to which the vPort may belong, a name of the vPort, state
and rate of the vPort. The network resource list of the vPort
may include bandwidth. The attributes of the bandwidth may
include: total bandwidth and available bandwidth. The
method list of the vPort may include: a method for config-
uring the bandwidth and a global method of the vPort, etc.
There may be multiple methods for configuring the band-
width, such as, a method for allocating the bandwidth to
different tenants. The method for allocating the bandwidth
according to the tenants may include: a Peak Information
Rate (PIR) and a Committed Information Rate, etc. The
global method of the vPort may include Access Control List
(ACL) control globally 1ssued for the vPort. The method-
related parameters may include basic parameters and
advanced parameters. For example, there may be many
parameters, such as the CIR/Committed Burst Size (CBS)
and PIR/Excess Burst Size (EBS), for controlling the band-
width. The basic parameters may be used 1n a simple service
and the advanced parameters may be used in a complicated
service.

According to an example, 1n order to implement compat-
ibility of different networks, capabilities of different net-
works may be taken into consideration when the network
parameters of the service unit are defined. For instance, 1n an
illustrative scenario of the present disclosure, the capabili-
ties of the SDN network, virtual network and physical
network may be taken 1nto consideration. For example, 11 the
capabilities of the SDN network (the SDN network may be
implemented with OpenFLow technologies) are taken into
consideration, the core part of the SDN network may be a
Flow Table (FT). In an SDN protocol standard, a multi-
tuple, such as a switch port, Media Access Control (MAC)
address, VLAN, IP address and IP protocol may be taken as
matching characteristics of the FT. According to an example,
when the service unit 1s defined, the matching characteristics
of the FT defined by the protocol standard may be config-
ured for the service unit, so that the service unit may be
compatible with the SDN network.

According to an example, the network parameters of the
service unit may be described according to the structure
shown 1n FIG. 5.

FIGS. 6 to 8 are schematic diagrams illustrating network
parameters ol three kinds of vPorts. FIGS. 9 to 11 are

schematic diagrams 1llustrating network parameters of three
kinds of vLinks.

Based on the service unit described above, 1n this block
1028, different service units may be applied to different
network roles of a network model according to a service
requested by a tenant to generate a service template applied
to the network model. For example, 1f different service units
may be applied to a network model, 1.e., a CA+DC model,
a service template shown in FIG. 4 and applied to the
CA+DC model may be generated. According to an example,
the service template may be generated with reference to a
practical network. Alternatively, the service template may be
generated without referring to a practical network.

It may be seen that in this example, the service template
may be formed by at least one service unit. For example, the
service template shown in FIG. 4 may be formed by multiple
different service units. According to an example, network
parameters may be defined for each service unit. The service
units 1n the service template may have the network param-
eters.
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In block 103B, network resources of the whole network
may be discovered, a pooling operation may be performed
for the discovered network resources, a resource pool may
be formed with the network resources and the network
resources 1n the resource pool may be divided into one or
multiple resource zones according to actual networking
requirements. Each network resource in the resource pool
may have a pooling resource indicator.

Each resource zone may correspond to one network
model.

According to an example, an actual network may be a
network 1n an operation state. The actual network may be
one of or any combination of a physical network, a virtual
network and an SDN network. With development of tech-
nologies, the example may be applied to other new net-
works.

The network resources may be divided into the resource
zones to more conveniently manage the network. The
resource zones may belong to virtual network classification.
The virtual network classification may divide different net-
works, such as DC and CA into the same resource zone. A
same network may be divided into multiple resource zones
and different resource zones may share a same network
device.

According to an example, after the actual network 1is
divided into the resource zones, a network model may be
allocated to a resource zone, so that the resource zone may
be applied to the network model corresponding to the
resource zone.

The method for allocating a network model for each
resource zone may include: determining a network model
which may at least include a network role, the location and
function of which may match those of a network resource 1n
the resource zone from all of the network models and
allocating the determined network model to the resource
zone.

A corresponding network model may be allocated to each
resource zone. A corresponding relationship between the
resource zones and the network models may not be limited
to the one-to-one corresponding relationship. One network
model may correspond to multiple resource zones. That 1s,
multiple resource zones may be applied to the same network
model.

After allocating a network model for a resource zone, a
network role in the network model corresponding to the
resource zone may be allocated to each network resource in
the resource zone. A network role may be allocated to the
network resource according to the location and function of
the network resource in the resource zone.

According to an example, the resource pool may include
but not be limited to following five kinds of network
resources.

The first kind of network resource may be a connection
point resource. The connection point resource may be
formed by one or multiple access ports.

The second kind of network resource may be a path
resource. The path resource may be an end-to-end path and
may be formed by one or multiple links.

The third kind of network resource may be a Load
Balance (LB) resource and may be used for load balance.

The fourth kind of network resource may be a firewall
resource and may be used for configuring an access strategy.

The fifth kind of network resource may be an application
resource and may be used for providing a network applica-
tion service.

The network resources in the resource pool may have
pooling resource indicators. The pooling resource indicators
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of the five kinds of network resources may be shown 1n table
1. As for different access modes, such as an LAN access
mode, VPN access mode and wireless access mode, the
pooling resource 1ndicators of the connection point resource
may be different.

TABLE 1

Type of resources 1n

the resource pool Pooling resource indicators

Connec-  LAN port VLAN IP Band-
tion access address width
point mode segment
resource VPN Virtual VLAN IP Band-
access Forwarding address width
mode Instance(VEI)/ segment
Virtual Route
Forwarding
(VRTF) Instance
Wire- Service Set VLAN IP Band-
less Identifier address width
access  (SSID) segment
mode
Path resource Bandwidth
Load Balance Virtual Port Through-
(LB) resource server put
Firewall resource Number of Through- Band-
concurrent put width

connections

Application Number of Number of

resource concurrent connections
connections permitted

by software

In a large-scale enterprise, hierarchical management may
be performed for the network resources by a network
administrator or a domain administrator. The network
administrator may find the network resources 1in the whole
network via topology and pool the found network resources
and constitute a resource pool with the network resources.
Each domain administrator of each resource zone may select
network resources 1n the resource pool for constituting the
resource zone according to network roles in the network
model of the resource zone. The domain administrator may
use the network resources, but cannot find the network
resources.

In a small enterprise, the network resources may be found
in the resource zone by the network administrator via the
topology and the resource pool may be formed with the
network resources.

The network resources may be found with a following
method.

1) a discovery scope of network resources may be deter-
mined. For instance, the discovery scope may be a whole
network scope or a resource zone.

2) all nodes and links may be found in the discovery scope
via topology.

3) resources 1n a resource pool may be constituted with
the nodes and links.

A determination as to whether the nodes need to be pooled
and which resources of the nodes may be pooled may be
made according to network locations and access situations
of the nodes. If the nodes need to be pooled, the resources
of the nodes, which may be pooled, may be used for forming
one kind or multiple kinds of resources, such as connection
point resources and LB resources. The links may be path
resources in the resource pool according to devices, ports
and bandwidth, etc., associated with the links. The auto-
deployment of the network configuration may be completed
after the resource pool and the service template are gener-
ated.
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FIG. 12 1s a flow chart illustrating a process for auto-
deploying network configuration in accordance with an
example of the present disclosure. As shown in FIG. 12, the
method may include following blocks.

In block 1201, a service request from a tenant may be
received. The service request may carry a service type and
tenant information.

In block 1202, a service template, which may provide a
service requested by the tenant, may be found according to
the service type.

In block 1203, a resource zone matching the service
template may be found from a resource pool.

This block 1203 may include: identifying a network
model, to which the service template may be applied,
searching for a resource zone corresponding to a network
model, to which the service template may be applied, from
the resource pool and the taking the resource zone as that
matching the service template.

In block 1203, one or more than one resource zone may
be found. When one resource zone 1s found, a network
resource matching each service unit in the service template
may be found from the resource zone. When more than one
resource zone 1s found, in order to enhance a matching rate
of the network resources 1n the resource zone and the service
units, one resource zone, which may best match the service
template, may be found from the more than one resource
zone and a network resource matching each service unit 1n
the service template may be found from the selected
resource zone.

One resource zone, which may best match the service
template, may be selected from the more than one resource
zone according to following parameters.

The resource zone, which may best with the service
template, may be selected according to characteristics and
connection points of the tenant.

A tenant may be a collective concept. The tenant may
have administrative characteristics and service characteris-
tics. The administrative characteristics may include: a name
of a tenant, inductions of the tenant and an email of the
tenant, etc. The service characteristics may include connec-
tion modes which may be used by the tenant, such as an
L AN access mode, Virtual Private Network (VPN) access
mode and wireless access mode. The service characteristics
of the tenant may aflect the above matching operation. For
instance, 1f the connection mode, which may be used by the
tenant, may be the LAN access mode, LAN connection
points may be used 1n an actual network. The resource zone
of the connection mode or connection points of the tenant
may be determined from the more than one resource zone
found 1n block 1203 according to the connection mode or
connection points used by the tenant. If the number of the
determined resource zone 1s one, the determined resource
zone may be taken as the resource zone, which may best
match the service template. If the number of the determined
resource zones 1s larger than one, one resource zone, which
may best match the service template, may be found from the
determined resource zones according to service requested by
the tenant.

The resource zone, which may best match the service
template, may be selected according to a service requested
by the tenant.

The service requested by the tenant may correspond to the
service template. According to an example, 1n block 102B,
the service templates may be generated according to the
services requested by the tenant, to ensure that the service
templates corresponding to all possible services may be
generated.
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The location of the access interface of an edge access
layer of the data center may be determined according to the
service requested by the tenant. For instance, if the service
requested by the tenant 1s a Service Advertising Protocol
(SAP) service, the data center may provide two SAP servers.
The SAP server allocated to the tenant may be the SAP
serverl. The location of the access interface of the edge
access layer of the data center may be determined to find a
resource zone including the SAP Serverl from multiple
resource zones. If the number of the resource zone, which
may best match service template, 1s one, the network
resource matching the service unit may be found from the
resource zone. If the number of the resource zones, which
may best match the service template, 1s larger than one, one
resource zone may be selected from the resource zones and
taken as the resource zone, which may best match the
service template.

In block 1204, a network resource matching the service
unit of the service template may be found from the matched
resource zone.

According to an example, the method for searching for the
network resource matching the service umit from the
resource zone may include: identitfying a network role of the
service unit 1n the service template and searching for the
network resource, the network location and function of
which may be the same as the network role of the service
unit 1n the service template, from the resource zone. FI1G. 13
1s a schematic diagram illustrating a matching relationship
between a service unit 1n a service template and a network
resource 1n a resource zone of a resource pool 1n accordance
with an example of the present disclosure.

If no network resource matching the service unit 1s found
from the resource zone, a network resource may be desig-
nated for the service unit.

In block 1205, after a matching operation between the
service unit and the network resource 1s finished, a network
parameter configured for the service unit may be sent to the
network resource.

According to an example of the present disclosure, the
method for sending the network parameter configured from
the service unit to the network resource may include:

identifying a network of the network resource;

sending the network parameter configured for the service
unit to the network resource 1f the network of the network
resource 1s a physical network;

converting the network parameter configured for the
service unit mto a flow table rule if the network of the
network resource 1s an SDN network, sending the flow table
rule to a controller in the SDN network, so that the controller
may save the tlow table rule or send the flow table rule to the
network resource; and

sending the network parameter configured for the service
unit to the network resource via calling an interface of the
network resource or calling an interface provided by a
management system for managing a virtual network it the
network of the network resource 1s a virtual network.

It should be noted that according to an example, 1n order
to ensure that the service requested by the tenant may be
operated normally, before sending the network parameter
configured for the service unit to the network resource, the
administrator may adjust the network parameter of the
service unit according to the service requested by the tenant.
For instance, 11 the tenant applies for a host, a link from the
tenant to the host may be an all-path. Since the all-path may
connect with multiple ports, the bandwidth of the link may
be minimum bandwidth of the ports. Since multiple links
may share a same port, a determination as to whether the
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available bandwidth of the port 1s enough for the tenant may
be made. If the available bandwidth 1s not enough, when the
network parameter 1s sent to the network device correspond-
ing to the port, the maximum available bandwidth of the port
in the network parameter may be increased. Alternatively,
the bandwidth permitted by the port may be increased to
satisly the service requested by tenant.

After sending the network parameter of each service unit
in the service template matching the service requested by the
tenant to the network resource matching the service unit in
the resource zone, the operation for allocating the network
resource to the service requested by the tenant may be
fimshed. Therefore, the service requested by the tenant may
be executed. For instance, a user in the CA may buy a
service, such as an Email application, an operation of
accessing the data center via the WAN 1n the CA may be
completed with the flow shown 1n FIG. 12. Then, the tenant
may access the CA via a connection point of the CA, connect
with the data center network via the WAN, access the data
center network via a VPN connection point of the data
center, access an edge access device connected with an
Email service host and access an Email service. The whole
link may be considered as a network slice, 1.e. a network
slice of the tenant. The tenant may do not know existence of
the whole data center. What the tenant may know 1s the
sliced network. The separation of network access of different
tenants may be implemented and network access speed may
be enhanced.

It may be seen from the flow shown in FIG. 12 that in an
example of the present disclosure, the service template may
be matched with the resource zone 1n the actual network, the
network resource matching the service unit 1n the service
template may be found from the resource zone and the
network parameter set for the service unit may be sent to the
network resource matching the service unit. Therefore,
intelligent management of the network configuration may be
implemented and network configurations of the network
resources 1n the actual network may be automatically
deployed. With auto-deployment of the network resources,
the burden of the network administrator may be reduced.

If different tenants apply for different services, the net-
work resources 1n the resource pool may be allocated several
times. Since there may be a lot of tenants and network
resources, how to manage these network resources may be
an urgent problem. A scheme for managing and monitoring
the network resource pool provided by an example of the
present disclosure may be described heremafter.

After the matching operation between the service unit and
the network resource performed 1n blocks 1201 to 1204, the
network parameter configured for the service unit may be
sent to the network resource, the network resource may be
allocated to the tenant and usage state information may be
updated. The method for updating the usage state informa-
tion of the network resource may include: updating a usage
state of the network resource, updating used amount and
remaining amount of the network resource or updating the
usage state, used amount and remaining amount of the
network resource.

If the network resource matching the service unit 1s an
exclusive resource, the usage state of the network resource
may be configured as “used” and the used amount and
remaining amount may not be recorded. I the network
resource matching the service unit 1s a shared resource, the
usage state of the network resource may be “unused”. The
usage state of the network resource may be updated as
“used”. If the usage state of the network resource 1s “used”,
the usage state may be maintained and the used amount and
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remaining amount of the network resource may be updated
according to a value of the network parameter configured for
the service unit. Lease time of the network resource may be
recorded. Tenant information, amount of the network
resource used by the tenant and a lease period of the network
resource may be recorded for subsequent query.

If the service unit 1s the vPort, the resource of the vPort
may include bandwidth. Attributes of the bandwidth may
include: total bandwidth and available bandwidth. The
method may include: limiting the CIR of the bandwidth. IT
the CIR of the bandwidth of the vPort 1s configured as 2M
when the service template 1s created and the value of a
bandwidth variable of a port 1n the network resource match-
ing the vPort 1s 5M, the bandwidth of a network port
resource used by the tenant may be 2ZM and remaining
bandwidth of the network port resource may be
SM-2M=3M.

The usage state, used amount and remaining amount of
cach pooling resource indicator of the network resource may
be respectively recorded.

As for each network resource, the usage state, used
amount and remaining amount of each pooling resource
indicator of the network resource may be respectively
updated. For instance, as for a connection point resource, the
usage state, used amount and remaining amount of the port,
VLAN, IP address segment and bandwidth may be updated.
If the network resource 1s the exclusive resource, such as an
exclusive port, the usage state may be updated according to
whether the network resource 1s used. The usage state may
include: “unused” and “used”. It the network resource 1s the
shared resource, such as a shared port, the used amount and
remaining amount of the network resource besides the usage
state of the network resource may be updated.

If the lease time of a network resource 1n the resource pool
expires, the network parameter sent to the network resource
when the lease time starts may be deleted, the usage state of
the network resource may be updated, the used amount and
remaining amount of the network resource may be updated
or the usage state, used amount and remaining amount of the
network resource may be updated.

For instance, when the lease time of an exclusive resource
expires, the usage state of the network resource may be
modified as “unused”. When the lease time of a shared
resource 1n the resource pool expires, the used amount and
remaining amount of the network resource may be updated
according to the value of the network parameter configured
for the service unit. If the used amount i1s zero, the usage
state of the network resource may be updated as “unused”.

For instance, 11 remaining bandwidth of a network port
resource 1s 3M, the used bandwidth of the network port
resource 15 2M, the lease time of the network resource
expires and the CIR configured for the service unit matching
the network resource 1s 2M, the remaining bandwidth of the
network port resource may be 3M+2M=5M and the used
bandwidth may be zero. Since the network port resource 1s
not used by any tenant, the usage state of the network port
resource may be restored as “unused”.

Furthermore, according to an example of the present
disclosure, a health state of each network resource may be
calculated 1n time according to the usage state, used amount,
remaining amount and a health indicator of each network
resource 1n the resource pool.

According to an example of the present disclosure, the
health indicator may be configured for each pooling resource
indicator in each network resource. The health state of each
pooling resource mdicator may be determined according to
the usage state of each pooling resource indicator or may be
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determined according to the usage state, used amount,
remaining amount and health indicator of each pooling
resource indicator. The health state of the network resource
may be determined according to the health indicator of the
network resource and the health state of each pooling
resource 1ndicator. For instance, as for the bandwidth, a
bandwidth upper limit and a bandwidth lower limit may be
configured. When the remaining bandwidth 1s larger than the
bandwidth lower limit and less than the bandwidth upper
limit, the health state of the bandwidth may be healthy.

FIG. 14 15 a flow chart illustrating a method for matching
a service unit 1n a service template and a network resource
in a resource zone described 1n block 1204 in accordance
with an example of the present disclosure. As shown in FIG.
14, the method may include following blocks.

In block 1401, as for each resource zone, the resource
zone may be divided into one or multiple network model
role zones according to a network role of each network
resource of the resource zone 1n a network model.

One network resource may belong to one network model
role zone. According to an example, one network resource
may belong to only one network model role zone.

A determination as to how many network model role
zones are divided may be made according to types of the
network roles 1n the network model. The number of the types
of the network roles in the network model may be the same
as the number of the network model role zones obtained by
dividing the resource zone. The network role may be divided
according to a network location and function. When the
network model 1s generated 1n block 101B, the number of
the network roles i1n the network model may have been
determined. The Campus Access+DC network model shown
in the illustrative example of the FIG. 3 may include four
kinds of network roles, 1.e., Campus Access, DC Core, DC
Distribution and DC Edge.

In block 1402, as for each service template, the service
template may be divided 1nto one or multiple network model
role zones according to the network role of each service unit
of the service template in the network model.

One service unit may belong to one network model role
zone. According to an example, one service unit may belong
to only one network model role zone.

In block 1403, a service request may be received from a
tenant. The service request may carry a type of a service.

In block 1404, a service template which may provide the
service may be found according to the type of the service
requested by a tenant.

In block 1405, a resource zone matching the service
template may be found from a resource pool.

In block 1406, as for each service unit in the service
template, a network resource may be found from the
resource zone matching the service template according to a
network model role zone, to which the service unit may
belong. A network model role zone, to which the network
resource may belong, may be the same as the network model
role zone, to which the service unit may belong, and the
network resource may match the service unit.

How to divide the resource zone and service template
according to the network model role and how to match the
service template and resource zone may be described here-
inafter.

FIG. 15 15 a flow chart illustrating a method for dividing
a resource zone and a service template based on a network
role 1n accordance with an example of the present disclosure.
As shown 1n FIG. 15, the method may include following

blocks.
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In block 1501, as for any resource zone, the resource zone
may be abstracted mto an 1image ZG=(ZV, ZE).

/V may be a set of nodes 1n the image and ZE may be a
set of edges of the image. ZV may be a set of network nodes
in the resource zone. ZE may be a set of links, each of which
may be set between two network nodes.

Each edge may be expressed as a dot pair (uz, wz), uz and
wze/V. € may represent “belong”, uz and wz may be any
two network nodes having a linking relationship in the
resource zone.

In block 1502, network nodes 1 the ZV may be divided
into k (k=1) network model role zones according to a
network role of each network node of the resource zone in
the network model. The k network model role zones may be
717G, 727G, 7G, ... and Z2G,_,. ZG+ZG +7G+ . . . +7G,_ =
/G, 1#) (0=, j=k-1), ZG,NZG =0, M may represent inter-
section and © may represent an empty set. That is, one
network resource including network nodes and links, each of
which may be set between two of the network nodes, may
belong to only one network model role zone.

As for any node uzeZG, Pluz] may represent a network
model role zone, to which the uz may belong, 1=P[uz]=k.
That 1s, uz may belong to a network model role zone ZG_,
(O=m=k-1), P[uz]=m+1.

As shown 1 FIG. 16, network nodes uz,, uz,-uz, _, and
uz_ in the resource zone and links, each of which may be set
between two of the network nodes uz,, uz,-uz, _, and uz_,
may be divided into k-1 network model role zones ZG,
/G, ..., ZG,,, according to the network roles.

For instance, as for a resource zone 1n the resource pool,
the resource zone may be divided 1nto four network model
role zones according to the network roles of the network
nodes of the resource zone 1n the network model. The four
network model role zones may include: Campus Access, DC
Core, DC Distribution and DC Edge. The network resources
in each of the network model role zones may be diflerent.

In block 1503, as for any service template, the service
template may be abstracted into an 1image SG=(SV, SE). SV
may be a set of nodes in the 1image and SE may be a set of
edges of the image. SV may be a set of service units 1n the
service template and SE may be a set of vLinks, each of
which may be set between any two of the service units 1n the
service template.

Each edge may be expressed as a dot pair (us, ws), us and
wseSV. That 1s, us and ws may be any two of the service
units having a virtual linking relationship 1n service tem-
plate.

Weight of a node may be expressed as an attribute,
resource or method configured for a service unit. Weight of
an edge may be expressed as an attribute, resource or
method of a service unit of a vLink type.

In block 1504, the service units 1n the SV may be divided
into q (gqz1) network model role zones according to the
network roles of the service units 1n the network model. It
may be assumed that the q network model role zones may be
SG,, SG,, SG., . and SG_, 1# (0=1, j=q-1),
SG,NSG~0O, O may represent an empty set. That is, one
service unit may belong to only one network model role
zone.

Any service unit useSG, Plus] may represent a network
model role zone, to which us may belong, 1=<P[us]=q. I us
belongs to a network model role zone SG, (O=p=qg-1),
Plus|=p+1.

Furthermore, 11 a node 1s an edge node of the network
model role zone, cross-zone edge number of the node may
be recorded. For instance, 11 two edges of an edge node x in
a network model role zone, 1.e. Campus, may be respectively
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set across two network model role zones, 1.e. Campus
Access and DC Core, the cross-zone edge number of the
node X may be two.

As shown 1 FIG. 17, the service units us,, us,-us__, and
us_ and links, each of which may be set between two of the
service units us,, us,-us__, and us_, may be divided into q-1
network model role zones SG,, SG, . . . and SG__, accord-
ing to the network roles.

For instance, a service template may be formed by mul-
tiple service units. The service unit may be divided into four
network model role zones, 1.e. Campus Access, DC Core,
DC Distribution and DC Edge. Service units 1n each of the
network model role zone may be different.

After the resource zone and service template are divided
according to the network model roles, the operation for
matching the service template and resource zone may be
performed.

FIG. 18 1s a flow chart illustrating another method for
matching a service template and a resource zone 1n accor-
dance with an example of the present disclosure. As shown
in FIG. 18, the method may include following blocks.

In block 1801, a service request may be received from a
tenant. The service request may carry type of a service
requested by the tenant and tenant information.

In block 1802, a service template, which may provide the
service, may be found according to the type of the service
requested by the tenant.

In block 1803, a resource zone matching the service
template may be found from a resource pool.

In block 1804, a network node uz, corresponding to an
access point of the tenant in the resource zone may be
obtained according to information of the access point in the
tenant information, uz,eZG,. A service node satistying
following conditions may be found 1n a first network model
role zone SG,=(SV,, SE,) of the service template requested
by the tenant. The node may not have an access edge, a
device type in the weight of the node may be an access
device and P(us,)=P(uz,). According to an example, the
matching operation of the resource zone and the service
template may start from the matching operation of uz, and
us,. The uz, and us, may be taken as matched starting points
and s, and uz, may be marked as “matched”. ZG,, 1s the first
network model role zone in the matched resource zone.

The function P(us,, )=P(uz, ) may denote that nodes us,, and
uz, may be located at the same network model role zone.

The tenant information may include access point infor-
mation of the tenant. The network node uz, corresponding to
the access point may be found from the resource zone
according to the access point information.

FIG. 19 1s a schematic diagram illustrating how to match
a service template and a resource zone 1n accordance with an
example of the present disclosure. As shown i FIG. 19,
when a matching operation 1s performed for the service
template and the network model of the resource zone, a
matched starting point, 1.e., uz, eZG, may be found from the
first network model role zone, 1.e., ZG, according to the
access point information of the tenant. The node us,, 1n
which the node us, may not have an access edge, the device
type 1n the weight may be the access device and P(us, )=P
(uz,), may be found from the first network model role zone,
1.e., SG,=(SV,, SE,) of the service template. Therelfore, us,
and uz, may match each other.

In block 1805, a service node, 1.e., uz_e/7(,_,, accessed by
the tenant 1n the resource zone may be obtained according to
the type of the service requested by the tenant, us_eSG, _,
may be found from the SG,_,, and P(us_)=P(uz_ ). According
to an example, the matching operation of the resource zone
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and the service template may end at the matching operation
of us_and uz_, us_ and uz_ may be taken as matched ending
points us,_ and uz_, may be marked as “matched”. ZG,_, may
be the last network model role zone of the resource zone,
SG,_, may be the last network model role zone of the service
template and k may be total number of the network model
role zones of the service template and the resource zone.

According to the type of the service requested by the
tenant, a node, which may provide the service, may be found
from the resource zone. The node may be the service node
uz,_ to be accessed by the tenant and may be the last node,
1.¢., the ending point of the resource zone matching the
service template.

Referring to FIG. 19, according to the type of the service
requested by the tenant, the service node, 1.e., uz_e7G,_, may
be found from the resource zone, uz_ may be a matched
ending point in the resource zone. Furthermore, the us,
matching the uz_ may be found from the last network model
role zone, 1.¢., SG,_, of the service template.

In block 1806, the us, and uz, may be taken as the
matched starting points, us_ and uz_ may be taken as the
matched ending points. As for each node us, between us, and
us_ 1n the service template, the node uz, may be found from
the resource zone. The node uz, and node us, may belong to
the same network model role zone, the type and weight of
the node uz, may match that of the node us,. If the node uz,
matching the node us, may be found, the us, and uz, may be
marked as “matched”.

Referring to FIG. 19, starting from the starting point us,
of the service template, nodes 1n the resource zone respec-
tively matching the nodes us,, us,, us,, us;, ..., us, ;, Us, ,
and us_, may be searched in turn, until the node matching the
node us_ may be found.

If a network resource matching the service unit i1s not
found i1n the resource zone, a network resource in the
resource zone may be designated as the network resource
matching the service unit.

Weight matching of the node may refer to that the
attribute, resource and method of the service unit in the
service template may respectively match the attribute,
resource and method of the network resource in the resource
zone.

For mstance, the service unit may be a vDev and the vDev
may further include other service units, such as a vRouter
and a vSwitch. Each service unit may have its attribute,
resource and method. The network device 1n the resource
zone may 1include: a Router and Switch, etc. When a
matching operation 1s performed for a service unit 1n the
service template and a network device in the resource zone,
the matching operation may be performed to determine
whether the type of the service unit may be matched with
that of the network device. It the type of the service unit 1s
matched with that of the network device, the matching
operation may be performed to determine whether the
attribute, resource and method of the service unit may be
respectively matched with the attribute, resource and
method of the network device 1n the resource zone. If the
attribute, resource and method of the service unit may be
respectively matched with the attribute, resource and
method of the network device in the resource zone, the
service unit may match the network device.

For instance, basic attributes of a service unit, 1.e. vPort
may include: a device_id, name, state, speed and acl. The
resource may include: bandwidth. The attributes of the
bandwidth may include: total bandwidth and available band-
width. The method may include: limiting the CIR of the
bandwidth. If the CIR of the bandwidth of the vPort 1s set as
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“2M” when the administrator creates the service template
and a value of available bandwidth of a port of a network
device, which 1s found from the resource zone and belongs
to a same network model as that of the vPort, 1s “SM”, since
SM 1s larger than 2M, the vPort may match the network port
resource in the resource zone.

In block 1807, an attribute and a method of each service
unit 1n the service template may be sent to a network node,
1.€., network resource, matching the service unit.

FIG. 20 1s a schematic diagram illustrating a network
configuration auto-deployment device 1n accordance with an
example of the present disclosure. Referring to FIG. 20, the

device may 1include a service request processing module
201.

The service request processing module 201 may be to
search for a service template providing a service according
to type of the service applied by a tenant, search for a
resource zone matching the service template from a resource
pool, search for a network resource matching a service unit
in the service template from the resource zone and send a
network parameter configured for the service unit to the
network resource.

The network configuration auto-deployment device may
turther 1include: a network model generation module 202, a
service template generation module 203 and a resource zone
division module 204.

The network model generation module 202 may be to
generate a network model with a network role.

The service template generation module 203 may be to
apply the service unit to the network role in the network
model to generate the service template applied to the net-
work model.

The resource zone division module 204 may be to per-
form a pooling operation for the network resource in an
actual network to generate the resource pool, divide the
network resource 1n the resource pool 1nto the resource zone
and allocate a corresponding network model to the resource
zone.

According to an example, the network model may be
applied to one or any combination of a physical network, a
virtual network and an SDN network. The actual network
may be one of or any combination of the physical network,
the virtual network and the SDN network. With develop-
ment of technologies, this device may be applied to other
new networks.

According to an example, the resource zone division
module 204 may further to determine a discovery scope of
the network resource, search for all nodes and links via
topology 1n the discovery scope and form the network
resource 1n the resource pool with the nodes and links.

The service request processing module 201 may be fur-
ther to

send the network parameter configured for the service unit
to the network resource when the actual network 1s a
physical network;

convert the network parameter configured for the service
unit into a flow table rule and send the flow table to a
controller, which stores the flow table rule or sends the flow
table rule to the network resource, 1n a Software Defined
Networking (SDN) network when the actual network 1s the
SDN network; and

send the network parameter configured for the service unit
to the network resource wvia calling an interface of the
network resource or an interface provided by a management
system managing a virtual network when the actual network
1s the virtual network.
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The resource zone division module 204 may be further to
determine a network model at least comprising a network
role, location and function of which matches that of the
network resource, 1n the resource zone and allocate the
determined network model to the resource zone.

The service request processing module 201 may be fur-
ther to 1dentily the network model, to which the service
template applies, search for the resource zone corresponding,
to the network model, to which the service template applies,
from the resource pool and take the resource zone as that
matching the service template.

The resource zone division module 204 may be further to
search for a network role, location and function of which
matches that of the network resource, from the network
model corresponding to the resource zone according to the
location and function of the network resource in the resource
zone and allocate the network role to the network resource.

The service request processing module 201 may be fur-
ther to 1dentify the network role of the service unit in the
service template, search for network resources with the
network role from the resource zone and search for the
network resource, location and function of which matches
with that of the service unmit from the network resources.

According to an example, the service request processing
module 201, network model generation module 202, service
template generation module 203 and resource zone division
module 204 may be software modules, e.g., sets of machine
readable 1nstructions, stored 1n a hardware memory device.
In another example, the service request processing module
201, network model generation module 202, service tem-
plate generation module 203 and resource zone division
module 204 may be hardware modules on a hardware
device. In a further example, the service request processing
module 201, network model generation module 202, service
template generation module 203 and resource zone division

module 204 may include a combination of software and
hardware modules.

FIG. 21 1s a schematic diagram illustrating another struc-
ture of a network configuration auto-deployment device in
accordance with an example of the present disclosure.

Referring to FIG. 21, the network configuration auto-
deployment device may include: a memory 211, a processor
212, a bus 213 and an /O port 214.

The memory 211 may connect with the processor 212 and
the bus 213. The processor 212 may communicate with an
external device via the I/O port 214.

The memory 211 may store the service request processing,
module 201.

The processor 212 may communicate with the memory
211, execute an operation performed by the service request
processing module 201.

The memory 211 may further store the network model
generation module 202, service template generation module
203 and resource zone division module 204. The processor
212 may further respectively execute operations performed
by the above network model generation module 202, service
template generation module 203 and resource zone division
module 204.

The above service request processing module 201, net-
work model generation module 202, service template gen-
eration module 203 and resource zone division module 204
may be machine readable instructions. The memory 211 may
be a non-transitory computer readable storage medium.

FIG. 22 1s a schematic diagram illustrating a network
resource monitoring device 1 accordance with an example
of the present disclosure. Referring to FIG. 22, the device
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may 1include: a service request processing and network
resource monitoring module 221.

The service request processing and network resource
monitoring module 221 may be configured to search for a
service template providing a service according to type of the
service, search for a resource zone matching the service
template from a resource pool, search for a network resource
matching a service umt in the service template from the
resource zone, send a network parameter configured for the
service unit to the network resource and update usage state
information of the network resource.

The network resource monitoring device may further
include: a network model generation module 222, a service
template generation module 223 and a resource zone divi-
s1on module 224.

The network model generation module 222 may be con-
figured to generate a network model with a network role.

The service template generation module may be config-
ured to apply the service unit to the network role in the
network model to generate the service template applied to
the network model.

The resource zone division module 224 may be config-
ured to perform a pooling operation for the network resource
in an actual network to generate the resource pool, divide the
network resource 1n the resource pool 1nto the resource zone
and allocate a corresponding network model to the resource
Zone.

According to an example, the usage state information of
the network resource may include: a usage state of the
network resource. Alternatively, the usage state information
of the network resource may include: used amount and
remaining amount of the network resource. Alternatively,
the usage state information of the network resource may
include: the usage state, used amount and remaining amount
of the network resource.

The service request processing and network resource
monitoring module 221 may be configured to update a usage
state of the network resource, update used amount and
remaining amount of the network resource, or update the
usage state, used amount and remaining amount of the
network resource.

According to an example, the network model may be
applied to one or any combination of a physical network, a
virtual network and an SDN network. The actual network
may be one of or any combination of the physical network,
the virtual network and the SDN network. With develop-
ment of technologies, this device may be applied to other
new networks.

Each network resource 1n the resource pool formed by the
resource zone division module 224 may have one or mul-
tiple pooling resource indicators. The service request pro-
cessing and network resource monitoring module 221 may
further update the usage state of the network resource by
updating the usage state of the pooling resource indicator of
the network resource. Alternatively, the service request
processing and network resource monitoring module 221
may update the used amount and remaining amount of the
network resource by updating used amount and remaining
amount of the pooling resource indicator of the network
resource. Alternatively, the service request processing and
network resource monitoring module 221 may update the
usage state, used amount and remaimng amount of the
network resource by updating the usage state, used amount
and remaining amount of the pooling resource indicator of
the network resource.

The service request processing and network resource
monitoring module may be further configured to record
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tenant information of the network resource, amount of the
network resource used by a tenant and a lease period.

The service request processing and network resource
monitoring module 221 may further be configured to delete
the network parameter sent to the network resource when
lease time of the network resource in the resource pool
expires, update the usage state of the network resource, or
update the used amount and remaining amount of the
network resource or update the usage state, used amount and
remaining amount of the network resource.

The service request processing and network resource
monitoring module 221 may be further configured to cal-
culate and update a health state of the network resource
according to the usage state information and a health 1ndi-
cator of the network resource 1n the resource pool.

The resource zone division module 224 may be further
configured to determine a network model at least comprising
a network role, location and function of which matches that
ol the network resource 1n the resource zone and allocate the
network model to the resource zone.

According to an example, the service request processing
and network resource monitoring module 221, the network
model generation module 222, the service template genera-
tion module 223 and the resource zone division module 224
may be soltware modules, e.g., sets of machine readable
instructions, stored 1n a hardware memory device. In another
example, the service request processing and network
resource monitoring module 221, the network model gen-
eration module 222, the service template generation module
223 and the resource zone division module 224 may be
hardware modules on a hardware device. In a further
example, the service request processing and network
resource monitoring module 221, the network model gen-
eration module 222, the service template generation module
223 and the resource zone division module 224 may include
a combination of software and hardware modules.

FI1G. 23 15 a schematic diagram illustrating another struc-
ture of the network resource monitoring device in accor-
dance with an example of the present disclosure.

Referring to FIG. 23, the network resource monitoring
device may include: a memory 231, a processor 232, a bus
233 and an IO port 234.

The memory 231 may connect with the processor 232 and
the bus 233. The processor 232 may communicate with an
external device via the I/O port 234.

The memory 231 may store a service request processing,
and network resource momtoring module 221.

The processor 232 may communicate with the memory
231, execute an operation performed by the service request
processing and network resource monitoring module 221.

The memory 231 may further store the network model

generation module 222, the service template generation
module 223 and the resource zone division module 224. The
processor 232 may further execute operations respectively
performed by the network model generation module 222, the
service template generation module 223 and the resource
zone division module 224.

According to an example, the above service request
processing and network resource monitoring module 221,
the network model generation module 222, the service
template generation module 223 and the resource zone
division module 224 may be machine readable instructions.
The memory 231 may be a non-transitory computer readable
storage medium.

FIG. 24 1s a schematic diagram illustrating structure of a
network resource matching device in accordance with an

10

15

20

25

30

35

40

45

50

55

60

65

20

example of the present disclosure. Referring to FIG. 24, the
device may include: a service request processing module

241.

The service request processing module 241 may be con-
figured to receive a service request from a tenant, search for
a service template providing a service according to type of
the service 1n the service request, search for a resource zone
matching the service template from a resource pool, obtain
a network model role zone of the service template, obtain a
network model role zone of the resource zone, search for a
network resource from the resource zone matching the
service template according to the network model role zone
of a service unmit in the service template. The network
resource and the service unit belong to the same network
model role zone and the network resource matches the
service unit.

The network resource matching device may further
include: a resource zone role division module 242 and a
service template role zone division module 243.

The resource zone role zone division module 242 may be
configured to divide the resource zone 1nto one or multiple
network model role zones according to network roles of
network resources of the resource zone 1n a network model.
One network resource may belong to one network model
role zone.

According to an example of the present disclosure, one
network resource may belong to only one network model
role zone.

The service template role zone division module 243 may
be configured to divide the service template mnto one or
multiple network model role zones according to network
roles of service units of the service template 1n the network
model. One service unit may belong to one network model
role zone.

According to an example, one service unit may belong to
only one network model role zone.

According to an example, the service request may further
include: tenant information.

The service request processing module 241 may be fur-
ther configured to:

obtain a first network resource corresponding to an access
point of the tenant from the resource zone matching the
service template according to access point information in the
tenant information, search for a first service unit matching
the first network resource from a first network model role
zone of the service template, take the first network resource
and the first service unit as matched starting points; and/or

search for a second network resource accessed by the
tenant from the resource zone matching the service template
according to the type of the service in the service request,
search for a second service unit matching the second net-
work resource from the last network model role zone of the
service template and take the second network resource and
the second service unit as matched ending points;

search for the network resource matching the service unit
between the matched starting points and matched ending
points of the service template from the resource zone
matching the service template.

According to an example, the service request processing
module 241 may be further configured to search for the first
service unit, in which the first service unit may do not have
a access link and a device type of the first service unit may
be an access device, from the first network model role zone
of the service template.

According to an example, the device shown 1 FIG. 24
may further include: a network model generation module
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244, a service template generation module 245 and a
resource zone division module 246.

The network model generation module 244 may be con-
figured to generate the network model with network roles.

The service template generation module 245 may be
configured to apply one or multiple service units into the
network roles 1n the network model to generate the service
template applied to the network model.

The resource zone division module 246 may be config-
ured to find network resources 1n an actual network, perform
a pooling operation for the network resources, form the
resource pool with the network resources according to actual
networking requirements, divide the network resources in
the resource pool into one or multiple resource zones and
allocate a network model for each resource zone according
to the network model generated by the network model
generation module 244,

According to an example, the service request processing
module 241, resource zone role division module 242, service
template role zone division module 243, network model
generation module 244, service template generation module
245 and resource zone division module 246 may be software
modules, e.g., sets of machine readable instructions, stored
in a hardware memory device. In another example, the
service request processing module 241, resource zone role
division module 242, service template role zone division
module 243, network model generation module 244, service
template generation module 245 and resource zone division
module 246 may be hardware modules on a hardware
device. In a further example, the service request processing
module 241, resource zone role division module 242, service
template role zone division module 243, network model
generation module 244, service template generation module
245 and resource zone division module 246 may include a
combination of software and hardware modules.

FI1G. 25 15 a schematic diagram illustrating another struc-
ture of the network resource matching device 1n accordance
with an example of the present disclosure.

Referring to FIG. 25, the network resource matching
device may include: a memory 251, a processor 252, a bus
2353 and an IO port 254.

The memory 251 may connect with the processor 252 and
the bus 253. The processor 252 may communicate with an
external device via the I/O port 254.

The memory 251 may store the service request processing
module 241.

The processor 252 may communicate with the memory
251, execute an operation performed by the service request
processing module 241.

The memory 251 may further store the resource zone role
division module 242, service template role zone division
module 243, network model generation module 244, service
template generation module 245 and resource zone division
module 246. The processor 252 may further execute opera-
tions respectively performed by the resource zone role
division module 242, service template role zone division
module 243, network model generation module 244, service
template generation module 245 and resource zone division
module 246.

According to an example, the service request processing
module 241, resource zone role division module 242, service
template role zone division module 243, network model
generation module 244, service template generation module
245 and resource zone division module 246 may be machine
readable instructions. The memory 251 may be a non-
transitory computer readable storage medium.
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What has been described and illustrated herein are
examples of the disclosure along with some variations. The
terms, descriptions and figures used herein are set forth by
way of 1illustration only and are not meant as limitations.
Many variations are possible within the scope of the disclo-
sure, which 1s intended to be defined by the following
claims—and their equivalents—in which all terms are meant
in their broadest reasonable sense unless otherwise 1ndi-
cated.

What 1s claimed 1s:

1. A network configuration auto-deployment method,
comprising;

locating, by a processing device, a service template pro-

viding a service according to a type of the service;
locating a resource zone matching the service template
from a resource pool;

locating a network resource matching a service unit in the

service template from the resource zone; and

sending a network parameter for the service unit to the

network resource, mcluding:

in response to a determination that a network of the
network resource 1s a physical network, sending the
network parameter for the service unit to the network
resource,

in response to a determination that the network 1s a
Software Defined Networking (SDN) network, con-
verting the network parameter for the service unit
into a flow table rule, and sending the flow table rule
to a controller, wherein the controller 1s to send the
flow table rule to the network resource, and

in response to a determination that the network 1s a
virtual network, sending the network parameter for
the service unit to the network resource via calling an
interface of the network resource or an interface
provided by a management system managing the
virtual network.

2. The method according to claim 1, further comprising:

generating a network model with a network role;

applying the service unit to the network role in the
network model to generate the service template applied
to the network model;

performing a pooling operation for the network resource

in the network to generate the resource pool, dividing
the network resource 1n the resource pool mto the
resource zone and allocating the network model to the
resource zone.

3. The method according to claim 2, wherein locating the
resource zone matching the service template from the
resource pool comprises:

identifying the network model, to which the service

template applies;

locating the resource zone corresponding to the network

model, to which the service template applies, from the
resource pool; and

taking the resource zone as that matching the service

template.

4. The method according to claim 3, further comprising:

locating a network, role location and function of which

matches that of the network resource from the network
model corresponding to the resource zone according to
the location and function of the network resource in the
resource Zone;

wherein locating the network resource matching the ser-

vice unit 1n the service template from the resource zone
comprises: 1dentifying the network role of the service
unit 1n the service template, locating network resources
with the network role from the resource zone and
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locating the network resource, location and function of

which matches with that of the service unit from the
network resources.

5. The method according to claim 2, further comprising;:

determining a discovery scope of the network resource;

searching for all nodes and links via topology in the
discovery scope; and

forming the network resource in the resource with the

nodes and links.

6. The method according to claim 2, wherein allocating
the network model to the resource zone comprises:

determining a network model comprising a network role,

location and function of which matches that of the
network resource 1n the resource zone; and

allocating the network model to the resource zone.

7. The method according to claim 2, wherein the service
unit 1s a virtual object and the virtual object comprises: a
vNet, a vDev, a vController, a vLLink, a vPort, a vIP service,
a vSecurity resource, a vHost or a vApp resource.

8. A network configuration auto-deployment device, com-
prising: a processor and a non-transitory storage medium
storing machine readable mstructions that when executed by
the processor cause the processor to:

locate a service template providing a service according to

a type of the service;
locate a resource zone matching the service template from
a resource pool;

locate a network resource matching a service unit in the

service template from the resource zone;

send a network parameter for the service unit to the

network resource;

determine a network model comprising a network role, a

location and a function that matches a function of the
network resource 1n the resource zone; and

allocate the network model to the resource zone.

9. The device according to claim 8, wherein, to allocate
the network model to the resource zone, the instructions are
to cause the processor to:

apply the service unit to the network role 1n the network

model to generate the service template applied to the
network model; and

perform a pooling operation for the network resource 1n a

network to generate the resource pool, divide the net-
work resource 1n the resource pool into the resource
zone and allocate the network model to the resource
Zone.

10. The device according to claim 9, wherein the mstruc-
tions are to cause the processor to:

identily the network model, to which the service template

applies,

locate the resource zone corresponding to the network

model, to which the service template applies, from the
resource pool, and

take the resource zone as that matching the service

template.

11. The device according to claim 10, wherein the instruc-
tions are to cause the processor to:

locate a network role, location and function of which

matches that of the network resource, from the network
model corresponding to the resource zone according to
the location and function of the network resource in the
resource zone; and

identily the network role of the service unit in the service

template, locate network resources with the network
role from the resource zone and locate the network
resource, location and function of which matches with
that of the service unit from the network resources.
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12. The device according to claim 9, wherein the 1nstruc-
tions are to cause the processor to:

determine a discovery scope of the network resource,

locate all nodes and links via topology 1n the discovery
scope and form the network resource in the resource
pool with the nodes and links.

13. The device according to claim 9, wherein the nstruc-
tions are to cause the processor to:

send the network parameter for the service unit to the

network resource when the network 1s a physical net-
work,
convert the network parameter for the service unit 1nto a
flow table rule and send the flow table to a controller,
which stores the tlow table rule or sends the tlow table
rule to the network resource, 1n a Software Defined
Networking (SDN) network when the network 1s the
SDN network, and

send the network parameter for the service unit to the
network resource via calling an interface of the network
resource or an interface provided by a management
system managing a virtual network when the network
1s the virtual network.

14. A non-transitory computer readable storage medium
storing mstructions that when executed by a processor cause
the processor to:

locate a service template providing a service according to

a type of the service;
locate a resource zone matching the service template from
a resource pool;

locate a network resource matching a service unit in the

service template from the resource zone; and

send a network parameter for the service unit to the

network resource,

wherein to locate the network resource matching the

service umt in the service template from the resource

zone, the instructions are to cause the processor to:

identily a network role of the service unit 1n the service
template, and

from the resource zone, locate the network resource, a
location and a function that matches a function of the
network role of the service unit 1n the service tem-
plate.

15. The non-transitory computer readable storage medium
according to claim 14, wherein the instructions are to cause
the processor to:

generate a network model with a network role;

apply the service unit to the network role 1n the network

model to generate the service template applied to the
network model; and

perform a pooling operation for the network resource in a

network to generate the resource pool, divide the net-
work resource in the resource pool mnto the resource
zone, and allocate the network model to the resource
Zone.

16. The non-transitory computer readable storage medium
according to claim 15, wherein the instructions are to cause
the processor to:

determine a discovery scope of the network resource,

locate all nodes and links via topology 1n the discovery
scope and form the network resource in the resource
pool with the nodes and links.

17. The non-transitory computer readable storage medium
according to claim 15, wherein the istructions are to cause
the processor to:

send the network parameter for the service unit to the

network resource when the network 1s a physical net-
work,
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convert the network parameter for the service unit into a
flow table rule and send the flow table to a controller,
which stores the flow table rule or sends the flow table
rule to the network resource, 1n a Software Defined
Networking (SDN) network when the network 1s the
SDN network, and

send the network parameter for the service umt to the
network resource via calling an interface of the network
resource or an interface provided by a management
system managing a virtual network when the network
1s the virtual network.

18. The non-transitory computer readable storage medium
according to claim 15, wherein, to allocate the network
model to the resource zone, the instructions are to cause the
processor to:

determine a network model comprising a network role, a
location and a function that matches a function of the
network resource 1n the resource zone, and

allocate the determined network model to the resource
Zone.

19. The non-transitory computer readable storage medium
according to claim 13, wherein the mstructions are to cause
the processor to:

identify the network model, to which the service template
applies;

locate the resource zone corresponding to the network
model from the resource pool; and

utilize the resource zone found 1n the resource pool for the
service template.
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