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HTTP/1.1 200 OK
Date: Sun, 13 Mar 2011 20:52:58 GMT
Server: Apache
Set-Cookie: user_id=06242010
Accept-Ranges: bytes

710 Cache-Control: max-age=60, private, private
Expires: Sun, 13 Mar 2011 20:53:54 GMT
Content-Type: text/ntm
Vary: User-Agent,Accept-Encoding
Content-Length: 24359
Keep-Alive: timeout=2, max=10
Connection: Keep-Alive

<IDOCTYPE HTML PUBLIC "-IIW3C//DTD HTML 4.01 Transitional//
EN""http://iwvww.w3.0rg/TR/htmi4/loose.dtd"><htmi lang="en">
<head>
<titie>NewNews.com - All the News That's Fit To Be Tied</title>
<meta http-equiv="refresh" content="1800;uri=?refresh=1">
<script src="http://mww.resolvecom.com/scripts/keyworddetector.js"
re1 a{ type="text/javascript"></script>
<script >
keywordRedirect();
791b function keywordRedirect() {

}
</script>

</head>

721

720
<body id="NewNewsMainPage">

<h2>Welcome to NewNews.com</h2>
<p>Your source for the most cutting edge and up to date news</p>
<div id="breaking_news">
<yl>

122 <li><a href="/world/freedonia/events.rb?article id=07021974">8.9
Magnitude Earthquake Rocks Freedonia</a>

<li><a href="/local/US_IN_Granger/

events.rb?article _id=02131980">Viliage Idiot Wins Lottery, Loses Ticket</a>
</ul>
</body>
</htmi>

Figure 7
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Receive Brand Management
1410 | Participation Information

1420 Generate Suggested Third
— Parties
1430 Receive Selection of One or

More Third Parties

1440 Transmit Third Party
Selection Information

1450 Receive Brand-Driven
Keyword Mapping

1460 Transmit Brand-Driven
Keyword Mapping

1470 Accept or Decline Brand-
Driven Keyword Mapping

Store Accepted Brand-Driven
Keyword Mapping

1480

FIG. 14
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1

METHODS AND SYSTEMS FOR PROVIDING
CONTENT PROVIDER-SPECIFIED URL
KEYWORD NAVIGATION

This application 1s a continuation in part of U.S. appli-
cation Ser. No. 13/250,864, filed Sep. 30, 2011, and claims
priority to U.S. Provisional Patent Application No. 61/452,
516, filed Mar. 14, 2011, both of which are incorporated

herein by reference in their entireties.

TECHNICAL FIELD

The present disclosure relates generally to methods and
systems for providing webpages in response to keywords
embedded 1 uniform resource locators requested by clients.

BACKGROUND

Currently, end users have essentially two options for
locating content relevant to a particular topic. Users may
search for webpages relevant to a topic by entering key-
words associated with the topic mto a search engine and
reviewing the search engine’s results. However, because
search engines typically index, and thus search, many mil-
lions of different webpages, users may have to review many
search results 1n order to find webpages relevant to the topic
they are searching for. For example, the information a user
seeks may be located near the end of a long result list, and
the user may give up before reaching 1t. Moreover, search
engines typically determine webpages that are relevant to
keywords through machine algorithms based primarily on
textual analysis and rankings of pages based on the number
of links to such pages from other webpages, rather than by
human judgment.

Alternatively, 11 a user wishes to locate a webpage rel-
evant to a given topic within a particular content provider’s
website—such as product or promotion being offered by an
online retaller—the user may 1nstead navigate directly to the
content provider’s website 1n order to search for relevant
webpages. If the content provider’s website provides search
functionality, then the user may perform a search on the
content provider’s website for one or more keywords
descriptive of the topic. However, often the user must still
wade through search results in which webpages are listed
based on machine algorithms, rather than a predetermined
decision by the content provider as to which webpage should
be defimtively associated with a given topic. Or, 11 no such
search functionality exists on the content provider’s website,
the user may need to simply explore the website through
traditional web-navigation techniques, mn which case the
information sought may be buried under several menus or
links, and thus may diflicult for the user to find.

One solution to the above problem 1s the use of domain-
specific, or i-site, keywords, as described in U.S. patent
application Ser. No. 12/982,145, which 1s presently assigned
to the same assignee as the current application, and consti-
tutes a part of this application as though set forth within.
Through the use of in-site keywords, a content provider,
such as a domain name owner, may compile 1n advance a list
of keywords mapped to specific webpages on the content
provider’s website. For example, a user may enter a search
tem—e.g., “dynamite”—in a navigation or keyword box
provided on the “acmecorp.cc” website. Acme Corp. may
have created a keyword “dynamite” that maps the search
tem “dynamite” directly to a webpage that provides a list of
explosives-related 1tems available for purchase—e.g.,
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“http://acmecorp.cc/acme/products/road_runner_accesso-
ries/weaponry/explosives.aspx’.

Thus, rather than presenting the user with a traditional list
ol search results for all webpages across the Acme Corp.
website that contain the text “dynamite,” the user may
instead be taken directly to the “explosives.aspx” webpage
in response to entering the search term “dynamite” 1n the
navigation or keyword box. This technique has advantage
that the content provider itself may determine which web-
page 1s most relevant to a given topic, which web users may
rely on when searching a website for a particular product or
promotion. It also has the advantage that 1t 1s not dependent
on machine algorithms or keyword similarities, as the
“explosives.aspx” webpage may not even contain the text
“dynamite,” but instead may offer only TNT-related prod-
ucts. And, as further described 1n U.S. patent application Ser.
No. 12/982,145, search terms entered into such a navigation
or keyword box may, 1n some circumstances, be serviced by
a third-party service provider or resolution server, thus
obviating the need for special configuration on the content
provider’s web servers.

However, even using the above approach, in some cir-
cumstances, users may still need to first navigate to the
homepage or other webpage within the content provider’s
website 1n order to locate an in-site keywords box, and
would also need to be able to determine whether a given
search box utilizes the above approach or merely provides
traditional text-based searching functionality. Therefore, a
need exists for methods and systems for enabling users to
request webpages using content provider- or domain-spe-
cific keywords 1n a more direct manner that may easily be
employed for any website that implements site-specific
keywords and that will have no impact on navigation within
websites to that do not implement site-specific keywords.

BRIEF SUMMARY

Consistent with an exemplary embodiment of the present
invention, there 1s provided an apparatus for retrieving a
webpage associated with a domain-specific keyword, com-
prising: a memory;, and a processor communicatively
coupled to the memory, the processor being configured to:
receive an instruction from a client to request a first resource
defined by a first URL, wherein the first URL 1includes a
keyword 1n the form of a fragment i1dentifier; send a first
HTTP request to a first web server associated with a domain
specified by the first URL; receive a first HI'TP response
from the first web server, wherein the first HT'TP response
communicates a client-executable program; and execute the
client-executable program, wherein executing the client-
executable program comprises: determining a second URL
associated with the first URL, the second URL being asso-
ciated with a target page and being established by a third
party not associated with the domain.

Consistent with a further exemplary embodiment of the
present invention, there 1s provided a non-transitory com-
puter-readable medium encoded with instructions which,
when executed on a processor, perform a method, the
method comprising: receiving a user selection of an
accepted third party; transmitting third party selection infor-
mation to the accepted third party, the third party selection
information being based on the user selection; and receiving
brand-driven keyword data from the accepted third party in
response to the transmission of the third party selection
information, the brand-driven keyword data mapping a
keyword to a particular URL.
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Consistent with a further exemplary embodiment of the
present invention, there 1s provided an apparatus for retriev-
ing a webpage associated with a brand-specific keyword,
comprising: a memory; and a processor communicatively
coupled to the memory, the processor being configured to:
receive a user selection of an accepted third party; transmit
third party selection information to the accepted third party,
the third party selection information being based on the user
selection; receive brand-driven keyword data from the
accepted third party in response to the transmission of the
third party selection information, the brand-driven keyword
data mapping a brand-driven keyword to a particular brand-
driven URL; receive an instruction to obtain information
suflicient to access a second URL, the instruction being
based on a second keyword; and provide a response with
information suflicient to access the second URL, the second
URL being determined based on an evaluation of the second
keyword and the brand-driven keyword data.

Additional objects and advantages will be set forth 1n part
in the description that follows, and in part will be obvious
from the description, or may be learned by practice of the
invention. The objects and advantages will be realized and
attained by means of the elements and combinations par-
ticularly pointed out 1n the appended claims. It 1s to be
understood that both the foregoing general description and
the following detailled description are exemplary and

explanatory only and are not restrictive of the invention, as
claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in
and constitute a part of this specification, illustrate various
embodiments of the invention and together with the descrip-
tion, serve to explain the principles of the mvention. In the
drawings:

FIG. 1 1s a diagram 1illustrating an exemplary keyword
navigation system, consistent with certain disclosed embodi-
ments;

FIG. 2 1s a flow diagram 1llustrating exemplary processes
performed by a keyword management server, consistent
with certain disclosed embodiments;

FIG. 3 1s an exemplary interface provided by a keyword
resolution server to enable a content provider to create,
modity, and delete keyword-webpage mappings, consistent
with certain disclosed embodiments:

FI1G. 4 1s a flow diagram 1llustrating an exemplary method
of resolving a user-supplied keyword to a content provider-
specified webpage, consistent with certain  disclosed
embodiments;

FIG. 5 1s list of exemplary URLs containing URL key-
words, consistent with certain disclosed embodiments:

FIG. 6 1s an exemplary HT'TP request resulting from the
entry of a URL containing a URL keyword, consistent with
certain disclosed embodiments:

FIG. 7 1s an exemplary HTTP response from keyword-
enabled web server, consistent with certain disclosed
embodiments;

FIG. 8 1s an exemplary URL for requesting resolution of
a URL keyword, consistent with certain disclosed embodi-
ments;

FIG. 9 1s an exemplary URL corresponding to a content
provider-specified keyword-webpage mapping, consistent
with certain disclosed embodiments;

FIG. 10 1s an exemplary implementation of an exemplary
embodiment consistent with the present invention;
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FIG. 11 1s an exemplary implementation of keyword/URL
mapping on the server side consistent with the present
imnvention;

FIG. 12 1s an exemplary implementation of keyword/URL
mapping on the client side consistent with the present
invention; and

FIG. 13 1s an exemplary implementation of keyword/URL
mapping using HTTP redirect.

FIG. 14 1s flow diagram illustrating exemplary brand
management processes performed by a brand management
component of the keyword management server, consistent
with certain disclosed embodiments.

FIG. 15 1s an exemplary interlace provided by a keyword
resolution server to enable a content provider to manage
brand-driven keyword mapping, consistent with certain dis-
closed embodiments.

FIG. 16 1s an exemplary interface provided by a keyword
resolution server to enable a third party to participate in
brand-driven keyword mapping, consistent with certain dis-
closed embodiments.

DETAILED DESCRIPTION

The following detailed description refers to the accom-
panying drawings. Wherever possible, the same reference
numbers afire used in the drawings and the following
description to refer to the same or similar parts. While
several exemplary embodiments and features of the mven-
tion are described herein, modifications, adaptations, and
other implementations are possible, without departing from
the spirit and scope of the invention. Accordingly, the
following detailed description does not limit the invention.
Instead, the proper scope of the invention 1s defined by the
appended claims.

FIG. 1 1s a diagram 1illustrating an exemplary URL
keyword resolution system 100 that may be used to imple-
ment disclosed embodiments, including exemplary system
components. The components and arrangement, however,
may be varied. URL keyword resolution server 120 may
include a processor 122, a memory 123, mput/output (I/0)
devices (not shown), and storage 121. URL keyword reso-
lution server 120 may be implemented in various ways. For
example, URL keyword resolution server 120 may be a
general purpose computer, a server, a mainframe computer,
or any combination of these components. URL keyword
resolution server 120 may communicate over a link with
network 115. For example, the link may be a direct com-
munication link, a LAN, a WAN, or other suitable connec-
tion. Network 115 may include the Internet. URL keyword
resolution server 120 may be standalone or 1t may be part of
a subsystem, which may, 1n turn, be part of a larger system,
such as a legacy domain registration system.

Processor 122 may include one or more known processing,
devices, such as a microprocessor from the Pentium™ or
Xeon™ family manufactured by Intel™, the Turion™ fam-
1ly manufactured by AMD™, or any of various processors
manufactured by Sun Microsystems. Memory 123 may
include one or more storage devices configured to store
information used by processor 122 to perform certain func-
tions related to disclosed embodiments. Storage 121 may
include a volatile or non-volatile, magnetic, semiconductor,
tape, optical, removable, nonremovable, or other type of
storage device or computer-readable medium.

In one embodiment, memory 123 may include one or
more keyword resolution programs or subprograms 124
loaded from storage 121 or elsewhere that, when executed
by URL keyword resolution server 120, perform various
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procedures, operations, or processes consistent with dis-
closed embodiments. For example, memory 123 may
include a keyword registry program that authenticates a
domain name and allows a domain name controller to set up
and maintain keywords for the domain name; a keyword
resolution program that receives user requests to resolve one
or more keywords within a domain, matches the keyword/
domain name combination to, a target URL, and provides
the target URL to the user; a reporting program that displays
statistics about keyword usage, resolution requests, and
other metrics; an integrative support program that links the
other programs and allows them to use a common database,
provides a common user interface, performs basic book-
keeping tasks, (such as storing the user’s mput, etc.), and
provides user guidance and help; and a brand management
program that allows a domain name controller to enable a
third party to provide keywords for the domain. Memory
123 may also include other programs that perform other
functions and processes, such as programs that provide
communication support, Internet access, etc.

Methods, systems, and articles of manufacture consistent
with disclosed embodiments are not limited to separate
programs or computers configured to perform dedicated
tasks. For example, memory 123 may be configured with a
keyword resolution program 124 that performs several func-
tions when executed by processor 122. For example,
memory 123 may include a single program 124 that per-
forms the functions of the keyword resolution system, or
program 124 could comprise multiple programs. Moreover,
processor 122 may execute one or more programs located
remotely from URL keyword resolution server 120. For
example, URL keyword resolution server 120 may access
one or more remote programs that, when executed, perform
functions related to disclosed embodiments.

Memory 123 may be also be configured with an operating
system (not shown) that performs several functions well
known 1n the art when executed by URL keyword resolution
server 120. By way of example, the operating system may be
Microsoft Windows™, Unix™, [Linux™, Solaris™, an
Apple Computers operating system, Personal Digital Assis-
tant operating system such as Microsoit CE™, or some other
operating system. The choice of operating system, and even
the use ol an operating system, 1s not critical to any
embodiment.

URL keyword resolution server 120 may include one or
more 1/0 devices (not shown) that allow data to be recerved
and/or transmitted by URL keyword resolution server 120.
I/0O devices may also include one or more digital and/or
analog communication input/output devices that allow URL
keyword resolution server 120 to communicate with other
machines and devices, such as web server 140 or client
computer 150. URL keyword resolution server 120 may
receive data from external machines and devices and output
data to external machines and devices via I/O devices. The
configuration and number of mmput and/or output devices
incorporated 1in I/O devices may vary as appropriate for
certain embodiments.

URL keyword resolution server 120 may also be com-
municatively connected to one or more data repositories
130, e.g., through network 115. Data repository 130 may
include one or more files or databases 131 that store infor-
mation and are accessed and/or managed through URL
keyword resolution server 120. By way of example, the
databases may be Oracle™ databases, Sybase™ databases,
or other relational databases, or non-relational databases,
such as HBase or Cassandra. The databases or other files
may include, for example, data and information related to

10

15

20

25

30

35

40

45

50

55

60

65

6

domain names, keywords for domain names, descriptions,
statistics, and other data related to keywords, etc. Systems
and methods of disclosed embodiments, however, are not
limited to separate databases.

URL keyword resolution server 120 may also be com-
municatively connected to one or more client computers 150
through network 115. Client computer 150 may include a
processor 151, a memory 152, and a web browser 153 to
communicate with URL keyword resolution server 120
and/or web server 140. Client computer 150 may also be
communicatively connected to web server 140 through
Network 115. In some embodiments, URL keyword resolu-
tion server 120 may send data to processor 151 and web
browser 153, and web browser 153 may display the data as
a keyword registration interface. In some embodiments, a
client computer 150 may communicate with web server 140
using the HTTP protocol to retrieve and display webpages
provided by web server 140. In some embodiments, a client
computer 150 may transmit URL and keyword data to URL
keyword resolution server 120 and may receive back target
URL data corresponding to a URL designated by a content
provider for particular domain/keyword pairs.

Web server 140 may be owned or operated by a content
provider or domain name controller and may store web
pages and other Internet resources associated with one or
more domain names. Web server 140 may include a pro-
cessor 142, a storage 141, and a memory 143. Storage 141
may be a volatile or non-volatile, magnetic, semiconductor,
tape, optical, removable, nonremovable, or other type of
storage device or computer-readable medium and may con-
tain data used to display individual web pages. In disclosed
embodiments, memory 143 may include one or more web
server programs for receiving and responding to HTTP
requests; one or more server-side scripts 143 for providing
dynamic webpages; and one or more keyword resolution
programs 146 for receiving and resolving requests for URL/
keyword pairs. Each such program, for example, may be
loaded from storage 141 or elsewhere.

FIG. 2 1s flow diagram 1illustrating exemplary processes
performed by a keyword management server, consistent
with disclosed embodiments. A keyword resolution service
provider may provide the majority of technical infrastructure
for enabling a content provider to implement URL keyword
functionality consistent with the present imvention. For
example, the keyword resolution service provider may use a
keyword management server to provide content providers
with an interface, such as the interface depicted 1n FI1G. 3, for
registering and managing URL keywords.

In step 205, after a user acting on behall of a content
provider logs into the keyword management intertace 300,
the keyword management server receives a domain name
(which may include path or query string information as well)
from the user indicating a domain name for which the user
wishes to register a keyword. A domain name 1dentifies a
realm of authority or control of Internet resources. Domain
names are often hostnames that identily websites. For
example, acmecorp.cc may be a domain name used by the
Acme Corporation. Domain names are often registered
through domain name Registrars to signify an exclusive
right to use the Internet resources associated with the
domain names.

In step 210, for security purposes, the keyword manage-
ment server may first require the user to authenticate the
entered domain name by demonstrating that the user has
authority to register keywords for 1t. For example, the
keyword management server may create a meta tag for the
user to msert into the home page of the domain. Such a meta
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tag may look like “<meta name="“keyword-verification”
content="djkaoieiosldisa”/>.” The keyword management
server may store the domain name and the value of the
content field 1n a database or other file. After the meta tag has
been inserted 1nto the home page, the user may return to the
authentication process. The keyword management server
may then examine the home page of the domain in order to
detect the presence of the meta tag. If the meta tag exists and
has a content value matching the value stored by the
keyword management server, then the user may be verified
as having control over the domain name.

In alternate embodiments, a user may be requested to set
up a CNAME record 1in the domain name system (DNS). A
DNS record stores information used to resolve Internet
address requests 1nto a physical resource. A CNAME record
specifies that a domain name 1s an alias of another domain.
The keyword management server may, for example, instruct
the domain name controller to add a CNAME Host of
“dikaoierosldisa” and a CNAME Text of “www.resolvecoms-

com” to the DNS. The keyword management server may
store the CNAME Host with the domain name 1n a local
database. After the CNAME record has been set up, the user
may return to the authentication process. The keyword
management server may then query the DNS of the domain
to look for the CNAME Host and, 1f 1t 1s found and matches
the stored CNAME Host, the user may be verified as the
owner of the domain name.

For authenticated domain names, in Step 215, the key-
word management server may allow a domain name con-
troller to provide keywords for the domain. The keyword
management server may provide an interface, such as the
interface shown 1n FIG. 3, that allows a content provider or
domain name controller to set up keywords. Keywords may
be associated with a domain name, and the keyword man-
agement server may display the current domain name 305 1n
the interface. As shown 1n FIG. 3, the keyword management
server may receive at least keyword 310 and URL 313 from
the domain name controller, forming a keyword-URL parr.
The URL identifies a specific web page that the domain
name controller desires to associate with the keyword, such
that a properly formatted to request to the domain name 305
that also includes the keyword 310 will automatically redi-
rect the user to URL 3185.

URL 315 may be a web page hosted at domain 303, but
it need not be. URL 315 may be the address of any web page
of any domain that the domain name controller chooses.
After receiving the keyword and URL, the keyword man-
agement server may store the keyword-URL pair in a
database or other file. The keyword-URL pair 1s associated
with the current domain name 305.

In addition to this information, the keyword management
server may also gather additional information, or metadata,
related to a keyword through, for example, 1con 320. This
additional mnformation may include, but 1s not limited to, a
description of the URL or a description of the keyword. A
URL description may be a business description of the URL
that the domain name controller chooses. The description
may also be used on keyword statistic reports and other
reports generated by the keyword management server.

The interface may also include a brand management
component that allows the domain name controller to enable
one or more third parties that do not own the domain to
provide keywords for the domain. For example, the user
may press button 350 to request that the keyword manage-
ment server generate a suggested list of third parties. The
keyword management server may display this list to the
domain name controller. The domain name controller may
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also provide suggested third parties to the keyword man-
agement server that are not on the generated list. The brand
management component 1s further described 1n detail below.

A keyword-URL pair may also be mapped to a location.
A location may specily a zip code, a state, an area code, a
country, a geo-location code, or some other geographic
identifier. For example, a domain name controller may
desire to have a different web page display for website
visitors located 1n Hawaii than for website visitors located in
Minnesota. A keyword resolution server may receive a
geo-location code from a device supporting GPS or may use
a source IP address of the website visitor to determine the
location of the website visitor. The keyword resolution
server may use this mformation to select a keyword-URL
pair. The location allows a domain name controller to run
regional advertising campaigns and direct website visitors to
the appropriate regional offers.

A keyword may also have associated device metadata.
The device may represent, for example, a personal digital
assistant (PDA), a smart phone, a laptop, a tablet, etc. The
device may enable the keyword resolution server to redirect
a website visitor to the web page appropriate for the device
type. For example, a domain may have one web page for
mobile devices, such as a PDA or smart phone, and another
web page for all other devices. The keyword resolution
server may be configured to determine the type of device
that initiated the keyword resolution request for the provided
domain/keyword and use the device type to choose an
appropriate keyword-URL pair.

The keyword management server may use keyword type
325 of FIG. 3 to identify keywords with locations or devices.
For example, a keyword with a type of “R” may not have
any associated locations or devices. A keyword with a type
of “L” may have locations associated with the keyword and
a keyword with a type of “D” may have devices associated
with the keyword.

In step 220, after the content provider or domain name
controller has registered, modified, or deleted keyword
mapping as necessary, the user may press button 330 to
request that the keyword management server generate an
appropriate client-executable program for embedding within
content provider HT'TP responses to enable user-provided
URL keywords to be detected and resolved, as further
described below. And, in step 2235 the appropriate client-
executable program, such as a JavaScript program, may be
displayed for the user to copy and to place within the content
provider’s server logic.

FIG. 14 1s flow diagram illustrating exemplary brand
management processes performed by a brand management
component of the keyword management server, consistent
with disclosed embodiments. In step 1410, the keyword
management server may receive brand management partici-
pation information indicating that a user acting on behalf of
a content provider, such as a domain name controller, wants
to participate 1n brand management by enabling a third party
to provide keywords for the domain name. The user may
submit the brand management participation information to
the keyword management server by clicking on button 350
of keyword management interface 300, or may use any other
known method to transmit the brand management partici-
pation information to the keyword management server.
Clicking on button 350 may redirect the user from keyword
management interface 300 to a domain owner brand man-
agement interface. An exemplary domain owner brand man-
agement 1nterface 1s shown in FIG. 15. While the domain
owner brand management interface i1s separate from the
keyword management interface in this exemplary embodi-
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ment, the brand management interface and the domain
owner keyword management interface may be combined
into a single interface or may be separated into more than
two 1nterfaces.

In step 1420, the keyword management server may gen-
crate a list of suggested third parties. The list may be
generated automatically from the domain name registry or
from third parties who have provided information to the
keyword management server indicating that the third parties
are mterested 1n participating in brand management. The list
may be displayed to the user on the domain owner brand
management interface, such as section 1510 of interface
1500 shown 1n FIG. 15. The domain name controller may
review the list of available third parties and select one or
more of those third parties to enable the third party to
propose brand-driven keyword mapping for the domain. I
the domain name controller wishes to enable a third party
that wasn’t displayed on section 1510, the domain name
controller may enter the name of that third party using one
or more text boxes 1515. The domain name controller may
submit the selection of the third party to the keyword
management server. For example, the domain name control-
ler may submit the selection to keyword management server
by clicking submit button 1514 on intertace 1500.

In step 1430, the keyword management server may
receive the domain name controller’s selection of one or
more third parties. The keyword management server may
receive the domain name controller’s selection of one or
more third parties using any known method of receiving
data.

In step 1440, the keyword management server may trans-
mit third party selection information to the third parties. The
third party selection information may include information
relating to the domain name that has authorized the third
party to submit proposed brand-driven keyword mappings.
For example, the third party selection information may
include the domain name, the owner of the domain name, the
type of site, and the date and time of the third party
authorization. The keyword management server may display
the third party selection imformation on a third party brand
management interface, such as the exemplary third party
brand management interface shown 1n FIG. 16.

As shown 1n FIG. 16, the third party brand management
interface may include sections 1610, 1620, 1630, 1640, and
1650. They keyword management server may display
domain names that recently authorized the third party to
propose brand-driven keyword mappings in section 1610,
and may display the names of one or more participants that
have accepted one or more of the third party’s brand-driven
keyword mappings 1n section 1620. The keyword manage-
ment server may also display section 1630, which allows a
third party to enter a proposed keyword and proposed
associated URL to submit to the user as a brand-driven
keyword mapping by, for example, pushing submit button
1632. In the example shown 1n FIG. 16, third party “Alpha
Corp.” 1s 1n the process of submitting the keywords “Alpha,”
“Alpha Widgets” and “Alpha Merger” and associated URLs
to the domain name controller for “Acmecorp.com.”

The keyword management server may display keywords
approved by one or more domain names 1n section 1640 and
may display brand-driven keyword mappings that were
rejected by one or more domain name controllers 1n section
1650. While not shown 1n FIG. 16, section 1650 may also
include reasons why the domain name controller rejected the
brand-driven keyword mapping. For example, the domain
name controller may have rejected the brand-driven key-
word mapping because the keyword or the associated URL
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was 1appropriate. As another example, the domain name
controller may have rejected the brand-driven keyword
mapping with the keyword was already 1n use by the user or
by another third party.

Returning to FI1G. 14, 1n step 1450 the keyword manage-
ment server receives the brand-driven keyword mapping
from the third parties. For example, the third party may enter
a keyword 1634 and an associated URL 1636 (show 1n FIG.
16) and submit the brand-driven keyword mapping to the
keyword management server by pressing submit button
1632. If the third party wishes to change the brand-driven
keyword mapping, the third party would submit the new
mapping to the keyword management server for reapproval
by the domain name owner. The domain name controller
may review each revised keyword mapping, or may “opt
out” of approval for trusted third parties. Additionally, the
domain name controller may disable the third party from
providing keyword mapping at any time.

In step 1460, the keyword management server may trans-
mit the brand-driven keyword mapping to the domain name
controller. The keyword management server may then dis-
play the brand-driven keyword mapping on the domain
owner brand management interface, such as on section 1520
of brand management interface 1500 in FIG. 15. The domain
name controller may then determine whether to accept or
reject the brand-driven keyword mapping. For example, as
shown 1n FIG. 15, the domain name controller may select a
button corresponding to “ves” 1f the domain name controller
accepts the keyword mapping, or a button corresponding to
“no” 1f the domain name controller rejects the keyword
mapping. Although not shown in FIG. 15, the domain name
controller may also enter comments indicating the reason
why the domain name controller chooses to reject a keyword
mapping or may also provide proposed alternate keywords
or associated URLs to the keyword management server or
third party. Additionally, the domain name controller may
auto-enable selection by requesting that keyword manage-
ment server compare the name of the third party to the
proposed keywords. It the third party name and the proposed
keyword are similar or 1identical, the domain name controller
may direct the keyword management server to automatically
accept the proposed keyword mapping. Similarly, the
domain name controller may direct the keyword manage-
ment server to automatically decline the proposed keyword
mapping 1f the name of the third party and the keyword do
not match, or if the keyword matches a list of prohibited
keywords that 1s generated by the keyword management
server and/or by the domain name controller.

In step 1470, the keyword management server accepts or
declines the brand-driven keyword mapping based on the
selection of the domain name controller. Once the keyword
1s accepted or declined, the keyword management server
notifies the third party. For example, the keyword manage-
ment server may display information relating to the
approved or rejected brand-drive keyword mapping on third
party brand management interface 1600, such as on sections
1640 or 1650.

In step 1480, the keyword management server stores the
brand-driven keyword mappings accepted by the domain
name controller 1n a brand-driven keyword registry data-
base. The brand-driven keyword mapping 1s used to direct a
client to a webpage 1n response to a user-supplied URL
keyword that 1s the same as or similar to the keyword 1n the
brand-driven keyword mapping. The brand-driven keyword
registry database may also store additional information
related to the brand-driven keyword mapping, such as the
identity of the third party, whether the third party has been
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given permission to automatically update the brand-driven
keyword mapping, statistical information, and various other
information associated with the brand-driven keyword map-
ping.

While FIG. 14 shows a process performed using particu-
lar steps, embodiments consistent with the invention need
not perform all the steps shown i1n FIG. 14, may perform
additional steps, or may perform the steps 1n a different
order.

FI1G. 4 1s a flow diagram depicting an exemplary method
of directing a client to a webpage 1n response to a user-
supplied URL keyword, consistent with certain disclosed
embodiments. In the embodiment depicted i FIG. 4, a client
410, such as an end user, may send an HTTP request to a
content provider server 420 for a webpage associated with a
URL (step 411).

For example, as depicted 1n FIG. 5, a user may type the
URL 510 “http://www.newnews.com/#e¢arthquake” into the
address bar of a browser, which may cause the browser to

make an HTTP GET request 600, as depicted in FIG. 6, to
a web server 420 that hosts the “www.newnews.com”
domain name. Specifically, in response to the user specity-
ing URL 510, the HTTP request 600 from the user’s browser
may request the resource 610, which corresponds to the root
“/” directory from the web server 420 that hosts the domain
name 620 “www.newnews.com”. Typically, web servers
will be configured by to transmit a default HTML file, such
as “index.html”, 1n response to a request for the root
directory.

URL 510 may comprise a resource string 510a and a
keyword 5105, as indicated by the pound or hash symbol
“#”. This technique of demarcating URL keywords using
hash symbols 1s similar, for purposes of syntax, to the use of
fragment 1dentifiers in URLs, which are defined by the
Internet Engineering Task Force’s RFC 3986 URL specifi-
cation.

In conventional use, a fragment i1dentifier may be used to
identify a specific section within an HI'ML page received
from a web server and to instruct the browser to navigate
directly to that section when rendering the HTML page. For
example, within the HITML text of a webpage, the author of
the webpage may logically divide the content of the web-
page nto an “mtroduction” section, an “analysis” section,
and a “conclusion” section. The author may further place the
HTML anchor tags ‘<a href="#ntroduction>’, ‘<a
href="#analysis”>’, and ‘<a href="#conclusion”>’, before
the content of the corresponding section. If a user requests
a URL that includes the fragment 1dentifier “#analysis™ and
there exists an HI'ML anchor tag for the “#analysis” frag-
ment 1dentifier, then the user’s browser will not only down-
load and render the HIML of the retrieved HIML docu-
ment, but will also automatically scroll directly to the
section of the HTML document that i1s preceded by the
“#Hanalysis” fragment 1dentifier. Thus, conventionally frag-
ment identifiers are processed entirely within the browser, as
depicted 1n FIG. 6, are not included 1n the specified resource
610 of the browser’s HTTP request 600 to the web server,
and are processed after the content 1s retrieved via HT'TP
request 600. Furthermore, the conventional use of fragment
identifiers does not generate additional HT'TP requests and
1s only used to decide what portion of the content returned

1s displayed to the user when rendering is performed 1n the
browser.

As further described below, however, the syntax of the
fragment 1dentifier may be used instead to indicate a URL
keyword 1n accordance with the present invention. That 1s,
the fragment 1dentifier 5105 “#earthquake” may not indicate
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that the user 1s specilying to the browser an mitial scrolling
focus on a section of the webpage anchored by the text
“earthquake”, but rather that the user 1s requesting that
content provider server 420 respond by directing the user to
whatever specific webpage the content provider has desig-
nated for the keyword “earthquake™, which may be a web-
page diflerent from the webpage that was mitially requested.
In situations 1in which there 1s a conflict such as when the
content provider 1s using the fragment i1dentifier as both an
anchor to an 1nitial page and as a method to direct users to
a specific webpage, the content provider and/or the keyword
resolution service may determine whether or not to make the
anchor or the keyword dominant. For example, the keyword
resolution service may automatically honor the anchor if
there 1s no conflict with a keyword, and if there 1s a contlict,

the keyword may take precedence. Thus, the client would be
directed to the specific webpage.

Continuing with this particular example, the user may
have heard of a recent significant world event imnvolving an
carthquake in some foreign country. And, the user may
turther have desired to consult the website www.newnews.
com for information about the event. However, rather than
first going to the newnews.com homepage and either search-
ing for articles discussing earthquakes, which might range
from scientific explanations of earthquakes to historical
summaries of earthquakes, or attempting to navigate through
traditional navigation techniques, such as menus and sub-
directories to find information on the recent earthquake (for
which the user might not have enough information, such as
the relevant country, to even know where to begin looking),
the user may instead simply specily a base domain name
510a and a keyword 51056 for the topic sought 1n a URL.

By causing a browser to make an HTTP request to this
base domain name/keyword combination, the user 1s essen-
tially requesting that a web server that hosts the
www.newnews.com domain name provide the user with
whatever specific webpage that the NewNews content pro-
vider has designated for that keyword. For example, once
the NewNews content provider becomes aware of a major
foreign earthquake, its editorial stail may create a webpage
that details all of the pertinent information that it believes
users would seek 1f looking for a webpage that provides a
basic overview of the recent earthquake news event. Once
that webpage 1s created and assigned a URL, such as URL
315 of FIG. 3, editorial, or other non-technical, content
providers may log into the keyword system interface 300 to
register the new keyword “earthquake” for the www.
newnews.com domain name and to associate 1t with URL
315.

FIG. 5 depicts other potential forms of URLs in which
keywords may be embedded consistent with embodiments
of the present invention. For example, as in URL 520, which
may be a preferred embodiment, a keyword (here, “anvil™)
may be embedded 1n any form of URL for which a browser
may have suflicient information to make an HT'TP request,
and therefore the scheme or mechanism (here, “http™) may
not be present, and the root directory “V” symbol may also
be omitted between the domain name and the keyword. In
the example of URL 520, a user may apperrd a keyword to
the domain name of an online retailer (here, “acmecorp.cc™)
in order to request a content provider-designated webpage
for a particular type of product for purchase (here, “anvil”).

As shown in URL 530, a keyword may comprise non-
allowed URL characters, such as spaces, which may undergo
URI encoding prior to transmission in an HTTP response in
order to use separate, space-delimited words or to include
special characters, such as non-ASCII characters. In the
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example of URL 530, a user may append a keyword to the
domain name of a local business (here “momandpopshop.
com”) 1n order to request a content provider-designated
webpage for information about a particular promotion or
event (here, “green light special”) that 1s occurring at the
local business.

As shown i URL 540, a keyword may also include
wildcard, regular expression, or other characters to allow for
flexible string matching of keywords; or may include alter-
native keywords, for example, in which alternatives are
separated by a pipe “|I” character. URL 540 also demon-
strates that a keyword need not follow a domain name
directly, but may instead be placed within a directory
structure or other path within the URL. A keyword placed
within a path may be handled 1n a variety of ways. For
example, the keyword may be given preference over any
path information such that any path in the URL 1s simply
ignored 11 a keyword 1s found.

Alternatively, any path that precedes a keyword may limit
the scope or otherwise provide a relevant namespace for that
keyword. For example, a content provider may designate a
first webpage for the keyword “admission™ if 1t 1s placed
within the *“/students/undergraduate/” path in a URL (e.g.,
providing admissions information for undergraduate stu-
dents) and a second webpage for the keyword “admission”
if 1t 1s placed within the */students/graduate/” path in a URL
(e.g., providing admission information for graduate stu-
dents). Similar techniques may be employed for content
providers that offer “vanity” URLs within a single domain
name to various different companies or organizations. For
example, 1n the case of Facebook.com, which oflfers vanity
URLs, such as “www.facebook.com/cocacola” or “www.{a-
cebook.com/toyota”, the same keyword (e.g., “#2011chal-
lenge”) may be linked to different webpages depending on
whether 1t occurs within the “/cocacola” path or the
“/toyota” path.

In the example of URL 540, a user may append a keyword
to the domain name of a university (here, “www.vanderbilt.
edu™) or other non-profit organization (and further within a
path following the domain name) to request a content
provider-designated webpage for general information (e.g.,
a table of contents) about a particular subject (here, “admis-
s10nS”’).

As shown in URL 550, a keyword may also be embedded
within or appended to a query string within a URL. Similar
to URL 540, the query string within URL 5350 may be either
ignored once a keyword is detected or may provide a
namespace within which the keyword has a separate or
distinct meaning. In some embodiments, a URL query string
may simply provide additional parameters to be applied to
any webpage returned 1n response to a user-specified key-
word, such as an instruction that such a webpage should be
provided 1n a particular language (here, “fr” for French) or
in a particular format (here, formatted for a display on a
mobile device). In the example of URL 550, a user may
append a keyword to the domain name of an online infor-
mation service provider (here, “site.netops.globalsecurities-
trade.org”) to request a content provider-designated web-
page that provides status or real-time information about a
particular topic (here, “E'TFs”).

As shown 1n URL 550, a keyword may be appended to a
domain name that includes multiple sub-domain names.
And, similar to the path of URL 340, the specificity of the
preceding domain name may define a namespace within
which the keyword has a separate or distinct meaning. For
example, a content provider may designate a first webpage
for the keyword “ETFs” 1f 1t follows the more generic
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second-level domain name “globalsecuritiestrade.org” (e.g.,
providing mnformation about E'TF products 1n general) and a
second webpage for the keyword “E'TFs” if 1t follows the
more specific sub-domain “netops.globalsecuritiestrade.
org”’ or any other sub-domain within that sub-domain (e.g.,
providing real-time trading prices for various exchange
traded funds). While FIG. 5 shows URLs including top-level
domains, second-level domains, third-level domains, and
fourth-level domains with the fragment i1dentifier and key-
word following the top-level domain, embodiments consis-
tent with the present invention may implement the fragment
identifier and keyword at any domain level within the URL
and/or implement the fragment 1dentifier in URLSs including
one or more of any domain level.

And, as shown in URL 560, multiple keywords 560a,
5605, and 560c may be placed in a URL. In the example of
URL 560, a user may append multiple keywords to the
domain name of an online retailer to request one or more
content provider-designated webpages for particular product
names. Various techniques could be employed for process-
ing multiple keywords, including processing each keyword
to determine whether a match exists and providing a web-
page 1n response to the first keyword that has a designated
webpage; assigning priority orderings for various keywords
and providing the webpage designated for the highest ranked
keyword 1n the URL; or providing specific webpage map-
pings for distinct keyword combinations (e.g., a first web-
page for keyword 3560q, a second webpage for keyword
5600, a third webpage for keyword 560c¢, and a fourth
webpage for the combination of keywords 560a, 5605, and
560c¢).

Other techniques or syntax may be used to identity URL
keywords. For example, a URL keyword may alternatively
be identified by one or more characters, such as “$, “|”’, or
“(@”, that are not valid URL characters unless converted to
hexadecimal format. However, since such characters may
also be used to define file names or valid paths within a
URL, in some embodiments it may be preferable to use the
hash symbol 1nstead, since most web browsers are config-
ured to omit any fragment 1dentifiers (1dentified by the hash
symbol) from an HTTP request, and thus there may be no
danger that a web server that did not provide functionality
for domain-specific keywords would attempt to locate a file
that actually contained the keyword text 1n its file name.

A URL keyword of the present invention may also include
international or special characters that are otherwise disal-
lowed for URLSs, since any such characters may simply be
converted to hexadecimal form by the user’s browser prior
to transmission 1 an HTTP request. For example, a content
provider, such as a bookseller that desires to create a
keyword webpage for books directed to résumé drafting may
create a keyword that uses the appropriate international
characters, knowing that users may similarly specity the
keyword “#résumé”, which may be subjected to URI encod-
ing to become “#r % C3% A9sum % C3% A9” by users’
browsers when HTTP requests are made.

Returning to FIG. 4, i step 421, content provider server
420 receives HTTP request 610 and responds by transmit-
ting an HT'TP response 700, as depicted in FIG. 7. HTTP
response 700 includes both header information 710 and
payload data 720. Because keyword 5105 may not be
included in HT'TP request 600 to content provider server 420
(since, when formatted as a fragment identifier, 1t may be
omitted by the client’s browser), at this point, content
provider server 420 may not know whether the request for
“www.newnews.com/”’ 1s meant as an actual request for a the
root webpage at www.newnews.com or was merely used to
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specily the domain name for a domain-specific keyword.
Therefore, content provider server 420 may transmit a
payload 720 that includes the HTML text for the
“index.html” file on the server.

However, 1n order to allow for the possibility that client
410 may be requesting a domain-specific keyword, content
provider server 420 may also include a small amount of
client-executable code within the HTML document/payload
720, such as, for example, “<head>" section 721. While 1n
this exemplary embodiment the client-executable code 1s
included within the “<head>" section, the client-executable
code may be included anywhere 1n the HIML document.
The client-executable code may comprise a JavaScript or
other client-executable program 72154 the contents of which
are provided directly by content provider server 420. Alter-
natively, content provider server 420 may include only a link
721a to a program {ile that resides on another server, such as
keyword resolution server 430. Using this approach, client
410 may make a separate HI'TP request to keyword reso-
lution server 430 for the program file specified by link 721a,
and, once the program file 1s received, may execute the
program file within the client’s browser program.

In step 412, client 410 may execute the client-executable
program, for example, under a browser rule that any scripts
contained within the “<head>" section 721 are to be
executed prior to parsing or rendering any content in the
“<body>" 722 section of the HTML document 720. The
client-executable program may 1dentity any URL keywords
that the user included 1n the requested URL. For example, 1
keywords are formatted as fragment 1dentifiers, because the
client-executable program 1s executed within client 410, as
opposed to on the content provider server 420, the client-
executable program may have access to such fragment
identifiers. In the example of URL 510, the client-executable
program would 1dentily the “#earthquake” fragment 1denti-
fier as a domain-specific keyword.

In step 412, 1in response to identifying the presence of one
or more domain-specific keywords, the client-executable
program may cause client 410 to make a separate HI'TP
request to a separate keyword resolution server 430 to
request the URL for the specific content provider-designated
webpage for the keyword or keywords. For example, as
depicted 1 FIG. 8, in the case of URL 510, client 410 may
make an HT'TP GET request to keyword resolution server
430 using URL 800. URL 800 may include the domain name
810 of the keyword resolution server; the path 820 of a
server-side script on keyword resolution server 430 capable
of performing keyword-lookup operations; and a query
string 830 that specifies both the original URL 830a and the
domain-specific keyword 83056 requested by client 410.

For example, the client-executable program may make a
synchronous or an asynchronous HTTP request to the key-
word resolution server 430 using Asynchronous JavaScript
and XML (“AJAX”) or JQuery techniques known by those
skilled 1 the art. The client-executable program may also
make an HTTP request to the keyword resolution server
usmg an HTML “<IFrame>" element or an HTML

“<script>" element that has a target pointing to a URL
hosted by the resolution server. Those skilled 1n the art waill
appreciate other means for providing the user-requested
URL and domain-specific keyword to keyword resolution
server 430 for resolution.

In 431, keyword resolution server 430 may determine
which specific webpage, 11 any, on the content provider’s
website has been designated to be served for the requested
keyword, and provide the target URL corresponding to that
specific webpage back to the client. For example, in the case
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of URL 510, keyword resolution server 430 may provide
client 410 with the URL 900, as depicted i FIG. 9, which
1s the same URL that the content provider had specified as
URL 315 1n the keyword specification interface 300. Key-
word resolution server 430 may provide URL 900 to client
410 as a simple text string 1n an AJAX response. Alterna-
tively, keyword resolution server 430 may redirect client 410
to URL 900, for example using an HTTP 301 or 302
Redirect.

In step 413, client 410 may make a new HTTP request to
content provider server 420 for the target URL provided by
the keyword resolution server. For example, client 410 may
make an HT'TP request to content provider server 420 for the
webpage associated with URL 900. And, 1n response, con-
tent provider server 420 may provide an HT'TP response that
includes the HTML text for the webpage specified by URL
900, thus providing client 410 with the webpage that the
content provider has designated for the keyword *“‘earth-
quake.” The client may then render and display the webpage
specified by URL 900 1n the main browser window for the
user to see and interact with.

The foregoing technique for providing content provider-
designated webpages 1n response to user-specified keywords
presents several additional benefits that merit brief treatment
here. Clients may use existing browser programs request
domain-specific keyword webpages without any need to
modily or enhance the functionality of the browser pro-
grams, such as by browser plugin or add-on. Rather, to
practice the present 1invention, browsers need only provide
users with the ability to include fragment identifiers in URLSs
and include basic functionality for executing client-execut-
able programs such as JavaScript®.

Content providers may likewise implement domain-spe-
cific keyword functionality in response to HIT'TP requests
with only trivial modifications to existing server-side scripts
or programs. Specifically, a content provider need only
include a small amount of client-executable code within
cach webpage in a domain for which the content provider
wishes to provide domain-specific keyword functionality.
The content provider may then leave i1t to the client’s
browser and the relevant keyword resolution server to
perform the actual keyword resolution operations. In fact,
provided the content provider includes the requisite client-
executable program 1 HTTP responses for webpages, the
content provider’s servers may remain completely agnostic
as to whether a client has erther requested a domain-specific
keyword or 1s making a request for a specific webpage in
response to a previous keyword resolution. Because the
content provider server always returns any requested web-
pages along with the client-executable keyword resolution
program, the content provider can ensure that clients that
requested webpages 1n order to actually render them receive
such webpages, whereas clients that request webpages
merely as a means of specilying a domain namespace for a
particular URL keyword are provided with the client-ex-
ecutable program necessary to resolve the keyword.

Similarly, by using the syntax of fragment identifiers to
specily domain-specific keywords, users can make HTTP
requests that include URL keywords to any content provider,
whether or not that content provider 1s keyword-capable,
without any danger ol generating server response errors.
Because browsers do not transmit fragment 1dentifier text to
web servers, the inclusion of a domain-specific URL key-
word in an HTTP request to a web server that 1s not
keyword-capable should not generate any errors, but should
instead simply result 1n the webpage of the URL, without the
fragment 1dentifier, being downloaded and displayed. And,
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even for web servers that are keyword-capable, if the user
speciflies a domain-specific keyword for which the content
provider has not designated a webpage, the keyword reso-
lution server may simply provide an empty string 1n
response to a resolution query, once again resulting in the
webpage of the base URL being downloaded and displayed.

In the case where a keyword 1s found to correspond to a
content provider-designated webpage, because the execut-
able code for requesting a resolution of the keyword and
redirecting the client to the resolved target URL 1s within the
“<head>" section of the original HTML document returned
by the content provider server, such code may be executed
before any rendering of the original HIML document takes
place. Thus, user should never see the originally requested
HTML document displayed, even 1 only bretly, but 1t
should appear to the user as though he or she went straight
to the webpage associated with keyword.

Also, the use of a separate keyword resolution server,
along with a keyword management interface 300, allows
non-technical employees of a content provider to create,
modily, or delete keyword-webpage mappings as business
needs dictate without the need to involve technical employ-
ees such as I'T personnel. Indeed, since the content provider
itsell can maintain the keywords without the need for any
specific IT skills, costs can be reduced. Furthermore, content
changes quickly and existing traditional navigation tech-
niques would require an IT professional to reconfigure the
web server.

In another embodiment, a content provider itself may
perform the role of keyword resolution service provider. In
particular, the client-executable program provided by the
content provider server to the client may 1nstruct the client,
alter 1dentifying one or more URL keywords, to query the
content provider itself, rather than a separate keyword
resolution server, for the content provider-designated web-
pages corresponding to the identified keywords.

The present invention 1s not limited to circumstances in
which a user manually types a domain-specific keyword into
a URL. Rather, the domain-specific keyword may be
included 1n a requested URL 1n any manner, such as being
specified within a hyperlink 1n an existing HTML document,
being included in navigation “bookmark”, being provided
by a web server, such as in the form of an HT'TP Redirect,
or being included within a native mobile phone application.

The present invention may also allow users to use wild-
cards or regular expressions in keywords, such as “engi-
neer™”, which may resolve to “engineer,” “‘engineers,”
“engineering,” “engineering schools,” etc. In some embodi-
ments, 11 there are a suflicient number of potential resolu-
tions for a wildcard or regular expression keyword, the user
may be prompted with a list of choices.

Those skilled 1n the art will also appreciate that although
both the originally requested base URL of step 411 and
target URL of step 413 may be hosted by the same content
provider entity, the resources hosted by the respective URLs
may be hosted by separate web servers. Also, although
described predominantly in this application as “domain-
specific” keywords, those skilled 1n the art that the concept
may be expanded to provider-specific keywords. For
example, a single content provider may own and host the
distinct domain names “zulumail.tv”’ and “zmail.tv”’, both of
which are directed to the same hosting service or are hosted
by the same web servers. And, the content provider may
designate a single webpage for the keyword “#orwarding”,
regardless of whether 1t 1s requested by a user as part of a
URL based on either domain. That 1s, both *“http://

zulumail.tv/#orwarding” and “http://zmail.tv/#forwarding”
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might resolve to the URL “http://zmail.tv/user_options/
mail_handling/automatic_forwarding.htm”.

Similarly, the concept may be expanded to allow a first
content provider to designate another content provider’s
webpage for a given keyword. For example, 11 a number of
smaller weather-related websites rely on a larger service
provider to supply real-time weather information, the con-
tent provider responsible for each smaller website may
designate a webpage hosted by the larger service provider
for the keyword “#storms”.

In other words, a content provider 1s not limited 1n any
way to the specific webpage that 1t may designate for a given
keyword. However, as described with respect to FIG. 2, a
content provider may be limited 1n that 1t may not designate
keywords for websites or domains that it does not either own
or control or have authority over. And moreover, a given
content provider-designated keyword may have a meaning
only within a specific domain name, which also may include
a URL path, a query string, and/or a port number.

Furthermore, there are a number of 1mplementation
options for embodiments of keyword/URL mappings. As
shown 1n FIG. 10, in the generic case, a user 1010 may input
a direct navigation URL, such as “example.com#keyword,”
into a browser 1020, causing the browser 1020 to make an
HTTP GET request to the example.com server 1030. In
response to the user specitying the direct navigation URL,
the GET request from the browser 1020 may request the
resource that corresponds to the root */” directory from the
server 1030 that hosts the domain name “example.com.”
Generally, web servers transmit a default HI'ML file, such as
“index.html,” 1n response to a request for the root directory,
along with the requisite keyword/URL mapping and key-
word resolution program, such as, for example, a JavaScript
code. Browser 1020 may then implement the keyword
resolution program to determine the URL to keyword map-
ping and the mapped URL. The Browser 1020 may then
transmit a request to the server 1030 for the mapped URL
page, and in response to the request, the server may return
the target page (1.e., the page associated with the keyword).
Alternatively, the content provider server could request
resolution, or mstruct the client to request resolution, of the
keyword from a separate server, such as a keyword resolu-
tion server.

The keyword/URL mapping can be performed 1n a num-
ber of ways. For example, the keyword/URL mapping can
be performed on the server side, be cloud-based, or per-
formed on the client side. FIG. 11 1s an exemplary 1mple-
mentation of keyword/URL mapping performed on the
server side. As shown in FIG. 11, there may be an internet
user 1110, a browser 1020, a server 1130, and a keyword
registry 1140. The keyword registry 1140 may be configured
by a domain owner 1150 in a way that the domain owner
1150 associates the keyword to a particular website 1n the
domain, and may be a separate server or may be part of
server 1130 1itself. Additionally, a brand-driven keyword
registry (not shown) may be separately provided, or may be
combined keyword registry 1140.

As shown in FIG. 11, user 1110 may mput a direct
navigation URL, such as “example.com#keyword” into
browser 1120. The browser 1120 may translate the “#” to
some other character, such as “(@” and make a request to the
server side using the keyword and the new character. Server
1130 may then communicate with keyword registry 1140 to
determine the URL mapped to the keyword, and the server
1130 may transmit a default HTML file, such as
“index.html,” 1n response to the request along with a key-
word resolution program, such as, for example, a JavaScript
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code. Browser 1020 may then transmit a request to the
server 1130 for the mapped URL page, and 1n response to the
request, the server may return the target page.

FIG. 12 1s an exemplary implementation of keyword/URL
mapping performed on the client side. As shown in FIG. 12,
a user 1210 may iput a direct navigation URL, such as
“example.com#keyword” into browser 1220, causing the
browser 1220 to make an HTTP GET request to the
example.com server 1230. In response to the user speciiying
the direct navigation URL, the GET request from the
browser 1220 may request the resource that corresponds to
the root /7 directory from the server 1230 that hosts the
domain name “example.com.” Generally, web servers trans-
mit a default HIML file, such as “index.html,” 1n response
to a request for the root directory, along with the requisite
keyword/URL mapping and keyword resolution program,
such as, for example, a JavaScript code. Browser 1220 may
then implement the keyword resolution program to commu-
nicate with a cloud infrastructure 1240 that may include a
keyword registry 1242. The cloud infrastructure 1240 wall
determine the URL to keyword mapping and the mapped
URL, and will transmit the mapped URL to browser 1220.
The browser 1220 may then transmit a request to the server
1230 for the mapped URL page, and in response to the
request, the server may return the target page.

Keyword/URL mapping may also be performed entirely
on the client side. In some embodiments, a client may
maintain a local file system or database for the resolution of
URL keywords, rather than relying on either the content
provider or a third-party resolution service provider to
resolve keyword/URL mappings. For example, HTML 5
allows for client-executable code, such as JavaScript®, to
access or query a local database 1n order to retrieve data or
content. The client-executable program received from the
content provider may rely on such a local database to look
up the mapping between a keyword and URL, and, once the
relevant URL 1s located, may direct the browser directly to
the URL, thus cutting out at least one HI'TP request from the
client to a remote server from the process. In other embodi-
ments, the client-executable code can itself generate the
local file system or database for the resolution of URL
keywords.

In another embodiment, URL keyword resolution opera-
tions may be performed entirely on the server side without
relying on the client to execute any client-executable code.
For example, as shown 1n FIG. 13, a user 1310 may 1nput a
direct navigation URL, such as “example.com#keyword,”
into browser 1320. If the URL keyword 1s delimited by a
character other than a hash symbol (e.g., a “(@” character),
then, unlike the fragment identifier, the keyword may be
transmitted to the content provider server 1330 as part of the
client’s 1320 mitial HI'TP request. The content provider
server 1330, for example, may 1dentily the keyword, deter-
mine the appropriate URL mapping for the keyword, and
redirect the client 1320 (e.g., using an HTTP 301 Redirect
instruction) to the appropriate URL for the keyword, all
without relying on the client 1320 to execute any client-
executable code. Alternatively, the content provider server
could request resolution, or istruct the client to request
resolution, of the keyword from a separate server, such as a
keyword resolution server.

In another embodiment, 11 a client requests a keyword that
has not been created or designated by a content provider, the
client-executable program, keyword resolution server, or
content provider server may provide for certamn default
options. For example, 1n response to a request for a non-
existent keyword, the client may simply render the webpage
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identified by the base URL of the initial HTTP request.
Alternatively, the client may be provided with a webpage,
JavaScript alert, or other noftification that the user has
requested a non-existent keyword. The user may also be
provided with a list of potentially similar existing keywords
that the user may select 1n lieu of the non-existent, originally
requested keyword. The user may also be provided with a
traditional list of webpages generated using traditional key-
word searching techniques. The user may also be prompted
with a list of potential matching keywords from which the
user may select.

In yet another embodiment, if a user iputs the hash tag
to request a keyword the content provider, a hash module
may provide a list of all of the available keywords associated
with a particular domain. For example, the hash module may
be a browser add-on or plugin that determines in real-time
whether or not a user has entered a hash tag into the address
bar of a browser. If so, the auto completion module will
communicate with one or more of the content provider,
client-executable program, keyword resolution server, or
content provider server to determine whether any keywords
associated with that particular domain. The more alphanu-
meric characters entered by the user into the browser, the
narrower the list of available keywords associated with the
particular domain. If there are keywords associated with the
domain, the hash module may generate a pop-up list includ-
ing those key words. If there aren’t keywords associated
with the domain, the hash module may redirect the user to
a search service page.

In another embodiment, a smart navigation module may
be provided to inform a user 1f a particular domain has
keyword smart navigation. For example, the smart naviga-
tion module may be a browser add-on or plugin that reviews,
in real-time, a domain input into an address and determines
whether or not that particular domain has associated key-
words by communicating with one or more of the content
provider, client-executable program, keyword resolution
server, or content provider server. 11 so, the smart navigation
module may provide an indication that the domain has
associated keywords such as, for example, changing the
color of the address bar or inserting a particular graphic into
the browser or associated webpage.

The resolution service provider, in addition to providing
a keyword management interface and/or keyword resolution
service, may also provide content providers with access to
rich metrics and statistics concerning keyword resolution
requests from clients. For example, the interface 300 of FIG.
3 may also allow a user and/or content provider to view
and/or download the number of times that each created
keyword has been requested from clients. As another
example, the resolution service provider could track how
many times keywords have been used, who used the key-
words, the type of keyword used, the websites visited, and
various other information using, for example, cookies. Inter-
face 300 may also provide information about the number of
requests for various non-existent keywords by users, thus
allowing the content provider to determine the need for
creating additional keywords as a result of user demand.
Such non-existent keyword information may also comprise
information about misspellings of existent keywords to
inform the content provider of the need to create additional
keywords to account for misspellings or homophones of
existing keywords or to improve upon permissible wildcard
or regular expression matching functionality. Similar infor-
mation may be provided to third parties 1n the brand-driven
approach.
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The resolution service provider may also provide mal-
ware-iree secure navigation. Since the number of websites
available on the internet 1s so large, 1t’s practically impos-
sible to scan all of them for malware. However, since the
resolution service provider knows the URL associated with
a particular keyword, the resolution service provider could
scan the URL to determine whether its free of malware
using, for example, the systems and methods for malware
detection and scanning disclosed in U.S. patent application
Ser. Nos. 12/982,508 and 12/982,540, the entire contents of
which are incorporated herein by reference 1n their entire-
ties. Accordingly, when a user enters a direct navigation
URL such as “example.com#keyword” into a browser, the
user has a high level guarantee that the URL 1s safe for
browsing and doesn’t include malicious content.

In another embodiment, one or more ol the content
provider, the client-executable program, keyword resolution
server, or content provider server may automatically opti-
mize a particular website based on an 1dentification of the
client device. For example, the client-executable program
may 1dentity the user’s device (e.g., a mobile phone) to
forward the user to the particular device’s version of the
website. The client executable program may automatically
optimize the website using, for example, the method dis-
cussed 1 U.S. patent application Ser. No. 13/078,680 filed
on Apr. 1, 2011 entitled “Systems, Apparatus, and Methods
tor Mobile Device Detection™, which 1s hereby incorporated
by reference in its entirety.

The foregoing description of the invention, along with its
associated embodiments, has been presented for purposes of
illustration only. It 1s not exhaustive and does not limit the
invention to the precise form disclosed. Those skilled 1n the
art will appreciate from the foregoing description that modi-
fications and variations are possible in light of the above
teachings or may be acquired from practicing the invention.
For example, the steps described need not be performed 1n
the same sequence discussed or with the same degree of
separation. Likewise various steps may be omitted, repeated,
or combined, as necessary, to achieve the same or similar
objectives. As another example, while a user may type a
URL 1into a browser, the URL can be provided by any
number of means such as, for example, by speaking a URL
and using voice recognition associated with the domain
and/or the keyword to mput the URL-related information.

The invention claimed 1s:

1. An apparatus for retrieving a webpage associated with
a domain-specific keyword, comprising:

a memory; and

a processor communicatively coupled to the memory, the

processor being configured to:
receive an instruction from a client to request a first
resource defined by a first URL, wherein the first
URL includes a keyword in the form of a fragment
identifier, wherein the keyword 1s specified by the
client;
send a first HTTP request to a first web server associ-
ated with a domain specified by the first URL;
receive a first HT'TP response from the first web server,
wherein the first HT'TP response communicates a
client-executable program; and
execute the client-executable program upon receipt
without further client iput, wherein executing the
client-executable program comprises:
determining a second URL associated with the first
URL, the second URL being associated with a
target page and being established by a third party
not associated with the domain.
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2. The apparatus of claam 1, wheremn the first HTTP
response includes the client-executable program.

3. The apparatus of claim 1, wherein executing the
client-executable program further comprises:

obtaining from a second server information su

access the second URL.
4. The apparatus of claim 1, wherein the second URL 1s
determined based on data included in a brand-driven key-
word registry database, the data mapping the keyword to a
particular URL based on the domain.
5. The apparatus of claim 4, wherein the third party
maintains the brand-driven keyword registry database.
6. The apparatus of claam 1, wherein determining the
second URL associated with the first URL comprises:
determiming whether a domain associated with the first
URL and the keyword 1s included 1n a brand-driven
keyword registry database, the brand-driven keyword
registry database including data mapping database key-
words created by the third party to database URLs;

if the domain and the keyword are included in the
brand-driven keyword registry database, matching the
keyword to one of the database keywords and selecting
the second URL from the database URLs based on the
match; and

i1 the domain and the keyword are not included in the

brand-driven keyword registry database, selecting the
second URL based on a default option.

7. The apparatus of claim 1, wherein the second URL 1s
selected based on a location of the client.

8. The apparatus of claim 1, wherein the second URL 1s
selected based on device metadata associated with the client.

9. A non-transitory computer-readable medium encoded
with instructions which, when executed on a processor,
perform a method for establishing brand-driven URL navi-
gation, the method comprising:

recerving a user selection of an accepted third party;

transmitting third party selection information to the

accepted third party, the third party selection informa-
tion being based on the user selection; and

recerving brand-driven keyword data from the accepted

third party 1n response to the transmission of the third
party selection information, the brand-driven keyword
data mapping a keyword to a particular URL;

whereby, 1n response to recerving an instruction from a

client for information suflicient to access the particular
URL, the method provides to the client a response
comprising a client-executable program configured to
execute upon receipt without further client input and
determine the particular URL based at least 1n part on
an evaluation of a client-specified keyword and on the
brand-driven keyword data.

10. The non-transitory computer-readable medium
according to claim 9, the method further comprising:

recerving brand management participation information

from one or more participating third parties, the one or
more participating third parties not being associated
with a domain;

generating a list of suggested third parties based on the

received brand management participation information,
wherein the user selection 1s based on the list of suggested
third parties.

11. The non-transitory computer-readable medium

according to claim 10, wherein the list of suggested third
parties 1s generated based on a domain name registry.
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12. The non-transitory computer-readable medium of
claim 9, the method further comprising:

transmitting the brand-driven keyword data to the user;

receiving acceptance information indicating whether the

user accepts or declines the brand-driven keyword data; >
and

storing the brand-driven keyword data 11 the user accepts

the brand-driven keyword data.

13. The non-transitory computer-readable medium of
claim 12, the method further comprising:

receiving trusted user mformation from the user indicat-

ing whether the third party 1s designated as a trusted
user; and

determining whether the third party 1s a trusted user based

on the trusted user information,
wherein the user automatically accepts the brand-driven
keyword data 1f 1t 1s determined that the third party 1s
a trusted user, and

wherein the user automatically declines the brand-driven 3¢
keyword data if 1t 1s determined that the third party 1s
not a trusted user.

14. The non-transitory computer-readable medium of
claim 12, the method further comprising;

determining whether the keyword matches a prohibited 25

keyword,

wherein the user automatically declines the brand-driven

keyword data 11 i1t 1s determined that the keyword
matches a prohibited keyword.

15. The non-transitory computer-readable medium of S
claim 12, wherein the acceptance information includes rea-
sons why the user accepts or declines the brand-driven
keyword data.

16. The non-transitory computer-readable medium of
claim 12, the method further comprising;

transmitting rejection information to the third party if the
user declines the brand-driven keyword data.
17. An apparatus for retrieving a webpage associated with
a brand-specific keyword, comprising:
a memory; and
a processor communicatively coupled to the memory, the
processor being configured to:
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receive a user selection of an accepted third party;
transmit third party selection information to the
accepted third party, the third party selection infor-
mation being based on the user selection;
receive brand-driven keyword data from the accepted
third party 1n response to the transmission of the
third party selection information, the brand-driven
keyword data mapping a brand- drwen keyword to a
particular brand-driven URL;
receive an instruction from a client to obtain informa-
tion suflicient to access the particular brand-driven
URL: and
provide a response comprising a client-executable pro-
gram configured to execute upon receipt without
turther client input and determine mformation sui-
ficient to access the particular brand-driven URL, the
particular brand-driven URL being determined based
at least 1n part on an evaluation of a client-specified
keyword and the brand-driven keyword data.

18. The apparatus of claim 17, wherein the particular
brand-driven URL 1s based on the location of the client.

19. The apparatus of claim 17, wherein the particular
brand-driven URL 1s based on device metadata associated
with the client.

20. The apparatus of claim 17, the processor further being
configured to:

recerve brand management participation information from

one or more participating third parties; and

generate a list of suggested third parties based on the

received brand management participation information,
wherein the user selection 1s based on the list of suggested
third parties.

21. The apparatus of claim 17, wherein the list of sug-
gested third parties 1s generated based on a domain name
registry.

22. The apparatus of claim 17, the processor further being
coniigured to:

transmit the brand-driven keyword data to the user;

recerve acceptance information indicating whether the

user accepts or declines the brand-driven keyword data;
and

store the brand-driven keyword data if the user accepts the
brand-driven keyword data.
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