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1

SYSTEM AND METHOD FOR TAGGING
AND TRACKING EVENTS OF AN
APPLICATION PLATFORM

CROSS-REFERENCE TO RELATED D
APPLICATIONS

This application 1s a continuation of U.S. patent applica-

tion Ser. No. 14/489,387, filed 17 Sep. 2014, which claims
the benefit of U.S. Provisional Application Ser. No. 61/879, 1©

033, filed on 17 Sep. 2013, both of which are imncorporated
in their entirety by this reference.

TECHNICAL FIELD
15
This invention relates generally to the application plat-
form field, and more specifically to a new and useful system
and method for tagging and tracking events of an application

platform 1n the application platiorm field.
20

BACKGROUND

In application platforms, developers using the platform
often want to be able to detect when particular events occur.
To do so, many developers develop polling systems to detect 25
when an event occurs. Building such a system can be time
consuming and difficult to maintain. Furthermore, some
events of the application platform may not be exposed
through an API or other programmatic interface. The appli-
cation platform may have logistical reasons, security rea- 30
sons, or business reasons for not exposing all internal events
to third party developers. Thus, for some events, developers
may not be able to detect the event. Thus, there 1s a need in
the application platform field to create a new and usetul
system and method for triggering on platform usage. This 35
invention provides such a new and useful system and
method.

BRIEF DESCRIPTION OF THE FIGURES

40

FIG. 1 1s a schematic representation of a system of a
preferred embodiment of the invention;

FIG. 2 1s an schematic representation of an variation of
the system of a preferred embodiment;

FIG. 3 1s a table of exemplary usage counters of a 45
preferred embodiment;

FIG. 4 1s a schematic representation of a tagging and
tracking system of a preferred embodiment of the invention;

FIG. 5 1s an exemplary API request adding a tag to an
action: 50

FIG. 6 1s an exemplary API request accessing tracker data;

FIG. 7 1s a schematic representation of a method of a
preferred embodiment of the invention;

FIGS. 8A-8C are exemplary representations of sending a
request according to a security procedure; 55
FIG. 9 1s a communication flowchart representation of a
method of tagging and tracking embodiment of the inven-

tion;

FIG. 10 1s a communication flowchart representation of a
method of tagging tracking and triggering; 60
FIG. 11 1s a schematic representation of tagging an

application;

FIG. 12 1s a exemplary auto-tagging rule configuration;
FIGS. 13A, 13B, and 13C are exemplary tracker resource
configurations; 65
FIG. 14 1s a communication flowchart representation of a

method of a preferred embodiment; and

2

FIG. 15 1s a communication flowchart representation of
applying an auto-tagging rule.

DESCRIPTION OF THE PREFERREI
EMBODIMENTS

The following description of preferred embodiments of
the invention 1s not intended to limit the invention to these
preferred embodiments, but rather to enable any person
skilled in the art to make and use this invention.

1. System for Triggering on Platform Usage

As shown in FIGS. 1 and 2, a system for triggering on
platform usage of a preferred embodiment can include a
transaction system, usage trigger database, a trigger moni-
toring system, and a trigger action processor. The system
functions to create a simple interface for outside applications
to deploy usage based events within a closed platform. An
interface to the system preferably enables a user/developer
to generate a new usage trigger for an application or service
platform. During operation of the application platform, the
system can update and monitor the status of various event
counters. When a particular counter satisfies a usage trigger,
actions corresponding to the usage trigger can be performed.
The system can preferably achieve improved efliciency and
provide a wider range of trigger options, compared to an
event polling system from an outside developer, when the
usage triggers are integrated into the operation of the appli-
cation platform. Furthermore, the system can accommodate
the application of an account holder being separate from the
application platform by at least one security layer. The
system can be used for general usage and event tracking of
internal processing of the application platform, but the
system can similarly be used for asynchronous error and
warning handling.

The system 1s preferably implemented alongside an appli-
cation platform. Preferably, the application platform 1s a
multitenant, distributed computing system providing an
HTTP-based application programming interface (API). The
application platform may alternatively be any suitable plat-
form. The application platform preferably provides a service
used by outside applications or devices. In one preferred
variation, the application platform preferably provides a
usage-based API service. In one variation, the usage-based
API service enables use of communication channels such as
the telephony application platform described in patent appli-
cation Ser. No. 12/417,630 filed 2 Apr. 2009, entitled “Sys-
tem and Method for Processing Telephony Sessions”, which
1s hereby incorporated in 1ts entirety by this reference. A
telephony or communication application platform can
enable synchronous communication sessions such as voice
sessions, video sessions, screen sharing sessions, or any
suitable synchronous form of media communication. The
communication can be carried out over PSTN channels, SIP
channels, IP-based channels, WebRTC, or any suitable com-
munication protocol. The communication application plat-
form can similarly facilitate asynchronous communication
such as SMS, MMS, IP-based client application messaging,
proprietary platform messaging (e.g., social network mes-
saging), or any suitable form of asynchronous communica-
tion. The application platform may alternatively provide any
suitable service. The system 1s preferably integrated within
an application platform. Alternatively, the system may serve
as a standalone service and may include an interface to
cnable at least one application platform or applications to
generate events, toggle counters, generate usage triggers,
perform responses for a usage trigger, and/or 1nteract with
the system 1n any suitable manner.
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The application platiorm 1s preferably a multitenant plat-
form with multiple accounts using the platiorm to supple-
ment operation ol external applications. The application
platiorm 1s a different system from the external applications,
and mode of 1nteraction and the security between the appli-
cation platform and the application of an account can
characterize that separation. As with the telephony applica-
tion platform described above, the application platform can
include characteristics of operating according to responses
ol an outside developer application. In some instances, the
application platform submits requests to the client applica-
tion, and the application platform will perform a service
according to the response. Such a model can be common 1n
communication-based service platforms where the service
platiorm provides significant infrastructure to handle incom-
ing calls. The application platform acts as infrastructure
delegate for a particular service. In some instances, the
application platform will post data to the application server
(e.g., an HITTP POST). In the telephony application plat-
form, the platform detects external events such as an incom-
ing telephone calls. In response to a call associated with an
account, the application platform requests direction from an
application server of the account. The application server can
be hosted and operated by an outside party independent of
the telephony platform. From the perspective of the appli-
cation server, the telephony application platiorm 1s a type of
client device (e.g., a browser session). However, unlike a
user controlled client device, customized client-side code
cannot be created and installed on the client side. Such
client-side custom browser code can be used by a developer
to catch and responsively relay suitable data to the applica-
tion server, but that option may not exist 1n such an appli-
cation platform. Within the telephony application platiorm,
application 1nstructions are executed and managed accord-
ing to the platform infrastructure and logic. In the case of a
telephony application platform, considerable infrastructure
and services are required to provide the calling services.
Logistically, the complexity of the system can be a barrier to
allow customer customization (i.e., customization by outside
application developers). Unlike a system where an applica-
tion server communicates with a developer-implemented
client application, the developer cannot modify the platiorm
components beyond the interfaces exposed by the applica-
tion platform. Additionally or alternatively, even when cus-
tomization would be feasible privacy 1ssues, business strat-
egy, and security 1ssues can pose other barriers that the
system functions to support.

At least one security layer can additionally exist between
the application platform and an external application. The
application platform can depend on application API requests
to 1mnclude account authentication information. An applica-
tion server can additionally include security to protect access
by entities external to the respective application system. In
particular, the resources referenced by a callback URI can be
secured through an authentication layer, a certificate verifi-
cation layer, an IP whitelist/blacklist, or any suitable form of
security.

A transaction system of a preferred embodiment functions
to increment counters of application platform events. The
transaction system 1s preferably coupled to an application
plattorm. The transaction system 1s preferably integrated
into the operation of the application platform. A variety of
different services and resources of an application platform
can be configured to notily the transaction system of events,
usage updates, errors, warnings, or any suitable usage event
of the application platform. The transaction system can log
individual platform events. In some vanations, a sub-set of
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the stored platform events can be queried and accessed
through a platform API or user interface. Another sub-set of
stored platform events could be internal and include private
event information. The internal platiorm events can contain
private information. The internal platform events can be
used 1 combination to initiate a usage trigger. In the case of
the telephony application platform, call routers, SMS ser-
vices, MMS severs, video servers, client servers, SIP serv-
ers, and other suitable components can send event informa-
tion for 1individual storage. The ftransaction system
preferably includes counter storage and a counter bufler. The
counter storage and bufller preferably store the count of
particular types of events and facilitate triggering when a
counter reaches usage trigger threshold. In some situations,
the transaction system can include a summarizer which
functions to process individual event logs and appropnately
store a new counter or update an existing counter 1n the
counter storage.

A counter storage module can function as a log of
transaction history of an application platform. The counter
storage preferably stores a plurality of counters. The counter
storage 1s preferably a database but may be any suitable
system for storing counter data. The counters may be tied to
a particular account, subaccounts, and/or any suitable entity.
The counters preferably include a parameter indicating the
number of occurrences or istances for a particular appli-
cation platform event of the application platform. Since
counters can exist for a variety of diflerent types of infor-
mation within a system and may have diflerent configuration
requirements (e.g., time periods, update Ifrequency, etc.),
counters can be created by an account. A counter can be
created through an API or user interface. In one implemen-
tation, a REST API 1s used to create a usage trigger by
posting trigger customization parameters to a platform URI
resource of “/usage/trigger/” with daily counter parameter of
365 and hourly counter parameter of 24, and event pattern
of a block of particular area codes. In some cases, main-
taining a counter 1s associated with some expense either for
the application platform and/or the associated account.
Accordingly, the system enables flexibility of creating coun-
ters without automatically counting every type of event for
all accounts. In some cases, the system can include default
counters that are created for particular types of events.
Triggers stored in the usage trigger database can preferably
be attached or associated with a particular counter. As shown
in FIG. 3, some exemplary counters may include calls,
inbound or outbound calls to a particular type of destination
(local, toll free, specified country codes etc.), SMS/MMS
messages, inbound or outbound SMS/MMS messages to a
particular type of destination, phone number or endpoint
allocation, subaccount creation, resource creation, record-
ings or media creation, storage space, price for all usage,
billing information events, event locations, API calls, system
errors and warnings, or any suitable form of usage counter.
For example, a counter may be maintained for the number
of calls made by a particular account on a telephony plat-
form. A counter may alternatively or additionally include a
parameter indicating any suitable metric of an event or
entity, such as timing of events, frequency of events, prop-
erties of events, or any suitable metric.

A counter bufler can function as a temporary collection of
counters that are awaiting analysis by the trigger monitoring
system. The counter buller can temporarily store newly
incremented counters 1n the bufler. After the trigger moni-
toring system has processed a counter 1n the counter builer,
the counter can be deleted or removed from the bufler 1n a
suitable manner. In an alternative configuration, the counter
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builer can be replaced or function as a record of events yet
to be counted. To avoid constantly updating counters, the
counter butler can store a pointer to stored events that should
be processed into a counter. When a counter should be
updated according to timing of a usage trigger, the summa-
rizer or other suitable component processes unaccounted
events into the counter. The system can use other alternative
approaches to updating a counter such as recording a time-
stamp of last update and retrieving events after that time-
stamp when updating the counter.

The summarizer can function as a service to process
individual event logs into counters. In some instances, a
counter may be created for a class of events. Events sharing
common properties can be counted together. For example,
an event can be logged for every communication session
established on behall of the account. Those sessions can be
directed at different destination endpoints or addresses. All
ol these events can be counted as a whole to measure total
number of calls, but the summarizer can alternatively count
one sub-set or multiple subsets of the events. Some events
can additionally contribute to the count of multiple counters.
For example, communication events directed at telephone
numbers with a particular area code can be counted 1n a
counter for that area code and with a total outbound call
counter. The summarizer pattern matching can be rule based,
use regular expressions, or use any suitable approach to
detect patterns. The summarizer can additionally do fuzzy
detection of groups to automatically detect events that match
patterns of a group of events. In the case of error events,
multiple events may be logged with the same error code; the
summarizer can process an error report stored with the error
events to further distinguish between the error events. For
example, an error code could be caused by an internal error
of the platform or by malformed instructions from an
application server. The summarizer could process the error
report and distinguish between these two types of errors
based on natural language processing of the code or data
leading up to the error.

A usage trigger database of a preferred embodiment
functions to store resources characterizing how to monitor
usage and actions to perform. The usage trigger database
preferably stores a plurality of usage triggers. A usage
trigger 1s preferably a data object characterizing when to
trigger and at least one response action. The usage trigger 1s
preferably set for a particular type of counter. Additionally,
a trigger evaluation interval may be set such that the usage
trigger will only constitute a trigger on a periodic basis (e.g.,
hourly, daily, monthly, one time, etc), for a particular event,
and/or according to any suitable rule. Polling 1s one variation
for implementing the trigger evaluation intervals. The usage
trigger preferably additionally includes at least one param-
cter defining a response when the trigger 1s satisfied. One
parameter could be a callback URI, where an HTTP
response can be sent. The callback URI preferably refer-
ences a web application controlled by the developer creating
the usage trigger, and the web application may perform any
suitable action the developer configures. The trigger moni-
toring system will preferably use the stored callback URI as
a destination endpoint for a transmitted message with the
counter status. Additionally or alternatively, the usage trig-
ger may specily a particular application platform response.
For example, 1n a telephony application platform, a call can
be ended even 1f the call 1s i progress. Enabling counter
based manipulation of an application can allow applications
to respond to events that could otherwise not be possible by
outside developers. Private data and platform functions can
be performed on behalf of the developer in response to
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internal counters. Similarly, the platform response could
include modifying an account, a communication session,
application instance, or any suitable response. The usage
triggers are preferably set for particular accounts or other
groupings. The usage triggers in the usage trigger database
can be keyed by application platform accounts or subac-
counts or any suitable key. The usage triggers may alterna-
tively be globally set.

A trigger monitoring system functions to monitor the
counters 1n the context of the set usage triggers. The trigger
monitoring system 1s preferably communicatively coupled
to the counter buller of the transaction system. The trigger
monitoring system preferably reads recently updated coun-
ters from the counter builer, compares counters to an asso-
ciated usage trigger 1f one exists, 1nitiates a response by the
trigger action processor if required, and removes the counter
from the counter bufler. The trigger monitoring system may
alternatively retrieve counters from the transaction system 1n
any suitable manner. I a particular counter does not have an
associated usage trigger or the usage trigger evaluation
interval doesn’t call for processing, then the counter is
simply removed from the bufler and no response 1s trig-
gered.

A trigger action processor of a preferred embodiment
functions to 1nitialize or perform the response of an activated
usage trigger. The trigger action processor 1s preferably a
subprocess of the trigger monitoring system, but may alter-
natively be an independent module, at least a sub-portion of
an integrated application platform, or any suitable compo-
nent. As described above, the response of a usage trigger can
include a callback URI. The trigger action processor will
preferably make an HT'TP request to the callback URI when
a usage trigger 1s processed. The HTTP request may include
parameters associated with the usage trigger and/or the
counter. Additionally or alternatively, the trigger action
processor may use a component to access an API of an
application platform to perform a designated action specified
in the usage trigger.

In an alternative embodiment, the system can additionally
include a tagging engine and a tracking mechanism as
shown 1n FIG. 4. The system of the alternative embodiment
functions to allow account holders to annotate, mark, clas-
sity, or i1dentify platform usage such that the associated
events and 1nteractions can be tracked and/or used to trigger
actions. Tags, trackers, and triggers can be used as a suite of
tools enabling an alternative customization mechanism 1n a
platform. The tags, trackers, and triggers can have particular
benelits with the platforms mentioned above which operate
on behalf of outside account holders and applications and
can include a security layer separating the platform and
outside applications. Tags, trackers, and triggers can enable
a platform to offer a wide variety of events that can be
tracked or used to trigger responses 1 a scalable manner.
Instead of incurring considerable resource overhead by
globally tracking all events, the system allows an account
holder to specily the manner of tracking. Additionally,
tagging can enable interaction classification from the outside
application to be integrated with internal operations.

The tagging engine functions to enable 1dentifiers to be
associated with account platform interactions. When an
account 1s interacting with the platform, a tag parameter can
be added to the interaction or request. That tag engine then
associates that tag 1dentifier with the corresponding logged
records of the platform. In one instance, a single event
record 1s recorded in response to an outside account request.
That event record 1s stored such that event can be retrieved
by querying the logs for the tag identifier. In another
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instance, an outside account request results 1 multiple
events and/or services logging event information while
completing the request. For example, two internal services
may facilitate completing a request. Events logged by the
two 1nternal services that are a result of completing the usage
instance can both be associated with the usage-instance
identifier. In one implementation, the tag 1s associated with
a usage-instance identifier such as a session identifier, an
API call identifier, or message identifier. For example, a
telephony platform can use call 1dentifiers to identily any
action taken while servicing a particular call. When querying
the tag, the associated events and logs are retrieved.

The application platform preferably includes a mecha-
nism through which tags can be attached to mteractions. The
tags can be attached during API requests, SDK function
calls, application instructions, or other suitable interfaces
that an account uses when directing a platform. As shown in
FIG. 5, an API call to the platform can include a parameter
defining a tag, which will be applied to resulting events and
logs within the application platform. The tagging engine can
additionally include modules to automatically tag events and
items. The automatic tags can be created and attached to
events based on rules, fuzzy matching, machine learned
traits, and other suitable matching rules. Account holders
can configure the automatic tags. For example, an account
can setup an automatic tag for any API request with a
parameter within a set of defined values. The automatic tags
can alternatively be applied by the application platiorm,
globally to all accounts or selectively for a sub-set of
platform usage. Auto-tagging rule configurations can enable
an account holder to define a set of conditions for which an
cvent will be automatically tagged. For example, a tele-
phony application platform can tag all call sessions and
corresponding events with a “mobile” tag 11 the destination
endpoint 1s a mobile phone number. More complex auto-
tagging rules may be defined. For example, an event record
may be tagged with “foo” for any event that includes the
pattern of property A and B but not C or the pattern of having
property D with a value greater than a specified value.

The tracking engine functions to configure monitored
usage within the application platform. The tracking engine 1s
operative on logged events and metadata recorded during
usage ol the application platform. The tracking engine
manages a plurality of trackers, which can operate similarly
to customizable counter objects. A tracker 1s preferably
created by an account holder. A benefit of trackers 1s that
account holders can use the trackers in combination with the
tags to customize the usage analytics of an independent
application plattorm. When creating a tracker, an account
holder can specily one or more tags. The specified tags
determine which logged events are evaluated for the tracker.
Any suitable set and combination of Boolean operators can
be applied to tags. The tracker can be for the unmion of two
tags, the overlap of the two tags, the diflerence between two
tags, the opposite of the union of two tags, or any suitable
set of events defined through the tags. The tracker can
additionally include event filters, which can use event types,
event patterns, and other event properties to further define
events evaluated by the tracker. Trackers can additionally
include temporal properties that define the update frequency
of the tracker. Trackers are preferably generated by an
account holder through an API, a user interface, application
instructions, or through any suitable interface mechanism of
the application platiorm.

The tracker updates usage metrics of associated events
according to the temporal property of the tracker. Similar to
a counter, a tracker can maintain a measurement on the
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accumulated usage of associated events. APl access 1is
additionally made to read the status of a tracker as shown 1n
FIG. 6. By reading a tracker, an application can acquire
recent analytics on the customized tracking information.

The tracker engine can additionally enable trackers to be
used 1n combination with usage triggers. Triggers can be
associated or attached to trackers 1n addition to or 1n place
of a counter. The triggers enable automatic action or
responses according to thresholds or conditions. Callback
URIs or automatic internal actions can be triggered based on
the tracker metrics. An account can use tags, trackers, and
triggers 1 combination to configure highly customized
operations within a closed platform. The account holder will
often operate an application server that has at least one
security layer between the application server and the plat-
form.

2. Method of Triggering on Platform Usage

As shown in FIGS. 7 and 14, a method S100 for triggering
on platform usage of a preferred embodiment can include
operating a platform S110; recerving a trigger configuration
and storing the trigger configuration in a usage trigger
database S120; a transaction system incrementing a counter
S130; monitoring counters 1n context of an associated usage
trigger S140; and processing usage trigger upon a counter
satisiying condition of the usage trigger S150. The method
functions to enable implementation of usage triggers for an
application platform. The use of triggering on a platiorm
usage may be substantially simailar to the system and method
described 1 U.S. patent application Ser. No. 14/054,464,
which was filed on 15 Oct. 2013, which 1s hereby 1ncorpo-
rated 1n its entirety by this reference. The method 1s pref-
crably implemented by a system substantially similar to the
one described above but can alternatively be implemented 1n
any suitable manner. The method 1s preferably implemented
at a system 1integrated with an application platform, but the
method may alternatively be used 1n operation of a system
providing a usage trigger service to outside applications
and/or platforms. The method preferably enables usage
triggers to be set by outside developers or users of an
application platform.

Step S110, which includes operating the platform, func-
tions to execute processes of the platform to generate events.
As the method can enable multitenant usage triggers con-
trolled by outside entities, the triggers enabled by the
method may provide 1nsight into events otherwise not view-
able from outside entities through an API (e.g., for reasons
relating to business issues, technical limitations, security
concerns, and/or other reasons). The method can be particu-
larly beneficial to application platforms that operate accord-
ing to responses of an outside developer application. While
the application platform can be actively prompted to per-
form an action, the application platform preferably includes
an operation model where the platform 1ndependently pro-
cesses data/information/events and communicates requests
to outside applications for direction. An outside developer
can configure an external application server to direct the
application platform through instructions. Such a delegate
operational platform model can be useful 1n nfrastructure
specialized platforms and/or platforms managing secure or
private information. Telephony and/or communication ser-
vice platforms are one example of an application platform
that would have specialized infrastructures—there would be
numerous business and security reasons why the system
architecture and the raw event information could not be
exposed to enable outsiders to build such a counter event
system. Similarly, many application platforms would have
access to a large amount of event information which could
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be pooled from within an account or across multiple
accounts 1in a multitenant environment. Again, there would
be numerous privacy, security, competitive advantage, and
logistical reasons that could prevent directly exposing infor-
mation enabling a counter event system, but the method of
the preferred embodiment can accommodate such concerns.
One characteristic of a delegate operational platform 1s that
the platform can operate asynchronous to the execution of
the outside application that uses the platform. In one
embodiment, the method can function as an asynchronous
try-catch feature of a platform for outside developers. In
another embodiment, the method can function to integrate
application business logic of an outside application with
unexposed operations of an application platform.

Operating the platform preferably executes a process on
behalf of an account, and, during execution of the process,
events can be published. The events can be notifications
from various services of the platform, errors, warnings,
status updates or any suitable event log. Various services and
resources of the platform publish the events. The method can
work 1n cooperation with an existing event logging system
or alternatively platform resources can directly publish
cvents to the transaction system. Executing the process 1s
preferably performed on resources inaccessible by an
account holder (1.e., an account holder has limited visibility
into events occurring). Executing a process can include
processing a request made by an outside resource. Executing,
a process can alternatively include processing application
instructions at least partially supplied by an account holder.
In a communication service platform, executing the process
can 1nclude {facilitating/hosting/managing a synchronous
communication session (€.g., voice, video, screen sharing or
other suitable communication session). Application instruc-
tions can additionally be executed during that communica-
tion session. Executing the process can additionally or
alternatively include a communication service platiform
sending/receiving messages (e.g., SMS messages, MMS
messages).

Step S120, which includes receiving a trigger configura-
tion, functions to configure settings that control trigger
events within a system. The trigger configuration 1s prefer-
ably received as a request through an application program-
ming interface (API). The API may be used to enable
applications to programmatically create, read, update, and/or
delete trigger configurations. The trigger configuration may
alternatively be specified and transmitted through a user
interface. For example, a user may be able to mput usage
trigger settings from an account management website.
Usage trigger configuration preferably specifies at least one
usage key to which the usage trigger relates. The usage key
specifies the event, resource, error, or item counted and used
to trigger a response. Exemplary usage keys can include
total sales, call time, counts of events like sent or received
messages, counts of particular API calls, measure of a
particular resource usage, or any suitable usage type. The
usage triggers are additionally set for a subset of usage of an
application platiorm. The trigger request can additionally
specily the type of counter such as an absolute counter that
tracks a total number of events, a change counter that tracks
number of new events from a starting point, time counters
that track absolute or changes 1n usage time, a percentage
counter that can measure ratios or percentage changes, rate
counters that updates a counter to be the current rate or
frequency of a particular event, or other suitable approaches
of measuring usage. The usage key can include filters or
pattern parameters, or other specifications to limit the coun-
ter (and correspondingly the trigger) to a subset of types of
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events. For example, the subset of events counted may be
phone call events originating from a phone number within a
set of area codes. Preferably, the subset of usage 1s defined
by the account associated with the usage and the usage
trigger. Additionally or alternatively, a subset of usage may
include usage related to a sub-account, a type of usage, a
regional grouping of usage, or any suitable subset of usage
of an application. A usage trigger configuration 1s submitted
along with an account or sub-account identifier. A token or
key can be used to authenticate permission sot create a usage
trigger for the specified account or sub-account. The usage
trigger will be scoped to apply to usage of the corresponding
account or sub-account. For example, usage triggers are
preferably set by an account, and the usage triggers are only
enforced for counters for that particular account.

The usage trigger parameters may additionally define a
callback URI, an evaluation interval, and/or a trigger action.
The callback URI 1s preferably a resource identifier that
can be messaged when the usage trigger 1s activated. The
callback URI can be any URI. The callback URI can be a
website URL of an application server operated by the
account developer. For example, the callback URI can be to
the same application server system used to generate appli-
cation instructions for the application platform, the applica-
tion server can modily subsequent instructions based on
state generated 1n response to a usage trigger. The callback
URI can alternatively be a URI of a resource of a third party.
For example, a developer could setup a usage trigger to send
usage-triggered events to a third party analytics server where
logging and event analysis 1s performed.

A usage trigger parameters can additionally include secu-
rity credentials, which can enable access to resources speci-
fied by a callback URI. In one variation, the resource of the
callback URI (e.g., an application server operated by an
account holder) may have a security layer isolating the
resource from unwarranted traflic. Some security mecha-
nisms may be communicated when receiving a trigger
configuration. In one variation, an authentication token can
be submitted which the application platform can store and
use to sign outbound communications to the callback URI.

The security credentials are preferably stored by the
application platform and used when acting 1n response to a
usage trigger. In one implementation, the security creden-
tials are authentication credentials that are included in
transmission from the application platform to the external
application. The authentication credentials can be a user-
name/password combination, a certificate, an authentication
token or key, and/or any suitable authentication mechanism.
An alternative approach to interfacing with security of an
external application can use identifiable resources when
accessing the application. Use of the identifiable resources
preferably includes transmitting communication to a call-
back URI from a pre-defined IP address. In such a variation,
the method can further include responding with a commu-
nication address of a resource of the platform. The commu-
nication address i1s preferably used when transmitting a
communication to the callback URI. The account can use the
communication address to configure an IP white list or a
black list to selectively allow traflic. Such commumnication
address information can alternatively be pre-configured
through administrator controls. In another approach, virtual
private network credentials can be shared between the
application platform and an external system of an account,
and a VPN tunnel i1s used when accessing a callback URI.

An evaluation interval i1s preferably the rule specitying
when the usage trigger should be checked. In one variation,
the evaluation interval 1s a polling interval. The polling
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interval could be hourly, daily, monthly, yearly, one-time
event, or any suitable time interval. In another variation, the
evaluation interval may be an event-based interval. In an
event-based interval, the usage trigger may be checked when
a particular event or series of events are detected. The usage
trigger 1s preferably checked in Step S140 11 the evaluation
interval deems a check appropnate. The trigger request can
additionally or alternatively specily counter thresholds that
can define when the usage trigger and/or the associated
counter are evaluated or acted upon. A threshold of a usage
trigger can be used 1 combination or 1n place of a polling
interval.

A trigger action of a usage trigger 1s preferably a response
taken by the application platform when the usage trigger 1s
enforced/activated. Exemplary actions can include suspend-
ing an account, sending a notification, ending a communi-
cation session, cancelling a message, and changing permis-
sions. The trigger action may be used 1n combination with a
callback URI or use as an alternative for the callback URI.
The trigger action preferably enables system/platform func-
tionality that could be configured in the creation of the usage
trigger. In some variations, a trigger action can function to
enable a response to be made that 1s not exposed through an
API. Some exemplary trigger actions may include suspend-
ing an account, charging stored value from an account,
charging a credit card, sending a notification or alert mes-
sage by email, SMS, phone, IM, or altering the behavior of
an application, and/or any suitable action. As an example, a
calling card application may configure a usage trigger with
a trigger action that prevents a customer to continue making
international calls. Any suitable number and combination of
callback URIs and trigger actions may be used.

Step S120, which additionally includes storing the trigger
confliguration 1n a usage trigger database, functions to create
a repository of usage trigger configurations. The usage
triggers may be stored 1n any suitable manner. The usage
triggers are preferably retrievable based on the related
counter. For example, a usage trigger for the number of
messages sent from a particular account can preferably be
retrieved using the account and the type of counter (e.g.,
number of messages sent). The application platform can be
a multitenant platform. Storing the trigger configuration can
include storing a plurality of trigger configurations of mul-
tiple accounts. The trigger configurations can be stored as
accessible API resources. For example, a REST API usage
trigger resource can be updated by an account holder sub-
mitting API calls to a *“/usage/triggers/” resource or a
particular trigger resource within the triggers resource path.

Step S130, which includes a transaction system incre-
menting a counter, functions to measure the usage from an
application or platform. The transaction system preferably
exposes an interface used by an application platform to
update counters. Events are preferably published or gener-
ated by resources of the platform and submitted to a trans-
action system that logs and/or counts the events. The events
can be any suitable type of events such as notifications,
status updates, errors, warmings, summaries of multiple
events, or any suitable event notification. In a preferred
implementation, the platform 1s a communication service
platform managing communication sessions ol an account.
The communication sessions are prelferably telephony com-
munication sessions controlled by telephony instructions
managed by an outside account resource. In one variation,
the communication service platform 1s used for voice calls
such as PSTN, SIP, or other suitable forms of synchronous
communication sessions. The synchronous sessions can
alternatively be video, screen sharing or other suitable
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mediums of communication. In another variation, the com-
munication services platform can additionally or alterna-
tively be used for asynchronous telephony messaging over
SMS, MMS, proprictary IP protocols, or other suitable
forms of messaging. Individual events of the application
plattorm are logged and added to the counter. In one
variation, the events may only be counted 11 a usage trigger
depends on counting such an event, which can function to
sparsely account for counting events. In a multitenant plat-
form counting all events of every account could incur
considerable storage resources. The method preferably
selectively counts events 1f a usage trigger depends on
counting the event. The method can include the transaction
system receiving an uncounted event, searching for associ-
ated usage triggers associated with the uncounted event, and
il a usage trigger 1s associated with the event, counting the
event 1n a corresponding counter. Searching for an associ-
ated usage trigger can include querying usage trigger
resources of related accounts or sub-accounts. Global usage
triggers can additionally be queried. The query can search
for usage triggers with usage keys that match the event. If no
usage triggers are 1dentified then the event 1s not counted. IT
a usage trigger 1s 1dentified then the event 1s counted. There
can additionally be multiple counters that may be updated 1f
for example multiple usage triggers have different usage
keys that count the event. For example, an mnbound mobile
call can be counted in a counter for mobile calls and 1n a
counter for inbound calls. If a counter object does not exist,
a new one 1s created. If a counter does exist, the event 1s
accounted for 1n the existing counter object.

Counters are preferably any suitable data objects charac-
terizing a metric of the application platform. Counters can be
defined for any suitable type of usage. In some 1implemen-
tations, default counters can be defined for a plurality of
types of events regardless of existence of a related usage
trigger. Such counters can be for commonly counted events.
Usage triggers can be added and immediately act on the
current state of usage with default counters. More prefer-
ably, counters are sparsely defined according to the active
usage triggers stored in the application platform. Sparsely
defined describes the property of counter storage where
counters are not stored for the full set of countable 1tems for
all accounts on the platform. Counters are created or updated
il a usage trigger depends on counting a new event. As
shown 1 FIG. 5, new events may result in querying for
relevant usage triggers before counting the event. If a usage
trigger expires or 1s deleted, associated counters can be
deleted 11 no other usage trigger depends on the counter.
Counters are preferably stored according to an account and
type of counter. Counters may alternatively be keyed or
indexed in any suitable manner. Additionally, when incre-
menting a counter, the counter 1s preferably added to a bufler
for monitoring. Adding a new counter to the bufler may
include temporary storing, copying, adding a reference, or
adding any suitable representation of the counter to the
bufler.

As shown in FIG. 2, the method can include storing
individual event records of at least one service of the
application platform, summarizing stored event records into
a group, and updating a counter according to events in the
group. This variation functions to allow resources and
services of the application platiform to log events to a basic
storage or event management service. The counters can be
generated from this record. In an alternative approach,
services and resources of the application platform (or alter-
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natively an event logging proxy) can communicate events
simultaneously to an event log and to a counter transaction
system.

Step S140, which includes monitoring counters in context
of an associated usage trigger, functions to determine 1t a
counter requires action by a usage trigger. A trigger moni-
toring system preferably monitors the status of counters
updated by the transaction system. The trigger monitoring,
system preferably monitors the bufler maintained by the

transaction system, but the monitoring system may use any
suitable techmique to check the status of the counters. When

a counter 1s updated, 1t 1s preferably added to a bufler. Once

in the bufler, the trigger monitoring system will preferably
read the counter from the bufler. It will then see if the
account associated with that particular counter has a usage
trigger for that type of counter. If there 1s an associated usage
trigger, the trigger monitoring system may additionally
check if the evaluation interval of the usage trigger 1is
satisfied. When a usage trigger 1s 1dentified for the counter
and any additional conditions such as the evaluation interval
are satisiied, then the usage trigger 1s processed and acted
upon 1n Step S150. The counter 1s preferably removed from
the buller once the counter i1s analyzed. In a related
approach, the usage trigger may be processed according to
the timing of the evaluation interval and the related counters
are updated 1n response. When 1t 1s time to process the usage
trigger, a trigger monitoring system can update associated
counters. In one variation, a counter bufler 1s used to record
which events have not been accounted for in the current
counters, and in particular, which events that contribute to
the counter associated with the currently processed usage
trigger. The evaluation interval prompts the counters to be
updated. Events referenced 1n the counter bufler are mea-
sured and accounted for 1n the counters associated with the
usage trigger. Such a variation can be used with usage
triggers for errors and warnings. A similar variation can
prioritize the update of counters with usage triggers with
upcoming intervals.

Additionally, the method can include identitying events
satisfying a pattern of a counter type, which functions to
allow pattern matching, fuzzy grouping, or algorithmic
identification of event types. A summarizer as described
above or any suitable grouping engine can determine 1if an
event should contribute to a particular group and 1f so which
one. If a usage trigger defines a counter type that depends on
pattern detection, an event pattern definition can be created
and used within a summarizer system when processing
events. The summarizer can consume events from a raw
event log, and 11 the event satisfies an event pattern defini-
tion, accounts for the event in the associated counter.

Step S1350, which includes processing usage trigger upon
a counter satistying a condition of the usage trigger, func-
tions to perform the response specified by the usage trigger.
In a first vanation, the usage trigger i1s satisfied when the
evaluation interval has expired and the measurement of the
counter satisfies a condition. The condition 1s preferably
defined by a threshold limit defined in the usage trigger
configuration. The threshold can be a maximum threshold
where the usage trigger 1s processed when the measurement
ol the counter exceeds the threshold. The threshold can be a
mimmum threshold where the usage trigger 1s processed
when the measurement of the counter 1s less than the
threshold. The condition can alternatively be a range, a
function of other properties including at least one measure-
ment of a counter object. Processing a usage trigger pret-
erably mvokes the action configured for the usage trigger.
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In one variation, the usage trigger configuration includes
a callback URI parameter. Processing the usage trigger can
include sending a request (e.g., HI'TP request) to the call-
back URI, which functions to alert, message, or notily a
resource of the counter status. The URI 1s preferably for an
internet accessible resource that can perform any suitable
action aiter recerving the request. The URI 1s preferably an
external resource operated by the account associated with
the usage trigger. For example, a first application created by
a first account can create a usage trigger. When a counter of
the usage trigger satisfies a condition, the external transmits
a message to a resource specified by the callback URI. The
callback URI request may additionally include data param-
eters characterizing properties of the counter and/or usage
trigger. The application server can then perform any suitable
action. As exemplary external application actions, an appli-
cation server could update a database based on the event,
alter state of a session controlled by the application server,
send an alert to a developer, or any suitable response. In one
implementation, an application server can respond by send-
ing a response to the callback URI call. The response can
include application platform instructions. The application
platform instructions can act similarly to the trigger actions
described below 1n that they alter state of the application
platform. In one variation, a callback URI could be to a third
party application server, such as an analytics service oper-
ated by a service distinct from the account holder and the
application platform operator.

When sending a request to the callback URI, the method
can additionally include sending the request according to
security procedures. The resource referenced by the callback
URI can be secured against unwarranted access. An open
URI or a private URI can be contacted by any outside entity,
which may be suflicient for some situations. A secured
callback URI includes some mechamism to limit access of
the callback URI. In one vanation, security credentials of the
usage trigger are used to access the callback URI. The
external application can use the security credentials to
authenticate or authorize access to the callback URI as
shown 1n FIG. 8A. If the security credentials are not vali-
dated by the application, then the communication directed to
the callback URI can be denied. In an alternative variation,
the security procedures can include sending the request from
a veriflied resource of the application server as shown 1n FIG.
8B. The verified resource of the application server can
include machine with a static IP address, a machine with
VPN pipe to an external resource of the account holder, or
any suitable private communication channel between the
application platform and the external application. The veri-
fied resource can have a fixed IP address that can be
pre-arranged as a trusted communication source. The exter-
nal application can whitelist or blacklist IP addresses such
that the verified resource 1s permitted to contact the callback
URI. As an alternative approach a pre-arranged communi-
cation channel can be established. Sending the request
according to security procedures can include establishing a
VPN pipe and sending the request across the VPN pipe as
shown 1n FIG. 8C.

As an additional or alternative variation, the usage trigger
configuration may include a trigger action. Processing the
usage trigger can include performing an action specified by
the associated usage trigger. This variation preferably
enables real-time response within an application platform. In
some situations the actions that may be performed may not
be exposed to outside entities through an API, thus the action
enables responses that 1n some situations wouldn’t be avail-
able to outside entities. For example, 11 there 1s a call being
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performed over a telephony application platform, and the
call uses up all pre-paid minutes during the call, the usage
trigger may have a trigger action to end the call. Thus the
usage trigger enables an outside entity to build event based
functionality without having to maintain an application to
cancel the m-progress call or even be reliant on that func-
tionality being exposed through an API. Executing a trigger
action may additionally or alternatively include suspending
an account, charging stored value account, charging a credit
card, sending a notification or alert message by email, SMS,
phone, IM, or altering the behavior of an application, and/or
any suitable action.

Additionally, processing the usage trigger can include
resetting or removing the usage trigger. In some instances, a
usage trigger can be configured as a single use usage trigger.
After the usage trigger 1s processed, the usage trigger
resource can be removed or suitable managed to end use of
the usage trigger. A counter associated with the usage trigger
can similarly be deleted or closed. In some 1nstances, a usage
trigger can be configured to reset. Preferably, resetting a
usage trigger includes creating a new counter or clearing the
counter. Resetting a usage trigger can be used to enable
actions that are triggered after a specified number of occur-
rences.

3. Method for Tagging and Tracking Platform Usage

As shown m FIG. 9, a method S200 for tagging and
tracking platiorm usage of a preferred embodiment can
include recerving a tag identifier S210, associating the tag
identifier with a logged event S220; defining a tracking
resource with at least one tag i1dentifier S230; measuring
platform interactions tracked by a tracking resource S240;
and providing access to measured platform interactions
through an application programming interface S250. Addi-
tionally, the method can include creating a usage trigger
conditionally activated by a tracker S260 as shown 1n FIG.
10. The method functions to allow outside applications
operated by accounts of the platform to customize usage
analytics and usage-based eventing within a closed platform.
The application platiorm, as above, operates independently
from outside applications, and internal operations and pro-
cess execution can be hidden from outside users. At least one
layer of security can separate the system of an account
holder and the resources of the application platform. The
method enables accounts to annotate, mark, classify and
identily 1nteractions with a platform, which can subse-
quently be used in attaching tracking and/or triggering
mechamisms. An account holder cannot customize the iter-
nal operation of an independent application platiorm, but the
method enables a flexible set of tools for an outside appli-
cation to direct manipulation of logs, tracking, and condi-
tional responses. The set of tools (1.e., tags, trackers, and
triggers), however, allow an application platform to main-
tain security and privacy from internal operational inira-
structure and data. The method 1s executed by a platform,
and can be 1mitiated 1n response to requests and direction of
an account. In some variations, the method can depend upon
automatic tagging and tracking.

Block S210, which includes receiving a tag identifier,
functions to obtain direction for customized classification of
the interaction and resulting events and logs. The tag i1den-
tifier 1s preferably received through an account-initiated
action. An account can be any suitable entity. Preferably, the
account 1s used by an outside party to which internal
operations of the platform are hidden. The account is pret-
erably a developer account to which a developer can build
applications and software services that use account creden-
tials in making requests and/or imstructing a platform 1n how
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it should be used. At least one security layer preferably
exists between the account and at least a subset of internal
resources and services of the platform. The tag 1dentifier can
alternatively be automatically applied to application plat-
form interactions according to pre-defined event classifiers.
The pre-defined event classifiers can be defined by an
account entity, the application platform, or a third party. A
tag 1dentifier 1s preferably a descriptive text phrase or word
used to mark or denote a characteristic of the event. Multiple
events and interactions can be identified with an identical/
shared tag 1dentifier. A tag identifier shared between two or
more events can enable those events to be grouped for
analytics and/or usage-based event triggering.

Receiving a tag identifier preferably includes detecting a
tag 1dentifier as a metadata parameter of a platform 1nstruc-
tion. Platform mstructions may be executed through an API,
through application instruction processing, through user
interface actions, or through any suitable mechanism. In one
variation, detecting a tag identifier as a metadata parameter
of a platform 1instruction can include receiving an API
request that includes at least one tag identifier. As shown in
FIG. 5, a REST API request can include a tag identifier. The
tag 1dentifier property 1s preferably an optional data property
that can be used 1n an API request. In one variation, all API
requests may be tagged. In an alternative variation, a subset
of API calls may support tagging. For example, API calls
related to making calls, ending calls, or changing state of a
call may support tagging. Receiving a tag identifier can
alternatively include processing application instructions
wherein one mstruction includes at least one tag 1dentifier as
shown in FIGURE 11. In one variation, a script or application
source document may be uploaded by an account and used
in customizing the business logic of the platform. In one
preferred i1mplementation, the application instruction 1s
encountered 1n a document of procedurally processed com-
munication instructions. The communication instructions
may be structured 1in a markup language format. Preferably,
at least a subset of the instructions 1s processed 1 a
sequential manner.

An account holder can arbitrarily define tag 1dentifiers. A
new tag identifier can be used to create a new tag identifier.
The tags can additionally include a hierarchical relationship,
such that a first tag 1dentifier can be a parent tag that includes
chuld tags identifiers. A set of tags may additionally be
received or detected, and associated with the platform inter-
action. A set of tags associated with a platform 1nteraction 1s
then accordingly mapped to related events. For example, 1
a developer wants to track calls made by pro account and
that are initiated from their mobile app, the developer can
use the tags “pro” and “mobile-app” for different platform
interactions. If one platform interaction 1s made by a pro
account using the mobile app then that related instruction
may specily the field “tags:[pro, mobile-app]”. The tag
identifiers can be used by the account holder 1n any suitable
manner. Account-side metadata around the platform can be
attached to platform actions without exposing the internal
operation of the platform and without the platform needing
account specific knowledge of how the account 1s using the
platform. An application of an account can use internal log
and data to classify diflerent uses of the application plat-
form. Multiple accounts may have various requirements
when using the application platform, and the different
accounts can customize the manner ol tag usage to meet
their respective application requirements.

As mentioned above, a tag 1dentifier may additionally or
alternatively be detected and associated with a platform
interaction through automatic tagging as shown in FIG. 15.
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This vaniation preferably includes obtaining an auto-tagging
rule configuration S270. In the course of processing auto-
tagging rules, Block S220 can include automatically tagging
events that satisty the auto-tagging rule configuration S222.
Automatic tagging, functions to enable tags to be attached to
a platform interaction according different conditions. As
shown 1n FIG. 12, an auto-tagging rule configuration prei-
erably defines a pattern of properties that should receive a
particular tag. The auto-tagging rule configuration 1s pret-
erably a structured data object that specifies property con-
ditions and the applied tag i1dentifier. Any platform interac-
tion that satisfies the property conditions will be tagged with
the specified tag identifier. If the automatically tagged plat-
form 1dentifier has an explicitly specified set of tags, the
explicit tags and the automatic tags are combined. Prefer-
ably explicit tags and automatic tags are treated equivalently
in the system. In one variation, explicit tagging and auto-
matic tags are diflerent classes of tags.

An auto-tagging rule configuration, 1n one implementa-
tion, 1s specified as a markup document as shown in FIG. 12.
The auto-tagging rule configuration schema/markup can be
uploaded or otherwise entered into the system. Auto-tagging,
rule configurations are preferably set within an account
context (e.g., a main account or a sub-account). An auto-
tagging rule configuration may additionally be used globally
across the platform. For example, the platform may use the
auto-tagging mechamsm to provide some default auto tag-
ging features, which, 1n one variation, may be selectively
activated per account. An auto-tagging rule configuration
can alternatively be specified using an API using any suit-
able protocol or schema 1n defining the auto-tagging rule
configuration.

An auto-tagging rule configuration can preferably specily
any suitable condition for when to apply an automatic tag.
A set of properties can be exposed, on which a condition can
be formed. The properties may include platform interaction
type (e.g., PSTN call, SIP call, video call, text message,
media message, etc.), endpoint properties, carrier properties,
communication metrics, and/or any suitable properties. End-
point properties are preferably properties relating to a caller,
callee, or any suitable endpoint mvolved 1n the communi-
cation. Endpoint properties may include country code,
mobile/landline, regional area code, endpoint type, the end-
point address, geographic information of where the endpoint
communicated from, and/or other endpoint properties. Call
metrics may include media quality, duration of the session,
and/or any suitable metrics.

The conditions may use Boolean algebra (AND, OR,
XOR, NOT, etc.), set mathematics (Unions, intersections,
etc) or any suitable mechanism for defining a condition. In
one variation, a callback mechanism may enable customiz-
able processing to be performed to indicate 1f a element
matches a condition. When a particular context has one or
more auto-tagging rule configurations, a set of platform
interactions are prelferably processed to determine 1f they
satisiy an auto-tagging rule, and, if an event does meet the
conditions, the tag 1s applied. Otherwise, the event 1s not
automatically tagged. Multiple auto-tagging rules may be
defined, and each condition 1s preferably checked. In one
variation, auto-tagging detection i1s applied as the events
occurred (e.g., 1 real-time). Auto-tagging detection may
alternatively be applied as a synchronous step at any suitable
time after an event. For example, auto-tagging may be
applied periodically on a batch of logged events.

Block 5220, which includes associating the tag identifier
with logged event, functions to assign the tag identifier to
related platform events and usage. The tag identifiers are
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preferably used to track and monitor internal operations. An
event 1s preferably logged in association with an account
that 1s associated with the platform interaction that resulted
in the logged event. When executing a platform interaction,
a set of different actions can occur, and the tag identifier
association 1s preferably maintained for the set of different
actions. For example, to service an API request, multiple
different internal platform resources may perform different
steps to completing the API request. The multiple internal
platform resources can log diflerent events as part of internal
logging measures, and the various logged events are asso-
ciated with the specified tag i1dentifier. Associating the tag
identifier with an 1dentified platform interaction event pret-
erably mcludes associating the tag identifier with a set of
logged events that are within the same session context as the
initially 1dentified platform interaction event. A session
context 1s preferably any property or conditional set of
properties that define a collection of related events platform
interactions. As described below a context session can be a
communication session. Synchronous communication, such
as a phone call or video call, may be defined as all the events
relating to one particular sustained session of communica-
tion between a set of endpoints. Such a communication
session may be identified 1n the logs by a call identifier. A
communication session for asynchronous communication
may be defined by all communications that occur between a
consistent set of endpoints at some frequency. For example,
an SMS, MMS, or IP messaging communication session
may be segmented by delays of 30 minutes or more between
messages. A session context may alternatively be within set
time windows. For example, all communications for a
particular day. In one variation, the tag identifier 1s applied
to the set of subsequent events 1n the session context. In
another variation, the tag identifier may be retroactively
assigned to previously logged events.

In a telephony application platform of a preferred embodi-
ment, the tags can be assigned through API requests or
through telephony instructions in an application document
supplied by an application server of an account. An API
request can be used to mitiate an outgoing voice call (e.g.,
PSTN, SIP, etc.), video call, screen sharing session, message
(e.g., SMS, MMS, push notification, or IP message), or other
forms of communication. A communication API request can
include one or more tag 1dentifiers. Logs, events, and other
metadata stored 1n association with the communication can
be associated with the tag 1dentifier. An API request can be
used to augment an active communication session. Such API
requests can similarly include a tag identifier. The tag
identifier can be added to the whole call session, to subse-
quent logs, or to a subset of events that directly relate to the
action used to augment the communication session. A new
tag can alternatively replace a previously specified tag
attached to the call session. A telephony instruction within
an application nstruction document can include a specific
tag 1dentifier

Block S230, which includes defining a tracking resource
with at least one tag 1dentifier, functions to create an object
within the application platiorm to count and measure usage
and events. A tracking resource 1s preferably created accord-
ing to the direction of an account. An account holder can use
an API, graphical user interface, a configuration {file, or any
suitable mechanism to specily properties of one or more
tracker resources. The tracker resources are preferably active
within the account. A tracker can include a tracking pattern
and a temporal update parameter. The tracking pattern 1s
preferably a tag parameter that can include one or more tag
identifiers. In one variation, the tracking resource 1s defined
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by a markup language document as shown in FIGS. 13A,
13B, and 13C. Boolean logic based conditions can be
defined for the set of tag identifiers as shown 1n FIG. 13B.
For example, a tracking pattern may be specified that the
tracker should track all events with the tag “foo” but not
“bar”’. Additionally, the tracking pattern may include other
key 1dentifiers, which may be any of the event properties as
described above for the auto-tagging rule configuration. The
tracking pattern can be a Boolean function (or switching,
function) that 1s at least partially based on tag 1dentifiers. The
tracking pattern 1s used to define which events and usage are
ol iterest to the tracker resource. The tracking condition 1s
used to 1dentity which logged events should be counted. In
one variation, the tracker resources functions as a customi-
zable counter, wherein arbitrary definitions of events may be
configured for counting and measuring. The tracker resource
will be used to measure or track different sets of events. The
tracking pattern can define a subset of the total account
events within the application platform. The temporal update
parameter can be used to define the update frequency and
timing. In one vanation, tracker resources can be automati-
cally updated for each relevant account. A tracking resource
may additionally include a measurement property, which
defines what and how events should be accounted for as
shown i FIG. 13C. A measurement property can define
what property of the events are measured 1n Block S240. The
measurement property may additionally define how the
event property 1s accounted, (e.g., added, averaged, etc.).
Block S240, which includes measuring platiorm interac-
tions associated with the tag 1dentifier, functions to account
for relevant logged events. Measuring platform interactions
1s preferably achieved in connection with operating the
computing platform. Operating the computing platform
preferably includes internally executing a process on behalf
of the platform interaction and logging at least one event. In
response to those generated events, block S240 can facilitate
accounting/measuring at least one metric of the tracking
resource in response to a logged event satisiying a tracking,
condition of the tracking resource. The tracking resource 1s
used to track the occurrences of particular types of events.
The tracker resource 1s preferably updated according to the
temporal update parameters. When updating a tracker
resource, an event log 1s queried for new events matching
the tracking condition. In one simple scenario, tracker
resource, the tracking condition 1s a single tag. An event log
record that matches the tag parameter of the tracker resource
1s Boolean function with multiple Tag 1dentifier arguments.
If the event record satisfies the Boolean function based on
the tag 1dentifiers for that event then it 1s included in the
measurement. In yet another scenario, the tracking condition
can be a Boolean function with tag identifier arguments and
general event properties. The retrieved events can then be
processed and appropriately added to the tracker measure-
ment. In one variation, the measurement 1s a measure of
number of events, and a tally of event occurrences can be
used i an event tracker. Accordingly, Block S240 can
include recording a running number of events that satisiy the
tracking pattern. In another varnation, the measurement 1s a
measure ol a property related to the event, wherein Block
S240 can include updating an aggregated metric of events
that satisfy the tracking pattern. The property 1s preferably a
usage property such as such as data usage, call duration,
request size, or other usage property. The aggregated metric
may alternatively be an overall statistic such as an average,
median, maximum, minimum or other suitable statistical
metric of one ore more property values of an event. An
aggregated metric may be particularly beneficial i1 all events
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include metadata with measurable data. As an example,
communication application event records may include a
property for call duration, call quality, amount of data used,
and/or other suitable metrics. Measuring platform interac-
tions may additionally involve updating several measure-
ments. For example, a count of events and an average value
of a particular event property (e.g., quality score) could be
measured.

Block S250, which includes providing access to measured
platform interactions through an application programming,
interface, functions to enable account users to build inter-
actions through an interface. A tracker resource 1s preferably
made accessible as an API resource. Writing to the API
resource can update or change the state of the tracker
resource. Reading from the API resource can enable access
to the measured usage associated with the tracker. An
account holder can poll the tracker resource and build
external logic 1n an application based on that information.
The measured usage associated with a tracker resource can
additionally be presented through a user interface. One
potential use of data of a tracker resource 1s with analytics
by an account holder. The analytics can be presented to users
as charts, graphs, tables, and other suitable data infograph-
1CS.

Additionally or alternatively, the method can include
creating a usage trigger conditionally activated by a tracker
S260, which functions to use trackers 1n the conditions of a
trigger resource. The integration of trigger resources with a
method involving tags and tracking resources may addition-
ally include recerving a trigger configuration from an
account, wherein the recerved trigger configuration includes
a callback umiform resource identifier and a trigger condition
based on the tracking resource; monitoring the tracking
resource 1n the context of the associated trigger configura-
tion; and processing the trigger, wherein processing the
trigger comprises transmitting a request to the callback
uniform resource 1dentifier of an application server upon the
tracking resource satistying the trigger condition of the
associated trigger. A trigger resource can preferably be
created by an account holder mm a manner substantially
similar to above. In place of or 1n addition to a counter, a
trigger resource can depend on at least one tracker resource.
The tniggers can similarly include a defined callback URI
and/or a platform action. The trigger can function substan-
tially similar to the triggers described above. However, the
triggers can be configured to react to events tracked through
customize tagging and tracking. The trigger can similarly
message a callback URI. Communicating with a callback
URI can mvolve similar security measures as described
above.

The usage trigger can alternatively invoke an internal
action. The internal action may include actions not otherwise
permitted to an account such as immediate communication
session suspension, account suspension, endpoint usage
suspension, or other suitable actions.

In one vanation, the method may apply block S260 1n
place of or 1n addition to block S250. In another variation,
the process of using counters may be used in combination
with tags and triggers without a defined tracking resource. In
this variation, a counter functions as a special case counter
wherein the counter measures platform interactions based on
cvents with one defined tag. Blocks S210 and S220 are
preferably used 1n combination with processes of method
S100, wherein the counter 1s configured to count events with
a particular set of tags.

In one application of the method, tags may be used by an
account holder to provide multitenant experiences to users
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of the account holder’s system. The method may include the
tag 1dentifiers being associated with a unique i1dentifier of
sub-accounts of an account; and measuring accumulated
credit of platform usage broken down by tags. An account
holder supplying the tags preferably facilitates tagging plat-
form 1nteractions with an associated sub-account of that
account during block S210. Measuring accumulated credit 1s
preferably applied during block S240. Preferably the price of
vartous events 1s 1indicated 1 the event records. For
example, ending a call will result 1n the price of the call
being recorded in the call event log. As one exemplary
scenario, a third party app using the communication plat-
form may allow users to make phone calls from the third
party app. In this example, the third party app may represent
an account of the communication platform and the user may
represent a sub-account segment of the account. The use of
tags may be used to handle subaccounts, when subaccounts
are not enabled 1n the platform or the use scenario doesn’t
lend 1tself well to a sub-account model. 11 the third party app
manages a handiul of phone numbers of which all the users
share, then 1t may be hard to otherwise breakup use of the
platform into distinct sub-accounts in the platform. The
billing or crediting of an account may be all attributed to the
third party app account on the communication application.
The method may be applied to allow billing to be divided
between the users of the third party application. The third
party app prelerably tags all interactions with the commu-
nication platform using a user 1identifier created within their
application. Then, the tags are leveraged to breakdown
platform usage so that usage can be attributed to distinct user
accounts. In one variation, a tracking resource 1s setup for
cach user 1dentifying tag, and used to measure the accrued
bill for each user of the third party app. The third party app
can query the measured bill or credit for a tag, and then
charge the appropriate end user. In another varnation, an
event trigger may be used to automatically redirect billing of
the account to the end users. A triggered event may be used
to execute a billing event for given segment of usage within
an account. The tags, trackers, and/or triggers may alterna-
tively be used 1n any suitable manner.

The system and method of the preferred embodiment and
variations thereof can be embodied and/or implemented at
least 1n part as a machine configured to receive a computer-
readable medium storing computer-readable instructions.
The 1nstructions are preferably executed by computer-ex-
ecutable components preferably integrated with the tagging
engine, tracking engine, and/or the triggering engine of an
application platform. The computer-readable medium can be
stored on any suitable computer-readable media such as
RAMs, ROMs, tlash memory, EEPROMs, optical devices
(CD or DVD), hard drives, floppy drives, or any suitable
device. The computer-executable component 1s preferably a
general or application specific processor, but any suitable
dedicated hardware or hardware/firmware combination
device can alternatively or additionally execute the mstruc-
tions.

As a person skilled in the art will recognize from the
previous detailled description and from the figures and
claims, modifications and changes can be made to the
preferred embodiments of the invention without departing
from the scope of this mvention defined 1n the following
claims.

What 1s claimed 1s:
1. A method comprising: at a tagging and tracking system
that includes at least a tagging engine and a tracking engine:
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defining a tracking resource with at least a first tag
identifier that 1s linked to at least a first platform
interaction 1 a partially closed multi-tenant commu-
nication platform;

tagging at least one logged event of a platform account of
the first platform 1nteraction with the first tag identifier;

determining measured usage of the defined tracking
resource by measuring logged events of the account
that are tagged with a tag identifier of the defined
tracking resource, the measured logged events includ-
ing logged events that are tagged with the first tag
identifier; and

providing the measured usage to an external system of an
account holder of the platform account via at least one
of: an API of the tagging and tracking system; and an
API of the communication platform,

wherein the defined tracking resource 1s defined with a
plurality of tag i1dentifiers,

wherein the plurality of tag identifiers includes the first
tag 1dentifier, and

wherein measuring logged events comprises measuring
logged events of the account that are tagged with at
least one of the plurality of tag 1dentifiers of the defined
tracking resource.

2. The method of claam 1, wherein the tagging and

tracking system defines the tracking resource responsive to
a request provided by an external system of the account
holder.

3. The method of claim 1, wherein determining measured
usage of the defined tracking resource comprises: recording
a running number of logged events of the account that are
tagged with a tag identifier of the defined tracking resource.

4. The method of claim 1, wherein determining measured
usage of the defined tracking resource comprises: updating
an aggregated metric of logged events of the account that are
tagged with a tag identifier of the defined tracking resource.

5. The method of claim 1,

wherein the tagging and tracking system includes a trigger

monitoring system,

the method further comprising:

the trigger monitoring system determining whether the
tracking resource satisfies a trigger condition by
monitoring the tracking resource in the context of
trigger configuration provided by an external system
of the account holder, the trigger configuration
including the trigger condition and a callback uni-
form resource identifier (URI),

responsive to a determination by the trigger monitoring
system that the tracking resource satisfies the trigger
condition, transmitting a request to the callback URI
of an application server.

6. The method of claim 5, wherein the application server
1s an application server of an external system of the account
holder of the platform account.

7. The method of claim 1, wherein at least the first tag
identifier 1s detected as a metadata parameter of a platiorm
instruction for the first platform interaction, wherein the
platform instruction 1s provided by an external system of the
account holder of the platform account.

8. The method of claim 1, wherein at least the first tag
identifier 1s obtained from an auto-tagging rule configura-
tion.

9. The method of claim 1, wherein the first tag identifier
1s detected from at least one of: an application programming
interface (API) request provided by an external system of
the account holder of the platform account;
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and an application 1nstruction that specifies a tag identifier
variable.
10. A tagging and tracking system comprising:
a tagging engine constructed to:
tag at least one logged event of a platform account of
a first platform nteraction in a partially closed
multi-tenant communication platform with a first tag
identifier that 1s linked to at least the first platform
interaction;

a tracking engine constructed to:
define a tracking resource with at least the first tag
1dentifier, and
determine measured usage of the defined tracking
resource by measuring logged events of the account

that are tagged with a tag identifier of the defined
tracking resource, the measured logged events
including logged events that are tagged with the first
tag 1dentifier,

wherein the tagging and tracking system 1s constructed to

provide the measured usage to an external system of an
account holder of the platform account via at least one
of: an API of the tagging and tracking system; and an
API of the communication platform,

wherein the defined tracking resource 1s defined with a

plurality of tag identifiers,

wherein the plurality of tag identifiers includes the first

tag 1dentifier, and

wherein measuring logged events comprises measuring

logged events of the account that are tagged with at
least one of the plurality of tag identifiers of the defined
tracking resource.

11. The system of claim 10, wherein the tracking engine
1s constructed to determine measured usage by at least one
of: recording a running number of logged events of the
account that are tagged with a tag identifier of the defined
tracking resource; and updating an aggregated metric of
logged events of the account that are tagged with a tag
identifier of the defined tracking resource.

12. The system of claim 10,

wherein the tagging and tracking system further com-

prises a trigger monitoring system constructed to:
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determine whether the tracking resource satisfies a
trigger condition by monitoring the tracking resource
in the context of trigger configuration provided by an
external system of the account holder, the trigger
configuration including the trigger condition and a
callback uniform resource identifier (URI),

responsive to a determination by the trigger monitoring
system that the tracking resource satisfies the trigger
condition, transmit a request to the callback URI of
an application server.

13. The system of claim 10, wherein the tagging engine 1s
constructed to detect at least the first tag identifier as a
metadata parameter of a platform instruction for the first
platform interaction, wherein the platform instruction 1s
provided by an external system of the account holder of the
platform account.

14. The system of claim 10, wherein the tracking engine
1s constructed to define the tracking resource responsive to
a request provided by an external system of the account
holder.

15. A method comprising: at a tagging and tracking
system that includes at least a tagging engine and a tracking
engine:

defining a tracking resource with at least a first tag

identifier that 1s linked to at least a first platiform

interaction 1 a partially closed communication plat-
form;

tagging at least one logged event of a platform account of

the first platform interaction with the first tag identifier;

determinming measured usage of the defined tracking
resource by measuring logged events of the account
that are tagged with a tag identifier of the defined
tracking resource, the measured logged events includ-
ing logged events that are tagged with the first tag
identifier; and

providing the measured usage to an external system of an

account holder of the platform account, wherein the tag

identifier 1s a tag identifier configured for a sub-account
of the account, and

wherein the communication platform 1s a multi-tenant

communication platform.
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