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REPLAYING USER INPUT ACTIONS USING
SCREEN CAPTURE IMAGES

RELATED APPLICATION

This application 1s a non-provisional of, and claims pri-

ority to, U.S. Provisional Application No. 62/023,736, filed
Jul. 11, 2014, entitled “Detection and Ranking of Entities
from Mobile Onscreen Content.” The subject matter of this
carlier filed application 1s incorporated herein by reference.

BACKGROUND

Due to the use of mobile devices, such as smartphones
and tablets, user interaction with mobile applications has
been increasing. But unlike web-based applications, mobile
applications can differ significantly in the features they
provide. For example, link structure, the user interface, and
interaction with other applications can be inconsistent from
one app to another. Additionally, because mobile applica-
tions are conventionally closed (e.g., cannot be crawled), the
actions of the user cannot be used as context to improve the
user experience, such as personalizing search, targeting
advertising, and providing personalized suggestions and
assistance.

SUMMARY

Implementations capture an image of a screen on a mobile
device at intervals and analyze the screen content via
recognition tools to provide context for improving the user
experience. For example, in some implementations, the
system performs entity detection 1n a mobile app environ-
ment. To provide context for disambiguation, the system
may group some of the captured images into a window. The
window may represent a fixed length of time, with some
portions of the window providing context for entities occur-
ring in the other portions. In some implementations, the
system 1s adaptive so the window 1s larger when the user’s
screen 1s static (e.g. no scrolling). Enftities may be disam-
biguated, ranked, and associated with a user profile. In some
implementations, the system may generate annotation data
to provide personalized assistance the user. The annotation
data may provide a visual cue for actionable content, entities
or content relevant to the user, summary information, etc.
The annotation data may present the annotation content, and
also provide additional content, such as labels, 1mage labels,
expunge areas, etc. In some implementations, the system
may index the captured 1mages, for example by text and/or
entities 1dentified from an 1mage. The system may use the
index in various ways, such as allowing a user to search for
previously viewed content, to provide context-based assis-
tance, and to automate user input. In some 1implementations,
the system enables the user to share a current screen or
previously captured screens with another user. In some
implementations, the system may track or capture user input
actions, such as taps, swipes, text mnput, or any other action
the user takes to interact with the mobile device and use this
information to learn and automate actions to assist the user.
In some implementations, the system may use additional
data, such as the location of the mobile device, ambient
light, device motion, etc. to enhance the analysis of screen
data and generation of annotation data.

In one aspect, a mobile device includes at least one
processor, a data store storing a plurality of captured user
input actions, each input action having a corresponding
timestamp and storing a plurality of 1mages, each image
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representing a screen captured on the mobile device, each
image having a corresponding timestamp. The mobile
device also includes memory storing instructions that, when
executed by the at least one processor, cause the mobile
device to perform operations. The operations may include
receiving a selection of a first 1image of the plurality of
images, determining a set of the captured user mput actions,
the set including user input actions occurring prior to a
timestamp corresponding to the first image and after a
timestamp corresponding to a reference image, the reference
image being one of the plurality of 1images, and replaying the
set of user mput actions on the mobile device starting from
a state corresponding to the reference image.

In another aspect, a method includes receiving a selection
of a first image representing a previously captured screen of
a mobile device, the first 1mage having a corresponding
timestamp, determining a set of stored user mput actions that
occur prior to the timestamp corresponding to the first image
and after a timestamp corresponding to a reference 1mage,
the reference 1mage representing another previously cap-
tured screen of the mobile device, and providing a user
interface element configured to, when selected, nitiate a
replaying of the set of user input actions on the mobile
device, starting from a state corresponding to the reference
image.

In another aspect, a method includes receiving a selection
ol a first screen capture 1mage representing a screen captured
on a mobile device associated with a user, the first image
having a first timestamp and determining, using a data store
of 1mages ol previously captured screens ol the mobile
device, a reference image from the data store that has a
timestamp prior to the first timestamp. The method also
includes identifying a plurality of images in the data store
that have respective timestamps between the timestamp for
the reference 1mage and the first timestamp and providing
the reference 1mage, the plurality of images, and the first
image to the mobile device. These and other aspects can
include one or more of the following features. For example,
the reference image may represent an image of a home
screen for the mobile device or may represent an 1initial
image of a mobile application associated with the first
1mage.

In another aspect, a method includes receiving a selection
ol a first screen capture 1mage representing a screen captured
on a first mobile device associated with a user, the first
image having a first timestamp and, determining, using a
data store of 1images of previously captured screens of the
first mobile device, a reference 1mage from the data store
that has a timestamp prior to the first timestamp, the refer-
ence 1mage representing another previously captured screen
on the first mobile device. The method also includes 1den-
tifying a plurality of images in the data store that have
respective timestamps between the timestamp for the refer-
ence 1mage and the first timestamp, determining a set of
stored user input actions that occur prior to the timestamp
corresponding to the first image and after a timestamp
corresponding to the reference 1mage, and providing the set
of user input actions, reference image, the plurality of
images, and the first 1image to a second mobile device
associated with the user.

In one general aspect, a computer program product
embodied on a computer-readable storage device includes
instructions that, when executed by at least one processor
formed 1n a substrate, cause a computing device to perform
any of the disclosed methods, operations, or processes.
Another general aspect includes a system and/or a method
for detection and ranking of entities from mobile screen
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content, substantially as shown in and/or described in con-
nection with at least one of the figures, and as set forth more
completely in the claims. Another general aspect 1includes a
system and/or a method for highlighting important or user-
relevant mobile onscreen content, substantially as shown 1n
and/or described i1n connection with at least one of the
figures, and as set forth more completely 1 the claims.
Another general aspect includes a system and/or a method
for providing actions for mobile onscreen content, substan-
tially as shown in and/or described in connection with at
least one of the figures, and as set forth more completely 1n
the claims. Another general aspect includes a system and/or
a method for providing insight for mobile onscreen content,
substantially as shown 1n and/or described in connection
with at least one of the figures, and as set forth more
completely 1n the claims. Another general aspect includes a
system and/or a method for indexing mobile onscreen con-
tent, substantially as shown 1n and/or described 1n connec-
tion with at least one of the figures, and as set forth more
completely 1n the claims. Another general aspect includes a
system and/or a method for automating user input and/or
providing assistance from interaction understanding, sub-
stantially as shown 1n and/or described 1n connection with at
least one of the figures, and as set forth more completely 1n
the claims. Another general aspect includes a system and/or

a method for sharing mobile onscreen content, substantially
as shown 1n and/or described 1n connection with at least one
of the figures, and as set forth more completely 1n the claims.

One or more of the implementations of the subject matter
described herein can be implemented so as to realize one or
more of the following advantages. As one example, 1mple-
mentations may provide a consistent user experience across
mobile applications, so that similar type of actionable con-
tent behaves the same across applications. As another
example, implementations provide context for personalizing
certain tasks, such as ranking search results and providing
assistance. As another example, implementations provide an
interface to quickly discover user-relevant and content rel-
cvant content on the screen and to surface insighttul rela-
tionships between entities displayed in the content. As
another example, implementations may allow a user of a
mobile device to share a screen with another user or to
transfer the state of one mobile device to another mobile
device. Implementations may also allow a mobile device to
automatically perform a task with minimal input from the
user.

The details of one or more implementations are set forth
in the accompanying drawings and the description below.
Other features will be apparent from the description and
drawings, and from the claims.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 1s a block diagram illustrating an example system
in accordance with the disclosed subject matter.

FIG. 2 1s an example block diagram that illustrates
components that can be used 1n an example system, 1n
accordance with the disclosed subject matter.

FIG. 3 1s a block diagram illustrating another example
system 1n accordance with the disclosed subject matter.

FIG. 4 1llustrates an example display of a mobile com-
puting device.

FIG. § illustrates a tlow diagram of an example process
for 1dentifying and ranking entities displayed on a mobile
computing device, 1n accordance with disclosed implemen-
tations.
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FIG. 6 A 1illustrates an example display of a mobile com-
puting device.

FIG. 6B 1illustrates the example display of FIG. 6A
displayed with annotation data identiiying actionable con-
tent, 1n accordance with disclosed implementations.

FIG. 7 illustrates another example display of a mobile
computing device with annotation data identifying action-
able content, in accordance with disclosed implementations.

FIG. 8 illustrates a flow diagram of an example process
for generating annotation data for actionable content dis-
played on a mobile computing device, in accordance with
disclosed implementations.

FIG. 9 illustrates an example display of a mobile com-
puting device with annotation data identifying user-relevant
content, 1n accordance with disclosed implementations.

FIG. 10 illustrates an example display of a mobile com-
puting device with annotation data identifying content-
relevant content, 1n accordance with disclosed implementa-
tions.

FIG. 11 1llustrates a flow diagram of an example process
for generating annotation data identitying relevant content 1n
the display of a mobile computing device, 1n accordance
with disclosed implementations.

FIG. 12A 1illustrates an example display of a mobile
computing device with annotation data highlighting connec-
tions between entities found 1n the content of the display, in
accordance with disclosed implementations.

FIG. 12B illustrates an example display of a mobile
computing device with annotation data providing informa-
tion about a connection between two entities found in the
content of the display, 1n accordance with disclosed 1mple-
mentations.

FIGS. 13A-B illustrate a flow diagram of an example
process for generating annotation data identifying connec-
tions between entities found in the content of the display of
a mobile computing device, 1n accordance with disclosed
implementations.

FIG. 14 illustrates a flow diagram of an example process
for generating annotation data providing information on a
connection between entities found in the content of the
display of a mobile computing device, 1n accordance with
disclosed implementations.

FIG. 15 illustrates a flow diagram of an example process
for generating an index of screen capture images taken at a
mobile device, 1n accordance with disclosed implementa-
tions.

FIG. 16 illustrates a tlow diagram of an example process
for querying an index of screen captures taken at a mobile
device, 1 accordance with disclosed implementations.

FIGS. 17-19 1illustrate example displays for a mobile
computing device with automated assistance from interac-
tion understanding, in accordance with disclosed implemen-
tations.

FIG. 20 illustrates a flow diagram of an example process
for generating annotation data with an assistance window
based on interaction understanding, in accordance with
disclosed implementations.

FIG. 21 illustrates a flow diagram of another example
process for generating annotation data with an assistance
window based on content captured from a mobile device, 1n
accordance with disclosed implementations.

FIG. 22 illustrates a tlow diagram of an example process
for automating user input actions based on past content
displayed on a mobile device, 1n accordance with disclosed
implementations.
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FIG. 23 illustrates a flow diagram of an example process
for sharing an image of screen content displayed on a mobile

device, 1 accordance with disclosed implementations.

FIG. 24 illustrates example displays for a mobile com-
puting device for selecting a previously captured image, in
accordance with disclosed implementations.

FIG. 25 shows an example of a computer device that can
be used to implement the described techniques.

FIG. 26 shows an example of a distributed computer
device that can be used to implement the described tech-
niques.

Like reference symbols 1n the various drawings indicate
like elements.

DETAILED DESCRIPTION

FIG. 1 1s a block diagram of a mobile content context
system 1n accordance with an example implementation. The
system 100 may be used to provide context for various forms
ol user assistance on a mobile device and a consistent user
experience across mobile applications. The depiction of
system 100 1in FIG. 1 1s a client-server system, with some
data processing occurring at a server 110. However, other
configurations and applications may be used. For example,
the data processing may occur exclusively on the mobile
device 170, as i1llustrated in FIG. 3. Furthermore, 1n some
implementations some of the processing may be done on the
mobile device 170 and some of the processing may occur on
the server 110. In some implementations, a user of the
mobile device 170 may indicate that portions of the pro-
cessing be performed at the server 110. Thus, implementa-
tions are not limited to the exact configurations illustrated.

The mobile content context system 100 may include a
data graph 190. The data graph 190 may be a large graph-
based data store that stores data and rules that describe
knowledge about the data in a form that provides for
deductive reasoning. For example, in a data graph, infor-
mation may be stored about entities 1n the form of relation-
ships to other entities. An entity may be may be a person,
place, item, idea, topic, word, phrase, abstract concept,
concrete element, other suitable thing, or any combination of
these. Entities may be related to each other by labeled edges
that represent relationships. The labeled edges may be
directed or undirected. For example, the entity representing
the National Football League may be related to a Jaguar
entity by a “has team” relationship. A data graph with a large
number of entities and even a limited number of relation-
ships may have billions of connections. In some 1implemen-
tations, data graph 190 may be stored in an external storage
device accessible from server 110 and/or mobile device 170.
In some implementations, the data graph 190 may be dis-
tributed across multiple storage devices and/or multiple
computing devices, for example multiple servers. The enti-
ties and relationships 1n the data graph 190 may be search-
able, e.g., via an 1ndex. For example, the index may include
text by which an entity has been retferred to. Thus, reference
to the data graph 190 may be understood to include an index
that facilitates finding an entity using a text equivalent.

The mobile content context system 100 may include a
server 110, which may be a computing device or devices that
take the form of a number of diflerent devices, for example
a standard server, a group of such servers, or a rack server
system. For example, server 110 may be implemented 1n a
distributed manner across multiple computing devices. In
addition, server 110 may be implemented 1mn a personal
computer, for example a laptop computer. The server 110
may be an example of computer device 2500, as depicted in
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FIG. 25, or computer device 2600, as depicted in FIG. 26.
Server 110 may include one or more processors formed 1n a
substrate configured to execute one or more machine execut-
able instructions or pieces of software, firmware, or a
combination thereof. The server 110 can also include one or
more computer memories. The memories, for example, a
main memory, may be configured to store one or more
pieces ol data, either temporarly, permanently, semi-perma-
nently, or a combination thereof. The memories may include
any type of storage device that stores information 1n a format
that can be read and/or executed by the one or more
processors. The memories may include volatile memory,
non-volatile memory, or a combination thereolf, and store
modules that, when executed by the one or more processors,
perform certain operations. In some implementations, the
modules may be stored in an external storage device and
loaded 1nto the memory of server 110.

The mobile content context system 100 may include a
content engine 120 and an annotation engine 130. The
content engine 120 may include components that analyze
images of screenshots taken on a mobile device to determine
content that can be used to provide context and assistance,
as well as supporting components that index, search, and
share the content. Annotation engine 130 may include com-
ponents that use the content 1dentified by the content engine
and provide a user-interface layer that offers additional
information and/or actions to the user of the device 1n a
manner consistent across mobile applications. As 1llustrated
in FIG. 1, components of the content engine 120 and the
annotation engine 130 may be executed by server 110. In
some 1mplementations, one or more components of the
content engine 120 and the annotation engine 130 may be
executed as a mobile application on mobile device 170,
cither as part of the operating system or a separate applica-
tion.

FIG. 2 1s a block diagram that illustrates components of
the content engine 120 and the annotation engine 130 that
can be used 1n an example system. The content engine 120
includes a recognition engine 221. The recognition engine
221 may be configured to perform various types ol recog-
nition on an 1mage, including character recognition, 1image
recognition, logo recognition, etc., using conventional or
later developed techniques. Thus, recognition engine 221
may be configured to determine text, landmarks, logos, eftc.
from an 1mage and the location of these 1tems in the 1mage.

The content engine 120 may also include a candidate
entity selection engine 222. The candidate enfity selection
engine 222 may match the items 1dentified by the recogni-
tion engine 221 to entities in the data graph 190. Enfity
mention 1dentification can include looking up tokens or
sequences ol ngrams (each an example of an 1tem 1dentified
by the recognition engine) and matching them to entities, for
example 1n a table that maps from the token or ngram to an
entity. Entity mention identified can also involve several
techniques, including part-of-speech tagging, dependency
parsing, noun-phrase extraction, and coreference resolution
on the 1dentified 1tems. Part-of-speech tagging 1dentifies the
part of speech that each word 1n the text of the document
belongs to. Dependency parsing identifies the relationships
between the parts-of-speech. Noun-phrase extraction iden-
tifies, or segments, noun phrases such as the phrases “Barack
Obama,” “Secretary Clinton,” or “First Lady.” In other
words, noun-phrase extraction aims to identily potential
mentions of entities, including the words used to describe
them. Coreference resolution aims to match a pronoun or
pronominal to a noun phrase. The candidate entity selection
engine 222 may use any conventional techniques for part-
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of-speech tagging, dependency parsing, noun-phrase extrac-
tion, and coreference resolution. “Accurate Unlexicalized
Parsing” by Klein et al. in the Proceedings of the 41%° Annual
Meeting on Association for Computational Linguistics, July
2003, and “Simple Coreference Resolution With Rich Syn-
tactic and Semantic Features” by Haghighi et al. in Proceed-
ings of the 2009 Conierence on Empirical Methods 1n
Natural Language Processing, August 2009, which are both
incorporated herein by reference, provide examples of such
methods.

Once possible entity mentions are found the candidate
entity selection engine 222 may identify each entity in the
data graph 190 that may match the possible entity mentions
in the text and/or images. For example, if the candidate
entity selection engine 222 identifies the text “Jaguar” as a
possible entity mention, the candidate enfity selection
engine 222 may match that text, also referred to as a text
mention, to three entities: one representing an animal, one
representing an NFL team, and the third representing a car.
Thus, the text mention has three candidate entities. It 1s
understood that entities may be associated with text or with
images and logos. For example, a picture of Big Ben may be
associated with an entity representing Big Ben 1n the data
graph. Similarly, a picture of President Obama may be
associated with an entity representing Barack Obama in the
data graph.

The content engine 120 may also include an entity dis-
ambiguation engine 223. The entity disambiguation engine
223 determines a winner from among the candidate entities
for a text mention. The disambiguation engine 223 may
include a machine-learning algorithm that uses conventional
entity disambiguation signals as well as signals unique to a
mobile application environment. The entity disambiguation
engine 223 may also assign a rank to the disambiguated
entities. Detection of entities 1n text as a user 1s suriing the
Internet 1n a web-browser-based environment has been used,
with user consent, to provide context for improving the user
experience, for example by personalizing search, targeting
advertising, and providing user assistance. But as users
move away Irom web-based browsers to using mobile
devices, such context 1s lost because mobile applications are
closed and cannot be crawled. Thus, as a user performs more
tasks using mobile apps, user context information 1s lost.
The content engine 120 provides a method of capturing the
context to maintain in a mobile environment the personal-
1zed user experience provided in a web-browser based
environment. In some implementations, the disambiguation
engine 223 may operate over a window of screenshots, so
that screen capture images that come before and after a
particular time period can be used as context for disambigu-
ating entities found 1n the center of the window. The entities
detected in the screen capture images may be stored, for
example 1n screen capture index 118, where the detected
entity 1s a key value. After disambiguating the entities, the
disambiguation engine 223 may rank the entities and store
the rankings, for example as ranked entities and collections
117. In some implementations, the ranking and entity infor-
mation may be stored as part of screen capture index 118. In
some 1mplementations, ranks determined over a short period
of time may be stored in the screen capture index 118 and
ranks for entities over a longer period of time may be stored
in ranked entities and collections 117. Collections of entities
may represent entities with a common type or some other
common characteristic. Thus, the system may cluster entities
into one or more collections based on the characteristics. For
example, a collection may be Italian restaurants, horror
movies, luxury cars, etc.
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The content engine 120 may also include an indexing
engine 224. The imndexing engine 224 may index a screen
capture 1mage according to the text, entities, images, logos,
ctc. 1dentified 1n the 1mage. Thus, for example, the indexing
engine 224 may generate index entries for an 1mage. The
index may be an imverted index, where a key value (e.g.,
word, phrase, entity, 1mage, logo, etc.) 1s associated with a
list of images that have the key value. The index may include
metadata (e.g., where on the image the key value occurs, a
rank for the key value for the image, etc.) associated with
cach 1image 1n the list. In some implementations, the index
may also include a list of 1mages indexed by a timestamp.
Because the indexing engine 224 may use disambiguated
entities, 1n some 1mplementations, the indexing engine 224
may update an index with non-entity key 1tems at a first time
and update the index with entity key 1tems at a second later
time. The first time may be after the recognition engine 221
1s finished and the second time may be after the disambigu-
ation engine 223 has analyzed a window of images. The
indexing engine 224 may store the index i memory, for
example screen capture index 118 of FIG. 1.

The content engine 120 may also include a query engine
225. The query engine 223 may use the screen capture index
118 generated and maintained by the indexing engine 224 to
respond to queries. The query engine 225 may return a list
ol screen capture 1mages as a search result. In some 1mple-
mentations, the query engine 225 may generate a user
display of the responsive screen capture images, for example
in a carousel or other scrollable list. In some 1mplementa-
tions, the content engine 120 may also include a screen
sharing engine 226. The screen sharing engine 226 may
enable a user of the mobile device to share a captured screen
with a designated recipient. The captured screen may be a
current 1image, or an mdexed image. If the user chooses to
share a series of screens, the screen sharing engine 226 may
also stitch the 1images into a larger 1mage that 1s navigable,
making the resulting 1mage easier to view for the recipient.
The screen sharing engine 226 may also provide user mput
data that corresponds with a shared screen, when requested
by the user, to the recipient device.

The annotation engine 130 may include components that
build annotation imnformation designed to be integrated with
the screen of the mobile device. The annotation information
may be an overlay displayed on top of the screen being
displayed, an underlay displayed behind the screen being
displayed, or information configured to be added to the
current screen in the display bufler of the mobile device. In
other words, the annotation information represents informa-
tion added to a screen generated at the mobile device,
whether displayed over, under, or integrated into the screen
when 1t 1s displayed. The various components of the anno-
tation engine 130 may generate various types of annotation
data. The annotation data may be configured to be displayed
with a screen on the mobile device so that only the visual
cues, labels, images, etc., included 1n the annotation data are
visible. In addition or alternatively, the annotation data may
include expunge areas that are visible over the screen and
hide or mask corresponding areas of the screen on the
mobile device. For example, an expunge area may hide
passwords, oflensive language, pornographic images, eftc.
displayed on the screen.

For example, the annotation engine 130 may include an
actionable content engine 232. Actionable content 1includes
any content 1n the screen capture image that can be associ-
ated with a type of action. For example, the actionable
content engine 232 may use templates to 1dentity text that
represents phone numbers, email addresses, physical
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addresses, etc., with each template having an associated
action. For example, phone numbers may be associated with
a “dial now” action, email addresses may be associated with
a “‘compose a new message” action, street addresses may be
associated with a “view on map” action, etc. In some
implementations, the user of the mobile device may select a
default action for each template (e.g., each type of actionable
content). For example, the user may choose to associate
email addresses with an “add to contacts™ action instead of
a “compose message” action. In some implementations, the
system may determine the action dynamically. For example,
the system may look for an email address or phone number
in a contacts data store, either on the mobile device or
associated with an account for the user. If the phone number
1s found, the system may use the “dial now™ action and 11 the
phone number 1s not found the system may provide the user
with the opportunity to choose a “dial now” action and an
“add to contacts” action. In addition to template-based text
items, actionable content may include entities 1dentified 1n
the text, for example by the candidate entity selection engine
222 and the disambiguation engine 223. The action associ-
ated with an entity may be to bring up a short description or
explanation of the entity. For example, the system may
generate the description from properties and/or relationships
of the entity 1n the data graph 190 or may open a wiki page
or a knowledge panel describing the entity. A knowledge
panel 1s a collection of information that describes an entity
and may be derived from relationships between the entity
and other enfities or entity properties/attributes 1n a data
graph.

When the actionable content engine 232 finds actionable
content, 1t may generate annotation data that includes a
visual cue for each 1tem of actionable content. The visual cue
may be any cue that sets the actionable content apart from
non-actionable content. For example, visual cues may
include, but are not limited to, highlighting, underlining,
circling, outlining, and even darkening out or obscuring
non-actionable content. Each visual cue in the annotation
data may be associated with an action and configured to
detect a selection that initiates the action. The visual cue
thus, acts like a hyperlink 1m an HTML-based document.
Because the mobile content context system 100 can provide
the annotation data for any mobile application running on
the mobile device, actions are consistent across mobile
applications. In some 1mplementations, the actionable con-
tent engine 232 may identily too many actionable content
items 1n one screen capture image. In such a situation, the
actionable content engine 232 may generate a visual cue for
the more relevant entities, for example those more highly
ranked 1n the search index 118 or the ranked entities and
collections 117.

The annotation engine 130 may also include a relevant
content engine 233. The relevant content engine 233 may
annotate content that 1s important or relevant to the user of
the mobile device. Content may be important or relevant
because 1t summarizes a body of text or because 1t ranks
highly with regard to user preferences. For example, the
relevant content engine 233 may identify enfities in the
content of a screen capture 1mage as of particular interest
based on the rank of the entity, for example in the ranked
entities and collections 117 data store. In some 1mplemen-
tations, the relevant content engine 233 may determine
whether the entity 1s part of a structure element, such as one
of a list of 1tems. If so, the relevant content engine 233 may
generate annotation data that includes a visual cue for the
entire structure element, for example highlighting the entire
list entry and not just the text or image representing the
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entity. This may enable a user to more quickly notice a
relevant item 1n a list of items displayed on the screen of the
mobile device. As another example, the relevant content
engine 233 may identily a body of text, e.g., an article or a
paragraph, and use conventional summarization techniques
to 1dentily elements of the body of text that effectively
summarize the body. The elements that summarize the body
of text are considered content-relevant and the relevant
content engine 233 may generate annotation data that high-
lights these elements. Such highlighting may draw the user’s
attention to the summary, allowing the user to more quickly
identily the main point of the body of text. The relevant
content engine 233 may work in conjunction with the
actionable content engine 232. For example, in some 1mple-
mentations, the visual cue for relevant content may be
highlighting while the actionable content may be i1dentified
by underlining or circling.

The annotation engine 130 may also include an entity
insight engine 234. The entity insight engine 234 may
provide an interface for surfacing information about the
entities found 1n a screen captured from the mobile device.
In some implementations, the entity insight engine 234 may
generate annotation data for entities found 1n the 1mage of
the mobile screen. The annotation data may include a visual
cue for each entity, similar to the actionable content engine
232. The visual cue may be configured to respond to an
insight selection action. The insight selection action may be
a long press, for example. The entity insight engine 234 and
the actionable content engine 232 may work together to
generate one set of annotation data. A short press may
initiate the action associated with the entity and a long press
may initiate the insight interface, which provides the user
with additional information about how the entities displayed
in the screen are related. For example, i1 the user performs
a long press on the visual cue for the entity, the system may
respond by generating annotation data that shows which
entities on the screen are related to the selected entity in the
data graph 190. In some implementations, the annotation
data may include a line drawn between the entity and 1ts
related entities. In some implementations the line may be
labeled with a description of the relationship. This may work
best when there are few related entities displayed on the
screen. If the annotation data does not include a labeled line,
selection of the line (or other indication that the entities are
related) may provide a text description of how the entities
are related. The text description may be based on informa-
tion stored in the data graph 190. The text description may
also be based on previous co-occurrences of the two entities
in a document. For example, 11 the two entities co-occur 1n
a recent news article, the system may use the title of the
news article as the text description.

In some implementations, 1f the user performs an insight
selection action on two entities (e.g., does a long press on the
visual cues for two enfities at the same time), the entity
insight engine 234 may provide the text description of how
the entities are related 1n annotation data. In some 1mple-
mentations, the text description and entity relations may be
included in the annotation data but may be invisible until the
user performs the insight selection of an entity (or of two
entities at the same time). In some implementations, when
the entity insight engine 234 receives a second insight
selection of the same entity the entity insight engine 234
may search previously captured screens for entities related
in the data graph 190 to the selected entity. For example, the
entity 1nsight engine 234 may determine entities related to
the selected entity 1n the data graph 190 and provide these
entities to the query engine 225. The query engine 2235 may
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provide the results (e.g., matching previously captured
screen 1mages) to the mobile device.

The annotation engine 130 may also include automated
assistance engine 231. The automated assistance engine 231
may use the mformation found on the current screen (e.g.,
the most recently received 1mage of the screen) and infor-
mation from previously captured screens to determine when
a user may find additional information helpful and provide
the additional information 1n annotation data. For example,
the automated assistance engine 231 may determine when
past content may be helpful to the user and provide that
content 1n the annotation data. For example, the automated
assistance engine 231 may use the most relevant or impor-
tant key values from the 1mage as a query 1ssued to the query
engine 2235. The query engine 225 may provide a search
result that identifies previously captured screens and their
rank with regard to the query. If any of the returned screens
have a very high rank with regard to the query the automated
assistance engine may select a portion of the image that
corresponds to the key item(s) and use that portion 1n
annotation data. As another example, the automated assis-
tance engine 231 may determine that the current screen
includes content suggesting an action and provide a widget
in the annotation data to initiate the action or to perform the
action. For example, 1f the content suggests the user will
look up a phone number, the widget may be configured to
look up the phone number and provide it as part of the
annotation data. As another example, the widget may be
configured to use recognized items to suggest a further
action, ¢.g., adding a new contact. A widget 1s a small
application with limited functionality that can be run to
perform a specific, generally simple, task.

The annotation engine 130 may also include expunge
engine 235. The expunge engine 233 may be used to 1dentily
private, objectionable, or adult-oriented content in the screen
capture 1mage and generate annotation data, e.g. expunge
area, configured to block or cover up the objectionable
content or private content. For example, the expunge engine
may 1dentily curse words, nudity, etc. in the screen capture
image as part of a parental control setting on the mobile
device, and generate expunge areas in annotation data to
hide or obscure such content. The expunge engine 2335 may
also 1dentily sensitive personal information, such as a pass-
word, home addresses, etc. that the user may want obscured
and generate annotation data that 1s configured to obscure
such personal iformation from the screen of the mobile
device.

Returming to FIG. 1, the mobile content context system
100 may include data stores associated with a user account
or profile. The data stores are 1llustrated in FIG. 1 as residing
on server 110, but one or more of the data stores may reside
on the mobile device 170 or 1n another location specified by
the user. The data stores may include the screen capture
events 113, ranked entities and collections 117, screen
capture index 118, event actions 114, and default actions
115. The data stores may be stored on any non-transitory
memory. The screen capture events 113 may include the
images of screens captured from the mobile device 170. The
screen capture events 113 may also include candidate enti-
ties 1dentified by the content engine 120. The screen capture
events 113 may be used by the content engine 120 to provide
a window 1n which to disambiguate the candidate entities.
The ranked entities and collections 117 may represent rank-
ings for the various entities identified in the screen capture
images. The rank of an enftity with respect to a particular
screen capture 1mage may be stored, for example, as meta-
data 1n the screen capture index 118. In addition or alterna-
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tively, the rank of an entity may also represent the rank of
an entity over a period of time e.g., how long an entity has
been on the screen and whether the enftity appeared in
different contexts (e.g., different mobile applications). Thus,
the ranked entities and collections 117 may include an
indication of how relevant an entity 1s to the user. The
collections in the ranked entities and collections 117 may
represent a higher-level concepts that an entity may belong
to, such as “horror movies”. The entities may be grouped
into collections and ranked based on the collection.

The screen capture mdex 118 may be an inverted imndex
that stores key values and lists of images (e.g., images stored
in screen capture events 113), that include the key values.
The key values may be text, entities, logos, locations, etc.
discovered during recognition by the content engine 120.
Thus, when candidate entities are selected by disambigua-
tion for a particular screen capture i1mage the indexing
engine may add the particular screen capture image to the
list associated with each disambiguated entity. The image
may be associated with a timestamp, for example 1n screen
capture events 113. In some implementations, the screen
capture mndex 118 may include an index that orders the
images by timestamp. The screen capture index 118 may
also include metadata about each 1mage, such as a rank for
the key value for the image, coordinates in the 1mage where
the key value can be found, etc. In some implementations,
the user may specily how long screen capture images are
kept 1n the screen capture events 113 and the screen capture
index 118.

The default actions 115 may include the default actions
for one or more types of actionable content. For example, a
phone number type may have an “inmitiate call” action or an
“add new contact” action. The user may specily and moditly
the default action. The default actions 115 may be used by
the actionable content engine when generating the annota-
ion data.

The event actions 114 represent default event actions or
widgets to provide assistance for actions suggested 1n a
screen capture image. Each suggested action may be asso-
ciated with a default event action, for example 1n a model
that predicts actions based in interaction understanding.

The mobile content context system 100 may also include
mobile device 170. Mobile device 170 may be any mobile
personal computing device, such as a smartphone or other
handheld computing device, a tablet, a wearable computing
device, etc., that operates 1n a closed mobile environment
rather than a conventional open web-based environment.
Mobile device 170 may be an example of computer device
2500, as depicted 1n FIG. 25. Mobile device 170 may be one
mobile device used by user 180. User 180 may also have
other mobile devices, such as mobile device 190. Mobile
device 170 may include one or more processors formed 1n a
substrate configured to execute one or more machine execut-
able instructions or pieces of software, firmware, or a
combination thereof. The mobile device 170 may thus
include one or more computer memories configured to store
one or more pieces of data, either temporarily, permanently,
semi-permanently, or a combination thereof. The mobile
device 170 may thus include mobile applications 175, which
represent machine executable instructions in the form of
soltware, firmware, or a combination thereof. The compo-
nents 1dentified 1n the mobile applications 175 may be part
of the operating system or may be applications developed
for a mobile processing environment. Conventionally,
mobile applications operate in a closed environment, mean-
ing that the user employs separate applications to do activi-
ties conventionally performed 1in a web-based browser envi-
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ronment. For example, rather than going to hotels.com to
book a hotel, a user of the mobile device 170 can use a
mobile application 1n mobile applications 175 provided by
hotels.com. The mobile device 170 may also include data
1777, which 1s stored 1n the memory of the mobile device 170
and used by the mobile applications 175. FIG. 3 includes
more detail on the components of the mobile applications
175 and data 177.

The mobile device 170 may be in communication with the
server 110 and with other mobile devices 190 over network
160. Network 160 may be for example, the Internet, or the
network 160 can be a wired or wireless local area network
(LAN), wide area network (WAN), etc., implemented using,
for example, gateway devices, bridges, switches, and/or so
forth. Network 160 may also represent a cellular commu-
nications network. Via the network 160, the server 110 may
communicate with and transmait data to/from mobile devices
170 and 190, and mobile device 170 may communicate with
mobile device 190.

The mobile content context system 100 represents one
example configuration and implementations may incorpo-
rate other configurations. For example, some implementa-
tions may combine one or more of the components of the
content engine 120 and annotation engine 130 1nto a single
module or engine, one or more of the components of the
content engine 120 and annotation engine 130 may be
performed by the mobile device 170. As another example
one or more of the data stores, such as screen capture events
113, screen capture index 118, ranked entities and collec-
tions 117, event actions 114, and default actions 115 may be
combined into a single data store or may distributed across
multiple computing devices, or may be stored at the mobile
device 170.

FIG. 3 illustrates a block diagram illustrating another
example system 1n accordance with the disclosed subject
matter. The example system of FIG. 3 illustrates an example
of the mobile content context system 300 operating using
just the mobile device 170 without server 110. Of course 1t
1s understood that implementations include the mobile
device 170 and a server where one or more of the compo-
nents 1llustrated with dashed lines may be stored or provided
by the server. Thus, the mobile device 170 of FIG. 3 may be
an example of the mobile device 170 of FIG. 1.

The mobile applications 175 may include one or more
components of the content engine 120 and the annotation
engine 130, as discussed above with regard to FIG. 2. The
mobile applications 175 may also include screen capture
application 301. The screen capture application 301 may be
configured to capture the current screen, e.g. by copying or
reading the contents of the device’s frame buller at intervals.
The 1nterval can be small, for example every half second or
every second. In some implementations, the screen capture
application 301 may be configured to capture the screen
every time a touch event occurs (e.g., every time the user
touches the screen to scroll, zoom, click a link etc.) or when
the device transitions from one mobile application to another
mobile application. In some i1mplementations, the screen
capture application 301 may increase the interval at which a
screen capture occurs when the screen does not change. In
other words, when the screen 1s static, the screen capture
application 301 may capture images less often. The screen
capture application 301 may provide the captured screen
images and metadata to the recognition engine 221, which
may be on the mobile device 170 or a server, such as server
110. The metadata may include the timestamp, the mobile
device type, a mobile device 1dentifier, the mobile applica-
tion running when the screen was captured, e.g., the appli-
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cation that generated the screen, etc. In some implementa-
tions, the mobile applications 175 may include the
recognition engine 221, which stores the captured image and
metadata and any key values 1dentified in the 1image. For
example, the stored 1mage may be stored in screen capture
events 360 on the mobile device 170 or may be sent to the
server 110 and stored 1n screen capture events 113.

In addition to capturing images of the screen of the mobile
device 170, the screen capture application 301 may also
capture user input action data 351. User input action data
351 represents user input actions such as taps, swipes, text
input, or any other action the user takes to interact with the
mobile device 170. The user iput action data 351 may
record a timestamp for each action that indicates when the
action occurred. The user iput action data 351 may also
record the screen coordinates for a touch action, beginning
and ending coordinates for a swipe action, and the text
entered for keyboard actions. If the user performs a multiple
finger action, the mnput action data 351 may include multiple
entrics with the same timestamp. For example 1f the user
“pinches” with two fingers to zoom out, the screen capture
application 301 may record one entry in the user input action
data 351 for the first (e.g., index finger) digit and a second
entry in the user input action data 351 for the second (e.g.,
thumb) digit, each having the same timestamp. The input
action data 351 may be used to automate some tasks, as
explained herein 1in more detail. The user input action data
351 may be mdexed by timestamp or stored 1n timestamp
order. The user of the mobile device 170 may control when
the screen capture application 301 1s active. For example,
the user may specily that the screen capture application 301
1s active only when other specified mobile applications 175
are running (e.g., only when 1 a social media mobile
application). The user may also manually turn the screen
capture application on and off, for example via a settings
application. In some implementations, the user may turn the
capture ol user mput data on and off independently of
turning the screen capture functionality off.

In some 1implementations, the screen capture application
301 may also capture additional device information, such as
which applications are active, the location of the device, the
time of day, ambient light, motion of the device, etc. The
system may use this additional device information to assist
in content analysis (e.g., entity disambiguation), annotation
data generation (e.g., reducing the quantity of annotations
when the device 1s moving, deciding what content 1s most
relevant), etc. In some implementations, the screen capture
application 301 may provide this additional information to
the content engine and/or annotation engine.

The screen capture application 301 may use annotation
data 352 to integrate the additional information provided 1n
annotation data 352 with a current screen. For example,
when the screen capture application 301 receives annotation
data 352, the screen capture application 301 may combine
the annotation data with the current display. In some 1mple-
mentations, the annotation data may be generated as an
overlay, as an underlay, or interleaved with the current
screen 1n the display bufler. The annotation data may be
stored 1n annotation data 352, for example. Each annotation
data entry may be associated with a timestamp. In some
implementations, the screen capture application 301 may be
configured to verily that the currently displayed screen 1is
similar enough to the captured screen image before display-
ing the annotation data. For example, the annotation data
may include coordinates for the portion of the image that
corresponds with one or more visual cues 1n the annotation
engine, and the screen capture application 301 may compare
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the 1mage portion represented by the coordinates with the
same coordinates for the currently displayed image. In some
implementations, the screen capture application 301 may be
configured to look a short distance for visual elements
similar to those for a visual cue. If found, the screen capture
application 301 may adjust the position of the visual cues 1n
the annotation data to match the movement of the underlying,
screen. In some implementations, the system may display
the annotation data until the user scrolls or switches mobile
applications. In some implementations the annotation data
352 may include the image data for the coordinates of each
visual cue. In some 1implementations, the mobile device 170
may store previously captured screen images for a few
seconds, for example 1n screen capture events 360, and these
stored 1mages may be used for comparison with the current
screen. In such implementations, the annotation data 352
may have the same timestamp as the 1image i1t was generated
for so that the system can easily identify the screen capture
image corresponding to the annotation data.

The mobile applications 175 may also include application
automation engine 302. The application automation engine
302 may be configured to use previously captured screen
images and user mput action data to automatically perform
tasks or automatically change the state of the mobile device.
For example, after selecting a previously captured image
from a search result, the application automation engine 302
may try to take the user back to the mobile application that
generated the screen and use the user input actions to
re-create the series of interactions that resulted 1n the cap-
tured 1mage. Thus, the application automation engine 302
may allow the user to jump back to the place in the
application that they had previously been. Jumping to a
specific place within a mobile application 1s changing the
state of the mobile device. In some implementations, the
application automation engine 302 may enable the user to
switch mobile devices while maintaiming context. In other
words, the user of mobile device may share a screen and user
input actions with a second mobile device, such as mobile
device 190, and the application automation engine 302
running on mobile device 190 may use the sequence of user
input actions and the shared screen to achieve the state
represented by the shared screen. In some implementations,
the application automation engine 302 may be configured to
repeat some previously performed action using minimal
additional data. For example, the application automation
engine 302 may enable the user to repeat the reservation of
a restaurant using a new date and time. Thus, the application
automation engine 302 may reduce the mput provided by a
user to repeat some tasks.

The mobile applications 175 may also include screen
sharing application 303. The screen sharing application 303
may enable the user of the mobile device to share a current
screen, regardless of the mobile application running. The
screen sharing application 303 may also enable a user to
share a previously captured screen with another mobile
device, such as mobile device 190. Belore providing the
image ol the screen to be shared, the screen sharing appli-
cation 303 may provide the user of the mobile device 170 an
opportunity to select a portion of the screen to share. For
example, the user may select a portion to explicitly share or
may select a portion to redact (e.g., not share). Thus, the user
controls what content from the image i1s shared. Screen
sharing application 303 may enable the user to switch
mobile devices while keeping context, or may allow the user
to share what they are currently viewing with another user.
The mobile device 170 may be communicatively connected
with mobile device 190 via the network 160, as discussed
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above with regard to FIG. 1. In some implementations, the
screen sharing application 303 may share captured screens
and input action sequences via a server that the mobile
device 170 and the mobile device 190 are each communi-
catively connected to.

The mobile applications 175 may also include event help
applications 304. Event help applications 304 may be wid-
gets that surface information for an action. For example,
annotation data 352 may include annotation data that
launches a widget to complete the annotation data 352
betore 1t 1s displayed. The widget may, for example, query
the calendar data on the mobile device 170 to show avail-
ability for a time frame specified 1n the annotation data. The
result of the query may be displayed with the current screen
(e.g., overlay, underlay, interlaced, etc.). As another
example, the widget may obtain contact information, such as
a phone number or an email address from the contacts data
stored on the mobile device 170. Thus, event help applica-
tions 304 may include various widgets configured to surface
information on the mobile device 170 that can be provided
as data 1n an assistance window for the user.

When stored 1n data 177 on the mobile device 170, the
data graph 356 may be a subset of entities and relationships
in data graph 190 of FIG. 1, especially 11 data graph 190
includes millions of entities and billions of relationships. For
example, the enfities and relationships in data graph 356
may represent the most popular entities and relationships
from data graph 190, or may be selected based on user
preferences. For example, 1f the user has a profile, entities
and relationships may be selected for inclusion in data graph
356 based on the profile. The other data stores in data 177
may be similar to those discussed above with regard to FIG.
1. Specifically the screen capture index 355 may be similar
to screen capture index 118, the ranked entities 357 may be
similar to ranked entities and collections 117, the screen
capture events may be similar to screen capture events 113,
the event actions 359 may be similar to event actions 114,
and the default actions 338 may be similar to the default
actions 113.

The mobile content context system 300 represents one
example configuration and implementations may 1ncorpo-
rate other configurations. For example, some implementa-
tions may combine one or more of the components of the
screen capture application 301, the application automation
engine 302, the screen sharing application 303, the event
help applications 304, the content engine 120, and the
annotation engine 130 into a single module or engine, and
one or more of the components of the content engine 120
and annotation engine 130 may be performed by a server. As
another example one or more of the data stores, such as
screen capture events 360, screen capture mndex 3355, ranked
entities 357, event actions 339, and default actions 358 may
be combined into a single data store or may distributed
across multiple computing devices, or may be stored at the
SErver.

To the extent that the mobile content context system 100
collects and stores user-specific data or may make use of
personal information, the users may be provided with an
opportunity to control whether programs or features collect
the user information (e.g., information about a user’s social
network, social actions or activities, user input actions,
proiession, a user’s preferences, or a user’s current location),
or to control whether and/or how to receive content that may
be more relevant to the user. In addition, certain data may be
treated 1n one or more ways before it 1s stored or used, so that
personally identifiable 1information 1s removed. For
example, a user’s 1dentity may be treated so that no person-
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ally 1dentifiable information can be determined for the user,
or a user’s geographic location may be generalized where
location information 1s obtained (such as to a city, ZIP code,
or state level), so that a particular location of a user cannot
be determined. Thus, the user may have control over how
information is collected about the user and used by a mobile
content context system.

Identifying Entities Mentioned 1n Mobile OnScreen Con-
tent

In order to provide context and personalized assistance in
a mobile application environment, disclosed 1mplementa-
tions may identify, with user consent, entities displayed on
the screen of a mobile device. Implementations may use a
window of screen capture 1images to improve entity disam-
biguation and may use signals unique to the mobile envi-
ronment 1n disambiguating and ranking entities. For
example, the system may use mobile application metadata to
adjust probability priors of candidate entities. Probability
priors are probabilities learned by the entity detection engine
(e.g., a mention of jaguar has an 70% chance of referring to
the animal, a 15% chance of referring to the car and a 5%
chance of referring to the football team). The system may
adjust these learned priors based on a category for the
mobile application that generated the captured image. For
example, 1I the window 1s made up of screens from an
auto-trader or other car-related mobile application, the sys-
tem may increase the probability prior of candidate entities
related to a car. Implementations may also use signals
unique to the mobile environment to set the window bound-
artes. Because the amount of onscreen content 1s limited,
performing entity detection and disambiguation using a
window of 1images provides a much larger context and more
accurate entity disambiguation.

FIG. 4 illustrates an example display 400 of a mobile
computing device. In the example of FIG. 4, the display 1s
from a mobile application that searches for new and used
cars for sale. The display may be a display of a mobile
device, such as mobile device 170 of FIG. 1 or 3. The
display 400 includes some static items 410 that are always
on the screen while the mobile application 1s open. The
display also includes a list of cars that are displayed to the
user. The display 400 may be captured at a mobile device
and provided to a content engine that performs recognition
on the 1image, i1dentifies possible entity mentions, and dis-
ambiguates and ranks the entities found. For example, the
term Jaguar 405 in the image of the display may be a
possible entity mention, as are Acura, Sedan, Luxury
Wagon, BMW, Cloud, Silver, etc.

FIG. § illustrates a tlow diagram of an example process
500 for identitying and ranking entities displayed on a
mobile computing device, 1 accordance with disclosed
implementations. Process 500 may be performed by a
mobile content context system, such as system 100 of FIG.
1 or system 300 of FIG. 3. Process 500 may be used to
identily entities in the content of a display of a mobile device
to provide context and personalized assistance in a mobile
environment. Process 500 may begin by receiving an image
of a screen captured on the mobile device (505). The
captured 1mage may be obtained using conventional tech-
niques. The system may identily recognized items by per-
forming recognition on the image of the captured screen
(510). Recognized 1tems may be text characters or numbers,
landmarks, logos, etc. located using various recognition
techniques, including character recognition, image recogni-
tion, logo recognition, etc. Thus, recognized items may
include words as well as locations, landmarks, logos, eftc.
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The system may find candidate entities based on the
recognized items (3515). For example, the system may per-
form part-of-speech tagging, dependency parsing, noun-
phrase extraction, and coreference resolution using any
conventional techniques for finding possible entity mentions
and determining what entities may correspond to each entity
mention. The system may store the candidate entities, the
recognized items, and the 1image as a screen capture event
(520). This enables subsequent use of the recognized items
and candidate entities 1n disambiguation and ranking of the
entities. In some implementations the candidate entities and
recognized items may be temporarily stored until entity
disambiguation 1s complete and the 1image imdexed.

The system may then determine whether a window 1s
closed (525). A window represents a sequence ol captured
screen 1mages for the same mobile application, or for two
mobile applications when the second mobile application was
launched from the first mobile application. A user switching
from one mobile application to a second mobile application
may be considered a context switch (e.g., the user 1s starting
a new task), and including screen capture images from both
applications may provide false context signals when disam-
biguating entities found on 1mages from the second mobile
application. Thus, switching applications may break the
window boundary and force the window to close. However,
if the user switches to the second application from within the
first mobile application, the context may be helpful. There-
fore, the system may not break a window boundary and
forcibly close the window due to this type of user action.
Thus, when a user switches from a first mobile application
to a second mobile application, for example by returning to
a home screen, the system may consider the window closed
for the first mobile application and begin another window
for the second mobile application. But when the user selects
a link that opens the second application, the system may not
forcibly close the window and may continue to use screen
capture 1mages for the first application as context.

In addition to forcibly closing a window, the system may
consider a window closed when the window reaches a
pre-specified size, for example covering a pre-specified
length of time, including a pre-specified number of 1mages,
or including a pre-specified quantity of unique entity men-
tions (e.g., tokens). The latter two options have the advan-
tage of being adaptive so that detection 1s performed over a
longer window when the screen 1s static. When the window
s1ze 1s met, for example when the system has screen capture
images that span the length of time or has the pre-specified
number of 1mages or umque tokens, the window may be
considered closed (525, Yes). It there are not enough screen
captures for a window (325, No), the system may continue
receiving (505) and analyzing screen captured images (510,
515) and storing them as screen capture events (320) until
the window size 1s reached or the window 1s forcibly closed,
for example from a change from one mobile application to
another mobile application.

When a window 1s closed (525, Yes), the system may
form a chronological window from a plurality of screen
capture events (530). As indicated above, the window may
include sequential screen capture events or, in other words,
images that represent a chronological time period. Because
screen capture 1mages may be received on a regular basis,
for example one to two 1mages every second, the window
may be a rolling window. For example, a first window may
include screen captures during time t1-t10, a second may
include screen captures during time t3-t15, a third may
include screen captures during time t10-120, etc. As another
example, a first window may include the first 5 screen
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captures for an application, a second window may include
the first 10 screen captures, the third window may include
screen captures 3-15, etc. Thus, process 500 may be ongoing
as long as screen capture images keep arriving, and some of
the 1mages 1n the window may have already had entity
disambiguation performed. Furthermore, when the window
s1ze 15 based on a quantity of screen capture images, the
window may represent a variable length of time because, for
example, the system may send fewer screen capture images
when the screen on the mobile device 1s static. The recog-
nized content for the images included 1n the window may be
stitched together to form a document, which provides the
context for disambiguating entities in the document.

A partial window may occur when the window does not
cover the entire pre-specified size. For example, when a
window 1s forcibly closed or when a window represents the
first few seconds or images of a new window (e.g., the
images captured when a new mobile application starts).
Accordingly, the system may determine whether the window
1s a full or a partial window (535). When the window 1s tull
(535, No), the system may perform entity disambiguation on
the candidate entities associated with the screen capture
images 1n a center portion of the window (540). When entity
disambiguation 1s performed on a center portion of the
window, the recognized items and disambiguated entities
associated with images 1n the first portion of the window,
and the recognized items and candidate entities 1n a last
portion of the window may be used to provide context for
entity disambiguation in the center portion. For example,
entity disambiguation systems often use a machine learning
algorithm and trained model to provide educated predictions
of what entity an ambiguous entity mention refers to. The
models often include probability priors, which represent the
probability of the ambiguous entity mention being the
particular enftity. For example, the trained model may 1ndi-
cate that the term Jaguar refers to the animal 70% of the
time, a car 15% of the time and the football team 5% of the
time. These probability priors may be dependent on context,
and the model may have different probability priors depend-
ing on what other words or entities are found close to the
entity mention. This 1s often referred to a coreference.

In addition to using these traditional signals, the system
may also take into account signals unique to the mobile
environment. For example, the system may adjust the prob-
ability priors based on a category for the mobile application
that generated the screen captured by the image. For
example, knowing that a car search application or some
other car-related application generated the display 400, the
system may use this as a signal to increase the probability
prior for the car-related entity and/or decrease the probabil-
ity prior for any entities not car related. In the example of
FIG. 4, the system may boost the probability prior of Jaguar
the car over Jaguar the animal for mention 405 based on the
type or category for the mobile application. Once probabili-
ties have been calculated for each candidate entity for a
particular entity mention, the system selects the candidate
entity with the highest probability as the discovered entity
for the mention. It the probabilities are too close, the system
may not select an entity and the mention does not correspond
to a discovered entity. Such mentions may be considered
ambiguous mentions.

If the window 1s a partial window (535, Yes), the system
may perform entity disambiguation on the candidate entities
associated with the images in the partial window (545),
using techniques similar to those discussed above with
regard to step 340.
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Once entities have been disambiguated, resulting in dis-
covered entities, the system may drop outlier entities (550).
Outlier entities are discovered entities that are not particu-
larly relevant to the document formed by the window. For
example, the discovered entities may be grouped by cat-
cgory and categories that have a small quantity of discov-
ered entities may be dropped. In the example of FI1G. 4, there
are many car-related entities but the entity Red Wine 4135 1s
not car related and may be dropped from the discovered
entities. In some implementations, the application type may
be used to determine outliers. For example, 1n an automobile
related application the entity Red Wine or a particular
category of entities unrelated to automobiles may always be
considered an outlier regardless of the number of entities 1n
the category. In some implementations, step 550 1s optional
and all discovered entities are ranked.

The system may then rank and cluster the discovered
entities (355). The rank assigned to a discovered entity may
be based on frequency, for example how often and how long
an entity 1s on screen. How long an entity 1s on screen can
be determined using the window of captured screen
images—and 1s thus a signal unique to the mobile environ-
ment. When an enftity 1s always on screen at the same
position, the system may rank the entity low. For example,
the map entity mention 410 of FIG. 4 1s always on screen.
So although a map may be car-related, this map entity
mention 1s not particularly relevant to the main content in the
window. However, entities that are on screen but not always
at the same position may be given a high rank. Furthermore,
if the window includes a large quantity of mentions for the
same entity, the entity may be given a higher rank. Further-
more, the system may use historical data to determine 11 the
entity has been seen across multiple mobile applications. If
s0, the system may boost the rank for the enfity as it 1s a
strong 1ndication the entity is relevant. For example, if a user
books a tlight to Hawaii, makes a hotel reservation to
Hawaii, and 1s now looking at national parks 1n Hawaii, the
entity for Hawai1 may have a high ranking for this time
pertod. Ranking may also account for positioning on the
screen. For example, entities that occur 1n titles may have a
higher rank that entities found in the text of a paragraph
under the title. The system may also cluster the discovered
entities and calculate a rank for an entity based on the cluster
or collection.

The system may store the discovered entities and the
associated ranks. In some implementations, the discovered
entities and rank may be stored in an index, such as the
screen capture mdex 119 of FIG. 1. In some implementa-
tions, the rank may be stored in the ranked entities and
collections 117. These discovered entities and ranks may be
used to provide a more personalized user experience, as
explained 1n more detail below. The system may perform
process 300 continually while screen capture images are
recetved, so that the data stores of discovered and ranked
entities and indexed screen capture images may be continu-
ously updated.

Providing Actions for Mobile OnScreen Content

Some 1mplementations may 1dentify actionable content in
the onscreen content ol a mobile device and provide default
actions for the actionable content. Actionable content may
include discovered entities and landmarks and data that fits
a template, such as phone numbers, email addresses, street
addresses, dates, etc. Each type of actionable content may be
associated with a default action. The system may generate
annotation data that provides a visual cue for each actionable
item. When a user selects the visual cue the system may
initiate the default action. The system may identify action-
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able content across all applications used on a mobile device,
making the user experience consistent. For example, while
some mobile applications turn phone numbers into links that
can be selected and called, other mobile applications do not.
The annotation data generated by the system provides the
same functionality across mobile applications.

FIG. 6A 1llustrates an example display 600 of a mobile
computing device. A mobile content context system, such as
system 100 of FIG. 1 or system 300 of FIG. 3, may capture
the display 600 in an image, perform recognition on the
image, and find areas of actionable content. The system may
then provide annotation data that can be displayed with the
current screen. FIG. 6B illustrates the example display of
FIG. 6 A with annotation data 1dentifying actionable content,
in accordance with disclosed implementations. In the dis-
play 600' of FIG. 6B the annotation data provides a visual
cue 625 for the entity Palo Alto, a visual cue 605 for the
entity Mio Ristorante Italiano, a visual cue 610 for a web
site, a visual cue 615 for a street address, and a visual cue
620 for a phone number. In some 1implementations the visual
cues may differ for each type of actionable content. Fach
visual cue may be selectable, for example via a touch, and,
when selected, may initiate a default action associated with
the particular cue. In some implementations when there are
two or more possible actions, the system may allow the user
to select the default action to perform.

FIG. 7 illustrates another example display 700 of a mobile
computing device with annotation data identifying action-
able content, in accordance with disclosed implementations.
In the display 700 the annotation data provides visual cues
for several entities and two dates 1n the display. For example,
the display 700 with annotation data provides a visual cue
710 for the entity SBC (e.g., State Broadcasting System), a
visual cue 707 for the YouTube logo, a visual cue 717 for the
entity Lady Gaga, and a visual cue 720 for the date *3
November.” Each visual cue may represent an area that 1s
selectable by the user of the mobile device to initiate an
action. For example, if the user selects the visual cue 717,
the system may open a WIKIPEDIA page about Lady Gaga.
As another example, 11 the user selects the visual cue 720 the
system may open a calendar application to that date.

FIG. 8 illustrates a flow diagram of an example process
800 for generating annotation data for actionable content
displayed on a mobile computing device, 1n accordance with
disclosed implementations. Process 800 may be performed
by a mobile content context system, such as system 100 of
FIG. 1 or system 300 of FIG. 3. Process 800 may be used to
identily areas of actionable content in a screen capture
image from a mobile device and generate annotation data
that highlights or otherwise diflerentiates the area of action-
able content and provides a default action for the content.
Process 800 may begin by receiving an 1mage of a screen
captured on the mobile device (805). The captured image
may be obtained using conventional techniques. The system
may 1dentily recognized 1tems by performing recognition on
the 1mage of the captured screen (810). Recognized items
may be text characters or numbers, landmarks, logos, eftc.
locating using various recognition techniques, including
character recognition, image recognition, logo recognition,
ctc. Thus, recognized items may include words as well as
locations, landmarks, logos, etc. In some implementations
steps 805 and 810 may be performed as part of another
process, for example the entity detection process described
in FIG. S.

The system may locate areas of actionable content 1n the
screen capture 1image (815). The system may use templates
to locate the content. For example, a phone number template
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may be used to find phone numbers 1n text recognized during
the recognition. Similarly, an email template may be used to
find email addresses, a street address template may be used
to locate street addresses, a website template may be used to
find websites, etc. Fach template may represent a different
type of actionable content. In addition to text that matches
templates, an area of actionable content may also be any
content determined to correspond to an entity. Entity detec-
tion may be performed, for example, by process 500. Thus,
process 800 may use determined entities and/or candidate
entities when looking for actionable content. An enfity type
1s another type of actionable content and an entity type may
have one or more associated default actions. For example, a
movie entity may have associated actions such as “review
the movie,” “buy tickets,” efc.

The system may select some of the identified areas of
actionable content for use in annotation data (820). For
example, the system may determine that too many areas
have been identified and generating visual cues for every
identified area of actionable content may make the display
unreadable and distracting. This may occur, for example,
where the system identifies many entities 1n the screen
capture image. Accordingly, the system may select the most
important or most relevant areas of actionable content to be
included 1n the annotation data. In some implementations,
the system may keep all areas of actionable content that are
not entities and may use the rank of the 1dentified entities to
determine which areas to use as areas of actionable content.
Whether too many actionable content items have been
identified may be based on the amount of text on the screen.
For example, as a user zooms 1n, the amount of text and the
spacing of the text grows, and actionable content 1tems that
were not selected when the text was normal size 1n a first
captured screen 1mage may be selected as the user zooms 1n,
with a second captured screen 1mage representing the larger
text.

Each type of actionable content may be associated with a
default action, for example 1n a data store such as default
actions 115 of FIG. 1 or default actions 338 of FIG. 3.
Accordingly, the system may i1dentily a default action for
cach area of actionable content (825) based on the type of an
actionable content 1tem. For example, a street address item
may open a map mobile application to the address repre-
sented by the actionable content 1tem. As another example,
a web addresses 1tem may open a browser mobile applica-
tion to the web address, similar to a hyperlink. While some
mobile applications ofler a phone number or physical
address as a hyperlink, some do not, which makes the user
experience less consistent. Furthermore, in mobile applica-
tions that do ofler a phone number or physical address as a
hyperlink, the triggered response 1s oiten not predictable.
For example, one mobile application may open a first map
mobile application while another may open a browser appli-
cation or a second map mobile application. Because process
800 works across all mobile applications the user 1s provided
a consistent user interface across all mobile applications
with regard to actionable content. Other examples of default
actions 1nclude opening a contacts mobile application for an
email address or phone number, initiating a phone call for a
phone number, sending an email to an email address, adding
an event or reminder 1n a calendar for a date, etc. In some
implementations, the system may identily two actions for a
type, e.g., adding a contact and sending an email. Thus, an
area of actionable content may have more than one default
action.

The system may generate annotation data with a visual
cue for each of the areas of actionable content i1dentified
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(830). The visual cue may be any type of highlighting,
outlining, shading, underlining, coloring, etc. that identifies
the region of the screen capture image that represents an
actionable item. In some implementations, the visual cue
may 1nclude an icon, such as a button or down arrow, near
the actionable content. In some implementations, the system
may have a diflerent visual cue for each type of actionable
item. For example, entities may be highlighted 1n a first
color, phone numbers 1 a second color, websites may be
underlined 1n a third color, email addresses may be under-
lined 1n a fourth color, street addresses may be circled, etc.
In some implementations the user of the mobile device may
customize the visual cues. Fach visual cue 1s selectable,
meaning that if the user of the mobile device touches the
screen above the visual cue, the mobile device will receive
a selection input which triggers or initiates the action
associated with the visual cue. For example, 1f the user
touches the screen above the visual cue 707 of FIG. 7, the
system may open a WIKIPEDIA page that pertains to the
entity YouTube. If the selected visual cue 1s for an actionable
content item that has two actions, the system may prompt the
user of the mobile device to select an action. For example,
if the user selects the visual cue 620 of FIG. 6, the system
may provide the user with an opportunity to select making,
a call to the phone number or adding a new contact.

Each visual cue 1n the annotation data may have coordi-
nates that indicate where on the screen the visual cue 1s
located. In some implementations, each visual cue may also
have the image data of the captured screen image that
corresponds to the coordinates and size of the visual cue. In
other words, the visual cue may include a portion of the
screen capture image that corresponds to the visual cue. In
some 1mplementations, the mobile device may have access
to the screen capture 1mage the annotation data was gener-
ated for and may not need to associate the 1image data with
the visual cue, as the system can determine the image data
from the screen capture image using the coordinates of the
visual cue. In another implementation, the system may store
one portion of the screen capture image and 1ts coordinates
as a reference point. The coordinates and portion of the
screen capture i1mage may help the system determine
whether or not to display the annotation data with a current
screen. If a server generates the annotation data, the server
may provide the annotation data to the mobile device.

At the mobile device, the system may determine whether
the annotation data matches the current screen (835). For
example, 1f the mobile application currently running (e.g.,
the mobile application that 1s generating the current screen)
1s different from the mobile application that generated the
screen capture 1image, the system may determine the anno-
tation data does not match the current screen. As another
example, the system may use the screen coordinates or
partial image data for at least some of the visual cues 1n the
annotation data to determine if the currently displayed
screen 1s similar to the screen capture image for which the
annotation data was generated. For example, the system may
match the image portion that corresponds with a visual cue
with the same portion, using screen coordinates, of the
current screen. If the image data for that portion does not
match, the system may determine that the annotation data
does not match the current screen. As another example, the
annotation data may include a fiducial mark, e.g., one
portion of the screen capture image used to generate the
annotation data and the system may only compare the
fiducial mark with the corresponding portion of current
screen. In either case, it the user has scrolled, zoomed 1n, or
zoomed out, the current screen may not match the annotation

10

15

20

25

30

35

40

45

50

55

60

65

24

data. In some implementations, the system may look for the
reference point or the portion of the image close by and may
shift the display of the annotation data accordingly. In such
a situation the system may determine that the current screen
and the annotation data do match.

If the annotation data and the current screen match (835,
Yes), the system may display the annotation data with the
current screen (840). I the annotation data and the current
screen do not match (835, No), the system may not display
the annotation data with the current screen and process 800
ends for the screen capture image. Of course, the system
may perform process 800 at intervals, e.g., each time a
screen capture image 1s generated. As indicated earlier,
process 800 can provide a consistent user-interaction expe-
rience across all mobile applications running on the mobile
device, so that similar types of actionable content act the
same regardless of the mobile application that produced the
content. Of course, a user may choose to turn the screen
capture feature ofl, which prevents process 800 from run-
ning. In some implementations, the user may also choose to
turn ofl the visual cues generated by process 800, or visual
cues associated with a specific type of actionable content.

It 1s noted here, yet also applicable to various of the
embodiments described herein, that capabilities may be
provided to determine whether provision of annotation data
(and/or functionality) 1s consistent with rights of use of
content, layout, functionality or other aspects of the image
being displayed on the device screen, and setting capabilities
accordingly. For example, settings may be provided that
limit content or functional annotation where doing so could
be 1n contravention of terms of service, content license, or
other limitations on use. Such settings may be manually or
automatically made, such as by a user when establishing a

new service or device use permissions, or by an app instal-
lation routine or the like.

Identifying Relevant Mobile OnScreen Content

Some 1mplementations may identify content on a mobile
display that 1s important or relevant to the user of the mobile
device. Content may be important or relevant because it
summarizes a body of text or because 1t ranks highly with
regard to user preferences. For example, the system may
identify entities of interest based on a user profile, which can
include interests specifically specified by the user or entities
and collections of entities determined relevant to the user
based on past interactions with mobile applications, e.g.,
ranked entities and collections 117 of FIG. 1. When the
system 1dentifies a relevant entity 1 a structure element,
¢.g., one ol a number of entries 1n a list, the system may
include the entire structural element as relevant content. For
example, the system may generate a visual cue 1n annotation
data that calls-out the entire list entry. The system may also
recognize a body of text 1n the image and use conventional
summarization algorithms to i1dentity elements of the text
that eflectively summarize the body of text. The elements
that summarize the body are considered important or rel-
evant content and may be highlighted or otherwise difler-
entiated from other screen content using a visual cue 1n the
annotation data.

FIG. 9 illustrates an example display 900 of a mobile
computing device with annotation data identifying user-
relevant content, 1n accordance with disclosed implementa-
tions. A mobile content context system, such as system 100
of FIG. 1 or system 300 of FIG. 3, may generate annotation
data that 1s displayed with a current screen to produce the
visual cue 903 on the current screen. The visual cue 9035 may
call the user’s attention to a particular structure element that
includes at least one entity highly relevant to the user. A




UsS 9,811,352 Bl

25

structure element may be an entry 1n a list, a cell or row 1n
a table, or some similar display structure that repeats.
Calling out user-relevant content via a visual cue may
personalize a display of the data. For example, 11 a person
likes Italian food, the system may generate a visual cue for
an Italian restaurant listed 1n a list of nearby restaurants. In
other words, the visual cue 905 may assist the user 1n finding
a list item, table row, etc., that 1s most likely interesting to
the user of the mobile device. The annotation data may also
include other visual cues, such as visual cue 910 that
represents actionable content, as described herein.

FIG. 10 1llustrates an example display 1000 of a mobile
computing device with annotation data 1dentifying content-
relevant content, in accordance with disclosed implementa-
tions. In the display 1000 the annotation data provides a
visual cue 1005 for an area of the 1image that summarizes a
body of text. A mobile content context system, such as
system 100 of FIG. 1 or system 300 of FIG. 3, may generate
the visual cue 1005 after analyzing the content of a screen
capture 1mage of the display and using conventional sum-
marization techniques. For example, content-relevant con-
tent summarizes the onscreen content and may be one
sentence or a paragraph. Calling out such content-relevant
summaries may make i1t quicker and easier for a user to scan
through or read a news article, message, document, or other
body of text. The annotation data may also include other
visual cues, such as visual cues 1010 and 1015 that represent
actionable content, as described herein.

FIG. 11 1llustrates a flow diagram of an example process
1100 for generating annotation data identifying relevant
content 1n the display of a mobile computing device, 1n
accordance with disclosed implementations. Process 1100
may be performed by a mobile content context system, such
as system 100 of FIG. 1 or system 300 of FIG. 3. Process
1100 may be used to 1dentily content on a mobile screen that
1s either content-relevant or user-relevant, which may make
it easier for a user to scan the onscreen content. The system
may generate annotation data that highlights or otherwise
differentiates the content-relevant or user-relevant content
from the rest of the display. Process 1100 may begin by
receiving an image of a screen captured on the mobile device
(1105). The captured 1mage may be obtained using conven-
tional techmiques. The system may identily recognized items
by performing recognition on the image of the captured
screen (1110). Recognized items may be text characters or
numbers, landmarks, logos, etc. i1dentified using various
recognition techmiques, including character recogmition,
image recognition, logo recognition, etc. Thus, recognized
items may include words as well as locations, landmarks,
logos, etc. In some implementations steps 1105 and 1110
may be performed as part of another process, for example
the enftity detection process described mm FIG. 5 or the
actionable content process described with regard to FIG. 8.

The system may determine whether the recognized 1tems
include a body of text (1115). The system may determine
that the screen capture 1mage 1ncludes a body of text when
the character recognition identifies one or more paragraphs
or when a percentage of the screen capture image that
includes text 1s greater than 50%. In some 1implementations,
the system may determine that the body of text includes a
mimmum number of words. The system may consider each
paragraph a separate body of text, or the system may
considered a continuous block of text, for example when the
paragraphs relate to the same topic. For example the system
can determine 1f two paragraphs refer to the same entities, or
a have a minimum number of entities in common. If the
system finds a body of text in the image (1115, Yes), the
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system may analyze the text using conventional summari-
zation techmiques to determine a portion of the body that
serves as a summary (1120). The portion may be a sentence
or a paragraph, or some other portion of the text. The system
may generate annotation data that includes a visual cue that
differentiates the summary portion from surrounding content
(1125). As previously mentioned, the visual cue may be any
kind of marking that differentiates the summary portion
from the other content of the mobile screen. The visual cue
may include or be associated with metadata, such as screen
coordinates, an 1mage portion, etc. as described herein. The
summary portion 1s considered content-relevant because it
summarizes the content of the screen capture image.

The system may also look for entities mentioned in the
recognized content (1130). This may be performed as dis-
cussed above with regard to FIG. 5. In some implementa-
tions, the system may use candidate entities 1dentified 1n the
screen capture i1mage. The system may also determine
whether the content of the screen capture image includes
structure elements (1135). Structure elements may represent
any kind of repeating display item, such as list entries, table
rows, table cells, search results, etc. If the content includes
a structure element (1133, Yes), the system may determine
if there 1s a structure element associated with a highly ranked
entity (1140) or with a number of such entities. An entity
may be highly ranked based on a user profile, device profile,
general popularity, or other metric. The profile may include
areas ol interest specified by the user and entities or collec-
tions determined to be particularly relevant to a user based
on historical activity. For example, the system may use a
data store of ranked entities and collections, such as ranked
entities and collections 117 of FIG. 1 or ranked entities 357
of FIG. 3. In particular, if an enfity 1s a member of a
collection that 1s of interest to the user, for example Italian
restaurants, the system may boost a rank for the entity, even
if the entity does not have a high rank with regard to the
image or recent activity. In some implementations, the
system may i1dentily more than one entity mn a structure
clement and calculate an aggregated rank for the entities
found in the structure element. The system may compare the
aggregated rank to a rank threshold and, when the aggre-
gated rank meets the threshold the entities may be consid-
ered highly ranked. In some implementations, entities with
a rank that exceeds a rank threshold may be considered
highly ranked. When a highly ranked entity 1s associated
with a structure element, the system may generate annota-
tion data with a visual cue that differentiates the structure
clement (1145). The system may generate a visual cue for
cach structure element that includes a highly relevant entity.
In some implementations, 1 the system 1dentifies too many
highly relevant entities the system may adjust the rank
threshold to eliminate some of the entities considered highly
ranked or select a predetermined number of the highest
ranked entities, thereby decreasing the number of visual cues
that correspond to user-relevant items. In an implementation
where a server generates the annotation data, the server may
provide the annotation data to the mobile device.

At the mobile device, the system may determine whether
the annotation data matches the current screen (1150). For
example, if the mobile application currently running (e.g.,
the mobile application that 1s generating the current screen)
1s different from the mobile application that generated the
screen capture 1mage, the system may determine the anno-
tation data does not match the current screen. As another
example, the system may use the screen coordinates or
partial image data for at least some of the visual cues 1n the
annotation data to determine if the currently displayed
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screen 1s similar to the screen capture image for which the
annotation data was generated. For example, the system may
match the image portion that corresponds with a visual cue
with the same portion, using screen coordinates, of the
current screen. If the image data for that portion does not
match, the system may determine that the annotation data
does not match the current screen. As another example, the
annotation data may include a reference point, €.g., one
portion of the screen capture image used to generate the
overlay and the system may only compare the reference
point with the current screen. In either case, if the user has
scrolled, zoomed 1n, or zoomed out, the current screen may
not match the annotation data. In some implementations, the
system may look for the reference point or the portion of the
image close by and may shift the display of the annotation
data, 1n scale or position, accordingly. In such a situation the
system may determine that the current screen and the
annotation data do match.

If the annotation data and the current screen match (1150,
Yes), the system may display the annotation data with the
current screen (1155). If the annotation data and the current
screen do not match (1150, No), the system may not display
the annotation data with the current screen. Process 1100
ends for the screen capture image, although the system may
perform process 1100 at intervals, e.g., each time a screen
capture 1mage 1s generated. As indicated earlier, process
1100 can provide a consistent user-interaction experience
across all mobile applications running on the mobile device,
so that user-relevant or content-relevant items are called out
regardless of the mobile application that produced the con-
tent. Of course, a user may choose to turn the screen capture
teature ofl, which prevents process 1100 from running. In
some 1mplementations, the user may also be provided the
opportunity to turn on and ofl the visual cues generated by
process 1100.

Providing Insight for Entities in Mobile OnScreen Con-
tent

Some 1mplementations may identify entities in a screen
displayed on a mobile device and provide an interface for
surfacing information about the entities. The interface pro-
vides a powertul way of answering queries about an entity
without leaving the context of the mobile application. The
interface may be combined with, for example, the actionable
content interface described earlier, with a different input
triggering the insight interface. For example, a visual cue
generated for an entity may be actionable to mitiate a default
action when the enftity 1s selected with a short tap and may
be actionable to 1nitiate a process that provides isight on the
connection(s) of the entity to other entities on the screen
with a long press, or press-and-hold action, or a two-finger
selection, etc. The second 1nput need only be different from
the first imnput that triggers the default action. The second
input can be referred to as an insight selection. If the user
performs an 1nsight selection on one entity, the system may
traverse a data graph to find other entities related to the
selected entity in the graph that also appear on the screen. It
any are found, the system may provide annotation data that
shows the connections. A user can select the connection to
see a description of the connection. IT a user performs an
insight selection on two entities at the same time, the system
may walk the data graph to determine a relationship between
the two entities, 11 one exists, and provide annotation data
that explains the connection. In some 1mplementations, the
system may 1nitiate a cross-application insight mode, for
example when a user performs a second insight selection of
an entity. The cross-application insight mode may cause the
system to search for previously captured images that include
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entities related to the selected entity. Any previously cap-
tured 1mages with an entity related to the selected entity may
be provided to the user, similar to a search result. In some
implementations, the system may provide the images in a
film-strip style user interface or other scrollable user inter-
face.

FIG. 12A 1llustrates an example display 1200 of a mobile
computing device screen with annotation data highlighting
connections between entities found 1n the content displayed
on a mobile device, 1n accordance with disclosed implemen-
tations. A mobile content context system, such as system 100
of FIG. 1 or system 300 of FIG. 3, may generate annotation
data that 1s displayed with a current screen on a mobile
device to produce the display 1200. The display 1200 may
include visual cues 1210 and 1220 that indicate entities
related to the entity represented by the visual cue 1205. The
entities themselves may have a visual cue, such as visual cue
1205 and wvisual cue 1225. In some implementations, the
visual cue showing a relationship may be a line linking the
entities. In some 1mplementations, the line may be labeled
with a description of the relationship between the two
entities, such as visual cue 1210. In some 1mplementations
the line may not be labeled, such as visual cue 1220. The
visual cue showing the relationship may also include an
indication of relatedness. For example, a line between two
actors who co-starred 1n one movie may be thinner or a
different color or pattern from the line between two actors
who co-starred 1n several movies. Visual cues may provide
functionality, such a hyperlink to a source discussing the
relationship between the entities. Of course, the visual cue
representing the relationship 1s not limited to a line and may
include changing the appearance of the visual cues for
entities that are related, etc. In some 1mplementations, the
system may generate the visual cue 1210 and 1220 1n
response to an insight selection of the visual cue 1205.

FIG. 12B illustrates an example display 1200' of a mobile
computing device displayed with annotation data providing
information about a connection between two entities found
in the content displayed on a mobile device, 1n accordance
with disclosed implementations. A mobile content context
system, such as system 100 of FIG. 1 or system 300 of FIG.
3, may generate annotation data that 1s displayed with a
current screen on a mobile device to produce the display
1200'. The display 1200 may include annotation data that
includes visual cue 1250 and explanation 1255 to be dis-
played with the current screen. The display 1200' may thus
represent the same current screen as display 1200 i FIG.
12A, but diflerent annotation data based on a different
insight selection. For example, the system may generate the
annotation data used to produce display 1200' when a user
selects both the Marshall Islands entity and the Majuro
entity at the same time. As a result, the system may deter-
mine the relationship between these two entities 1 a data
graph and provide an explanation of the relationship as
explanation 1255. The annotation data used to generate
display 1200' may of course also include other visual cues,
such as visual cues 1n addition to visual cue 12350 and
explanation 1255.

FIGS. 13A-B illustrate a flow diagram of an example
process 1300 for generating annotation data identifying
insightiul connections between entities found in the content
displayed on a mobile device content 1n the display of a
mobile computing device, i accordance with disclosed
implementations. Process 1300 may be performed by a
mobile content context system, such as system 100 of FIG.
1 or system 300 of FIG. 3. Process 1300 may be used to
provide insight about relationships with onscreen entities
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without leaving the context of the current application. In this
manner, process 1300 may provide answers to queries using,
annotation data displayed along with the current screen
generated by the mobile application. Process 1300 may
begin when the system receives an insight selection of a first
entity that 1s 1dentified 1n a first annotation data for a mobile
device (1305). For example, the system may have generated
the first annotation data as a result of process 800 described
above with regard to FIG. 8. The first annotation data may
thus have visual cues for actionable content. The visual cues
associated with entity types of actionable content may be
configured to react to two types of input, one that initiates a
default action and another that mitiates entity insight sur-
facing. In some implementations the insight selection may
be a long press or a press-and-hold type of action.

The system may determine entities related to the first
entity 1 a data graph (1310). For example, in some imple-
mentations the system may walk the data graph, such as data
graph 190, from the first entity to each entity it 1s connected
to within a specified path length. In some mmplementations
the path length may be one or two. In other words, the
system may consider entities related to the first entity 11 the
entities are directly related, or related through one interme-
diate entity, to the first entity. Entities reached via the paths
within the specified path length may be considered related
entities. The system may then 1dentify a second entity that 1s
a related entity and 1s associated with the screen capture
image that corresponds with the first annotation data (1315).
The system may i1dentily more than one entity that 1s a
related entity and also associated with the screen capture
image. The system may generate second annotation data, the
second annotation data including a visual element linking
the first entity with the second entity (1320). The second
annotation data may include the first annotation data or may
be displayed with the first annotation data. In some 1mple-
mentations the visual element may be a line connecting the
first entity and the second entity. If the system identifies
more than one entity related to the first entity, the system
may generate one visual element for each entity found. Thus,
for example, in FIG. 12A the system generated visual
clement 1210 and visual element 1220. The system may
display the second annotation data with the current screen
(1325). This may occur in the manner described above with
regard to FIGS. 8 and 11. Accordingly, 1 the second
annotation data does not match the current screen, process
1300 may end, as the user has left the screen that corre-
sponds with the second annotation data. If the second
annotation data does not include the first annotation data,
step 1325 may include displaying the first annotation data
and the second annotation data with the current screen.

The system may determine 1f a selection of one of the
visual elements representing the link has been receirved
(1330). The selection may be a touch of the line that
connects the two entities, for example. I a selection of the
visual element has been received (1330, Yes), the system
may generate third annotation data (1340). The third anno-
tation data may include a text area describing the relation-
ship between the first entity and the second entity in the
graph-based data store. The text arca may be a label added
to the visual element, such as visual element 1210 of FIG.
12 A or may be an explanation box, such as explanation 1255
of FIG. 12B. The third annotation data may include the
second annotation data and the first annotation data or may
be configured to be displayed with the first annotation data
and the second annotation data. The mobile device may
display the third annotation data with a current screen on the
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mobile device (1345). This may occur in the manner
described above with regard to step 1325.

IT a selection of the visual element has not occurred (1330,
No), the system may check for a cross-application selection
(1350). A cross-application selection may be a second
insight selection for the same entity. For example, if the user
performs a long press on an entity and the system provides
visual elements linking that entity to other entities, and the
user performs another long press on the same entity, the
second long press may be considered a cross-application
selection.

When the system receives a cross-application selection
(1350, Yes), the system may 1dentify a plurality of previ-
ously captured images associated with the related entities
(1355 of FIG. 13B). The related entities may have been
determined as part of step 1310 or the system may determine
related entities again. In some implementations, the system
may 1ssue a query against an imdex of previously captured
images, the query including each of the related entities. In
some 1mplementations, the system may select the most
highly ranked related entities and use these 1n the query. The
system may use the previously captured screens that are
provided as a search result to generate a user interface for
displaying the plurality of previously captured images
(1360). In some implementations, the user interface may be
provided as annotation data. In some implementations, the
system may switch the mobile application to a search
application that displays the search result, for example, as a
scrollable film-strip or some other array of images.

Process 1300 can provide a method of making informa-
tion 1n the data graph accessible and available 1n a consistent
way across all mobile applications. This allows a user to
query the data graph without leaving the context of the
application they are currently 1. Such sight can help the
user better understand onscreen content and more easily find
answers to questions.

FIG. 14 illustrates a tlow diagram of an example process
1400 for generating annotation data providing information
on a connection between entities found in the content
displayed on a mobile device content 1n the display of a
mobile computing device, 1 accordance with disclosed
implementations. Process 1400 may be performed by a
mobile content context system, such as system 100 of FIG.
1 or system 300 of FIG. 3. Process 1400 may also be used
to provide 1nsight about relationships with onscreen entities
without leaving the context of the current application. In this
manner, process 1400 may provide answers to queries using
annotation data displayed along with the current screen
generated by the mobile application. Process 1400 may
begin when the system receives an mnsight selection of a first
entity and a second entity (1405). The first entity and the
second entity may be identified via visual cues 1n a first
annotation data for a mobile device. The system may then
determine the relationships that connect the first entity to the
second entity 1n the data graph (1410). In some 1implemen-
tations, the system may walk paths from the first entity to the
second entity. In some 1mplementations, the walks may be
limited by a path length, for example two or three. The
system may generate second annotation data, the second
annotation data including a text area that describes the
relationship between the first entity and the second entity in
the graph-based data store (1415). For example, the system
may base the text on the labeled edges 1n the data graph that
connect the two entities. The system may display the second

annotation data with a current screen on the mobile device
(1420), as explained above with regard to FIGS. 8, 11, and

13A.
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Indexing Mobile OnScreen Content

Some implementations may 1dentify content on a screen
of a mobile device and may index the content in a way that
allows the content to be searched and recalled at a later time.
The system may 1dentify key 1tems 1n a screen capture image
and generate an index that matches the key items to the
screen capture 1mage. Key items may be words, phrases,
entities, landmarks, logos, etc., discovered via recognition
performed on the 1mage. The index may be an inverted index
that, for each key 1tem, includes a list of 1images associated
with the key item. In some implementations, any annotation
data generated for an 1mage may also be stored with the
image. The system may rank key items using conventional
signals as well as signals unique to the mobile environment.

The system may query the index by searching for key
items responsive to the query. In some implementations, the
system may generate annotation data for responsive data that
includes a visual cue for content that 1s responsive to the
query, helping the user to see why the previously captured
image was responsive. In some implementations, the system
may provide only a portion of the previously captured
image, €.g., a snippet, that includes the responsive content.
The snippet may include an area around the responsive key
item 1n the 1image. The search result may be a scrollable list,
such as a carousel of 1mages, a grid of 1mages, a film-strip
style list, etc. The system may use conventional natural
language processing techniques to respond to natural lan-
guage queries, whether typed or spoken. The system may
use signals unique to the mobile environment to generate
better search results. For example, some verbs provided in
the query may be associated with certain types of mobile
applications and 1mages captured from those mobile appli-
cations may receive a higher ranking in generating the
search results. For example, the verb “mention” and similar
verbs may be associated with communications applications,
such as chat and mail applications. When the system
receives a query that includes the verb “mention” the system
may boost the ranking of responsive content found 1n 1mages
associated with the communications applications. Selecting
a search result may display the search result with associated
annotation data, 11 any, or may take the user to the applica-
tion and, optionally, to the place within the application that
the selected search result image was taken from.

FIG. 15 1llustrates a flow diagram of an example process
1500 for generating an index of screen capture 1mages taken
at a mobile device, 1 accordance with disclosed implemen-
tations. Process 1500 may be performed by a mobile content
context system, such as system 100 of FIG. 1 or system 300
of FIG. 3. Process 1500 may be used to generate an index
that makes previously captured screen images searchable, so
that the user can retrieve the user’s previously viewed
content. Process 1500 may begin when the system receives
an 1mage of a screen captured at a mobile device (1505). The
captured 1mage may be obtained using conventional tech-
niques. The system may i1dentily recognized items by per-
forming recognition on the image of the captured screen
(1510). Recognized items may be text characters or num-
bers, landmarks, logos, etc. 1dentified using various recog-
nition techniques, including character recognition, 1mage
recognition, logo recognition, etc. Thus, recognized items
may include words as well as locations, landmarks, logos,
ctc. In some 1mplementations steps 1505 and 1510 may be
performed as part of another process, for example the entity
detection process described 1n FIG. 5, the actionable content
process described with regard to FIG. 8, or the relevant
content process described with regard to FIG. 11.
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The system may index key items i1dentified by the recog-
nition (1513). For example, the system may identily words
and phrases from text recognition, may identily entities from
text recognition, 1mage recognition, and logo recognition,
landmarks from 1mage recognition, etc. In some implemen-
tations, the entities may be candidate entities and discovered
entities 1dentified during process 500, described above. The
words, phrases, entities, and landmarks are examples of key
items. The system may associate the image with each of the
key 1tems 1dentified in the 1mage using the index. In some
implementations, the index may be an inverted index, so that
cach key 1item has an associated list of 1mages 1n which the
key 1tem was found. In addition, the system may associate
metadata with the 1image and key item. For example, the
metadata may include where 1n the image the key item
occurs, the rank of the key item with regard to the 1image, a
timestamp for the image, a geo location of the device when
the 1mage was captured, etc. Accordingly, the system may
calculate a rank for the key 1tem with regard to the image and
store the rank with the image and key item in the index.
(1520). The rank of a key item may be calculated using
conventional ranking techniques as well as with additional
signals umique to the mobile environment. For example,
when a key item 1s static across each 1image captured for a
particular application, the system may rank the key item
very low with regard to the image, as the key i1tem occurs in
boilerplate and 1s likely not very relevant to the user or the
user’s activities. Examples of boilerplate include item 710 of
FIG. 7 and items 410 of FIG. 4. In some implementations,
key 1tems located in areas of the screen that do not change
for a particular mobile application may be eliminated from
the index. In some implementations, ranking may be similar
to or updated by the rank calculated by process 500 of FIG.
5.

The system may store the index 1 a memory (1525). In
some 1mplementations, the user may specily the location of
the stored index, such as on the mobile device or at a server
that includes a profile for the user. In some 1implementations,
the 1ndex may store screen capture 1mages and key items
from more than one device operated by the user. In some
implementations, the index may include the screen capture
image, and 1n some implementations the screen capture
image may be stored in a separate data store or table. In
some 1mplementations, annotation data generated for the
image may be stored with the image and may be displayed
with the 1mage after selection of the image from a search
result. Process 1500 ends for this image, but the system may
repeat process 15300 each time a screen capture 1mage 1s
generated by the mobile device. Of course, a user may
choose to turn the screen capture feature ofl, which prevents
process 1500 from running.

FIG. 16 illustrates a tlow diagram of an example process
1600 for querying an index of screen capture images taken
at a mobile device, 1n accordance with disclosed implemen-
tations. Process 1600 may be performed by a mobile content
context system, such as system 100 of FIG. 1 or system 300
of FIG. 3. Process 1600 may be used to search an index of
previously captured screen 1mages that were captured on a
user’s mobile device. A search result for a query may include
one or more of the previously captured screen 1mages or
portions of the images that include key items responsive to
the query. The search result may rank the responsive previ-
ously captured screen 1mages (or the portions) with regard to
the query, so that higher ranking screen capture images
appear lirst 1in the search results. The system may use
ranking signals unique to the mobile environment to deter-
mine the rank of a responsive screen capture image. In some
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implementations, the system may associate certain verbs
with a type or class of mobile application. For example, the
verbs “say” and “mention” may be associated with commu-
nication applications, such as messaging and email applica-
tions. Likewise, the verbs “watch” and *“view” may be
associated with video applications, such as YouTube, Face-
Time, Netflix, etc., When a user enters a natural language
query, the system may boost the rank of a responsive image
that matches the type associated with the verbs.

Process 1600 may begin when the system receives a query
(1605). The query can be a natural language query or a query
that includes other key items. In some implementations, the
query may be submitted via a search mobile application on
the mobile device by the user. In some 1implementations, the
query may be submitted by the system to help generate
annotation data, as will be explained in further detail herein.
The system may use conventional natural language process-
ing techniques and query parsing techmques to determine
what key items are associated with the query. The system
may use the key items associated with the query to search
the index for screen capture 1mages responsive to the query
(1610). Screen capture images captured from the user’s
mobile device that are associated with key items associated
with the query may be considered responsive images. For
cach responsive image, the system may generate search
result annotation data (1615). In some implementations, the
search result annotation data may generate a visual cue for
cach area of the image that corresponds with a responsive
key 1item. In some implementations, the search result anno-
tation data may make the image (or the image portion) an
area of actionable content, where the action associated with
the actionable content opens the mobile application that
generated the screen captured in the 1image and may option-
ally take the user to the place or state in the mobile
application represented by the image.

The system may provide at least a portion of each
responsive 1mage as a search result (1620). In some 1mple-
mentations, the portion may be a thumbnail size image with
the annotation data that includes a visual cue for responsive
key items. In some implementations, the portion may be a
portion of the image that includes the responsive key item,
so that the system displays a responsive snippet from the
original 1mage. In some 1implementations, the portion may
be the whole 1mage. In some 1mplementations, the system
may present the search results, which can include a plurality
of previously captured 1mages, in a scrollable list, such as a
film-strip, a carousel, a scrollable grid, etc.

The user may select one of the images from the search
results, and the system may receive the selection (1625). IT
the selected 1mage was an area of actionable content with a
default action (1630 Yes), the system may launch the mobile
application associated with the selected image as the default
action (1635). If the selection did not involve an actionable
item (1630, No), the system may determine whether anno-
tation data associated with the selected image exists (1640).
The annotation data may have been generated, for example,
as part of determining actionable content or relevant content
for the 1image. In some implementation, the annotation data
may be associated with the image after 1t 1s generated, for
example 1n the index or screen capture data. If the annotation
data exists (1640, Yes), the system may apply the annotation
data to the selected image (1645). The system may provide
the selected 1mage for display on the screen of the mobile
device (1650). For example, when the user selects a search
result (e.g., the thumbnail or portion of a previously captured
image), the system may display the full image, and any
annotation data previously generated for the image, on the
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display of the mobile device. In some implementations, the
user may perform an action on the displayed image that
attempts to return the user to the state of the mobile device
represented by the 1mage. For example, the user may per-
form an action that causes the mobile device to return to the
mobile application and the place within the mobile applica-
tion represented by the image, as will be explained 1n further
detail herein. Process 1600 then ends, having provided the
user with an interface for searching previously viewed
content.

Providing User Assistance from Interaction Understand-
ng,

Some 1mplementations may use information on the cur-
rent screen of the mobile device and information from
previously captured screen images to predict when a user
may need assistance and provide the assistance 1n annotation
data. In one implementation, the system may use key content
from a captured 1image as a query 1ssued to the system. Key
content represents the most relevant or important (i.e.,
highest ranked) key items for the image. When a key item
for a previously captured screen image has a rank that meets
a relevance threshold with regard to the query the system
may select the portion of the previously captured screen
image that corresponds to the key item and provide the
portion as annotation data for the current screen capture
image. In some implementations, the system may analyze
the key items 1n the current screen capture 1image to deter-
mine 11 the key 1tems suggest an action. If so, the system may
surface a widget that provides information for the action. In
some 1mplementations, the system may use screen capture
images captured just prior to the current screen capture
image to provide context to identily the key content 1n the
current screen capture image. The system may include a
model tramned by a machine learning algorithm to help
determine when the current screen suggests an action, and
which type of action 1s suggested.

FIGS. 17-19 1illustrate example displays for a mobile
computing device with automated assistance from interac-
tion understanding, 1n accordance with disclosed implemen-
tations. A mobile content context system, such as system 100
of FIG. 1 or system 300 of FIG. 3, may generate annotation
data that 1s displayed with a current screen on a mobile
device to produce the displays illustrated. In the example of
FIG. 17, the system has determined that the current screen
includes information that suggests looking up a contact (e.g.,
suggests an action). The system has provided annotation
data that includes assistance window 1705 to produce dis-
play 1700. The assistance window 1705 includes informa-
tion surfaced using a contact widget. For example, the
contact widget may look 1n the contacts associated with the
mobile device for the person mentioned and provide the
information about the contact.

In the example of FIG. 18, the system has determined that
the current screen includes information that suggests sched-
uling an event (e.g., another type of action). The system has
provided annotation data that includes assistance window
1805 to produce display 1800. The assistance window 1805
includes a calendar widget that adds a new event to the
calendar with the event information, such as date and time,
surfaced based on information found in the screen. Thus, an
assistance window may be configured to perform an action
(e.g., adding a new calendar event) as well as displaying
information obtained from another mobile application (e.g.,
displaying any existing calendar events for the date men-
tioned). In the example of FIG. 19, the system has deter-
mined that a previously viewed screen, e.g., screen 1950, has
information that may be helpful or relevant to the user for




UsS 9,811,352 Bl

35

the current screen, e.g., screen 1900. The system has pro-
vided annotation data that includes assistance window 1905
to produce display 1900. The assistance window 1905
includes a snippet of the previously viewed screen, indicated
by the dashed lines, that includes immformation highly rel-
cvant to the current screen 1900. The previously viewed
screen 1950 may have been captured and indexed, as dis-
cussed herein.

FI1G. 20 1llustrates a flow diagram of an example process
2000 for generating annotation data with an assistance
window based on interaction understanding, 1n accordance
with disclosed implementations. Process 2000 may be per-
formed by a mobile content context system, such as system
100 of FIG. 1 or system 300 of FIG. 3. Process 2000 may
be used to automatically generate an assistance window
based on the context of the current screen. Process 2000 may
begin when the system receives an 1mage of a screen
captured at a mobile device (2005). The captured 1mage may
be obtained using conventional techmques. The system may
identily recognized items by performing recognition on the
image of the captured screen (2010). Recognized 1items may
be text characters or numbers, landmarks, logos, etc. iden-
tified using various recogmtion techmques, imncluding char-
acter recognition, 1mage recognition, logo recognition, etc.
Thus, recognized items may include words as well as
locations, landmarks, logos, etc. In some implementations
steps 2005 and 2010 may be performed as part of another
process, for example the entity detection process described
in FIG. 5, the actionable content process described with
regard to FI1G. 8, the relevant content process described with
regard to FIG. 11, or the indexing process described with
regard to FIG. 15.

The system may 1dentily key content 1in the image and use
the key content to query an index of previously captured
images (2015). Key content may include key items, e.g.,
those 1dentified during a indexing process such as process
1500 of FIG. 15, that have the highest ranks with regard to
the 1mage. In some implementations, the rank may need to
exceed a threshold to be considered key content. The system
may 1ssue a query using the key content, for example using
process 1600 described above with regard to FIG. 16. When
the system receives the search results, the system may
determine 11 the search results include a search result with a
high confidence match with regard to the query (2020). For
example, previously captured screen images that occur close
in time to the 1image may be considered more relevant. In
addition, previously captured screen images that were cap-
turing from mobile applications of the same type or classi-
fication (e.g., travel applications) may be considered more
relevant. The system may use a threshold to determine 11 any
of the search results include a high enough confidence. If
none do, process 2000 ends, as the system i1s not confident
that any of the relevant previously viewed 1mages would be
ol assistance to the user.

If at least one search result 1s a high confidence match
(2020, Yes), the system may select a portion of the search
result (e.g., the entire previously captured screen image, or
a snippet of the image that includes responsive 1tems) for use
in annotation data that includes an assistance window
(2025). The snippet may include an area of the image around
the responsive content. The annotation data may be provided
to the mobile device for display with the currently runming
application. Accordingly, at the mobile device, the system
may determine whether the annotation data matches the
current screen (2030). For example, if the mobile application
currently running (e.g., the mobile application that 1s gen-
erating the current screen) 1s different from the mobile

10

15

20

25

30

35

40

45

50

55

60

65

36

application that generated the screen capture image (e.g.,
from step 2005), the system may determine the annotation
data does not match the current screen. As another example,
the annotation data may include a reference point, e.g., one
portion of the screen capture image used to generate the
annotation data, and the system may compare the reference
point with the current screen. In either case, if the user has
scrolled, zoomed 1n, or zoomed out, the current screen may
not match the annotation data. In some implementations, the
system may look for the reference point close by and may
shift the display of the annotation data accordingly. In such
a situation the system may determine that the current screen
and the annotation data do match.

I1 the annotation data and the current screen match (2030,
Yes), the system may display the annotation data with the
current screen (2033). If the annotation data and the current
screen do not match (2030, No), the system may not display
the annotation data with the current screen. Process 2000
ends for the screen capture 1image, although the system may
perform process 2000 at intervals, e.g., each time a screen
capture 1mage 1s generated. In some 1mplementations, pro-
cess 2000 may be performed in conjunction with other
analysis and processes performed on a captured 1mage. Of
course, a user may choose to turn the screen capture feature
ofl, which prevents process 2000 from running. In some
implementations, the user may also be provided the oppor-
tunity to turn on and off the visual cues generated by process
2000.

FIG. 21 illustrates a flow diagram of another example
process 2100 for generating annotation data with an assis-
tance window based on content captured from a mobile
device, 1n accordance with disclosed implementations. Pro-
cess 2100 may be performed by a mobile content context
system, such as system 100 of FIG. 1 or system 300 of FIG.
3. Process 2100 may use a model trained by a machine
learning algorithm to recognize actions within the content of
a screen capture 1mage and may provide a default event
action or widget to provide assistance based on the action.
Process 2100 may begin when the system receives an image
of a screen captured at a mobile device (2105) and 1dentifies
recognized 1tems by performing recognition on the image of
the captured screen (2110), as described above. In some
implementations steps 2105 and 2110 may be performed as
part of another process, for example the entity detection
process described 1n FIG. 5, the actionable content process
described with regard to FIG. 8, the relevant content process
described with regard to FIG. 11, the indexing process
described with regard to FIG. 15, or process 2000 described
above.

The system may determine whether any action 1s sug-
gested 1n the recognized content of the screen capture image
(2115). Actions can be any activity that suggests an action to
be taken by the user. For example, actions may include
adding an event for a calendar entry, looking up availability
for a certain date, looking up or adding names, numbers, and
addresses for a contact, adding 1tems to a to-do list, looking
up items 1n a to-do list, or otherwise interacting with a the
mobile device. In some implementations, the system may
include a machine learning algorithm that can learn actions
commonly performed by the user in the past and predict
when 1t 1s likely the user intends to perform those actions
again. For example, 11 the user commonly opens two appli-
cations together, e.g., a crossword application and a diction-
ary application, the action may be opening the dictionary
application when the user opens the crossword application.
An action element may be the text that triggers or suggests
the action. If no action elements are found (2115, No),
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process 2100 ends as no assistance window 1s generated. IT
an action element 1s found (2115, Yes), the system may
generate annotation data with an assistance window for the
action element (21235). In some implementations, the system
may have a data store that associates an event action with an
action element. For example, the system may determine if
the action element 1s related to a contacts widget or a
calendar widget using, for example, event actions 114 of
FIG. 1. The assistance window may include information
obtained from a data store. For example, the assistance
window may query the data store and provide data from the
data store 1n text format. For example, the system may query
contact information for a person mentioned 1n the content of
the screen capture image and provide the contact informa-
tion in the assistance window. As another example, the
system may query calendar information for the user for a
window of time that includes a date and time suggested in
the 1image and provide the schedule of the user for the
window of time in the assistance window. As another
example, the system may determine, €.g., using a machine
learning algorithm, that the user 1s likely to repeat some
action previously performed and suggest performing the
action. Performing the repeated action may include auto-
mating user input, as described below. In some implemen-
tations, the assistance window may include a suggestion to
automatically perform an action. For example, the assistance
window may include text that describes the action to be
performed, such as adding a new contact, and the assistance
window may be selectable. When selected, the assistance
window may launch the action suggested on the mobile
device.

The annotation data may be provided to the mobile device
for display with the current screen. Accordingly, at the
mobile device, the system may determine whether the anno-
tation data matches the current screen (2130). For example,
if the mobile application currently running (e.g., the mobile
application that 1s generating the current screen) 1s different
from the mobile application that generated the screen cap-
ture 1mage (e.g., from step 2103), the system may determine
the annotation data does not match the current screen. As
another example, the annotation data may include a refer-
ence point, €.g., one portion of the screen capture image used
to generate the annotation data, and the system may compare
the reference point with the current screen. In either case, 1f
the user has scrolled, zoomed 1n, or zoomed out, the current
screen may not match the annotation data. In some 1mple-
mentations, the system may look for the reference point
close by and may shiit the display of the annotation data
accordingly. In such a situation the system may determine
that the current screen and the annotation data do match.

If the annotation data and the current screen match (2130,
Yes), the system may display the annotation data with the
current screen (2135). If the annotation data and the current
screen do not match (2130, No), the system may not display
the annotation data with the current screen. Process 2100
ends for the screen capture image, although the system may
perform process 2100 at intervals, e.g., each time a screen
capture 1mage 1s generated. In some 1mplementations, pro-
cess 2100 may be performed in conjunction with other
analysis and processes performed on a captured 1mage. Of
course, a user may choose to turn the screen capture feature
ofl, which prevents process 2100 from running. In some
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Automating User Input from Mobile OnScreen Content

Some 1mplementations may capture user input actions
while screen capture 1mages are captured on a mobile device
and use the user input actions to return the mobile device to
a state represented by a previously captured screen 1image or
to automatically perform a task for a user with minimal
additional input. The user input actions include taps, swipes,
text input, etc. performed by a user when 1nteracting with the
touch-screen of a mobile device. The system may store the
input actions and use them to replay the actions of the user.
Replaying the mput actions may cause the mobile device to
return to a previous state, or may enable the mobile device
to repeat some task with minimal mput. For example, the
user input actions may enable the mobile device reserve a
restaurant using a specific mobile application by receiving
the new date and time using user input actions used to
reserve the restaurant a first time. Returning to a previous
state provides the user with the ability to deep-link into a
particular mobile application. In some implementations, the
mobile device may have an event prediction algorithm, for
example one used to determine action elements as part of
process 2100 of FIG. 21, that determines a previously
captured 1mage that represents an action the user will likely
repeat.

FIG. 24 1llustrates example displays for a mobile com-
puting device for selecting a previously captured image, in
accordance with disclosed implementations. In the example
of FIG. 24, display 2400 represents a selectable assistance
window 24035 with a preview 2410 of the previously cap-
tured 1mage. The previously captured screen 1mage repre-
sented by preview 2410 may be included, for example, 1n an
index of previously captured screen images from the user
device. When the user selects the assistance window (or a
control for the window, etc.), the system may automatically
take the mobile device to the state represented by the
preview 2410, using the previously captured screen 1image as
the selected image. As one example, the system may use the
machine learning algorithm to determine that the user makes
a dinner reservation for two at Mr. Calzone most Fridays and
generate assistance window 2405 to automate the next
reservation. Display 2450 1llustrates an example of a search
result for previously captured screen 1images. When the user
selects 1image 2455, the system may endeavor to automati-
cally take the mobile device to the state represented by the
image 24355, as described below. In other words, the system
may attempt to open the app that originally generated image
2455 and re-create the actions that resulted 1n 1mage 2455.
Of course implementations may include other methods of
obtaining a previously captured screen image.

FIG. 22 illustrates a tlow diagram of an example process
2200 for automating user mnput actions based on past content
displayed on a mobile device, 1n accordance with disclosed
implementations. Process 2200 may be performed by a
mobile content context system, such as system 100 of FIG.
1 or system 300 of FIG. 3. Process 2200 may use previously
captured user input data to take the user back to a state
represented by a selected 1mage of a previous screen viewed
by the user. Process 2200 may be an optional process that the
user of the mobile device controls. In other words, the user
of the mobile device may choose to have user iput actions
stored, or the user may turn of storing of user input actions.
When the user turns on the collection of user input actions,
the user may have access to the functionality provided by
process 2200.

Process 2200 may begin when the system receives a
selection of a first image that represents a previously cap-
tured screen (2205). The selection may be from a search
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result, or may be from a mobile application configured to
allow the user to select a previously captured screen, or may
be a screen selected as a prior action the user wants to repeat,
or may be a screen shared with the user from another mobile
device. The first image 1s associated with a timestamp and a
mobile application that was executing when the 1image was
captured. The system may then locate a second 1image that
represents a diflerent previously captured screen (2210). The
second 1mage represents a reference screen. The reference
screen may be a home screen for the mobile device (e.g., the
screen that displays when the mobile device 1s turned on) or
may be an 1nitial screen for the mobile application (e.g., the
screen that first displays when the mobile application 1s
activated from the home screen). The second 1image also has
a timestamp, which 1s earlier than the timestamp of the first
image. In other words, the system may look backwards 1n
time through previously captured screen images for an
image representing a reference screen. The second image,
thus, represents the reference screen that preceded the first
image.

The system may 1dentity a set of stored user inputs
occurring between the two timestamps and a set of previ-
ously captured screen images that occur between the two
timestamps (2215). The user inputs may have been captured,
for example, by a screen capture engine, such as screen
capture application 301 of FIG. 3. The system may cause the
mobile device to begin at the reference screen (2220). In
other words, the system may take the mobile device to the
home screen or may start-up the application associated with
the first image, as 11 1t were mnitiated from the home screen,
depending on what the reference screen reflects. The system
may then begin replaying the user mput actions in order,
¢.g., starting with the earliest user mput action in the set
(2225). The system may replay the user input actions until
the next user mnput action 1n the set occurs after the time-
stamp for the next screen capture 1mage in the set of 1mages.
In re-playing the user input actions, the system sends a
signal to the processor of the mobile device that mimics the
action and location performed by the user. User input actions
with the same timestamp may be replayed at the same
time—e.g., simulating a multi-finger input. The mobile
device then responds to the replayed action as 1 a user had
performed the action. In some 1implementations, the system
may replay the actions using a virtual screen, €.g., one that
1s not visible to a user of the mobile device until the replay
ends.

After the system replays the user input action that
occurred just prior to the next screen capture 1image 1n the set
of 1mages, the system compares the screen displayed on the
mobile device with the next screen capture image in the set
(2230). Determining whether the screens match may be
similar to determining whether annotation data matches a
current screen, as described above. In other words, the
system may compare portions of the screen displayed and
the next screen capture 1image, or portions thereolf. If the two
screens do not match (2230, No), the system may stop
replaying user input actions and process 2200 ends. This
may occur because the user iput actions no longer lead to
the same place 1n the application. In other words, the system
cannot recapture the state. This may occur for several
reasons, one of which 1s that content has been deleted or
moved. Thus, the system will attempt to bring the user as
close as possible to the desired state, but may terminate
when 1t 1s apparent that the path followed using the original
user mput actions leads to a different place.

If the screens do match (2230, Yes), the system may
determine if the next image 1n the set of 1images 1s the first
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image (22335). In other words, the system may determine 1f
it has arrived at the desired state. If so (2235, Yes), process
2200 ends. If not (2235, No), the system may resume replay
of the user mputs until the timestamp of the next user input
in the set 1s after the timestamp of the next screen capture
image 1n the set of images (2240). Then the system may
repeat determiming whether to abort the replay, whether the
state has been achueved, or whether to continue replaying the
user actions. Replaying the user input actions saves the user
time as the replay may occur more quickly than the user
actually performing the actions. Furthermore, replaying the
user input actions enables the user to switch mobile devices
while keeping the same state, or to help another user achieve
the same state, as will be described 1n more detaill with
regard to FIG. 23.

Process 2200 may be used to automatically repeat a task
for the user. For example, the system may provide an
interface that enables the user to choose a previous screen
and indicate the user wishes to repeat the action that led to
the screen. In such an implementation, the system may find
the set of user input actions, as described above. The system
may replay the user mput actions as above, except that for
text mput actions, the system may not replay the actions but
may obtain or wait for input from the user. For example, the
system may search the user input actions in the set and
determine the user input actions that include a text input. The
system may prompt the user for new text input to replace the
text mput identified 1n the user input actions. The system
may use the new text input when replaying the user input
actions. Such implementations allow the user, for example,
to make a restaurant reservation by selecting the image from
a previous reservation and providing the date and time of the
new reservation (e.g., via the interface). In addition or
alternatively, the user interface may enable the user to
indicate a recurring action, such as reserving a table for 8 pm
every Tuesday for some specified time frame. The system
may then calculate the date rather than asking the user for
the date. In such implementations, process 2200 can shorten
the number of key-presses and actions needed by the user to
repeat an action.

In some 1implementations, the mobile device may provide
the user mput actions and the set of screen capture 1mages
to a server. The server may use the user input actions and set
of screen capture 1mages as mput to a machine learning
algorithm, for example as training data. The machine learn-
ing algorithm may be configured to predict future actions
based on past actions, and could be used to determine action
events, as discussed above. The user input actions and screen
capture 1mages may be treated 1n one or more ways belfore
it 1s stored or used at the server, so that personally 1denti-
flable information 1s removed. For example, the data may be
treated so that no personally 1dentifiable information can be
determined for the user, or a user’s geographic location may
be generalized where location information 1s obtained (such
as to a city, ZIP code, or state level). In some implementa-
tions, the server may periodically provide the mobile device
with coeflicients and the mobile device may use the coel-
ficients to execute an algorithm to predict likelihood of user
action so that the mobile device can make a prediction
without communicating with the server for each prediction.
The mobile device may periodically update the server with
historical data, which the server may use to calculate
updated coellicients. The server may provide the updated
coellicients to the mobile device. In some implementations,
the user device may operate its own machine learming
algorithm to determine prediction coeflicients, obviating the
need for communication with any other computer.
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Sharing Screen Content in a Mobile Environment

Some 1mplementations may provide a user with the
capability of sharing current screen content or previous
screen content with others. The system may enable the user
to choose the areas of the screen to share. Because sharing
works across all mobile applications running on the mobile
device, sharing a picture works the same as sharing a news
article, making the user experience more tluid and consis-
tent. The user may also choose to share a previously viewed
screen. For example, the user may be chatting with another
person and desire to share a previously viewed article. The
user may search for the article, for example using a search
application for the index of previously captured screens, and
select a screen showing the article from a search result. The
user may then share the selected screen with the other
person. Sharing may occur directly from mobile device to
mobile device or via a server. In a server implementation,
sharing the screen may include copying the screen from the
sender’s data to the recipient’s data store of shared screens
and sending a nofification that the screen i1s ready to be
viewed.

The recipient of a shared screen may view the shared
screen as a picture. In some implementations, 1f the recipi-
ent’s mobile device i1s also running the screen capture
application, the recipient’s system may capture the picture,
index it, generate annotation data, etc. In some 1mplemen-
tations, receiving a shared screen may trigger an automated
response. One automated response may be to perform rec-
ognition on the image and find a web page or other URL
(e.g., document available via the Internet) that matches the
recognized content. IT a matching URL 1s found, the system
may open this URL 1n a browser application for the recipient
or 1in a corresponding mobile application. For example, if the
shared 1image came from a news application, for example a
State Broadcasting Company (SBC) application, the recipi-
ent’s mobile device may use the SBC application to open the
URL. In some implementations, the application used to
capture the shared screen may be sent with the shared image
so the recipient mobile device knows which application to
use to open the URL. If the recipient does not have the
mobile application installed, the browser application may be
used, or the recipient’s mobile device may ask i1f the
recipient wants to install the application.

In another automated response, a user may send a shared
screen and user mput actions (e.g., taps, swipes, text mput)
to the second device. This may allow the recipient device to
automatically take the recipient device to a state represented
by the shared image, as described above with regard to FIG.
22. Sharing a set of screens and a set of user mput actions
may allow a user to switch mobile devices while keeping a
state, or may allow a recipient to achieve the state of the
sender. Of course, the system may only share user input
actions when authorized by the sender. In some 1implemen-
tations, when a user sends multiple screenshots, e.g., a range
ol screen shots captured 1n a certain timeframe, the system
may stitch the screens together so that the recipient receives
a larger 1mage that can be scrolled, rather than individual
screens. In some implementations the screen sharing mode
may be automatic when the user 1s 1n a particular application
(e.g., the camera or photo application). In some 1mplemen-
tations, the device may share the screen each time a photo
1s taken. Automatic sharing may allow the user to post
photos automatically to a second device operated by a user
or by a friend or family of the user.

FI1G. 23 1llustrates a flow diagram of an example process
for sharing an image of screen content displayed on a mobile
device, 1n accordance with disclosed implementations. Pro-
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cess 2300 may be performed by a mobile content context
system, such as system 100 of FIG. 1 or system 300 of FIG.
3. Process 2300 may enable a user of a mobile device to
share one screen or a series of previously captured screen
images with a recipient. The recipient may be another
mobile device for the same user or may be a mobile device
for a different user.

Process 2300 may begin when the system receives an
instruction to share an 1image of a screen captured from a
display of a mobile device (23035). The instruction may be 1n
the form of a gesture or an option in the notification bar. The
image may be an 1mage of a screen currently being displayed
on the mobile device or may be an 1mage from a previously
captured screen. For example, the image may be an image
that 1s part of a search result. In some implementations, the
image may be a series of images taken over a period of time.
In such implementations, the system may stitch together the
series of 1mages into a single 1mage that 1s scrollable prior
to sending the 1mage. The system may determine whether
the sender wants to edit the image to be shared prior to
sending the image (2310). In other words, the system may
provide the sender with an opportunity to indicate portions
of the image to send or portions of the image not to send. If
the sender wants to edit the image (2310, Yes) the system
may provide the sender an interface where the sender can
select a portion of the image to share or can select portions
of the 1image not to share (2315). In this manner the system
enables the sender to redact information on the screen
capture 1mage prior to sharing the image or to share a limited
portion of the image.

The system may send the image and associated metadata
to a specified recipient mobile device (2320). The specified
recipient mobile device may be a second mobile device
operated by the sender, or can be a mobile device associated
with another user. The metadata may include an application
used to generate the screen image, a timestamp for the
image, etc. In some implementations, the metadata may also
include user mmput data associated with the image to be
shared. For example, the system may provide the opportu-
nity for the sender to indicate whether to share information
that enables the recipient mobile device to automatically
enter the state represented by the shared image. When the
user indicates state information may be shared, the system
may provide the set of user input data that occurred between
a timestamp associated with a reference screen and the
timestamp associated with the shared image, as discussed
above. The metadata may also include any previously cap-
tured screen 1mages with a timestamp between the time-
stamp for the reference image and the shared image. The
image and associated metadata may be shared directly from
the sending mobile device to the recipient mobile device,
e.g., using a cellular network or wireless network, etc., or
may be accomplished via a server. When the system uses a
server as an intermediary, sending the image and associated
metadata may include copying the image and associated
metadata from a user account for the sender to a user account
for the recipient and sending a notification to the recipient
mobile device.

At the recipient mobile device, the system may receive the
image and the associated metadata from the sender (2325).
The system may determine whether to perform an automated
response 1n response to recerving the image (2325). For
example, 1I the recipient mobile device does not have the
screen capture mobile application installed or 11 the recipient
has disabled automated responses on the mobile device, the
system may not perform an automated response (2325, No)
and the recipient mobile device may display the image as a
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picture or a mark-up document, such as an HTML document
(2330). If the system displays the image as a mark-up
document, the system may annotate the mark-up document
so that various portions of the document are actionable For
example, at a server the system may annotate the image with
a generic profile and construct an HI'ML document from the
image, making the entities actionable using conventional
mark-up techmiques. Thus, the recipient may receive the
mark-up document rather than an 1mage. If the recipient 1s
running the screen capture mobile application, the recipient
mobile device may generate annotation data for the shared
image and display the annotation data for the image. Of
course, the annotation data generated for the recipient may
differ from any annotation data generated for the same 1mage
at the sending mobile device as the user context and pret-
erences differ. Process 2300 then ends, having successiully
shared the screen.

If the received 1mage does trigger an automated response
(2325, Yes), the system may determine whether the metadata
associated with the received image 1includes user mput data
(2335). If it does not (2335, No), the system may perform
recognition on the received 1mage, as previously described
(2245). Recognized items in the received image may be text
characters or numbers, landmarks, logos, etc. identified
using various recognition techniques, including character
recognition, 1mage recognition, logo recognition, etc. The
system may use the recognized items to find a source
document for the received 1image using conventional tech-
niques. Such techmiques are described 1n International Patent
Publication No WO 2012/075315 entitled “Identifying
Matching Canonical Documents in Response to a Visual
Query,” the disclosure of which 1s incorporated herein 1ts
entirety. The source document may be represented by a
URL. The recipient’s mobile device may then navigate to
the URL 1n a browser application, or 1n other words open a
window 1n the browser application with the URL. In some
implementations, the recipient’s mobile device may navi-
gate to the URL using the mobile application identified 1n
the metadata associated with the received image. For
example, 1f the sender was viewing a news article 1n an SBC
mobile application, the recipient’s system may use the SBC
mobile application to open the article. I the recipient’s
mobile device does not have the corresponding mobile
application installed, the system may ask the recipient to
install the application or may use a browser application to
view the URL. Of course, if a source document cannot be
located the recipient’s mobile device may display the
received image as discussed above with regard to step 2330.

When the metadata does include user mputs (2335, Yes),
the system may use the user input data to replay the sender’s
actions to take the recipient’s mobile device to a state
represented by the shared image. In other words, the recipi-
ent’s mobile device may perform process 2000 of FIG. 20
starting at step 2025, as the set of user mnput actions and the
set of 1mages are provided with the shared image to the
recipient. Process 2300 then ends. Of course, the recipient’s
mobile device may capture the displayed screen and index
the screen as described above. Process 2300 may enable the
user of two mobile devices may transier the state of one
mobile device to the second mobile device, so that the user
can switch mobile devices without having to re-create the
state, saving time and input actions.

FIG. 25 shows an example of a generic computer device
2500, which may be operated as system 100, and/or client
170 of FIG. 1, which may be used with the techmiques
described here. Computing device 2500 1s intended to rep-
resent various example forms of computing devices, such as
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laptops, desktops, workstations, personal digital assistants,
cellular telephones, smartphones, tablets, servers, and other
computing devices, including wearable devices. The com-
ponents shown here, their connections and relationships, and
their functions, are meant to be examples only, and are not
meant to limit implementations of the inventions described
and/or claimed 1n this document.

Computing device 2500 includes a processor 2302,
memory 2504, a storage device 2506, and expansion ports
2510 connected via an interface 2508. In some implemen-
tations, computing device 2500 may include transceiver
2546, communication interface 2544, and a GPS (Global
Positioning System) receiver module 2548, among other
components, connected via interface 2508. Device 2500
may communicate wirelessly through communication inter-
face 2544, which may include digital signal processing
circuitry where necessary. Each of the components 2502,
2504, 2506, 2508, 2510, 2540, 2544, 2546, and 2548 may be
mounted on a common motherboard or 1n other manners as
appropriate.

The processor 2502 can process instructions for execution
within the computing device 2500, including instructions
stored 1n the memory 2504 or on the storage device 2506 to
display graphical information for a GUI on an external
input/output device, such as display 2516. Display 2516 may
be a monitor or a flat touchscreen display. In some 1mple-
mentations, multiple processors and/or multiple buses may
be used, as appropriate, along with multiple memories and
types of memory. Also, multiple computing devices 2500
may be connected, with each device providing portions of
the necessary operations (e.g., as a server bank, a group of
blade servers, or a multi-processor system).

The memory 2504 stores information within the comput-
ing device 2500. In one implementation, the memory 2504
1s a volatile memory unit or umits. In another implementa-
tion, the memory 2504 1s a non-volatile memory unit or
units. The memory 2504 may also be another form of
computer-readable medium, such as a magnetic or optical
disk. In some implementations, the memory 2504 may
include expansion memory provided through an expansion
interface.

The storage device 2506 1s capable of providing mass
storage for the computing device 2500. In one 1implemen-
tation, the storage device 2506 may be or include a com-
puter-readable medium, such as a floppy disk device, a hard
disk device, an optical disk device, or a tape device, a flash
memory or other similar solid state memory device, or an
array ol devices, including devices 1n a storage area network
or other configurations. A computer program product can be
tangibly embodied 1 such a computer-readable medium.
The computer program product may also include instruc-
tions that, when executed, perform one or more methods,
such as those described above. The computer- or machine-
readable medium 1s a storage device such as the memory
2504, the storage device 2506, or memory on processor
2502.

The interface 2508 may be a high speed controller that
manages bandwidth-intensive operations for the computing
device 2500 or a low speed controller that manages lower
bandwidth-intensive operations, or a combination of such
controllers. An external interface 2540 may be provided so
as to enable near area communication of device 2500 with
other devices. In some i1mplementations, controller 2508
may be coupled to storage device 2506 and expansion port
2514. The expansion port, which may include various com-
munication ports (e.g., USB, Bluetooth, Ethernet, wireless
Ethernet) may be coupled to one or more input/output
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devices, such as a keyboard, a pointing device, a scanner, or
a networking device such as a switch or router, e.g., through
a network adapter.

The computing device 2500 may be implemented in a
number of different forms, as shown in the figure. For
example, it may be implemented as a standard server 2530,
or multiple times 1n a group of such servers. It may also be
implemented as part of a rack server system. In addition, 1t
may be implemented 1n a computing device, such as a laptop
computer 2532, personal computer 2534, or tablet/smart
phone 2536. An entire system may be made up of multiple
computing devices 2500 communicating with each other.
Other configurations are possible.

FIG. 26 shows an example of a generic computer device
2600, which may be system 100 of FIG. 1, which may be
used with the techniques described here. Computing device
2600 1s intended to represent various example forms of
large-scale data processing devices, such as servers, blade
servers, datacenters, mainirames, and other large-scale com-
puting devices. Computing device 2600 may be a distributed
system having multiple processors, possibly including net-
work attached storage nodes, that are interconnected by one
or more communication networks. The components shown
here, their connections and relationships, and their func-
tions, are meant to be examples only, and are not meant to
limit implementations of the imventions described and/or
claimed 1n this document.

Distributed computing system 2600 may include any
number of computing devices 2680. Computing devices
2680 may include a server or rack servers, mainframes, etc.
communicating over a local or wide-area network, dedicated
optical links, modems, bridges, routers, switches, wired or
wireless networks, etc.

In some 1mplementations, each computing device may
include multiple racks. For example, computing device
2680qa includes multiple racks 2658a-2658%. Each rack may
include one or more processors, such as processors 2652a-
26521 and 2662a-2662n. The processors may include data
processors, network attached storage devices, and other
computer controlled devices. In some implementations, one
processor may operate as a master processor and control the
scheduling and data distribution tasks. Processors may be
interconnected through one or more rack switches 2658, and
one or more racks may be connected through switch 2678.
Switch 2678 may handle communications between multiple
connected computing devices 2600.

Each rack may include memory, such as memory 26354
and memory 2664, and storage, such as 2656 and 2666.
Storage 2656 and 2666 may provide mass storage and may
include volatile or non-volatile storage, such as network-
attached disks, floppy disks, hard disks, optical disks, tapes,
flash memory or other similar solid state memory devices, or
an array ol devices, including devices 1n a storage area
network or other configurations. Storage 2656 or 2666 may
be shared between multiple processors, multiple racks, or
multiple computing devices and may include a computer-
readable medium storing instructions executable by one or
more of the processors. Memory 2654 and 2664 may
include, e.g., volatile memory unit or units, a non-volatile
memory unit or units, and/or other forms of computer-
readable media, such as a magnetic or optical disks, flash
memory, cache, Random Access Memory (RAM), Read
Only Memory (ROM), and combinations thereof. Memory,
such as memory 2654 may also be shared between proces-
sors 2652a-26352n. Data structures, such as an index, may be
stored, for example, across storage 26356 and memory 2654.
Computing device 2600 may include other components not
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shown, such as controllers, buses, mput/output devices,
communications modules, etc.

An entire system, such as system 100, may be made up of
multiple computing devices 2600 communicating with each
other. For example, device 2680a may communicate with
devices 26800, 2680c, and 26804, and these may collec-
tively be known as system 100. As another example, system
100 of FIG. 1 may include one or more computing devices
2600. Some of the computing devices may be located
geographically close to each other, and others may be
located geographically distant. The layout of system 2600 1s
an example only and the system may take on other layouts
or configurations.

According to certain aspects of the disclosure, a mobile
device mncludes at least one processor, a data store storing a
plurality of captured user input actions, each iput action
having a corresponding timestamp and storing a plurality of
images, each 1mage representing a screen captured on the
mobile device, each image having a corresponding time-
stamp. The mobile device also includes memory storing
instructions that, when executed by the at least one proces-
sor, cause the mobile device to perform operations. The
operations may include receiving a selection of a first image
of the plurality of images, determining a set of the captured
user input actions, the set including user mmput actions
occurring prior to a timestamp corresponding to the first
image and after a timestamp corresponding to a reference
image, the reference image being one of the plurality of
images, and replaying the set of user input actions on the
mobile device starting from a state corresponding to the
reference 1mage.

These and other aspects can 1include one or more of the
following features. For example, the operations may also
include recerving an indication to begin tracking user iput
and capturing, 1n response, new user input actions. As
another example, each of the plurality of user input actions
may be either a text mput action or a non-text input action,
and each non-text input action includes an x coordinate, a 'y
coordinate, and an mput type. As another example, replaying
the set of user input actions can include requesting character
input from a user of the mobile device and replacing at least
one character mput action with the character input. As
another example, replaying the set of user input actions can
include performing the user iput actions in the set that
occur between the timestamp for the reference 1image and a
timestamp for a subsequent image, the performance of the
actions resulting 1n a current screen, comparing the current
screen with the subsequent 1image, and when the current
screen matches the subsequent image performing the user
input actions in the set that occur between the timestamp for
the subsequent 1mage and a next subsequent image. In such
an 1mplementation, the current screen may be a virtual
screen not visible to a user of the mobile device until the
replay terminates and replaying the set of user input actions
can include, when the current screen fails to match the
subsequent image, terminating the replaying and making the
current screen visible to the user of the mobile device. As
another example, the plurality of images may be 1mages
captured between the timestamp of the reference 1image and
the first 1mage and the operations may further include
sending the first image to a server and recerving the plurality
of 1images from the server, the reference 1mage being the
image with the earliest timestamp of the plurality of images.

According to certain aspects of the disclosure, a method
includes receiving a selection of a first image representing a
previously captured screen of a mobile device, the first
image having a corresponding timestamp, determining a set
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ol stored user input actions that occur prior to the timestamp
corresponding to the first image and after a timestamp
corresponding to a reference 1mage, the reference i1mage
representing another previously captured screen of the
mobile device, and providing a user interface element con-
figured to, when selected, mitiate a replaying of the set of
user input actions on the mobile device, starting from a state
corresponding to the reference 1mage.

These and other aspects can include one or more of the
tollowing features. For example, the replaying of the set of
user input actions can include identifying a next user input
action as a text input action, requesting character input from
a user of the mobile device, and using the character input
instead of the next user input action during the replaying. As
another example, the replaying of the set of user input
actions can include identitying a plurality of previously
captured 1mages, the plurality of previously captured images
including the first image and the reference image and
including 1mmages captured between the timestamp for the
reference 1mage and the timestamp for the first image,
causing the mobile device to return to the state correspond-
ing to the reference 1mage, performing the user input actions
in the set that occur between the timestamp for the reference
image and a timestamp for a successive image of the
plurality of images, the performance of the user mnput actions
resulting 1n a current screen, comparing the current screen
with the successive 1mage, and when the current screen
matches the successive 1mage, performing the user input
actions 1n the set that occur between the timestamp for the
successive 1mage and a timestamp for a next successive
image 1n the plurality of images. In such implementations,
the current screen may be a virtual screen not visible to a
user of the mobile device until the replay terminates and,
optionally, the replaying of the set of user input actions can
include, when the current screen fails to match the succes-
sive 1mage, terminating the replaying and making the cur-
rent screen visible to the user of the mobile device. As
another example, the method may also 1include sending the
first image to a server, and receiving a plurality of previously
captured 1mages from the server, the plurality of previously
captured 1images including the first image and the reference
image and including images captured between the time-
stamp for the reference 1mage and the timestamp for the first
image. In such an implementation, the replaying of the set of
user input actions may include using the plurality of 1images
to determine when the replay terminates. As another
example, the method may include receiving an indication to
begin tracking user input and storing, i response, new
captured user mnput actions. In such implementation, the
method may also include providing the new captured user
input actions to a server, the server using the new captured
input actions as input to a machine learning algorithm for
predicting future input. As another example, the reference
image may represent an 1image of a home screen.

According to certain aspects of the disclosure, a method
includes receiving a selection of a first screen capture 1mage
representing a screen captured on a mobile device associated
with a user, the first image having a {irst timestamp and
determining, using a data store of images of previously
captured screens of the mobile device, a reference image
from the data store that has a timestamp prior to the first
timestamp. The method also includes 1dentitying a plurality
of 1images 1n the data store that have respective timestamps
between the timestamp for the reference 1image and the first
timestamp and providing the reference image, the plurality
of 1mages, and the first image to the mobile device. These
and other aspects can include one or more of the following
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features. For example, the reference image may represent an
image of a home screen for the mobile device or may
represent an 1mtial image of a mobile application associated
with the first image.

According to certain aspects of the disclosure, a method
includes recerving a selection of a first screen capture image
representing a screen captured on a first mobile device
associated with a user, the first image having a first time-
stamp and, determining, using a data store of images of
previously captured screens of the first mobile device, a
reference 1mage from the data store that has a timestamp
prior to the first timestamp, the reference image representing,
another previously captured screen on the first mobile
device. The method also includes 1dentitying a plurality of
images 1n the data store that have respective timestamps
between the timestamp for the reference 1image and the first
timestamp, determining a set of stored user mput actions that
occur prior to the timestamp corresponding to the first image
and after a timestamp corresponding to the reference 1mage,
and providing the set of user input actions, reference 1mage,
the plurality of images, and the first 1image to a second
mobile device associated with the user.

Various implementations can include implementation 1n
one or more computer programs that are executable and/or
interpretable on a programmable system including at least
one programmable processor, which may be special or
general purpose, coupled to receive data and instructions
from, and to transmit data and instructions to, a storage
system, at least one mput device, and at least one output
device.

These computer programs (also known as programs,
soltware, software applications or code) include machine
istructions for a programmable processor, and can be
implemented 1 a high-level procedural and/or object-ori-
ented programming language, and/or in assembly/machine
language. As used herein, the terms “machine-readable
medium™ “computer-readable medium™ refers to any non-
transitory computer program product, apparatus and/or
device (e.g., magnetic discs, optical disks, memory (includ-
ing Read Access Memory), Programmable Logic Devices
(PLDs)) used to provide machine instructions and/or data to
a programmable processor.

The systems and techniques described here can be imple-
mented 1n a computing system that includes a back end
component (e.g., as a data server), or that includes a middle-
ware component (e.g., an application server), or that
includes a front end component (e.g., a client computer
having a graphical user interface or a Web browser through
which a user can interact with an implementation of the
systems and techniques described here), or any combination
of such back end, middleware, or front end components. The
components of the system can be interconnected by any
form or medium of digital data communication (e.g., a
communication network). Examples of communication net-
works include a local area network (“LAN”), a wide area
network (“WAN), and the Internet.

The computing system can include clients and servers. A
client and server are generally remote from each other and
typically interact through a communication network. The
relationship of client and server arises by virtue of computer
programs running on the respective computers and having a
client-server relationship to each other.

A number of implementations have been described. Nev-
ertheless, various modifications may be made without
departing from the spirit and scope of the invention. In
addition, the logic flows depicted in the figures do not
require the particular order shown, or sequential order, to
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achieve desirable results. In addition, other steps may be
provided, or steps may be eliminated, from the described
flows, and other components may be added to, or removed
from, the described systems. Accordingly, other implemen-
tations are within the scope of the following claims.

What 1s claimed 1s:

1. A mobile device comprising:

at least one processor;

a data store storing:

a plurality of captured user input actions, each 1nput
action having a corresponding timestamp; and

a plurality of 1mages, each 1mage representing a screen
captured on the mobile device, each image having a
corresponding timestamp; and

memory storing instructions that, when executed by the at

least one processor, cause the mobile device to:

receive a selection of a first image of the plurality of
images,

determine a set of the captured user iput actions, the
set including user iput actions occurring prior to a
timestamp corresponding to the first image and after
a timestamp corresponding to a reference image, the
reference 1mage being one of the plurality of images,
and

replay the set of user input actions on the mobile device

starting from a state corresponding to the reference

image, wherein the replay includes:

performing the user input actions 1n the set that occur
between the timestamp for the reference 1image and
a timestamp for a subsequent image, the perior-
mance of the actions resulting 1n a current screen,

comparing the current screen with the subsequent
image, and

responsive to the current screen matching the subse-
quent 1mage, performing the user input actions 1n the
set that occur between the timestamp for the subse-
quent 1mage and a next subsequent image.

2. The mobile device of claim 1, wherein the memory
turther stores 1nstructions that, when executed by the at least
one processor, cause the mobile device to:

receive an indication to begin tracking user mput; and

capture, 1n response, new user mput actions.

3. The mobile device of claim 1, wherein each of the
plurality of user input actions 1s either a text input action or
a non-text mput action, and each non-text input action
includes an x coordinate, a y coordinate, and an input type.

4. The mobile device of claim 1, wherein replaying the set
ol user input actions 1ncludes:

requesting character input from a user of the mobile

device; and

replacing at least one character mput action with the

character 1nput.

5. The mobile device of claim 1 wherein the reference
image 1s an 1nitial screen for a mobile application that
generated the first image.

6. The mobile device of claim 1, wherein the current
screen 15 a virtual screen not visible to a user of the mobile
device until the replay terminates.

7. The mobile device of claim 6, wherein replaying the set
of user input actions includes, responsive to the current
screen failing to match the subsequent image:

terminating the replaying; and

making the current screen visible to the user of the mobile

device.

8. The mobile device of claim 1, wherein the plurality of
images are 1images captured between the timestamp of the
reference 1mage and the timestamp of the first image,
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inclusive, and the memory further stores instructions that,
when executed by the at least one processor, cause the
mobile device to:

send the first image to a server; and

recerve the plurality of images from the server, the ret-

erence 1mage being the image with the earliest time-
stamp of the plurality of images.

9. The mobile device of claim 1, wherein the reference
image represents an image of a home screen.

10. The mobile device of claim 1, wherein at least some
user iput actions include a screen coordinate corresponding
to a location of the action taken by the user.

11. A method comprising:

recetving a selection of a first 1mage representing a

previously captured screen of a mobile device, the first
image having a corresponding timestamp;
determining a set of stored user iput actions that occur
prior to the timestamp corresponding to the first image
and after a timestamp corresponding to a relference
image, the reference image representing another pre-
viously captured screen of the mobile device; and
providing a user interface element configured to, when
selected, mitiate a replaying of the set of user input
actions on the mobile device, starting from a state
corresponding to the reference image, wherein the
replaying includes:
identifying a plurality of previously captured images,
the plurality of previously captured images including,
the first image and the reference 1image and including,
images captured between the timestamp for the ref-
erence 1mage and the timestamp for the first image,
performing the user input actions 1n the set that occur
between the timestamp for the reference image and
a timestamp for a subsequent image in the plurality
of previously captured images, the performance of
the actions resulting in a current screen,
comparing the current screen with the subsequent
image, and
responsive to the current screen matching the subse-
quent 1mage, performing the user input actions 1n the
set that occur between the timestamp for the subse-
quent 1mage and a next subsequent image in the
plurality of previously captured images.

12. The method of claim 11, wherein at least two of the
user input actions have the same timestamp and together
represent a multiple finger input action.

13. The method of claim 11, wherein each of the user
input actions in the set 1s either a text mput action or a
non-text input action, and each non-text input action has an
associated x coordinate, v coordinate, and input type.

14. The method of claim 11, wherein the replaying of the
set of user input actions includes:

identifying a next user mput action as a text input action;

requesting character input from a user of the mobile

device; and

using the character input instead of the next user input

action during the replaying.

15. The method of claim 11, wherein the reference 1image
represents an 1image of an 1mtial screen for a mobile appli-
cation that generated the first image.

16. The method of claim 11, wherein the current screen 1s
a virtual screen not visible to a user of the mobile device
until the replay terminates.

17. The method of claim 16, wherein the replaying of the
set of user mput actions includes, responsive to determining,
the current screen fails to match the successive image:

terminating the replaying; and
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making the current screen visible to the user of the mobile

device.

18. The method of claim 11, wherein identifying the
plurality of previously captured images includes:

sending the first image to a server; and

receiving the plurality of previously captured images from

the server.

19. The method of claim 11, further comprising:

receiving an indication to begin tracking user input; and

storing, 1n response, new captured user input actions.

20. The method of claim 19, further comprising:

providing the new captured user input actions to a server,

the server using the new captured input actions as input
to a machine learning algorithm for predicting future
input.

21. The method of claim 11, wherein the reference image
represents an 1image of a home screen.

22. A computer-readable medium storing instructions
that, when executed by a processor, cause a computing
device to perform operations comprising;

receiving a selection of a first 1image representing a

previously captured screen of a mobile device, the first
image having a corresponding timestamp;
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determiming a set of stored user mput actions that occur
prior to the timestamp corresponding to the first image
and after a timestamp corresponding to a relference
image, the reference 1mage representing another pre-
viously captured screen of the mobile device;
returning the computing device to a state represented by
the reference 1mage; and
performing the set of user iput actions starting from the
reference 1mage by iteratively:
performing the user input actions 1n the set that occur
between the timestamp for the reference image and
a timestamp for a subsequent image, the perfor-
mance of the actions resulting 1n a current screen,
comparing the current screen with the subsequent
image, and
responsive to the current screen matching the subse-
quent 1mage, performing the user input actions 1n the
set that occur between the timestamp for the subse-
quent 1mage and a next subsequent 1image,
wherein performing the set of user iput actions takes the
computing device to a state represented by the first
image.
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