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ABSTRACT

The subject technology addresses the need in the art for
directly measuring a maximum latency number with respect
to a percentile of network traflic, which a network operator
may utilize as an performance indication or metric. Given a

trathic

percentile, a tracking algorithm in accordance with

embodiments described herein may be implemented 1n hard-
ware and/or software to determine a maximum latency for
this specific percentile of traflic.
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HARDWARE PERCENTILE LATENCY
MEASUREMENT

CLAIM TO PRIORITY

This application claims priority to U.S. provisional appli-

cation No. 61/900,333, filed on Nov. 5, 2013, which 1s
expressly incorporated by reference herein 1n 1ts entirety.

BACKGROUND

Network traflic latency may have a direct impact on
performance for a large number of applications. Monitoring,
network traflic latency would enable a network operator(s)
to 1dentily an 1ssue(s) and take corrective actions, 1f neces-
sary. Some metrics provided by given network hardware
may provide minimum, maximum and average latency
values, which may not be directly used to identify issues

BRIEF DESCRIPTION OF THE DRAWINGS

The embodiments of the present technology will herein-
alter be described 1n conjunction with the appended draw-
ings, provided to 1illustrate and not to limit the technology,
wherein like designations denote like elements, and in
which:

FIG. 1 shows an example network environment including
several network elements or nodes (e.g., network devices
such as switches, routers, servers, storage device, etc.) 1n
accordance with some embodiments of the subject technol-
0gy.

FIGS. 2A and 2B illustrate an example set of tables and
an example set of data that may be stored in a respective
table for tracking latency for packet(s) in accordance with
some embodiments of the subject technology.

FIG. 3 illustrates steps of an example process for per-
forming a latency percentile algorithm in accordance with
some examples of the subject technology;

FI1G. 4 1llustrates an example of a network device that may
be configured to implement some methods of the subject
technology.

DETAILED DESCRIPTION

Systems and methods 1n accordance with various embodi-
ments of the present disclosure may overcome one or more
deficiencies experienced 1n existing approaches to monitor-
ing network activity and troubleshooting network 1ssues.
Overview

Embodiments of the subject technology provide ifor
receiving a set of packets at the network interface; deter-
mimng a number of packets below a current threshold value;
determining whether a first ratio of packets below the
current threshold value 1s less than a target threshold value
in which the target threshold value indicates a latency
percentile; and increasing the current threshold value based
on at least a product of a maximum latency value with a
second ratio between 1) a difference of the target threshold
value and the first ratio, and 2) a gain setting in which the
gain setting indicates a magnitude for adjusting the current

threshold value.

Description of Example Embodiments

The disclosed technology addresses the need 1n the art for
directly measuring a maximum latency number with respect
to a percentile of network traflic, which a network operator
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2

may utilize as an performance indication or metric. Given a
tratlic percentile, a tracking algorithm 1n accordance with
embodiments described herein may be implemented 1n hard-
ware and/or software to determine a maximum latency for
this specific percentile of traflic.

In at least one embodiment, each packet that enters nto
the network fabric 1s given an 1nitial timestamp correspond-
ing to a time 1n which the packet entered the network fabric.
Betore the packet leaves the network fabric and 1s transmiut-
ted to 1ts destination, an amount of latency may be deter-
mined based on a difference between the 1nmitial timestamp
and a time 1 which the packet arrived at a last network
clement (e.g., the network element before being transmaitted
to the destination) 1n the network fabric. Each timestamp 1s
then removed as the packet leaves the network fabric and
transmitted to the destination computer or device. As used
herein, the phrase “network fabric” refers to a one or more
network elements, forming a network, icluding switches,
routers, servers, storage devices, or one or more components
ol a network device such as one or more network ports of a
switch or router, etc.

Example Network Environment

FIG. 1 shows an example network environment 100
including several network elements or nodes (e.g., network
devices such as switches, routers, servers, storage device,
etc.). In the example of FIG. 1, a client computer 107 (“A”)
represents a starting point for a packet 110 (“Packet A™) that

1s transmitted from the client computer 107 into a network
tabric 1035. The network fabric in FIG. 1 includes network
elements 115, 120, 125, 130, 135 and 140 that form a
network for forwarding the packet 110 to 1its intended
destination at a client computer 108 representing a destina-
tion point for the packet 110. For the sake of simplicity and
for clanty of discussion, a single packet 1s described 1n the
example of FIG. 1. However, 1t 1s appreciated that embodi-
ments described herein are applicable to multiple packets
that are transmitted from one or more source computers or
devices and received, respectively, by one or more intended
destination computers or devices.

As 1llustrated 1in FIG. 1, at an 1nitial time T1, the packet
110 1s transmitted 1nto the network fabric 105 and received
by a network element 115 (e.g., a switch or router). A
timestamp 112 representing a time 1n which the packet 110
was recerved at the network element 115 may be appended
(or included or inserted therein) to the packet 110.

Depending on information included in the packet 110, the
packet 110 may be forwarded to diflerent network elements
in the network fabric 105. For instance, the packet 110 may
be forwarded to network element 135, and then sent to the
network element 130. Alternatively, the packet 110 may be
torwarded to the network element 140 and then sent to the
network element 130. It 1s appreciated that other paths for
torwarding the packet 110 to one or other network elements
to eventually reach the network element 130 may be pro-
vided and still be within the scope of the subject technology.

At a subsequent time T, the packet 110 1s received by the
network element 130, which represents the last network
clement (e.g., one hop away) from the intended destination
at the client computer 108 (*B”). As shown, a timestamp 132
including information, corresponding to a time that the
packet 110 was recerved, may be appended or inserted into
the packet 110. The network element 130, 1n at least one
embodiment, may use the information included 1n the time-
stamp 132 and calculate a latency value as described further
herein. The latency value may then be, 1n at least one
embodiment, stored 1n a table (or similar data structure)
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including information or data for tracking and adjusting a
threshold latency value that represents a desired or target
latency value.

Example Measurement Types

The disclosed technology addresses the need 1n the art for
directly measuring a maximum latency number with respect
to a percentile of network traflic, which a network operator
may utilize as an performance indication or metric. Given a
target traffic percentile (e.g., 90” percentile), a tracking
algorithm may be implemented 1n hardware and/or software
to determine a maximum latency for this specific percentile
of traflic.

In some examples, three measuring types may be pro-
vided by the subject technology: 1) average latency &
variance, 2) 90% latency and 3) histogram.

For average latency & variance, the subject technology
(c.g., mmplemented as hardware components 1 some
examples) may maintain 4 values for up to 576 separate
records per port. The record entries 1n a table may include
values for maximum, accumulation, sum of square and
packet count.

For 90% latency, for N number of packets, the subject
technology (e.g., implemented as hardware components in
some examples) will determine a threshold, Th, in which
L. % of packets had a latency less than Th and (1-L) % had
a latency equal to or greater than Th. There are up to 376
separate records for each port. The record entries 1n a table
may include values for the following: Th (e.g., threshold),
Pktcnt_above (e.g., packet count above the threshold),
Pktcnt_below (e.g., packet count below the threshold).

For a histogram, the subject technology (e.g., imple-
mented as hardware components in some examples) main-
tains up to 576 histograms. Each histogram has 48 buckets
in at least one embodiment and bucket boundaries are
defined via a 49 element register bank according to one
hardware implementation. A histogram value 1s one of
following options 1n some examples:

1) NS_ingress [inlout] to NS_egress [1nlout]

2) Packet 1mput to packet output (time spent in chip)

3) Bandwidth based on software defined time interval

Other ways to measure latency may include the following
techniques. In one example, a moving average of top ten
latency values may be used. For example, the following
steps may be performed 1n accordance with this technique:

1) take 100 samples of latency values;

2) for the 100 samples of latency values, determine the top
ten highest latency values;

3) select the bottom or lowest latency value from among
the top ten, which 1s equivalent to the 90% latency
value;

4) determine a running average per every 100 packets of
the top ten latency values.

In another example, a sampling technique may be used to

determine latency, which may include the following steps:

1) sample 1 1n 10 packets (instead of looking at each
packet);

2) over 1000 packets, 100 latency values will be deter-
mined per 10 samples, which can determine the top 10
latency values, top 1%, etc.

Example Tables
FIGS. 2A and 2B illustrate an example set of tables 200

and an example set of data 250 showing results for an
execution of the 90% algorithm using random latency values
and a uniform distribution. In at least one embodiment, a set

of tables (e.g., 12 total tables) including tables 205, 210 and
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215 may be provided for the network fabric 105 as discussed
in FIG. 1 for keeping track of information regarding latency
for diflerent packets.

As described further herein, a respective table may be
assigned to a respective iput port of a network device (e.g.,
switch or router) and include information for a number of
different packet tlows simultaneously. In one example, the
table may include information for 576 respective packet
flows 1 576 columns, which 1s dictated based on physical
constraints of a network device (e.g., 16 slotsx36 ports per
slot 1n an interface for a total of 576 ports on the network
device), and 1include 204 rows. As used herein, a packet tlow
may refer to a sequence of packets from a source computer
to a destination. When a packet 1s received, a value associ-
ated with that input port to a corresponding packet tlow may
be updated 1n the table. It 1s appreciated, however, that each
table may be based on any other type of traflic classification
other than input port. In some examples, these types of traflic
classifications may include the following: 1) QoS (quality of
service); 2) DSCP (Differentiated services code point); 3)
protocol; 4) subnet; 5) source switch and/or 6) any arbitrary
type of classification.

As discussed before, for tracking 907 percentile latency,
for N number of packets, the subject technology may
maintain up to 576 separate records for each port 1n a given
table. The record entries in a table may include values for the
following: Th (e.g., threshold), Pktcnt_above (e.g., packet
count above the threshold), Pktent_below (e.g., packet count
below the threshold).

For example, a table may contain the following values to
track the X” percentile latency:

Pkt cnt—number of packets seen during the interval;

Pkt lo—number of packets with latency less than the
current threshold;

Threshold—current latency threshold for the X” percen-
tile:

Lofrac—current ratio of pkt_lo over pkt_cnt; and

Lofrac_compare—result of comparing Lofrac with X
percentile.

In some examples, a set of hardware latency tables may

be provided in accordance with the following details.

1) As discussed before, 12 tables may be provided in
which each table includes 576 columnsx204 rows of
data;

2) For 90% and average/variance techniques described
above: 1 table per port, 1 entry per TOR (top-of-rack);

3) For histogram technique described above: Table entries
are merged, 4 buckets per table; and

Each entry can be individually configured for one of the
3 types (e.g., 90%, average/variance, and histogram)
described above.

The example set of data 250 includes results for an
execution of the 90% algorithm using random latency values
and a uniform distribution 1n which an adjustment parameter
(e.g., stepadjust described further below) has a value of 4
and a maximum latency value (e.g., latencyMax described
turther below) of 1000.

Example Process For 90” Percentile Algorithm

In some examples, for executing a algorithm that deter-
mines a 90” percentile latency (or any other percentile), the
subject technology uses a configuration including informa-
tion that describes the measure that will be taken (e.g., 90”
percentile), defines a number of packets that will be looked
at (e.g., 2" packets), and specifies a time interval (e.g., 1
minute, 5 minutes, 15 minutes, etc.) for executing the
latency percentile algorithm.

4)
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In at least one embodiment, a 90% algorithm may be
implemented in accordance with the following (as further
illustrated 1n FIG. 3):

1) Run for an interval of 2" packets (pkt_interval).

2) Count the number of packets below the current Th

(pktcnt_lo).

3) The desired threshold or ratio 1s defined as L. In an
example, where a 90” percentile is sought, the target
threshold or ratio L 1s also 90%.

4) Adjust Th as function of pktent_lo and pkt_interval:
lofrac=pktcnt_lo/pkt_interval where lofrac represents

the ratio of packets that were lower than the current
threshold from the interval of packets that were
received.

if (lofrac < L)
Th = Th + latencyMax * ((LL — lofrac)/stepadjust)
clse

Th = Th - latencyMax * ((lofrac — L)/stepadjust)

Where the stepadjust parameter determines how
quickly to adjust (e.g., a gain setting), and the
latencyMax represents a configurable maximum
latency value.

5) Th will have a value between 0 or latencyMax.

FIG. 3 illustrates steps of an example process 300 for
performing a latency percentile algorithm in accordance
with some examples of the subject technology. In some
embodiments, the process 300 may be implemented by one
or more computing devices or systems. For the process 300
illustrated 1n FIG. 3, for a set of N number of packets, a
threshold, Th, will be determined in which L % of packets
had a latency less than Th and (1-L) % had a latency equal
to or greater than Th. In one embodiment, an itial value for
the current threshold, Th, may be determined based on an
predicted 50” percentile latency value according to the
expected latency throughout the network, or set to a prede-
termined value (e.g., 5 us or microseconds). In some
embodiments, the mitial threshold may not be important to
select since, over time, the threshold Th will converge to a
more accurate value after being adjusted over several packet
intervals. Thus, 1n at least one embodiment, the 1nitial value
for the current threshold may be selected using a random
value.

At step 302, the process 300 receives a number of packets
(e.g., 2" packets) over an interval (e.g., denoted as pkt_int-
erval). At step 304, the process 300 determines the number
ol packets below the current threshold (e.g., denoted as Th
(pktent_lo)). In some examples, the target threshold (e.g.,
the desired ratio) i1s denoted as L. The threshold Th 1s

adjusted based on a function of pktent_lo and pkt_interval
based on the following pseudo-logic or code:

lofrac = pktent_lo/pkt_interval
if (lofrac < L)
Th = Th + latencyMax * ((LL — lofrac)/stepadjust)
clse
Th = Th - latencyMax * ((lofrac — L)/stepadjust)
Consequently, Th 1s clipped to 0 or latencyMax.

At step 306, it 1s determined whether a ratio of packets
below the current threshold 1s less than the desired ratio. If
so, at step 308, the current threshold 1s increased_based on
1) a product of a maximum latency value with 2) a ratio
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6

between a diflerence of the target threshold and packets
below the current threshold and a gain setting (“stepadjust™),
which may be denoted as:

Th=Th+latencyMax*({L-lofrac)/stepadjust)

Alternatively, if the ratio of packets below the current
threshold 1s not less than the desired ratio, at step 310 the
current threshold 1s decreased based on 1) a product of the
maximum latency value with 2) a ratio between difference of
packets below the current threshold and target threshold and
a gain setting, which may be denoted as:

Th=Th-latencyMax*((lofrac—L)/stepadjust)

At step 312, 1t 1s determined whether there 1s remaining
time lett to receive additional packets. It so, the process 300
returns to 302 to repeat the subsequent steps; otherwise, the
process 300 ends.

As discussed before, over time (e.g., several packet inter-
vals), the value for Th will converge to a more accurate
latency representation of the network.

FIG. 4 1llustrates an example of a network device that may
be configured to implement some methods of the subject
technology. Network device 400 includes a master central
processing unit (CPU) 462, iterfaces 468, and a bus 467
(e.g., a PCI bus). Generally, interfaces 468 include ports 469
appropriate for communication with the appropriate media.
In some embodiments, one or more of interfaces 468 include
at least one independent processor 474 and, in some
instances, volatile RAM. Independent processors 474 may
be, for example ASICs or any other appropriate processors.
According to some such embodiments, these independent
processors 474 perform at least some of the functions of the
logic described herein. In some embodiments, one or more
of interfaces 468 control such communications-intensive
tasks as media control and management. By providing
separate processors for the communications-intensive tasks,
interfaces 468 allow the master microprocessor 462 efli-
ciently to perform other functions such as routing compu-
tations, network diagnostics, security functions, etc.

The interfaces 468 are typically provided as interface
cards (sometimes referred to as “linecards™). Generally,
interfaces 468 control the sending and receiving of data
packets over the network and sometimes support other
peripherals used with the network device 400. Among the
interfaces that may be provided are FC interfaces, Ethernet
interfaces, frame relay interfaces, cable interfaces, DSL
interfaces, token ring interfaces, and the like. In addition,
various very high-speed interfaces may be provided, such as
fast Ethernet interfaces, Gigabit Ethernet interfaces, ATM
interfaces, HSSI interfaces, POS interfaces, FDDI inter-
faces, ASI interfaces, DHEI interfaces and the like.

When acting under the control of appropriate software or
firmware, in some 1mplementations of the mvention CPU
462 may be responsible for implementing specific functions
associated with the functions of a desired network device.
According to some embodiments, CPU 462 accomplishes all
these functions under the control of software including an
operating system, and any appropriate applications software.

CPU 462 may include one or more processors 463. In an
alternative embodiment, processor 463 1s specially designed
hardware for controlling the operations of network device
400. In a specific embodiment, a memory 461 (such as
non-volatile RAM and/or ROM) also forms part of CPU
462. However, there are many different ways in which
memory could be coupled to the system. Memory block 461
may be used for a variety of purposes such as, for example,
caching and/or storing data, programming instructions, etc.
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Regardless of network device’s configuration, 1t may
employ one or more memories or memory modules (such as,
for example, memory block 465) configured to store data,
program 1nstructions for the general-purpose network opera-
tions and/or other information relating to the functionality of
the technmiques described herein. The program instructions
may control the operation of an operating system and/or one

or more applications, for example.
The various embodiments can be implemented 1n a wide

variety ol operating environments, which 1n some cases can
include one or more user computers, computing devices, or
processing devices which can be used to operate any of a
number of applications. User or client devices can include
any ol a number of general purpose personal computers,
such as desktop or laptop computers running a standard
operating system, as well as cellular, wireless, and handheld
devices running mobile software and capable of supporting
a number of networking and messaging protocols. Such a
system also can include a number of workstations running
any ol a variety of commercially-available operating sys-
tems and other applications for purposes such as develop-
ment and database management. These devices also can
include other electronic devices, such as dummy terminals,
thin-clients, gaming systems, and other devices capable of
communicating via a network.

Various aspects also can be implemented as part of at least
one service or Web service, such as may be part of a
service-oriented architecture. Services such as Web services
can communicate using any appropriate type of messaging,
such as by using messages in extensible markup language
(XML) format and exchanged using an appropriate protocol
such as SOAP (derived from the “Simple Object Access
Protocol™). Processes provided or executed by such services
can be written 1n any appropriate language, such as the Web
Services Description Language (WSDL). Using a language
such as WSDL allows for functionality such as the auto-
mated generation of client-side code i various SOAP
frameworks.

Most embodiments utilize at least one network for sup-
porting communications using any of a variety of commer-
cially-available protocols, such as TCP/IP, F'TP, UPnP, NFS,
and CIFS. The network can be, for example, a local area
network, a wide-area network, a virtual private network, the
Internet, an intranet, an extranet, a public switched telephone
network, an infrared network, a wireless network, and any
combination thereof.

In embodiments utilizing a Web server, the Web server
can run any of a variety of server or mid-tier applications,
including HTTP servers, FTP servers, CGI servers, data
servers, Java servers, and business application servers. The
server(s) also may be capable ol executing programs or
scripts 1n response requests from user devices, such as by
executing one or more Web applications that may be imple-
mented as one or more scripts or programs written 1n any
programming language, such as Java®, C, C# or C++, or any
scripting language, such as Perl, Python, or TCL, as well as
combinations thereof. The server(s) may also include data-

base servers, imncluding without limitation those commer-
cially available from Oracle®, Microsoft®, SAP®, and

IBM®.

The environment can include a variety of data stores and
other memory and storage media as discussed above. These
can reside 1 a variety of locations, such as on a storage
medium local to (and/or resident 1n) one or more of the
computers or remote from any or all of the computers across
the network. In a particular set of embodiments, the infor-
mation may reside in a storage-area network (“SAN”).
Similarly, any necessary files for performing the functions
attributed to the computers, servers, or other network
devices may be stored locally and/or remotely, as appropri-
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ate. Where a system includes computerized devices, each
such device can include hardware elements that may be
clectrically coupled via a bus, the elements including, for
example, at least one central processing unit (CPU), at least
one mput device (e.g., a mouse, keyboard, controller, touch
screen, or keypad), and at least one output device (e.g., a
display device, printer, or speaker). Such a system may also
include one or more storage devices, such as disk drives,
optical storage devices, and devices such as random access
memory (“RAM”) or read-only memory (“ROM”), as well
as removable media devices, memory cards, flash cards, etc.

Such devices also can include a computer-readable stor-
age media reader, a communications device (e.g., a modem,
a network card (wireless or wired), an infrared communi-
cation device, etc.), and working memory as described
above. The computer-readable storage media reader can be
connected with, or configured to receive, a computer-read-
able storage medium, representing remote, local, fixed,
and/or removable storage devices as well as storage media
for temporarily and/or more permanently containing, stor-
ing, transmitting, and retrieving computer-readable informa-
tion. The system and various devices also typically will
include a number of software applications, modules, ser-
vices, or other elements located within at least one working,
memory device, including an operating system and appli-
cation programs, such as a client application or Web
browser. It should be appreciated that alternate embodiments
may have numerous vanations from that described above.
For example, customized hardware might also be used
and/or particular elements might be implemented 1n hard-
ware, soltware (including portable software, such as app-
lets), or both. Further, connection to other computing
devices such as network input/output devices may be
employed.

Storage media and other non-transitory computer read-
able media for containing code, or portions of code, can
include any appropriate storage media used in the art, such
as but not limited to volatile and non-volatile, removable and
non-removable media implemented 1n any method or tech-

nology for storage of information such as computer readable
instructions, data structures, program modules, or other data,
including RAM ROM, *;PROM flash memory or other
memory technology, CD ROM, dlgltal versatile disk (DVD)
or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or
any other medium which can be used to store the desired
information and which can be accessed by the a system
device. Based on the disclosure and teachings provided
herein, a person of ordinary skill in the art will appreciate
other ways and/or methods to implement the wvarious
embodiments.

The specification and drawings are, accordingly, to be
regarded 1n an illustrative rather than a restrictive sense. It
will, however, be evident that various modifications and
changes may be made thereunto without departing from the
broader spirit and scope of the invention as set forth in the
claims.

What 1s claimed 1s:
1. A system, comprising;
at least one processor;
a network interface; and
memory 1mncluding instructions that, when executed by the
at least one processor, cause the system to:
receive a lirst set of packets at the network interface;
determine a number of packets, from the first set of
packets, that are received with a latency value below
a current threshold value;
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determine whether a first ratio of packets below the
current threshold value i1s less than a target ratio
value, wherein the target ratio value 1s provided as a
latency percentile;

in response to determining the first ratio 1s less than the
target ratio value, increment the current threshold
value by a product of a maximum latency value, a
difference of the target ratio value and the first ratio,
and a gain setting, wherein the gain setting indicates

a magnitude for adjusting the current threshold
value; and

in response to determiming the first ratio 1s not less than
the target ratio value, decrement the current thresh-
old value by a product of a maximum latency value,

a difference of the first ratio and the target ratio
value, and a gain setting, wherein the gain setting
indicates a magnitude for adjusting the current
threshold value.

2. The system of claim 1, wherein the set of packets
comprises an interval of packets, wherein the interval of
packets represents an amount of packets received during a
first period of time.

3. The system of claim 1, wherein the instructions further
cause the at least one processor to:

determine whether a remaining period of time remains in

a total amount of time for receiving packets.

4. The system of claim 3, wherein the 1nstructions further
cause the at least one processor to:

receive a second set of packets at the network interface.

5. The system of claim 1, wherein the set of packets are
received at a respective port of the network interface,
wherein the network interface includes a plurality of ports.

6. The system of claim 1, wherein the current threshold
value comprises a predetermined value or a predicted
median percentile latency value according to an expected
latency throughout a network.

7. A computer-implemented method, comprising:

receiving a first set of packets at a network interface;

determining a number of packets, from the first set of
packets, with a latency below a current threshold value;

determining whether a first ratio of packets below the
current threshold value 1s less than a target ratio value,
wherein the target ratio value 1s provided as a latency
percentile;

in response to determining that the first ratio 1s less than

the target ratio value, incrementing the current thresh-
old value by a product of a maximum latency value, a
difference between the target ratio value and the first
ratio, and a gain setting, wherein the gain setting
indicates a magnitude for adjusting the current thresh-
old value; and

in response to determining that the first ratio 1s not less

than the target ratio value, decrementing the current
threshold value by a product of a maximum latency
value, a diflerence between the first ratio and the target
ratio value, and a gain setting, wherein the gain setting
indicates a magnitude for adjusting the current thresh-
old value.

8. The computer-implemented method of claim 7,
wherein the set of packets comprises an interval of packets,

10

15

20

25

30

35

40

45

50

55

10

wherein the interval of packets represents an amount of
packets received during a first period of time.

9. The computer-implemented method of claim 7, further
comprising;

determining whether a remaining period of time remains

in a total amount of time for receiving packets.

10. The computer-implemented method of claim 9, fur-
ther comprising:

recerving a second set of packets at the network interface.

11. The computer-implemented method of claim 7,

wherein the set of packets are recerved at a respective port
of the network interface, wherein the network interface

includes a plurality of ports.

12. The computer-implemented method of claim 7,
wherein the current threshold value comprises a predeter-
mined value or a predicted median percentile latency value
according to an expected latency throughout a network.

13. A non-transitory computer-readable medium includ-
ing 1nstructions stored therein that, when executed by at least
one computing device, cause the at least one computing
device to:

recerve a first set of packets at a network interface;

determine a number ol packets, from the first set of

packets, that are received with a latency value below a
current threshold value;:

determine whether a first ratio of packets below the

current threshold value 1s less than a target ratio value,
wherein the target ratio value 1s provided as a latency
percentile;

in response to determining that the first ratio 1s less than

the target ratio value, increment the current threshold
value by a product of a maximum latency value, a
difference of the target ratio value and the first ratio,
and a gain setting, wherein the gain setting indicates a
magnitude for adjusting the current threshold value;
and

in response to determiming that the first ratio 1s not less

than the target ratio value, decrementing the current
threshold value by a product of a maximum latency
value, a difference between the first ratio and the target
ratio value, and a gain setting, wherein the gain setting
indicates a magnitude for adjusting the current thresh-
old value.

14. The non-transitory computer-readable medium of
claim 13, wherein the set of packets comprises an interval of
packets, wherein the interval of packets represents an
amount of packets received during a first period of time.

15. The non-transitory computer-readable medium of
claim 13, wherein the mstructions further cause the at least
one computing device to:

determine whether a remaining period of time remains 1n

a total amount of time for receiving packets.

16. The non-transitory computer-readable medium of
claim 13, wherein the instructions further cause the at least
one computing device to:

receive a second set of packets at the network interface.

17. The non-transitory computer-readable medium of
claam 13, wherein the set of packets are received at a
respective port of the network interface, wherein the net-
work interface includes a plurality of ports.
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