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signature generation umt (1) for signing a message (m) by
generating a signature (o) based on a user secret key (SK)
associated with a set of user attributes, wherein the signature
generation unit (1) 1s arranged for combining the user secret
key (SK) with revocation data (R) to form at least part of the
signature (0), wherein the revocation data (R) complements
respective ones of a plurality of valid user secret keys and
wherein the revocation data (R) prevents a revoked user
secret key (SK) from being used to validly sign a message
(m) with the set of user attributes. The system further
comprises a revocation unit (2) for selectively removing at
least part of the signing capability of a to-be-revoked user
secret key (SK), by generating updated revocation data (R),
wherein the updated revocation data (R) 1s based on at least
part of the to-be-revoked user secret key (SK). A plurality of
attribute authorities 301 may independently issue crypto-
graphic keys.
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ATTRIBUTE-BASED DIGITAL SIGNATURE
SYSTEM

FIELD OF THE INVENTION

The mmvention relates to an attribute-based digital signa-
ture system. The invention further relates to revocation of
users in an attribute-based digital signature system.

BACKGROUND OF THE INVENTION

An increasing need for data exchange among different
parties mvolved 1n a care cycle ranging from traditional
healthcare via home healthcare to wellness services has
made secure management of health data an important 1ssue.
Today’s approaches are based on traditional security mecha-
nisms complemented with physical and administrative pro-
cedures, limiting the availability of health information and
making the exchange of health records cumbersome. Digital
policy management and policy enforcement technologies
outperform these approaches by offering (1) end-to-end
privacy and security in heterogeneous networks, protecting,
the data independent of the infrastructure over which data
travels or institutional boundaries; (2) cryptographic
enforcement of role-based or attribute-based access control
mechanisms; and (3) interoperable security architecture that
allows developing systems i1n a network agnostic way,
obviating the need for network-specific security provisions
and hence reducing implementation and maintenance costs.

Another aspect of the data security 1s to provide non-
repudiation of origin, so that the consumer of the data can
verily the data origin. In daily life, digital signatures are used
to provide non-repudiation. In these digital signatures
schemes, a private (or secret) and public key pair 1s gener-
ated for each user, wherein the secret key can be used to sign
a message while the public key can be used to verily a
signature over the message. However, 1n a healthcare orga-
nization, attributes are usually used to determine the role and
identity of the user, and access to data as well as authority
to sign a message 1s granted based on user attributes. In a
computer system made for such an organization, the user
may create or modily and then sign data 1f and only 11 he/she
has the appropriate set of attributes. Hence in healthcare,
attributes are considered to be an important aspect of the
data origin. For example, a pharmacy will accept a prescrip-
tion order 11 1t has been signed by a user with a specific role
or attribute (e.g. a doctor). A digital signature scheme which
allows signing a message or content as a user with a specific
set of attributes 1s an attribute-based signature (ABS)
scheme. Such an attribute-based signature scheme 1s
described 1in Dalia Khader, “Attribute Based Group Signa-
ture with Revocation”, Cryptology ePrint Archive, Report
2007/241, 2007, http://eprint.iacr.org. The cited paper dis-
closes an Attribute based group signature (ABGS) scheme 1n
which a verifier has the capability to 1dentify a revoked user
and hence reject the signature 1f a user 1s revoked. The
process of checking (or verifying) whether a user 1s revoked
or not 1s done by the verification authority locally by going
through a list of revoked users one-by-one. In an attribute-
based signature (ABS) scheme, the data 1s signed according
to an access structure, such that only users with the right
attributes can sign the data. To be able to sign a message, a
user gets from the trusted authority a specific private key that
corresponds to the set of certified attributes he/she has.
However, the disclosed attribute-based signature scheme
provides limited support for revocation of users. In general,
user revocation may be desirable, for example when the
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user’s private key 1s compromised, or when the status of the
user changes. For example, the user may change to another

10b, with other attributes associated therewaith.

SUMMARY OF THE INVENTION

It would be advantageous to have an improved attribute-
based digital signature system. To better address this con-
cern, a first aspect of the ivention provides a system
comprising a signature generation unit for signing a mes-
sage, based on a user secret key associated with a set of user
attributes, wherein the signature generation unit 1s arranged
for combining the user secret key with revocation data to
form at least part of the signature, wherein the revocation
data complements respective ones of a plurality of valid user
secret keys and wherein the revocation data prevents a
revoked user secret key from being used to validly sign a
message.

This system allows a user secret key to be selectively
revoked by providing revocation data. To revoke a user, only
the revocation data needs to be updated, because the revo-
cation data prevents the revoked user secret key from being
used and complements valid user secret keys. As a conse-
quence, the signature generation unit does not have to be
provided with a new user secret key. Moreover, because the
revocation data only complements the valid user secret keys,
but not the revoked user secret keys, the revoked user secret
key 1s prevented from being used to sign a message. Con-
sequently, i1t 1s not necessary for a verification unit to go
through a list of revoked users 1n order to see whether the
signature was made by means of a revoked user secret key.
The signature generation unit may be configured to use the
latest version of the revocation data.

The system may comprise a revocation unit for selectively
removing at least part of the signing capability of a to-be-
revoked user secret key, by providing updated revocation
data, wherein the updated revocation data 1s based on at least
part of the to-be-revoked user secret key. The updated
revocation data, which 1s used by the signature generation
unit, revokes a user who was previously allowed to sign. The
updated revocation data may be distributed to the signature
generation unit.

The revocation umit may be arranged for providing a
revocation verification component corresponding to the
updated revocation data, and the system may comprise a
signature verification unit for verifying the signature in
dependence on the revocation verification component. The
revocation verification component may comprise a data
element, such as a number. The revocation verification

component 1s an example of how the use of the latest
revocation data by the signature generation unit may be
enforced.

The revocation umt may be arranged for selectively
removing the signing capability associated with at least one
user attribute of the user secret key, by means of the
revocation data. This allows revoking only one or some of
the attributes associated with a user secret key, instead of the
complete user secret key.

The revocation data and the user secret key may be based
on a shared secret scheme. This 1s an eflicient scheme for
implementing the revocation part of the system.

The user secret key may comprise a share of a secret. This
1s an eilicient way to implement the shared secret scheme.

The revocation data may complement respective shares 1n
the user secret keys except for the share 1n the revoked user
secret key. This 1s an eflicient way to implement the revo-
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cation. The share of a revoked user may be included 1n the
revocation data for use by the non-revoked users.

Another aspect of the mvention provides an attribute-
based digital signature system, comprising

a plurality of attribute authorities, wherein an attribute
authority 1s arranged for 1ssuing a cryptographic key to a
user independently of the other attribute authorities, wherein
the cryptographic key 1s associated with a set of attributes;
and

a signature generation unit comprising,

a recerving unit for receiving a plurality of cryptographic
keys associated with different sets of attributes for the
same user from different attribute authorities; and

a combining unit for combining the plurality of crypto-
graphic keys for the same user for generating a cryp-
tographic signature for a message, wherein the crypto-
graphic signature 1s associated with attributes from the
plurality of cryptographic keys.

This makes 1t easier to support attributes granted by
different independent authorities, because the authorities can
1ssue keys to the users without having to rely on a central
authority to coordinate the attributes 1ssued to the users. The
signature generation units can receive the keys and combine
them, also without having to rely on a central or interme-
diary authority. It 1s not necessary to have a central authority
that 1ssues secret information that 1s specific for an attribute
authority.

The plurality of attribute authorities may be arranged for
generating their own public and master secret key. The
public and master secret keys may be based on a public
parameter. The public parameter may be the same for all the
attribute authorities. This way, the attribute authorities do
not depend on a central authority obtain a secret key. This
helps to enable the attribute authorities to operate indepen-
dently.

The plurality of attribute authorities may be arranged for
generating the cryptographic keys based on a set of public
parameters including a size of the message. This allows the
message to be easily processed with the cryptographic keys
from different attribute authorities. Alternatively, the plural-
ity of attribute authorities may be arranged for generating
the cryptographic keys based on a common group G of a
common order p, and wherein the signature generation unit
1s arranged for generating the signature for a message m
which 1s a member of the group G. This makes it easier to
combine the cryptographic keys from the independent
authorities, because they all can be used for a message which
1s a member of the group G. Consequently, 1t 15 not neces-
sary to convert the message from one group to the other.
Likewise, the attribute authorities may be arranged for using
the same hash function.

An mdividual user may be 1dentified across the plurality
of attribute authorities by means of a user identifier. More-
over, the plurality of attribute authorities may be arranged
for generating the cryptographic key for a user based on the
corresponding user identifier. Using the same user identifiers
among the different independent authorities, 1t 1s easier to
combine the cryptographic keys to form a combined digital
signature. Moreover, 1t may be prevented that cryptographic
keys generated for different users are combined by a signa-
ture generation unit to generate a signature with attributes
from a plurality of users.

Another aspect of the invention provides a medical work-
station comprising the system set forth. This allows operat-
ing the system conveniently.

Another aspect of the invention provides a medical image
acquisition apparatus comprising the system set forth. This
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allows providing integrated functionality, for example it
facilitates generating a signature of acquired image data.

Another aspect of the invention provides a method of
attribute-based digital signature processing, comprising a
signature generation unit for signing a message, based on a
user secret key associated with a set of user attributes,
wherein the signature generation unit 1s arranged for com-
bining the user secret key with revocation data, wherein the
revocation data complements a valid user secret key and
wherein the revocation data prevents a revoked user secret
key from being used to validly sign a message.

Another aspect of the mvention provides a computer
program product comprising instructions for causing a pro-
cessor system to perform the method set forth.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other aspects of the invention are apparent
from and will be elucidated with reference to the embodi-
ments described hereinatter. In the drawings,

FIG. 1 1s a block diagram illustrating aspects of an
attribute-based digital signature system;

FIG. 2 1s a flow chart illustrating aspects of a method of
attribute-based digital signature processing;

FIG. 3 1s a block diagram 1illustrating aspects of a multi-
authority attribute-based digital signature system; and

FIG. 4 15 a flow chart 1llustrating aspects of a method of
attribute-based digital signature processing in a multi-au-
thority system.

DETAILED DESCRIPTION OF EMBODIMENTS

In an attribute-based signature scheme, the signer has a
secret key associated with a set of attributes. He can use this
secret key to create a signature on a message. The signature
1s accepted only 11 1t 1s generated by a secret key associated
with the right set of attributes. Attribute based signature can
be considered as a form of group signature, with the major
distinction that it allows the verifier to determine the attri-
butes (e.g. a role) of the signer. However, 1n practice there
are scenarios where a user with a specific set of attributes
might not be allowed to sign a specific message (for example
a user 1s not allowed to sign an approval for a travel request
for himself, or the secret key of the user 1s revoked and 1s not
allowed to sign any message 1n the future). In this descrip-
tion, an attribute based signature scheme with capability to
revoke a specific user 1s described. Hence, 1f a revoked user
signs a message, then 1t will not be accepted by the verifier.

In attribute-based signature (ABS) the data 1s signed
according to an access structure (or a set of attributes), such
that only users with the right attributes can sign the data. To
be able to sign a message, a user gets from the trusted
authority a specific private key that corresponds to the set of
certified attributes he/she has. The status of the user could
change (e.g. a user that changes jobs), or the user’s private
key might get compromised. In such cases, ideally the
system should be able to revoke the user without setting up
the system (and all private keys of the other users) all over
again.

To address the atorementioned needs, the ABS may be
extended with revocation capability. This may be done, for
example, based on secret sharing. Each user gets a person-
alized share, e.g. in the exponent. This personalized share
may be obtained for example when requesting the private
key from the key authority, and may be updated thereaftter.
Each user combines his/her share with shares of revoked
users 1n order to recover the secret which helps the signer to
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generate a valid signature. The revocation 1s signer-local
because the signer performs the combination of shares,
which 1s only possible for non-revoked users. Consequently
the revocation becomes apparent already at the time of
generating the signature. Hence, 11 a user 1s not revoked (is
allowed to sign a message), and possesses a correct set of
attributes, then he will be able to generate a valid signature;
otherwise he will not be able to generate a valid signature.

FI1G. 1 shows a block diagram of an attribute-based digital
signature system. The system may be implemented in an
clectronic circuit or by means of software. Usually the
system components are distributed over a plurality of
devices which interact with each other by communicating
the indicated data elements.

The system comprises a signature generation unit 1 for
s1igning a message m by generating a signature o based on
a user secret key SK associated with a set of user attributes
m. The signature generation unit 1 may be arranged for
signing the message m according to an attribute set w using
secret key SK. There may be a plurality of user secret keys
SK for different users. There may also be a plurality of
signature generation units 1. Each signature generation unit
1 may be arranged for using one of the user secret keys SK.

The signature generation unit 1 may be arranged for
obtaining revocation data R from a revocation umt 2. To this
end, the revocation unit 2 may be arranged for making the
revocation data R available at a network location. Such a
network location, and the revocation data R, may be made
available to a plurality of signature generation units 1. The
signature generation unit 1 may be arranged for combining
the user secret key SK with revocation data R to form at least
part of the signature o. To this end, the revocation data R
complements respective ones of a plurality of valid user
secret keys. Herein, a valid user secret key refers to a
non-revoked user secret key. Since the revocation data R
only complements the valid user secret keys, the revocation
data R prevents a revoked user secret key SK from being
used to validly s1ign a message m with the set of attributes
associated with the user secret key SK. Consequently, the
user secret key SK cannot be used to sign a message m
according to a set of attributes o using secret key SK.

The system may comprise a revocation unit 2 for selec-
tively removing at least part of the signing capability of a
to-be-revoked user secret key SK, by providing updated
revocation data R, wherein the updated revocation data R 1s
based on at least part of the to-be-revoked user secret key
SK.

The revocation unit 2 may be further arranged for pro-
viding a revocation verfication component RVC corre-
sponding to the updated revocation data R. This revocation
verification component RVC may be used to verily the
validity of the signature o.

The system may comprise a signature verification unit 3
for veritying the signature o 1n dependence on the revoca-
tion verification component RVC. The output v of the
verification unit 3 may be indicative of the validity of the
signature o. For example, the outcome of a cryptographic
operation nvolving the signature o and the revocation
verification component RVC 1s indicative of the validity of
the signature o. The signature verification unit 3 may further
use a public key PK for the verification.

The revocation unit 2 may be arranged for selectively
removing the signing capability associated with at least one
user attribute of the user secret key SK, by means of the
revocation data R. For example, a portion of a user secret
key SK, representing a user attribute, may be complemented
by the revocation data. The signature generation unit 1 may
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6

be arranged for combining the portion representing a user
attribute with the revocation data R. This way, 1t 1s possible
to revoke only an attribute associated with a user secret key
SK rather than the whole user secret key SK. Consequently,
the signature generation unit may still be used to generate
signatures for policies that do not need the revoked attribute.

The revocation data R and the user secret key SK may be
based on a shared secret scheme. For example, the user
secret key SK comprises a share of a secret. The revocation
data R may complement respective shares 1n the user secret
keys except for the share in the revoked user secret key SK.
For example, a mimimal number of n different shares may be
needed to reconstruct the secret. The revocation data may
comprise n—1 shares. The user secret key SK may comprise
one share, wherein each user secret key SK comprises a
different share. The n-1 shares of the revocation data
complement respective ones of the user secret key share to
form the minimal number of n shares. To revoke a user
secret key, the revoked user’s share may be included in the
revocation data R together with n-2 other shares. The
non-revoked user secret keys still combine with the revo-
cation data R to form n shares, so they can reconstruct the
secret; however, the share of the revoked user secret key 1s
the same as one of the shares 1n the revocation data R, so the
revoked user secret key, combined with the revocation data
R, only forms n—1 shares, which 1s insuthicient to reconstruct
the secret. Consequently, the revoked user secret key cannot
be used to reconstruct the secret.

The system may further comprise a key generation unit 4.
The key generation umit 4 may generate the user secret keys
SK which are used by the signature generation units 1, for
example based on a master secret key MK. To implement the
support for revocation, a secret key SK may comprise the
share of a secret. The master secret key MK may be
generated by a setup unit 5. Also, the setup unit S may be
arranged for generating one or more public keys PK, revo-
cation data R, and/or revocation verification component
RVC. The latter may be provided by the revocation unit 2 to
a verification unit 3. The public key PK may be used by the
signature verification unit 3. The key generation unit 4 and
the setup unit 5 may be part of or controlled by a trusted
authority 6. Although 1n the drawing the revocation unit 2 1s
separate from the trusted authority 6, the revocation unmit 2
may also be part of or controlled by the trusted authority 6.
To revoke a user, the setup unit 3 may update the revocation
data R to include the share of the revoked user, and update
the revocation verification data RVC accordingly, to enable

a verification unit 3 to verily the signatures a generated by
a signature generation unit 1, based on the updated revoca-
tion data R.

The system may be incorporated 1in a medical worksta-
tion, for example a radiology workstation. The workstation
may comprise a monitor, a keyboard, and/or a mouse to
operate the workstation, as well as a processor and a
memory, loaded with suitable software, to provide the
functionality of one or more of the signature generation unit
1, the revocation unit 2, the signature verification unit 3,
and/or the key generation unit 4.

The system may be incorporated i a medical image
acquisition apparatus, for example an x-ray apparatus or an
MRI scanner. For example, a user interface may be provided
by the medical image acquisition apparatus, enabling a user
to authorize 1mage data by means of the user secret key SK.

The system may also be incorporated in a medical infor-
mation system, such as a hospital information system or a
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picture archiving system. In such a system, the functionality
represented by FIG. 1 may be implemented by means of one
or more centralized servers.

It will be understood that in an i1mplementation, the
described functionality may be divided mto for example
units, processes, or subroutines, 1n many different ways. In
this respect, the block diagram of FIG. 1 merely presents an
example. Moreover, the functionality may be distributed
over a plurality of hardware devices. Although the different

blocks of FIG. 1 could be designed to run on diflerent
devices, this 1s not a limitation.

FIG. 2 1illustrates a method of attribute-based digital
signature processing. The method comprises step 202 of
generating a signature o based on a user secret key SK
associated with a set ol user attributes. Step 202 may
comprise sub-step 203 of combining the user secret key SK
with revocation data R. Herein, the revocation data R
complements respective ones of a plurality of valid user
secret keys, wherein the revocation data R prevents a
revoked user secret key SK from being used to validly sign
a message m, 1 the way set forth. In step 204, the signature
O may be verified. In step 205, 1t 1s determined whether a
user secret key 1s to be revoked. If not, the process returns
to step 202. To revoke a user secret key, the process proceeds
to step 206 to generate updated revocation data R and
updated revocation verification component RVC. The
updated revocation data R 1s used 1n the next execution of
step 202, and the revocation verification component RVC 1s
used 1n the next execution of step 204. The method may be
implemented as a computer program product.

In the following, more detailed exemplary embodiments
will be described.

In an example Attribute-Based Signature scheme with
user revocation capabilities, when a user signs the data, a
user may receive a list of revoked user shares R from a
trusted authority (alternatively, the signer may look for R in
a public database maintained by revocation unit 2, for
example). In order to generate a valid signature, a user needs
a secret key associated with the attribute set w that the user
possesses and his/her share should not be 1n ‘R . If the share
of the user 1s 1n R, the user should not be able to generate
a valid signature.

Algorithms involved in a signature scheme may include
Setup, Key Generation, Sign, Verily, and Revoke. These
may be described as follows.

Setup: The setup algorithm configures system parameters
during the mmitialization phase and outputs the public param-
cters, or public key, PK, and a master key MK. The
revocation algorithm Revoke (R, I, RVC) may be imple-
mented as a sub-algorithm of the setup algorithm and be
executed by a setup unit 5 or trusted authority 6. However,
the revocation sub-algorithm may be executed indepen-
dently of the remaining steps performed during the maitial
setup. The revocation data R may be distributed to signa-
ture generating units 1 and/or signature veritying units 3 by
a revocation unit 2. The revocation sub-algorithm takes as
input an existing revocation data ‘R, and the user identity 1
of a revoked user, and outputs an updated revocation
data ‘R 1n which the user with identity I, 1s revoked. Also,
the revocation algorithm may generate a revocation verifi-
cation component RVC.

Private Key Generation (MK, w, I ): Run by a key
generation unit 4, the key generation algorithm takes as
input the attribute set o the user possesses, the user 1dentity
I , and the master secret key MK, and 1t outputs user secret

key SK;,, o
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Sign (m, R, PK, SK;, .,): Run by a signature generation
umt 1, the algorithm takes as input the message m, the user
secret key SK;,, ., the public key PK, revocation data ‘R , for
example 1n the form of a set of shares including the shares
of revoked users. The algorithm returns the signature o, of
message m. The signature may be verifiable as a signature
satisfying a particular policy. Alternatively, the signature
may be verifiable as a signature signed with the attributes

assocliated with the user secret key SK,, .

Verity (CT, SK;, ; 04, RVC): This algorithm may be run
by a signature verification unit 3. The algorithm takes as
input a message m, the public key PK, a signature o, and
revocation verification component RVC. The algorithm
returns a data value indicative of whether the signature o,
1s a valid signature.

The algorithms may have a complexity which 1s linearly
dependent on the number of revoked users “r”’. The com-
putational complexity and size of the signature scheme may
turther be linearly dependent on the number of attributes 1n

an access structure according to which a signature 1s signed,
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rather than on the total number of users “n”.

For example, users may get a personalized share 1n the
exponent during the set-up phase (when they get the private
key from the Private Key Generation (PKG) authority).
Afterwards, each non-revoked user may combine his/her
personalized share in the exponent with the shares of the
revoked users or dummy shares (broadcasted by PKG or by
the revocation unit) resulting in the recovery of a valid
component of a signature.

To support user revocation, the verification authority may
be provided with one group element from the revocation list
to do the signature verification. At verification time, there 1s
no need to look up the entire list of revoked users to verily
whether the user 1s revoked or not. If a user 1s revoked, the
signature contains an invalid component based on the shared
secret scheme and the signature 1s verified to be mvalid.

The proposed scheme may satisiy desirable properties of
a signature scheme, such as collusion resistance, unforge-
ability, user anonymity, and unlinkability.

An embodiment comprises the following algorithms for
Setup, KeyGeneration, Sign, Verily, and Revoke. In the
scheme, users attribute are elements of Z , and we assume
that there are at most k attributes. However, this 1s not a
limitation. In practice, for example, one can use a collision
resistant hash function to map an attribute string to an
element of Z .

1. Setup. The setup algorithm selects a bilinear group G,
of prime order p and random generators g and h. It also
chooses bilinear map e: G,xG,—G,. In addition, the setup
picks at random y, X;, X5, . . ., X,€Z, and for a set of
attributes Q={a,, a,, . . ., a.}, it sets T=g*¥ and T'=h*
(1=1=k). The setup algorithm comprises another sub-algo-
rithm which 1s referred to as revocation algorithm here. This
revocation algorithm 1s used to generate the shares for the
revoked users.

1.1 Revocation: This algorithm 1s also run by the set up
algorithm, 1n order to generate shares for each user which
could be used for the purpose of revocation. For the purpose
of revocation, it picks R.,teZ  and generates a random poly-
nomial P(x)=ay+a,x+ . .. +aXx’ of degree r over Z . It sets
P(0)=R=a,, where t+1 shares of polynomial P may be used
to reconstruct R. Note that r+1 shares of polynomial P are
needed to reconstruct the secret a,=R=P(0). For users
[e{l .1, ...,1,} where 1=i=sN and N is the total
number of users i1n the system, a share P (I ,) 1s generated
from the polynomial P. The setup algorithm also may
compute r extra dummy shares P(I ), which may be broad-
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casted (or put in the public data base) 1f the number of
revoked users 1s less than r. For example, 1n the case that r
users are being revoked, the algorithm picks, teZ, and
generates revocation data which comprise the following;:

R={gP@N _ 7 o and RVC=g®+POx

This revocation data 1s then put in the public data base or
broadcasted to the users.

The public key PK and the master key MK may comprise
the following components:

PK=(gh i {T}; AT}, R RVC)

MK=(P(0),3,7,{x;},_,".¢")

2. KeyGeneraion(IVIK, w, 1 ). The key generation algo-
rithm outputs a user secret key associated with the attribute
set w and the identity I . The algorithm picks a random
element xeZ* , and computes the secret key SK; , which
consists of the following components:

{SB-” = g‘x_-ﬂ" }ﬂj € w

G20 = ,qPUly)

g

§(2,2) — g7

The secret key also consist of the personalized share of the
user i.e. SV, This is used to combine with the shares of the
revoked users to generate a valid signature 1f the user 1s not
one of the revoked users.

3. Sign(SK,; . R, m). This algorithm takes as input the
user secret ke§, shares of revoked users and the message m
to be signed. To sign a message meG, the algorithm chooses
a random element s', KeZ*  and computes the signature o,
which may comprise the following components:

%
{D‘E,-” =g ik m}aj e w

( N
A ~{ tP,. A 0

@ =| e, gy [ ] e(g™), g7)| = ecgt, gD
\ fy; S /

@) = §@2F — oax

@ = ¢

The user will be only be able to generate a valid signature
if the user 1s not revoked.

4. Venty(o, PK, RVC). This algorithm takes as input the
signature to be verified, the Public key and the RVC com-
ponent. The RVC component 1s part of the public key as
shown 1n the Setup ( ) algorithm, however, for the sake of
clarity we have shown 1t separately. The signature 1s verified
in the following way:

600, T)-0? ? 60 g PO .41 o™ g e

If the above equation holds, then the signature may be
accepted.

In attribute-based signature (ABS) schemes, the data 1s
signed according to a set of attributes. To be able to sign a
message a user gets from the trusted authority a specific
private key that corresponds to the set of certified attributes
he/she has. However, in reality different attributes may be
managed by different authorities. Accordingly, there i1s a
need for a multi-authority attribute based signature scheme,
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in which the user may get secret key components from
different attribute authorities. For example, when an indi-
vidual signs a prescription order then he signs according to
the multiple attributes which he has been assigned by the
multiple authorities. For example, an individual works part
time at the university and part time at a hospital. In such
scenarios, the user may retrieve secret key components from
both organizations such as university hospital. Now when
the user signs a document he would s1gn according to these
attributes which are managed by multiple authorities.

To address this demand multi-authority attribute based
signature schemes have been proposed. However, known
multi-authority attribute based signature schemes depend on
the existence of a central authority which should be trusted
by all attribute authorities and the users 1n the system. The
main function of the central authority i1s to establish syn-
chronization between distributed attribute authorities. This
1s necessary in order to prevent collusion. Collusion means
that a malicious user who has knowledge of a first secret key
component 1ssued to a first user from a {first attribute
authority “Al” and a second secret key component 1ssued to
a second user from a second attribute authonity “A2” could
sign a message based on the combination of the first secret
key and the second secret key, to sign with the combination
of attributes associated with both the first and the second
secret key.

The central authority makes known schemes less useful
and more difficult to implement. In the following, a decen-
tralized multi-authority attribute based signature scheme 1s
described which can operate without a ftrusted central
authority while remaining collusion-iree.

FIG. 3 shows a block diagram of a multi-authority attri-
bute-based digital signature system. The system comprises a
plurality of attribute authorities, schematically indicated as
blocks 301, 302, 303. However, the number of attributes can
be any number, depending on the circumstances there may
be more or less than three attribute authorities. The attribute
authorities 301, 302, 303 are arranged for independently
issuing a cryptographic key associated with a set of attri-
butes to a user. For example, attribute authority 301 1ssues
a cryptographic key 311, attribute authority 302 issues a
cryptographic key 312, and attribute authority 303 1ssues a
cryptographic key 313. The attribute authorities 301, 302,
303 do not need to exchange secret information between
cach other or with a central authority. The attribute authori-
ties 301, 302, 303 may be arranged for generating their own
secret keys. This may be done using publicly shared infor-
mation, such as a format and/or size of elements appearing
in the cryptographic algorithms. Cryptographic keys 311,
312, and 313 are for the same user, but they are associated
with different attributes. Consequently, the user can obtain a
plurality of cryptographic keys 311, 312, 313 from the
different authorities 301, 302, 303. The system further
comprises a signature generation unit 304. Typically, there
may be more than one signature generation unit 304 in the
system, for example different users may have theirr own
signature generation units. The signature generation unit 304
may comprise a recerving unit 307 arranged for receiving
the cryptographic keys 311, 312, 313 associated with dif-
ferent sets of attributes for the same user from the different
attribute authorities 301, 302, 303. The signature generation
unit 304 may further comprise a combimng unit 308. The
combining unit 308 may be arranged for receiving a mes-
sage 305 from an external source or from a storage means of
the signature generation unit 304. The combining unit may
turther receive the cryptographic keys 311, 312, 313 from
the recerving unit 307. The combining unit 308 may further
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be arranged for combining the plurality of cryptographic
keys 311, 312, 313 for the same user for generating a
cryptographic signature 306 for a message 305, wherein the
cryptographic signature 306 1s associated with attributes
from the plurality of cryptographic keys 311, 312, 313.

The plurality of attribute authorities 301, 302, 303 may be
arranged for generating the cryptographic keys 311, 312,
313 based on a common bilinear group G of a common order
p. The signature generation unit 304, in particular the
combining unit 308, may be arranged for generating signa-
tures for messages which are a member of the bilinear group
G. Consequently, the cryptographic keys from the indepen-
dent attribute authorities 301, 302, 303 all operate on
messages from the same bilinear group G. Additionally or
alternatively, the plurality of attribute authorities 301, 302,
303 may be arranged for generating the cryptographic keys
311, 312, 313 based on a common hash function. For
example, the hash function may be used to map the 1dentifier
for a user to an element of the bilinear group G.

An mdividual user may be 1dentified across the plurality
of attribute authorities 301, 302, 303 by means of a single
user 1dentifier. The plurality of attribute authorities 301, 302,
303 may be arranged for generating the cryptographic key
311, 312, 313 for a user based on the corresponding user
identifier. The cryptographic scheme may be set up in such
a way that only cryptographic keys based on the same user
identifier can be combined by the combining unit to form the
combined signature 306.

The signature generation unit 304, 1n particular the com-
bining umt 308, may be arranged for combining the user
secret keys (SK), in this case cryptographic keys 311, 312,
313, with revocation data (R, R,, R;), as described with
reference to FIG. 1, to form at least part of the signature 306.
However, it 1s also possible to make a system without
support for key revocation but with support for multiple
attribute authorities. It 1s also possible to make a system with
support for key revocation but without support for multiple
attribute authorities.

The system of FIG. 3 may be implemented 1n a worksta-
tion, for example, or by means of a distributed computer
system. Parts of the system, for example the signature
generation unit 304, may be incorporated 1n a medical image
acquisition apparatus.

The signature generation unit 304 and each of the attribute
authorities 301, 302, 303 may be embodied 1n separate
devices. It 1s also possible to combine several of these
clements in the same device. Heremn, a device may be a
workstation or a mobile device, for example.

FIG. 4 illustrates a method of signing a message with
attributes from a plurality of attribute authorties. The
method, by way of example, comprises a step 401 of
independently 1ssuing a cryptographic key associated with a
set of attributes to a user by a plurality of attribute authori-
ties. The method turther comprises step 402 of receiving, by
a signature generation unit, a plurality of cryptographic keys
associated with diflerent sets of attributes for the same user
from different attribute authorities. The method further com-
prises step 403 of combining, by the signature generation
unit, the plurality of cryptographic keys for the same user for
generating a cryptographic signature for a message, wherein
the cryptographic signature 1s associated with attributes
from the plurality of cryptographic keys. The method may
be implemented at least partly by one or more computer
programs stored on a suitable storage media.

The following algorithms may be used in a decentralized
multi-authority attribute based signature scheme. These
algorithms merely serve as examples.
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1. Global Setup (A) GP: This algorithm takes security
parameters A as input and returns the global parameters for
the system, which are public. These global parameters may
comprise information such as Hash function and bilinear
map. These global parameters may be used by the other
algorithms. The security parameters k may define informa-
tion such as the order of the groups used 1n the algorithms
of the attribute authorities and signature generation units.
The security parameter A may define the mput and/or output
s1ize of the most important components i the system. For
example, for the finite cyclic Groups 1.e. GO and G1 1t may
be their order n (prime). In case of the hash function, the
global parameters may define the size of their outputs. This
information 1s public and considered to be the part of public
parameters (PK). The global setup may be common among
all authorities. The authorities may agree on the parameters
used in the algorithms, such as groups, hash function and
bilinear map.

2. Attribute Authority Setup (GP)—=MKi, PKi: Each attri-
bute authority runs 1ts own setup by taking GP as mput and
produces 1ts own public and master secret key pair, PKi and
MK.

3. Key Generation (MKi, IU, oU)—=SKm,lu,1: The key
generation algorithm takes as mput the master secret key
MKi1 of the attribute authority “1” and attributes (DU of the
users for which the authority 1s capable of 1ssuing the secret
key. In addition, it also takes as input an 1dentifier IU of the
user, wherein IU 1s unique in the multi-authority attribute
based signature system. For example, IU comprises a social
security number. The output of the algorithm comprises the
secret key components SKm,Iu,1 for the attributes of the user
IU 1ssued by the attribute authority 1.

4. S1gn (M, SKwm, Iu)A)—0: The signature algorithm takes as
input the secret key SKm,Iu of the user “U” related to the set
of attributes “w” and the message “M” to be signed. The
output of the algorithm comprises the signature “o”. Herein,
SKw,Ju={SKw,Iu,i}i comprises the secret key components
issued by the different attribute authorities 1.

5. Vernily (PK, 0))—=—Y or N: The venfication algorithm
takes as input the public parameters PK={PKi} i comprising
the public keys PKi generated for the different attribute
authorities 1, and the signature o. It returns “Y” 1if the
verification 1s successful, otherwise it returns “N”.

In the multi-authonty attribute based signature scheme
described above, the attribute authorities do not have to
share any secret information with each other. Only some
public information 1s shared to improve the efficiency and to
make the scheme collusion resistant.

More details are given in the following description of the
main algorithms, by way of example only.

1. Global Setup (A): The setup algorithm selects a bilinear
group G, of prime order p and random generators g. It also
chooses bilinear map e: G,xG,—G,. In addition to this the
description of a hash function H:{0,1}*—G, that maps the
identifier for user u 1.e. I, to elements of G 1s published.

2. Setup run by Afttribute Authonity *“1”: The attribute
authority picks at random x; X, , . . . X, ;€7 , and for a set of
attributes Q,=1a, ;, a,,, . . . a,4f, it sets T, =g (1=j=<k).

Note: €2, 1s the set of the attributes for which attribute
authority 1 can 1ssue secret key components.

The public key PK and the master key MK, may comprise
the following components:

PK,=(g, {I;zf }J’: 1k)

MKfZ({xf;}jﬂk)-
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3. Key Generation (MK, o, I ): The key generation
algorithm outputs a user secret key associated with the
attribute set o, for which authority 1 1s 1llegible to 1ssue the
secret key components. The secret key SK; | may comprise
the following components: o

SKIH?LDf:{hXiJ}HjELDi? Whﬂl‘ﬂ' h:H(IH)

4. Sign (SK, ,, m): To sign a message meZ,, the algo-
rithm chooses random elements s', reZ , and computes the
signature o which may comprise the following components:

G:(Gj( Y :{hxi.ﬁ'gs ” }HiJELI.‘I :G(E) :glfs F:O(S) :kﬁs F) ”

where w={w,, ®,, ..., o }, w, is the attribute set managed
by the attribute authority 1 and n 1s the total number of
attribute authorities.

S. Verily (o, PK): To verily the signature, the verifier may
verify whether ZM=7%, wherein

AL E(G'(-”, crm)

1
7

70 = E(h‘“fgs’m, gs ): Va ;ew

I -

2V = e(h, g)"

LT
s -e(g, gl Va; €w,and

Z? = e(d, {Tf,j}ﬁzl)'f?(ga gy

A GF
i f

72 = e(h? , g |-e(g, 9" = e(g, 8) 7 -e(g, gV Va4 € w

I1 this holds then the signature may be accepted.

It will be appreciated that the mnvention also applies to
computer programs, particularly computer programs on or 1n
a carrier, adapted to put the mvention into practice. The
program may be 1n the form of a source code, an object code,
a code intermediate source and object code such as 1n a
partially compiled form, or in any other form suitable for use
in the implementation of the method according to the
invention. It will also be appreciated that such a program
may have many different architectural designs. For example,
a program code implementing the functionality of the
method or system according to the mvention may be sub-
divided 1nto one or more sub-routines. Many different ways
of distributing the functionality among these sub-routines
will be apparent to the skilled person. The sub-routines may
be stored together 1n one executable file to form a seli-
contained program. Such an executable file may comprise
computer-executable instructions, for example, processor
instructions and/or interpreter instructions (e.g. Java inter-
preter mstructions). Alternatively, one or more or all of the
sub-routines may be stored in at least one external library file
and linked with a main program either statically or dynami-
cally, e.g. at run-time. The main program contains at least
one call to at least one of the sub-routines. The sub-routines
may also comprise function calls to each other. An embodi-
ment relating to a computer program product comprises
computer-executable 1nstructions corresponding to each
processing step of at least one of the methods set forth
herein. These instructions may be sub-divided into sub-
routines and/or stored in one or more files that may be linked
statically or dynamically. Another embodiment relating to a
computer program product comprises computer-executable
istructions corresponding to each means of at least one of
the systems and/or products set forth herein. These mnstruc-
tions may be sub-divided into sub-routines and/or stored in
one or more files that may be linked statically or dynami-
cally.
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The carrier of a computer program may be any entity or
device capable of carrying the program. For example, the
carrier may include a storage medium, such as a ROM, for
example, a CD ROM or a semiconductor ROM, or a
magnetic recording medium, for example, a floppy disc or a
hard disk. Furthermore, the carrier may be a transmissible
carrier such as an electric or optical signal, which may be
conveyed via electric or optical cable or by radio or other
means. When the program 1s embodied 1n such a signal, the
carrier may be constituted by such a cable or other device or
means. Alternatively, the carrier may be an integrated circuit
in which the program 1s embedded, the integrated circuit
being adapted to perform, or used in the performance of, the
relevant method.

It should be noted that the above-mentioned embodiments
illustrate rather than limit the invention, and that those
skilled 1n the art will be able to design many alternative
embodiments without departing from the scope of the
appended claims. In the claims, any reference signs placed
between parentheses shall not be construed as limiting the
claim. Use of the verb “comprise” and 1ts conjugations does
not exclude the presence of elements or steps other than
those stated 1n a claim. The article *“a” or “an” preceding an
clement does not exclude the presence of a plurality of such
clements. The mvention may be implemented by means of
hardware comprising several distinct elements, and by
means of a suitably programmed computer. In the device
claim enumerating several means, several of these means
may be embodied by one and the same item of hardware.
The mere fact that certain measures are recited 1n mutually
different dependent claims does not indicate that a combi-
nation of these measures cannot be used to advantage.

The mvention claimed 1s:

1. An attribute-based digital signature system, compris-
ng:

a signature generation unit for signing a message (m) by
generating a cryptographic signature (o) based on a
user secret key (SK) associated with a set of user
attributes (m),

wherein:

the signature generation unit 1s arranged for combining
the user secret key (SK) with revocation data (R) to
form at least part of the cryptographic signature (o),

the revocation data (R) complements respective ones of a
plurality of valid user secret keys, and

the revocation data (R) prevents a revoked user secret key
(SK) from being used to validly sign the message (m)
with the set of user attributes.

2. The system of claim 1, further comprising a revocation
unmt for selectively removing at least part of the signing
capability of a to-be-revoked user secret key (SK), by
providing updated revocation data (R), wherein the updated
revocation data (R) 1s based on at least part of the to-be-
revoked user secret key (SK).

3. The system of claim 2, wherein the revocation unit 1s
further arranged for providing a revocation verification
component (RVC) corresponding to the updated revocation
data (R), and wherein the system comprises a signature
verification unit for verifying the signature (o) 1 depen-
dence on the revocation verification component (RVC).

4. The system of claim 2, wherein the revocation unit 1s
arranged for selectively removing the sigming capability
associated with at least one user attribute of the user secret
key (SK), by means of the revocation data (R).

5. The system of claim 1, wherein the revocation data (R)
and the user secret key (SK) are based on a shared secret
scheme.
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6. The system of claim 5, wherein the user secret key (SK)
comprises a share of a secret.

7. The system of claim 6, wherein the revocation data (R)
complements respective shares in the user secret keys except
for the share 1n the revoked user secret key (SK).

8. The system of claim 1, comprising

a plurality of attribute authorities, wherein an attribute

authority 1s arranged for 1ssuing a cryptographic key to

a user independently of the other attribute authorities,

wherein the cryptographic key 1s associated with a set

of attributes; and

the signature generation unit comprising;:

a receiving unit for receiving a plurality of crypto-
graphic keys associated with different sets of attri-
butes for the same user from different attribute
authorities; and

a combining unit for combining the plurality of cryp-
tographic keys for the same user for generating the
cryptographic signature for the message, wherein the
cryptographic signature 1s associated with attributes
from the plurality of cryptographic keys.

9. The system of claim 8, wherein the plurality of attribute
authorities are arranged for generating their own public and
master secret key using a public parameter.

10. The system of claim 8, wherein an individual user 1s
identified across the plurality of attribute authorities by
means of a user identifier, and wherein the plurality of
attribute authorities are arranged for generating the crypto-
graphic keys for a user based on the corresponding user
identifier.

11. A workstation comprising the system of claim 1.

12. A medical image acquisition apparatus comprising the
system of claim 1.

13. A method of attribute-based digital signature process-
Ing, comprising:

signing a message (m) by generating a cryptographic

signature (0) based on a user secret key (SK) associated

with a set of attributes () of a user,

wherein:

the generating of the cryptographic signature includes

combining the user secret key (SK) with revocation

data (R),

the revocation data (R) complements respective ones of a

plurality of valid user secret keys, and

the revocation data (R) prevents a revoked user secret key

(SK) from being used to validly sign the message (m).

14. The method of claim 13, comprising

independently issuing a cryptographic key associated

with a set of attributes of the user by a plurality of

attribute authorities;
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receiving, by a signature generation unit, a plurality of
cryptographic keys associated with different sets of
attributes for the user from different attribute authori-
ties; and
combining, by the signature generation unit, the plurality
of cryptographic keys for the user for generating a
cryptographic signature for a message, wherein the
cryptographic signature 1s associated with attributes
from the plurality of cryptographic keys.
15. A non-transitory computer readable medium that
includes a program that, when executed by a processor,
causes the processor to:
sign a message (m) by generating a cryptographic signa-
ture (0) based on a user secret key (SK) associated with
a set of attributes () of a user,

wherein:

the generating of the cryptographic signature includes
combining the user secret key (SK) with revocation
data (R),

the revocation data (R) complements respective ones of a

plurality of valid user secret keys, and

the revocation data (R) prevents a revoked user secret key

(SK) from being used to validly sign the message (m).

16. The medium of claim 15, wherein the program causes
the processor to:

recerve a plurality of cryptographic keys associated with

different sets of attributes for the user from different
attribute authorities; and

combine the plurality of cryptographic keys for the user

for generating the cryptographic signature for the mes-
sage, wherein the cryptographic signature 1s associated
with attributes from the plurality of cryptographic keys.

17. The medium of claim 15, wherein the program causes
the processor to:

recerve a revocation verification component (RVC) cor-

responding to the revocation data (R), and

verily the signature (o) 1n dependence on the revocation

verification component (RVC).

18. The medium of claim 15, wherein the revocation data
(R) selectively removes the signing capability associated
with at least one of the attributes of the user secret key (SK).

19. The medium of claim 15, wherein the revocation data
(R) and the user secret key (SK) are based on a shared secret
scheme.

20. The medium of claim 19, wherein the revocation data
(R) 1s associated with a plurality of user secret keys and
complements respective shares in the user secret keys except
for the share 1n a revoked user secret key (SK).
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