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SYSTEMS AND METHODS FOR IN-PLACE
RECORDS MANAGEMENT AND CONTENT
LIFECYCLE MANAGEMENT

CROSS-REFERENCE TO RELATED
APPLICATIONS

This 1s a conversion of and claims a benefit of priority

from U.S. Provisional Applications No. 61/671,016, filed
Jul. 12, 2012, entitled “SYSTEM AND METHOD FOR

IN-PLACE RECORDS MANAGEMENT,” and No. 61/719,

645, filed Oct. 29, 2012, entitled “SYSTEM AND
METHOD FOR IN-PLACE RECORDS MANAGE

MENT,” both of which are fully incorporated herein for all
purposes.

COPYRIGHT NOTICE

A portion of the disclosure of this patent document
contains material which 1s subject to copyright protection.
The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent
disclosure, as 1t appears 1n the Patent and Trademark Oflice
patent file or records, but otherwise reserves all copyright
rights whatsoever.

TECHNICAL FIELD

This disclosure relates generally to records and informa-
tion management. More particularly, embodiments disclosed
herein relate to systems, methods, and computer program
products for centralized “in-place” records management
and/or lifecycle management of records and information
stored 1n disparate data storage systems, including content
servers, enterprise content repositories, and the like.

BACKGROUND OF THE RELATED ART

Records management (RM) refers to the practice of
maintaining the records of an enfity, enterprise, company,
corporation, or organization (collectively referred to here-
inafter as “organization”) from the time they are created up
to their eventual disposal. RM 1s primarily concerned with
a record of an organization’s activities. RM functions may
include classitying, storing, securing, and destruction (or 1n
some cases, archival preservation) of records. In recent
years, compliance regulations and statutes such as the Sar-
banes-Oxley Act have created concerns among organiza-
tions regarding RM practices. Ideally, RM should be tlexible
enough to adapt to both existing and ever-changing regula-
tions, statutes, standards, and best practices, however, in
practice and with these lofty goals 1n mind, suflicient and
cllective RM can be quite a challenge for many organiza-
tions to achieve.

The general principles of records management apply to
records 1n any format. Digital records, however, can raise
technical challenges that can have important implications for
the authenticity, reliability, and trustworthiness of records.
For example, it 1s more diflicult to ensure that the content,
context and structure of records 1s preserved and protected
when the records do not have a physical existence or
counterpart. Additionally, these records may reside 1n data
storage systems employing different architectures and/or
having various levels of sophistication 1n lifecycle manage-
ment, 11 any at all.

A record’s lifecycle consists of discrete phases covering
the lifespan of the record from its creation and inception to
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its final disposition and deletion. Once a record 1s created 1n
an organization, controls may be set by its owner, a records
repository, or an authorized user to regulate 1ts access and
distribution. For example, an administrator may set role
privileges on a repository allowing users having certain roles
access to particular records stored in the repository. Software
such as lifecycle management systems and/or records man-
agement systems may i1dentity the original record, versions
of the record, copies of the record, and distribution of the
record. Maintenance of the record may be carried out in
many ways. For example, records may be formally and
discretely identified by coding and stored 1n folders specifi-
cally designed for protection and storage capacity, or they
may be informally i1dentified and filed without indexing.

In an organization, those who are responsible for such
soltware systems may be referred to as records managers.
Records managers are charged in controlling and sateguard-
ing the records of the organization and often use lifecycle
management systems and/or records management systems
to manage the creation, access, distribution, storage, and
disposition of records 1 compliance with laws and regula-
tions governing RM practices.

FIG. 1 oflers a glance into the complex world in which a
records manager operates. As illustrated 1 FIG. 1, records
and information 90aq-e¢ owned by organization 100 may
reside 1n various data storage systems 80a-e. This 1s due 1n
part because the creation of such records and information
may occur 1n response to different needs and/or organiza-
tional processes. Moreover, the control of orgamizational
records and information 1s often distributed across depart-
ments and locations within an orgamization.

Additionally, these data storage systems may run on
different platforms and utilize different architecture to store
records. Consequently, records manager 10 may need to
utilize separate soltware systems such as records manage-
ment systems 306, 30¢, 304, and lifecycle management
systems 40a, 400, 40e to enforce corporate policy 20 on
content lifecycle and records compliance. For example,
records manager 10 may use records management systems
306, 30c, 304 to perform records management tasks on
records/documents/files 905, 90c, 904 stored on enterprise
content repository 806, file share 80c¢, and laptop 804,
respectively, and use lifecycle management systems 40a,
405, 40¢e to perform lifecycle management tasks on records/
documents/files 90a, 905, and 90e stored on content server
80a, enterprise content repository 805, and mobile device
80¢, respectively.

It can be seen from FIG. 1, records manager 10 may
perform these tasks in an ad hoc, sporatic, disjointed, and
brute force manner as each lifecycle or records management
system may be specific to a certain data storage system and
may not be used to manage records and information stored
on other data storage systems in the organization and so
records manager 10 needs to address, control, and update
cach system separately.

Furthermore, as exemplified in FIG. 1, records manager
10 often would need to understand multiple records man-
agement and/or lifecycle management systems and know
how to use them 1n order to manage records and information
for an organization. As the organization continues to create
records, data storage systems and machines employing new
storage architectures and/or technologies may be acquired
and used to store its records and information, adding new

challenges and further pitfalls to records managers.

SUMMARY OF THE DISCLOSURE

Embodiments disclosed herein provide inventive systems,
methods, and computer program products and describe
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inventive techniques and approaches for centralized “in-
place” records management and/or content lifecycle man-
agement.

In some embodiments, an in-place information manage-
ment system may be implemented on one or more computers
at least occasionally commumnicatively connected to dispa-
rate data storage systems over a network. Examples of
disparate data storage systems may include content servers,
enterprise content repositories, file share systems, laptop
computers, mobile devices, and the like. The 1n-place infor-
mation management system may include a management
application, a common data model, and a query interface.

The management application may be built on the common
data model and configured for asynchronous query-based
application of policies on content stored in the disparate data
storage systems. The common data model may be config-
ured based on common architectures of the disparate data
storage systems. The query interface, which may be a part of
integration services according to one embodiment, may be
configured for running a query on a data storage system such
as a content server in response to a search request received
by the management application from a records manager. The
records manager may interact with the management appli-
cation via a user interface running on a client device
communicatively connected to the in-place information
management system.

The queried data storage system may identily a set of
records that match the query and returns identification
information corresponding to the set of records to the query
interface. The query interface may operate to translate the
identification information corresponding to the set of records
into a translated format utilizing the common data model.
The management application may return the i1dentification
information corresponding to the set of records in the
translated format to the records manager.

The management application may be further configured to
allow the records manager to define a policy that 1s effective
across all the content stored in the disparate data storage
systems. Additionally, the management application may be
configured for placing an in-place hold on the set of records.
The 1n-place information management system may support
in-place lifecycle control, in-place records management, or
a combination thereol, over content stored in the disparate
data storage systems. For data storage systems controlled by
the m-place information management system, in-place holds
are supported. For others, lifecycle management 1s sup-
ported. Further, “copy on hold” may also be supported.
Optionally, data can be moved from a lifecycle managed
data storage system to a records managed data storage
system where the data can be certified as meeting RM rules
(referred to as “RM guaranteed”). The in-place information
management system may not have control over these dis-
parate data storage system as they may be independently
owned.

Embodiments can be implemented as hardware, software
programming or some combination. Embodiments can be
implemented as computer instructions stored on any appro-
priate non-transitory computer readable medium known in
the art.

Embodiments disclosed herein can provide many advan-
tages over the conventional art. For example, records do not
need to be moved or pulled mnto a single source; rather,
records can be managed “in place” where they are stored.
Another advantage 1s that embodiments can query metadata
on remotely connected data storage systems, asynchro-
nously and across platforms. For example, an organizational
policy on content lifecycle and records compliance can be
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expressed as a classification of queries over metadata on
target data storage systems. In this way, data can be struc-
tured, organized and applied in a data storage system inde-
pendent of how records managers develop their own clas-
sifications over the data. This has the advantage of applying
organizational policies on records throughout disparate/
independent data storage systems and platforms, while
allowing for independent local records management to
develop and deploy particular needed or desired policies.
Furthermore, embodiments do not require changing code 1n
native applications.

Embodiments disclosed herein can also allow a reduced
or mimmized, more manageable number of nodes to be
classified by records managers. Each node can be associated
with a set of documents on a data storage system. To this
end, embodiments allow for a one-to-many relationship of
one query to many records. This can enable a range of
metadata querying, including specifying a single document
in a query or a set of documents which have certain
characteristics. This allows for flexible expression of policy
and eflective query-based application of policy over all the
records that are owned by an organization and that are stored
in disparate data storage systems. An added benefit 1s that
records managers no longer need to understand multiple
different records management systems and lifecycle man-
agement systems.

These, and other, aspects of the disclosure will be better
appreciated and understood when considered 1n conjunction
with the following description and the accompanying draw-
ings. It should be understood, however, that the following
description, while indicating various embodiments of the
disclosure and numerous specific details thereot, 1s given by
way of illustration and not of limitation. Many substitutions,
modifications, additions and/or rearrangements may be
made within the scope of the disclosure without departing
from the spirit thereof, and the disclosure includes all such
substitutions, modifications, additions and/or rearrange-
ments.

BRIEF DESCRIPTION OF THE DRAWINGS

The drawings accompanying and forming part of this
specification are included to depict certain aspects of the
disclosure. It should be noted that the features 1llustrated 1n
the drawings are not necessarily drawn to scale. A more
complete understanding of the disclosure and the advantages
thereol may be acquired by referring to the following
description, taken in conjunction with the accompanying
drawings 1n which like reference numbers indicate like
features and wherein:

FIG. 1 depicts a diagrammatic representation of a prior art
computing environment in which a records manager oper-
ates;

FIG. 2 depicts a diagrammatic representation of an
example hardware architecture for a data processing system
implementing an embodiment disclosed herein;

FIG. 3 depicts a diagrammatical representation of one
embodiment of an in-place information management sys-
tem;

FIG. 4 depicts a diagrammatic representation of another
embodiment of an in-place information management sys-
tem;

FIGS. 5A and 5B depict diagrammatical representations
of functional blocks of one embodiment of mn-place infor-
mation management system components;
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FIG. 6 depicts a flow diagram illustrating an example
query-based application of policy via asynchronous com-

munications with data storage systems;

FIG. 7 depicts a diagrammatic representation of an
embodiment of an 1n-place mformation management system
having a hold repository;

FIG. 8 depicts a diagrammatic representation of an
example implementation of one embodiment of an in-place
information management system utilizing an integration
layer;

FIG. 9 depicts a diagrammatic representation of an
example 1mplementation where a records manager may
interact with disparate data storage systems via a user
interface of an m-place information management system;

FIG. 10 depicts a tlow diagram 1llustrating an example of
a synchronous process for integrating information across
disparate data storage systems;

FIG. 11 depicts a flow diagram 1llustrating one embodi-
ment of an m-place mformation management method;

FIG. 12 depicts a flow diagram illustrating another
embodiment of an 1n-place information management
method;

FIG. 13 depicts a diagrammatic representation of another
example implementation in which one embodiment of an
in-place information management system 1s connected to
disparate data storage systems via connectors;

FIG. 14 depicts a diagrammatic representation of an
example use of connectors broken down nto four stages;

FIG. 15 depicts a diagrammatic representation of another
example implementation of an in-place information man-
agement system in which a message router 1s used;

FIG. 16 depicts a diagrammatic representation ol one
embodiment of integration services;

FIG. 17 depicts a diagrammatic example of how various
data models can be mapped to a common data model; and

FIG. 18 depicts a diagrammatic representation of an
example of an information integration platform.

DETAILED DESCRIPTION

The invention and the various features and advantageous
details thereotf are explained more fully with reference to the
non-limiting embodiments that are 1llustrated 1n the accom-
panying drawings and detailed 1n the following description.
Descriptions of well-known starting materials, processing
techniques, components and equipment are omitted so as not
to unnecessarily obscure the mvention in detail. It should be
understood, however, that the detailed description and the
specific examples, while indicating some embodiments of
the mnvention, are given by way of illustration only and not
by way of limitation. Various substitutions, modifications,
additions and/or rearrangements within the spirit and/or
scope of the underlying inventive concept will become
apparent to those skilled i the art from this disclosure.
Embodiments discussed herein can be implemented 1n suit-
able computer-executable instructions that may reside on a
computer readable medium (e.g., a hard disk dnive, flash
drive or other memory), hardware circuitry or the like, or
any combination.

Embodiments disclosed herein can be useful for govern-
ing the content of systems owned and/or newly acquired by
an organization. Particularly, an object of the invention 1s to
provide a central place for records managers to define
policies which are eflective across all the data in their
different data storage systems, thereby allowing an organi-
zation to enforce records management as well as lifecycle
management policies across multiple platforms without
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6

interfering (or minimally interfering) with content and/or
system usage. This object can be realized 1n an in-place
information management system configured for centralized
records management and centralized lifecycle management
over records and information stored 1n disparate data storage
systems.

A distinction between “records management (RM)” and
“lifecycle management (LM)” may pertain to the level of
trust one has 1n a data storage system’s ability to comply
with content access and modification restrictions. RM has
governance rules that must be met 1n order to be certified for
compliance. LM may utilize the same policies, same records
maintenance schedules, and same RM/LM definitions,
although no certification of compliance 1s provided or guar-
anteed.

Embodiments of an in-place mformation management
system, method, and computer program product (hereinafter
referred to as the “system™) can be configured to support
both RM and LM 1n a distinctly “in-place” manner as
records and information are not moved or pulled from
locations where they actually reside (and moved or pushed
back to such locations). Additionally, for records that are
owned by an orgamization and that reside in a repository
controlled by the system (which may be implemented on one
or more computers), the records can be RM guaranteed by
the system. If the records reside elsewhere 1n the organiza-
tion, for 1nstance, 1n a proprietary enterprise content reposi-
tory that 1s not under the system’s control, the system can
still orchestrate the records and manage the records “in-
place” for the organization, utilizing the same policies, same
schedules, and same definitions, and can, 1n some embodi-
ments, provide an option to get the records RM guaranteed
by allowing the records to be moved to a hold repository.

This can be usetul should there be a need to place a legal
hold on the records. This feature 1s further described below
in detail.

The system provides a central place for a records manager
of an organization to define policies which are effective
across all the data (including records and information owned
by the organization) in their multiple different data storage
systems. This 1s done through acting on the results of queries
on those different data storage systems, rather than forcing
synchronization ol metadata across those diflerent data
storage systems. Acting on the results of queries can be done
in an asynchronous manner so that the system can loosely
couple with those different data storage systems in their
performance and their availability. This allows the system to
support highly reliable systems as well as less reliable
systems and permits fault tolerance. Furthermore, the system
uses a common data model so that the records manager only
has one data model to understand, despite all the many
disparate data storage systems where the records and infor-
mation may reside.

Belore describing embodiments of the system 1n detail, it
may be helpful to provide an example data processing
system architecture on which the system can be built.

As shown 1n FIG. 2, data processing system 200 may
include one or more central processing units (CPU) or
processors 201 coupled to one or more user mput/output
(I/0) devices 202 and memory devices 203. Examples ol I/O
devices 202 may include, but are not limited to, keyboards,
displays, touch screens, mice, pointing devices, etc.
Examples of memory devices 203 may include, but are not
limited to, magnetic disk drives, optical disk drives, mag-
netic cassettes, tape drives, tlash memory cards, random
access memories (RAMs), read-only memories (ROMs),
smart cards, etc. Data processing system 200 can be coupled
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to display 206, data storage device 207, and various periph-
eral devices (not shown), such as printers, plotters, speakers,
ctc. through I/0 devices 202. Data processing system 200
may also be coupled to external computers or other devices
through network interface 204, wireless transceiver 203, or
other means that 1s coupled to a network such as a local area
network (LAN), wide area network (WAN), or the Internet.

Those skilled 1n the relevant art will appreciate that the
invention can be implemented or practiced with other com-
puter system configurations, including without limitation
multi-processor systems, network devices, mini-computers,
mainframe computers, data processors, and the like. The
invention can be embodied 1 a general purpose computer,
or a special purpose computer or data processor that is
specifically programmed, configured, or constructed to per-
form the functions described 1n detail herein. Instructions
implementing such functions may, for example, be stored or
distributed on one or more non-transitory computer-readable
media, hardware circuitry, or the like, including magnetic
and optically readable and removable computer discs, stored
as firmware 1 chips, as well as distributed electromically
over the Internet or over other networks (including wireless
networks). Example chips may include Electrically Erasable
Programmable Read-Only Memory (EEPROM) chips. Such
instructions may be translatable by one or more server
machines on which the system 1s run. Examples of a
non-transitory computer readable medium are provided
below 1n this disclosure.

Embodiments and aspects of the system will now be
described 1n further details below.

FIG. 3 depicts a diagrammatical representation of a high
level architecture of one embodiment of an 1n-place infor-
mation management system (e.g., system 350) configured
for centralized records management and centralized life-
cycle management of content (e.g., records, documents,
files, objects, 1tems, etc., which may be referred to herein-
alter as “records” for the sake of brevity) stored in multiple
disparate data storage systems (e.g., data storage systems
380) communicatively connected to system 350. Data stor-
age systems 380 may reside at physical locations that are
remote to system 350 and may be separately connected to
system 350 via network connections. Records manager 310
may utilize system 350 to define a policy applicable to a set
of records residing 1 one of data storage systems 380
without having to move the set of records.

Embodiments of the system disclosed herein can function
over native applications (third party products). For example,
in some embodiments, system 350 may be implemented as
an extension to proprietary records management system 330,
allowing proprietary records management system 330 to
retain control over data storage systems 380a-b while still
providing records manager 310 a centralized place and tools
to perform lifecycle management over content stored 1n data
storage systems 380a-b.

Embodiments of the system disclosed herein can support
both a records manager’s current way of working with the
content 1n their products and their organization’s interest in
controlling disposition and access, providing transparency
into and control over the content. The system can reach out,
asynchronously, to all of the content 1n the enterprise and be
the one place to set and apply policies on content lifecycle
and records compliance.

FIG. 4 depicts a diagrammatic representation of another
embodiment of an 1n-place information management sys-
tem. In this example, system 450 may be implemented on a
server computer communicatively connected to multiple
disparate data storage systems 480 over a network. System
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450 may include management application 452, common
data model 454, and query interface 456.

Management application 452 may be configured for asyn-
chronous query-based application of policies on content
stored 1n disparate data storage systems 480. Management
application 452 may be built on common data model 454. In
one embodiment, management application 452 can be an
extension ol an existing records management application
(e.g., proprietary records management system 330 shown 1n
FIG. 3) such that management application 452 does not
compete with the existing records management application,
but rather augments 1t.

In one embodiment, system 450 can query remote data
storage systems 480 such as a content server or enterprise
content repository, rather than synchronizing metadata with
those systems. To this end, query interface 456 may be
configured for dynamically translating query languages and
command structures utilizing common data model 454.

Common data model 454 may be configured based on
common architectures of disparate data storage systems 480.
An example of a suitable common data model i1s further
described below. In some embodiments, system 450 may
support a set of data models.

Common data model 454 can provide a records manager
with the ability to map one policy to many records stored at
one or more data storage systems. For example, the records
manager may use the management application to define (via
criteria and/or metadata) a set of records that are to be
treated similarly according to an RM policy. The records
manager can query a data storage system to 1dentify the set
of records (using the criteria and/or metadata thus defined)
and associate the set of records with an RM classification
that complies with the RM policy, thereby mapping the RM
policy to the set of records. System components that enable
these abilities are described below with reference to FIGS.
5A and SB. Specifically, FIGS. 5A and 3B depict diagram-
matical representations of functional blocks of one embodi-
ment of in-place information management system compo-
nents.

As 1illustrated 1n FIG. SA, 1n response to a search request
from a records manager using RM application 552 (which
may be one embodiment of application 452 described
above), RM application 552 may send query 353 i a
common data model format (on top of which RM applica-
tion 552 1s built) to query interface 556. Query interface 556
(which may be one embodiment of query interface 456
described above) may be configured to translate or otherwise
interpret query 533 into a request 1 an appropriate (trans-
lated) format for data storage system 380 so that data storage
system 380 can process the request accordingly and 1dentily
records 590 as matching criteria and/or metadata in query
553. In one embodiment, data storage system 580 may
include a remote query interface configured to receive such
a request from query interface 556 and return, in the
example of FIG. SA, identification information (e.g., record
identifiers) corresponding to records 590. Based on such
identification information and criteria and/or metadata 1n
query 553, records 390 can be represented in proxy node
583, as shown 1n FIG. 5B.

The records manager can associate records 390 (repre-
sented 1n proxy node 583) with event classification 555 that
complies with a particular RM policy, thereby mapping the
RM policy to records 390. In some embodiments, the system
can support both manual classification of sets of documents,
and external automatic classification of documents, utilizing
software tools configured to assist in classitying large num-
bers of documents.



US 9,798,737 B2

9

According to their RM policy, records 590 are to be
treated similarly. As a specific example, in one embodiment,
this can be accomplished by associating records 590 with
schedule 557 (e.g., a Record Series Identifier (RSI) sched-
ule) that defines a lifecycle of records 590. In one embodi-
ment, the above-described features can be provided to the
records manager via application service 358 associated with
application 552.

In one embodiment, mapping a policy to a set of records
can occur dynamically. In one embodiment, the mapping can
occur asynchronously, regardless of whether the system 1s
communicatively connected to the data storage system. That
1s, the system can implement asynchronous communications
with data storage systems. This asynchronous feature,
referred to hereinafter as asynchronous messaging, provides
the system with the ability to perform records management
for occasionally connected computers/systems, extending
control to these systems. Examples of such occasionally
connected systems may include, but are not limited to,
laptop computers and mobile devices.

Accordingly, when a query 1s made to a data storage
system, the system might not be communicatively connected
to that data storage system (e.g., the data storage system may
be off-line). In one embodiment, the system may hold the
query and wait for the data storage system to be back on-line
before processing the query.

Accordingly, the system can be configured to allow an
initial search for records to be performed asynchronously. In
some embodiments, an approval can be required to 1mple-
ment a policy. In such cases, the system can be configured
to implement policies and actions asynchronously after the
approval process. Thus, 1n some embodiments, the system
can be configured to allow an 1nitial search to be performed
asynchronously. A set of records from such a search can then
be represented 1n the system as a proxy node. Policies and
actions can be implemented asynchronously utilizing the
proxy node aiter an approval process.

FIG. 6 depicts a flow diagram illustrating an example
query-based application of policy via asynchronous com-
munications with data storage systems.

In this example, a set of records queried from data storage
systems 680 may be represented by proxy node 653 and
associated with event classification 655. Through the asso-
ciation with event classification 655, the set of records can
be associated with schedule 657 which defines the lifecycle
of the set of records.

To manage the lifecycle of the set of records represented
by proxy node 653 according to schedule 657, disposition
search 639 can be created by a records manager using
application service 658 (which may be one embodiment of
application service 558 described above). In one embodi-
ment, the above-described actions can leverage the func-
tionality of an existing RM application (e.g., proprietary
records management 330 shown 1n FIG. 3).

In one embodiment, a disposition search can be done by
using a proxy node that has a one-to-many relationship with
multiple data storage systems. As described above, a proxy
node may represent to the system a set of records for
management. Accordingly, a disposition search may include
locating a proxy node (e.g., an RM or LM proxy node) based
on an event classification (e.g., an RM classification) and/or
categories and attributes and locating a set of records by
executing a query on the data storage system. The above-
described asynchronous messaging (e.g., asynchronous
messaging 606) can allow the disposition search to continue
even 1f the data storage system 1s or becomes slow. In the
example of FIG. 6, the functionality of a query interface
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described above (e.g., query interface 556 shown in FIG. 5)
1s embodied 1n integration services 660.

As one skilled 1n the art can appreciate, there can be many
types of disposition actions. Example disposition actions
may include deleting a record or a set of records, changing
permissions on a record or a set of records, putting a record
or a set of records on hold, and so on.

How record(s) can be held and where may depend on
whether the system has control over data storage system(s)
where the record(s) 1s/are stored. Some data storage systems
may be controlled by the system. For those, the system
supports 1n-place holds (holding the record(s) in their place
without moving them to another location). For example, the
system may hold litigation documents and prevent them
from being destroyed for any reason until the associated
litigation 1s finished, thereby holding those litigation docu-
ments “in-place” where they reside.

For other data storage systems that are not thus controlled
(e.g., data storage systems 380a-b6 shown in FIG. 3 are
controlled by proprietary records management system 330),
the system may not guarantee in-place holds, but can nev-
ertheless provide lifecycle management over content stored
in such data storage systems. In one embodiment, these two
classes of data storage systems (those controlled by the
system and those that are not) may be referred to as “records
managed data storage systems” and “lifecycle managed data
storage systems,” respectively.

Reterring to FIG. 7, for data storage systems which do not
support in-place holds, the system may hold content (e.g., a
record from data storage systems 780) by copying mnto a
hold repository (e.g., hold repository 790 shown 1n FIG. 7).
This process (which may be performed by application
service 738 utilizing asynchronous messaging 706 and inte-
gration services 760) may be referred to as “copy on hold”.
Application service 758 may be one embodiment of appli-
cation service 638 described above. Asynchronous messag-
ing 706 may be one embodiment of asynchronous messag-
ing 606 described above. Integration services 760 may be
one embodiment of integration services 660 described
above.

In one embodiment, the system may perform “copy on
hold” by copying a document into a hold repository to
guarantee that the document will not be deleted until the
hold 1s released. In this case, the hold repository can serve
as a content server with RM. To this end, the ability for the
system to perform “copy on hold” essentially provides the
reuse of a certified RM platform.

Those skilled in the art will appreciate that embodiments
of the system described above can be implemented 1n
various ways. Several examples will now be described.

FIG. 8 depicts a diagrammatic representation of an
example implementation where system 850 having applica-
tion 852, application service 858, and hold repository 890
communicates with data storage systems 880 via integration
layer 866. In this example, integration layer 866 includes
asynchronous messaging 806 and integration services 860.
Application 852 may be one embodiment of application 552
described above. Application service 838 may be one
embodiment of application service 658 described above.
Hold repository 890 may be one embodiment of hold
repository 790 described above. Asynchronous messaging
806 may be one embodiment of asynchronous messaging
606 described above. Integration services 860 may be one
embodiment of integration services 660 described above.

FIG. 9 depicts a diagrammatic representation of an
example implementation where the system 1s connected to
data storage system 980 having connector system 950. Data
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storage system 980 may represent an independent data
storage system 1n which the code cannot be modified, either
by necessity or choice. In this case, a records manager (e.g.,
records manager 910) may determine a class of records per
corporate policy on content lifecycle and records compli-
ance (e.g., policy 920). The records manager may utilize a
user mterface (e.g., structure explorer 940) to define a query
for finding a set of records in the class. Since structure
explorer 940 uses connector system 930 to explore data
storage system 980, structure explorer 940 knows the con-
nector universal resource locator (URL) to use when making,
a local call to associate the connector URL to a proxy node
(e.g., proxy node 953). Those skilled 1n the art can appre-
ciate programming techniques necessary to make such an
association. The records manager may associate the query
defining the set of records with the proxy node and manage
the set of records defined by the query by applying RM
fileplan and logic (e.g., logic 930) to the proxy node which
uses the conmector URL to manage the set of records
“imn-place.” In this case, a non-limiting example of a query
may include parameters such as “User,” “Connector Iden-
tifier” or “Connector URL” 1dentifying where the query 1s
golng, a content management interoperability services
(CMIS) query (explained below), and a reply queue 1denti-
tying where the result will go.

It should be note that integrating information across such
disparate data storage systems can be a synchronous process
separate from querying them, which 1s an asynchronous
process according to embodiments disclosed herein. An
example of a synchronous information integration process 1s
depicted 1n a flow diagram of FIG. 10.

Referring to FIG. 10, at a high level, process 1000 may
include crawling various data storage systems to get data for
indexing (step 1001), indexing the data thus obtained to
build a searchable index (step 1003), and providing indexed,
searchable data to a search system (step 1005). This process
1s Turther described below with reference to FIGS. 16-18. As
a non-limiting example, such a search system may reside at
integration layer 866 shown in FIG. 8.

FIG. 11 depicts a flow diagram illustrating one embodi-
ment of an 1n-place information management method. After
data residing 1n disparate data storage systems are searched,
the system may search a data storage system using a query
defined by a records manager as described above (step
1101). For example, the records manager may define that all
items {rom a source (e.g., a content repository) which match
a particular classification and have a particular modification
date should be archived. As another example, the records
manager may define deletion of all items that have a
particular classification and are of a particular type of policy
that are from a specific source and have a specific modifi-
cation date. As part of a review or approval process on a set
of records 1dentified by the data storage system as matching
the query, the system may authorize certain users and may
provide authorized users with access to the set of records so
that they can assess and determine what to do with the set of
records (step 1103). These users may interact with the
system and provide a result set containing record
identifier(s) (step 1103). The system may take action on the
result set 1n accordance with a policy and/or some business
process (step 1107).

FIG. 12 depicts a flow diagram illustrating another
embodiment of an 1n-place information management
method. In this case, an indexer may crawl across disparate
data storage systems 1280 via CMIS and authorization
integration services 1260 (step 1201). Data crawled from
data storage systems 1280 (step 1203) may be fed to an
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indexing pipeline (step 1205). The indexing pipeline may
index the crawled data and provide searchable data to a
search system (step 1211).

Subsequently, application 1252 may communicate a
query to the search system (step 1221). The search system
may utilize CMIS and authorization integration services
1260 to run the query and authorize users to review records
thus 1dentified (step 1223). The search system may return the
search results to application 1252 (step 1225) which, 1n turn,

may communicate the search results identifying the records
to the authorized users and interact with the authorized users
to receive a results set containing record identifiers (step
1231). Application 1252 may communicate the result set
back to the indexer (step 1241) and cause appropriate action
to be taken on records identified 1n the result set via CMIS

and authorization integration services 1260 (step 1243).

FIG. 13 depicts a diagrammatic representation of another
example implementation where system 1350 1s connected to
disparate data storage systems (e.g., data storage system
1380) via connectors 1370. Proxy node 1353, event classi-
fication 1355, schedule 1357, and disposition search 1359
may be the same or similar to proxy node 583, event
classification 555, schedule 557, and disposition search 659
described above. Document node 1390 may represent 1n a
hold repository of system 1350 “copy on hold” record 1318.
Record 1318 may be in subset 1316 of records 1identified by
disposition search 13359. Subset 1316 may represent a subset
of set 1312 which includes all the records identified by
disposition search 1359. Set 1312 includes all the records
associated with proxy node 1353 (e.g., belonging to the
same RM class). Finally, set 1312 may represent a subset of
set 1310 which includes all the records 1n data storage
system 1380.

As to connectors 1370, their use can be broken down into
four stages depicted in FIG. 14. It can be seen that the
“search” and “action” steps are asynchronous. Certain char-
acteristics of these communication steps will now be
described.

The search and action steps are asynchronous to support
occasionally connected devices. In contrast, the “explore”
and “review” steps are done interactively, and so a synchro-
nous model can be the easiest to implement for those steps.
The system supports both synchronous and asynchronous
calling models. Specifically, the system can send messages
to each specific connector, and they will individually
respond to the system.

Occasionally connected devices require durable mes-
sages. Durable messages are also required to 1solate the
system from potentially fragile remote systems. If messages
are allowed to timeout, then an appropriate error message 1s
sent to the system.

Although the system may be used for informal retention
scheduling, 1ts primary value 1s 1n compliance to informa-
tion governance regulations. For In-Place RM this means
that the system takes every reasonable eflort to ensure that
the messages are delivered.

Actions taken on a data storage system are performed as
a named user on the data storage system. This requires
authentication as the user on the data storage system. In
some embodiments, the system may be hosted or imple-
mented on a content server. In such embodiments, the
content server can be the only authenticated system capable
of sending messages through the asynchronous communi-
cation channel. To this end, some form of service authenti-
cation can be used. Further, the communication between the
content server and the asynchronous communication chan-
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nel can be encrypted using secured socket layer (SSL) or
transport layer security (TLS).

In some cases, the asynchronous messaging may be
decoupled from the system and the individual connectors
through the use of a message gateway or router. One
example of such an implementation i1s depicted in FIG. 15.

FIG. 15 depicts a diagrammatic representation of another
example implementation in which a message router 1s used
to decouple RM application requests from the implementa-
tion details 1n the message router. The message router
provides guaranteed message delivery and routes the mes-
sages to appropriate connectors. The connectors provide
asynchronous request-reply as describe above. The CMIS
quester interfaces provide synchronous data-model transla-
tion. As those skilled 1n the art can appreciate, these com-
ponents can spread across processes diflerently depending
upon 1mplementation.

At this point, 1t may be helpiul to discuss CMIS 1n further
detail. CMIS refers to an open standard known as Content
Management Interoperability Services. CMIS defines an
abstraction layer that allows different content management
systems to inter-operate over the Internet using web proto-
cols. Specifically, CMIS includes a set of services for adding
and retrieving documents and provides a common data
model covering typed files and folders with generic prop-
erties that can be set or read. This common data model can
be based on common architectures of the backend systems.
Consequently, CMIS does not define how a backend system
can be mapped to the common data model. However, these
backend systems may have different expressions of the
common data model in which key-value pairs in the com-
mon data model may be exposed differently from system to
system.

As described above, embodiments may utilize one or
more common data models (which can be implemented via
an extension of an existing RM application) to communicate
between the system’s query interface and a remote query
interface of a data storage system. Advantageously, this can
clearly delineate the responsibility of mapping a query to
one or more records stored at one or more data storage
systems. Each of such data storage systems can define what
it means by a “record date”. A records manager need not
know how to format queries 1n order to request records from
various data storage systems. The records manager only
needs to use one tool (e.g., an existing RM application
implemented with an In-Place RM extension) to manage
records stored 1n the various data storage systems. Further-
more, the records manager does not need to know or be
concerned with whether a data storage system 1s currently
connected and/or communicating with the system’s query
interface.

Rather, an integration layer or integration services may
provide the system with synchronous access to disparate
data storage systems. One example of such integration
services 1s depicted i FIG. 16. In one embodiment, inte-
gration services 1660 may include authentication servlet
filter 1661, CMIS gateway 1663, authorization service 1665,
credential storage 1667, credential store 1669, and connec-
tors 1670. Those skilled in the art will recognize that
integration services 1660 may be implemented in various
ways. For example, one or more components of integration
services 1660 shown i FIG. 16 may be optional. Further-
more, 1n some embodiments, integration services 1660 may
include one or more components not explicitly shown 1n
FIG. 16.

Authentication servlet filter 1661 can be implemented 1n
various ways. For example, 1n one embodiment, authenti-
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cation servlet filter 1661 may implement a single sign-on
(SSO) solution. Other access control solutions such as
layering Hypertext Transier Protocol Secure (HTTPS) on
top of the SSL/TLS protocol may also be possible. In one
embodiment, authentication may be optional.

Suppose a user 1s authenticated by authentication servlet
filter 1661, authorization service 1665 may operate to deter-
mine 1f the user already has a session on a data storage
system. This may happen 1if, for instance, the user already
has a session with the data storage system without going
through the system. If the user already has a session on the
data storage system, integration services 1660 may be pro-
vided with a session identifier (ID) which 1s then stored in
credential storage 1667. If the user does not have a session
on the data storage system, authorization service 1665 may
operate to check credential store 1669 and, if the user is
permitted to access the data storage system per information
stored 1n credential store 1669, cause CMIS gateway 1663
to open a session on the data storage system. In this way,
CMIS gateway 1663 may decouple the common data model
of CMIS from disparate data storage systems at the back end
while allowing frontend applications which utilize the CMIS
to access content stored in the disparate data storage sys-
tems.

FIG. 17 depicts a diagrammatic example of how various
data models can be mapped to a common data model.
Reterring back to FIG. 16, to communicate with a particular
data storage system, CMIS gateway 1663 may call one of
connectors 1670 configured for or otherwise adapted to the
particular data storage system. Each of connectors 1670 may
be configured for or otherwise adapted to a data storage
system. CMIS gateway 1663 may maintain a CMIS data
model defined 1n the CMIS standard. Connectors 1670 can
be configured to map metadata from data storage systems to
CMIS conventions.

In some embodiments, integration services 1660 may be
configured to provide a two-way translation of a repository
data model to the CMIS data model. In some embodiments,
this two-way translation can be characterized by: 1) reposi-
tory objects are unambiguously translated into instances of
CMIS types; and 2) instantiation of CMIS types result 1n
unambiguous instantiation of repository objects.

Each connector may be configured with several Java
classes, including a type manager class, for interfacing a
specific backend system and mapping the data model used
by the specific backend system to the common data model
used by the CMIS. Some key/value pairs may originate from
additional analysis and may not map to istances of data 1n
the CMIS Model. In some embodiments, the data exposed
by the CMIS data model may not fully cover the types of
data held 1n a given data storage system. In some embodi-
ments, the data exposed by the CMIS data model may cover
a set of data types sutlicient for mapping data held 1n a given
data storage system.

In some embodiments, semantically equivalent keys are
mapped to the same key name. For example, suppose the
CMIS data model employs a key “author” and the data
models for various data storage systems employ different
attributes or metadata fields such as “author,” “author
name,” “author name,” “AuthorName,” “Name_Author,”
etc. These semantically equivalent keys may all be mapped
to “author” and indexed accordingly. Likewise, the CMIS
based connectors may map ‘“author,” “author name,”
“author name.,” “AuthorName,” “Name_ Author,” etc. to
their semantically equivalent key “author” when searching
the various data storage systems. Accordingly, when a
search 1s performed to look for documents by a certain
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author named “John Smith,” all documents authored by
“John Smith” 1n the data storage systems may be found,
even though diflerent data storage systems may associate
this name value “John Smith” with the documents using
different attributes or metadata fields.

Example keys of a common data model may include, but
are not restricted, to:

DocumentI])

Name

Description

lype

Subject

Authors

Created

Modified

CreatedBy

OwnedBy

File'Type

MimeType

S1ze

VersionMajor

VersionMinor

VersionLabel

NumberVersions

FileName

In this way, semantically equivalent keys from disparate
data storage systems can be mapped to the same key used by
the common data model. Aspects of this feature will be
turther described below with reference to FIG. 18.

In the example of FIG. 18, integration services 1860 may
include components the same as or similar to those
described above with regard to integration services 1660. In
this example, information integration platform 1800 may
include search system 1810, ingestion pipeline 1874, and
integration center 1870 having indexer 1876 and connectors
1878. In this disclosure, indexer 1876 may be a type of a
crawler. As 1s known to those skilled in the art, a crawler or
an mdexer 1s a computer program configured for information
retrieval. Notice in this case, indexer 1876 may utilize
connectors 1878. In some embodiments, connectors 1878
can be the same as, similar to, or different from connectors
1670 described above. For example, 1n one embodiment,
cach indexer connector may be particularly configured for a
specific backend system such that data mined from the
specific backend system can be mapped to the CMIS con-
ventions. In one embodiment, connectors 1878 can be
implemented using drivers. Other i1mplementations of
indexer 1876 may also be possible.

Ingestion pipeline 1874 may process data retrieved by
indexer 1876 through a tlow mvolving several components
such as a document extractor, a path processor, a field
mapper, a file type normalizer, a detagger, a summarizer, and
a cleaner 1n order to extract data that can be used to build a
unified index.

Ingestion pipeline 1874 may feed the crawled data to
search system 1810 to build index 1815 which i1s used by
search engine 1813. In one embodiment, search engine 1813
may support faceted search. Faceted search refers to a
technique for accessing organized information, combimng
text search with navigational search using a hierarchy struc-
ture. For example, information stored 1n a repository may be
augmented with facets corresponding to properties of data
clements such as author, descriptor, format, language, etc.

After 1nstallation of mtegration services 1860 and as soon
as search system 1810 begins to build index 1815, applica-
tion 1852 may, through integrated services 1860, have
access to some 1ndexed data. This allows application 1852 to
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search and synchronize access to data storage systems 1880
even before index 1815 1s completely built.

On an ongoing basis, mntegration center 1870 may be used
to synchronize with data storage systems 1880 and keep
index 1815 up-to-date. At this point, application 1852 1is
tully configured. For example, a user may now perform a
faceted search utilizing application 1852.

A facetted search module may provide a search applica-
tion programming interface (API) and a search interface
configured to allow a user to enter search text into a text box.
As an example, application 1852 may run an instance of a
search interface on a client device associated with the user.
The user mput text 1s communicated to search system 1810
via search API 1811. Search engine 1813 may determine 1
the user has suflicient privilege to perform the desired
search, parse the user mput text to extract entities (or 1items
of information) of interest, search index 1815 to {ind
matches, and return the search results to search API 1811. In
one embodiment, these tasks may be performed by security
query parser 1802 and authorization post filter 1804. Other
implementations of search engine 1813 may also be pos-
sible.

Search API 1811 may, in turn, present the search result to
the user via the search interface running in application 1852.
IT application 1852 is hosted on content server 1820, authen-
tication may be needed. The search interface may present the
organized search results. For example, the search results
may be shown 1n facets or categories. Each of the categories
may be shown with a number of hits (counts). The user can
refine the search results by browsing or navigating down a
path that begins with one of the categories. Each time a facet
1s selected, a new search query 1s automatically generated
and passed down through the search interface and search
API 1811 to search engine 1813 to begin a new, narrower
search. The new search results are returned and presented to
the user 1n a similar manner. This process can be repeated
until the user enters a new search query, ends the session,
closes application 1852, or otherwise terminates the process.

Although the invention has been described with respect to
specific embodiments thereof, these embodiments are
merely 1llustrative, and not restrictive of the mmvention. The
description herein of 1illustrated embodiments of the inven-
tion, including the description 1n the Abstract and Summary,
1s not 1intended to be exhaustive or to limit the invention to
the precise forms disclosed herein (and in particular, the
inclusion of any particular embodiment, feature or function
within the Abstract or Summary 1s not intended to limit the
scope of the invention to such embodiment, feature or
function). Rather, the description 1s itended to describe
illustrative embodiments, features and functions in order to
provide a person ol ordinary skill in the art context to
understand the invention without limiting the mvention to
any particularly described embodiment, feature or function,
including any such embodiment feature or function
described in the Abstract or Summary. While specific
embodiments of, and examples for, the invention are
described herein for illustrative purposes only, various
equivalent modifications are possible within the spirit and
scope of the mvention, as those skilled 1n the relevant art will
recognize and appreciate. As indicated, these modifications
may be made to the mvention in light of the foregoing
description of illustrated embodiments of the invention and
are to be included within the spirit and scope of the 1inven-
tion. Thus, while the invention has been described herein
with reference to particular embodiments thereof, a latitude
of modification, various changes and substitutions are
intended in the foregoing disclosures, and 1t will be appre-
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ciated that in some 1nstances some features of embodiments
of the invention will be employed without a corresponding
use of other features without departing from the scope and
spirit of the invention as set forth. Therefore, many modi-
fications may be made to adapt a particular situation or
material to the essential scope and spirit of the mvention.

Reference throughout this specification to “one embodi-
ment”, “an embodiment”, or “a specific embodiment” or
similar terminology means that a particular feature, struc-
ture, or characteristic described in connection with the
embodiment 1s included 1n at least one embodiment and may
not necessarily be present 1n all embodiments. Thus, respec-
tive appearances of the phrases “in one embodiment™, “in an
embodiment”, or “in a specific embodiment” or similar
terminology in various places throughout this specification
are not necessarily referring to the same embodiment. Fur-
thermore, the particular features, structures, or characteris-
tics of any particular embodiment may be combined 1n any
suitable manner with one or more other embodiments. It 1s
to be understood that other variations and modifications of
the embodiments described and 1llustrated herein are pos-
sible in light of the teachings herein and are to be considered
as part of the spirit and scope of the 1invention.

In the description herein, numerous specific details are
provided, such as examples of components and/or methods,
to provide a thorough understanding of embodiments of the
invention. One skilled 1n the relevant art will recognize,
however, that an embodiment may be able to be practiced
without one or more of the specific details, or with other
apparatus, systems, assemblies, methods, components,
materials, parts, and/or the like. In other instances, well-
known structures, components, systems, materials, or opera-
tions are not specifically shown or described 1n detail to
avoild obscuring aspects of embodiments of the mmvention.
While the invention may be illustrated by using a particular
embodiment, this 1s not and does not limit the invention to
any particular embodiment and a person of ordinary skill 1n
the art will recognize that additional embodiments are
readily understandable and are a part of this mvention.

Embodiments discussed herein can be implemented 1n a
computer communicatively coupled to a network (for
example, the Internet), another computer, or 1n a standalone
computer. As 1s known to those skilled 1n the art, a suitable
computer can include a central processing unit (“CPU”), at
least one read-only memory (“ROM?”), at least one random
access memory (“RAM?”), at least one hard drive (“HD”),
and one or more input/output (“I/O) device(s). The 1/O
devices can include a keyboard, monitor, printer, electronic
pointing device (for example, mouse, trackball, stylus, touch
pad, etc.), or the like.

ROM, RAM, and HD are computer memories for storing,
computer-executable instructions executable by the CPU or
capable of being compiled or interpreted to be executable by
the CPU. Suitable computer-executable instructions may
reside on a computer readable medium (e.g., ROM, RAM,
and/or HD), hardware circuitry or the like, or any combi-
nation thereof. Within this disclosure, the term “computer
readable medium™ 1s not limited to ROM, RAM, and HD
and can include any type of data storage medium that can be
read by a processor. For example, a computer-readable
medium may refer to a data cartridge, a data backup mag-
netic tape, a floppy diskette, a tlash memory drive, an optical
data storage drive, a CD-ROM, ROM, RAM, HD, or the
like. The processes described herein may be implemented 1n
suitable computer-executable instructions that may reside on
a computer readable medium (for example, a disk, CD-
ROM, a memory, etc.). Alternatively, the computer-execut-
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able mstructions may be stored as soltware code compo-
nents on a direct access storage device array, magnetic tape,
floppy diskette, optical storage device, or other appropriate
computer-readable medium or storage device.

Any suitable programming language can be used, indi-
vidually or in conjunction with another programming lan-
guage, to implement the routines, methods or programs of
embodiments of the invention described herein, including C,
C++, Java, JavaScript, HTML, or any other programming or
scripting language, etc. Other software/hardware/network
architectures may be used. For example, the functions of the
disclosed embodiments may be implemented on one com-
puter or shared/distributed among two or more computers in
or across a network. Communications between computers
implementing embodiments can be accomplished using any
clectronic, optical, radio frequency signals, or other suitable
methods and tools of communication 1n compliance with
known network protocols.

Different programming techniques can be employed such
as procedural or object oriented. Any particular routine can
execute on a single computer processing device or multiple
computer processing devices, a single computer processor or
multiple computer processors. Data may be stored 1n a single
storage medium or distributed through multiple storage
mediums, and may reside 1n a single database or multiple
databases (or other data storage techniques). Although the
steps, operations, or computations may be presented 1n a
specific order, this order may be changed in different
embodiments. In some embodiments, to the extent multiple
steps are shown as sequential 1n this specification, some
combination of such steps in alternative embodiments may
be performed at the same time. The sequence of operations
described herein can be mterrupted, suspended, or otherwise
controlled by another process, such as an operating system,
kernel, etc. The routines can operate 1n an operating system
environment or as stand-alone routines. Functions, routines,
methods, steps and operations described heremn can be
performed in hardware, software, firmware or any combi-
nation thereof.

Embodiments described herein can be implemented in the
form of control logic in software or hardware or a combi-
nation of both. The control logic may be stored in an
information storage medium, such as a computer-readable
medium, as a plurality of instructions adapted to direct an
information processing device to perform a set of steps
disclosed 1n the various embodiments. Based on the disclo-
sure and teachings provided herein, a person of ordinary
skill 1n the art will appreciate other ways and/or methods to
implement the invention.

It 1s also within the spirit and scope of the mvention to
implement 1n software programming or code an of the steps,
operations, methods, routines or portions thereof described
herein, where such software programming or code can be
stored 1n a computer-readable medium and can be operated
on by a processor to permit a computer to perform any of the
steps, operations, methods, routines or portions thereof
described herein. The invention may be implemented by
using software programming or code 1n one or more general
purpose digital computers, by using application specific
integrated circuits, programmable logic devices, field pro-
grammable gate arrays, optical, chemical, biological, quan-
tum or nanoengineered systems, components and mecha-
nisms may be used. In general, the functions of the invention
can be achieved by any means as 1s known 1n the art. For
example, distributed, or networked systems, components
and circuits can be used. In another example, communica-
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tion or transfer (or otherwise moving from one place to
another) of data may be wired, wireless, or by any other
means.

A “computer-readable medium” may be any medium that
can contain, store, communicate, propagate, or transport the
program for use by or in connection with the instruction
execution system, apparatus, system or device. The com-
puter readable medium can be, by way of example only but
not by limitation, an electronic, magnetic, optical, electro-
magnetic, inirared, or semiconductor system, apparatus,
system, device, propagation medium, or computer memory.
Such computer-readable medium shall generally be machine
readable and include software programming or code that can
be human readable (e.g., source code) or machine readable
(e.g., object code). Examples of non-transitory computer-
readable media can include random access memories, read-
only memories, hard drives, data cartridges, magnetic tapes,
floppy diskettes, flash memory drives, optical data storage
devices, compact-disc read-only memories, and other appro-
priate computer memories and data storage devices. In an
illustrative embodiment, some or all of the software com-
ponents may reside on a single server computer or on any
combination of separate server computers. As one skilled 1n
the art can appreciate, a computer program product imple-
menting an embodiment disclosed herein may comprise one
or more non-transitory computer readable media storing
computer mstructions translatable by one or more processors
In a computing environment.

A “processor’” includes any, hardware system, mechanism

or component that processes data, signals or other informa-
tion. A processor can include a system with a general-
purpose central processing unit, multiple processing units,
dedicated circuitry for achieving functionality, or other
systems. Processing need not be limited to a geographic
location, or have temporal limitations. For example, a pro-
cessor can perform its functions 1 “real-time,” “offline,” 1n
a “batch mode,” etc. Portions of processing can be per-
formed at different times and at different locations, by
different (or the same) processing systems.
It will also be appreciated that one or more of the elements
depicted 1n the drawings/figures can also be implemented 1n
a more separated or integrated manner, or even removed or
rendered as inoperable in certain cases, as 1s useful in
accordance with a particular application. Additionally, any
signal arrows 1n the drawings/figures should be considered
only as exemplary, and not limiting, unless otherwise spe-
cifically noted.

As used herein, the terms “comprises,” “comprising,”
“includes,” “including,” “has,” “having,” or any other varia-
tion thereof, are intended to cover a non-exclusive inclusion.
For example, a process, product, article, or apparatus that
comprises a list of elements 1s not necessarily limited only
those elements but may include other elements not expressly
listed or inherent to such process, article, or apparatus.

Furthermore, the term “or” as used herein 1s generally
intended to mean “and/or” unless otherwise indicated. For
example, a condition A or B 1s satisfied by any one of the
following: A 1s true (or present) and B 1s false (or not
present), A 1s false (or not present) and B 1s true (or present),
and both A and B are true (or present). As used herein,
including the claims that follow, a term preceded by “a” or
“an” (and “the” when antecedent basis 1s “a” or “an”
includes both singular and plural of such term, unless clearly
indicated within the claim otherwise (1.e., that the reference
“a” or “an” clearly indicates only the singular or only the
plural). Also, as used in the description herein and through-

out the claims that follow, the meamng of “in” includes “in”
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and “on” unless the context clearly dictates otherwise. The
scope of the present disclosure should be determined by the
following claims and their legal equivalents

What 15 claimed 1s:

1. A system, comprising;

a server computer connected to disparate data storage
systems over a network;

a management application running on the server computer
and configured for asynchronous query-based applica-
tion of policies on content stored in the disparate data
storage systems;:

a common data model utilized by the management appli-
cation running on the server computer, the common
data model configured based on common architectures
of the disparate data storage systems including at least
one content server; and

a query interface executing on the server computer and
configured for dynamically translating query languages
and command structures utilizing the common data
model, the query interface generating a query on the
content server in response to a search request received
by the management application via a user interface
running on a client device, the search request from a
records manager having access to the management
application running on the server computer,

wherein the management application running on the
server computer communicates a query i a common
data model format to the query interface executing on
the server computer,

wherein the query interface executing on the server com-
puter translates the query in the common data model
format 1nto a query in a translated format for a content
Server,

wherein the content server identifies a set of records that
match the query and returns, over the network, identi-
fication information corresponding to the set of records
to the query 1nterface executing on the server computer,

wherein the query interface executing on the server com-
puter 1s further configured for translating the i1dentifi-
cation information corresponding to the set of records
into a translated format utilizing the common data
model, the i1dentification information 1n the translated
format communicated to the management application
running on the server computer, and

wherein the management application running on the
server computer 1s further configured for returning the
identification information corresponding to the set of
records to the records manager via the user interface
running on the client device.

2. The system of claam 1, wherein the management
application comprises a user interface which enables the
records manager to define at least one policy that 1s effective
across all the content stored in the disparate data storage
systems.

3. The system of claim 2, wherein the at least one policy
ellective across all the content does not interfere with at least
one local records management policy specific to one of the
disparate data storage systems, the local records manage-
ment policy defined using an application other than the
management application.

4. The system of claam 1, wherein the management
application 1s further configured for lifecycle control, in-
place records management, or a combination thereof, over
the content stored in the disparate data storage systems.

5. The system of claam 1, wherein the management
application 1s further configured for placing an in-place hold
on the set of records.
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6. The system of claim 1, further comprising a controlled
repository communicatively connected to the server com-
puter, wherein the management application 1s further con-
figured for moving data from any of the disparate data
storage systems to the controlled repository.

7. The system of claim 1, further comprising a controlled
repository communicatively connected to the server com-
puter, wherein the management application 1s further con-
figured for certifiable records management over records
stored 1n the controlled repository.

8. The system of claim 1, further comprising a hold
repository communicatively connected to the server com-
puter, wherein the content server does not support in-place
holds, and wherein the management application 1s further
configured for copying the set of records into the hold
repository in accordance with a policy set by the records
manager.

9. The system of claim 1, wherein the server computer and
at least one of the disparate data storage systems are inde-
pendently controlled.

10. A method, comprising:

receiving, by a management application runmng on a

server computer via a user interface running on a client
device, a search request from a records manager having
access to the management application, wherein the
management application running on the server com-
puter utilizes a common data model and configured for
asynchronous query-based application of policies on
content stored in disparate data storage systems con-
nected to the server computer over a network, the
common data model configured based on common
architectures of the disparate data storage systems;
communicating, by the management application runmng
on the server computer, a query in a common data
model format to a query interface, the query interface
executing on the server computer and configured for
dynamically translating query languages and command
structures utilizing the common data model;
translating, by the query interlace executing on the server
computer, the query 1n the common data model format
into a query 1n a translated format for a content server;
communicating the query in the translated format from
the server computer to the content server over the
network, wherein the content server 1s one of the
disparate data storage systems, and wherein the content
server 1dentifies a set of records that match the query
and returns, over the network, identification informa-
tion corresponding to the set of records to the query
interface executing on the server computer;
translating, by the query interlace executing on the server
computer, the 1identification information corresponding
to the set of records 1nto a translated format utilizing the
common data model, the identification information 1n
the translated format communicated to the management
application running on the server computer; and
returning, by the management application running on the
server computer, the 1dentification information corre-
sponding to the set of records to the records manager
via the user interface running on the client device.

11. The method according to claim 10, further compris-
ng:

providing authorized user access to the set of records 1n a

multi-state review process.
12. The method according to claim 10, further
comprising;
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providing a user interface for enabling the records man-
ager to define at least one policy that 1s eflective across
all the content stored in the disparate data storage
systems.

13. The method according to claim 12, wherein the at least
one policy eflective across all the content does not interfere
with at least one local records management policy specific to
one of the disparate data storage systems, the local records
management policy defined using an application other than
the management application.

14. The method according to claim 10, further compris-
ng:

performing lifecycle control, mn-place records manage-
ment, or a combination thereof, over the content stored
in the disparate data storage systems.

15. The method according to claim 10, further compris-

ng:

placing an in-place hold on the set of records.

16. The method according to claim 10, further compris-
ng:

moving data from any of the disparate data storage
systems to a controlled repository communicatively
connected to the server computer; and

providing certifiable records management over records
stored 1n the controlled repository.

17. The method according to claim 10, further compris-

ng:

copying the set of records into a hold repository commu-
nicatively connected to the server computer in accor-
dance with a policy set by the records manager.

18. A computer program product comprising at least one
non-transitory computer readable medium storing instruc-
tions translatable by a server computer to implement a
system having:

a management application running on the server computer
and configured for asynchronous query-based applica-
tion of policies on content stored in disparate data
storage systems connected to the server computer over
a network;

a common data model utilized by the management appli-
cation running on the server computer, the common
data model configured based on common architectures
of the disparate data storage systems including at least
one content server; and

a query interface executing on the server computer and
configured for dynamically translating query languages
and command structures utilizing the common data
model, the query interface generating a query on the
content server in response to a search request received
by the management application via a user interface
running on a client device, the search request from a
records manager having access to the management
application running on the server computer,

wherein the management application running on the
server computer communicates a query i a common
data model format to the query interface executing on
the server computer,

wherein the query interface executing on the server com-
puter translates the query in the common data model
format 1nto a query in a translated format for a content
Server,

wherein the content server identifies a set of records that
match the query and returns, over the network, identi-
fication information corresponding to the set of records
to the query 1nterface executing on the server computer,

wherein the query interface executing on the server com-
puter 1s further configured for translating the i1dentifi-
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cation information corresponding to the set of records
into a translated format utilizing the common data
model, the identification information in the translated
format communicated to the management application
running on the server computer, and

wherein the management application running on the

server computer 1s further configured for returning the
identification information corresponding to the set of
records to the records manager via the user interface
running on the client device.

19. The computer program product of claim 18, wherein
the instructions are further translatable by the server com-
puter to provide authorized user access to the set of records
in a multi-state review process.

20. The computer program product of claim 18, wherein
the instructions are further translatable by the server com-
puter to provide a user mterface which enables the records
manager to define at least one policy that 1s effective across

all the content stored 1n the disparate data storage systems.

21. The computer program product of claim 20, wherein
the at least one policy eflective across all the content does
not interfere with at least one local records management
policy specific to one of the disparate data storage systems,
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the local records management policy defined using an appli-
cation other than the management application.

22. The computer program product of claim 18, wherein
the mstructions are further translatable by the server com-
puter to perform lifecycle control, in-place records manage-
ment, or a combination thereof, over the content stored 1n the
disparate data storage systems.

23. The computer program product of claim 18, wherein
the mstructions are further translatable by the server com-
puter to place an in-place hold on the set of records.

24. The computer program product of claim 18, wherein
the mstructions are further translatable by the server com-
puter to:

move data from any of the disparate data storage systems

to a controlled repository communicatively connected
to the server computer; and

provide certifiable records management over records

stored 1n the controlled repository.

25. The computer program product of claim 18, wherein
the mstructions are further translatable by the server com-
puter to copy the set of records into a hold repository
communicatively connected to the server computer 1n accor-

dance with a policy set by the records manager.

% o *H % x



	Front Page
	Drawings
	Specification
	Claims

