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1
DEVICELESS BROKERLESS BACKUP

FIELD OF THE INVENTION

Embodiments of the present invention generally concern
data backup and restoration. More particularly, at least some
embodiments of the immvention relate to systems, hardware,
computer-readable media, and methods for performing
backup and restore processes in an environment where there
1s a need to manage backups performed by several different
backup applications.

BACKGROUND

Entities often generate and use data that 1s important in
some way to their operations. This data can include, for
example, business data, financial data, and personnel data. If
this data were lost or compromised, the entity may realize
significant adverse financial and other consequences.
Accordingly, many entities have chosen to back up some or
all of their data so that in the event of a natural disaster,
unauthorized access, or other events, the entity can recover
any data that was compromised or lost, and then restore that
data to one or more locations, machines, and/or environ-
ments.

Entities may employ a variety of diflerent backup appli-
cations, each of which includes a backup client that may be
specific to a particular situation, configuration or data type.
However, management of the various backups performed 1n
an environment can be diflicult due at least to the disparate
nature and applicability of the various backup applications
in use, and the devices that are targeted for backup by those
applications.

Accordingly, entities sometimes use a particular backup
application to perform various management duties with
respect to backups performed by the other backup clients in
the environment. This approach to backup management has
proved problematic however, particularly where the man-
aging backup application 1s called on to perform the cata-
loguing of backups performed by the other backup clients 1n
the environment.

For example, even 1f the managing backup application 1s
not directly involved i1n streaming data for backup, the
managing backup application may still require the operation
of daemons or other programs to serve as agents for each of
the backup clients. In this example, each agent manages a
target device by collecting session data from the correspond-
ing backup client and providing that session data to the
managing backup application. The use of multiple agents
such as these can require significant changes to the configu-
ration ol the managing backup application, thus complicat-
ing the integration of the multitude of backup clients.

Still another problem with the use of agents, and particu-
larly multiple agents, 1s that the backup clients are required
to maintain a connection to their respective agent, for the
purposes of transmitting session information, even though
the agents are not being used for data backup by the backup
client. This arrangement introduces additional processing
and communication overhead 1n the environment.

Still another problem with arrangements such as that
described above relates to the notion of managed and
unmanaged devices. In particular, typical backup applica-
tions, such as the managing backup application described
above, are configured to operate only with managed devices,
that 1s, devices that are under the control of the backup
application. However, because 1t 1s the backup clients rather
than the managing backup application that are actually
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performing the backups, there are no managed devices
associated with the managing backup application. Moreover,
the backup applications themselves may operate in connec-
tion with unmanaged devices.

Thus, 1n order for the managing backup application to be
able to catalogue backups performed in connection with
unmanaged devices, sigmficant modifications are required.
In particular, the backup applications are required to create
a corresponding dummy target device so that session infor-
mation concerning the backups performed by those backup
applications can be generated, captured, and then transmit-
ted by the agents to the managing backup application for
cataloguing. In this way, the dummy target device serves as
a managed device that 1s essentially a proxy for the unman-
aged device. While the use of dummy target devices 1is
directed to the problem of cataloguing backups associated
with unmanaged devices, 1t 1s a cumbersome and compli-
cated approach and becomes increasingly so with larger
numbers of backup applications.

One other problem associated with the use of dummy
target devices concerns synchronization. In particular, there
may be a lack of synchromization between the dummy target
devices and the actual target devices.

In light of problems and shortcomings such as those noted
above, 1t would be useful to be able to implement an
architecture that would enable a variety of external backup
applications to integrate with a managing backup applica-
tion. It would also be desirable to avoid creation of dummy
devices and the use of brokering. Finally, 1t would be useful
to eliminate the need for agents to facilitate creation and
cataloguing of session information.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to describe the manner 1n which at least some
aspects of this disclosure can be obtained, a more particular
description will be rendered by reference to specific embodi-
ments thereof which are illustrated in the appended draw-
ings. Understanding that these drawings depict only
example embodiments of the invention and are not therefore
to be considered to be limiting of 1ts scope, embodiments of
the mvention will be described and explained with addi-
tional specificity and detail through the use of the accom-
panying drawings, in which:

FIG. 1 1s directed to aspects of an example operating
environment for at least some embodiments:

FIG. 2 1s directed to an example implementation of a
computing device, such as a host, that may be employed
with at least some embodiments:

FIG. 3 1s a workflow diagram disclosing aspects of
various processes employed 1n a deviceless backup method;
and

FIG. 4 1s a workilow diagram disclosing aspects of
various processes employed in a deviceless recover method.

DETAILED DESCRIPTION OF SOME
EXAMPLE EMBODIMENTS

Embodiments of the present invention generally concern
systems, hardware, computer-readable media and methods
for performing backup and restore processes 1n an environ-
ment where there 1s a need to manage aspects of backups
performed by a variety of different backup applications.
Such backups may include backups performed in connection
with managed target devices that are controlled by one or
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more backup applications and/or in connection with unman-
aged target devices that are not controlled by a backup
application.

In at least some embodiments, an extensible architecture
1s configured and employed so as to enable a managing
backup application, which may be referred to herein simply
as a ‘manager,” to perform various processes with respect to
backups performed by other backup applications 1n connec-
tion with managed and/or unmanaged target devices. The
manager may be implemented in a client-server arrangement
that includes a manager client that 1s configured to commu-
nicate with a manager server and that resides on one or more
devices that are backed up by the manager. The manager
client also resides, or can be 1nstalled, on one or more target
devices that are not controlled by the manager. The other
backup applications may sometimes be referred to herein as
external backup applications to distinguish them from the
managing backup application.

More particularly, the nature of the architecture in at least
some embodiments 1s such that the manager 1s able, 1n
addition to performing 1ts own backup processes regarding
one or more target devices that are controlled by the man-
ager, to manage one or more aspects of backups performed
by the external backup applications. Such management can
include, for example, cataloguing backups performed by the
external backup applications, where cataloguing can
include, but 1s not limited to, registering, monitoring and/or
reporting on backups.

In one example embodiment, a client of an external
backup application can make a determination that aspects of
a backup to be performed by the external backup application
should be managed by the managing backup application.
That 1s, 1n at least some instances, the client of the external
backup application can decide that the external backup
application will perform a deviceless backup mvolving the
managing backup application, and the client of the external
backup application can accordingly install, or request the
installation of, the manager client on the external backup
application server.

The manager client will notify the manager server that a
backup to be performed 1s a deviceless backup, that 1s, a
backup of a device that 1s not managed by the manager. This
noftification can include a request for server services relating
to the deviceless backup.

After receipt of the request from the manager client, the
manager server will authorize and authenticate the request.
The response of the manager server can include 1dentifying
a saveset/backup 1dentifier for the deviceless backup. The
manager server then spawns a server agent, which can be an
ad hoc agent, to handle all further requests from the manager
client. The manager client uses the server agent to perform
a variety of deviceless backup operations before, during
and/or after the external backup application performs the
backup process. Such deviceless backup operations include,
but are not limited to, any one or more of updating the
saveset, updating backup/recover progress, updating save-
set/backup 1dentifier attributes that are required by the
external backup application to identily and recover the
backup, adding index records for backup, aborting or clos-
ing, as approprate, the backup/recover session, and cata-
loguing the backup at the manager server. When the con-
nection between the manager client and the manager server
1s terminated, the server agent will also be terminated.

Advantageously, the example approach outlined above
does not require device selection or reservation. Once the
deviceless backup request 1s received by the manager server
from the manager client, the server agent can communicate
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4

directly with a media database daemon, that 1s, a daemon
associated with the database that 1s targeted for backup by
the external backup application, and the server agent can
create a save-set for the backup session.

In addition or as an alternative to deviceless backup
operations, embodiments of the mvention can implement
deviceless recover operations. In one example recover pro-
cess, the manager client requests a recover operation on the
manager server by providing a saveset/backup identifier.
The manager server authenticates the request and uses
saveset attributes to verity the deviceless backup saveset and
authorize the requested recover operation. The manager
server creates a recover session for the external backup
application client and, similar to the case of the example
deviceless backup process discussed above, the manager
server spawns a server agent to handle all further requests
from the manager client.

The external backup application client then recovers the
data from the backup and restores the data to the device, or
devices, managed by the external backup application. Peri-
odic updates on the recover progress are sent by the manager
client to the server agent. When the recover operation has
been completed, the manager client will end the session with
the server agent. The server agent will then close the recover
session on server. As may be evident from the preceding
discussion, and other disclosure herein, embodiments of the
invention may provide various advantages, although 1t 1s not
necessary or required that any particular embodiment(s)
provide any particular advantage(s). Moreover, and consis-
tent with the foregoing statement, embodiments within the
scope of one or more claims may additionally, or alterna-
tively, provide one or more advantages not specifically
enumerated herein. Finally, to the extent that possible advan-
tages are enumerated herein, those may be present in one or
more embodiments 1n any combination.

A. Example Operating Environments

In general, embodiments of the mvention may include
and/or be 1implemented in an operating environment that
includes one or more clients and one or more backup
servers. Each of the backup servers may host a different
respective backup application that operates to backup one or
more target devices managed by the backup application.

Advantageously, embodiments of the invention embrace
an architecture that enables a variety of different backup
applications to integrate with a manager to enable manage-
ment of backups performed by the backup applications. For
example, one of the backup servers can operate as a manager
to manage aspects of backups performed by the other
backup servers. These backups may be referred to as device-
less backups inasmuch as they involve target devices that are
not controlled by the manager.

Even though the manager does not perform the actual
backups of those target devices, the manager serves to
manage aspects of those backups so that all of the backups
in the environment can be catalogued, regardless of which
backup application performs a particular backup. Thus,
notwithstanding the diversity of backup solutions and target
devices that may be employed 1n an environment, embodi-
ments of the invention provide a mechanism for managing,
such as by registering, monitoring and reporting on, the
backups performed 1n connection with those backup solu-
tions and target devices. In addition to managing backups,
the manager can also manage restore operations to one or
more unmanaged devices, even where a restore operation
may involve a backup that was not managed by the manager.

The functionality of the manager may be particularly
useiul m environments that involve legacy backup target
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devices such as tapes, disks, and optical media for example,
that are managed by backup applications hosted by media
servers. These and/or other operating environments for
embodiments of the invention may also include one or more
devices that are not managed by any media server or backup
application. In at least some embodiments, the manager 1s
able to discover backups or snapshots that exist on these
unmanaged devices, and the manager can perform various
management processes, such as registration for example, of
these backups and snapshots.

With attention now to FIG. 1, details are provided con-
cerning some operating environments, one example of
which 1s denoted at 100, in connection with which various
embodiments of the invention may be employed. In FIG. 1,
the example operating environment 100 may be a network
such as a local area network, a wide area network, the
internet, or any other networked configuration. Moreover,
the operating environment 100, or any group of one or more
of i1ts elements, may comprise, form an element of, or
constitute, a cloud computing environment. The environ-
ment 100 may include various devices including servers and
other computers that are interconnected. The operating envi-
ronment 100 may employ a variety of communication
media, such as hardwire, wireless, or some combination
thereol. In some instances, some or all of the operating
environment 100 may comprise an optical communication
network.

As indicated 1n FIG. 1, the example operating environ-
ment 100 includes a host 200 that may take the form of a
manager server 202 that communicates with a client 204 to
backup and restore data stored at, or otherwise associated
with, the client 204. The manager server 202 may commu-
nicate with a database 250. As well, the operating environ-
ment 100 may include a plurality of hosts 300 that each take
the form of a backup server such as backup servers 302, 304
and 306. Each of the backup servers 302, 304 and 306 may
communicate with one or more respective clients 402, 404
and 406. In general, and as explained 1n further detail below,
the backup servers 302 . . . 306 may cooperate with the
clients 402 . . . 406 to backup and restore data associated
with the clients 402 . . . 406. The operating environment 100
can also 1nclude one or more unmanaged devices 500, that
1s, one or more devices not controlled by a backup appli-
cation. The unmanaged devices 500 can include any device,
or combination of devices, that includes data that 1s desired
to be backed up and restored. Example unmanaged devices
include, but are not limited to, hosts, clients, or any other
computing device(s).

With continued reference to FIG. 1, the manager server
202 can be similar to the backup servers 302 . . . 306 at least
insofar as the manager server 202 includes a backup appli-
cation, such as manager application 202q for example, that
cooperates with one or more clients, such as manager client
204a tor example, to backup and restore client 204 data. The
manager application 202a can be any backup application,
and the manager client 204a can be any corresponding
backup client. In some example embodiments, the manager
application 202a 1s the EMC NetWorker application, and the
manager client 2044 1s the EMC NetWorker client, although
neither the EMC NetWorker application nor the EMC Net-
Worker client 1s required to be used.

In addition to a manager application 202a, the manager
server 202 may also 1nclude, or at least be associated with,
agents 1 . . . n, particularly agent 2025, agent 202¢ and agent
202d. In at least some embodiments, one or more of the
agents 20256 . . . 202 are created on an ad hoc basis by the
manager server 202 for use 1 connection with backup and
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6

restore operations concerning one or more of the clients
402 . . . 406 and the agents 2025 . . . 202 are terminated
once those operations have been completed.

In general, the agent, or agents, enable the manager server
202 to manage aspects ol backup operations performed 1n
connection with one or more of the backup servers 302 . . .
306 and target devices that are not managed by the manager
servers, such as clients 402 . . . 406 and/or unmanaged
device(s) 350, for example. Management functions per-
formed by and/or at the direction of the manager server 202
and agents 20256 . . . 2024 can include, but are not limited to,
any one or more of updating the saveset, updating backup/
recover progress, updating saveset/backup identifier attri-
butes that are required by the external backup application to
identify and recover the backup, adding index records for
backup, aborting or closing, as appropriate, the backup/
recover session, and cataloguing the backup at the manager
server, where cataloguing may include, for example, regis-
tering, monitoring and/or reporting on backups.

Where the manager application 202q takes the form, for
example, of the EMC NetWorker application, the manager
application 202a can use nsrd, a daemon providing the
NetWorker backup and restore service, to spawn an agent,
such as the EMC ansrd program. This daemon, 11 employed,
can reside at the manager server 202, or elsewhere.

As further indicated i FIG. 1, each of the backup servers
302 ... 306 may host a respective backup application 302a,
304a and 306a. Some example backup applications include,
but are not limited to, EMC applications such as Avamar,
Mozy, and ProtectPoint. However, embodiments of the
invention are not constrained for use with any particular
backup application and additional, or alternative, backup
applications can be employed. The backup applications
3024, 304a and 306a may be referred to herein as external
backup applications masmuch as they manage devices,
namely, clients 402 . . . 406, that are not managed by the
manager application 202a.

Each of the backup applications 302a, 304a and 306a
cooperates with a respective backup client 402a, 404a and
406a to backup, and recover 1f necessary, data stored at the
clients 402 . . . 406. In addition to communicating with
backup servers 302 . .. 306, cach of the clients 402 . . . 406
also communicates with the manager server 202.

As 1ndicated, finally, 1n FIG. 1, one or more of the clients
402 . . . 406 may also 1nstall, or request installation of, an
instance of the manager client, such as manager client 204aq.
Thus, clients 402 . . . 406 can include, respectively, a
manager client 40256, 4045 and 4065. In general, the man-
ager clients 4025 . . . 4065 can communicate with respective
agents 1 . . . n concerming aspects of backups performed
cooperatively by the backup applications 3024 . . . 306a and
the backup clients 402a . . . 406a.

B. Example Host Configuration

As noted above, any one or more of the clients 204,
402 . .. 406, host 200, hosts 300, and unmanaged device 500
can take the form of a physical computing device, one
example of which 1s denoted at 600. In the example of FIG.
2, the computing device 600 1includes a memory 602, one or
more hardware processors 604, non-transitory storage media
606, 1/0 device 608, and data storage 610. As well, one or
more applications 612 are provided that comprise executable
instructions. Such executable instructions can take the form
of one or more of a backup application, a backup client, a
manager client, or a manager application.

C. Example Deviceless Backup Methods

With continued attention to FIG. 1, and directing attention
now to FIG. 3, details are provided concerning aspects of
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example methods relating to a deviceless backup. In general,
the methods include a deviceless backup start method
denoted generally at 700 which includes various processes
that can be performed 1n preparation for, or in conjunction
with, a backup process performed by an external backup
application. As well, an updating method 800 includes
various processes that can be performed after the operations
of the external backup application are completed. A method
900 for updating backup progress 1s also disclosed that can
be performed contemporaneously with the backup being
performed by the external backup application. Finally, a
method 1000 1s directed to concluding the deviceless
backup.

As mdicated in the example method and arrangement of
FIG. 3, a plurality of actors may be involved 1n one or more
aspects of one or more of the disclosed methods. Particu-
larly, a client 750 1ncludes an external backup application
client as well as an instance of a manager client, such as the
EMC NetWorker client for example. As well, a manager
server 760 such as an EMC NetWorker server for example
that includes the nsrd daemon and hosts the NetWorker
application participates 1n the method 700 as well. Further,
a server agent 770 1s mvolved that 1s spawned by the
manager server 760. In the example configuration where the
manager server 760 takes the form of an EMC NetWorker
server, the server agent 770 may be the ansrd program,
although that 1s not required 1n other example embodiments
that do not involve NetWorker as the manager application.

Finally, a media database daemon 780, which may be the
nsrmmdbd daemon 1n the EMC NetWorker example, com-
municates with the server agent 770 concerning the backup.
In general, the media database daemon 780 enables read-
only access, by the manager client, of a media and save set
database managed by the media database daecmon 780. As a
result of this arrangement, the manager client 1s able to
access 1nformation concerning the save set and backed up
data but the manager client 1s not able to access or modily
the data 1tself.

Although the manager server 760 may include a backup
application, the backup of the client 750 1s not performed by
the manager server 760. Rather, the manager server 760,
acting through the server agent 770, performs various man-
agement processes with respect to a backup performed by
way of the external backup application client on the client
750. Thus, with respect to the manager server 760 and the
associated manager application, the backup method 700 1s
an example of a deviceless backup method since the man-

ager application on the manager server 760 does not control
the client 750 that 1s being backed up. Any type, form,
format and/or amount of data of the client 750 can be backed
up using methods such as the example method 700.

Turning now to the example method 700, the manager
client that resides on the client 750 1mitially determines 702
that 1t will not stream data with the manager server 760 and
instead will use an architecture, examples of which are
disclosed herein, to enable the manager server 760 to
manage aspects of the backup that will be performed by the
external backup application client that resides on the client
750. In some instances, the manager client may have been
installed on the client 750 by, or at the request of, the
external backup application client on the client 750.

After the manager client has determined that the backup
of client 750 will be a deviceless backup, and with specific
reference to the example of the NetWorker embodiment, the
manager client calls an nsr_start/backup start routine
requesting from the manager server 760 a deviceless backup
session. This deviceless backup request 1s received by the
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manager server 760 from the manager client. Next, the
manager server 760 spawns 704 a server agent 770 which
may or may not reside at the manager server 760, and which
responds to further communications to the manager server
760 from the manager client.

The manager application on the manager server 760
authenticates and authorizes 706 the manager client request
and communicates the authentication and authorization to
the client 750 by way of the agent 770. With respect to such
authorization, the manager application can determine that
the requested backup 1s a deviceless backup and the manager
application can authorize the operation of the media data-
base and an index database. The media database and the
index database may be used to store mformation relating to
the deviceless backup including, for example, metadata
concerning the backup and that can be used in recovery
processes (media database) and index records (index data-
base) for the backup. Session information can be stored 1n a
resource database of the manager server, such as the data-
base 250 for example.

The server agent 770 then creates and transmits 708 to the
media database daemon 780 a saveset/backup entry for the
deviceless backup. The media database daemon 780 returns
710 a corresponding saveset/backup entry 1D to the client
750 by way of the server agent 770. The server agent 770
then creates 712 a backup session for the backup that will be
performed by the external backup application client and the
server agent 770 transmits the backup session information to
the manager server 760, which then returns 714 a backup
session 1D to the client 750 by way of the server agent 770.
The final process 1n the deviceless backup start method
occurs when the server agent 770 transmits a communica-
tion to the manager client on the client 750 that the prelimi-
nary management processes have been successtully com-
pleted and data backup by the external backup application
can commence.

The external backup application then begins a backup of
the client 750. In particular, the external backup application
client streams the data identified 1n the saveset(s) to the
server where the external backup application resides. The
data can be in whatever format 1s compatible or associated
with the external backup application.

As the backup performed by the external backup appli-
cation progresses, the method 900 provides a mechanism for
providing updates to the manager application concerning the
progress ol that backup. In at least some embodiments, a
user interface (Ul) 1s displayed by the manager server 760
that enables a user to view and/or otherwise access infor-
mation concerning the status and progress of the backup.

As part of the method 900, the manager client can send
902 updates to the server 760, by way of the server agent
770, concerning the progress of the backup that is being
performed by the external backup application. The server
agent 770 can use this information to provide 904 corre-
sponding updates to the manager server 760. The updates
provided by the server agent 770 to the manager server 760
can include, but are not limited to, validating session details,
and updating session details with manager client update
information. The type and frequency of updates generated
by the manager client and server agent 770 can be varied as
desired. The updates can be provided periodically, and/or
can be tied to the occurrence, or non-occurrence, of particu-
lar events, or can be provided on any other basis.

Upon completion of the backup by the external backup
application, the method 800 may be employed to eflect
turther updates. For example, the manager client can collect
and transmit 802 updated save-set attributes to the manager




US 9,766,985 Bl

9

server 760 by way of the server agent 770. These updates
can be performed using one or more application program
interfaces (API)s, such as NetWorker Plugin APIs in the
specific NetWorker example. Among other things, these
updated save-set attributes may be used by the manager
client and/or external backup application client to 1dentily
and recover the backed up data.

In response to the communication of the updated save-set
attributes from the manager client, the manager server 760,
acting through the server agent 770 may inquire 804 of the
manager client as to whether or not the session 1s still alive.
A response 806 from the manager client to the manager
server, again by way of the server agent 770, either confirms
that the session 1s still alive, or confirms that the session 1s
no longer alive. In either case, that 1s, whether or not the
session 1s still alive, the server agent 770 can transmit 808
updated save-set attributes to the media database daemon
780 which can then respond 810 with an indication as to
whether or not the updated save-set attributes were success-
tully recetved and catalogued. The response 810 can be
transmitted 812 from the media database daemon 780 to the
client 750 by way of the server agent 770.

After the save-set and backup-entry attributes have been
updated, the deviceless backup can be ended, for example,
by using method 1000. Thus, at 1002, the manager client
ends the session with the server agent 770. The server agent
770 will request 1004 confirmation that the backup 1is
complete and upon receipt of confirmation 1006, will mark
1008 the backup as complete 1n the media database. A
response from the media database daemon confirms 1010
that the backup has been marked 1n the media database as
complete, and the server agent 770 then closes 1012 the
backup session with the manager client. At this point, the
deviceless backup processes performed with respect to the
backup of the client 750 are complete.

D. Example Deviceless Restore Methods

In addition to deviceless backup methods, the scope of the
invention also embraces deviceless recover methods.
Accordingly, attention 1s directed now to FIG. 4 which
discloses examples of various methods that can be utilized
to perform a deviceless recovery. In general, the methods
include a deviceless recover start method denoted generally
at 1100 which includes various processes that can be per-
formed 1n preparation for, or in conjunction with, a backup
process performed by an external backup application. As
well, an updating method 1200 can be performed that creates
and provides updates concerning a deviceless recover.
Finally, a method 1300 may be performed that terminates the
deviceless recover.

With continued reference to FI1G. 4, the example grouping
of actors, that 1s, the client 750, manager server 760 and
server agent 770, that may be imnvolved in the various
methods are depicted as being similar to the grouping
illustrated 1n FIG. 3, although 1t should be understood that
this 1s not required and one, some, or all, of the actors i FIG.
4 may be the same, or different from, the actors 1n FIG. 3.

Initially, a deviceless recover method can begin when a
manager client residing on the client 750 sends 1102 a
recover request to the manager server 760. The recover
request can include a saveset/backup i1dentifier that was
generated as part of a deviceless backup method. The
recover request 1s recerved by the manager server 760 which
then authenticates 1104 the recover request.

The manager server 760 may also use the saveset attri-
butes with which the saveset/backup identifier 1s associated
to determine that the saveset for which the recover has been
requested 1s a deviceless saveset and to determine that the
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requested recover operation 1s a deviceless recover opera-
tion, that 1s, a recover operation that will be performed by an
external backup applicant client 1n relation to a device that
1s not managed by the manager application. When these
determinations have been made, the manager server 760 will
then authorize 1104 the recover request.

After authentication and authorization 1104, the manager
server 760 creates 1106 a recover session for the manager
client and spawns the server agent 770, which may be the
NetWorker server agent ansrd, although that particular agent
1s not required 1 embodiments that do not involve the
NetWorker application. The manager server 760 also gen-
erates 1108 a recover session ID that 1s transmitted to the
manager client by the server agent 770. When the recover
session has been successtully created, the manager server
760 notifies 1110 the manager client, by way of the server
agent 770. If for some reason, the recover session was not
able to be created, the manager server will accordingly
notity 1110 the manager client.

After the deviceless recover process has been successiully
started, the external backup application then begins recovery
of the backed up data, and restoration of the recovered data
to the client 750. In particular, the external backup applica-
tion client streams the data 1dentified 1n the saveset(s) from
the device where the backup is stored to the client 750. The
data can be in whatever format 1s compatible or associated
with the external backup application.

As the recovery and restoration performed by the external
backup application progresses, the method 1200 provides a
mechanism for providing updates to the manager application
concerning the progress of that recovery and restoration. In
at least some embodiments, a user interface (UI) 1s displayed
by the manager server 760 that enables a user to view and/or
otherwise access information concerning the status and
progress of the backup.

As part of the method 1200, the manager client can send
1202 updates to the server 760, by way of the server agent
770, concerning the progress of the backup that is being
performed by the external backup application. The server
agent 770 can use this information to provide 1204 corre-
sponding updates to the manager server 760. The updates
provided by the server agent 770 to the manager server 760
can include, but are not limited to, validating session details,
and updating session details with manager client update
information. The type and frequency of updates generated
by the manager client and server agent 770 can be varied as
desired. The updates can be provided periodically, and/or
can be tied to the occurrence, or non-occurrence, of particu-
lar events, or can be provided on any other basis.

As the recover and restore performed by the external
backup application progresses, a user interface (Ul) can be
displayed by the manager server 760 that enables a user to
view and/or otherwise access information concerning the
status and progress of the recover and restore.

When the recover and restore are completed, the manager
client will transmit 1302 a communication to the server
agent 770 indicating that the recover and restore are com-
plete and that the session with the server agent 770 should

be closed. The server agent 770 then closes 1304 the recover
and restore session.
E. Example Computing Devices and Associated Media
The embodiments disclosed herein may include the use of
a special purpose or general-purpose computer including
Various computer hardware or soitware modules, as dis-
cussed 1n greater detail below. A computer may include a
processor and computer storage media carrying instructions
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that, when executed by the processor and/or caused to be
executed by the processor, perform any one or more of the
methods disclosed herein.

As indicated above, embodiments within the scope of the
present 1nvention also include computer storage media,
which are physical media for carrying or having computer-
executable instructions or data structures stored thereon.
Such computer storage media can be any available physical
media that can be accessed by a general purpose or special
purpose computer.

By way of example, and not limitation, such computer
storage media can comprise hardware such as solid state
disk (SSD), RAM, ROM, EEPROM, CD-ROM, flash
memory, phase-change memory (“PCM”), or other optical
disk storage, magnetic disk storage or other magnetic stor-
age devices, or any other hardware storage devices which
can be used to store program code 1n the form of computer-
executable instructions or data structures, which can be
accessed and executed by a general-purpose or special-
purpose computer system to implement the disclosed func-
tionality of the mmvention. Combinations of the above should
also be included within the scope of computer storage
media. Such media are also examples of non-transitory
storage media, and non-transitory storage media also
embraces cloud-based storage systems and structures,
although the scope of the invention 1s not limited to these
examples of non-transitory storage media.

Computer-executable mstructions comprise, for example,
instructions and data which cause a general purpose com-
puter, special purpose computer, or special purpose process-
ing device to perform a certain function or group of func-
tions. Although the subject matter has been described in
language specific to structural features and/or methodologi-
cal acts, it 1s to be understood that the subject matter defined
in the appended claims 1s not necessarily limited to the
specific features or acts described above. Rather, the specific
teatures and acts disclosed herein are disclosed as example
forms of implementing the claims.

As used herein, the term ‘module’ or ‘component” can
refer to solftware objects or routines that execute on the
computing system. The different components, modules,
engines, and services described herein may be implemented
as objects or processes that execute on the computing
system, for example, as separate threads. While the system
and methods described herein can be implemented 1n sofit-
ware, implementations 1n hardware or a combination of
soltware and hardware are also possible and contemplated.
In the present disclosure, a ‘computing entity’ may be any
computing system as previously defined heremn, or any
module or combination of modules running on a computing,
system.

In at least some 1nstances, a hardware processor 1s pro-
vided that 1s operable to carry out executable mstructions for
performing a method or process, such as the methods and
processes disclosed herein. The hardware processor may or
may not comprise an element of other hardware, such as the
computing devices and systems disclosed herein.

In terms of computing environments, embodiments of the
invention can be performed in client-server environments,
whether network or local environments, or 1mn any other
suitable environment. Suitable operating environments for at
least some embodiments of the invention include cloud
computing environments where one or more of a client,
server, or target virtual machine may reside and operate 1n
a cloud environment.

The present invention may be embodied 1n other specific
forms without departing from 1ts spirit or essential charac-
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teristics. The described embodiments are to be considered in
all respects only as 1llustrative and not restrictive. The scope
of the invention 1s, therefore, indicated by the appended
claims rather than by the foregoing description. All changes
which come within the meaning and range of equivalency of
the claims are to be embraced within their scope.

What 1s claimed 1s:

1. A computer-implemented method for backing up data,
comprising;

requesting, with a first client, a deviceless backup session;

recerving, with the first client, a backup session ID that

confirms that the deviceless backup session has been
created and that uniquely 1dentifies the backup session,
wherein the first client 1s a manager client configured to
operate 1n conjunction with a manager backup appli-
cation;

backing up, with a second client, a saveset that 1s based on

data stored at a target device, wherein the target device
1s under control of the second client but 1s not under
control of the first client, wherein the second client 1s
an external backup client configured to operate 1n
conjunction with an external backup application,
wherein the first client and the second client are both
hosted by the target device, and wherein the first client
1s 1nstalled on the target device either by, or at the
request of, the second client;

reporting, with the first client, on progress of the backup

performed by the second client;

transmitting, with the first client, catalogue information

concerning the backup performed by the first client;
and

ending, with the first client, the deviceless backup session.

2. The method as recited in claim 1, wherein reports
concerning the progress of the backup are sent by the first
client to a manager server.

3. The method as recited 1n claim 1, wherein the catalogue
information 1s transmitted to an agent spawned by a manager
Server.

4. The method as recited 1n claim 1, wherein the catalogue
information includes an update to saveset attributes associ-
ated with the backup performed by the second client.

5. The method as recited 1n claim 1, further comprising
transmitting information confirming either that the backup
session 1s still alive, or confirming that the backup session 1s
no longer alive.

6. A physical device, wherein the physical device com-
Prises:

one or more hardware processors; and

a non-transitory storage medium having stored therein

computer-executable  instructions  which, when

executed by the one or more hardware processors,

perform the following operations:

requesting, with a first client, a deviceless backup
SESS101;

receiving, with the first client, a backup session ID that
confirms that the deviceless backup session has been
created and that uniquely 1dentifies the backup ses-
sion, wherein the first client 1s a manager client
configured to operate 1n conjunction with a manager
backup application;

backing up, with a second client, a saveset that 1s based on

data stored at a target device, wherein the target device
1s under control of the second client but 1s not under
control of the first client, wherein the second client 1s
an external backup client configured to operate 1n
conjunction with an external backup application,
wherein the first client and the second client are both
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hosted by the target device, and wherein the first client
1s 1nstalled on the target device either by, or at the
request of, the second client;
reporting, with the first client, on progress of the backup
performed by the second client;
transmitting, with the first client, catalogue information
concerning the backup performed by the first client;
and
ending, with the first client, the deviceless backup session.
7. A computer-implemented method for backing up data,
comprising;
receiving a request for a deviceless backup session,
wherein the request for a deviceless backup session 1s
received from a first client that 1s diflerent from a
second client associated with performance of a backup,
and the first client 1s a manager client and the second
client 1s an external backup client;
authenticating the request and authorizing media database
and index database operations;
creating the requested deviceless backup session and
transmitting a backup session ID that corresponds to
the created deviceless backup session;
spawning, by a manager server that includes a manager
application, an agent of the manager server;
receiving, by way of the agent, an update concerning a
backup performed with respect to a target device;
transmitting the update, and receirving a response con-
cerning whether or not the update was successiully
made;
confirming, by way of the agent, that the backup has been
completed;
receiving, by way of the agent, catalogue information
concerning the completed backup;
storing, or causing the storage of, the catalogue informa-
tion; and
receiving, by way of the agent, an indication that the
deviceless backup session has been ended.
8. The method as recited 1n claim 7, further comprising
displaying information concerning progress of the backup.
9. The method as recited 1n claim 7, wherein the catalogue
information 1s transmitted to a media database daemon.
10. The method as recited 1n claim 7, wherein the update
comprises one or more saveset attributes.
11. The method as recited 1n claim 7, further comprising
using the agent to add index records for the backup.
12. The method as recited 1n claim 7, wherein the agent
1s terminated when the deviceless backup session 1s ended.
13. The method as recited 1n claim 7, wherein additional
functions performed by and/or at the direction of the man-
ager server and the agent include any one or more of:
updating the saveset; updating backup/recover progress;
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updating saveset/backup identifier attributes that are
required by an external backup application to i1dentily and
recover the backup; adding index records for backup; abort-
ing or closing, as applicable, the deviceless backup session;
or, cataloguing the backup at the manager server.

14. The method as recited in claim 7, further comprising
creating, by the agent, a save-set for the deviceless backup
SESS101.

15. The method as recited 1n claim 7, wherein the manager
client does not control the target device.

16. The method as recited in claim 7, wherein the manager
server does not perform the backup.

17. The method as recited in claim 7, further comprising
transmitting, by the agent, a save-set to a database.

18. The method as recited in claim 7, further comprising
receiving, by the agent, the backup session ID from a
database.

19. A physical device, wherein the physical device com-
Prises:

one or more hardware processors; and

a non-transitory storage medium having stored therein

computer-executable  instructions which, when

executed by the one or more hardware processors,

perform the following operations:

receiving a request for a deviceless backup session,
wherein the request for a deviceless backup session
1s recerved from a first client that 1s different from a
second client associated with performance of a
backup, and the first client 1s a manager client and
the second client 1s an external backup client;

authenticating the request and authorizing media data-
base and index database operations;

creating the requested deviceless backup session and
transmitting a backup session ID that corresponds to
the created deviceless backup session;

spawning, by a manager server that includes a manager
application, an agent of the manager server;

receiving, by way of the agent, an update concerning a
backup performed with respect to a target device;

transmitting the update, and recerving a response con-
cerning whether or not the update was successfully
made;

confirming, by way of the agent, that the backup has
been completed;

receiving, by way of the agent, catalogue information
concerning the completed backup:;

storing, or causing the storage of, the catalogue infor-
mation; and

receiving, by way of the agent, an indication that the
deviceless backup session has been ended.
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