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(57) ABSTRACT

A locking system and method for door and passage un-
locking 1s provided. The system comprises a locking unit
adapted to lock and unlock a door, a mounted wireless signal
transceiver connected to the locking umt, and a handheld
wireless signal transceiver adapted to communicate with the
mounted wireless signal transceiver with a patch antenna.
The mounted or handheld wireless signal transceiver 1is
adapted to detect the signal strength of the remote wireless
signal transceiver, and the locking system further comprises
a calculating unit adapted to calculate 11 the person 1s on the
first or second side of the door based on changes in the
detected signal strength. The calculating unit 1s adapted to
determine whether or not to unlock the door on the basis of
the detected signal strength and the calculated information
related to the person being on the first or second side of the
door.

22 Claims, 6 Drawing Sheets
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K Transmitting a wireless signal with a first, higher magnitude on a first side
of the door and a second lower magnitude on a second side of the door

\ Transmitting a wireless signal for communicating with the mounted signal
transceiver

C1 2
\_[ _ _ \ 4 \ \ 4 _ _
Detecting, using the mounted Detecting, using the handheld
wireless signal transceiver, the wireless signal transceiver, the
signal strength of the handheld signal strength of the mounted
wireless signal transceiver wireless signal transceiver

\. Determining whether or not to unlock the door on the basis of the

detected signal strength and the person being on the first or second side

of the door (and optionally additionally on the basis of the received state
signal and/or an auxiliary signal)

F v

\ Calculating if the person is on the first or second side of the door based
on the change of the detected signal strength
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PASSIVE LOCKING SYSTEM COMPRISING
MEANS FOR INSIDE AND OUTSIDE
DETECTION

CROSS REFERENCE TO RELATED
APPLICATIONS

This application 1s the National Stage Entry under 335

U.S.C. §371 of Patent Cooperation Treaty (PCT) Applica-
tion No. PCT/SE2014/051420, filed Nov. 28, 2014, which
claims the benefit of Sweden Patent Application No.
1351461-7, filed Dec. 6, 2013, the contents of which are
hereby incorporated by reference 1n their entirety.

TECHNICAL FIELD

The present invention relates to wireless passage and
locking systems.

BACKGROUND

In recent years there has been a development from tradi-
tional mechanical keys to electronic keys. Electronic keys
can be active, such as the IR key traditionally used to unlock
cars, or such as some NFC based systems. In alternative
embodiments, the electronic keys may be passive, such as
magnetic cards, barcode cards, RFID based systems, or
fingerprint based systems.

The electronic keys listed above all have one thing in
common, and that 1s that they require the user to be active.
In the example with a magnetic or bar code card, this card
needs to be swiped 1n a reader, 1n the example with an RFID
or NFC based system, the card or tag needs to be placed 1n
front of a reader, and 1n the example with fingerprint based
systems, the finger of the user needs to be placed on some
form a fingerprint scanner.

The active step that 1s performed by the user ensures that
the intention of the user 1s to unlock the lock connected with
the electronic key. Hence, as the unlocking involves an
active step, the risk that the user will unintentionally unlock
the lock 1s very low.

In some applications where a lock 1s needed, the person
that should use the lock may be unable to perform the active
steps that these devices require. Such applications could for
example be when the person 1s mentally or physically
disabled. Additional considerations that includes the fact
that some locking systems are slow and thus requires some
time to fully unlock door, and the fact that some locking
systems consumes a lot of power 1n operation, which may be
a drawback 1n battery operated system.

There 1s thus a need for an electronic key which does not
require the active step by the user, while at the same time
ensuring that the intention of the person 1s to lock or unlock
the locking mechanism operated by the electronic key.

SUMMARY

A locking system and method for door locking 1s pro-
vided. The system comprises a locking unit adapted to lock
and unlock a door, a mounted wireless signal transceiver
connected to the locking unit, and a handheld wireless signal
transceiver adapted to communicate with the mounted wire-
less signal transceiver. The mounted wireless signal trans-
celver comprises an antenna adapted to transmit a wireless
signal with a first higher magnitude on a first side of the
door, and a second lower magnitude on a second side of the
door.
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According to one embodiment, the mounted wireless
signal transceiver 1s adapted to detect the signal strength of
the handheld wireless signal transceiver, and 1n an alterna-
tive embodiment the handheld wireless signal transceiver 1s
adapted to detect the signal strength of the mounted wireless
signal transceiver. A combination thereof 1s also conceiv-
able.

The locking system further comprises a calculating unit
adapted to calculate 11 the person 1s on the first or second side
of the door based on the detected signal strength. The
calculating unit 1s adapted to determine whether or not to
unlock the door on the basis of the detected signal strength
and the calculated information related to the person being on
the first or second side of the door. The system enables
unlocking of a door without any active steps by the person
unlocking the door, 1.e. the person could for example keep
the handheld wireless signal transceiver in e.g. his/her
pocket and just walk through the door, as the door will be
unlocked.

The handheld wireless signal transceiver may comprise
the calculating unit, or the calculating umit may be com-
prised 1n the mounted wireless signal transceiver, which for
example could be a decision taken on the basis of power
consumption and/or the requirements with regards to the

s1ze of the handheld and mounted wireless signal transce1v-
ers.

According to one embodiment, the locking unit may
turther comprise a sensor capable of generating a state signal
on the basis of a mechanical state of the door, and the
calculating unit 1s further adapted determine whether or not
to unlock the door on the basis of the received state signal.
This state signal may be provided as an additional deter-

mining value which is physically connected to the state of
the door.

The handheld wireless signal transceiver may further be
adapted to calculate or receive RSSI from at least one
auxiliary wireless signal transceiver, which may further
increase the certainty of the information that the handheld
wireless signal transceiver 1s on the first or second side of the
door.

The system may further comprise a central unit adapted to
communicate with the handheld wireless signal transceiver,
such that the handheld wireless signal transceiver can
remain connected when being away from the mounted
wireless signal transceiver. The central unit could also be
adapted to communicate with the handheld wireless signal
transceiver for uploading or downloading data from or to the
handheld wireless signal transceiver.

The locking unit could for example comprise an electrical
motor or solenoid adapted to operate to unlock the door, and
the antenna could for example be a patch antenna which
generates a directed electronic field and 1s easy to manufac-
ture.

The mounted wireless signal transceiver or the handheld
wireless signal transceiver could 1n any of the embodiments
herein be adapted to detect signal strength by detecting
RSSI.

A handheld wireless signal transceiver for use in the
system according to any one of the embodiments herein, and
a mounted wireless signal transceiver for use 1n the system
according to any one of the embodiments herein are further
provided.

Please note that the embodiments herein could be com-
bined 1n any way unless clearly contradictory.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention 1s now described, by way of example, with
reference to the accompanying drawings, in which:
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FIG. 1a 1s a schematic side view of an embodiment of a
door or a passage mcorporating the locking system.

FIG. 15 1s a schematic top view of an embodiment of a
door or a passage mcorporating the locking system.

FIG. 1¢ 1s a graph of the signal strength when a handheld
wireless signal transceiver 1s moved passed the door or
opening.

FIG. 2a 1s a schematic view of the components of an
embodiment of a locking unit and a mounted wireless signal
transceiver.

FIG. 2b 1s a schematic view of the components of an
embodiment of a handheld wireless signal transceiver.

FIG. 3 1s a flow chart of an embodiment of a method using,
the locking system

FIG. 4 1s a signaling diagram describing the use of four
embodiments of the locking system.

FIG. 5 1s a schematic overview of the locking system
when applied in a home for physically or mentally disabled
persons.

DETAILED DESCRIPTION

In the following a detailed description of embodiments of
the invention will be given with reference to the accompa-
nying drawings. It will be appreciated that the drawings are
for illustration only and are not in any way restricting the
scope of the mnvention. Thus, any references to directions,
such as “up” or “down”, are only referring to the directions
shown 1n the figures. It should be noted that the features
having the same reference numerals have the same function,
a feature 1n one embodiment could thus be exchanged for a
feature from another embodiment having the same reference
numeral, unless clearly contradictory. The descriptions of
the features having the same reference numerals should thus
be seen as complementing each other in describing the
fundamental 1dea of the feature and thereby showing the
features versatility.

A locking system 1s provided which enables the operation
of a door lock by means of a hand held wireless signal
transceiver, such that the person keeping the wireless signal
transceiver and wanting to unlock the door do not have to
take any active steps for unlocking the door, such as using
a key. The system further establishes that the person keeping
the wireless signal transceiver 1s on the intended side of the
door for an unlocking operation to be performed by a
locking unit.

The system for example enables a physically or mentally
disabled person (such as a person sullering from dementia)
to unlock his/her door without any active steps when
approaching the door from the intended direction thereof,
and thus being on the “correct” side of the door. This could
for example mean that a door to a home or a room should
unlock when the person keeping the handheld wireless
signal transceiver 1s approaching the door from the outside
of the home or room, and not unlock the door when the
person 1s approaching the door from inside the home or
room. In the example with the person suflering from demen-
tia, this will create the impression that the door to the
person’s home or room 1s open at all times from the outside
when the person approaches the person from the outside
thereof. In the embodiments where the door 1s unlocked
when the person 1s approaching the door (for example when
the person 1s 4 meters away from the door) even locks with
a relatively slow operation will have time to fully unlock.
The handheld wireless signal transceiver could be a small
device, a tag or could be incorporated in a wrist watch or a
mobile telephone or worn as a necklace.
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The step of determining 1f a person 1s 1side of a home or
room or outside a home or room may be used for a number
of additional purposes other than unlocking the door. E.g. 1n
a home for elderly or mentally disabled persons, information
with regards to the persons being in their rooms may be
uploaded to a central unit (further described with reference
to FIG. 5) which for example may be monitored by stail of
the home or alternatively e.g. by the stall of a hotel. The
information could also be made available to relatives, care
givers or neighbors in instances where that would be rel-
evant to the care of the person.

A door 1s to be understood 1n the broadest sense as to
mean any barrier which separates a first area from a second
area, and could for example be a door to a home or a room,
a gate, a garage door efc.

The locking system further comprises a locking unit
adapted to lock and unlock a door. A locking unit 1s to be
understood as any operable mechanical element capable of
locking a door, and could for example be a regular lock with
an operable bolt mounted in the door and being operable to
engage a recess 1n the doorframe.

The locking system further comprises a mounted wireless
signal transceiver, being mounted 1n the door and connected
to the locking unit, such that a signal from the mounted
wireless signal transceiver can trigger the locking unit and
thus unlock the door. In alternative embodiments, the lock-
ing unit 1s mounted in the door frame, 1n which case the
mounted wireless signal transceiver may be mounted in the
door frame as well.

The system further comprises a handheld wireless signal
transceiver adapted to communicate wirelessly with the
mounted wireless signal transceiver. The handheld and
mounted wireless signal transceivers could for example be
radio transceivers based on Bluetooth© technology operat-
ing 1n 2400-2483.5 MHz range, or radio transceivers based
on the IEEE 802.11 standard (Wi-FI) operating in the 2.4
GHz or 5 GHz range, based on technology known as Wi-Fi
Direct or proprietary radio technologies operating on various
frequencies.

The mounted wireless signal transceiver mounted 1n the
door or at the door frame comprises a first antenna, which
could be an antenna adapted to transmit a directed electrical
field, such as a patch antenna. The antenna 1s thus configured
or mounted 1 a way such that 1t 1s adapted to transmit a
wireless signal with a first higher magnitude on a first side
of the door and a second lower magnitude on a second side
of the door, and thus be capable of recerving signals with a
lower magnitude on the first side of the door than on the
second side of the door. The main antenna lobe 1s thus
directed 1n a first direction, away from the door, while a
minor lobe, or side lobe, 1s directed 1n a second direction
away Irom the door. The directional configuration of the
antenna may be additionally assisted by the antenna being
placed on the door and thus using the door as a screen,
turther contributing to the shape of lobe being such that the
clectrical field has a first higher magnitude on a first side of
the door and a second lower magnitude on a second side of
the door. In some embodiments the antenna may be possible
to shape 1n relation to the surroundings in which 1t 1s placed
¢.g. on the basis of the geometry of the room on the first or
second side of the door, such that the electrical field can be
adapted to the location of the mounted signal transceiver. In
the example with a patch antenna, the antenna could be
made from thin flexible material, such that 1t can be shaped
in a pre-defined way.

The mounted wireless signal transceiver and/or the hand-
held wireless signal transceiver further comprises capabili-
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ties for detecting signal strength, which for example could
be performed using RSSI or by adapting the strength of a
signal such that it 1s possible to assess at what signal strength
the connection 1s deteriorating (Packet Error Rate, PER). For
the purpose of detecting signal strength, the handheld or
mounted wireless signal transceiver may comprise logic
adapted to register and store detected signal strengths. In
embodiments where the handheld wireless signal transceiver
comprises capabilities for detecting signal strength (a detec-
tion unit) and logic, the handheld wireless signal transceiver
1s adapted to detect the signal strength of the mounted
wireless signal transceiver, and in embodiments where the
mounted wireless signal transceiver comprises the capabili-
ties for detecting signal strength (the detection unit) and
logic, the mounted wireless signal transceiver 1s adapted to
detect the signal strength of the handheld wireless signal
transceiver.

The system further comprises a calculating unit placed in
the handheld wireless signal transceiver and/or 1 the
mounted wireless signal transceiver or in relation to the
door. The calculating unit 1s adapted to receive the measured
signal strengths, and calculate 11 the person 1s on the first or
second side of the door based on the detected signal
strengths and unlock at threshold RSSI values, 1.e. when the
person 1s close enough to the door and on the correct side of
the door, e.g. by comparing RSSI of the sampled signals on
the first and second side of the door.

The calculating unit 1s thus adapted to determine whether
or not to unlock the door on the basis of the detected signal
strength, 1.¢. the signal strength of particular samples, and
the calculated information related to the person being on the
first or second side of the door, which 1s either calculated
momentarily, concurrently with the detection of the signal
strength, or calculated 1n advance and stored 1n a memory of
the calculating unit, such that the information with regards
to the person being on the first or second side of the door can
be fetched by the calculating unait.

FIG. 1a shows an embodiment of the systems for locking
and unlocking a door 10. The system comprises a locking
unit 40 adapted to lock and unlock a door 10. The locking
unit 40 1s fixated to the door 10 (which 1s seen 1n a side
view). The locking unit 40 may be fixated at least partially
in a recess 1n the door 10. The locking unmit 40 1s connected
to a mounted wireless signal transceiver 20 comprising an
antenna 21. The antenna 21 1s according to one embodiment
a patch antenna and could for example be placed in the
recess facing the first side F of the door 10. Alternatively, the
antenna 21 may be placed on the surface of the door 10, on
the first side F thereof, in any instance; 1t 1s advantageous to
place the antenna 21 such that a relatively small amount of
blocking material 1s placed between the antenna 21 and the
first side F of the door 10.

The antenna 21 of the mounted wireless signal transceiver
20 1s adapted to transmit a wireless signal with a first higher
magnitude on a first side F of the door 10, and a second
lower magnitude on a second side S of the door 10.

The system further comprises a handheld wireless signal
transceiver 30 adapted to communicate with the mounted
wireless signal transceiver 20, for example by means of
Bluetooth© technology operating in 2400- 2483 5 MHz
range, or radio transceivers based on the IEEE 802.11
standard (WiF1) operating in the 2.4 GHz or 5 GHZ range, or
based on technology known as WiF1 Direct or proprietary
radio technologies operating on various frequencies. The
handheld wireless signal transceirver functions as a radio
operated key, signaling at a specific frequency and carrying
encrypted ID information and data specific to that key, and
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can thus be kept 1n a pocket, bag or e.g. as a wristwatch.
When the handheld wireless signal transceiver 30, and 1ts
clectric field, 1s moved through the electric field emitted by
the mounted wireless signal transceiver 20, the signal
strength between the handheld 30 and mounted 20 wireless
signal transcervers varies depending on the distance between
the handheld 30 and mounted 20 wireless signal transceiv-
ers. The mounted wireless signal transceiver 20 or the
handheld wireless signal transceiver 30 comprises the capa-
bility to detect the signal strength there between, and thus
detect the signal strength between the mounted wireless
signal transceiver 20 and the handheld wireless signal trans-
ceiver. The mounted 20 and/or the handheld 30 wireless
signal transceiver further comprises a calculating unit (22/32
of FIGS. 24, 26 and 4) adapted to calculate if the person 1s
on the first F or second S side of the door 10 based on a
change 1n the detected signal strength.

As the person keeping the handheld wireless signal trans-
ceiver 30, moves towards the door, and as the mounted
wireless signal transceiver 20 transmits a wireless signal
with a first higher magnitude on a first side F of the door 10,
and a second lower magnitude on a second side S of the door
10, the signal strength will be much higher on the first side
F of the door 10 compared to the second side S of the door
10. Thus, by analyzing samples of the signal strength over
time, the calculating unit can determine it the handheld
wireless signal transceiver 30 1s moving towards the door 10
or away from the door 10, and 11 the handheld wireless signal
transceiver 30 1s moving towards the door 10 from the first
F or second S side thereof.

According to one embodiment, the system should unlock
the door 10 when a person approaches the door 10 from the
first side F thereol (which for example could be from the
outside of a home or room), when the person 1s close
enough, which for example could mean that the person 1s
c.g. 4, 3, 2 or 1 meters away from the door 10. In this
embodiment, the door 10 will have time to unlock, even 1f
the locking unit 40 1s a locking unit 40 operated by an
clectrical motor, which requires a few second to complete
the unlocking maneuver. As the system 1s adapted to only
unlock the door 10 when the person 1s approaching the door
10 from the first side F thereof, the door 10 will remain
locked (at least from the outside) when the person keeping
the handheld wireless signal transceiver 30 approaches the
door 10 from the second side S thereof (for example
approaching the door 10 from the mside of a home or room).
In some embodiments however, 1t will be considered ok to
unlock the door from the second side thereot 11 the person 1s
very close to the door and thus obviously intends to exit. In
accordance with this embodiment, the lock will remain 1n its
unlocked state on the basis of a timer, e.g. for 5 seconds,
after which the lock will return to its locked state, unless the
system 1s controlling the lock to remain open, e.g. by the
handheld wireless signal transceiver still being close enough
and on the correct side of the door.

The calculating unit (22/32 of FIGS. 2a, 26 and 4), which
1s adapted to calculate the position and direction of the
handheld wireless signal transceiver, can be placed in the
handheld 30 or mounted 20 wireless signal transceiver or in
a combination of the two. The advantage with placing the
calculating unit 1n the handheld wireless signal transceiver
30 1s that the calculating unit 1s power consuming, and the
handheld wireless signal transceiver can be easily charged
by for example placing the handheld wireless signal trans-
ceiver 30 1 a charger. The advantage with placing the
calculating unit in the mounted wireless signal transceiver
20 1s that the handheld wireless signal transceiver 30 can
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thus be made smaller and thus more convenient to carry. In
some embodiments the calculations can be divided between
the handheld and mounted wireless signal transceivers, or
the calculations could be performed by the unit currently
having the best battery capacity.

Generally, the handheld wireless signal transceiver 30/20
could, for example, be programmed with a unique device ID.
The device ID could either be loaded into the handheld
wireless signal transceiver 30 at production or at a later
stage, for example at installation of the wireless locking
system. Upon 1nstallation of the wireless locking system, the
device IDs of the handheld wireless signal transceiver 30,
which 1s to be associated with a specific mounted wireless
signal transceiver 20 could be imprinted into the mounted
wireless signal transceiver 20. Additionally, the mounted
wireless signal transceiver 30 could be updated at a later
stage with new device IDs. The device 1D could then be used
by the mounted wireless signal transceiver 20 to connect
only to the handheld wireless signal transceiver 30 1t is
programmed to connect to. To achieve high security, the
device ID could be changed on a regular basis 1n such a way
that only the handheld wireless signal transceiver 30 and the
mounted wireless signal transceiver 20 knows each other’s
true 1dentity.

The first connection between the handheld wireless signal
transceiver 30 and the mounted wireless signal transceiver
20 should always take place 1n conjunction with the pro-
duction or istallation of the wireless locking system or
update of the mounted wireless signal transceiver. Further-
more, upon the first connection between the handheld wire-
less signal transceiver 30 and the mounted wireless signal
transceiver 20, a security key could be generated by both
parties and shared between them. The security key could be
used for authentication of the wireless connection and
encryption of the data transmitted over the air. It the security
key 1s lost, 1t could mean that the handheld wireless signal
transceiver 30 1 question no longer can connect to the
mounted wireless signal transceiver 20. An update of the
mounted wireless signal transceiver would then be needed to
generate new security keys.

FIG. 15 shows the door 10 in accordance with the
embodiment shown i FIG. 1a, but 1n a top view. The
transmitted electrical field has a major lobe on the first side
F of the door and a minor or secondary lobe on a second side
S of the door, 1.e. the signal strength 1s larger on the first side
F of the door than on the second side of the door S.

FIG. 1¢ shows a graph of signal strength measured as
RSSI (Received Signal Strength Indication) in relation to the
distance from the door 10 1n meters. As the antenna 21
mounted on or in relation to the door 10 1s adapted to
transmit (and receive) a wireless signal with a first higher
magnitude on a first side F of the door 10, and a second
lower magnitude on a second side S of the door 10, and as
the signal strength decreases when the distance from the
antenna 21 increases, the RSSI at a specific distance from
the door will be much higher on the first side F of the door
in comparison to the RSSI at the same distance on a second
side S of the door. The RSSI on the first side F of the door
will thus reach the threshold value T much further from the
door (1llustrated by sample value S) than the RSSI on the
second side of the door (illustrated by sample value S'), 1.e.
the difference 1n distance between the first sample value S
and a second sample value S' being samples collected when
the handheld wireless signal transceiver 1s moved passed the
door and thus through the electric field transmitted by the
mounted wireless signal transceiver. It 1s for example pos-
sible to use one or more of peak, min, spread or average
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signal strengths to compare the signals strength from the first
side of the door with the signal strength from the second side
of the door, as the peak signal strength on the first side of the
door 1s much higher than the peak signal strength on the
second side of the door. The calculations may additionally
be assisted by an auxiliary signal transceiver providing a
reference signal to the transceiver.

In the embodiment shown 1n FIG. 1¢, when the signal
strength reaches the threshold signal strength T an “unlock”™
signal 1s generated which i1s used for determining 11 the door
should be unlocked. As the signal strength 1s higher on the
first side, the threshold T will be reached much earlier, 1.e.
further from the door, when the handheld wireless signal
transceiver 1s on the first F side of the door.

FIG. 2a shows an embodiment of the mounted wireless
signal transceirver 20 and the locking unit 40, in a more
detailed, schematic view. The mounted wireless signal trans-
ceiver 20 and the locking unit 40 could be mounted to a door
(for example placed 1n a recess or on the inside of a door 10
as shown 1n FIG. 1a) or could be mounted to a door frame.
The mounted wireless signal transceiver 20 comprises an
antenna 21 in the form of a patch antenna which 1s config-
ured to transmit a wireless signal with a higher magnitude in
the direction out from the drawing, and a lower magnmitude
in a direction 1nto the drawing. The patch antenna typically
consists of a flat sheet or “patch” of metal 21', mounted over
a larger sheet of metal 21" called a ground plane.

The mounted wireless signal transcerver 20 could option-
ally comprise a calculating unit 22 (the purpose of which 1s
described with reference to FIGS. 1a and 4). The calculating
unit 22 comprises a processing unit, which may be a single
CPU (Central Processing Unit), or could comprise two or
more processing units. For example, the processor may
include a general purpose microprocessor, an istruction set
processor and/or related chips sets and/or special purpose
microprocessors such as ASICs (Application Specific Inte-
grated Circuit). The processor may also comprise board
memory for caching purposes. The calculating unit 22 1s
connected to the antenna 21 by means of a lead L1, such that
signals received can be transferred to and processed by the
calculating unit 22.

The mounted wireless signal transceiver 20 could be
powered by an energy source BAT placed in the mounted
wireless signal transceiver 20, or may be powered from the
connection L4 with an energy source BAT of the locking
unit 40.

Now turning to the locking unit 40. The locking unit 40
comprises a control unit 41, connected to the antenna 21 of
the mounted wireless signal transceirver by means of a lead
[.2, such that the control unit 41 can receive and transmit
signals to and from the antenna 21. In istances where the
mounted wireless signal transceiver 20 comprises the cal-
culating unit 22, the control unit 1s additionally connected to
the calculating unit by means of a lead L3 for receiving
signals related to the operation of the locking unit 40 1.e.
locking and unlocking. The control unit 41 1s adapted to
control the operation of an electrical motor 45 which propels
a gear wheel 46, the teeth of which engaging the teeth on a
lincar gear bar 44 fixated to the bolt 43 of the locking
mechanism, such as to linearly move the gear bar 44 to lock
and unlock the door to which the locking mechanism 1s
mounted. The locking unit 40 further comprises a handle 49
pivotally mounted and comprising a protrusion 48 adapted
to engage a protrusion 47 of the locking bolt 43. The handle
49 can thus over ride the electrical motor 45 and enable the
door 10 to be mechanically unlocked, for example from the
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second side of the door, such that the door can be manually
opened from e.g. the iside of a home or room at all times.

In some embodiments, the step of unlocking 1s triggered
by the wireless signaling, while the step of locking 1s
triggered by a timer which tells the locking unit 40 to lock
alter having been open a pre-determined time.

The electrical motor 45 1s controlled and powered by the
control unit 41 by means of the connection by the lead L5.
The control unit 41 1s 1n turn connected to an energy source
BAT of the locking unit 40 by means of a lead L7. The
control unit 41 1s further connected to the antenna 21 of the
mounted wireless signal transceiver 20 by means of a lead
[.2 and/or to the calculating unit 22 of the mounted wireless
signal transceiver 20 by means of a lead L3. In some
embodiments, the control unit 41 and the calculating unit 22
may be integrated in a single unit.

In alternative embodiments, the electrical motor 45 could
be replaced by a solenoid performing the function of unlock-
ing the door by retracting the locking bolt 43.

The locking unit 40 1n the embodiment shown 1n FIG. 24
turther comprises a sensor 30' connected to the control unit
41 by means of a lead L6. The sensor 30' 1s capable of
generating a state signal on the basis of a mechanical state
of the door, which the calculating unit may use to determine
whether or not to unlock the door. The sensor 30' could for
example be a magnetic or optical sensor sensing the pres-
ence or a particular portion of the door frame 50" and thus
sensing 1f the door 1s 1n 1ts opened or closed state.

In the embodiment disclosed 1n FIG. 2a, the mounted
wireless signal transceiver 20 and the locking unit 40 are
powered by means of energy sources 1n the form of batteries
BAT, however, 1t 1s equally conceivable that the batteries
BAT are replaced or assisted by a grid connection, which

removes the need for charging or replacing the batteries
BAT.

FIG. 2b shows a schematic 30 view of the handheld
wireless signal transceiver 30. The handheld wireless signal
transceiver 30 comprises an antenna 31 which a receiving
unit regards as a substantially omni-directional antenna such
that the rotational or location 1mpact of the handheld wire-
less signal transceiver 30 1s minimized for the wireless
connection between the handheld wireless signal transceiver
30 and the mounted wireless signal transceiver 20.

The handheld wireless signal transceiver 30 could option-
ally comprise a calculating unit 32 (the purpose of which 1s
described with reference to FIGS. 1a and 4). The calculating
unit comprises a processing unit, which may be a single
CPU (Central Processing Unit), or could comprise two or
more processing units. For example, the processor may
include a general purpose microprocessor, an instruction set
processor and/or related chips sets and/or special purpose
microprocessors such as ASICs (Application Specific Inte-
grated Circuit). The processor may also comprise board
memory for caching purposes. The calculating unit 32 1s
connected to the antenna 31 by means of a lead L2, such that
signals received can be processed by the calculating unit.

The handheld wireless signal transcerver 30 further com-
prises an energy source BAT which 1s adapted to energize
the antenna 31 by means of a lead L1 and adapted to
energize the calculating unit 32 by means of a lead L3.

FIG. 3 1s a tlowchart of an embodiment of a method of
using the locking system described herein. According to this
embodiment the method comprises A transmitting a wireless
signal with a first higher magnitude on a first side of a door
(such as the door 10 of FIG. 1), and a second lower
magnitude on a second side of the door, using a mounted
wireless signal transceiver (such as for example described
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with reference to FIG. 2a), and B transmitting, using a
handheld wireless signal transceiver (such as for example
described under reference to FIG. 2b), a wireless signal for
communicating with the mounted wireless signal trans-
ceiver. The method turther comprises one of the steps of C1
detecting, using the mounted wireless signal transceiver, the
signal strength of the handheld wireless signal transceiver,
and C2 detecting, using the handheld wireless signal trans-
ceiver, the signal strength of the mounted wireless signal
transceiver, and the step of E determining whether or not to
unlock the door on the basis of the detected signal strength
and the information related to the person being on the first
or second side of the door which i1s fetched from a memory
of a device. After the step of detecting the signal strength has
been performed, a calculating unit performs the step of F
calculating 1f the person 1s on the first or second side of the
door based on the change of the detected signal strength and
updating the value stored 1n memory.

Optionally, the method could comprise the step D of
receiving a state signal based on a mechanical state of a door
and the step of using the state signal in the step E of
determining whether or not to unlock the door. In some
embodiments, the mechanical state could have been sent
betore and stored in for example a calculating unit.

Also optionally, the method could comprise the step G of
receiving an auxiliary signal from an additional mounted
wireless signal transceiver to increase the accuracy in the
determination with regards to the handheld wireless signal
transceiver being on the first or second side of the door.

The method could additionally be preceded by the steps of
the mounted and handheld wireless signal transceivers
detecting each other and connecting for example by means
ol a connecting procedure.

The steps C1 and C2 could for example include detecting
RSSI of the signals.

FIG. 4 15 a signaling diagram displaying the signaling in
four alternative embodiments. In embodiments A and B the
calculating unit 32 1s placed in the handheld wireless signal
transceiver 30, whereas in embodiments C and D the cal-
culating unit 22 1s placed in the mounted wireless signal
transceiver 20. In embodiments B and D, the locking unit 40
turther comprises a sensor 50 adapted to sense the mechani-
cal state of the door, such as i1 the door 1s opened or closed
(further described with reference to FIG. 2a).

In the first embodiment, embodiment A, the handheld
wireless signal transceiver 30 first performs a connection
operation establishing an encrypted connection with the
mounted wireless signal transceiver 20 to establish wireless
connection there between. The mounted wireless signal
transceiver 20 then starts transmitting wireless signals
S1-S3, which are received by the handheld wireless signal
transceiver 30. The handheld wireless signal transceiver 30
determines the signal strength i1.e. RSSI of the received
signals and calculates, using the calculating unit 32, the
signal strength, e.g. max, min or average RSSI on the
different sides of the door. The trigger for sending an
UNLOCK signal to the mounted wireless signal transceiver
30 1s to one part based on the calculation performed by the
calculating unit 32 which calculates 11 the handheld wireless
signal transceiver 30 1s on the first or second side of the door
and to a second part based on the determined signal strength,
which indicates the distance between the mounted 20 and
handheld 30 wireless signal transceiver, 1.e. the distance
between the person keeping the handheld wireless signal
transceiver and the door.

If the person 1s on the pre-determined correct side of the
door and close enough (such i1s the case after receipt of S3
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in embodiment A) to be over the triggering threshold, the
handheld wireless signal transceivers sends an “UNLOCK”
signal to the mounted wireless signal transceiver 20 which
in turn sends an “UNLOCK” signal to the control unit 41
which operates the locking mechanism to unlock the door.

Embodiment B 1s similar to embodiment A, with the
difference that the locking unit further comprises a sensor 50
capable ol generating a state signal on the basis of a
mechanical state of the door. The sensor 50 sends a first state
signal STATE] to the control umt 41 which forwards the
received state signal STATE] to the mounted wireless signal
transceiver 20. After the performed connection operation
CONNECT with the handheld wireless transceiver 30, the
mounted wireless transceiver 20 sends the first state signal
STATE] to the handheld wireless transceiver 30 which
stores the mechanical state of the door (for example opened
or closed) 1n the memory of the calculating unit 32. After
receipt of the state signal STATE1, the mounted wireless
signal transceiver 20 starts transmitting wireless signals
S1-S3, which are received by the handheld wireless signal
transceiver 30. The handheld wireless signal transceiver 30
determines the signal strength e.g. RSSI of the received
signals and calculates, using the calculating unit 32, the
signal strength which generates information with regards to
the handheld wireless signal transceiver 30 being on the first
or second side of the door.

In embodiment B the trigger for sending an UNLOCK
signal to the mounted wireless signal transceiver 20 com-
prises three components: the information related to the
person being on a first or second side of the door, the signal
strength of the received signals S1-S3 (corresponding to the
distance between the handheld wireless signal transceiver
and the door) and the mechanical state of the door, 1.€. no
UNLOCK signal needs to be generated 11 the door 1s already
open.

If the criteria above are fulfilled, such that the calculating
unit 32 generates an UNLOCK signal, that unlock signal 1s
sent to the mounted wireless signal transceiver 20 which
torwards the UNLOCK signal to the control unit 41, which
operates the locking unit to unlock the door. After an
unlocking procedure has been completed, the sensor 50
sends a new state signal STATE2, containing information on
the new mechanical state of the door, to the handheld
wireless signal transceiver 30, via the control unit 41 and the
mounted wireless signal transceiver 20, which replaces the
mechanical state information stored 1n the memory of the
calculating unit 32.

Embodiment C 1s very similar to embodiment A, the
difference being that the calculating unit 32 of the handheld
wireless signal transceiver 30 1s replaced by a calculating
unit 22 placed in the mounted wireless signal transceiver 20.
The eflect of placing the calculating unit 1n the mounted
wireless signal transceiver 20 1s that the power used for
making the calculations 1s consumed 1n the mounted wire-
less signal transceiver 20 instead of 1n the handheld wireless
signal transceiver 30, which makes it possible to make the
handheld wireless signal transceiver 30 smaller and more
portable.

The difference 1n terms of signaling between embodiment
C and embodiment A 1s that after the mnitial connecting
operation CONNECT the mounted wireless signal trans-
ceiver 20 recerves and detects the signal strength of the
wireless signals from the handheld wireless signal trans-
ceiver 30, thus determining the RSSI and rate of change of
RSSI. The mounted wireless signal transceiver 20 then
calculates, by means of the calculating umit 22, the location
of the handheld wireless signal transceiver 30 1n relation to
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the door. When the trigger critena 1s fulfilled, 1.e. the
handheld wireless signal transceiver 30 1s on the correct side
of the door and close enough to the door, the mounted
wireless signal transceiver 20 sends an UNLOCK signal to
the control unit 41, which 1n turn operates the locking unit
to unlock the door.

Embodiment D 1s a fourth alternative in which the cal-
culating unit 22 1s placed in the mounted wireless signal
transceiver 20, and the system comprises the state sensor 30
as described with reference to embodiment B. The sensor 50
transmits a state signal STATE1 to the mounted wireless
signal transceiver 20, via the calculating unit 41. The cal-
culating unit 22 in the mounted wireless signal transceiver
20 stores the mechanical state of the door 1n memory and, as
in embodiment B, uses the mechanical state in determining
(together with the position of the handheld wireless signal
transceiver calculated by means of the RSSI of the signals
S1-S3) whether or not to send an UNLOCK signal to the
control unit 41.

After an unlocking procedure has been completed upon
receipt of an UNLOCK signal, the sensor 50 sends a new
state signal STATE2, containing information on the new
mechanical state of the door, to the mounted wireless signal
transceiver 20, via the control unit 41, which replaces the
mechanical state information stored in the memory of the
calculating unit 22.

A combination of embodiments A, B and C, D 1s also
conceivable, such that the calculations takes place 1n both
the handheld and mounted transceivers on the basis of for
example capacity of the batteries of the units.

FIG. 5 shows an embodiment of the locking system, when
the system 1s used 1n a home for physically or mentally (e.g.
dementia) disabled persons, 1n a schematic view. The system
includes the handheld wireless signal transceiver 30 with a
substantially ommni-directional antenna 31, and three
mounted wireless signal transceivers 20a, 206 and 20c¢
mounted 1n connection with doors to rooms R1, R2 and R3.
The system also comprises a central unit 60 also comprising
a substantially omni-directional antenna 61. The central unit
60 1s adapted to communicate with the handheld wireless
signal transceiver 30 such that the device remains connected
when away from the mounted wireless signal transceiver
and/or for uploading or downloading data from the handheld
wireless signal transceiver 30. The handheld wireless signal
transceiver 30 1s programmed to Tunction as a key for one of
the doors to the rooms R1-R3 i1.e. by connecting and
signaling with one of the mounted wireless signal transce1v-
ers, such as further described with reference to FIG. 14 and
FIG. 1b. The handheld wireless signal transceiver may
turther be adapted to listen for RSSI values from additional
mounted wireless transceivers e.g. 206, 20¢ or 60 as auxil-
1ary wireless signal transceivers, which may function as an
extra source of mnformation with regards to which side of the
door the handheld wireless transceiver 30 1s located. In
normal cases the handheld wireless transceiver 30 may
connect to the central unit 60 when out of reach for 20a to
save power and to use functionality of the central unit 60.

The central unit 60, which could be used for uploading or
downloading data to handheld wireless transceivers 30,
could be connected to a monitoring system which could be
operated by the stail of the home. Information with regards
to the persons being inside or outside their rooms R1-R3 or
in the commumty room CR could for example be used to
make sure that no one 1s lost or injured. In alternative
embodiments, the mounted wireless transceivers 20 could be
connected to the Internet or to an internal network which
may replace the central umt 60. It 1s further possible that
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several handheld wireless signal transceivers are connected
to the same mounted wireless signal transceiver, such that
multiple persons can enter the same door, or, that a single
handheld wireless signal transceiver can connect to a plu-
rality of mounted wireless signal transceivers and thus
function as a master key.

Any detailed description should be interpreted in its
broadest outline as a general summary of the mvention, and
please note that any embodiment or part of embodiment as
well as any method or part of method could be combined in
any way.

The 1nvention claimed 1s:

1. A locking system for door or passage locking, the
system comprising;:

a lock adapted to lock and unlock a door;

a mounted wireless signal transceiver connected to the

lock:

a handheld wireless signal transceiver adapted to com-
municate with the mounted wireless signal transceiver,
wherein the mounted wireless signal transceiver com-
prises a single antenna with a directional configuration
such that a first higher magmtude lobe 1s directed away
from a first side of the door and a second lower
magnitude lobe 1s directed away from a second side of
the door, and wheremn the handheld wireless signal
transceiver 1s adapted to detect a signal strength of a
wireless signal transmitted from the single antenna of
the mounted wireless signal transceiver; and

a processor adapted to calculate i1f the handheld wireless
transcerver 1s on the first or second side of the door
based on a change 1n the detected signal strength of the
wireless signal transmitted from the single antenna of
the mounted wireless signal transceiver, and wherein
the processor 1s adapted to determine whether or not to
unlock the door on the basis of the detected signal
strength and the calculated information related to the
handheld wireless transceiver being on the first or
second side of the door.

2. The system according to claim 1, wherein the handheld
wireless signal transceiver 1s further adapted to calculate or
receive Received Signal Strength Indication (RSSI) from at
least one auxiliary wireless signal transceiver.

3. The system according to claim 1, wherein the system
turther comprises a central unit adapted to communicate
with the handheld wireless signal transceiver, such that the
handheld wireless signal transceiver can remain connected
when being away from the mounted wireless signal trans-
celver.

4. The system according to claim 1, wherein the system
turther comprises a central unit adapted to communicate
with the handheld wireless signal transceiver for uploading,
or downloading data from the handheld wireless signal
transceiver.

5. The system according to claim 1, wherein the handheld
wireless signal transceiver 1s adapted to detect signal
strength by detecting Received Signal Strength Indication
(RSSI).

6. A mounted wireless signal transceiver comprising;:

at least one control lead configured to connect to a lock
that 1s adapted to lock and unlock a door;

a single antenna, wherein the single antenna 1s configured
with a directional configuration such that a first higher
magnitude lobe 1s directed away from a first side of the
door and a second lower magnitude lobe 1s directed
away Ifrom a second side of the door, and wherein the
mounted wireless signal transceiver 1s adapted to detect
a signal strength of a wireless signal transmitted from
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a handheld wireless signal transceiver using the single
antenna configured with the directional configuration;
and
a processor configured to calculate 1f the handheld wire-
less transceiver 1s on the first or second side of the door
based on a change 1n the detected signal strength, and
wherein the processor 1s adapted to determine whether
or not to unlock the door on the basis of the detected
signal strength and the calculated information related to
the handheld wireless transceiver being on the first or
second side of the door.
7. A method for use 1 a locking system, the method
comprising:
transmitting, using a handheld wireless signal transceiver,
a wireless signal;

detecting, using a mounted wireless signal transceiver, a
signal strength of the wireless signal transmitted from
the handheld wireless signal transceiver, wherein the
mounted wireless signal transceiver comprises a single
antenna with a directional configuration such that a first
higher magnitude lobe 1s directed away from a first side
of a door and a second lower magnitude lobe 1s directed
away from a second side of the door;
calculating, using a processor, if the handheld wireless
transceiver 1s on the first or second side of the door
based on a change of the detected signal strength; and

determiming whether or not to unlock the door on the basis
of the detected signal strength and the calculated infor-
mation related to the handheld wireless transceiver
being on the first or second side of the door.

8. The method according to claim 7, wherein calculating
if the handheld wireless transceiver 1s on the first or second
side of the door 1s performed by the processor that 1s
comprised in the mounted wireless signal transceiver.

9. The method according to claim 7, further comprising
receiving, at the processor, a state signal based on a
mechanical state of the door, and determining whether or not
to unlock the door on the basis of the received state signal.

10. The method according to claim 7, further comprising
the handheld wireless signal transceiver to calculate or
receive Received Signal Strength Indication (RSSI) from at
least one auxiliary wireless signal transceiver.

11. The method according to claim 7, further comprising
connecting the handheld wireless signal transceiver to a
central unit adapted to communicate with the handheld
wireless signal transcerver, such that the handheld wireless
signal transceiver may remain connected when being away
from the mounted wireless signal transceiver.

12. The method according to claim 7, further comprising
connecting the handheld wireless signal transceiver to a
central unit adapted to communicate with the handheld
wireless signal transceiver for uploading or downloading
data from the handheld wireless signal transceiver.

13. The method according to claim 7, wherein detecting
signal strength comprises detecting Received Signal
Strength Indication (RSSI).

14. The method according to claim 7, wherein the step of
calculating 1f the handheld wireless transceiver 1s on the first
or second side of the door based on a change 1n the detected
signal strength comprises the step of comparing a signal
strength from a first side of the door with a signal strength
from a second side of the door.

15. A locking system for door or passage locking, the
system comprising:

a lock adapted to lock and unlock a door;

a handheld wireless signal transcerver adapted to transmit

a wireless signal; and
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a mounted wireless signal transceiver connected to the
lock, wherein the mounted wireless signal transceiver
comprises a single antenna with a directional configu-
ration such that a first higher magnitude lobe 1s directed
away Irom a first side of the door and a second lower
magnitude lobe 1s directed away from a second side of
the door, and wheremn the mounted wireless signal
transceiver 1s adapted to detect a signal strength of the
wireless signal transmitted from the handheld wireless
signal transceiver; and

a processor adapted to calculate 1f the handheld wireless
transceiver 1s on the first or second side of the door
based on a change 1n the detected signal strength of the
wireless signal transmitted from the handheld wireless
signal transceiver, and wherein the processor 1s adapted
to determine whether or not to unlock the door on the
basis of the detected signal strength and the calculated
information related to the handheld wireless transceiver
being on the first or second side of the door.

16. The system according to claim 135, wherein the direc-
tional configuration of the single antenna of the mounted
wireless signal transceiver 1s such that the mounted wireless
signal transceiver 1s capable of receiving a lower magnitude
signal from the handheld wireless transceiver on the first
side of the door than the mounted wireless signal transceiver
1s capable of receiving from the second side of the door.
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17. The system according to claim 15, wherein the single
antenna 1s a patch antenna, the first higher magnitude lobe
corresponds to a main lobe of the patch antenna, and the
second lower magnitude lobe corresponds to a minor lobe of
the patch antenna.

18. The system according to claim 15, wherein the lock
comprises a sensor capable of generating a state signal on
the basis of a mechanical state of the door, and wherein the
processor 1s further adapted determine whether or not to
unlock the door on the basis of the received state signal.

19. The system according to claim 15, wherein the pro-
cessor adapted to calculate 1f the handheld wireless trans-
ceiver 1s on the first or second side of the door based on a
change 1n the detected signal strength by comparing a signal
strength from a first side of the door with a signal strength
from a second side of the door.

20. The system according to claim 15, wherein the lock
comprises an electrical motor adapted to operate to unlock

2 the door.

21. The system according to claim 135, wherein the lock

comprises a solenoid adapted to operate to unlock the door.
22. The system according to claim 135, wherein the
antenna 1s a patch antenna in the mounted transceiver.
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