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METHOD AND APPARATUS FOR
MODIFYING A ROW IN A DATABASE
TABLE TO INCLUDE META-DATA

RELATED APPLICATIONS

This application 1s a continuation application of applica-
tion Ser. No. 11/391,033, entitled “METHOD AND APPA.-

RATUS FOR MODIFYING A ROW IN A DATABASE
TABLE TO INCLUDE META-DATA,” by inventor Daniel
ManHung Wong, filed 28 Mar. 2006, the disclosure of which
1s icorporated by reference in 1ts entirety herein.

BACKGROUND

Field of the Invention

The present invention relates to databases. More specifi-
cally, the present invention relates to a method and an
apparatus for modifying a row in a database to include
meta-data.

Related Art

Database administrators and application developers often
find the need to tag rows 1n database tables with information
related to the rows. For example, an administrator may find
it useful to know when data was inserted into a database
table, or when a row 1n a database table was last updated.
This information can serve various purposes, and 15 espe-
cially usetul for facilitating auditing operations and perform-
ing security tasks.

One common method for tagging rows 1n a database table
involves inserting an additional column into the database
table. The additional column can be used to store any type
ol mformation related to rows 1n the table that an adminis-
trator or an organization may need. However, there 1s
presently no easy way to ensure the integrity of the data in
the additional column without a significant amount of addi-
tional effort. Any user who has access to the database table
can alter the data 1n the additional column, which can cause
security problems that can mitigate the benefits of using the
additional column.

Hence, what 1s needed 1s a method for associating infor-
mation with data 1n a database table without the above-
mentioned problems.

SUMMARY

One embodiment of the present invention provides a
database system that facilitates modifying a row in a data-
base table to include meta-data about operations performed
on the row. During operation, the database system receives
a definition for an extensible row descriptor, the extensible
row descriptor imndicating meta-data associated with opera-
tions performed on a row 1n a database table. The system
then receives a condition for updating the extensible row
descriptor. The system determines that executing a com-
mand satisfies the condition for updating the extensible row
descriptor, and updates the extensible row descriptor.

In a variation on this embodiment, the system receives an
update rule specilying the condition for updating the exten-
sible row descriptor.

In a vaniation on this embodiment, the update rule speci-
tying the condition for updating the extensible row descrip-
tor 1s defined by one of an owner of the database table or a
super-user.

In a vanation on this embodiment, the extensible row
descriptor can only be updated by a database, and the
extensible row descriptor cannot be modified by a user.
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In a vaniation on this embodiment, the extensible row
descriptor 1s retained in the database table after the corre-
sponding row 1s deleted, thereby allowing information ndi-
cating a delete operation to be retained.

In a variation on this embodiment, a respective operation
can include at least one of an update operation, an insert
operation, a delete operation, and a select operation.

In a variation on this embodiment, the system creates the
database table, 1n which creating the database table involves
receiving an update rule for the extensible row descriptor,
the update rule specifying the condition for updating the
extensible row descriptor, and icorporating the extensible
row descriptor and the update rule into the database table
while creating the database table.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 1llustrates a computing environment 1n accordance
with an embodiment of the present invention.

FIG. 2 illustrates an existing database table.

FIG. 3 illustrates a database table with an extensible row
descriptor in accordance with an embodiment of the present
ivention.

FIG. 4 illustrates an update rule 1n accordance with an
embodiment of the present invention.

FIG. § presents a flowchart illustrating the row modifi-
cation process 1 accordance with an embodiment of the
present 1nvention.

FIG. 6 presents a flowchart illustrating the database table
creation process in accordance with an embodiment of the
present 1nvention.

DETAILED DESCRIPTION

The following description 1s presented to enable any
person skilled in the art to make and use the invention, and
1s provided in the context of a particular application and 1ts
requirements. Various modifications to the disclosed
embodiments will be readily apparent to those skilled 1n the
art, and the general principles defined herein may be applied
to other embodiments and applications without departing
from the spirit and scope of the present invention. Thus, the
present invention 1s not intended to be limited to the embodi-
ments shown, but 1s to be accorded the widest scope
consistent with the principles and features disclosed herein.

The data structures and code described in this detailed
description are typically stored on a computer readable
storage medium, which may be any device or medium that
can store code and/or data for use by a computer system.
This includes, but 1s not limited to, magnetic and optical
storage devices such as disk drives, magnetic tape, CDs
(compact discs), and DVDs (digital versatile discs or digital
video discs).

Overview

One embodiment of the present invention teaches a
method for tagging a row 1n a database with meta-data
related to operations performed on the database row. Upon
creation of a database table, the database receives an exten-
sible row descriptor definition and an update rule definition.
The extensible row descriptor 1s a column 1n the database
table that a user, a super-user, or an administrator cannot
modily. Only the database can modily the extensible row
descriptor. Hence, the extensible row descriptor 1s a special
column type that the database manages.

In one embodiment of the present invention, an attempt to
1ssue a command that modifies the extensible row descriptor
results in the failed attempt being recorded within the
extensible row descriptor.
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In one embodiment of the present invention, the update
rule defines what information 1s stored 1n the extensible row
descriptor. The update rule mstructs the database on how to
manage the extensible row descriptor column for the user.
For example, the update rule can define when and how the
extensible row descriptor can be updated.

In one embodiment of the present mvention, a user can
perform an operation, such as a SELECT operation, on the
extensible row descriptor as long as the operation does not
attempt to modily the extensible row descriptor.

In one embodiment of the present invention, the database
does not require the definition of an extensible row descrip-
tor. In this embodiment the extensible row descriptor 1s
optional. However, if an extensible row descriptor 1is
defined, then an update rule can also be defined.

In one embodiment of the present invention, the exten-
sible row descriptor and/or the update rule 1s pre-defined by
an administrator. In this embodiment, upon creation of a
database table, the extensible row descriptor 1s automatically
inserted into the database table.

In one embodiment of the present invention, the exten-
sible row descriptor and the update rule are implemented as
an extension to standard Structured Query Language (SQL)
syntax.

Computing Environment

FIG. 1 1llustrates a computing environment 100 1n accor-
dance with an embodiment of the present mvention. Com-
puting environment 100 can generally include any type of
computer system, including, but not limited to, a computer
system based on a microprocessor, a mainirame computer, a
digital signal processor, a portable computing device, a
personal organizer, a device controller, and a computational
engine within an appliance. Computing environment 100

includes client 102, database 104, server 106, and network
108. Client 102 can communicate with database 104 and
server 106 via network 108. User 110 can communicate
directly with client 102.

Client 102 can generally include any node on a network
including computational capability and including a mecha-
nism for communicating across the network.

Database 104 can generally include any type of system for
storing data 1n non-volatile storage. This includes, but 1s not
limited to, systems based upon magnetic, optical, and mag-
neto-optical storage devices, as well as storage devices
based on flash memory and/or battery-backed up memory.

Server 106 can generally include any computational node
including a mechanism for servicing requests from a client
for computational and/or data storage resources.

Network 108 can generally include any type of wired or
wireless communication channel capable of coupling
together computing nodes. This includes, but 1s not limited
to, a local area network, a wide area network, or a combi-
nation of networks. In one embodiment of the present
invention, network 108 includes the Internet.

In one embodiment of the present invention, user 110
creates a new database table 1n database 104 via client 102.
Database 104 then prompts user 110 to create an extensible
row descriptor and an update rule for the new database table.

In one embodiment of the present invention, the update
rule includes specifies that the database communicates with
server 106 to obtain information that 1s used in updating the
extensible row descriptor. This information can include, but
1s not limited to, the organization that the user 1s a member
of, the security level of the user, and the employee 1denti-
fication number of the user. This embodiment facilitates the
use of information that may be readily available 1n another
system, but that 1s not internally available to database 104.
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Existing Database Table

FIG. 2 1llustrates an existing database table 200. Database
table 200 1s an example of an existing database table.
Database table 200 represents a portion of an employee list.
Note that in an environment where multiple users have
permission to modily database table 200, user 110 can
modily database table 200 without accountability because
there 1s no way to know which user modified database table
200. One embodiment of the present invention solves this
problem by recording which user modified database table
200 1n an extensible row descriptor within the table, thus
provides accountability for all database operations.
Database Table with Extensible Row Descriptor

FIG. 3 illustrates a database table 300 with an extensible
row descriptor 302 in accordance with an embodiment of the
present invention. Extensible row descriptor 302 can only be
modified by the database in a manner defined by the update
rule, and cannot be modified by a user. In one embodiment
of the present invention, a super-user cannot modily the
update rule.

Note that extensible row descriptor 302 can include any
meta-data associated with an operation performed on the
corresponding row. This can include, but 1s not limited to,
security attributes (such as a username of a user who last
updated the row), a timestamp of the last update, the System
Change Number (SCN) of the last update, or the application
module that performed the last update.

In one embodiment of the present invention, extensible
row descriptor 302 can include multiple fields and/or col-
umns.

In one embodiment of the present invention, each cell 1n
the extensible row descriptor 302 column i1s defined to store
the name and identification number of the last user who
modified a particular row within database table 300. For
example, cell 304 reveals that the last user to modity the first
row 1n database table 300 was user “JOHN” whose 1denti-
fication number 1s “13579”. If a problem 1s discovered 1n the
information stored 1n the first row of database table 300, user
“JOHN” will be consulted in an attempt to restore database
table 300 to 1ts proper state. However, if a discrepancy 1s
found 1n conventional database table 200, 1t will be much
more difficult, and perhaps impossible, to i1dentily which
user caused the problem found 1n database table 200.

In one embodiment of the present invention, deleting a
row 1n database table 300 does not result in the deletion of
the extensible row descriptor information as 1illustrated by
cell 306. This 1s advantageous because it facilitates 1n
determining when a row 1s improperly deleted.

In one embodiment of the present invention, deleting a
row 1n database table 300 results 1n the deletion of the
extensible row descriptor entry for the deleted row.
Update Rule

FIG. 4 1llustrates an update rule 400 1n accordance with an
embodiment of the present invention. Update rule 400
specifles what information should be stored 1n the extensible
row descriptor and defines the rules that should be used to
update the extensible row descriptor. Update rule 400
includes user name 402, identification number 404, depart-
ment 406, and usage rules 408. User name 402, identifica-
tion number 404, and department 406 are all examples of
possible fields that can be included as part of the value of the
extensible row descriptor.

Usage rules 408 define when the extensible row descriptor
should be updated. For example, usage rules 408 may
specily that any command resulting in modification to a row
in the database table should result 1n the updating of the
extensible row descriptor with the information specified 1n
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update rule 400. Note that update rule 400 merely provides
an example of one possible update rule. In general, update
rule 400 1s not limited to the fields illustrated 1n FIG. 4.

In one embodiment of the present invention, each row can
have 1ts own update rule.

In one embodiment of the present invention, update rule
400 can require information that i1s not stored within the
database. In this embodiment, update rule 400 includes
instructions and/or commands required to obtain the infor-

mation that i1s stored externally to the database.
Row Modification

FIG. 5 presents a flowchart illustrating the row modifi-
cation process in accordance with an embodiment of the
present invention. The process begins when the system
receives a command to modily or select a row 1n a database
table (step 500). Note that 1f the command 1nvolves modi-
tying the extensible row descriptor then the database will
reject the command. The extensible row descriptor can only
be modified by the database and not by a command 1ssued
by a user.

The system checks the update rule for the table and/or row
that 1s to be selected or modified (step 502). Next, the system
determines 1f the command necessitates an update of the
extensible row descriptor (step 504). The system then deter-
mines 1f an update of the extensible row descriptor 1s
necessary by referring to the rules that were defined in the
update rule for the particular table and/or row 1n question. I
an update of the extensible row descriptor 1s not necessary,
the system executes the command (step 512). However, 1f an
update of the extensible row descriptor 1s necessary, the
system determines 1f the update of the extensible row
descriptor requires data that 1s stored externally to the
database (step 506). If not, the system updates the extensible
row descriptor following the usage rules defined in the
update rule (step 510). The system then executes the com-
mand (step 512).

On the other hand, 11 the system does require external data
to update the extensible row descriptor, the system obtains
the required external data from a third-party system (step
508). The system then proceeds to update the extensible row
descriptor (step 510). Finally, the system executes the com-
mand 1ssued at the beginning of this process (step 512).
Table Creation

FIG. 6 presents a flowchart illustrating the database table
creation process in accordance with an embodiment of the
present invention. The process begins when a user creates a
table (step 600). In doing so, the user defines an extensible
row descriptor (step 602). Defining an extensible row
descriptor 1nvolves defining one or more columns to store
meta-data about operations performed on each row.

In one embodiment of the present invention, an admin-
istrator or a super-user pre-defines the extensible row
descriptor.

After the extensible row descriptor has been defined, the
user defines the update rule (step 604). Defining the update
rule involves specitying when the extensible row descriptor
should be updated, and what information should be stored 1n
the extensible row descriptor.

In one embodiment of the present invention, an admin-
istrator or super-user pre-defines the update rule.

The foregoing descriptions of embodiments of the present
invention have been presented for purposes of illustration
and description only. They are not intended to be exhaustive
or to limit the present invention to the forms disclosed.
Accordingly, many modifications and variations will be
apparent to practitioners skilled in the art. Additionally, the
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6

above disclosure 1s not mtended to limit the present inven-
tion. The scope of the present invention 1s defined by the
appended claims.

What 15 claimed 1s:

1. A method comprising:

recerving a definition for an extensible row descriptor, the

extensible row descriptor indicating meta-data associ-
ated with operations performed on a row 1n a database
table;

recerving an update rule from a user specilying a condi-

tion for updating the extensible row descriptor, wherein
only at least one of an owner of the database table and
a super-user 1s permitted to define the update rule
specifying the condition for updating the extensible
row descriptor;

determiming that executing a command satisfies the con-

dition for updating the extensible row descriptor cor-
responding to the row; and

updating the extensible row descriptor corresponding to

the row,

wherein the extensible row descriptor can only be updated

by a database, and the extensible row descriptor cannot
be modified by a user-submitted command.

2. The method of claim 1, further comprising:

deleting the row 1n the database table; and

retaining the extensible row descriptor corresponding to

the deleted row 1n the database table after the row 1s
deleted, thereby allowing information associated with a
delete operation to be retained.

3. The method of claim 1, wherein a respective operation
includes at least one of:

an update operation;

an insert operation;

a delete operation; and

a select operation.

4. The method of claim 1, further comprising creating the
database table, wherein creating the database table involves:

incorporating the extensible row descriptor and the update

rule into the database table while creating the database
table.

5. The method of claim 1, wherein one or more update
rules are received for specific rows of a plurality of a rows
in the database table.

6. The method of claim 1, wherein the update rule
specifies when the extensible row descriptor 1s to be updated
and specifies mformation to be stored 1n the extensible row
descriptor.

7. The method of claim 1, wherein a user-submitted
command cannot modily the extensible row descriptor.

8. The method of claim 7, wherein the user-submitted
command 1s one of an insert, update, or delete operation.

9. A non-transitory computer-readable storage medium
storing instructions that, when executed by one or more
processors, cause the one or more processors to perform
operations for modifying a row 1n a database table to include
meta-data about operations performed on the row, the opera-
tions performed by the one or more processors comprising;:

receiving a definition for an extensible row descriptor, the

extensible row descriptor indicating meta-data associ-
ated with operations performed on a row 1n a database
table;

recerving an update rule from a user specilying a condi-

tion for updating the extensible row descriptor, wherein
only at least one of an owner of the database table and
a super-user 1s permitted to define the update rule
speciiying the condition for updating the extensible
row descriptor;
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determining that executing a command satisfies the con-
dition for updating the extensible row descriptor cor-
responding to the row; and

updating the extensible row descriptor corresponding to

the row,

wherein the extensible row descriptor can only be updated

by a database, and the extensible row descriptor cannot
be modified by a user-submitted command.

10. The non-transitory computer-readable storage
medium of claim 9, wherein the computer-readable storage
medium stores additional instructions that, when executed,
cause the one or more processors to perform additional steps
comprising;

deleting the row 1n the database table; and

retaining the extensible row descriptor corresponding to

the deleted row in the database table after the row 1s
deleted, thereby allowing information associated with a
delete operation to be retained.

11. The non-transitory computer-readable storage
medium of claim 9, wherein a respective operation includes
at least one of:

an update operation;

an 1nsert operation;

a delete operation; and

a select operation.

12. The non-transitory computer-readable storage
medium of claim 9, wherein the computer-readable storage
medium stores additional instructions that, when executed,
cause the one or more processors to perform additional steps
comprising;

creating the database table, wherein creating the database

table 1nvolves:

incorporating the extensible row descriptor and the update

rule into the database table while creating the database
table.
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13. An apparatus that modifies a row 1n a database table
to include meta-data about operations performed on the row,
comprising;

a Processor;

a database;

a definition-receiving mechanism configured to receive a

definition for an extensible row descriptor, the exten-
sible row descriptor indicating meta-data associated

with operations performed on a row 1n a database table
of the database;:

a condition-recelving mechanism configured to recerve an
update rule from a user specilying a condition for

updating the extensible row descriptor, wherein only at
least one of an owner of the database table and a

super-user 1s permitted to define the update rule speci-
fying the condition for updating the extensible row
descriptor;

a determiming mechanism configured to determine that
executing a command satisfies the condition for updat-
ing the extensible row descriptor corresponding to the
row; and

an updating mechanism configured to update the exten-
sible row descriptor corresponding to the row, wherein
the updating mechanism 1s further configured to ensure
that the extensible row descriptor can only be updated
by the database, and cannot be updated by a user-
submitted command.

14. The apparatus of claam 13, further comprising a
communication mechanism configured to commumnicate with
a third-party system to obtain meta-data associated with
operations performed on the row.

15. The apparatus of claam 13, further comprising a
checking mechanism configured to check an update rule for
the extensible row descriptor to determine 1 the extensible
row descriptor needs to be updated.
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