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402

Discover APs

406
Receive measurement data from the
APs

408
Search for optimized adjustments to Wi-
Fi1 parameters associated with one or
more of the APs

410
Transmit the optimized adjustments to

the Wi-FI parameters to the one or
more of the APs

FIG. 4
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INTERFERENCE MANAGEMENT AND
NETWORK PERFORMANCE
OPTIMIZATION IN DENSE WIFI
NETWORKS
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.LJ L.LJ

BACKGROUND OF THE INVENTION

Wi-F1 networks are increasingly used for high-speed
wireless connectivity 1n the home, oflice, and in public

hotspots. Wi-F1 networks are designed based on the family
of IEEE 802.11 Wi-F1 standards, including the early

802.11a/b/g standards, the current 802.11n standard, and the
next-generation 802.11ac standard, which provides for peak
data rates exceeding 1 Gigabits per second (Gbps). These
standards have been designed to target access points (APs)
with relatively small coverage areas and low-density deploy-
ments. In dense deployments, the interference between the
APs can be severe, and the Wi-F1 standards lack sophisti-
cated mechanisms to mitigate the interference. As a conse-
quence, 1n dense deployments current Wi-F1 systems may
exhibit poor spectrum reuse and significant contention
among APs and clients, resulting 1n low throughput and poor
end-user experience.

BRIEF DESCRIPTION OF THE

DRAWINGS

Various embodiments of the mnvention are disclosed 1n the
tollowing detailed description and the accompanying draw-
Ings.

FIG. 1 1illustrates a Wi-F1 network, in which a Wi-Fi-
enabled client (101, 102, or 103) may connect to any
authorized AP (104 or 106) when the client 1s within the
AP’s coverage area.

FIG. 2A 1llustrates that when the carrier sense threshold
(CST) 1s high, the carner sense radius 1s small.

FIG. 2B 1llustrates that when the CST 1s low, the carrier
sense radius 1s large.

FIG. 3 illustrates an embodiment of a Wi-Fi-network
manager for automatically and dynamically configuring and
updating Wi-F1 AP parameters 1 one or more Wi-Fi net-
works to optimize the overall network performance of the
one or more Wi-Fi1 networks.

FIG. 4 1s a flow chart illustrating an embodiment of a
process for automatically and dynamically configuring and
updating Wi-F1 AP parameters 1n one or more Wi-F1 net-
works to optimize the overall network performance.

FI1G. 5 1llustrates that APs may be divided into a plurality
of local neighborhoods for local optimization.

FIG. 6 illustrates that throughput maps can be provided to
show the throughput available at diflerent locations through-
out the Wi-F1 network.

FI1G. 7 illustrates an embodiment in which primary chan-
nels are assigned such that APs with their primary channels
on the same frequency channel are farthest apart.
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FIG. 8 illustrates that neighboring APs have non-overlap-
ping primary channels (denoted by P), while the secondary
channel S2 of each AP overlaps with the primary channel of
the other AP.

FIG. 9 illustrates the time intervals in which AP 902 1s
configured with a low CST while AP 901 and AP 903 are
configured with high CST values.

FIG. 10 illustrates that AP 902 1s configured with a high

CST, while AP 901 and AP 903 are configured with low CST
values.

FIG. 11 illustrates an embodiment of a coverage map
generated by the Wi-Fi1 network manager.

DETAILED DESCRIPTION

The mvention can be implemented 1n numerous ways,
including as a process; an apparatus; a system; a composi-
tion of matter; a computer program product embodied on a
computer readable storage medium; and/or a processor, such
as a processor configured to execute instructions stored on
and/or provided by a memory coupled to the processor. In
this specification, these implementations, or any other form
that the mvention may take, may be referred to as tech-
niques. In general, the order of the steps of disclosed
processes may be altered within the scope of the invention.
Unless stated otherwise, a component such as a processor or
a memory described as being configured to perform a task
may be implemented as a general component that 1s tem-
porarily configured to perform the task at a given time or a
specific component that 1s manufactured to perform the task.
As used herein, the term ‘processor’ refers to one or more
devices, circuits, and/or processing cores configured to
process data, such as computer program instructions.

A detailed description of one or more embodiments of the
invention 1s provided below along with accompanying fig-
ures that illustrate the principles of the invention. The
invention 1s described in connection with such embodi-
ments, but the mvention 1s not limited to any embodiment.
The scope of the invention 1s limited only by the claims and
the invention encompasses numerous alternatives, modifi-
cations and equivalents. Numerous specific details are set
forth in the following description in order to provide a
thorough understanding of the invention. These details are
provided for the purpose of example and the mnvention may
be practiced according to the claims without some or all of
these specific details. For the purpose of clarity, technical
material that 1s known i the technical fields related to the
invention has not been described in detail so that the
invention 1s not unnecessarily obscured.

Wi-Fi networks are formed using one or more Wi-Fi1 APs,
which can be deployed 1n homes, apartments, oflice build-
ings, and as outdoor hotspots. FIG. 1 illustrates a Wi-Fi
network, 1n which a Wi-Fi-enabled client (101, 102, or 103)
may connect to any authorized AP (104 or 106) when the
client 1s within the AP’s coverage area. Once a client 1s
within the coverage area of a particular AP, the signal
received by the client generally has a signal strength above
the level required for connectivity to that AP. However,
clients close to the AP typically receive stronger AP signals
than clients farther away from the AP, and enjoy superior
performance commensurate with the greater signal strength.
APs are connected to the backbone Internet 108, with traflic
routed to and from their clients via standard Internet proto-
cols. When a client 1s within the coverage areas of multiple
APs, the AP for the Wi-F1 connection 1s typically selected
based on static client preferences (e.g., a preferred service
set ID or SSID) or the best signal strength. For example,
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client 102 1n FIG. 1 1s within the coverage areas of two APs
(AP 104 and AP 106), but client 102 may connect to AP 104
based on 1ts preferred SSID. Wi-F1 APs operate in both the
2.4 GHz and 5 GHz spectral bands, with channel bandwidths
of 20 MHz, 40 MHz, 80 MHz or 160 MHz, depending on the
particular Wi-Fi1 standard used.

One way to reduce interference experienced by the clients
in a Wi-F1 network 1s via channel allocation. FIG. 1 1llus-
trates that clients connected to a particular AP may experi-
ence interference caused by other APs within the Wi-Fi
network. The wireless channels 1n a Wi-F1 network are
shared across all APs and their clients. When a given channel
1s used simultaneously by different APs with overlapping
coverage areas, the APs create interference to each other’s
clients, as shown 1n FIG. 1. The amount of this interference
depends on many factors, including the propagation condi-
tions, the carrier frequency, and the distance between the
interfering AP and the client. The channel allocation mecha-
nism 1 802.11 attempts to avoid such interference by
assigning diflerent channels to APs within close proximity to
cach other; this channel assignment may be done manually
or based on local measurements. With this orthogonal fre-
quency reuse, the APs use different frequencies and inter-AP
interference 1s minimized. While this channel allocation
works well to avoid mterference 1n low-density AP deploy-
ments, 1n dense deployments there are not enough channels
for this method to be wviable. For example, only three
non-overlapping channels are available in the 2.4 GHz band,
making 1t diflicult, and at times impossible, for APs with
overlapping coverage arecas operating 1n this band to each be
assigned a unique channel.

To mitigate co-channel interference between APs rela-
tively close to each other that are operating on the same
channel, a second interference mitigation mechanism—
carrier sense multiple access with collision avoidance
(CSMA/CA)—1s used. CSMA/CA avoids simultaneous
transmissions by two APs on the same channel by staggering
the two APs’ transmissions in time. Prior to transmitting a
frame, an AP monitors the wireless channel for other Wi-Fi
transmissions with recetved power exceeding a given carrier
sense threshold (CST). The CST defines a carrier sense
radius around each transmitting device: any listening device
within this radius will detect interference above the CST.
The carrier sense radius as a function of azimuthal angle
traces out a circle 1n i1deal free-space propagation. In more
typical operating environments, the radius as a function of
azimuthal angle will have an irregular shape, due to the
different shadowing and multipath experienced at different
client locations. A random back-off timer based mechanism
ensures that listening devices that detect the channel as
occupied will not all simultaneously attempt to transmit as
soon as the channel becomes unoccupied.

Carrier sensing generally works well 1 low density
deployments of APs, where there are suili

icient channels to
avoid interference between APs, and hence aggressive ire-
quency reuse 1s not needed. However, 1n dense deployments,
with neighboring APs using the same channel, carrier sens-
ing induces a tradeoll between aggressive frequency reuse
and higher levels of interference, as 1llustrated 1n FIGS. 2A
and 2B. In FIG. 2A, when the CST 1s high, the carrier sense
radius 1s small. Hence AP 201 and AP 202 will transmait
simultaneously, causing interference to the other AP’s client.
If this interference does not preclude successtul packet
reception, then throughput 1s high; 1f the interference 1s
sufliciently high so as to cause packet errors, then these
packets need to be retransmitted, thereby reducing through-
put and increasing delay. In FIG. 2B, when the CST 1s low,
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the carrier sense radius 1s large. This will preclude AP 201
and AP 202 from transmitting simultaneously. If both APs
have data to transmuit, one will back off, thereby reducing its
throughput and increasing delay.

Current Wi-F1 networks use a static CST that can be
AP-specific. Selecting static CST rarely optimizes network
performance, since whether or not two neighboring APs A
and B transmit simultaneously depends on whether the
power received from AP A at AP B (and vice versa) 1s below
threshold. This 1s not the best criterion to use: in particular,
packet errors are caused not by the interference between
neighboring APs, but are caused by the interference between
a given AP and the client associated with the neighboring
AP. As shown 1n FIG. 2B, with a low CST, AP 201 and AP
202 fall within each other’s carrier sense radius and hence
will never transmit simultaneously. However, since client
221 1s far from AP 202, and client 223 1s far from AP 201,
a transmission ifrom AP 201 to chient 221 could occur
simultaneously with a transmission from AP 202 to client
223 with minimal interference between them. Fundamen-
tally, whether AP 202 should transmit when AP 201 1s
transmitting should depend on how that interference impacts
the signal received by AP 201°s client, 1.e. 1t should depend
on the signal-to-interference-plus-noise (SINR) at AP 201°s
client. In addition to adapting to SINR, CSTs should also
adapt to the AP density, as more APs are added to the
network, as well as adapt to the client data requirements and
changing propagation conditions of APs sharing the same
channel. Setting the threshold adaptively can both increase
throughput and reduce packet error probability.

FIG. 3 illustrates an embodiment of a Wi-Fi-network
manager for automatically and dynamically configuring and
updating Wi-F1 AP parameters 1 one or more Wi-Fi net-
works to optimize the overall network performance of the
one or more Wi-F1 networks. In some embodiments, Wi-Fi
network manager 302 connects to the APs and provides
service to the APs as a server. In some embodiments, Wi-Fi
network manager 302 manages tens of thousands (or more)
of APs within the one or more Wi-F1 networks.

FIG. 3 illustrates one exemplary embodiment in which the
APs are connected to Wi-F1 network manager 302 and the
Internet 318 using cable modems. Note that FIG. 3 1s
provided as an 1illustrative example only. Therefore, the
present application 1s not limited to this specific example.
For example, the APs managed by Wi-F1 network manager
302 may be connected to Wi-F1 network manager 302 using
network technologies other than cable modem technologies,
including digital subscriber line (DSL) technologies and
other Internet technologies.

As shown 1n FIG. 3, some of the APs managed by Wi-Fi
network manager 302 may be standalone Wi-F1 APs 304.
Alternatively, some of the Wi-F1 APs may be embedded 1nto
other devices, such as cable modems, DSL modems, and the
like. Standalone Wi-Fi1 APs 304 may be connected to a cable
modem 306, and cable modem 306 may be connected to a
cable modem termination system (CMTS) 308 via a hybnd
fiber-coaxial (HFC) network 310. CMTS 308 may be further
connected to Wi-F1 network manager 302 via an operator
core network 314. Data packets that are sent from CMTS
308 to the Internet 318 are routed through an Internet
Gateway 316. Some APs (312) managed by Wi-F1 network
manager 302 may be integrated units, each integrating a
cable modem and a Wi-F1 AP as a single unit. Integrated
units 312 may be connected to CMTS 308 via HFC network
310.

In some embodiments, a software agent 1s installed on the
APs. For example, a piece of software may be installed on
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an AP by an end-user or a network administrator. In another
example, an application may be downloaded from a website,
and the application acts as an agent between the AP and
Wi-F1 network manager 302. Wi-F1 network manager 302
may manage and configure the parameters of an AP using

different protocols, including Simple Network Management
Protocol (SNMP), Control And Provisioning of Wireless

Access Points (CAPWAP), Technical Report 069/181 (TR-
069/TR-181), Command-Line Interface (CLI), Extensible
Markup Language (XML), and the like.

FIG. 4 1s a flow chart illustrating an embodiment of a
process 400 for automatically and dynamically configuring,
and updating Wi-F1 AP parameters in one or more Wi-Fi
networks to optimize the overall network performance. In
some embodiments, process 400 1s a process that runs on
Wi-F1 network manager 302 1n FIG. 3.

At 402, the APs that are installed in the Wi-F1 networks
managed by Wi-F1 network manager 302 are discovered.
Wi-Fi1 network manager 302 1s configured to manage a

heterogeneous group of APs. The APs may support diflerent
Wi-Fi1 protocols, including 802.11a, 802.11c, 802.11g,

802.11n, 802.11ac, and the like. The APs can be made by
different third-party vendors. Some of the APs may be
purchased ofl-the-shelf. Therefore, the APs that are managed
by Wi-F1 network manager 302 have a wide range of
capabilities, configurable parameters, and terfaces. Wi-Fi
network manager 302 discovers the APs within the Wi-Fi
networks, including their capabilities, configurable param-
eters, iterfaces, and the like. This information may be used
by Wi-F1 network manager 302 to more optimally search for
a set of configurable parameters for any AP managed by
Wi-F1 network manager 302 to achieve improved overall
network performance. For example, a search algorithm that
1s run by Wi-Fi1 network manager 302 may take mto con-
sideration that a particular parameter 1s not configurable on
a particular AP to reduce the search complexity by either
searching over a smaller set of configurable parameters or
simplifying the search based on a partition of the APs based
on their configurability.

At 406, measurement data 1s received {rom the APs. The
measurement data 1s locally collected by the APs and then
sent to Wi-F1 network manager 302. The measurement data
collected by an AP may include data regarding the AP’s
clients and data regarding clients connected to neighboring
APs. The measurement data may include receirve signal
strength indication (RSSI), channel quality index (CQI),
throughput, packet error rate, and the like. RSSI 1s a mea-
surement ol the power present in a received radio signal.
CQI 1s a measurement of the communication quality of
wireless channels. In some embodiments, the measurement
data 1s Wi-F1 standard-based measurement data (e.g., 802.11
standard-based measurement data) measured by the APs. In
some embodiments, the APs may collect additional mea-
surement data that 1s optional or not specified 1n the 802.11
standards.

At 408, adjustments to Wi-F1 parameters associated with
one or more APs to optimize the Wi-F1 overall network
performance are searched. As Wi-F1 network manager 302
receives measurement data from many APs, including APs
installed 1 multiple Wi-Fi networks, the measurement data
may be used by Wi-F1 network manager 302 to compute
Wi-F1 parameters that can optimize network performance 1n
a global sense, achieving superior network performance.

The Wi-Fi1 overall network performance may be defined
by different metrics. In some embodiments, the metrics may
be a set of network optimization goals defined by a network
operator. The goals may include increasing the average
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network throughput, increasing the geometric mean
throughput, reducing interference, reducing outage probabil-
ity, 1ncreasing coverage, improving lairness, supporting
specific quality-of-service metrics for high-prionty traiflic,
and the like.

Different Wi-F1 parameters may be dynamically adjusted
to optimize the Wi-Fi overall network performance. As will
be described in greater detail below, Wi-F1 parameters that
can be dynamically and optimally adjusted may include
CSTs, channel allocation, transmit power, multiple-input
multiple-output (MIMO) antenna parameters, backoll
parameters, and the like.

Different optimization techniques may be employed by
Wi-F1 network manager 302 for searching the optimized
Wi-F1 parameters. In some embodiments, the network opti-
mization goals are evaluated based at least 1in part on the
measurement data received from the APs. For example, an
aggregate network throughput may be computed based on
throughput measurement data recerved from the APs. The
set of network optimization goals may be represented by an
objective function or a cost function 1 an optimization
problem. An optimized Wi-Fi parameter resulting from the
search 1s a feasible solution or optimal solution that mini-
mizes (or maximizes) the objective function subject to
different constraints. Since multiple types of Wi-F1 param-
eters may be adjusted simultaneously during a search, dii-
ferent techniques to combat interference, increase through-
put, or maximize coverage may be leveraged at the same
time. For example, instead of determining channel allocation
and CST individually or locally, they can be optimized
simultaneously 1n a global sense. Some constraints may be
requirement constraints that are configurable by the network
operator. For example, one requirement constraint may
impose a minimum percentage ol AP clients 1 the Wi-Fi
networks with a throughput above a certain threshold.

With continued reference to FIG. 4, at 410, at least some
of the optimized adjustments to the one or more Wi-Fi
parameters are transmitted to the one or more APs. The
received adjustments may be used by the APs for sell-
configuration, self-optimization, and self-healing, such that
the APs can collectively form a self-organizing network.

The received adjustments may be used to initialize an AP
that has been recently installed. For example, after an AP 1s
first installed, the AP collects 1nitial measurement data and
sends the data to Wi-F1 network manager 302. Wi-F1 net-
work manager 302 then computes the parameters for AP and
sends them to the AP for self-configuration.

The received adjustments may be used to re-configure an
existing AP. When the existing AP connects to Wi-Fi net-
work manager 302 for the first time, the existing AP 1s
treated as a new installation for the purpose of network
optimization. Wi-F1 network manager 302 computes new
parameters for the existing AP based on the received mea-
surement data from the existing AP and other APs, and Wi-F1
network manager 302 sends the new parameters to the
existing AP for reconfiguration.

The received adjustments may also be used to periodically
update the Wi-F1 parameters of an existing AP. These
adjustments are computed based on dynamic, real-time
measurements made periodically by the APs.

The received adjustments may also be used by the APs for
seli-healing any network topology changes. For example, a
network topology change may be caused by the failure of an
AP. Wi-Fi1 network manager 302 detects the failure, and the
parameters ol the surrounding APs are automatically
adjusted to fill 1n the resulting coverage hole. In another
example, a network topology change may be caused by new
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APs being installed on a Wi-F1 network. The network
topology change may be detected by Wi-F1 network man-
ager 302, which 1s triggered by the detection to mnitiate a new
search.

In some embodiments, the search performed by Wi-Fi
network manager 302 may create local neighborhoods for
local optimization 1n addition to global optimization. FIG. 5
illustrates that APs may be divided into a plurality of local
neighborhoods for local optimization. As shown 1n FIG. §,
APs 502 within a localized region 506 are grouped together
for local optimization. Similarly, APs 504 within another
localized region 508 are grouped together for local optimi-
zation. A local optimization may be performed prior to a
global optimization across the entire network. The local
optimization has a lower computational complexity, and 1t
avoids changing parameters across the entire network at the
same time. The global optimization avoids local minima that
may arise¢ when only local parameters within a neighbor-
hood are accounted for in the local optimization.

The AP coordination enabled by Wi-F1 network manager
302 provides additional functionality beyond the optimiza-
tion of AP configuration, including load balancing, power
control, coordinated scheduling, cross-layer optimization,
seamless handovers, and the like. Wi-F1 network manager
302 can perform load balancing by moving a client con-
nected to a heavily congested AP to a nearby AP that 1s less
congested. Wi-F1 network manager 302 can also enable
seamless session handofl between APs, such that mobile
users experience no disruption in a streaming application,
such as video. Wi-F1 network manager 302 can provide
throughput maps showing the throughput available at dii-
terent locations throughout the Wi-F1 network, as shown 1n
FIG. 6. These maps are generated based on throughput
calculations taking into account the RSSI and interference
estimates, the measured throughputs of clients and their
estimated locations, and the measured noise floor at each AP.
Throughput maps 1dentily coverage holes in the network.
Moreover, they can also be used to optimize new AP
deployments by determining which of several possible loca-
tions provides the largest improvement 1n network through-
put and coverage.

Wi-F1 APs operate 1n the 2.4 GHz and 5 GHz bands.
These bands have three and thirteen non-overlapping chan-
nels of 20 MHz, respectively. The 802.11a/g standard allows

only one 20 MHz channel to be assigned to an AP and 1ts
clients, while the 802.11n and 802.11ac standards allow up
to two 20 MHz and up to four 40 MHz channels, respec-
tively, to be assigned to each AP. When more than one
channel 1s assigned to an AP, there 1s the notion of a primary
channel and secondary channels. The primary channel is
used by an AP to communicate with devices that are
restricted to the bandwidth associated with the channel. The
secondary channels are used by an AP to communicate with
devices that support bandwidths larger than that of the
primary channel. For example, in 802.11n, two 20 MHz
channels, a primary and a secondary channel, are bonded
together to form a 40 MHz channel, but only the primary
channel 1s used for communication with 802.11a/g devices
as the latter only support 20 MHz channels. All packet
transmissions between an AP and 1its clients occur either over
only the primary channel or over the primary channel as well
as one or more secondary channels. The AP generally
prioritizes the use of its primary channel 1n 1ts transmissions.
Conversely, the secondary channels can only be used 11 the
interference caused by the AP on this channel 1s below the
CST of neighboring APs on their primary channel. Channel
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assignment in 802.11 entails assigning each AP a primary
channel and one or more secondary channels.

The primary and secondary channel assignments are
examples of Wi-F1 AP parameters that can be adjusted
dynamically and automatically to optimize the overall net-
work performance based on a set of network optimization
goals. The primary and secondary channel assignments are
chosen, optimally or sub-optimally, based on the set of
network optimization goals. The primary and secondary
channel assignments and other types of Wi-Fi1 parameters
may be adjusted simultaneously during a search. However,
In some cases, an optimal adjustment may not be available,
and Wi-F1 network manager 302 optimizes the APs” channel
assignment as follows:

1. Each AP 1s typically assigned the maximum bandwidth
it can support: 20 MHz for 802.11a/g APs, 40 MHz for

802.11n APs, and 160 MHz for 802.11ac APs. This increases
the likelihood that the clients associated with each AP can be
served at the highest data rates possible. In some cases,
assigning the maximum bandwidth that the AP can support
1s not the optimum solution 1n increasing network perfor-
mance; 1n such cases, a smaller bandwidth 1s assigned to that
AP.

2. The primary channel assignment scheme 1s such that
the closest APs are assigned non-overlapping primary chan-
nels. This minimizes contention when all the APs use only
primary channels.

3. Secondary channels (if applicable) are assigned to the
APs to minimize interference on the primary channels.

4. Channels are assigned to minimize interference from
APs not under the control of Wi-Fi network manager 302.

5. Channel assignments are periodically re-optimized as
the load 1n each basic service set (BSS) and the associations
of clients to a BSS (e.g., due to mobility or load balancing)
change over time.

In some embodiments, Wi-F1 network manager 302 opti-
mizes the assignment of primary channels of APs such that
APs with their primary channels on the same frequency
channel, whether controlled by Wi-F1 network manager 302
or not, are farthest apart. FIG. 7 illustrates an embodiment
in which primary channels are assigned such that APs with
theirr primary channels on the same frequency channel are
tarthest apart. APs 702, 704, and 706 are managed by Wi-Fi
network manager 302, while AP 708 1s not. The primary
channels for AP 702, AP 704, and AP 706 are assigned
different frequency channels, whereas the primary channel
of AP 708 1s assigned the same frequency channel as the AP
farthest away, 1.¢., the primary channel of AP 702. In some
embodiments, simple models for interference are used for
optimizing the assignment of the primary channels as
described above. In some embodiments, low-complexity
computational techniques for approximately solving a com-
binatorial optimization problem are used for optimizing the
assignment of the primary channels as described above.
These techniques include belief propagation, convex opti-
mization, and genetic mutation.

Given the assignment of primary channels, secondary
channels (11 applicable) are assigned to the APs to minimize
interference on primary channels. However, since the num-
ber of channels available 1s limited and Wi-F1 network
manager 302 first assigns the maximum bandwidth to each
AP, an AP’s primary channel may overlap with a neighbor-
ing AP’s secondary channels, as shown i FIG. 8. As
indicated 1n FIG. 8, neighboring APs have non-overlapping
primary channels (denoted by P), while the secondary chan-
nel S2 of each AP overlaps with the primary channel of the
other AP. In addition, secondary channel S1 (or S3) of AP
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802 overlaps with secondary channel S1 (or S3) of AP 804.
Based on the 802.11 standard, AP 802 can transmit at its
maximum power on 1ts primary channel, and will often do
so to clients located on the edge of 1ts coverage area. Without
dynamic configuration of the CST (1.e., 1f the CST 1s set
statically), the CST 1s typically set at a level such that AP
804 cannot reuse this channel (which 1s a secondary channel
for AP 804) for transmission when AP 802 transmits at
maximum power. For clients well 1mn the interior of its
coverage region, AP 802 will typically transmit at a lower
power on 1ts primary channel and one or more of its
secondary channels. If the CST 1s set statically, 1t 1s typically
set at a level such that AP 804 can reuse these channels when
AP 802 transmits at this lower power level. Thus, this results
in fractional frequency reuse. As will be described 1n greater
detail below, dynamic adaptation of the CST and dynamic
adaptation of power can provide additional degrees of
freedom for optimization, resulting in further improved
performance.

The transmit power levels of the APs are examples of
Wi-Fi1 AP parameters that can be adjusted dynamically and
automatically to optimize the overall network performance
based on a set of network optimization goals. Wi-F1 network
manager 302 also tunes the individual transmit power at APs
based on their radio measurements. The transmit power at
cach AP 1s selected, optimally or sub-optimally, based on the
network optimization goals. For example, reducing transmit
power at a given AP reduces interference between the given
AP and other devices on the same channel. However, this
also reduces SNR and RSSI between the AP and its con-
nected devices. Thus, power control optimizes this tradeodl.
As another example, CST values can be taken 1nto account
while setting the transmit power of an AP. In particular, the
transmit power of a given AP can be set such that neigh-
boring APs only back off when their interference to at least
one client of the given AP 1s above a given threshold. This
form of power control 1s especially useful when an AP is
serving clients experiencing relatively good channel quality,
and hence interference from neighboring APs would not
create significant degradation. In addition, Wi-F1 network
manager 302 detects coverage holes via the RF coverage
maps as discussed below. Upon detection of a coverage hole,
Wi-Fi network manager 302 increases the transmit power of
APs 1n the vicinity of the coverage hole up to the maximum
level to fill in the hole. As another example, transmit power
control can be jointly optimized with primary and secondary
channel allocation to improve the network optimization.

In some embodiments, Wi-F1 network manager 302
dynamically adapts the CSTs of the APs. In dense Wi-Fi
deployments, 11 the CST 1s low, the coverage area of the AP
1s typically much smaller than its carrier sense radius. As a
result, an AP would sense the medium and avoid transmit-
ting to 1ts client, even when the client 1s far from the
interfering AP (e.g., see Client 223 of FIG. 2B) and 1s thus
capable of receiving the transmission from the AP. On the
other hand, 1f the CST 1s high, a number of transmitters
access the same channel simultaneously, creating higher
interference, as shown 1n FIG. 2A. Therefore, the CST value
on APs should be set dynamically based on client locations,
propagation conditions, load, and network topology.

In some embodiments, Wi-F1 network manager 302
dynamically adjusts the CST to systematically create periods
of high reuse and low reuse. During the high reuse periods,
the CST 1s high, so neighboring APs on the same channel
will typically transmit packets simultaneously, leading to
high data rates but potentially higher packet loss due to
interference. Conversely, during periods of low reuse, neigh-

10

15

20

25

30

35

40

45

50

55

60

65

10

boring APs transmit at different times 1n order to protect the
weaker links, thereby preventing their outage. This can be
achieved by using different CST wvalues during different
periods. Specifically, high CST values are used during high
reuse periods, while low CST values are used during low
reuse periods. The CST values and the division of time
between the high and low reuse phases are optimized based
on the channel and load measurements. In some embodi-
ments, larger channel bandwidths are assigned to the APs to
provide more flexibility to the neighboring APs in reusing
the channel 1n time.

FIG. 9 and FIG. 10 illustrate the high and low reuse
periods of APs assigned to the same channel. FIG. 9 shows
time intervals in which AP 902 1s configured with a low CST
while AP 901 and AP 903 are configured with high CST
values. During such intervals, AP 902 remains silent,
whereas AP 901 and AP 903 transmit to client 911 and client
913 simultaneously. This ensures that the network obtains
high frequency reuse (increased overall throughput) without
outages over ndividual links.

While the CST settings of FIG. 9 provide aggressive reuse
for AP 901 and AP 903, AP 902 1s precluded from trans-
mitting. Thus, during other time intervals, as shown 1n FIG.
10, the dynamic CST would configure AP 902 with a high
CST, while AP 901 and AP 903 are configured with low CST
values. During such intervals, when AP 902 transmits to
client 912, AP 901 and AP 903 backs off from transmitting
(upon sensing AP 902’s transmissions), thereby ensuring
client 912 1s protected from the potential interference. This
ensures that the network can guarantee that all clients obtain
satisfactory user experience. This dynamic CST optimiza-
tion scheme may be coupled with dynamic channel assign-
ment (discussed earlier) to jointly optimize the channel
allocation and 1frequency reuse for each channel. This
dynamic CST optimization scheme may be coupled with
dynamic channel allocation (discussed earlier) to jointly
optimize channel allocation and transmit power for each
channel. Dynamic CS'T, power control, and channel alloca-
tion may also be jointly optimized.

In some embodiments, Wi-Fi network manager 302
dynamically optimizes the MIMO parameters of the APs. By
introducing standards-based support for multiple antennas,
the 802.11n and 802.11ac standards provide additional spa-
t1al dimensions for optimization. This tlexibility allows for
higher data rates and improved link reliability within the
same bandwidth. In particular, compared to single antenna
transmission/reception, MIMO schemes provide a three-fold
advantage 1n terms of increased data throughput (spatial
multiplexing), increased link reliability (transmit diversity),
and array gain (spatial beamforming).

The 802.11n and 802.11ac standards support up to 4 and
8 transmit and receive antennas, respectively, with an equal
number of maximum spatial streams. The 802.11n/ac stan-
dards provide support for achieving the aforementioned

advantages via spatial precoding and beamforming schemes.
The peak rate achieved 1n 802.11n 1s 600 Mbps while that 1n

802.11ac 1s more than 1 Gbps. In addition, the 802.11ac
standard supports Multi-User MIMO (MU-MIMO), wherein
multiple clients, each equipped with one or more antennas,
can simultaneously transmit/receive within the same fre-
quency channel.

In some embodiments, Wi-F1 network manger 302 opti-
mizes MIMO transmission parameters as follows:

1. Transmission Selection between Spatial Multiplexing
and Diversity: There 1s a tradeofl between maximizing the
data rate (via transmitting multiple spatial streams) and
providing adequate link reliability in the presence of fading
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and multipath propagation (via diversity) for each spatial
stream. This paradigm 1s referred to as the Diversity-Mul-
tiplexing (DM) tradeofl. In some embodiments, Wi-F1 net-
work manager 302 optimizes the transmission scheme, by
exploiting the DM tradeofl, depending on the radio link
conditions between each AP to 1ts client.

2. Beamforming: Beamiforming at the AP provides
increased signal-to-noise ratio (SNR) at a client; alterna-
tively, given knowledge of the channel statistics, the solution
can minimize interference to clients connected to neighbor-
ing APs on the same channel.

3. Switching between Single-User and Multi-User
MIMO: In high geometry and sufliciently uncorrelated sce-
narios, the solution will enable APs to spatially precode and
transmit to multiple clients, provided their spatial signatures
are sufliciently resolvable at the client.

Wi-F1 network manager utilizes measurements performed
by the APs to measure the channels to its clients as well as
clients associated with neighboring APs operating on the
same {requencies. The channels are estimated on the basis of
sounding packets transmitted by clients. The measurements
are fed back to Wi-F1 network manager, which optimizes the
MIMO parameters at the APs via standardized interfaces, as
discussed above.

In some embodiments, Wi-F1 network manager 302
dynamically adapts the load balancing of the APs. Load
balancing dynamically updates the association of clients
based on the loads at different APs. For example, 1if an AP
1s highly loaded, Wi-F1 network manager 302 can avoid
overloading this AP by a client on the boundary of the AP’s
coverage area to connect to a neighboring AP with a low
load, even 11 the channel quality of the client to the neigh-
boring AP 1s not as good. This load balancing can result in
performance improvement for this client, as well as the other
clients connected to the original AP. After offloading a client
from one AP to a less-loaded AP, Wi-Fi network manager
302 then re-optimizes the channel allocations and transmuit
powers of the affected APs to account for this change 1n load.

In some embodiments, Wi-F1 network manager 302
dynamically coordinates the scheduling of the APs. Wi-Fi
network manager 302 enables a backhaul-coordinated
scheduling whereby the APs managed by the network man-
ager access the medium 1n a contention-free manner by
transmitting beacon frames and a NAV-based reservation
(within the beacon frames) of the medium. This notion of
centralized scheduling and beacon-based access 1s akin to
the concept of almost-blank subirames discussed earlier.
Within the contention-iree period, the resource allocation
(e.g., the number of transmaission opportunities at individual
APs) within the contention-free period can be determined by
Wi-Fi1 network manager 302 based on diflerent parameters,
such as, for example, the queue lengths of diferent traflic
classes at individual APs. Between time intervals with
contention-iree access, the dynamic configuration technique
will implement periods of contention-based access 1n order
to ensure that APs that are not managed by Wi-Fi network
manager 302 can access the medium.

In some embodiments, Wi-F1 network manager 302
cnables Cross-Layer Optimization for Adaptive Video
Streaming. One of the key challenges 1mn adaptive video
streaming over HT'TP over TCP 1s to adapt the video quality
to the end-to-end bandwidth available between the server
and the client. IT a Wi-F1 network 1s used as the last hop to
deliver streaming video to the client, the bandwidth 1s often
limited by the wireless bandwidth available between the
client and the AP 1t connects to. In some embodiments,
application programming interfaces (APIs) are used
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between the media access control (MAC) layer and the
application layer to achueve the following:

1. Estimates of data rates that can be offered 1n the future,
for example on a timescale of tens of seconds, can be
provided to the application layer. This can help the appli-
cation layer better adapt the video quality. Current solutions

can be either too aggressive or too slow to react to band-
width varation.

2. Admission control and rate guarantees may be per-
formed for the different video streaming flows so that the
desired quality of video can be viewed by the users. User
differentiation can also be provided.

In some embodiments, Wi-F1 network manger 302
enables seamless Handofls handofls. In Wi-Fi1 networks, APs
with the same SSID are called an Extended Service Set—
clients transparently connect to any AP in this set without
differentiation. Wi-F1 network manager 302 configures the
Extended Service Set (ESS) for APs within a hotspot to
ensure client mobility within the service area. Existing
management interfaces are used to configure APs 1n this set,
without requiring changes to the AP’s software.

Advanced handofl functionality may be supported when a
soltware agent 1s integrated with the APs. Inter-AP coordi-
nation for seamless handoils within an ESS can be provided.
The software agent adds Proxy Mobile IP functionality to
the AP, enabling client handover across ESSs. This 1s a
network-initiated procedure and there 1s no dependency on
the client.

In some embodiments, Wi-F1 network manager 302 pro-
vides coverage maps. Note that all APs (as well as clients)
constantly monitor the wireless medium and attempt to
decode all ongoing transmissions. As part of the decoding
process, channel estimation 1s performed and thus the total
received power from the transmitter of the ongoing trans-
mission 1s determined. Thus, an AP will typically measure
the RSSI from all APs and their clients operating on the
same channel, as long as the packets transmitted by them can
be received at suflicient received power. By cycling through
different channels periodically, the AP can measure the
channel gains to neighboring APs and their clients on all
channels. This information, along with channel propagation
models and client location imformation—determined by
GPS 1f available, or estimated via intersections of location
contours based on time-difference of arrival, angle-of-ar-
rival, or connection-trajectory estimates—are used by Wi-Fi
network manager 302 to create SINR measurements at all
client locations and the associated throughput and coverage
maps, as illustrated in FIGS. 6 and 11.

Although the 1foregoing embodiments have been
described in some detail for purposes of clarity of under-
standing, the invention 1s not limited to the details provided.
There are many alternative ways of implementing the inven-
tion. The disclosed embodiments are illustrative and not
restrictive.

What 1s claimed 1s:

1. A Wi-F1 network manager, comprising:

a control interface 1n communication with a plurality of
Wi-F1 access points;

a processor; and

a memory storing an objective function, the objective
function optimizing a set of network optimization goals
defined by different metrics, wherein the memory 1is
coupled with the processor, and wherein the memory 1s
configured to provide the processor with instructions
which when executed cause the processor to:




US 9,736,703 B2

13

receive measurement data from the plurality of Wi-Fi
access points having different capabilities and con-
figurable parameters;

search for optimized simultaneous adjustments to two
or more Wi-F1 parameters associated with one or
more of the plurality of Wi-Fi access points that
minimize or maximize the objective function based
at least 1n part on the measurement data received
from the plurality of Wi-Fi access points, wherein
the search 1s constrained to one of 1) a search only
over a subset configurable parameters based on the
configurable parameters of the plurality of Wi-Fi1
access points and 11) a simplified search based on a
partition of the plurality Wi-F1 access points based
on the configurable parameters; and

transmit at least some of the optimized simultaneous
adjustments to the two or more Wi-Fi parameters to
the one or more of the plurality of Wi-F1 access
points using the control interface.

2. The Wi-F1 network manager of claim 1, wherein the
memory 1s further configured to provide the processor with
istructions which when executed cause the processor to:

discover a set of configurable Wi-F1 parameters corre-

sponding to each of the one or more of the plurality of
Wi-F1 access points.

3. The Wi-F1 network manager of claim 1, wherein the
plurality of Wi-F1 access points comprises a heterogeneous
group ol access points supporting ditferent Wi-F1 protocols.

4. The Wi-F1 network manager of claim 1, wherein the
plurality of Wi-F1 access points comprises a heterogeneous
group ol access points made by a plurality of third-party
vendors.

5. The Wi-F1 network manager of claim 1, wherein the
two or more Wi-Fi parameters comprise a parameter corre-
sponding to a carrier sense threshold (CST) of one of the
plurality of Wi-Fi1 access points.

6. The Wi-Fi1 network manager of claim 1, wherein the
two or more Wi-Fi parameters comprise a parameter corre-
sponding to channel allocation of one of the plurality of
Wi-F1 access points.

7. The Wi-F1 network manager of claim 1, wherein the
two or more Wi-F1 parameters comprise a parameter corre-
sponding to power control of one of the plurality of Wi-F1
access points.

8. The Wi-F1 network manager of claim 1, wherein the
two or more Wi-Fi parameters comprise a parameter corre-
sponding to multiple-input multiple-output (MIMO)
antenna.

9. The Wi-F1 network manager of claim 1, wherein the
two or more Wi-F1 parameters comprise a CST parameter
and a channel allocation parameter, and wherein the CST
parameter and the channel allocation parameter are jointly
optimized.

10. The Wi-F1 network manager of claim 1, wherein the
two or more Wi-F1 parameters comprise a power control
parameter and a channel allocation parameter, and wherein
the power control parameter and the channel allocation
parameter are jointly optimized.

11. The Wi-F1 network manager of claim 1, wherein the
two or more Wi-F1 parameters comprise a CST parameter, a
channel allocation parameter, and a power control param-
cter, and wherein the CS'T parameter, the channel allocation
parameter, and the power control parameter are jointly
optimized.

12. The Wi-Fi network manager of claim 1, wherein the
measurement data comprises Wi-F1 standard-based mea-
surement data measured by an access point.
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13. The Wi-F1 network manager of claim 1, wherein the
measurement data comprises one or more of the following;:
receive signal strength (RSS), channel quality index (CQI),
throughput, and packet error rate.

14. The Wi-F1 network manager of claim 1, wherein the
set of network optimization goals comprises one or more of
the following: increasing the average network throughput,
increasing the geometric mean throughput, reducing inter-
terence, reducing outage probability, increasing coverage,
improving fairness, and supporting specific quality-of-ser-
vice metrics for high-prionty traflic.

15. The Wi-F1 network manager of claim 1, wherein the
searching for optimized simultaneous adjustments to the two
or more Wi-F1 parameters comprises evaluating the set of
network optimization goals based at least in part on the
measurement data.

16. The Wi-F1 network manager of claim 1, wherein the
searching for optimized simultaneous adjustments to the two
or more Wi-F1 parameters comprises searching subject to a
set of requirement constraints configurable by a network
operator.

17. The Wi-F1 network manager of claim 1, wherein the
optimized simultaneous adjustments are received by an
access point via a software agent installed on the access
point.

18. The Wi-F1 network manager of claim 1, wherein the
one or more of the plurality of Wi-Fi access points are access
points 1n a localized region, and wherein the memory 1s
turther configured to provide the processor with instructions
which when executed cause the processor to:

search for optimized simultancous adjustments to addi-

tional Wi-F1 parameters associated with one or more of
the plurality of Wi-F1 access points that are outside the
localized region, wherein the search for optimized
simultaneous adjustments to the additional Wi-F1
parameter 1s performed at a time subsequent to the
search for optimized simultaneous adjustments to the
two or more Wi-Fi1 parameters; and

transmit at least some of the optimized simultaneous

adjustments to the additional Wi-Fi1 parameters to the
one or more of the plurality of Wi-F1 access points that
are outside the localized region using the control inter-
face.

19. The Wi-F1 network manager of claim 1, wherein the
memory 1s Turther configured to provide the processor with
istructions which when executed cause the processor to:

detect whether one of the plurality of Wi-F1 access points

has failed or whether an additional access point has
been 1nstalled; and

initiate the search in response to the detection.

20. The Wi-F1 network manager of claim 1, wherein the
memory 1s further configured to provide the processor with
istructions which when executed cause the processor to:

dynamically adjust a distribution of Wi-Fi1 clients to the

plurality of Wi-F1 access points based at least 1n part on
load balancing.

21. A method of managing Wi-Fi1 access points by a Wi-F1
network manager, comprising;:

recerving by the Wi-Fi network manager measurement

data from a plurality of Wi-F1 access points via a
control interface, wherein the plurality of Wi-F1 access
points have diflerent capabilities and configurable
parameters;

searching, using a processor, for optimized simultaneous

adjustments to two or more Wi-F1 parameters associ-
ated with one or more of the plurality of Wi-F1 access
points that minimize or maximize an objective function
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based at least 1n part on the measurement data received
from the plurality of Wi-F1 access points, wherein the
objective function optimizes a set of network optimi-
zation goals defined by different metrics, wherein the
searching 1s constrained to one of 1) a search only over
a subset configurable parameters based on the configu-
rable parameters of the plurality of Wi-F1 access points
and 11) a simplified search based on a partition of the
plurality Wi-F1 access points based on the configurable
parameters; and

transmitting at least some of the optimized simultaneous

adjustments to the two or more Wi-F1 parameters to the
one or more of the plurality of Wi-F1 access points
using the control interface.

22. The method of claim 21, further comprising:

discovering a set of configurable Wi-F1 parameters cor-

responding to each of the one or more of the plurality
of Wi-F1 access points.

23. The method of claim 21, wherein the plurality of
Wi-F1 access points comprises a heterogeneous group of
access points supporting different Wi-Fi protocols.

24. The method of claim 21, wherein the plurality of
Wi-F1 access points comprises a heterogeneous group of
access points made by a plurality of third-party vendors.

25. The method of claim 21, wherein the two or more
Wi-F1 parameters comprise a parameter corresponding to a
carrier sense threshold (CST) of one of the plurality of Wi-Fi
access points.

26. The method of claim 21, wherein the two or more
Wi-F1 parameters comprise a parameter corresponding to
channel allocation of one of the plurality of Wi-F1 access
points.

27. The method of claim 21, wherein the two or more
Wi-F1 parameters comprises a parameter corresponding to
power control of one of the plurality of Wi-F1 access points.

28. The method of claim 21, wherein the two or more
Wi-F1 parameters comprise a parameter corresponding to
multiple-input multiple-output (MIMO) antenna.

29. The method of claim 21, wherein the two or more
Wi-Fi1 parameters comprise a CST parameter and a channel
allocation parameter, and wherein the CST parameter and
the channel allocation parameter are jointly optimized.

30. The method of claim 21, wherein the two or more
Wi-F1 parameters comprise a power control parameter and a
channel allocation parameter, and wherein the power control
parameter and the channel allocation parameter are jointly
optimized.

31. The method of claim 21, wherein the two or more
Wi-F1 parameters comprise a CST parameter, a channel
allocation parameter, and a power control parameter, and
wherein the CST parameter, the channel allocation param-
cter, and the power control parameter are jointly optimized.

32. The method of claim 21, wherein the measurement
data comprises Wi-F1 standard-based measurement data
measured by an access point.

33. The method of claim 21, wherein the measurement
data comprises one or more of the following: receive signal
strength (RSS), channel quality index (CQI), throughput,
and packet error rate.

34. The method of claim 21, wherein the set of network
optimization goals comprises one or more of the following:
increasing the average network throughput, increasing the
geometric mean throughput, reducing interference, reducing
outage probability, increasing coverage, improving fairness,
and supporting specific quality-of-service metrics for high-
priority tratffic.
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35. The method of claim 21, wherein the searching for
optimized simultaneous adjustments to the two or more
Wi-F1 parameters comprises evaluating the set of network
optimization goals based at least 1n part on the measurement
data.

36. The method of claim 21, wherein the searching for
optimized simultaneous adjustments to the two or more
Wi-F1 parameters comprises searching subject to a set of
requirement constraints configurable by a network operator.

37. The method of claim 21, wherein the optimized
simultaneous adjustments are received by an access point
via a soltware agent installed on the access point.

38. The method of claim 21, wherein the one or more of
the plurality of Wi-Fi access points are access points 1n a
localized region, and wherein the method further comprises:

searching for optimized simultaneous adjustments to

additional Wi-Fi1 parameters associated with one or
more of the plurality of Wi-Fi access points that are
outside the localized region, wherein the search for
optimized simultaneous adjustments to the additional
Wi-F1 parameter 1s performed at a time subsequent to
the search for optimized simultaneous adjustments to
the two or more Wi-Fi1 parameters; and

transmitting at least some of the optimized simultaneous

adjustments to the additional Wi-Fi1 parameters to the
one or more of the plurality of Wi-F1 access points that
are outside the localized region using the control inter-
face.

39. The method of claim 21, further comprising;

detecting whether one of the plurality of Wi-Fi1 access

points has failed or whether an additional access point
has been 1nstalled; and

imitiating the search 1n response to the detection.

40. The method of claim 21, further comprising;

dynamically adjusting a distribution of Wi-F1 clients to

the plurality of Wi-F1 access points based at least in part
on load balancing.

41. A computer program product for managing Wi-F1
access points by a Wi-F1 network manager, the computer
program product being embodied in a non-transitory com-
puter readable storage medium and comprising computer
istructions for:

receiving measurement data from a plurality of Wi-Fi

access points, wherein the plurality of Wi-F1 access
points have different capabilities and configurable
parameters;

searching for optimized simultaneous adjustments to two

or more Wi-F1 parameters associated with one or more
of the plurality of access points that minimize or
maximize an objective function based at least 1n part on
the measurement data received from the plurality of
Wi-F1 access points, wherein the objective function
optimizes a set of network optimization goals defined
by different metrics, wherein the searching 1s con-
strained to one of 1) a search only over a subset
configurable parameters based on the configurable
parameters of the plurality of access points and 11) a
simplified search based on a partition of the plurality
Wi-F1 access points based on the configurable param-
eters; and

transmitting at least some of the optimized simultaneous

adjustments to the two or more Wi-F1 parameters to the
one or more of the plurality of Wi-Fi access points.
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