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LUMID BARCODE FORMAT

This application claims priority from U.S. Provisional
Application 60/984,215, entitled “LUMID BARCODE
FORMAT” which was filed on Oct. 31, 2007.

BACKGROUND

Barcodes are often used to identily the item to which they
are attached. Such barcodes, like the items they 1dentify, can
sometimes be counterfeited.

SUMMARY

In general, 1n one aspect, the invention features a method
for creating a barcode. The method includes concatenating
data to be represented in the barcode, partitioning the
concatenated data into n-bit segments, encoding the format-
ted data by assigning a respective code to each n-bit seg-
ment, and creating the barcode using the encoded data.

Implementations of the invention may include one or
more of the following. The method may further include
scrambling the encoded data. Scrambling the encoded data
may include changing the positions of at least some of the
n-bit segments. Scrambling the encoded data may include
changing the positions of at least some of the n-bit segments
but not the first M n-bit segments where the first M n-bit
segments define how the encoded data 1s scrambled. Assign-
ing a respective code to each n-bit segment may include
assigning each n-bit segment a code using base2” encoding.
Assigning a respective code to each n-bit segment may
include assigning each n-bit segment a code using base64
encoding. Each n-bit segment may have a position within the
assembled data. Assigning a respective code to each n-bit
segment may include looking up the respective code to be
assigned to each n-bit segment 1 a table based on the
position of the n-bit segment within the assembled data and
the value of the n-bit segment. Each n-bit segment may have
a position within the assembled data. Assigning a respective
code to each n-bit segment may include looking up the
respective code to be assigned to each n-bit segment 1n one
of a plurality of tables based on the position of the n-bit
segment within the assembled data and the value of the n-bit
segment.

In general, in another aspect, the mmvention features a
barcode creation system. The barcode creation system
includes a data concatenator for concatenating data to be
represented 1n the barcode, a data partitioner for partitioning,
the concatenated data into n-bit segments, a data encoder for
encoding the formatted data by assigning a respective code
to each n-bit segment, and a barcode creator for creating the
barcode using the encoded data.

In general, in another aspect, the mmvention features a
security feature. The security feature includes an overt
barcode having contents, a covert barcode having contents,
data readable from the contents of the overt barcode and the
contents of the covert barcode, the data comprising overt
barcode data and covert barcode data, and a feature 1n the
data that increases the likelihood of identifying the overt
barcode data as being from the overt barcode and the covert
barcode data as being from the covert barcode.

Implementations of the invention may include one or
more of the following. The feature may be a key having a
known value 1n the covert barcode data that 1dentifies 1t as
the covert barcode data. The key may be a bit string. The bit
string may be 11 bits long. The feature may be selected to
increase the likelihood to greater than 99.9 percent. The
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2

feature may be a bit string that has a known location and
value 1n the covert barcode but not 1n the overt barcode. The
feature may be included in the covert barcode data. The
feature may be covert barcode data length.

In general, 1n another aspect, the invention features a
method for creating a security feature. The security feature
includes data. The method includes creating an overt bar-
code having contents. The contents include an overt barcode
data as a portion of the data. The method further includes
creating a covert barcode having contents. The contents
include covert barcode data as a portion of the data. The data
includes a feature that increases the likelithood of identifying
the overt barcode data as being from the overt barcode and
the covert barcode data as being from the covert barcode.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 shows an embodiment of a security feature.

FIG. 2 shows a security feature illuminated by ultraviolet
light.

FIG. 3 shows a flow chart of an embodiment of a process
for creating a barcode.

FIG. 4 shows a flow chart of an embodiment of a process
for reading a barcode.

FIGS. 5-7 and 13 show embodiments of barcode data
formats.

FIG. 8 shows an embodiment of a scrambling technique.

FIG. 9 shows an example of the results of the scrambling
technique of FIG. 8.

FIG. 10 shows an example barcode.

FIG. 11 shows an embodiment of a table used to code
data.

FIG. 12 shows an embodiment of the progression of data
processing under one embodiment of a technique for reading
a security feature.

FIG. 14 shows an embodiment of a flow chart for distin-
guishing data from a covert barcode from data from an overt
bar code.

DETAILED DESCRIPTION

A spatial security feature 100 includes an overt feature
105 and a covert feature 110 on a substrate 210, as shown 1n
FI1G. 1. The overt feature 105, shown as a two-dimensional
barcode, 1s visible to the unaided eye under normal (e.g.,
ambient) light conditions. The covert feature 110, which
may similarly be in the form of a two-dimensional barcode,
1s 1nvisible to the unaided eye under normal (e.g., ambient)
light conditions. It should be noted that while the covert
teature 110 1s shown as black 1n FIG. 1, 1t may be any color
or colorless under normal lighting. In a preferred embodi-
ment, the color of the covert feature 110 1s selected to match
or be transparent with respect to the color of the substrate
210 under normal (e.g., ambient) light conditions.

The overt feature 105 can include a visible image, such as
a barcode, printed with any suitable material and/or tech-
nique such as, but not limited to, inkjet, laser, impact (e.g.,
dot matrx), thermal (e.g., direct and/or thermal transfer),
lithographic, flexographic, gravure, and the like. In a pre-
ferred embodiment, the overt feature 1s vanably printed
using a variable print technology (e.g., via inkjet, laser,
impact, thermal, and the like) for enhanced secunity.

The covert feature 110 can include a patch of photolumi-
nescent material 205 printed on or otherwise applied to a
substrate 210 proximate to the overt feature 105, as shown
in FIGS. 1 and 2. The photoluminescent material 2035 can
include a “luminophore,” which 1s a compound or compo-
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sition that undergoes luminescent (e.g., fluorescent and/or
phosphorescent) emission at one or more characteristic
emission wavelengths (e.g., exhibits emission peaks) when

excited by an illumination source of a given wavelength
(e.g., mirared (IR) and/or ultraviolet (UV) light). The pho-

toluminescent material 205 may be applied to the substrate
210 by using a non-variable data print technology such as
flexographic or lithographic printing through use of a suit-
able flexographic or lithographic press.

As shown 1 FIG. 2, the patch of photoluminescent
material 205 can be overlaid by an 1image formed from or in
a material 215 that absorbs light of a wavelength which
excites the luminophore in the photoluminescent material
205 to luminesce (e.g., a material which absorbs IR and/or
UV light). The overlaid absorbing material 215 1s shown 1n
FIG. 2 as numerous small black squares 1n the form of a
two-dimensional covert barcode. In alternate embodiments,
a negative 1mage, such as a negative of the two-dimensional
covert barcode of FIG. 2, may be printed with the overlaid
absorbing material 215. The absorbent material 215 may be
printed or otherwise applied on top of the mvisible photolu-
minescent material 205 (block 310, see FIG. 3) using
variable data printing technology such as, but not limited to,
inkjet, laser, impact (e.g., dot matrix), thermal (e.g., direct
and/or thermal transfer), and the like.

It will be understood that the photoluminescent material
205 1s not limited to material that luminesces 1n the presence
of UV light. The photoluminescent material 205 may lumi-
nesce 1n the presence of light of other wavelengths. Simi-
larly the absorbent material 215 may absorb light of wave-
lengths other than UV. In general the absorbent material 2135
absorbs light that would cause the photoluminescent mate-
rial 205 to luminesce and/or absorbs light at wavelengths at
which the photoluminescent material 205 luminesces. Like-
wise, the absorbent material 215 may additionally or alter-
natively scatter light that would cause the photoluminescent
material 205 to luminesce and/or scatter light at wavelengths
at which the photoluminescent material 205 luminesces.

In general, the absorbent material 215 1s selected such that
it 1s transparent or its color matches that of the photolumi-
nescent material 205 under ambient light conditions, thereby
rendering a pattern printed in or with the absorbent material
215 (e.g., the two-dimensional barcode of FIG. 2) invisible
under ambient conditions. For example, in one embodiment,
the absorbent material 2135 does not absorb visible light and
1s, as such, transparent or white under ambient light condi-
tions. In another embodiment, the photoluminescent and
absorbent materials 205, 215 are black (e.g., absorb all
wavelengths) 1 ambient visible light, rendering the two-
dimensional barcode of FIG. 2 “invisible” as shown 1n FIG.
1. However, when exposed to light at a wavelength at which
the absorbent material 215 1s selected to absorb and the
photoluminescent material 205 1s selected to luminesce
(e.g., UV light), the areas with the absorbent material 215
appear as dark portions (e.g., small squares) in a background
of light, as shown 1n FIG. 2. Using this method, dynamic
covert barcodes or other covert (re. secure) information can
be printed.

As disclosed above, the photoluminescent material 205
may be chosen to have a color other than black, such as
white, 1n ambient (e.g., visible) light. Simailarly, the absor-
bent material 215 may be chosen to have the same color
(e.g., white), or be transparent in ambient (e.g., visible) light.
In that case, the covert barcode 110 would appear as a patch
of the chosen color (e.g., white) 1n ambient (e.g., visible)
light, as shown 1n FIG. 4.
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4

Likewise, 1n some embodiments, an overt feature 105 can
include a patch of photoluminescent material 205 printed
(e.g., by a non-variable data print technology) on or other-
wise applied to a substrate 210 such that the photolumines-
cent material 205 underlies the overt feature 105, wherein
the color of the overt feature 103 1s different from the color
of the photoluminescent material 205 and/or the substrate
210 when viewed under ambient light conditions rendering
the overt feature 1035 visible (re. overt). Depending on the
embodiment, the overt feature 105 may comprise a material
which absorbs and/or scatters light that would cause the
underlying photoluminescent material 205 to luminesce,
and/or absorbs and/or scatters light at wavelengths at which
the photoluminescent material 205 luminesces, thereby per-
mitting the overt feature to be read upon excitation of and
luminescence by the associated photoluminescent material
205. Further, 1n some embodiments, the photoluminescent
material 205 underlying the overt feature 105 may be the
same as the photoluminescent material 205 underlying an
associated covert feature 110 comprising a security feature
100 such that the overt and covert features 105, 110 may be
simultaneously or substantially sitmultaneously read through
excitation and luminescence at one or more common wave-
lengths using a common (single) scanner/reader.

In one embodiment, the overt and covert features 105, 110
are barcodes. In one embodiment, the overt barcode 1s coded
with overt barcode data and the covert barcode 1s coded with
covert barcode data. While the overt and covert features 105,
110 will be referred to as overt and covert barcodes 105, 110,
it will be understood that the overt and covert features are
not limited to barcodes and can be other types of security
features.

In one embodiment, the overt and covert barcodes 105,
110 are created as shown 1n FIG. 3. In one embodiment, data
1s first assembled by concatenating a set of binary data fields
(block 305), which produces a bit stream such as that shown
in FIG. 5. Each data field includes a defined number of bits.
In one embodiment, the assembled data 1s converted into
ASCII characters (block 310). In one embodiment, such as
that shown 1n FIG. 6, the assembled data 1s converted into
ASCII characters where every 6 bits 1s a character. In one
embodiment, the assembled data 1s converted into printable
ASCII characters. This 1s done because most, 1f not all,
barcode readers will accept printable ASCII characters. It
will be understood that this 1s not a limitation but merely an
example. The data may be converted using the entire ASCII
character set, including non-printable characters, or 1t may
be converted into an entirely different format. Further, the
conversion at each character position may be diflerent, as
discussed below with respect to FIG. 11.

In one embodiment, the character positions are scrambled
(block 315), as described below with respect to FIGS. 8 and
9. In one embodiment, the first n characters, where “n” 1s
rarely greater than 2, are not scrambled. In one embodiment,
the first n characters serve as format characters which,
among other things, define how the characters are
scrambled, 1.e., the scrambling “rules.” In one embodiment,
one possible scrambling definition 1s that the characters are
not scrambled at all.

In one embodiment, the resulting data 1s used to create a

barcode (block 320). Creating a barcode may 1nclude print-
ing the barcode as described above or 1t may mvolve some
other technique, such as displaying the barcode on a display,
¢.g., a computer monitor or a cellular telephone display.
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In one embodiment, the data used to create the overt
barcode 1n step 320 1s provided by a customer and 1s not
under the control of the entity that creates the data used to
create the covert barcode.

In one embodiment, when the security feature is read, the
overt and covert barcodes 105, 110 are read (block 405), as
shown in FIG. 4. In one embodiment, the format of the overt
barcode 1s determined from the first n bits of the overt
barcode data and the format of the covert barcode 1s deter-
mined from the first n bits of the covert barcode data (block
410). Note that in the circumstances in which the overt
barcode data 1s provided by the customer the entity that
creates the covert barcode has no control over the format of
the overt barcode data and block 410 1s not performed for the
overt barcode data. In one embodiment, the number of
format characters in the overt barcode data 1s different from
the number of format characters in the covert barcode data.
In one embodiment, as described above, the format charac-
ters are not scrambled. In one embodiment, the format
characters define how the characters are scrambled. The data
1s unscrambled using that information (block 415). In one
embodiment, the data 1s converted into a binary string (block
420). In one embodiment, a table such as that shown 1n FIG.
11 1s used 1n the conversion. In one embodiment, where a
table such as that shown in FIG. 11 1s used to convert the
data, the table 1s not used for the format characters. Instead.,
a standard conversion, such as the base64 conversion shown
below, 1s used for the format characters. In one embodiment,
the binary string 1s broken down 1nto fields (block 425). The
fields can then be presented, for example on a point of sale
terminal. In one embodiment, the format characters define
whether a table such as that shown 1n FIG. 11 1s used 1n the
conversion, and, 1f there 1s more than one such table, which
of the tables 1s used.

One embodiment of the covert barcode data and the overt
barcode data 1s illustrated 1in FIG. 5, which shows 108 baits
of data. Each square on FIG. 8 represents a bit. In one
embodiment, 2 reserved bits (bits marked “R”) are reserved
for future use. In one embodiment, the covert barcode data
and the overt barcode data also include a 6 bit format field
(bits marked “F’”) which may contain a format code. In one
embodiment, the format code 1s used to indicate the format
of the data to follow. It allows for utilizing different data
formats or adding new data formats over time. In one
embodiment, the format field 1s expanded to 8 bits by
incorporating the reserved bits (“R”). Data following the
format field may vary depending on the format value 1n use.

In one embodiment, the covert barcode data and the overt
barcode data include a 24-bit customer field (bits marked
“C””) which may contain a customer code. In one embodi-
ment, the customer code 1s used to i1dentity the customer
associated with the article to which the covert barcode and
the overt barcode are attached.

In one embodiment, the covert barcode data and the overt
barcode data include a 24-bit product field (bits marked “P”)
which may contain a product code. In one embodiment, the
product code i1dentifies the product for the customer in the
customer code field. In one embodiment, the product field
identifies a product type and not an individual product
instance.

In one embodiment, the covert barcode data and the overt
barcode data include a 48-bit LumlID Unique Pseudo-Ran-
dom Code field (bits marked “P””) which may contain a
LumID unique pseudo-random code. In one embodiment,
the LumID umque pseudo-random code 1s a pseudo-random
number assigned to only the barcode in which 1t appears.
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In one embodiment, the covert barcode data and the overt
barcode data include a 4-bit end field (bits marked “E”)
which may be a reserved field.

One embodiment of a technique for formatting the data
into printable ASCII characters, shown 1n FIG. 6, includes
dividing the 108 bits shown 1n FIG. 5 into 18 6-bit segments.
Note that the 6-bit segment breaks do not necessarily align
with the field breaks. FIG. 6 shows each 6-bit segment
labeled by a corresponding number (1-18).

In one embodiment, each 6-bit segment 1s assigned a
character value using base64 encoding, according to the
following table:

Character Decimal Value Binary Value
A 0 000000
B 1 000001
C 2 000010
D 3 000011
E 4 000100
b 5 000101
G 6 000110
H 7 000111
I 8 001000
J 9 001001
K 10 001010
L 11 001011
M 12 001100
N 13 001101
O 14 001110
P 15 001111
Q 16 010000
R 17 010001
S 18 010010
T 19 010011
U 20 010100
\% 21 010101
W 22 010110
X 23 010111
Y 24 011000
Z 25 011001
a 26 011010
b 27 011011
C 28 011100
d 29 011101
S 30 011110
f 31 011111
g 32 100000
h 33 100001
1 34 100010
] 35 100011
k 36 100100
I 37 100101
Im 38 100110
| 39 100111
0 40 101000
p 41 101001
q 42 101010
I 43 101011
S 44 101100
t 45 101101
u 46 101110
\Y 47 101111
W 48 110000
X 49 110001
y 50 110010
Z 51 110011
0 52 110100
1 53 110101
2 54 110110
3 55 110111
4 56 111000
5 57 111001
6 58 111010
7 59 111011
8 60 111100




US 9,734,442 B2

-continued
Character Decimal Value Binary Value
9 61 111101
+ 62 111110
/ 63 111111

It 1s understood that tables with different mappings from
binary values to characters could be used. An example of the
formatting 1llustrated in FIG. 6, shown 1 FIG. 7, results 1n

the {following printable string of ASCII characters:
“BTu6JL1PZbEN8qczhK”.

One embodiment of data scrambling, 1llustrated 1n FIG. 8,
maps characters 1n an input string to assigned positions 1n an
output string. For example, mm FIG. 8 the character in
position 0 of the input string maps to position 15 in the
output string. In one embodiment, some of the characters
may map to the same position. For example, in FIG. 8 the
character 1n position 2 of the mput string maps to position 2
in the output string. In some embodiments, mapping to the
same position 1s prohibited. In one embodiment, only one
scrambling technique 1s used. In one embodiment, a number
of scrambling techniques may be used and the first n
characters of the character string, where n 1s rarely greater
than 2, include information as to which scrambling tech-
nique 1s being used. In that case, the first n characters are not
scrambled.

An example, shown 1n FIG. 9, of applying the mapping in
FIG. 8 to the string from FIG. 7 results in the string
“NEulZhcKz8bLLPT1B6q”.

The resulting string 1s then sent to a barcode generator,
which generates the barcode illustrated 1n FIG. 10.

The contents of the barcode need not be human readable.
In fact, certain applications gain enhanced security i the
contents of the barcode are not easy to terpret. The
characters encoded 1n the barcode can possibly be extracted
by standard barcode scanners or even by pictures taken of
the barcode and provided to decoding soitware. To this end,
applying a randomly generated set of unique printable
characters to obtain an alternate base64 encoding makes
interpreting the ASCII text in the barcode more diflicult.
However, given a large enough sample of barcodes gener-
ated 1n this manner, 1t may still be reasonably possible to
determine this alternate encoding. The danger i1s further
enhanced because some fields i the barcode format
described above are nearly constant for large sets of bar-
codes. For example, a large number of barcodes may be
produced with the same customer and product code. Since
these fields do not change, recognizable patterns may appear
in the barcode.

In one embodiment, a diflerent random base64 encoding
1s used for each character position. For this format, 18
random base64 encodings can be generated with each char-
acter 1n the stream encoded using a separate randomized
pattern. Thus, a character represents different values in
different positions of the string. FIG. 11 illustrates a different
randomized base64 encoding for each character mm an
18-character string. Each row provides the encoding for a
character position. Thus, the first row shows an encoding for
the character at the first position, the second row for the

second position and so forth. The columns are the various
possible characters for the same 6-bit value as they vary by

10

15

20

25

30

35

40

45

50

55

60

65

8

character position. For mstance, the numeric value 0 could
be represented by these characters, which correspond to the
first column 1n FIG. 11:

C8L<MxZHOIHXVvIYF=>

In one embodiment, multiple tables such as that shown 1n
FIG. 11 are available so that alternate encodings for the
entire set of character positions can be used. To achieve this,
the 6 reserved bits (the two “R” bits and the four “E” bits)
shown 1n FIG. 6 can define which table to use. If these bits
are used to designate an encoding as shown in the character
table above, 64 such character encodings are possible.

In one embodiment, the overt barcode and the covert
barcode are read essentially simultaneously. In one embodi-
ment, the barcode reader will produce data 1205, as shown
in FIG. 12, that includes data read {from the covert barcode,
1.e. covert barcode data 1210, and data read {from the overt
barcode, 1.e. overt barcode data 1215. One embodiment of
the processing of the covert barcode data 1210 will now be
described. In one embodiment, the processing of the overt
barcode data 1215 1s similar and 1s not separately described.
In one embodiment, in the circumstances in which the overt
barcode data 1s provided by the customer, the overt barcode
data receives only minimal processing before it 1s passed on
to the customer.

In one embodiment, after optional descrambling and
decoding, the covert barcode data 1210 1s available as a
binary numeric value 1220. In one embodiment, the binary
numeric value 1220 includes an unencrypted format code
1225 and encrypted data 1230. In one embodiment, a
decryption algorithm identified by the format code 1s used
resulting 1n decrypted data 1235. The decrypted data 1s then
resolved 1nto fields 1240A-D.

Barcode scanners can provide a variety of information.
Some barcode scanners provide more information than just
the barcode data. For example, some barcode scanners
report the type of barcode, 1ts location in the image, quality
information and the like. The consistency of this kind of
information varies among the various brands of barcode
scanners. Further, the type of connection between a barcode
scanner and 1ts host computer system can also limit the
amount of information the host computer can receive. For
instance, most barcode scanners can be placed 1into a mode
indicating that the scanner should emulate a keyboard con-
nected to a USB or RS-232 port. In such a mode, oiten only
the barcode contents are returned with no additional infor-
mation being available.

The overt and covert barcodes, when scanned, may be
read simultaneously with the contents of both barcodes
returned as part of the same operation. When this occurs, a
method of determining which 1s the overt and which 1s the
covert 1s useful. Due to the limitations described above, the
barcode scanner may not be reliable to provide any further
information than the alphanumeric barcode data.

In one embodiment, the format of the covert barcode 1s
known. The format of the overt barcode may or may not be
known. In the latter case, 1n one embodiment, the covert
barcode 1s relied upon to provide identifying content.

In one embodiment, a field included 1n the barcode with
a known value enhances the probability of 1dentifying the
covert barcode given only the alphanumeric values of each.
Assuming the alphanumeric data alone i1s similar (for
instance, all decimal values between 0 and 9), there 1is
nothing immediately deterministic between the values. In
one embodiment, the data can be converted to raw binary
data and the bit streams can be searched for a fixed length
field at a known position. This field can contain a fixed,
known value. As the size of this field increases, the likeli-
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hood of positively 1dentifying the covert barcode from the
overt barcode increases. Since 1t 1s possible to have the
selected bit pattern 1 both barcodes, the size of the field
should be sufliciently large as to limit the likelihood of
misidentification but not so large that 1t consumes an exces-
stve amount of space 1n the covert barcode.

The table below shows the likelihood of positive identi-
fication for a selected subset of identification key sizes. As

can be seen, the probability of positive 1dentification rapidly
increases as bits are added to the field size.

Bits in Identification Probability of Positive

Key Identification
1 50%
2 75%
3 87.5%
4 93.75%
5 96.875%
6 98.4375
7 99.2188%
8 99.6094%
9 99.8047%

10 99.9023%
11 99.9512%
12 99.9756%
13 99.9878%
14 99.9939%
15 99.9969%
16 99.9985%
20 99.9999%
24 99.999994%
28 99.99999963%
32 99.99999998%

From the table 1t can be observed that at 20 bits and above,
the chance of misidentitying the covert barcode 1s greater
than or equal to 1 1n 1,000,000. However, adding this many
bits to the covert barcode increases 1ts size substantially. A
smaller size, for instance 6 bits, provides a 1 in 64 chance of
misidentification. When dealing thousands of items to which
barcodes can be applied 1mn a single batch, this 1s likely
isufficient.

One embodiment of data, illustrated 1in FIG. 13, contains
such a field, the LumID Key field, that 1s 11 bits long and
provides a probability of positive identification 1n excess of
99.95 percent. Note that in FIG. 13, the format code has been
increased to 12 bits, so that the data 1s 119 bits long.

If the 1dentification key 1s used along with other available
information, the chances of proper identification can be
improved significantly. The following information i1s gener-
ally available from a barcode scan:

The length of the decoded barcode string

The ASCII content of the barcode string

If the covert barcode 1s always of a known length and
padded to always be that length, the lengths of the two
barcode strings alone can suiliciently provide identification.

If the covert barcode 1s known to always be encoded using
only the characters 0-9 but one of the barcode strings
contains the letter A, this information can be used to
suiliciently provide identification.

The information associated with the length and alphanu-
meric content of the two barcodes cannot, however, be
determined without knowing something about the overt
barcode format.

To address this problem, in one embodiment, the covert
barcode contains a format field indicating what rule set
should be used to parse the rest of the data 1n the barcode.
This includes the identification key including its location
and size within the barcode data.
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In other embodiments, the overt barcode may include
similar information.

One embodiment of the process of detecting the covert
barcode and the overt barcode, 1llustrated 1n FIG. 14, begins
by reading data from the security feature (i.e., the covert bar
code and the overt barcode) (block 1405). The data 1is
separated 1nto two sets, the covert barcode data and the overt
barcode data (block 1410), where the 1dentification of the
two sets 1s provisional and subject to subsequent correction.
The ID feature (e.g., the LumID Key field) 1s then detected
(block 1415). If the ID feature indicates that the covert
barcode data has been misidentified as the overt barcode
data, or vice versa, the covert barcode data 1s swapped with
the overt barcode data (block 1420). If 1t was not done 1n
block 1420, the ID {feature 1s used to identily the covert
barcode data and the covert bar code data (block 1425).

The foregoing description of the preferred embodiment of
the mvention has been presented for the purposes of illus-
tration and description. It 1s not intended to be exhaustive or
to limit the invention to the precise form disclosed. Many
modifications and variations are possible 1 light of the
above teaching. It 1s intended that the scope of the mnvention
be limited not by this detailed description, but rather by the
claims appended hereto.

What 1s claimed 1s:

1. A method for creating a barcode, comprising:

concatenating data fields of binary bits to be represented
in the barcode;

partitioning the concatenated data into n-bit segments to
establish formatted data;

encoding the formatted data by assigning a respective
code to each n-bit segment; and

creating the barcode using the encoded data and including
within the barcode an expandable format field that
includes a format code that indicates a format for the
encoded data and including within the barcode the
format code within a first bit segment of the barcode,
wherein creating the barcode includes creating a covert
portion in the barcode and an overt portion in the
barcode, wherein the covert portion 1s 1nvisible to an
eye and includes a color that matches a substrate color
ol a substrate to which the barcode 1s to be applied, and
wherein creating further includes printing the covert
portion onto the substrate as a photoluminescent mate-
rial that 1s printed on the substrate proximate to the
overt portion.
2. The method of claim 1 further comprising: scrambling
the encoded data.
3. The method of claim 2 wherein scrambling the encoded
data comprises:
changing the positions of at least some of the n-bit
segments.
4. The method of claim 2 wherein scrambling the encoded
data comprises:
changing the positions of at least some of the n-bit
segments but not the first M n-bit segments;
where the first M n-bit segments define how the encoded
data 1s scrambled.
5. The method of claim 1 wherein assigning a respective
code to each n-bit segment comprises:
assigning each n-bit segment a code using base2” encod-
ng.
6. The method of claim 1 wherein assigning a respective
code to each n-bit segment comprises:
assigning each n-bit segment a code using base64 encod-
ing.
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7. The method of claim 1 wherein each n-bit segment has
a position within the assembled data and assigning a respec-
tive code to each n-bit segment comprises:
looking up the respective code to be assigned to each n-bit
segment 1n a table based on the position of the n-bit
segment within the assembled data and the value of the
n-bit segment.
8. The method of claim 1 wherein each n-bit segment has
a position within the assembled data and assigning a respec-
tive code to each n-bit segment comprises:
looking up the respective code to be assigned to each n-bit
segment 1 one of a plurality of tables based on the
position of the n-bit segment within the assembled data
and the value of then-bit segment.

9. The method of claim 1 wherein the data fields of bits

comprise a format code field, a customer code field, a
product code field and an end field, and all of said fields do
not have the same number of bits therein.

10. The method of claim 9 wherein the data fields of bits
turther comprise a reversal field and a LumlID unique
pseudo-random code.

11. The method of claam 1 wherein partitioning the
concatenated data results 1n grouping bits from two different
fields.

12. A barcode creation system, comprising:

a data concatenator for concatenating data fields of binary

bits to be represented 1n the barcode;

a data partitioner for partitioming the concatenated data

into n-bit segments to establish formatted data;

a data encoder for encoding the formatted data by assign-

ing a respective code to each n-bit segment; and
barcode creator for creating the barcode using the
encoded data and for including within the barcode an
expandable format field that includes a format code that
indicates a format for the encoded data and including
within the barcode the format code within a first bit
segment of the barcode, wherein the barcode creator 1s
configured to create the barcode with a covert portion
in the barcode and an overt portion i the barcode,
wherein the covert portion 1s mnvisible to an eye and
includes a color that matches a substrate color of a
substrate to which the barcode 1s to be applied, and
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wherein the covert portion includes a photoluminescent
material printed on the substrate and proximate to the
overt portion.

13. The barcode creation system of claam 12 further
comprising;

a data scrambler for scrambling the encoded data.

14. The barcode creation system of claim 13 wherein
scrambling the encoded data comprises:

a position changer for changing the positions of at least

some of the n-bit segments.

15. The barcode creation system of claim 13 wherein
scrambling the encoded data comprises:

a position changer for changing the positions of at least
some of the n-bit segments but not the first M n-bit
segments;

where the first M n-bit segments define how the encoded
data 1s scrambled.

16. The barcode creation system of claim 12 wherein

assigning a respective code to each n-bit segment comprises:

a segment assigner for assigning each n-bit segment a
code using base2” encoding.

17. The barcode creation system of claim 12 wherein

assigning a respective code to each n-bit segment comprises:

a segment assigner for assigning each n-bit segment a
code using base64 encoding.

18. The barcode creation system of claim 12 wherein each
n-bit segment has a position within the assembled data and
assigning a respective code to each n-bit segment comprises:

a code searcher for looking up the respective code to be
assigned to each n-bit segment 1n a table based on the
position of the n-bit segment within the assembled data
and the value of the n-bit segment.

19. The barcode creation system of claim 12 wherein each
n-bit segment has a position within the assembled data and
assigning a respective code to each n-bit segment comprises:

a code searcher looking up the respective code to be
assigned to each n-bit segment 1n one of a plurality of
tables based on the position of the n-bit segment within
the assembled data and the value of the n-bit segment.

20. The barcode creation system of claim 12 wherein the
data fields of bits comprise a customer code field and a
product code field.
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