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Traditional User ID Field

FIG. SA

Traditional Password Field
(Prior Art)

' . .. .l' . - . o - . .
" L : - K .
k- . T ) Eﬁ!;
= e
E'% - ﬁg . a‘?ﬁn I B
O
%‘% Prr ) . A '.-‘.' o "'_.
g e g AL e e o

LY
i
o
%

nput nas

E S

4
&Y
W e
<
f‘&

o
=

BT LT oot PR o
1_.":-5'.'.' 'l:h'. .l'.'-:' Ol '._'h'. :..'. LS ..'. -
e, W T & I -

".'.;:h'.l::.:. B .l'h'i_:.'i . !.'_.‘|.'.'h-":.' 1

ot TN & S ¢ T



g9 9Ol

US 9,710,641 B2

SWieU pisl} paindsqgo yium pisy gl enbiun

802
suwieU pioi} Blep painosqo

' ' C
et
o
rar
' T
et
. o
a'a - rar
-I—|l1 ] PR ]
- et
o
Pl
' L
et
o
' ' ' o
. ' ' ' ' o
' ' . . ' et
' ' P ' '
i . . M . e P
- n r = [ - r ] '
' Mk - -I”.-_.r....1 » 1IH Iy P e
' " ..-..: b .-..l P " o -.-"_.. ' A P
et e e " . .
il e rdpom qr e
& oo ' ' T
' . .. o
' '
et
' '
. ' . rar
' a . ' . '
. . . .. ' e .. R S e ' . e et
' ' . aa . . - - r S ' . o
ot Lt o D e e e
. A e - . h . r . ' L
Pl r - . wl g A dra bk BT e . el ow LI O ] .__..._“-_ e et
F I B | - - - r ' . - [ T |
L A Y T e f ..._..i.l_ p B Ry P R Ty . . ._.... e
. .. . Coe ' a ' . . L ' L
T (] - I - . r . e
. L. . . o
' . e . .. r r rar
' s
et
' - o
. . . .. . . A - . . . . Pl
e m e s T o i w - a - = A ' L
=y s g ® [ Y NN e - hy s - AT Ty e . . 2" el
ol S N N K W eI ; A .u-....-_.._. . a L
AR SN e o SER P e B e . T rar
. . . . . - . - . . - ' '
- i...-.l.i. 1._..-.._.. P arat B BN gt - i N At e W, . . ' .....;.
P N . 't o . - B - - r - -k ' '
a W W T ra ' » rar

e T

F r e r r r r r'rkrrrrrfrrffbrrlrrrlrlrrrlrlrlrlrlrlrlrlrlrrlrlrrlrrrlrrrr
"

Jul. 18, 2017

902 $S800L JSWOISND anbiun

| JSWI0ISND anbiun

LoHESIIUSYINE 10} TN PBIN0SS

U.S. Patent



U.S. Patent Jul. 18, 2017 Sheet 8 of 8 US 9,710,641 B2

- - - . . P L T
L ot TC I LR T L e R T U o T A T T T 0

g )
L r. ]
o : \' .\_;Ir' ﬁ;ﬁ :_‘.l' *1'_:_'** :

RS L ‘.- 4 1- H ~:l' L
o _,,h,_:w-”r{. ,_J';# s _“Hr.. "'i % ﬂfﬁ- ] -E:Eb
-;“‘3 *"y"i S 1-“'+*1- :o Hi

¢€+“f¢
:- R Fif" ;
rreheheb e
oo

Bk S AR g S et
R '-?."3'.?’:-"’1-“ e *""‘"b’f" ‘-- 25 Q'%g"ﬂ- Feruu?
R0 orht e gﬁ;‘::ég" - , " e ST '“#*g"irﬁ ﬁq_:t"e R

--:.'::-:'_.':--":-"'--"-'-":q'_-"-_.:-:-"::-"-;,- v .-\..-'-\..-"'- Sy S e _'.'.' " _'.'_I_ o --.- .a .-"-r"\r" 1 .ﬂ_' o :.' MM -._\_'. L -\."'a" I'-L e

_.rj_..r .
r
ol =

= "'-"?_H--- +r¢++!-+ "d-‘"q-

e g g s T e m g T o T L T T Ty R e R e ::bzﬁ*:hi?;*’*;?ﬁ*
. . . ! N : : et . ity -I::'b':'?:'-l-*;"#"#-og
wrhehyntich

' H- e
ﬁf’.} ¥ f 3 +$‘g¥’
Siieieiale] +};¢ i
I’#’-t-‘*hj-ha.-#:‘h-"q-“' *d-“'nar +"+

ne e ﬂ-
L igg a,u.f-s‘l"“a:g-a

ks SN
o N -
b RN S 1
- i L SN Sy ] 1-1-;1::&1#:- J!._P_;M- .,,- q%"q-
- SRR e - }15' e i 1'*1- 5 '}"I-t "’-ﬁl
- PRI < Wi -v-.*-t-.,-t.,.-?%, 4.:-“'"-'- **-t-"ir
o LT L e e 03 s B S e
} LN - e pe - {ptati ot " ¥ 1- M _-
Ly - B S S, AR hﬂiw- “i.-;-:- o
.. RRSte rit e a€¢,¢-

"\.'

-
*35*

'E? » ;
'7.“_,.11' +

L
.l'l

“n
-a-"'?-_t
il
".';.+

Bl

:-++ ﬁ'-b

g J:-+ :F W
e "
: T
.-:1_ ‘:-. =

L )

eyl o=y

1

A

aue 13
gue

ique

2
o

3¢
&

for U

y

i
L 3

'é

-

e ke

$

Al

min

NN proto b
wrypted code bis rom U

302

Hnoto sub

304



Us 9,710,641 B2

1

SYSTEM AND METHOD FOR REPLACING
COMMON IDENTIFYING DATA

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims the benefit of U.S. Provisional
Application Ser. No. 62/091,433, filed on Dec. 12, 2014, the
content of which 1s incorporated herein by reference.

BACKGROUND

One of the benefits of the World Wide Web 1s that 1t
generally allows people to connect globally without sub-
stantial barriers. However, this has also led to lack of proper
security for users communicating via the web. The lack of
proper security exposes users to cyber-criminals, hackers,
and others, who want to steal information from people using
the web.

One attempt to provide protection against unauthorized
access to data 1s to authenticate users prior to giving them
access to such data. For example, users may be required to
provide a password that only the user should know before
allowing the access. However, users olten store passwords
or other authentication information 1n devices such as the
user’s computer, cell phone, or the like. In this case, cyber-
criminals may hack the user’s device and obtain the user’s
authentication information to impersonate the user and
unlawiully access data.

Accordingly, what 1s desired 1s a system and method for
authenticating users while limiting exposure to data used for
authentication purposes.

SUMMARY

According to one embodiment, the present invention 1s
directed to a system and method for generating a unique
identifier for a user. The system 1ncludes a processor and
memory where the memory stores instructions that, when
executed by the processor, cause the processor to take the
following actions. The processor transmits a prompt for user
selection of a digital image and receives the selected digital
image from the user. The received digital image 1s stored 1n
a data storage device. The processor identifies a first code
associated with the user. The processor embeds the first code
into the digital image and generates a first modified digital
image 1n response. The first modified digital image 1s also
stored 1n the data storage device. The processor transmits the
first modified digital image to the user over a data commu-
nications network.

According to one embodiment, the digital image 1s stored
in an end user device accessible to the user.

According to one embodiment, the first code 1s personal
information of the user. The personal information may be at
least one of address, telephone number, birthdate, name,
driver license number, social security number, credit card
number, user 1dentifier, or password.

According to one embodiment, the first code 1s a ran-
domly generated code.

According to one embodiment, the processor further
receives an alphanumeric string provided by the user, and
encrypts the first code based on the alphanumeric string.
According to this embodiment, the first code embedded 1nto
the digital image 1s the encrypted code.

According to one embodiment, the embedding includes
identifying bits of the digital image that do not contribute 1n
creating a visual depiction of the digital image.
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According to one embodiment, the processor further
receives a request mcluding the first modified digital image,
retrieves the embedded first code from the digital image,
compares the retrieved first code against a stored version of
the first code, and takes a success action associated with the
first modified digital image 1n response to a match of the
retrieved first code against the stored version of the first
code.

According to one embodiment, the processor further
receives a request including the first modified digital image,
transmits a security code to a mobile telephone number
associated with a user, and verifies the transmitted security
code against a security code recerved from the mobile
telephone number.

According to one embodiment, the processor identifies a
second code associated with the user. The processor further
embeds the second code into the digital image and generates
a second modified digital image in response. The second
modified digital image 1s stored in the data storage device.
The processor transmits the second modified digital image to
the user over a data communications network. According to
this embodiment, a success action associated with the sec-
ond modified dlgltal image 1s different from the success
action associated with the first modified digital image.

According to one embodiment, the success action
includes transmitting an alert of a duress situation involving
the user.

According to one embodiment, the processor receives an
answer to a math problem provided by the user, and deter-
mines whether the answer 1s correct. In response to deter-
mining that the answer 1s incorrect, the processor takes a
failure action.

According to one embodiment, the success action 1is
retrieving account information of the user for an e-com-
merce transaction.

BRIEF DESCRIPTION OF THE

DRAWINGS

FIG. 1 1s a schematic block diagram of a system for
authenticating a user via a code encoded 1n a digital image
according to one embodiment of the invention;

FIG. 2 1s a flow diagram of a process for creating a unique
ID according to one embodiment of the invention;

FIG. 3 1s a more detailed flow diagram of an act for
generating a unique ID according to one embodiment of the
imnvention;

FIG. 4A 15 a tlow diagram of a process for authenticating,
a user based on a submitted unique ID according to one
embodiment of the invention;

FIG. 4B 1s a tlow diagram of a process for authenticating,
a user based on a submitted umique 1D according to another
embodiment of the invention;

FIG. 5A illustrates code for generating a typical HTML
login form according to existing mechanisms;

FIG. 5B illustrates code for generating a login form
according to embodiments of the present invention; and

FIG. 6 1s a schematic layout diagram of a unique 1D 300
according to one embodiment of the invention.

These and other features, aspects and advantages of the
present mvention will be more fully understood when con-
sidered with respect to the following detailed description,
appended claims, and accompanying drawings. Of course,
the actual scope of the invention 1s defined by the appended
claims.

DETAILED DESCRIPTION

Embodiments of the present invention are directed to a
system and method that generates and uses a unique ID for
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user authentication, identification, and/or the like (collec-
tively referred to as authentication). The unique ID, as 1s
used herein, 1s a digital image that contains an embedded
code. The embedded code may be personal or sensitive data
of a user, such as, for example, the user’s name, birthdate,
driver’s license number, social security number, user 1D,
password, secret questions/answers, credit card numbers,
phone numbers, and/or the like. In addition or 1 lieu of
personal data, the embedded code may be random text
and/or numbers automatically generated by the system and
assigned to the user. Although embodiments of the present
invention envision that the code embedded 1n the 1mage 1s
encrypted, non-encrypted codes may also be embedded.
According to one embodiment, the code 1s stored in unused
or 1nsignificant bits of the digital image. The digital image
may be generated using any one of many well-known 1image
file formats conventional in the art, including but not limited
to jpeg, til, gif, bmp, png, Netpbm, WebP, and the like.

According to one embodiment, a user provides the
encoded 1mage to a computer device to trigger a particular
action. Such action may be, for example, authentication of
the user for access or login to a network, computer, mobile
device, electronic tablet, webpage, and/or the like (herein-
alter “target site”). Once allowed 1nto the target site, the user
may access data, applications, and the like, stored at the
target site. The level of access may depend on preset
configuration settings on the computer device and/or target
site. Another action triggered upon providing the code may
be, for example, completion of a transaction. The transaction
may be, for example, a purchase transaction with a particular
merchant.

According to one embodiment, the computer device
evaluating a received unique ID for purposes of user authen-
tication 1s physically separate from a target device storing
data/applications to which the user wants access. In this
manner, the target device need not store codes or other
authentication information for the user. Instead, such sensi-
tive data 1s stored and managed by the separate device, and
provided to the target device as needed after the user has
been authenticated. Thus, even 1t a hacker penetrates the
target site, codes or other authentication information for the
user are not compromised.

FIG. 1 1s a schematic block diagram of a system for
authenticating a user via a code encoded 1n a digital image
according to one embodiment of the invention. The system
includes an authentication server 10 coupled to a customer
server 12 over a data commumnications network 14. Accord-
ing to one embodiment, the data commumications network 1s
a public wide area network such as the Internet.

The system also includes an end user device 16 config-
ured to access the customer server 12 over the data com-
munications network 14. The end user device 16 may be any
computing device conventional in the art such as, for
example, a desktop, laptop, smart phone, electronic tablet,
and the like. The end user device includes one or more
processors, memory, mput devices (e.g. mouse and key-
board), output devices (e.g. one or more display screens),
and a wired or wireless network interfaces. According to one
embodiment, the end user device 16 also includes web
browsing soitware for communicating with the customer
server 12 over the web.

According to one embodiment, the customer server 12 1s
a web server provided by a business 1n a relationship with
another business hosting the authentication server 10. The
customer server 12 1s configured with web server software
18 that communicates with the application program interface

(API) module 20. The web server software 18 includes
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instructions for recerving HT'TP requests from the end user
device 16 and delivering web pages in response to the
requests. A particular web page delivered to an end user
device 16 may be a login form for giving the user access to
resources provided by the customer server 12. The login
form may include one or more fields where each field
prompts the user for diflerent user data. For example, one
field may prompt the user for his login 1D, another field may
prompt the user for his social security number, and yet
another field may prompt the user for his credit card number.
The user invokes his end user device 16 to submuit his unique
ID having the corresponding code in response to each
prompt. According to one embodiment, a different unique 1D
may be provided 1n response to each prompt.

The authentication server 10 includes a central processing,
umt (CPU) that executes software instructions and interacts
with other system components to perform the methods of the
present invention. The server 10 also includes a mass storage
device 26 that provides long-term storage of data and
soltware programs to perform the methods of the present
invention. The mass storage device 26 may be implemented
as a hard disk drive or other suitable mass storage device.
The stored data may be, for example, image files to be used
for authenticating one or more users, code embedded 1n each
of the image files, and user data stored 1n association with a
corresponding code. According to one embodiment, codes
may be encrypted via an encryption algorithm prior to being
stored 1n the storage device 26.

The server 10 further includes an addressable memory for
storing software instructions to be executed by the CPU. The
memory 1s 1implemented using a standard memory device,
such as random access memory (RAM). In one embodiment,
the memory stores a number of software objects or modules,
including an API module 20, a unique ID generating module
22 and a unique ID processing module 24. Although these
modules are assumed to be separate functional units, a
person of skill 1n the art will recognize that the functionality
of the modules may be combined or integrated into a single
module, or further subdivided into further sub-modules
without departing from the spirit of the invention.

According to one embodiment, the API module 20
includes 1nstructions for forwarding the receirved unique
ID(s) to the authentication server 10. In this regard, the API
module 20 1s an interface for communicating between the
customer server 12 and the authentication server 10.

According to one embodiment, the ID generating module
22 1ncludes 1nstructions for receiving a digital image from
the end user device 16, embedding code into the image, and
outputting the image with the embedded code. According to
one embodiment, instead of receiving the digital image from
the end user device 16, the ID generating module may
simply retrieve one of various available images from the
mass storage device 26, and use that image for embedding
the code. According to one embodiment, the code 1s
encrypted using an encryption algorithm prior to being
embedded 1nto the image. The 1image containing the embed-
ded code 1s then provided to the user for use as his unique
identifier (umique ID).

The unique ID processing module 24 includes nstructions
for receiving an 1mage file, having an embedded code, from
a user desiring access to resources provided by the customer
server 12. The unique ID processing module 24 1s config-
ured to extract the code from the image file, compare the
extracted code against corresponding code stored in the
storage device 26, and execute an action 1n response to the
match. The action may be, for example, serving a particular
web page to the end user device 16, eflectuating a transac-
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tion, iInvoking an application, initiating communication with
another device, retrieving and forwarding to the customer
server 12 data associated with the user, and/or authorizing

access to other resources provided by the customer server
12.

FI1G. 2 1s a flow diagram of a process for creating a unique
ID according to one embodiment of the invention. The
process may be mnitiated by an administrator of a business
associated with, for example, the customer server 12. The
business may create accounts for groups, employees, con-
tractors and their customers (heremnafter “end users™)
depending on the services and resources they are sharing. In
order for such customers to access the shared services and
resources, unique IDs are created for each end user.

The process starts, and in act 80, the end user receives an
invitation from the customer server 12 to create an account.
The mvitation may be, for example, an email or text message

including a URL link. Upon actuating the URL link, the end

user device 16 may be directed to a front end process
running on the authentication server 10. The front end
process may interact with the end user to prompt the end
user, 1 act 82, for one or more 1mages that the user wants
to use as his unique ID’s. The user may select, for example,
one or more photographs stored on the end user device 16.

In act 84, the front end process may also prompt the end
user for the user’s personal or sensitive data, such as, for
example, the end user’s name, birthdate, driver’s license
number, social security number, user 1D, password, secret
questions/answers, credit card number, phone number, or the
like, that 1s to be embedded into the image. Optionally 1n act
84, the front end process also prompts the end user to
provide one or more alphanumeric strings. The strings
provided by the end user may be, for example, random
strings or phrases selected by the end user. According to one
embodiment, the random strings or phrases provided by the
end user allow for increased entropy (randomness or unpre-
dictability) for the code within the unique ID.

In act 86, the front end process may also prompt the end
user to optionally enter his cell phone number for a 2-step
authentication process. During such 2-step authentication
process, the user 1s prompted via a message on his cell phone
(or other electronic device) to enter a second authentication
factor such as, for example, a security code sent by SMS/
Text or a venfication code generated by a code generating
application runming on the user’s cell phone or another
clectronic device.

In act 88, the front end process recerves all data provided
by the user and forwards the data to the unique ID generating,
module 22. According to one embodiment, the end user
device 16 transmits the data securely (e.g. over a secure data
communications link).

In act 90, the front end process saves the original image(s)
received from the user in the mass storage device 26, in
association with, for example, a portion of the received user
data.

In act 92, the unique ID generating module 22 generates
one or more unique IDs based on the received images and
user data. According to one embodiment, the unique ID
generating module 22 generates three unique IDs. The {first
unique ID 1s generated as a single-use ID. Such a unique 1D
may be selected to be used when the end-user device 1s
accessing the customer server 12 from a public setting where
he may be concerned with lack of privacy or the possibility
that the unique ID may be compromised by the environment.
According to one embodiment, the single-use unique ID 1s
configured to expire after the first use.
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The second unique ID 1s generated as a duress unique 1D
to be used during a duress situation. Such a unique ID may
be selected to be used when the end-user 1s compromised or
at risk of fraud or physical harm and needs to access the
customer server 12 to maintain his or her safety. According
to one embodiment, the duress unique ID 1s configured to
trigger certain defensive actions such as, for example, send-
ing a pre-written alert message by SMS/Text, email or
wearable technology (1e, Apple Watch, Google Glass, or the
like) to a pre-selected recipient (such as an I'T manager or
security oflicer and/or family member), as well as optionally
triggering a defense mechanism by the authentication server
10 that may, among other things, notity administrators, limit
data visibility, erase data or disable the account.

The third unique ID 1s generated as a regular use unique
ID. This unique ID 1s intended to be used during situations
other than single-use and duress.

In act 94, the generated unique IDs are transmitted to the
user via electronic delivery, such as, for example, email, or
via a physical a medium, such as, for example, a disk, flash
drive, or the like.

FIG. 3 1s a more detailed flow diagram of act 90 for
generating a unique ID according to one embodiment of the
invention. In act 100, the ID generating module 22 1dentifies
a recerved 1mage to be used for the unique ID.

In act 102, the unique ID generating module 22 identifies
any random strings provided by the end user.

In act 104, the unique ID generating module 22 identifies
data to be embedded for the end user. Such data may be, for
example, part of the user data provided by the user 1n act 84
(FIG. 2). In other embodiments, the data is one that 1s
automatically generated by the system (e.g. randomly gen-
erated text or numbers). Diflerent data 1s embedded depend-
ing on whether the type of unique ID that 1s being generated
1s a single-use ID, regular-use 1D, or duress I1D. The image
that 1s used, however, may be the same. In other embodi-
ments, diflerent 1mages may be used depending on the type
of unique ID that 1s generated.

In act 106, the unique ID generating module 22 generates
a code for being embedded 1n the 1image as the user’s unique
identification code. According to one embodiment, the
umque 1D generating module 22 uses the random strings
identified 1n act 102, as a seed value for encrypting the data
and generating the code. According to one embodiment,
certain properties of the image in which the code 1s to be
embedded are also used in the encryption algorithm to
strengthen the encryption. Such properties may include, for
example, size of the image, time 1n which the 1mage was
generated, and the like. The encrypted code 1s stored 1n the
mass storage device 26 in association with the original
image and user data.

In step 108, the unique ID generating module 22 embeds
the code 1nto the 1dentified image. In this regard, the unique
ID generating module 22 identifies unused or insignificant
bits of the image. The msignificant or unused bits may be,
for example, hidden or invisible layers or color channels
inside an 1mage. Changes to these bits are undetectable to
the naked eye because they are not used in the visual
depiction/rendering of the image. Once the unused or nsig-
nificant bits are identified, the 1dentified bits are used to store
portions of the code. The code, therefore, 1s distributed
throughout the i1dentified unused bits of the image. In this
regard, the 1mage acts as a vessel for concealing the code.
The stored code does not create any noticeable visual
alterations to the image. To the naked eye, the image that
contains the code 1s no different than the 1mage that does not
contain the code.
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In step 110, the umique ID generating module 22 outputs
the modified 1mage containing the concealed code as the
unique 1D for the user.

FIG. 4A 1s a tflow diagram of a process executed by the
unique ID processing module 22 for authenticating a user
based on a submitted unique ID according to one embodi-
ment of the mvention. According to one embodiment, the
end user device 16 interacts with the HI'TP software 18 to
{11l out a login form. The login form may prompt the user to
provide, at a minimum, a single unique ID. Once filled, the
login form (also referred to as a request) 1s forwarded by the
HTTP software 18 to the unique ID processing module 24.

In act 200, the unique ID processing module 24 receives
the login form including a unique ID. According to one
embodiment, the unique ID 1s accompanied with informa-
tion specific to the customer server 12 transmitting the
request, such as, for example, a client ID and/or client key
(collectively referred to as client credentials) unique to the
particular customer server. In act 200, the umique ID pro-
cessing module 24 identifies a particular user to which the
unique ID 1s associated. This may be done, for example,
based on mnformation provided in the login form, based on
the unique ID that 1s provided, and or the like.

In response to receipt of the login form and identification
of the particular user, the unique ID processing module 22
determines whether a 2-step authentication process has been
ecnabled for the particular user. The 2-step authentication
process 1s deemed to be enabled if, for example, the user
submitted a cell phone number 1n step 86 of FIG. 2.

If the 2-step authentication process has been enabled, the
unique ID processing module 22 proceeds generate a code
challenge in act 202. For example, a random code may be
generated and texted to the user-provided cell phone num-
ber. The HT'TP software 18 requests the user to enter the
code they recerved, and then the code 1s sent to the API
module 20 for additional authentication before proceeding to
the customer’s site.

In act 204, the unique ID processing module 22 transmits
the generated code challenge to the user’s cell phone. The
user may be prompted to respond to the received message
with the same code challenge to verily that the user trans-
mitting the login request 1s the user that 1s associated with
the cell phone.

In act 206, the unique ID processing module 22 receives
and verifies the challenge code.

In act 208, the umique ID processing module 22 proceeds
to verily the unique ID received with the login request.
According to one embodiment, a first check of the verifi-
cation process 1s to determine whether the expected cus-
tomer ID and/or key were received with the request. A
tailure to receive such client credentials 1s indicative that the
request was not transmitted by the customer server 12, but
transmitted by an unauthorized system, and the authentica-
tion will fail.

If the correct client credentials have been received, the
unique ID processing module 22 proceeds to verity the
unique ID. In this regard, the unique ID processing module
22 retrieves the original 1mage stored 1n the mass storage
device 26 and compares the received image against the
image that 1s retrieved. According to one embodiment, the
comparison outputs diflerences between the original image
and the received image. The diflerences are then compared
against the stored encrypted code.

As discussed above, three diflerent types of codes may be
stored for a user: single-use code, regular-use code, and
duress code. A comparison 1s made against each stored code
to determine a match. If a match 1s not made against one of
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the codes, authentication fails, and the unique ID processing
module 24 transmits a failure action URL to the end-user
device 16 1 act 212. The URL may, according to one
embodiment, be a link to a random website with no asso-
ciation to the customer server 12. Other actions such as
display of error messages and the like are also contemplated
as will be appreciated by a person of skill in the art.

If there 1s a match of the embedded code against one of
the stored codes, a success action URL 1s transmitted to the

end-user device 16 1n act 210. The type of success action to
be mvoked via the URL depends on the type of unique ID
type that was received. For example, if a single-use unique
ID was recerved, the unique ID processing module 24
disqualifies that unique ID from being re-used again. In
addition, the unique ID generating module 22 1ssues a new
unmique ID by generating and embedding a new code, and
transmits the unique ID to the user. According to one
embodiment, the automatically deactivating of the received
umque 1D and reissuing a replacement unmique ID can be
done manually or automatically without a specific request
from the user. Also, according to one embodiment, the
replacement unique ID uses the same 1mage that 1s used by
the previous unique ID. However, the embedded code 1n the
image differs from the code that was embedded 1n the
received 1mage.

If a match 1s made against a duress unique 1D, the unique
ID processing module 24 responds with a scalable response
based on the threat to the user. The automated behavior may
be configured by the administrator of the customer server 12.
For example, the administrator may configure the automated
behavior to be to send an email, SMS/text, alert or the like
to a designated email address, phone number, wearable
technology, or the like. In other examples, the behavior may
be to disable access for other users, limit the availability of
data, or display an error screen during login designed to
convince the perpetrator that the site 1s currently unavail-
able.

If a match 1s made against a regular use unique ID, the
unmque ID processing module 24 may respond by taking a
success action such as, for example, retrieving user data
stored 1n association with the received code, and forwarding
the user data to the customer server 12 via the API module
20. In this embodiment, 1t 1s assumed that the code itself
does not contain the user data, but the user data 1s stored 1n
the mass storage device 1n association with the code. In other
embodiments, the success action may be giving access to
resources of the customer server 12, completing a purchase
transaction using the user data, and the like.

FIG. 4B 1s a flow diagram of a process executed by the
unique ID processing module 22 for authenticating a user
based on a submitted unique ID according to another
embodiment of the mvention. The process of FIG. 4B 1s
similar to the process of FIG. 4A, except that the login form
provided by the customer server 12 also includes a math
challenge that a user 1s to solve 1n order to proceed with the
authentication process. The math challenge may be a simple
math problem which changes each time the login form 1s
accessed. For example, the math challenge may prompt the
user to provide an answer to the following math problem:
11+422.

In act 222, the unique ID processing module 24 (or some
other module of the authentication server 10) evaluates the
math challenge to determine 1f the correct answer has been
provided within an allotted time. If the challenge 1s com-
pleted successtiully by receiving from the user the expected
value within the allotted time, as determined 1n act 224, the
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authentication process proceeds to check for 2-step authen-
tication 1n act 228, similar to what 1s described 1n FIG. 4A.

If, however, the math challenge 1s not completed success-
tully, one or more failure actions are mvoked 1n act 226. In
this regard, failures may be treated the same as 1f the user 5
were entering the wrong password. For example, a certain
number of failed attempts may lockout the user, the user’s
device, or even permanently blacklist the user and/or device
from further login attempts.

According to one embodiment, the login form that 1s 10
submitted to the unique ID processing module for authen-
tication differs from login forms that are typically transmit-
ted 1n the art. FIG. 5A illustrates code for generating a
typical HTML login form according to existing mechanisms.

As depicted i FIG. SA, the login form prompts and expects 15
a username or password values in the corresponding user-
name and password fields.

FIG. 5B illustrates code for generating a login form
according to embodiments of the present invention. Accord-
ing to the i1llustrated embodiment, a “file” field 208 prompts 20
for a MIME value containing bit data (1mage data) that
makes up the unique ID. The MIME data 1s interpreted by
an “action” page and saved as a photo in the mass storage
device 26 where 1t can be validated during the authentication
process. 25

FIG. 6 1s a schematic layout diagram of a umique ID 300
according to one embodiment of the invention. The unique
ID 300 1s composed of image bits 302 and encrypted code
bits 304. The image bits 302 together form the 1mage, which,
in this example, 1s an 1mage of a sun wearing sunglasses. As 30
a person of skill in the art will appreciate, each time a photo
of an object 1s taken, the 1image bits 302 making up the image
differ for each instance of the photo even 1f the subject of the
photo remains the same. This 1s due to the varying circum-
stances surrounding the taking of the photo. For example, 35
the lighting, position of the object, position of the person
taking the photo, and the like, may difler for each instance
the photo 1s taken, resulting in differences 1n the 1mage bits
302.

The encrypted code bits 304 that are embedded in the 40
image together form a code that 1s used for identifying a
user. The bits of the code are spread out over various bytes
of the image file, taking up unused or 1nsignificant bits of
those bytes. In the illustrated example, the encrypted code 1s
“01100101.” 45

According to one embodiment, the authentication server
10 acts as a gatekeeper for e-commerce systems, protecting
and authenticating end users during checkout of an online
purchase. In this regard, the server 10 may handle the basic
user authentication for accessing user records stored on the 50
customer server 12, or store the end user data on behalf of
the customer server and provide the data to the customer
server upon successful authentication of the end user.
According to one embodiment, each time the unique ID 1s
used on an e-commerce site, the authentication server auto- 55
matically retires the unique ID and 1ssues a new unique 1D,
which prevents fraudulent transactions and/or ID theft.

According to one embodiment, the end user data 1s stored
at an e-commerce/merchant site (e.g. the customer server
12), but the authentication server 10 authenticates the end- 60
user with his unique ID 1nstead of a user name and password.

The name or username of the shopper 1s not stored in the
e-commerce/merchant server. Instead, the e-commerce site
stores an account number or account 1dentifier 1n association
with the payment data. Upon successiul authentication of 65
the end-user by the authentication server 10, the server
provides the e-commerce site with the user’s account ID so

10

that the e-commerce site knows which payment and/or
shipping details to access. This process maintains consistent
protection of the users’ 1dentifying information so that the
e-commerce site stores, according to one embodiment, credit
card data, address, shopping cart identifier, and the like, but
does not store personal identification information of the
users including a user name and/or password.

According to another embodiment of the invention, the
name or username of a user along with the user’s credit card
data and address are encrypted and stored in the mass
storage device 26. This information 1s passed to the e-com-
merce site upon successiul authentication of the end-user.
This helps prevent the storage of sensitive data on the
merchant’s server which may be subject to hacking by
unauthorized users.

According to yet another embodiment, the authentication
server provides merchant services 1 addition to authentica-
tion services. According to thus embodiment, the e-com-
merce site makes a transaction request, and the authentica-
tion server approves or disapproves the transaction. The
e-commerce site merely stores the shopping cart data and
forwards such data to the authentication sever for approval
or disapproval. User i1dentification information, credit card
information, address, and the like, are securely stored in the
mass storage device 26.

It 1s the Applicant’s mtention to cover by claims all such
uses of the mvention and those changes and modifications
which could be made to the embodiments of the invention
herein chosen for the purpose of disclosure without depart-
ing from the spirit and scope of the invention. Thus, the
present embodiments of the invention should be considered
in all respects as illustrative and not restrictive.

The mvention claimed 1s:

1. A method for generating and utilizing a unique 1den-
tifier image for a user by one or more processors, the method
comprising;

generating, by the one or more processors, the unique

identifier 1image for the user, wherein the generating

includes:

transmitting, by the one or more processors, a prompt
to a user device for the user to select a digital image;

receiving, by the one or more processors, the selected
digital 1image;

receiving, by the one or more processors, a string
provided by the user;

receiving, by the one or more processors, information
for 1dentifying the user;

saving, by the one or more processors, the received
digital 1mage 1n a central data storage device 1n
association with the information for identifying the
user;

identifying, by the one or more processors, a first code
for the user, wherein the first code 1s personal 1nfor-
mation associated with, or information generated {for,
the user, including at least one of: address, telephone
number, birthdate, name, driver license number,
social security number, credit card number, user
identifier, password, or a randomly generated code;

encrypting the first code with the string;

embedding, by the one or more processors, the
encrypted first code into the digital image and gen-
erating a first modified digital image in response,
wherein the embedding includes 1dentifying bits of
the digital image that are not used 1n creating a visual
depiction of the digital image, and storing the first
code 1n the identified bits:
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storing, by the one or more processors, the first modi-
fied digital image 1n the central data storage device
as the unique identifier image of the user; and
transmitting, by the processor, the first modified digital
image to the user device over a wide area network,
wherein the user device 1s configured to store the first
modified digital image 1n a local data store coupled
to the user device; and
using by the one or more processors the unique identifier
image transmitted by the user device to take a success
action, wherein the taking of the success action
includes:
receiving, by the one or more processors, a request
from the user over the wide area network, wherein
the request includes the first modified digital image
retrieved from the local data store coupled to the user
device, the request further including the information
for 1dentifying the user;
in response to recerving the request, retrieving, by the
one or more processors from the central data storage
device, based on the mnformation for identilying the
user recerved from the user device over the wide area
network, the digital image saved for the user;
in response to retrieving the digital image saved for the
user from the central storage device, comparing, by
the one or more processors, the first modified digital
image as the unique identifier image received over
the wide area network from the user device, against
the retrieved digital image;
outputting, by the one or more processors, based on the
comparing, differences between the first modified
digital image and the retrieved digital image;
decrypting the difference;
comparing, by the one or more processors,
decrypted differences against the first code; and
in response to a match of the decrypted differences
against the first code, transmitting a signal for taking
the success action, wherein the success action 1s at
least one of authenticating the user, disqualifying the
first code for being used again, transmitting a noti-
fication, retrieving user data, giving the user access
to resources, or completing a transaction.
2. The method of claim 1, wherein the string 1s an
alphanumeric string.
3. The method of claim 1 further comprising;:
transmitting, by the one or more processors, a security
code to a mobile telephone number associated with the
user; and
verilying, by the one or more processors, the transmitted
security code against a security code received from the
mobile telephone number.
4. The method of claim 1 further comprising:
identifying, by the one or more processors, a second code
associated with the user;
embedding, by the one or more processors, the second
code mto the digital image and generating a second
modified digital image 1n response;
storing, by the one or more processors, the second modi-
fied digital image 1n the data storage device; and
transmitting, by the one or more processors, the second
modified digital image to the user over a data commu-
nications network, wherein a success action associated
with the second modified digital image 1s different from
the success action associated with the first modified
digital 1mage.
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5. The method of claim 4, wherein the success action
associated with the first or second modified digital 1images
includes transmitting an alert of a duress situation mvolving
the user.

6. The method of claim 1 further comprising;:

recerving, by the one or more processors, an answer to a

math problem provided by the user;

determining, by the one or more processors, whether the

answer 1S correct; and

in response to determining that the answer 1s 1ncorrect,

taking, by the one or more processors, a failure action.

7. The method of claim 1, wherein the success action 1s
retrieving account information of the user for an e-com-
merce transaction.

8. The method of claim 1, wherein the information for
identifving the user 1s an 1dentifier or key associated with a
computer device transmitting the request.

9. The method of claim 1 further comprising:

encrypting, by the one or more processors, the first code

based on propertiecs of the received digital 1mage,
wherein the first code embedded into the digital image
1s the encrypted code.

10. A system for generating and utilizing a unique iden-
tifier for a user, the system comprising:

one or more processors; and

one or more memory devices, wherein the one or more

memory devices have stored therein instructions that,
when executed by the one or more processors, respec-
tively cause the one or more processors to:
generate the unmique 1dentifier 1mage for the user,
wherein the instructions that cause the processor to
generate further include instructions that cause the
processor to:
transmit a prompt to a user device for the user to
select a digital 1image;
receive the selected digital image;
receive a string provided by the user;
receive miformation for identitying the user;
save the recetved digital image in a central data
storage device 1n association with the information
for 1dentifying the user;
identify a first code for the user, wherein the first
code 1s personal information associated with, or
information generated for, the user, including at
least one of: address, telephone number, birthdate,
name, driver license number, social security num-
ber, credit card number, user 1dentifier, password,
or a randomly generated code;
encrypt the first code with the string;
embed the encrypted first code into the digital image
and generate a first modified digital 1mage 1n
response, wherein the instructions that cause the
processor to embed include mstructions that cause
the processor to 1dentily bits of the digital image
that are not used 1n creating a visual depiction of
the digital 1mage, and store the first code 1n the
identified baits;
store the first modified digital image 1n the central
data storage device as the unique 1dentifier image
of the user; and

transmit the first modified digital image to the user

over a wide area network, wherein the user device

1s configured to store the first modified digital

image 1 a local data store coupled to the user
device; and

use the unique identifier transmitted by the user device

to take a success action, wherein the instructions that
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cause the processor to take the success action

includes instructions that cause the processor to:

recerve a request from the user over the wide area
network, wherein the request includes the first
modified digital image retrieved from the local
data store coupled to the user device, the request
further including the information for identifying
the user;

in response to recerving the request, retrieve from the
central data storage device, based on the informa-
tion for 1dentifying the user received from the user
device over the wide area network, the digital
image saved in the data storage device for the
user;

in response to retrieving the digital image saved for

the user from the central storage device, compare

the first modified digital image as the unique
identifier image received over the wide area net-
work from the user device, against the retrieved
digital 1mage;

output, based on the comparing, differences between
the first modified digital image and the retrieved
digital 1mage;

decrypt the difference;

compare the decrypted diflerences against the first
code; and

in response to a match of the decrypted differences
against the first code, transmit a signal for taking
the success action, wherein the success action 1s at
least one of authenticating the user, disqualifying
the first code for being used again, transmitting a
notification, retrieving user data, giving the user
access 1o resources, or completing a transaction.
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11. The system of claim 10, wherein the string 1s an

alphanumeric string.

12. The system of claim 10, wherein the instructions

further cause the processor to:
transmit a security code to

a mobile telephone number

assoclated with a user; and

verily the transmitted security code against a security
code recerved from the mobile telephone number.

13. The system of claim 10, wherein the instructions

further cause the processor to:

identily a second code associated with the user;
embed the second code into the digital image and generate

a second modified digital

Image 1n response;

store the second modified digital image in the data storage

device; and

transmit the second modified digital image to the user
over a data communications network, wherein a suc-

cess action associated witl

1 the second modified digital

image 1s different from t.

he success action associated

with the first modified digital image.

14. The system of claim 13

, wherein the success action

associated with the first or second modified digital images
includes transmitting an alert of a duress situation involving

the user.

15. The system of claim 10, wherein the instructions

further cause the processor to:

recerve an answer to a math problem provided by the user;
determine whether the answer 1s correct; and

in response to determining that the answer 1s incorrect,

take, by the one or more processors, a failure action.

16. The system of claim 10, wherein the success action 1s

retrieving account mnformation of the user for an e-com-

merce transaction.
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