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(57) ABSTRACT

Disclosed are an approach form managing and assigning
addresses 1n a connectivity platform that allows for propri-
ctary connectivity modules (Providers) to plug into the
operating system. In this disclosure, when a user/applica-
tion/computing device, connects to another user on another
computing device an address 1s generated for that user.
However, because of a limited number of addresses that are
available 1n an address space, 1t 1s necessary to ensure that
a contlicting address 1s not present. To ensure this the
connectivity platform determines 1f the address assigned 1s
in contlict with another address associated with users that
are located on the other computing devices. If an address 1s
found to be in contlict the connectivity platform reassigns
the address until a non-conflicting address 1s found. If a
non-conflicting address cannot be found the connectivity
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ADDRESS MANAGEMENT IN A
CONNECTIVITY PLATFORM

RELATED APPLICATION

This application 1s a continuation of U.S. application Ser.

No. 12/050,027, filed on Mar. 17, 2008, entitled “ADDRESS
MANAGEMENT IN A CONNECTIVITY PLATFORM?,

which 1s a continuation-in-part of U.S. application Ser. No.
12/040,330, filed on Feb. 29, 2008, entitled “CONNECTIV-

ITY PLATFORM?”, at least some of at least one of which
may be incorporated herein.

TECHNICAL FIELD

This description relates generally to network connectivity
and more specifically to the management of addresses 1n a
connectivity platform.

BACKGROUND

Communications devices have multiple obstacles to the
scamless exchange of data. Whether these devices are on
Intranets or on the public Internet, various security and
addressing devices could disrupt their communication. One
device that can disrupt communication 1s a firewall. While
the benefits of a firewall provide a higher secunity level,
arbitrary ports are blocked which increases the possibility of
communications interference. Another device that can dis-
rupt the exchange of data 1s a Network Address Translator
(NAT). NATs have the benefit of allowing multiple devices
to share the same global IP address, by handing out private
addresses behind these devices and masking these private
addresses with that shared global address. In this process
several assumptions are made that could disrupt data
exchange. This can include overlap in private addressing.
When applications run on communications devices that
make addressing assumptions, the data exchange may not
occur as expected, resulting 1n a poor usability experience.

Network Address Translator (INAT) devices allow mul-
tiple users to share the same global IP address. To accom-
plish this, NATs change addressing information in the packet
header. However, NATs can damage end-to-end connectivity
because as mentioned above the same private address may
be used by multiple physical machines. Thus without some
out of band mechanism 1t 1s impossible for the application to
identify to which computing device the application 1is
attempting to send the traflic. There are many NAT traversal
solutions currently available. These solutions typically
require that applications implement a customized NAT tra-

versal. Examples of custom NAT traversal approaches
include Simple Traversal of UDP through NATs (STUN) and

Traversal using Relay NAT (TURN).

SUMMARY

The following presents a simplified summary of the
disclosure 1n order to provide a basic understanding to the
reader. This summary 1s not an extensive overview of the
disclosure and 1t does not 1dentity key/critical elements of
the claimed subject matter or delineate the scope of the
claimed subject matter. Its sole purpose 1s to present some
concepts disclosed herein in a simplified form as a prelude
to the more detailed description that 1s presented later.

The present example provides an approach for managing
and assigning addresses 1n a connectivity platform that
allows for proprietary connectivity modules (Providers) to
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2

plug into the operating system. In this example, when a
user/application/computing device, connects to another user
on another computing device an address 1s generated for that
user. However, because of a limited number of addresses
that are available in an address space, 1t 1s necessary to
ensure that a conflicting address 1s not present. To ensure this
the connectivity platform determines 1f the address assigned
1s 1n contlict with another address associated with users that
are located on the other computing devices. If an address 1s
found to be in contlict the connectivity platform reassigns
the address until a non-conflicting address 1s found. If a
non-contlicting address cannot be found the connectivity
platform blocks the connection between the user and the
other user. In other examples, the connectivity platform also
ensures that multiple users on the connectivity platform do
not share a conflicting address.

Many of the attendant features will be more readily
appreciated as the same becomes better understood by
reference to the following detailed description considered in
connection with the accompanying drawings.

DESCRIPTION OF THE DRAWINGS

The present description will be better understood from the
following detailed description read in light of the accompa-
nying drawings, wherein:

FIG. 1 1s a block diagram of an 1illustrative connectivity
system.

FIG. 2 1s a block diagram illustrating components of a
connectivity platform according to one embodiment.

FIG. 3 1s a flow diagram illustrating a process associated
with the connectivity platform according to one embodi-
ment.

FIG. 4 1s a tlow diagram 1llustrating a process for using
the connectivity platform according to one embodiment.

FIG. 5 1s a block diagram of the connectivity system
according to an alternative embodiment.

FIG. 6 1s a block diagram of the connectivity system
according to another alternative embodiment.

FIG. 7 1s a block diagram illustrating components of a
computing device according to one embodiment.

FIG. 8 1s flow diagram 1llustrating a process for assigning,
managing and detecting address according to one embodi-
ment.

FIG. 9 1s a flow diagram 1llustrating a process for detect-
ing and managing address conflicts when a data transmission
1s desired according to one embodiment.

FIG. 10 1s a flow diagram illustrating a process for
managing a request for an address contlict check by a peer
according to one embodiment.

FIG. 11 1s a block diagram illustrating the connection of
a connectivity platform to other computing devices accord-
ing to one embodiment

FIG. 12 1s a block diagram illustrating the connection of
multiple users on a connectivity platform according to one
embodiment.

Like reference numerals are used to designate like parts 1n
the accompanying drawings.

DETAILED DESCRIPTION

FIG. 1 1s a block diagram of a connectivity system 10
according to one 1illustrative embodiment. System 10
includes computing device 100 and computing device 140.
Computing device 100 includes an application 110, a con-
nectivity platform 120 and a provider 130. Provider 130
communicates to another provider located on computing
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device 140 through a network, such as network 150. While
the arrows 1n FIG. 1 indicate communication from comput-
ing device 100 to computing device 140, 1t should be noted
that communication may flow 1n the opposite direction. In
one embodiment, computing device 140 includes similar
components as computing device 100. FIG. 1 illustrates an
embodiment where a single application or user uses a
provider 130 to connect to computing device 140. In this
embodiment computing device 100 and computing device
140 have the same provider 130. However, 1n other embodi-
ments each computing device 100, 140 may have a diflerent
provider. Prior to reaching the network 150 the provider
processes a request through a firewall or Network Address
Translator (NAT) 135. In one embodiment, from the NAT
135 a signal 1s transmitted through network 150 to a firewall
or NAT 1435 which protects computing device 140 and then
onto components of computing device 140. While a firewall
or NAT 1s illustrated at both computing device 100 and 140
in alternative embodiments one or both of the computing
devices may lack a firewall or NAT.

Application 110 1s any application running on, or service
of, computing device 100 that requires a connection or
communication with a computing device, such as to com-
puting device 140 across a network. For example application
110 may be an internet/web browser, an instant messaging
system, or any other application using a network. The
Application generates data that 1s to be communicated to the
other computing device 140. The application 110 may also
provide an i1dentifier to the operating system of the comput-
ing device for the desired communication. In some embodi-
ments data from application 110 can include an identifier or
address of the destination computing device 140. In some
embodiments application 110 may be located on a third
computing device (not illustrated) that i1s connected to
computing device 100 through a network.

Connectivity platform 120 1s a component or components
that enable a provider, such as provider 130, to plug into an
operating system and/or an application running on the
operating system to enable end-to-end connectivity. Con-
nectivity platform 120 provides users (applications or ser-
vices) of computing devices 100 and 140 with the ability to
communicate with each other, or to other computing devices
(not 1llustrated) connected through the network 150. To
achieve this connectivity platform 120 that, in one embodi-
ment, exposes a subnet network and routes data from
application 110 to the provider (130). In one embodiment,
the connectivity at the link and network layer 1s not transi-
tive. In embodiments where multiple applications or users
share a common provider 130 the connectivity platform or
the provider 130 may limit the ability of those users or
applications to connect with each other. The connectivity
plattorm 120 will be discussed 1n greater detail with respect
to FIG. 2 below.

Provider 130 1s a component or module of system 10 that
1s configured to plug into the connectivity platform 120 1n
order to enable end-to-end connectivity between computing
devices and users of the computing devices. In one embodi-
ment the provider 130 provides some form of NAT or
firewall traversal, and may also provide a direct a data relay
(1llustrated as relay 185) when NAT or firewall traversal
tails. Other implementations of a (relay 185—provider 130)
combination may include alternative transport mechanisms
including for example low priority file transiers. In some
embodiments provider 130 may encapsulate packets that are
sent by the connectivity platform 120 into packets that are
routable over the network 1350. In some embodiments mul-
tiple peers (1.e., computing devices that are all using the
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same or compatible providers) could build an overlay mesh
network over which they could route communications as an
alternative to a relay or direct communication. Provider 130
may register with the connectivity provider 120 multiple
times to provide services to the same or multiple users on the
computing device 100. For purposes of this discussion each
registration by the provider 130 will be referred to as a
provider instance. Further, for purposes of simplicity only
one provider instance will be discussed. However, 1t 1s
possible that multiple provider instances may be used simul-
taneously, for example when the user has multiple identities
that need connectivity and are understood by the provider
130. The provider instance 1s generated inside the connec-
tivity platform 120.

In general provider 130 can be any type of provider
available. One requirement of the provider 130 1s that 1t
provides end to end network connectivity. The provider 130
transiers arbitrary data from application 110 to application
160 through the connectivity platforms based on addresses
that have been associated with the applications 110, 160,
users and/or computing devices through designated provider
instances. The provider 130 also allows for detecting
whether an address 1s reachable through the designated
provider 1nstance. In one embodiment the addresses
involved could use IPv4 or IPv6 protocols.

Network 150 1s a network that may provide connectivity
for computing devices 100 and 140 Network 150 may be, for
example, the Internet, a local area network, a wide area
network, an intranet or any other system that allows or
facilitates communication between the computing devices
100 and 140.

Firewall 135 1s a component that regulates the flow of
traflic between computer networks or between computing
devices such as computing devices 100 and 140 based on a
set of rules. Firewall 135 may also include network address
translation (NAT) functionality. However, 1n some embodi-
ments the firewall 135 1s simply a NAT. In some embodi-
ments, computing devices 100 and 140 are located behind a
firewall have addresses in the “private address range”, for
example as defined 1n RFC 1918. The NAT functlonahty of
firewall 135 functions to address the limited number of IPv4
routable addresses that can be used. Again as mentioned
above, 1n other embodiments Firewall or NAT devices may
only be present at some locations, or not be present at all.

FIG. 2 illustrates the components and data flow through
the connectivity platform 120 according to one 1illustrative
embodiment. While the components illustrated in FIG. 2 are
shown as being 1n close proximity to each other, 1n some
embodiments the components of the connectivity platiform
120 are located throughout the system 10.

Connectivity platform 120 1s divided 1nto a user mode 200
and a kernel mode 250. The user mode 200 of connectivity
platform 110 has an application interface 210 (which inter-
faces with application 110 of FIG. 1), a provider instance
220 and a management module 230. The kernel mode 250 of
connectivity platform 120 has an liaison module 260, a
network driver 270 and a protocol module 280. While the
present discussion 1s directed to a portion of the connectivity
platform 120 being 1 a user mode and a portion 1n kernel
mode, in other embodiments the connectivity platform 120
may be entirely in the user mode, or alternatively entirely in
the kernel mode.

Provider instance 220 1s an instance created by a provider,
such as provider 130 (FIG. 1), as a result of a user action or
other event. In one illustrative embodiment the provider
instance 220 includes two interfaces for communicating
with the provider 130. In one embodiment the interface 1s an
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LRPC mterface. However, other types of interfaces may be
used. The first interface 1s used by the provider 130 to
register/deregister with the connectivity platform 120. The
second 1nterface 1s used by the liaison module 260 to call the
provider 130 for control and data exchange.

Management module 230 1s a module configured to
support the transition between different addressing proto-
cols. Additionally the management module 230 1s config-
ured to implement the registration and deregistration of
providers 130 and provider instances 220, configure the IP
addresses according to the correct protocols, and implement
any required filters. Further, the management module 230 1s
configured to place the provider instances 220 into or out of
a dormant state. It should be noted that the management
module 230 1s not part of the flow of data through the
connectivity platform 120.

Liatson module 260 1s a component of connectivity
platform 120 that takes data to be transmitted and facilitates
transmission over the provider instance 220. In one embodi-
ment liaison module 260 i1s the tunnel.sys of the Windows
operating system. In another embodiment the liaison module
260 1s the “tun” driver of the Unix operating system.
However other types of liaison modules may be used.
Network driver 270 1s a software module configured to
enable different network protocols communicate with a
variety of network adaptors. In one embodiment the network
driver 270 1s compliant with network driver interface speci-
fication (NDIS). In general, network driver 270 represents a
virtual or physical media (Ethernet, for example) 1n an
interface that 1s understood by NDIS clients such as TCP/IP
stack.

Protocol module 280 1s a component that maintains a set
of protocols that work together on different levels to enable
communication through network 150. In one embodiment
protocol module 280 implements TCP/IP protocols. Addi-
tionally, in some embodiments, protocol module 280
includes a filtering platform 285. Filtering platform 283
provides a platform for creating network filtering applica-
tions and/or mspection applications. In one embodiment the
filtering platform 2835 1s the Windows Filtering Platiorm
(WEP). However, other filtering methods can be used.

Interface 2335 1s a secondary interface through which data
may flow. Interface 235 provides a platform for connecting
to applications through connectivity platform 120 without
using network 150. Interface 235 may be a Bluetooth
connection, an IR connection, or any other connection
platform that does not require the data to be received over
network 150. Interface 235 interacts with the connectivity
plattorm 120 through protocol module 282. In some
embodiments, protocol module 282 may be the same as
protocol module 280.

Brietly the tflow of data through the connectivity platform
120 will be discussed. The arrows 290 illustrated 1n FIG. 2
indicate the direction of the flow of data through the con-
nectivity platform 120 1n one direction. A more detailed
description of the process will be provided with respect to
FIGS. 3 and 4. In some embodiments, for inbound data, data
trailic 1s received by the protocol module 280 and passed to
the provider instance 220. In other embodiments, imnbound
data 1s received by interface 2335 and passed to the provider
instance 220. In some embodiments, at this point the pro-
vider instance 220 may decapsulate or packet process the
data. The data traflic i1s then passed through liaison module
260, and 1s re-processed by the protocol module 280. If
authorized by the filtering platform 2835 according to the
policy of the provider 130, provider instance 220 traflic 1s
delivered to the application 110. In some embodiments,
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filtering platform 285 employs its own filtering rules as well.
Outbound traflic flows 1n the opposite direction of arrows
290 as 1illustrated 1n FIG. 2.

FIG. 3 1s a flow diagram 1illustrating a process for install-
ing, registering and using a provider mstance 220 according
to one 1illustrative embodiment. For purposes of simplicity
the discussion of FIG. 3 assumes that only one instance 1s
being installed. However, a similar process may be used
when multiple providers and provider instances are present.

At step 310 a provider, such as provider 130, 1s installed
on computing device 100. Providers 130 are typically
installed as a result of a user action. However, 1n some
embodiments the provider 130 may be native to the oper-
ating system or provided as part of a larger package of
soltware or hardware that 1s on the computing device. The
installation of the provider 130 1s executed according to the
process defined by the provider.

At step 320 the provider generates the provider instance
220 which then registers with the connectivity platform 120.
IT this 1s the first time that the provider instance 220 has
registered with the connectivity platform 120 the connec-
tivity platform 120 creates a new IP interface and associates
this IP interface with the provider instance 220. If the
provider instance 220 has previously registered with the
connectivity platform 120 then the connectivity platform
120 may reuse the IP interface that was previously associ-
ated with the provider instance 220.

During the first registration of the provider instance 220
the connectivity platform 120 may execute additional pro-
cesses. For example, the connectivity platform 120 may
create a user Iriendly name for the assigned IP interface.
This user ifriendly name can assist a user 1n 1dentifying the
interface during a diagnostic procedure or other procedure
where finding the mterface may be useful. In some embodi-
ments this name, or other identifier such as an IP address,
may be made available to a remote user or application, such
as a buddy or a friend, for end to end communication. The
connectivity platform 120 may also configure filters on the
system, such as filtering platform 2835 to implement any
access controls that the provider 130 requires. The provider
130 provides this information to the connectivity platform
during the registration process.

Also during the registration of the provider instance 220
the connectivity platform configures routing for data. This
on-link routing, according to one embodiment, 1s for IPv4
and IPv6 subnets, where the prefixes needed are specified by
the provider 130. However, in some embodiments a default
prefix 1s generated by the connectivity platform. The on-link
routes assist the protocol module to look-up and consider the
assigned IP interface as a candidate interface during data
communication between the computing device 100 and the
remote computing device 140.

At step 330 the connectivity platform 330 sets the pro-
vider instance 220 to a dormant state. However, 1n some
embodiments the provider instance 1s assumed to be dor-
mant. By a dormant state 1t 1s meant that the provider
instance 220 1s not active and 1s not sending or receiving
data through the connectivity provider 120. However, this
does not necessarily mean that the provider instance 220 1s
actually dormant.

At step 340 the connectivity platform 120 i1s used 1n
communicating between the two applications through the
network. The process performed by the connectivity plat-
form 120 at this step 1s described in greater detail in FI1G. 4.

FIG. 4 1s a flow diagram 1llustrating a process used by the
connectivity platform 120 to process communications
according to one illustrative embodiment. At step 410 the
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connectivity platform 120 receives a signal (either from
application 110 or from a remote computing device) ndi-
cating that communications are desired. In one embodiment
this signal can be generated by the opening of a listening
endpoint by application 110 that 1s allowed by the firewall or
other policy implementing mechamsm to receive edge tra-
versal traflic. In another embodiment the signal 1s generated
by the application 110 for sending outgoing trailic over an
interface associated with a provider interface. In yet another
embodiment the signal may be a call to a function that brings
edge traversal interfaces to a qualified or active state.

Following receipt of the signal the connectivity platform
120 may need to change the state of the provider instance
from dormant to active, it the provider instance was not
active at the time the signal was received. This 1s illustrated
at step 420. In activating the provider instance the liaison
module 260 makes a call to the provider instance 220. This
call to the provider instance 220 activates the instance and
data can be sent. As discussed above 1n one embodiment this
call can be a RPC call.

Once the provider mstance 220 1s active the connectivity
platform 120 then proceeds to generate an address for the
provider instance. This 1s 1illustrated at step 430. In one
embodiment the address 1s automatically configured. In one
embodiment this random address 1s generated using the
management module 280 to generate a random address. In
other embodiments the address 1s obtained from other
sources.

Once the address has been generated, the connectivity
platform 120 requests that the provider 130 perform address
conilict detection. The contlicting addresses may be 1denti-
fied by reviewing the addresses associated with the provider
130 across all of the computing devices that reachable
through network 150. This 1s 1illustrated at step 440. The
address conflict detection 1s requested to ensure that when
the data 1s transmitted to the desired application or user that
it 1s sent to the correct application or user. If two users or
applications have provider instances that have the same
address then it 1s not possible to route the data to the correct
location. It the provider determines that there 1s no conflict-
ing address assigned, a signal 1s provided to the connectivity
platform 120 to assign the selected address to the interface
associated with the provider instance 220. This 1s illustrated
at step 445.

If the provider 130 determines that the selected address 1s
in contlict with another address, the provider sends a signal
to the connectivity platform indicating that the address 1s in
conilict. This signal causes the connectivity platform 120 to
return to step 430 and repeat this process until an address 1s
generated that does not conflict with another address. In
some embodiments, a component or system could track all
addresses and centrally manage the addresses to avoid
conflicts. A more detailed description of one process for
managing contlicting addresses 1s discussed 1n greater detail
with respect to FIGS. 8-12 below.

Once the address 1s assigned to the provider instance 220
the data 1s transmitted to and from the application 110. This
1s illustrated at step 4350. In some embodiments this com-
munication could be simplex. The data 1s transmitted
according to the procedures associated with the provider
130. The provider 130 performs the actual traversal of the
NAT 135. Duning this data transier the data may be encap-
sulated both by the liaison module 260 and by the provider
instance 220.

Following the completion of the data transmission
between the applications 110 and 160 the connectivity
plattorm 120 proceeds to wait a predetermined period of
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time. This 1s illustrated at step 455. In one embodiment 11 the
there has been no additional data transiers either inbound or
outbound over that period of time, the connectivity platform
places the provider instance 220 in to a dormant state. This
1s 1llustrated at step 460. If data continues to transier, the
connectivity platform 120 keeps the provider instance 220
open until such time as 1t has been inactive for the prede-
termined period of time. In another embodiment the pro-
vider instance may remain active if a component that 1s
awaiting a message from another provider 1s still open the
provider instance 220 will remain active, even though data
1s not being transierred.

Referring back to FIG. 3 at step 350 a provider may
deregister from the connectivity platform 120. When a
provider 130 deregisters from the connectivity platform the
connectivity platform 120 removes any addresses and routes
that were configured during the registration process. Further,
the provider interface 220 can be removed if for example the
provider 130 requests this removal during the deregistration
process.

While the above discussion has focused on examples
where the connectivity platform 120 interacts with a single
provider 130, FIGS. 5 and 6 illustrate exemplary alternative
embodiments for implementing the connectivity platform
120. Reference numbers that are repeated refer to the same
or similar components.

FIG. 5 1s a block diagram 1llustrating a single user of a
computing device 500 using multiple providers 530-1, 530-2
to connect to computing devices 510-1, 510-2 that have
instances of the same provider 530-1, 530-2 installed. As
illustrated 1n FIG. 5 there are two virtual links 512 and 513.
Each link 512, 513 1s associated with one of the providers
530-1, 530-2. Computing device 500 1s multi-homed to both
links. On computing device 500, the connectivity platform
120 assigns diflerent addresses to the interfaces correspond-
ing to the provider instances of providers 330-1, 5330-2. To
connect to either computing device 510-1 or computing
device 510-2, the provider istance selection 1s performed
using each provider instance’s ability to detect whether a
remote address 1s reachable via that provider instance as
discussed above. Once the correct provider 530-1, 530-2 1s
selected the use of the instance 1s the same as discussed
above with respect to FIGS. 3 and 4.

FIG. 6 1s a block diagram illustrating a multiple user and
multiple computing device setup according to one illustra-
tive embodiment. As 1llustrated in FIG. 6 computing device
600 has two users, 610 and 611 respectively. In one embodi-
ment, each user 610, 611 uses a different provider 1nstance,
provider instances 620-1 and 620-2 to communicate with
applications 160 on computing devices 630 and 631 respec-
tively. Additionally, the local system 612 of computing
device 600 can access the connectivity provider 120 to
provide service 613. In the embodiment service 613 has
access to both providers 620-1 and 620-2. In FIG. 6 there are
two virtual links 601 and 602 (one per provider instance),
and computing device 600 1s multi-homed to both links.

The provider instances 620-1, 620-2 determine the access
policy controlling the user’s 610, 611 access to the provider
instances as has been discussed above. For example, the
policy may allow the system service 613 implementing the
resource sharing functionality to access the provider
instances so that: the user of computing device 630 can
connect to resources shared by user 610 on computing
device 600, and the user of computing device 631 can
connect to resources shared by user 611 on computing
device 600. Once the connection 1s established the system of
FIG. 6 operates similar to the systems discussed above.
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FIG. 7 illustrates a component diagram of a computing
device according to one embodiment. Computing device
700 1s similar to computing devices discussed above with
respect to FIGS. 1-6. The computing device 700 can be
utilized to implement one or more computing devices,
computer processes, or software modules described herein.
In one example, the computing device 700 can be utilized to
process calculations, execute mstructions, recerve and trans-
mit digital signals. In another example, the computing
device 700 can be utilized to process calculations, execute
instructions, receive and transmit digital signals, receive and
transmit search queries, and hypertext, compile computer
code, as required by the application 110 or application 160.

The computing device 700 can be any general or special
purpose computer now known or to become known capable
of performing the steps and/or performing the functions
described herein, either in software, hardware, firmware, or
a combination thereof.

In its most basic configuration, computing device 700
typically includes at least one central processing unit (CPU)
702 and memory 704. Depending on the exact configuration
and type of computing device, memory 704 may be volatile
(such as RAM), non-volatile (such as ROM, flash memory,
etc.) or some combination of the two. Additionally, com-
puting device 700 may also have additional features/func-
tionality. For example, computing device 700 may include
multiple CPU’s. The described methods may be executed in
any manner by any processing unit in computing device 700.
For example, the described process may be executed by both
multiple CPU’s 1n parallel.

Computing device 700 may also include additional stor-
age (removable and/or non-removable) including, but not
limited to, magnetic or optical disks or tape. Such additional
storage 1s illustrated in FIG. 7 by storage 706. Computer
storage media includes volatile and nonvolatile, removable
and non-removable media implemented in any method or
technology for storage of information such as computer
readable instructions, data structures, program modules or
other data. Memory 704 and storage 706 are all examples of
computer storage media. Computer storage media includes,
but 1s not limited to, RAM, ROM, EEPROM, flash memory
or other memory technology, CD-ROM, digital versatile
disks (DVD) or other optical storage, magnetic cassettes,
magnetic tape, magnetic disk storage or other magnetic
storage devices, or any other medium which can be used to
store the desired imnformation and which can accessed by
computing device 700. Any such computer storage media
may be part ol computing device 700.

Computing device 700 may also contain communications
device(s) 712 that allow the device to communicate with
other devices. Communications device(s) 712 1s an example
of communication media. Communication media typically
embodies computer readable mstructions, data structures, or
program modules. The term computer-readable media as
used heremn includes both computer storage media and
communication media. The described methods may be
encoded 1n any computer-readable media in any form, such
as data, computer-executable instructions, and the like.

Computing device 700 may also have mput device(s) 77
such as keyboard, mouse, pen, voice input device, touch
iput device, etc. Output device(s) 708 such as a display,
speakers, printer, etc. may also be included. All these
devices are well known 1n the art and need not be discussed
at length.

Those skilled 1n the art will realize that storage devices
utilized to store program instructions can be distributed
across a network. For example a remote computer may store
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an example of the process described as software. A local or
terminal computer may access the remote computer and
download a part or all of the software to run the program.
Alternatively the local computer may download pieces of
the software as needed, or distributively process by execut-
ing some software instructions at the local terminal and
some at the remote computer (or computer network). Those
skilled 1n the art will also realize that by utilizing conven-
tional techniques known to those skilled 1n the art that all, or
a portion of the software instructions may be carried out by
a dedicated circuit, such as a DSP, programmable logic
array, or the like.

FIG. 8 1s a flow diagram 1llustrating a process for assign-
ing, managing and detecting addresses and conflicting
addresses during the mmitial registration of a provider
instance for a user. FIGS. 9 and 10 illustrate additional
process for address contlict detection and management. FIG.
11 1llustrates a stmplified tree connection of devices through
a provider. For purposes of convenience, FIGS. 8 to 11 will
be discussed together.

The connectivity platform 120 uses functionality that 1s
exposed from the protocol module 280 to generate a random
address for the user or computing device associated with the
provider instance 220. It the protocol module 280 does not
have the functionality exposed or otherwise available, the
connectivity platform 120 may generate the random address
itself. In one embodiment the connectivity platform 120
(erther through the protocol module or on its own) generates
the address based on the requirements or considerations
discussed with respect to FIG. 8. This 1s illustrated at step
810. Again for purposes ol this discussion the scenario
where only one provider instance 220 1s present in the
connectivity platform 120 1s considered.

Referring now to FIG. 11, FIG. 11 1s a block diagram
illustrating the connection of a connectivity platform 120 on
computing device 100 with providers on other computing
devices 920 and 930 according to one illustrative embodi-
ment. In the embodiment illustrated 1n FIG. 11, user 901
desires to connect to computing devices 920 and 930, and
more specifically desires to connect to user 921 on comput-
ing device 920 and to user 931 on computing device 930.
While the present discussion uses the word “user” with
respect to the connections, those skilled in the art waill
readily understand that a user can be an application, program
or other component of computing devices 100, 920 and 930
that requires end-to-end connectivity through a provider.
Each user on computing devices 920 and 930 is assigned 1ts
own address 922, 932. These addresses are assigned to the
respective users according to the protocols associated with
the providers on those computing devices. Additionally,
computing devices 920 and 930 are typically connected to
other devices, such as devices 940 and 950. Similarly, each
of these computing devices has their own users 941, 951 and
addresses 942, 952. For purposes of simplicity only one user
1s 1llustrated connected to the computing devices 920 and
930. However, typically a plurality of users would be
connected to each user on the computing devices 920, 930.

Once the address 902 has been generated for the user 901
at step 810 by the connectivity platform 120, the connec-
tivity platform 120 requests that a contlicting address check
1s performed. This 1s illustrated at step 820. Step 820
includes steps 825, 827 and 829. While 1n FIG. 8 these steps
are shown 1n a particular order it will be appreciated that 1n
various embodiments the order of these steps may change or
performed in parallel. The first part of this check is illus-
trated at step 825. At this step, the connectivity platform 120
checks all addresses on computing device 100 to ensure that
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there are not any contflicts. This process handles the possi-
bility of multiple users and/or provider instances running
simultaneously on computing device 100. If there 1s a
contlicting address detected, the connectivity platform 120
generates a new random address for user 901 and repeats
step 820.

In some embodiments, a counter may be maintained to
limit the number of address resets and block the connection.
This counter can stop a system from continuously resetting
its addresses after a specific number of attempts. If a counter
1s present, at step 835 the value of the counter i1s checked,
and 1f the number of address resets exceeds a threshold value
connectivity using the protocol for which the address was
generated, 1s blocked at step 840. In one embodiment,
multiple counters may be present and each counter 1s
associated with an individual contlict check step 1n the
process 820. However, for purposes of this discussion only
one counter 1s present. When a counter 1s present, 1t 1s
assumed that the counter 1s large enough to ensure that all
address contlicts on computing device 100 may be resolved
betore the generated address 1s assigned.

If there are no address contlicts detected at step 825 the
process proceeds to step 827. At this step, the connectivity
plattorm 120 checks the addresses of peers or other users
that are reachable from provider instance 220 of computing,
device 100. For example, 1n order for user 901 to connect to
user 921 or 931, their respective addresses cannot be the
same as addresses on computing device 100. That 1s the
address 902 cannot be the same as address 922 or 932. If the
address 1s the same user 901 would not be able to connect
to the desired user.

It there 1s a conflict detected between address 902 and
either address 922 or 932 during step 827, the connectivity
platform 120 generates a new random address for user 901,
increments the counter (if present), and repeats steps 833
and 830. This 1s 1llustrated at step 830. If no contlict was
detected at step 827 the connectivity platform 120 next
determines 11 there 1s a conflict between addresses 942 and
952. In order for users 921 or 931 to connect to user 941 or
951, respectively, the respective address for users 941 and
951 cannot be the same as address 902 on computing device
100. If the addresses were the same, users 921 or 931 would
not be able to diflerentiate user 901 from either user 941 or
951. This 1s 1llustrated at step 829. If a conflict was detected
at step 829 the connectivity platform 120 may, in one
embodiment, perform steps 835 and 830, resetting 1ts
address and checking if the new address conflicts. If a
conilicting address 1s not detected, the address 1s assigned 1n
step 843.

In one embodiment, step 827 and step 829 can be assisted
by an address registry maintained as an Internet service. This
address registry stores addressing information of participat-
ing users, computing devices, etc., and provides a simplified
address checking mechanism. In other embodiments, a data-
base maintained on computing device 100 may assist in the
address checking process.

FIG. 9 1s a flow diagram illustrating an address contlict
check process that may occur when the user attempts to
communicate after an address has been assigned. Following
the successtul address assignment, 1n FIG. 8, when user 901
desires to send data to one of 1ts peers, the application sends
data to the connectivity platform 120 at step 855. The
connectivity platform 120 checks 1f there i1s an address
conilict. This conflict may have either existed when address
902 was assigned or may have occurred after address 902
was assigned. This 1s 1llustrated at step 857. For example, at
this step the connectivity platform 120 checks to see 1f only
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one peer 1s reachable by the desired application. If two
destinations share the same address both would be reach-
able, and thus a contlict would be present. If there i1s an
address contlict, connectivity platform 120 performs step
865. At this step, 1n some embodiments, the connectivity
platform notifies the user of a transmission error. Further the
connection to that peer 1s blocked at this step. However, 1f
there 1s no existing contlict, the connectivity platform 120
transmits the data to the destination at step 860.

FIG. 10 1s a flow diagram illustrating a process for
handling an address conflict check that has been requested
by a device that 1s connected to the computing device 120.
Following the successiul address assignment, in FIG. 8, at
step 870 a request for an address contlict check 1s received
at the connectivity platform 120. In some embodiments, 1n
response to this request the connectivity platform 120
checks all addresses on computing device 100 to determine
if there are any conflicting addresses on the computing
device 100. Thais 1s 1llustrated at step 872. If no conflicts are
detected on the computing device 100, the connectivity
platform 120 checks all addresses on reachable peers. This
1s 1llustrated at step 875. If there are no contlicts detected, at
step 880, connectivity platform 120 notifies the requesting
peer that there are no contlicts. If a contlict 1s detected at
cither step 872 or 875, the connectivity platform 120 notifies
the requesting peer of an address conflict at step 885.

FIG. 12 1s a block diagram illustrating the connection of
a connectivity platform 120 on computing device 100 with
providers on other computing devices 1020, 1030 and 1040
according to one 1llustrative embodiment. In contrast to the
arrangement 1llustrated in FIG. 11 computing device 100
uses multiple providers 1002, 1004, and 1006. Further,
computing device 100 also has multiple users 1001 and
1005. While FIG. 12 illustrates only two users and three
providers, any number of users and providers may be
present. In order to ensure that communications can flow
between computing device 100 and its users 1001 and 1005
without being misdirected the connectivity platform 120
performs an internal address conflict check. Users 1001 and
1005 do not use the same provider (1.e. providers 1002, 1004
vs. 1006) however; to ensure that they can communicate
with each other they must not share the same address.
Further, 11 users 1001 and 1003 share a common address any
service that has access to both users would be unable to
identify the correct user. Thus, during the address conflict
check the connectivity platform would check that address
1003 and address 1005 were not the same address. However,
user 1001 may, in some embodiments, utilize the same
address (1003) for both providers 1002 and 1004 as the
connectivity platform 120 would direct any communication
received at that address to user 1001.

Similarly, the connectivity platform 120 checks to ensure
that the address 1022, 1032 and 1042 assigned to each of the
other users 1021, 1031 and 1041 and providers 1002, 1004
and 1006 that are connected to computing device 100 do not
contlict with one another. This 1s to ensure that all users are
able to connect and communicate with each other without
the possibility of conflicts despite connecting across difler-
ent providers. The process for managing each of the address
1s performed in the same manner as discussed in FIG. 8
above.

Those skilled 1n the art will realize that storage devices
utilized to store program instructions can be distributed
across a network. For example a remote computer may store
an example of the process described as software. A local or
terminal computer may access the remote computer and
download a part or all of the software to run the program.
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Alternatively the local computer may download pieces of
the software as needed, or distributively process by execut-
ing some software instructions at the local terminal and
some at the remote computer (or computer network). Those
skilled 1n the art will also realize that by utilizing conven-
tional techniques known to those skilled 1n the art that all, or
a portion of the software 1nstructions may be carried out by
a dedicated circuit, such as a DSP, programmable logic
array, or the like.

Although the subject matter has been described in lan-
guage specific to structural features and/or methodological
acts, 1t 1s to be understood that the subject matter defined 1n
the appended claims 1s not necessarily limited to the specific
teatures or acts described above. Rather, the specific features
and acts described above are disclosed as example forms of
implementing the claims.

What 1s claimed 1s:

1. A method, comprising:

receiving, by a first computing device having a first

network address, data for transmission to a second
computing device having a second network address that
1s different than the first network address, wherein the
first computing device 1s different than the second
computing device, and wherein the data for transmis-
sion to the second computing device 1s from a third
computing device that 1s different than the second
computing device;

determining, by the first computing device, whether the

second network address 1s shared by more than one

computing device based on a network address registry

Internet service; and

selectively transmitting the data for transmission by:

transmitting the data to the second computing device in
response to a determination that the second network
address 1s not shared by more than one computing
device:; and

not transmitting the data to the second computing
device 1n response to a determination that the second
network address 1s shared by more than one com-
puting device.

2. The method of claim 1, wherein the third computing
device includes an application that generates the data for
transmission to the second computing device.

3. The method of claim 1, further comprising:

randomly generating a new network address.

4. The method of claim 1, wherein the third computing
device 1s connected to the second computing device via a
network.

5. The method of claim 1, wherein the third computing
device 1s associated with an application that generates the
data for transmission to the second computing device, and
wherein the first computing device 1s associated with a
connectivity platform.

6. The method of claim 1, wherein the network address
registry Internet service comprising network addressing
information associated with multiple computing devices.

7. The method of claim S, wherein the application and the
connectivity platform are associated with a same computing
device.

8. A computing device comprising:

at least one memory and at least one processor, wherein

the at least one memory and the at least one processor
are respectively configured to store and execute mstruc-
tions, including instructions for causing the computing
device to perform acts, the acts comprising:
receiving, from a first other computing device, data for
transmission to a second other computing device, the
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first other computing device having a network
address different than another network address of the
second other computing device, the first other com-
puting device being different than the second other
computing device, and the computing device being
different than the second other computing device;
determining whether the other network address 1is
shared by more than one computing device; and
selectively transmitting the data to the second other
computing device, the selectively transmitting
including;:
transmitting the data to the second other computing
device 11 the other address 1s not shared by more
than one computing device; and
not transmitting the data to the second other com-
puting device if the other network address 1s
shared by more than one computing device.

9. The computing device of claim 8, wherein the first
other computing device comprises an application that is
configured to generate the data for transmission to the
second other computing device.

10. The computing device of claim 8, wherein the acts
further comprise:

providing for a random generation of a new network

address.

11. The computing device of claim 8, wherein the first
other computing device 1s connected to the second other
computing device via a network.

12. The computing device of claim 8, wherein the deter-
mining 1s performed using a network address registry.

13. The computing device of claim 12, wherein the
network address registry comprises network addressing
information associated with at least one computing device.

14. The computing device of claim 12, wherein the
network address registry 1s accessible via the Internet.

15. A computer-readable storage device having instruc-
tions stored therein for causing a first computing device to
perform operations, the operations, comprising;:

recerving, by the first computing device having a {first

network address, data for transmission to a second
computing device having a second network address that
1s different than the first network address, wherein the
first computing device 1s different than the second
computing device, and wherein the data for transmis-
sion to the second computing device i1s from a third
computing device that i1s different than the second
computing device;

determining, by the first computing device, whether the

second network address 1s shared by more than one

computing device based on a network address registry

Internet service; and

selectively transmitting the data by:

transmitting the data to the second computing device 1n
response to a determination that the second network
address 1s not shared by more than one computing
device; and

not transmitting the data to the second computing
device 1n response to a determination that the second
network address 1s shared by more than one com-
puting device.

16. The method of claim 1, wherein the third computing
device includes an application that generates the data for
transmission to the second computing device.

17. The method of claim 1, further comprising:

randomly generating a new network address.




US 9,705,844 B2
15

18. The method of claim 1, wherein the third computing
device 1s connected to the second computing device via a
network.

19. The method of claim 1, wherein the third computing
device 1s associated with an application that generates the 5
data for transmission to the second computing device, and
wherein the first computing device 1s associated with a

connectivity platform.
20. The method of claim 1, wherein the network address

registry Internet service comprising network addressing 10
information associated with at least one computing device.
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