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User from domain X initiates chat session with
bot

!

Bot generates request token and saves with
user D

'

Bot sends login/authorization URL to user

.

User accesses URL of domain Y and logs in

v

APl of domain Y returns pin/authorization code
{0 user

v

User provides pin/authorization code in chat
session

'

Bot forwards pin/authorization code to APl

l

API| validates pin/authorization code and
generates access token

l
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Bot saves access token with user |D

!

User sends bot a message

!

Bot generates message request that includes
user's message

!

Bot adds access token to message request

!

Bot sends message request to domain Y

Figure 3(a)
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[ User from domain X initiates chat session with
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“-| Bot generates request token and saves with

user 1D
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-

Bot sends login/authorization URL to user

304 v

| User accesses URL of domain Y and logs In
314 '

-| Domain Y provides reguest to user for bot to

access domain Y on user’'s behalf

315 ‘

- Domain Y receives accepted request from

user and provides access token to bot

316 v

~ Bot provides access token {o retrieve user's

credentials

317

4 l

Domain Y provides APl access to bot

318 |

8 I

User sends bot a message request

319 i
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Bot forwards message request with access
token to domain Y

Figure 3(b)
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501

User A from domain X adds

proxy address of user B from

domain Y to user A’'s contact
list

'

502
- Bot maps user A’'s address
from domain X to proxy
address in domain Y
503 \ 4
\
Bot authenticates user A into
domain Y
504 ¥
“-|  Bot maps user B’s proxy
address to address in domain
Y
505 v
.

Bot sends contact add request
to user B indomain Y

Figure 5
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User B from domain Y adds

user A (of domain X)'s proxy
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B’s contact list
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-
Bot logs into domain Y on
behalf of user A’s proxy
address
603 ¥
™~ Bot maps user B's address
from domain Y to user B's
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604 J’
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\
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Figure 6
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AUTOMATION PLATFORM FOR
HUB-BASED SYSTEM FEDERATING
DISPARATE UNIFIED COMMUNICATIONS
SYSTEMS

FIELD

The present system and method relate to unified commu-
nications (UC) systems. In particular, the present system and
method relate to implementing an automation platform for a
hub-based system federating disparate unified communica-
tions systems.

BACKGROUND

A unified communications (UC) system generally refers
to a system that provides users with an integration of
communication services. Users typically connect to the UC
system through a single client to access the integrated
communications services. The integrated communications
services may 1include real-time services, such as instant
messaging (IM), presence noftifications, telephony, and
video conferencing, as well as non real-time services, such
as email, SMS, fax and voicemail.

Organizations, such as corporations, businesses, educa-
tional istitutions, and government entities, oiten employ
UC systems to enable internal communication among its
members 1 a uniform and generally cost-eflicient manner.
In addition, organizations may employ UC systems for
communicating with trusted external entities.

Currently, a number of third-party developers ofler vari-
ous UC applications for implementing UC systems. The
various applications include MICROSOFT® LYNC® (pre-
viously Microsoit Office Communications Server (OCS)),
IBM® SAMETIME® (ST), GOOGLE APPS®, and CISCO
JABBER®. Because there 1s no industry standard regarding
UC systems, 1ssues of incompatibility arise when users from
one UC system need to communicate with users from a
different UC system.

Users of UC systems may wish to use an automated
plattorm that includes automated applications (herein
referred to as bots) to perform automated tasks on their
behalf. These bots are able to perform tasks that are both
simple and structurally repetitive, but at a much higher rate
than that would be possible for a human.

A prior art method of implementing a bot application
involves using a UC managed application programming
interface (API). The bot 1s provisioned as a user on the UC
server. Thus, different UC systems have to implement their
own bot applications. In one case, a corporation or business
that employs a diflerent UC system may desire to implement
the same bot application to carry out similar tasks. However
this 1s typically impossible due to incompatibilities between
the two UC systems.

SUMMARY

An automation platform for a hub-based system federat-
ing disparate unified communications systems 1s herein
disclosed. According to one embodiment, the method
includes connecting a first unified communications system
supporting a first domain and an automation platform to a
tederation server, where the automation platform includes a
plurality of automated applications that includes a social
media automated application, an instant messaging auto-
mated application and a directory search automated appli-
cation. The method further includes routing a message from
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2

the first unified communications system to an automated
application of the plurality of automated applications, pro-
cessing the message by the automated application, and
1ssuing a command based on the processed message.

The above and other preferred features, including various
novel details of implementation and combination of events,
will now be more particularly described with reference to
the accompanying figures and pointed out in the claims. It
will be understood that the particular methods described
herein are shown by way of illustration only and not as
limitations. As will be understood by those skilled 1n the art,
the principles and {features described herein may be
employed 1n various and numerous embodiments without
departing from the scope of the mnvention.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying figures, which are included as part of
the present specification, illustrate the presently preferred
embodiments of the present invention and together with the
general description given above and the detailed description
of the preferred embodiments given below serve to explain
and teach the principles of the present invention.

FIG. 1 1llustrates a block diagram of an exemplary system
for implementing an automation platiorm (herein referred to
as a bot platform) with 1mnterconnecting UC systems through
a hub, according to one embodiment.

FIG. 2 illustrates a block diagram of an exemplary com-
munication between a user 1n a domain and a bot through a
hub, according to one embodiment.

FIG. 3(a) 1llustrates a tlow chart of an exemplary process
for a social media bot using token-based authentication,
according to one embodiment.

FIG. 3(b) illustrates another flow chart of an exemplary
process for a social media bot using token-based authenti-
cation, according to one embodiment.

FIG. 4 1llustrates a block diagram of an exemplary com-
munication between a bot and a domain that does not
support federation with a hub, according to one embodi-
ment.

FIG. 5 1llustrates a flow chart of an exemplary process for
adding a user contact using a bot of the present system,
according to one embodiment.

FIG. 6 1illustrates a flow chart of another exemplary
process for adding a user contact of a domain that does not
support federation with a hub of the present system, accord-
ing to one embodiment.

FIG. 7 illustrates a block diagram of an exemplary bot
platform, according to one embodiment.

FIG. 8 illustrates a block diagram of an exemplary con-
figuration for a bot container, according to one embodiment.

FIG. 9 1llustrates a flow chart of an exemplary process for
1ssuing a command by using a bot of the present system,
according to one embodiment.

FIG. 10 1llustrates an exemplary computer architecture
that may be used for the present system, according to one
embodiment.

DETAILED DESCRIPTION

An automation platform for a hub-based system federat-
ing disparate unified communications systems 1s herein
disclosed. According to one embodiment, the method
includes connecting a first unified communications system
supporting a first domain and an automation platform to a
tederation server, where the automation platform includes a
plurality of automated applications that includes comprising,
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a social media automated application, an instant messaging
automated application and a directory search automated
application. The method further includes routing a message
from the first unified communications system to an auto-
mated application of the plurality of automated applications,
processing the message by the automated application, and
issuing a command based on the processed message.

Each of the features and teachings disclosed herein can be
utilized separately or in conjunction with other features and
teachings to provide a system and method for an automation
platform for federation with a hub-based system federating,
disparate unified communications systems. Representative
examples utilizing many of these additional features and
teachings, both separately and in combination, are described
in further detail with reference to the attached figures. This
detailed description 1s merely 1mntended to teach a person of
skill 1n the art further details for practicing preferred aspects
of the present teachings and 1s not intended to limit the scope
of the claims. Theretfore, combinations of features disclosed
above 1n the detailed description may not be necessary to
practice the teachings 1n the broadest sense, and are instead
taught merely to describe particularly representative
examples of the present teachings.

In the description below, for purposes of explanation only,
specific nomenclature 1s set forth to provide a thorough
understanding of the present disclosure. However, 1t will be
apparent to one skilled 1n the art that these specific details
are not required to practice the teachings of the present
disclosure.

Some portions of the detailed descriptions herein are
presented 1n terms of algorithms and symbolic representa-
tions of operations on data bits within a computer memory.
These algorithmic descriptions and representations are the
means used by those skilled in the data processing arts to
most eflectively convey the substance of their work to others
skilled 1n the art. An algorithm 1s here, and generally,
conceived to be a self-consistent sequence of steps leading
to a desired result. The steps are those requiring physical
manipulations of physical quantities. Usually, though not
necessarily, these quantities take the form of electrical or
magnetic signals capable of being stored, transterred, com-
bined, compared, and otherwise manipulated. It has proven
convenient at times, principally for reasons of common
usage, to refer to these signals as bits, values, elements,
symbols, characters, terms, numbers, or the like.

It should be borne 1n mind, however, that all of these and
similar terms are to be associated with the appropriate
physical quantities and are merely convenient labels applied
to these quantities. Unless specifically stated otherwise as
apparent from the below discussion, it 1s appreciated that
throughout the description, discussions utilizing terms such
as “processing’ or “computing’ or “calculating” or “deter-
mimng” or “displaying” or the like, refer to the action and
processes ol a computer system, or similar electronic com-
puting device, that manipulates and transforms data repre-
sented as physical (electronic) quantities within the com-
puter system’s registers and memories nto other data
similarly represented as physical quantities within the com-
puter system memories or registers or other such informa-
tion storage, transmission or display devices.

The present disclosure also relates to an apparatus for
performing the operations heremn. This apparatus may be
specially constructed for the required purposes, or it may
comprise a general purpose computer selectively activated
or reconfigured by a computer program stored in the com-
puter. Such a computer program may be stored 1n a computer
readable storage medium, such as, but 1s not limited to, any
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type of disk, including floppy disks, optical disks, CD-
ROMs, and magnetic-optical disks, read-only memories
(ROMs), random access memories (RAMs), EPROMs,
EEPROMSs, magnetic or optical cards, or any type of media
suitable for storing electronic nstructions, and each coupled
to a computer system bus.

The methods or algorithms presented herein are not
inherently related to any particular computer or other appa-
ratus. Various general purpose systems, computer servers, or
personal computers may be used with programs 1n accor-
dance with the teachings herein, or it may prove convenient
to construct a more specialized apparatus to perform the
required method steps. The required structure for a varniety of
these systems will appear from the description below. It will
be appreciated that a variety of programming languages may
be used to implement the teachings of the disclosure as
described herein.

Moreover, the various {features of the representative
examples and the dependent claims may be combined 1n
ways that are not specifically and explicitly enumerated in
order to provide additional useful embodiments of the
present teachings. It 1s also expressly noted that all value
ranges or indications of groups of entities disclose every
possible intermediate value or intermediate entity for the
purpose of original disclosure, as well as for the purpose of
restricting the claimed subject matter. It 1s also expressly
noted that the dimensions and the shapes of the components
shown 1n the figures are designed to help to understand how
the present teachings are practiced, but not intended to limit
the dimensions and the shapes shown 1n the examples.

FIG. 1 illustrates a block diagram of an exemplary system
for implementing a bot platform with interconnecting UC
systems, according to one embodiment. While FIG. 1 only
illustrates interconnecting two UC systems 111 and 121, the
present system 1s highly scalable and can interconnect and
support any number of UC systems. Each UC system
supports a diflerent domain and 1s accessible (e.g., instant
messaging, emailing, voice/video chats, presence, file shar-
ing and video conierencing) by 1ts respective set of users 1n
the domain. As such, users 112,-112, in domain A 110 can
communicate with one another through UC system 111.
Similarly, users 121,-121, in domain B 120 can access UC
system 121 to communicate with other users in the same
domain. Because a user generally interacts with a UC system
through a user client device (referred herein as client), the
terms, user and client, are used interchangeably in this
disclosure.

The exemplary system of FIG. 1 employs a hub 140 that
includes three connectors three connectors 141-143. Con-
nectors 141 and 142 communicate with UC systems 111 and
121 respectively. Each connector can support any number of
UC systems as long as the connector and the UC systems
utilize or speak the same protocol (e.g., Session Initiation
Protocol (SIP) and Extensible Messaging and Presence
Protocol (XMPP)) and are within reach of one another in
terms of network connectivity. Connector 143 communi-
cates with bot platform 130. Bot platform 130 contains a
variety of bot applications including a social media bot 131,
an mstant messaging bot 132, and a directory search bot 133.

Hub 140 acts as a central station for translating incoming,
data from UC systems 111 and 121 and bot platform 130 into
a common language (CL) 144. Depending on the UC
application implemented on the UC systems 111 and 121,
and bot platform 130, CL 144 1s translated into a protocol
that 1s supported by the UC systems and bot platform. For
instance, a message that 1s transmitted by UC system 111
and intended for UC system 121 1s transmitted to hub 140




US 9,705,840 B2

S

via connector 141. The message 1s then translated by hub
140 into CL 144. Because the message 1s mtended for UC
system 121, CL 144 1s then translated into a protocol that 1s
recognized by the UC application implemented by UC
system 121 and transmitted to UC system 121 via connector
142.

Similarly, a message that 1s transmitted by UC system 111
and intended for bot platform 130 1s transmitted to hub 140
via connector 141 and translated into CL 144. CL 144 1s then
translated into a protocol that 1s recognized by bot platform
130 (e.g., Extensible Messaging and Presence Protocol
(XMPP)) and transmuitted to bot platform 130 via connector
143. In the case where UC system 111 and bot platform 130
are running a common protocol, no translation 1s required,
and UC system 111 routes a message directly to bot platiorm
130, as indicated by the perforated arrow line 145.

According to one embodiment, hub 140 performs direct
translation for communication between UC systems 111 and
121, and bot platform 130 without translating the message
into CL 144. Direct translation may be used to achieve
higher efliciency and to maintain high fidelity communica-
tions.

According to one embodiment, the bot platform for the
present system uses Extensible Messaging and Presence
Protocol (XMPP). However, it 1s understood that the bot
plattorm may be based on any communications protocol
known to one ordinary skilled 1n the art.

Before a client in a UC system 1ssues commands to a bot
in the bot platform, communication must be established
between the UC system and the hub by connecting the UC
system to the hub, otherwise known as domain provisioning.
Furthermore, 11 a client in an originating UC system 1ssues
commands to a bot that 1s directed to a destination UC
system, communication among the originating and destina-
tion UC systems must be established by federating the
originating and destination UC systems that are already
provisioned with the hub. The local domain administrators
of the UC systems need to properly configure their systems
so that communication traflic intended from the originating
UC system to the destination UC system 1s directed to the
hub. For instance, in a clearinghouse or hub implementation,
a domain gateway 1s implemented. The domain gateway 1s
a component that allows UC systems to communicate with
the hub. In order for a UC system to communicate with the
hub, both the domain gateway and the UC system need to be
configured properly.

FIG. 2 illustrates a block diagram of an exemplary com-
munication between a user 1mn a domain and a social media
bot, according to one embodiment. Assume that user 211
wishes to post an update to his corresponding user account
221 1n a domain y.com 220 by communicating with a social
media bot 261 1n bot platform 260. The domain y.com 220
may be a social network (e.g., YAMMER®, CHATTER®,
TWITTER®). Bot platform 260 contains a variety of bots
including a social media bot 261, an instant messaging bot
262 and a directory search bot 263. The bots 1 bot platiorm
260 have user or chat addresses that provide a chat endpoint
for communication between the bots and user 211. User 211
1ssues a command to the social media bot 261 to post an
update to the receiving domain y.com 220.

User 211 of domain x.com 210 sends a message to its
local UC system 212. The message 1s forwarded to domain
gateway 213 (e.g., Access Edge Server (AES), Sametime
Gateway) which maintains an allow list 240 of domains that
the local domain administrator 214 of domain x.com 210 has
allowed 1ts users to have access to.

10

15

20

25

30

35

40

45

50

55

60

65

6

In order to route communications trattic that 1s intended
for domain y.com 220 to the hub 230, the allow list 240,

specifically the tully qualified domain name (FQDN) field 1n
the entry for domain y.com 220, needs to include the address
of the hub 230 (“hub_addr”). The allow list 240 1ncludes
domains that the local domain administrator 214 has allowed
its users to have access to. The allow list 240 also 1ncludes
the entry of bot platiorm 260 so that commumnications tratlic
can be routed to bot platform 260 from domain x.com 210
through the hub 230. Furthermore, hub 230 must be properly
configured by a hub admimstrator, who must add domain
x.com 210 to the hub 230 through administration module
(AM) 231. AM 231 i1s a software program that allows the
hub system administrator to configure the hub to grant UC

systems with access to hub 230. The hub administrator
configures AM 231 and AM 231 updates the data store 1n a

database (DB) 232. Bot plattorm 260 1s configured to
tederate with hub 230, so 1t 1s usable by any UC system that
has federated with hub 230. Hub 230 is ready for use and all

tratlic between domain x.com 210 and bot platform 260 wall
flow through hub 230.

The domain gateway 213 forwards the message to the
tederation server (FS) 233 1n hub 230. After the message 1s
processed by hub 230, the message 1s forwarded to the social
media bot 261 1n bot platform 260. The social media bot 261
turther processes and forwards the message through the hub
230 to receiving domain y.com 220 so that an update is
posted to the corresponding user account 221.

According to one embodiment, 1f UC system 212 and bat
platform 260 are running a common protocol, no translation
1s required, and the message 1s routed directly from domain
gateway 213 to the social media bot 261, as indicated by the
perforated arrow line 234.

According to one embodiment, a user may carry out a
voice call with a bot and 1ssue voice commands based on
speech recognition. For instance, a user carries out a voice
call with another user of a community (e.g., SKYPE®) by
communicating with a bot.

FIG. 3(a) 1llustrates a tlow chart of an exemplary process
for a social media bot using token-based authentication,
according to one embodiment. Assume that a user from an
originating domain X of a UC system wishes to post an
update to his/her corresponding user account in destination
domam Y (e.g., YAMMER®) by communicating with a
social media bot. The user from domain X 1nitiates a chat
session with the social media bot (at 301). The user adds a
chat address of the social media bot to his contact list and
types an 1nitial greeting (e.g., login, join and hello) to the
social media bot. The social media bot generates a request
token and saves the request token with the user ID (at 302).
The bot sends a login/authorization URL of domain Y to the
user (at 303). The user accesses the login/authorization URL
of domain Y and logs in with a user ID and password for
domain Y (at 304). According to one embodiment, the user
accesses the login/authorization URL using a browser. The
API of domain Y returns a pin/authorization code to the user
(at 305). According to one embodiment, the API 1s a
representational state transfer (REST) type of interface. The
user provides the pin/authorization code 1n the chat session
to the social media bot (at 306). The social media bot
forwards the pin/authorization code to the API (at 307). The
API validates the pin/authorization code and generates an
access token for the user (at 308). The social media bot saves
the access token together with the user ID (at 309). Once the
authorization 1s successiully executed, the social media bot
becomes an authorized application to access domain Y on

behalf of the user.
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The user proceeds to send the social media a message for
posting as an update 1n domain Y (at 310). For instance, the
user may type a command:

Post “hello this 1s Peter”

The social media bot generates a message request that >
includes the user’s message (at 311). The social media bot
adds the access token to the message request (at 312) and
sends the message request to domamn Y (at 313). The
user-typed message “hello this 1s Peter” 1s posted as the
user’s account on domain Y.

According to one embodiment, the message request
includes various forms of requests, including but not limited
to, post, read and delete a post on the user’s corresponding,
account or on the accounts of a desired group of users 1n
domain Y. For instance, the user may post an update to a
group called “Sales and Marketing” 1n domain Y. The user
types a command 1n the chat session with the social media
bot:

Post-group “Sales and Marketing” “hello this 1s Peter” ¢
With this command, the string “hello this 1s Peter” 1s posted
to the group “Sales and Marketing” on domain Y. The
structure of commands 1ssued by the user may vary based on
the user-friendliness of the commands and/or experience
level and preference of the user. 25

FIG. 3(b) illustrates another flow chart of an exemplary
process for a social media bot using token-based authenti-
cation, according to one embodiment. Assume that a user
from an originating domain X of a UC system wishes to post
an update to his/her corresponding user account 1n destina- 30
tion domain Y (e.g., YAMMER®) by communicating with
a social media bot. The user from domain X mitiates a chat
session with the social media bot (at 301). The user adds a
chat address of the social media bot to his contact list and
types an mitial greeting (e.g., login, join and hello) to the 35
social media bot. The social media bot generates a request
token and saves the request token with the user 1D (at 302).
The bot sends a login/authorization URL of domain Y to the
user (at 303). The user accesses the login/authorization URL
of domain Y and logs 1n with a user ID and password (at 40
304). In this case, the bot does not have access to the user’s
password. Domain Y provides a request to the user via a
browser for the bot to access domain Y on the user’s behalf
(at 314). Domain Y receives the accepted request from the
user and provides an access token to the bot (at 315). The bot 45
provides the access token to retrieve the user’s credentials
(at 316). The access token allows the bot to access domain
Y on the user’s behalf. Domain Y provides API access to the
bot (at 317). The user sends the social media bot a message
request (at 318). The social media bot forwards the message 50
request together with the access token to domain Y (at 319).

The following commands or message requests illustrate
exemplary syntax that may be used by a user in a chat
session with the bot:

1. Join—Authenticates a user with the destination domain 55

2. Post <message>—Posts a message to the user’s corre-

sponding account on the destination domain

3. #<group name>:<message>—Posts a message to a

group or topic on the destination domain

4. (W<user name>:<message>—Sends a private message 60

to a user in the destination domain

S. (@<user namel>, <user name2>:<message>—Sends a

private message to a plurality of users 1n the destination
domain

6. Reset—Removes a user’s credentials (authentication) 65
with the destination domain

7. Help—Displays help information
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Reterring to FIG. 2, bot platform 260 includes a directory
search bot 263 for searching user directory 250 containing
user information (e.g., email address, job title, department,
phone number, and address) of users in domains that are
tederated with hub 230, according to one embodiment. User
211 creates a chat session with the directory search bot 263
and makes a request to perform a search in user directory
250. Simailarly, the directory search bot 263 authenticates
with user directory 2350 as an authorized application on
behalf of user 211 by requesting user 211 to login with a user
name (e.g., email address) and a password at a web interface
tool of user directory 250. In one embodiment, if user 211
has been authenticated with UC system 212, the directory
search bot 263 obtains authorization information for user
211 directly from user directory 250.

According to one embodiment, the present system allows
a bot to support communications with domains that do not
tederate with the hub. This includes domains that use
proprietary protocol and do not have a federation gateway.
The bot may communicate with the destination domain by
making use of the destination domain’s API and runtime
programs supplied by the destinations domain.

FIG. 4 illustrates a block diagram of an exemplary com-
munication between a bot and a domain that does not
support federation with a hub, according to one embodi-
ment. User A 421 from domain acme.com 420 has a user
address jim.smith@acme.com. The domain acme.com 420
supports federation with hub 440 and has been properly
configured to federate with hub 440. Domain X may be
supported by UC systems for presence and instant messag-

ing including MICROSOFT LYNC®, CISCO JABBER®,
JABBER XCP®, IBM®SAMETIME®, and GOGGLE
APPS®. Domain X may further support UC systems for

voice services 1ncluding MICROSOFT LYNC®, and
GOOGLE®.

User B 431 from domain xtech.com 430 has a user
address peter.pan(@xtech.com. However domain xtech.com
430 1s supported by a UC system that does not support
tederation with hub 440 (e.g., due to proprietary protocol).
Domain xtech.com 430 may be an instant messaging (IM)
network (e.g., SKYPE®, YAHOO® and AOL®), according
to one embodiment. User A 421 provides a contact add
request to add user B 431’s contact to his/her contact list.
User A 421 adds user B’s 431 contact to his contact list using
a proxy address for user B 431, {for instance,
peter.pan(@xtech4acme.com. Bot 410 processes the contact
add request and understands that the request 1s coming from
user A 421 jim.smith@acme.com and the request 1s intended
to add the contact peter.pan(@xtech.com. The user name
peter.pan for user B 431 1s based on user B’s user name in
domain xtech.com 430. The domain xtech4acme.com 1s a
proxy domain specific for domain acme.com 420 or any
proxy domain hosted by hub 440.

Bot 410 maps wuser A’s 421 user address
nm.smith@acme.com to a new user ID that 1s recognized by
domain xtech.com 431, for instance, jim.smith.acme.com.
According to one embodiment, bot 410 maps a user address
by replacing “@” with *.”. Bot 410 authenticates into
domain xtech.com 431 on behalf of user A 421 using the new
user ID jim.smith.acme.com. The bot 410 forwards the
contact add request to user B 431 1n domain xtech.com 430.
User B 431 1in domain xtech.com 430 receives the contact
add request as 1f 1t comes from the mapped user address
jm.smith.acme.com of user A 421.

FIG. 5 1llustrates a flow chart of an exemplary process for
adding a user contact of a domain that does not support
tederation with a hub of the present system, according to one
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embodiment. User A from domain X adds a proxy address
of user B from domain Y to user A’s contact list (at 501). For
instance, referring to FIG. 4, user A 421 has an address
nm.smith(@acme.com from domain acme.com 420. Domain
acme.com 420 has been configured to federate with a hub

440. Domain X may support UC systems for presence and
instant messaging including MICROSOFT LYNC®, CISCO

JABBER®, JABBER XCP®, IBM® SAMETIME®, and
GOGGLE APPS®. Domain X may further support UC
systems for voice services including MICROSOFT
LYNC®, and GOOGLE®. Domain Y 1s a UC system that
does not support tederation with a hub. Referring to FIG. 4,
user B 431 has an address peter.pan@xtech.com from
domain xtech.com 430. User A 421 may then add a proxy
address of user B to be peter.pan(@xtech4acme.com as
indicated by the dotted arrow 451. The domain
xtech4acme.com 1s a proxy domain (or any number of other
domains) to federate with domain Y. The bot supports more
than one domain as a proxy domain because of federation
complexities 1n various use cases and the requirement to
support demos, proof of concept (POC), testing and produc-
tion using a single bot. By providing a number of domains
as proxy domains, a domain can federate with any of the
proxy domains. For mstance, if a domain X1 cannot federate
with the proxy domain xtech4acme.com, it can federate with
a different proxy domain such as xtech.proxydomain.net.

The bot maps user A’s address from domain X to user A’s
proxy address in domain Y (at 502). For instance, referring
to FIG. 4, bot 410 maps user A’s 421 account from domain
acme.com 420 to domain xtech.com 430. If user A 421 has
an account in domain xtech.com 430 with a user address
nm.smith.acme.com@xtech.com, bot 410 derives the user
address jim.smith.acme.com@xtech.com 1rom the user
address jim.smith(@acme.com in domain acme.com 420 by
replacing “(@” with “.”. However, 11 user A has an existing,
account 1n domain xtech.com that cannot be derived from
domain acme.com, for instance james.t.smith(@xtech.com,
then the bot requires a user list as part of configuration data
to map jim.smith@acme.com to james.t.smith{@xtech.com.
Thus, a mapping entry 1s required for direct mapping from
nm.smith(@acme.com to james.t.smith@xtech.com.

The bot authenticates user A into domain Y (at 503). The
bot may log into domain Y on behalf of user A. According
to one embodiment, the bot authenticates into domain Y
using a client level API (i.e., third party API) provided by
domain Y. The bot may make use of a default password
coniigured for the bot to log into domain Y, according to one
embodiment.

The bot maps user B’s proxy address to user B’s address
in domain Y (at 504). For instance, referring to FIG. 4, bot
410 maps the user address for user B 431 from
peter.pan@xtechdacme.com to peter.pan@xtech.com in
domain xtech.com 430 as indicated by the dotted arrow 452.
The bot sends the contact add request to user B in domain
Y (at 505). If user B accepts the contact add request, user B
1s successiully added as a contact to user A’s contact list.
Once user B 1s added to user A’s contact list, they may see
cach other’s presence and 1nitiate chats.

FI1G. 6 illustrates a flow chart of an exemplary process for
adding a user contact of a UC system using a bot of the
present system, according to one embodiment. User B from
domain Y adds user A’s proxy address in domain Y to user
B’s contact list, where user A 1s from domain X (at 601). In
this case, domain Y 1s supported by a UC system that does
not support federation with the hub. For mstance, referring
to FIG. 4, user B peter.pan(@xtech.com adds user A’s proxy
address jim.smith.acme.com{@xtech.com to his contact list
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as indicated by the arrow 453. The bot logs into domain Y
on behalf of user A’s proxy address in domain Y (at 602).
The bot maps user’s B address from domain Y to a proxy
address 1n a proxy domain (at 603). For instance, referring
to FIG. 4, bot 410 maps user B 431’s address from
peter.pan(@xtech.com to peter.pan(@xtech4dacme.com using
the proxy domain xtech4acme.com. The bot further maps
user A’s proxy address in domain Y to user A’s address in
domain X (at 604). For instance, referring to F1G. 4, bot 410
maps user A 421’s Proxy address
jm.smith.acme.com{@xtech.com to jim.smith(@acme.com.
Various methods of mapping may be implemented, as
described above. The bot sends the contact add request to
user A in domain X as if 1t comes from user B’s proxy
address (at 605). For instance, referring to FIG. 4, bot 410
translates the contact add request into a subscribe message
to be sent to user A 421 jim.smith@acme.com as 11 1t comes
from the proxy address peter.pan(@xtech4dacme.com as indi-
cated by the arrow 454. The subscribe message may be 1n
XMPP protocol, or any other communications protocol.
According to one embodiment, the bot authenticates user A
into domain Y before the bot sends the contact add request
to user A at 605. If user A accepts the contact add request,
user A 1s successtully added as a contact to user B’s contact
list. Once user A 1s added to user B’s contact list, they may
see each other’s presence and initiate chats.

FIG. 7 illustrates a block diagram of an exemplary bot
platform, according to one embodiment. Bot platform 700
includes bot container 710, which provides services that a
bot requires, including database and web servlets. According
to one embodiment, bot container 710 includes an XMPP
container 711 that handles XMPP communication traflic
between the bot container 710 and a hub. The XMPP
container may also handle direct XMPP communication
tratlic directly between the bot container 710 and any XMPP
UC system. In another embodiment, bot container 710 may
contain an SIP contamner 711 11 communication traflic
between the bot container 710 and a hub uses SIP protocol.

Bot container 710 creates a plurality of bot factories 720
based on the various types of bots. Typically, bot container
710 1nstantiates one bot factory for every bot function (e.g.,
social media bot) that 1s requested by a user from a UC
system through a hub. Bot container 710 creates a bot
factory based on the bot chat address. Although FIG. 7
illustrates only two bot factories, the bot container 710 of the
present system may 1nstantiate any number of bot factories.
A bot factory may have multiple bot chat addresses pointing
to the same bot function.

For instance, when a user peter@x.com 741 from a
domain X.com creates a chat session with a social media bot,
the user sends a message (e.g., an XMPP packet) from the
domain x.com to the bot through a hub. Bot container 710
instantiates a bot factory 720, for the social media bot. The
bot factory 720, instantiates a bot session 730,, for user
peter@x.com 741 based on the wuser’s address, 1.e.,
peter@x.com. Incoming messages from user peter@x.com
741 to the social media bot are directed into the bot session
730,,. Each bot factory 720 representing a bot instance
creates a bot session 730 for every user that communicates
with the bot instance. For instance, the bot factory 720,
creates two separate bot sessions 730, , and 730, , for users
741 and 742 respectively. According to one embodiment, a
bot factory 720 chooses to maintain one bot session for
multiple users when a history or memory of the chat session
1s not required. For instance, the bot factory 720, creates one
bot session 730,, for multiple users 743-745. Bot container
710 provides 1ts own reference mto the bot sessions 730,
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which 1s used by the bot sessions 730 for sending messages.
For instance, the reference points to a Java object 11 the
implementation 1s 1n Java. Based on the reference, each bot
session 730 can use common services of bot container 710
(e.g., an XMPP packet send function, a database and a web
server).

According to one embodiment, bot container 710 queries
the bot session 730 on whether or not the bot session 730
should end. Bot container 710 may automatically end the bot
session 730 11 it has been inactive for a certain length of
time. The bot session 730 may further send a message to
inform the user that the chat session 1s ending.

FIG. 8 illustrates a block diagram of an exemplary con-
figuration for a bot container, according to one embodiment.
The bot configuration 810 of bot container 710 includes a
bot connector address 830 that defines the IP address and
port of the connector communicating between the hub 140
and the bot platform 130. For mstance, referring to FIG. 1,
when a user 112 from domain A 110 sends a message to a
bot, the message 1s routed to the connector address 830 of
the associated bot through the hub 140. According to one
embodiment, the bot configuration 1s represented by an
extensible markup language (XML) file.

The bot configuration 810 includes UC domains informa-
tion 820 for UC systems that communicate with a bot. For
instance, referring to FIG. 1, 1f a user 112 from domain A 110
wishes to communicate with a bot, then the bot needs to
establish a communication with domain A 110. The bot
configuration 810 includes a top level element called UC
domains information 820. The domains element 820 con-
tains group 821. According to one embodiment, the present
system includes a plurality of hubs using the bot, and each
hub 1s referred to as a hub 1nstance. The group 821 typically
represents a hub 1nstance from a plurality of hubs using the
bot. While FIG. 8 illustrates only one group 821, the
domains element 820 may contain a plurality of groups
without deviating from the scope of the present system and
method. The group 821 contains group information elements
about the group 821. The group information elements
include connector mnformation 822 (e.g., XMPP) defined by
FQDN, IP address, and port. The group information ele-
ments further includes one or more domain names 823 (e.g.,
domain 1, domain 2 . . . domain n) that belong to the group
821. According to one embodiment, when all domains
belong to a group 821, the domain name 823 may be
represented by a “*” 1n the XML file. The multiple groups
allow a single bot container 810 to be used with a plurality
of groups 821 for multiple hub instances, as long as each
group 1n the plurality groups 821 are correctly configured
with domain names 823 and point to a corresponding hub
instance. The bot container configuration 810 includes all
the bots 840 that are loaded by the bot container. Each bot
840 may contain multiple bot addresses for communication
with users from various domains provided that these
domains are properly configured 1n the hub so that messages
(e.g., XMPP packets) are routed or sent to the bot.

FIG. 9 1llustrates a flow chart of an exemplary process for
issuing a command by using a bot of the present system,
according to one embodiment. The process 900 begins with
ensuring that both an originating UC system 1s connected to
a hub (at 901). A user from the ongmnating UC system
creates a chat session with a bot using a bot address in his
contact list (at 902). The user sends a message to the bot 1n
the chat session (at 903). The message includes a command
to a social network. If authentication with the social network
1s required (at 904), the bot authenticates with the social
network on behalf of the user (at 905). Otherwise, the bot
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processes the message and 1ssues a command to the social
network for the user (at 906).

FIG. 10 1llustrates an exemplary computer architecture
that may be used for the present system, according to one
embodiment. The exemplary computer architecture may be
used for implementing one or more components described in
the present disclosure including, but not limited to, the
present system. One embodiment of architecture 1000
includes a system bus 1001 for communicating information,
and a processor 1002 coupled to bus 1001 for processing
information. Architecture 1000 further includes a random
access memory (RAM) or other dynamic storage device
1003 (referred to herein as main memory), coupled to bus
1001 for storing information and mstructions to be executed
by processor 1002. Main memory 1003 also may be used for
storing temporary variables or other intermediate informa-
tion during execution of instructions by processor 1002,
Architecture 1000 may also include a read only memory
(ROM) and/or other static storage device 1004 coupled to
bus 1001 for storing static information and 1nstructions used
by processor 1002.

A data storage device 1005 such as a magnetic disk or
optical disc and 1ts corresponding drive may also be coupled
to architecture 1000 for storing mnformation and instructions.
Architecture 1000 can also be coupled to a second I/O bus
1006 via an I/O interface 1007. A plurality of I/O devices
may be coupled to I/O bus 1006, including a display device
1008, an input device (e.g., an alphanumeric mput device
1009 and/or a cursor control device 1010).

The communication device 1011 allows for access to
other computers (e.g., servers or clients) via a network. The
communication device 1011 may include one or more
modems, network interface cards, wireless network inter-
faces or other interface devices, such as those used {for
coupling to Ethernet, token ring, or other types of networks.

The above example embodiments have been described
hereinabove to illustrate various embodiments of 1mple-
menting a bot platform for federation with a hub-based
system federating disparate unified communications sys-
tems. Various modifications and departures from the dis-
closed example embodiments will occur to those having
ordinary skill in the art. The subject matter that 1s intended
to be within the scope of the invention 1s set forth n the
following claims.

The mvention claimed 1s:
1. A computer-implemented method, comprising;:
connecting a first unified commumnications system sup-
porting a first domain to a federation server through a
first connector, connecting an automation platiorm to
the federation server through a second connector, and
connecting a second unified communication system
supporting a second domain to the federation server
through a third connector,
wherein the first unified communications system and
the automation platform operate using a common
protocol and the common protocol 1s one of a session
1mitiation protocol (SIP) and an extensible messaging
and presence protocol (XMPP), and
wherein the automation platform comprises a plurality
of automated applications further comprising a
social media automated application, an 1nstant mes-
saging automated application and a directory search
automated application;
routing a message from the first unified communications
system to an automated application of the plurality of
automated applications;
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processing the message by the automated application;

issuing a command based on the processed message; and

routing the command from the automated application to
the second domain supported by the second unified
communications system.

2. The computer-implemented method of claim 1, further
comprising providing a first user having a first user address
of the first domain with an authentication umiform resource
locator (URL) of the second domain by the automated
application.

3. The computer-implemented method of claim 2, further
comprising providing an access token from the automated
application to the second domain to access the second
domain on behalf of the first user from the first domain.

4. The computer-implemented method of claim 1,
wherein the message comprises a communication for a
second user proxy address of a proxy domain of a second
user, wherein the second user has a second user address of
the second domain, and wherein the proxy domain 1s con-
nected to the federation server.

5. The computer-implemented method of claim 4,
wherein processing the message by the automated applica-
tion further comprises mapping a first user address of the
first domain to a first user proxy address of the second
domain.

6. The computer-implemented method of claim 5,
wherein processing the message by the automated applica-
tion further comprises mapping the second user proxy
address of the second user to a second user address of the
second domain.

7. The computer-implemented method of claim 6,
wherein routing the command further comprises sending the
communication to the second user address of the second
domain as coming from the first user proxy address of the
second domain.

8. The computer-implemented method of claim 1, further
comprising providing a chat address for the social media
automated application.

9. The computer-implemented method of claim 1, further
comprising routing the command from the directory search
automated application to a user directory server.

10. The computer-implemented method of claim 1,
wherein the automation platform comprises one or more of
a connector information, a domain information of the first
unified communications system, and a federation server
information.

11. The computer-implemented method of claim 1, further
comprising creating an automated application session to
process communication between the automated application
and one or more users of the first unified communications
system.

12. The computer-implemented method of claim 1,
wherein the message comprises an Extensible Messaging,
and Presence Protocol (XMPP) packet.

13. The computer-implemented method of claim 1,
wherein the message 1s based on speech recognition.

14. A system, comprising:

an automation platform comprising a plurality of auto-

mated applications further comprising a social media
automated application, an enterprise chat automated
application, and a search automated application; and

a federation server that i1s connected to a first unified

communications system supporting a first domain
through a first connector, the federation server 1s con-
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nected to the automation platform through a second

connector, and the federation server 1s connected to a

second unified communications system supporting a

second domain through a third connector,

wherein the first unified communications system and
the automation platform operate using a common
protocol and the common protocol 1s one of a session
imitiation protocol (SIP) and an extensible messaging,
and presence protocol (XMPP), and

wherein the first united communications system routes
a message to an automated application of the plu-
rality of automated applications, and wherein the
automated application processes the message to
1ssue a command, and

wherein the automated application routes the command
to the second domain supported by the second uni-
fled communications system.

15. The system of claim 14, wherein the automated
application provides a {irst user of the first domain from the
automated application with an authentication uniform
resource locator (URL) of the second domain.

16. The system of claim 15, wherein the automated
application provides an access token to the second domain
to access the second domain on behalf of the first user of the
first domain.

17. The system of claim 14, wherein the message com-
prises a communication for a second user proxy address of
a proxy domain of a second user, wherein the second user
has a second user address of the second domain, and wherein
the proxy domain 1s connected to the federation server.

18. The system of claim 17, wherein the automated
application processes the message further comprises the
automated application maps a first user address of the first
domain to a first user proxy address of the second domain.

19. The system of claim 18, wherein the automated
application processes the message further comprises the
automated application maps the second user proxy address
of the second user to a second user address of the second
domain.

20. The system of claim 19, wherein the automated
application routes the command to a second domain further
comprises the automated application sends the communica-
tion to the second user address of the second domain as
coming Irom the first user proxy address of the second
domain.

21. The system of claim 14, wherein the social media
automated application comprises a chat address.

22. The system of claim 14, wherein the directory search
automated application routes the command to a user direc-
tory server.

23. The system of claim 14, wherein the automation
platform comprises one or more of a connector information,
a domain information of the first unified communications
system, and a federation server information.

24. The system of claim 14, wherein the automation
platform creates an automated application session to process
communication between the automated application and one
or more users of the first unified communications system.

25. The system of claim 14, wherein the message com-
prises an Extensible Messaging and Presence Protocol
(XMPP) packet.

26. The system of claim 14, wherein the message 1s based
on speech recognition.
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