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1

METHOD AND DEVICE FOR CONDUCTING
TRUSTED REMOTE PAYMENT
TRANSACTIONS

BACKGROUND

Digital wallets (also known as “e-wallets™ or “e-credit
card”) and other electronic-based personal payment systems
allow users to conduct electronic purchases and payment
transactions without the necessity of physical credit/charge
cards or other standard payment mediums (e.g., personal
check). Digital wallets are typically embodied as software
and associated hardware (e.g., a smartphone, personal digital
assistant, a computer, etc.) on which the user’s account
information 1s maintained. Some digital wallets may aggre-
gate multiple credit/charge accounts of the user thereby
allowing the user to carry a single electronic device while
having access to the multiple credit and charge accounts.

Digital wallets may be used to complete transactions with
pre-configured point-of-sale devices. Typically, such point-
of-sale devices communicate with the digital wallet using
contactless communication. Because the digital wallet 1s
integrally associated with the electronic hardware (e.g., the
smartphone) of the user, the smartphone or other electronic
device must be physically present and local to the point-oi-
sale device to complete the payment transaction. As such,
the owner of the digital wallet 1s typically unable to extend
use of his or her credit/charge account to another, remote
individual (e.g., parent to child) or otherwise authorize the
payment of a purchase conducted remotely by another
individual.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention described herein is illustrated by way of
example and not by way of limitation 1n the accompanying
figures. For simplicity and clanty of illustration, elements
illustrated 1n the figures are not necessarily drawn to scale.
For example, the dimensions of some elements may be
exaggerated relative to other elements for clanty. Further,
where considered appropriate, reference labels have been
repeated among the figures to indicate corresponding or
analogous elements.

FIG. 1 1s a simplified block diagram of one embodiment
of a system for conducting trusted, remote payment trans-
actions using mobile computing devices;

FI1G. 2 15 a simplified flow diagram of one embodiment of
a method for conducting trusted payment transactions using
the system of FIG. 1;

FIG. 3 1s a simplified flow diagram of one embodiment of
a method for establishing a trusted relationship between the
mobile computing devices of FIG. 1; and

FI1G. 4 15 a simplified flow diagram of one embodiment of
a method for conducting a payment transaction with a

point-of-sale device using the mobile computing devices of
FIG. 1.

DETAILED DESCRIPTION OF THE DRAWINGS

While the concepts of the present disclosure are suscep-
tible to various modifications and alternative forms, specific
exemplary embodiments thereof have been shown by way of
example 1n the drawings and will heremn be described 1n
detail. It should be understood, however, that there 1s no
intent to limit the concepts of the present disclosure to the
particular forms disclosed, but on the contrary, the intention
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2

1s to cover all modifications, equivalents, and alternatives
talling within the spirit and scope of the invention as defined
by the appended claims.

In the following description, numerous specific details
such as logic implementations, opcodes, means to specily
operands, resource partitioning/sharing/duplication imple-
mentations, types and interrelationships of system compo-
nents, and logic partitioning/integration choices are set forth
in order to provide a more thorough understanding of the
present disclosure. It will be appreciated, however, by one
skilled 1n the art that embodiments of the disclosure may be
practiced without such specific details. In other instances,
control structures, gate level circuits and full software
instruction sequences have not been shown in detail 1n order
not to obscure the invention. Those of ordinary skill in the
art, with the included descriptions, will be able to implement
appropriate functionality without undue experimentation.

References 1n the specification to “one embodiment™, “an

embodiment”, “an example embodiment”, etc., indicate that

the embodiment described may include a particular feature,
structure, or characteristic, but every embodiment may not
necessarily include the particular feature, structure, or char-
acteristic. Moreover, such phrases are not necessarily refer-
ring to the same embodiment. Further, when a particular
feature, structure, or characteristic 1s described in connection
with an embodiment, 1t 1s submitted that it 1s within the
knowledge of one skilled in the art to effect such feature,
structure, or characteristic i1n connection with other embodi-
ments whether or not explicitly described.

Embodiments of the mvention may be implemented 1n
hardware, firmware, software, or any combination thereof.
Embodiments of the mvention implemented 1n a computer
system may include one or more bus-based interconnects
between components and/or one or more point-to-point
interconnects between components. Embodiments of the
invention may also be implemented as instructions stored on
a tangible, machine-readable medium, which may be read
and executed by one or more processors. A tangible,
machine-readable medium may include any tangible mecha-
nism for storing or transmitting information 1 a form
readable by a machine (e.g., a computing device). For
example, a tangible, machine-readable medium may include
read only memory (ROM); random access memory (RAM);
magnetic disk storage media; optical storage media; flash
memory devices; and others.

Referring now to FIG. 1, a system 100 for conducting
trusted payment transactions includes a remote or payer
mobile computing device 102 and a local or proxy mobile
computing device 104. In use, as discussed 1n more detail
below, the local mobile computing device 104 acts as a
proxy lor the remote mobile computing device 102 in
payment transactions with a point-of-sale device 108. To do
so, the local mobile computing device 104 1nitiates a pay-
ment transaction with the point-of-sale device 108. During
the payment transaction, the point-of-sale device 108 may
request payment information from the local mobile comput-
ing device 104 to complete the payment transaction. In
response to such a payment request, the local mobile com-
puting device 104 1s configured to communicate with the
remote mobile computing device 102 over a network 106 to
receive payment information from the device 102, which
may be located remotely from the local mobile computing
device 104 and the point-of-sale device 108. Because the
mobile computing devices 102, 104 have a pre-established
trust relationship, such communication may be encrypted or
otherwise secured.




US 9,665,864 B2

3

After the local mobile computing device 104 receives the
payment information from the remote mobile computing
device 102, the mobile computing device 104 completes the
payment transaction with the point-of-sale device 108 using
the payment information. In this way, a user of the remote/
payer mobile computing device 102 may authorize use of
theirr payment information (e.g., credit account or charge
account information) to a user of the local mobile computing
device 104 without being physically present at the point-oi-
sale device 108. For example, a parent may be the user of the
payer mobile computing device 102 and a child of the parent
may be the user of the proxy mobile computing device 104.
In such embodiments, the parent may remotely authorize,
using the payer mobile computing device 102, payment
transactions conducted by the child using the proxy mobile
computing device 104.

Although only one remote/payer mobile computing
device 102, one local/proxy mobile computing device 104,
one network 106, and one point-of-sale device 108 are
illustratively shown 1n FIG. 1, the system 100 may include
any number of mobile computing devices 102, mobile
computing devices 104, networks 106, and point-of-sale
devices 108 of similar or dissimilar architecture. For
example, the remote computing device 102 may be config-
ured to communicate with multiple local mobile computing,
devices 104 to allow each device 104 to conduct payment
transactions with one or more point-of-sale devices 108
using the payment information provided by the remote/payer
mobile computing device 102.

The remote mobile computing device 102 may be embod-
ied as any type ol mobile computing device capable of
performing the functions described herein. For example, the
remote computing device 102 may be embodied as a cellular
phone, a smart phone, a mobile internet device, a handheld
computer, a laptop computer, a personal digital assistant, a
telephony device, or other portable computing device. In the
illustrative embodiment of FIG. 1, the remote mobile com-
puting device 102 includes a processor 120, a chipset 124,
a memory 126, one or more peripheral devices 128, and
communication circuitry 130. In some embodiments, several
of the foregoing components may be incorporated on a
motherboard of the mobile computing device 102, while
other components may be communicatively coupled to the
motherboard via, for example, a peripheral port. Further-
more, 1t should be appreciated that the mobile computing
device 102 may 1nclude other components, sub-components,
and devices commonly found 1n a computer and/or comput-
ing device, which are not 1llustrated in FIG. 1 for clarity of
the description.

The processor 120 of the remote mobile computing device
102 may be embodied as any type of processor capable of
executing software/firmware, such as a microprocessor,
digital signal processor, microcontroller, or the like. The
processor 120 1s 1llustratively embodied as a single core
processor having a processor core 122. However, 1n other
embodiments, the processor 120 may be embodied as a
multi-core processor having multiple processor cores 122.
Additionally, the remote mobile computing device 102 may
include additional processors 120 having one or more pro-
cessor cores 122.

The chipset 124 of the remote mobile computing device
102 may include a memory controller hub (MCH or “north-
bridge™), an nput/output controller hub (ICH or “south-
bridge”), and a firmware device. The firmware device of the
chuipset 124 may be embodied as a memory device for
storing Basic Input/Output System (BIOS) data and/or
instructions and/or other information (e.g., a BIOS driver
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4

used during booting of the mobile computing device 102).
However, in other embodiments, chipsets having other con-
figurations may be used. For example, in some embodi-
ments, the chipset 124 may be embodied as a platform
controller hub (PCH). In such embodiments, the memory
controller hub (MCH) may be incorporated in or otherwise
associated with the processor 120, and the processor 120
may communicate directly with the memory 126 (as shown
by the hashed line i FIG. 1).

In some embodiments, the chipset 124 may include a
security engine 134. The security engine 134 may be embod-
ied as hardware and/or firmware configured to perform
security, encryption, and/or authentication functions as
described in more detail below. For example, the security
engine 134 may be embodied as or otherwise include an
out-of-band processor, a trusted platform module (TPM),
and/or other security enhancing hardware and/or associated
software modules. As discussed 1n more detail below, the
security engine 134 cooperates with a corresponding secu-
rity engine 154 of the local mobile computing device 104 to
establish a trusted relationship between the mobile comput-
ing devices 102,104,

The processor 120 1s commumnicatively coupled to the
chipset 124 via a number of signal paths. These signal paths
(and other signal paths illustrated in FIG. 1) may be embod-
ied as any type of signal paths capable of {facilitating
communication between the components of the mobile
computing device 102. For example, the signal paths may be
embodied as any number of wires, cables, light guides,
printed circuit board traces, via, bus, mtervening devices,
and/or the like.

The memory 126 of the remote mobile computing device
102 may be embodied as one or more memory devices or
data storage locations including, for example, dynamic
random access memory devices (DRAM), synchronous
dynamic random access memory devices (SDRAM),
double-data rate synchronous dynamic random access
memory device (DDR SDRAM), flash memory devices,
and/or other volatile memory devices. The memory 126 is
communicatively coupled to the chipset 124 via a number of
signal paths. Although only a single memory device 126 1s
illustrated in FIG. 1, 1n other embodiments, the mobile
computing device 102 may include additional memory
devices. Various data and soiftware may be stored in the
memory device 126. For example, one or more operating
systems, applications, programs, libraries, and drivers that
make up the soiftware stack executed by the processor 120
may reside 1 memory 126 during execution. Furthermore,
soltware and data stored 1n memory 126 may be swapped
between the memory 126 and a data storage device of the
peripheral devices 128 as part of memory management
operations.

The peripheral devices 128 of the remote mobile com-
puting device 102 may include any number of peripheral or
interface devices. For example, the peripheral devices 128
may include a display, a keyboard, a mouse, one or more
data storage devices such as an internal or external hard
drive, and/or other peripheral devices. The particular devices
included 1n the peripheral devices 128 may depend upon, for
example, the mntended use of the remote mobile computing
device 102. The peripheral devices 128 are communica-
tively coupled to the chipset 124 via a number of signal
paths thereby allowing the chipset 124 and/or processor 120
to receive mputs from and send outputs to the peripheral
devices 128.

The communication circuitry 130 of the remote mobile
computing device 102 may be embodied as any number of
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devices and circuitry for enabling communications between
the remote/payer mobile computing device 102 and the
local/proxy mobile computing device 104 over the network
106. The network 106 may be embodied as any number of
various wired and/or wireless telecommunication networks.
For example, the network 106 may be embodied as or
otherwise include one or more cellular networks, telephone
networks, local or wide area networks publicly available
global networks (e.g., the Internet), or any combination
thereol. For example, in one embodiment, the network 106
1s embodied as or otherwise includes a Global System for
Mobile Communications (GSM) cellular network. Further-
more, the network 106 may include any number of addi-
tional devices to facilitate commumication between the
mobile computing devices 102, 104 such as routers,
switches, intervening computers, and/or the like. The mobile
computing devices 102, 104 may use any suitable commu-
nication protocol to commumicate with each other over the
network 106 depending on, for example, the particular type
ol network(s) 106.

The communication circuitry 130 1s also communica-
tively coupled to the chipset 124 via a number of signal
paths. The communication circuitry 130 may include one or
more wired and/or wireless network interfaces to facilitate
communications over the wired and/or wireless portions of
the network 106. In some embodiments, the communication
circuitry 130 may 1include Near Field Communications
(NFC) circuitry 132. The NFC circuitry 132 may be embod-
1ied as relatively short-ranged, high frequency wireless com-
munication circuitry, which may be incorporated in other
circuitry of the communication circuitry 130 or separate
therefrom. For example, in some embodiments, the effective
communication range of the NFC circuitry 132 1s no greater
than about ten centimeters. The relatively short communi-
cation range of the NFC circuitry 132 allows validation of
the physical presence ol another communication device
(e.g., the local/proxy mobile computing device 104) when
using the NFC circuitry 132 to communicate. Additionally,
the NFC circuitry 132 allows the remote/payer mobile
computing device 102 to conduct contactless communica-
tion with the local/proxy mobile computing device 104 and
other contactless communication-enabled devices (e.g., the
point-of-sale device 108).

The local/proxy mobile computing device 104 may be
substantially similar to the remote/payer mobile computing
device 102 and may be embodied as any type of mobile
computing device capable of performing the functions
described herein. For example, similar to the remote mobile
computing device 102, the local mobile computing device
104 may be embodied as a cellular phone, a smart phone, a
mobile internet device, a handheld computer, a laptop com-
puter, a personal digital assistant, a telephony device, or
other portable computing device. In the illustrative embodi-
ment of FIG. 1, the local mobile computing device 104
includes a processor 140 having one or more processor cores
142, a chipset 144 1including a security engine 154, a
memory 146, one or more peripheral devices 148, and
communication circuitry 150 including NFC circuitry 152.
The components of the illustrative local mobile computing
device 104 are substantially similar, although not necessarily
identical, to the corresponding components of the remote
mobile computing device 102. As such, the above-provided
description of the processor 120, the processor core(s) 122,
the chipset 124, the memory 126, the peripheral devices 128,
the communication circuitry 130, the NFC circuitry 132, and
the security engine 134 of the remote/payer mobile com-
puting device 102 1s equally applicable to, respectively, of
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the processor 140, the processor core(s) 142, the chipset 144,
the memory 146, the peripheral devices 148, the communi-
cation circuitry 150, the NFC circuitry 152, and the security
engine 154 of the local/proxy mobile computing device 104
and 1s not repeated herein for clanty of the description.

In use, as discussed above, the local/proxy mobile com-
puting device 104 may communicate with the remote/payer
mobile computing device 102 directly via the NFC circuitry
132, 152 and/or over the network 106. Additionally, the
local/proxy mobile computing device 104 may communi-
cate with one or more point-of-sale devices 108 via the NFC
circuitry 152 to conduct payment transactions. Such pay-
ment transactions may be embodied as any type of transac-
tion in which the point-otf-sale device 108 requests payment
from the local mobile computing device 104 for services or
products delivered by the point-of-sale device 108 or a
device or entity associated with the point-of-sale device 108.
As such, the point-of-sale device 108 may be embodied as
any device configured to communicate with mobile com-
puting devices to request and receive electronic payments.
To do so, the point-of-sale device 108 includes a contactless
communication circuitry 160, which may be embodied as
near field communication circuitry configured to communi-
cate with the NFC circuitry 152 of the local mobile com-
puting device 104. Of course, the point-of-sale device 108
may include other circuitry and devices depending on, for
example, the type and use of the point-oi-sale device 108.
For example, the point-of-sale device 108 may include a
processor, memory, data storage device, monitor, keypad or
other date entry device, printer, and/or other devices com-
monly found 1n point-of-sale devices.

As discussed above, the local mobile computing device
104 may be used to mitiate a payment transaction with the
point-of-sale device 108 and complete the payment trans-
action using payment information received from the remote/
payer mobile computing device 102. To do so, the local
mobile computing device 104 communicates payment
requests to and receives the payment information from the
remote mobile computing device 102 using secured com-
munications. The payment information may be embodied as
any type of information required by the point-of-sale device
108 to complete the payment transaction. For example, the
payment information may be embodied as account informa-
tion of the user or owner of the remote/payer mobile
computing device 102 such as credit card account informa-
tion, charge card account information, bank account infor-
mation, or other account mformation that may be used to
cllect payment of a debit. Such payment information may
also include account validation information such as an
account password, an account passkey, identification num-
bers, and/or the like.

Referring to FIG. 2, one illustrative embodiment of a
method 200 for conducting trusted payment transactions
using the system 100 of FIG. 1 begins with block 202. In
block 202, a trust relationship 1s established between the
mobile computing devices 102, 104. Any suitable method-
ology for establishing a trusted relationship between the
devices 102, 104 may be used in block 202. In some
embodiments, the NFC circuitry 132, 152 of the devices
102, 104 are used to mitially establish the trust relationship
by verilying physical presence of the local/proxy mobile
computing device 104 relative to the remote/payer mobile
computing device 102. The trust relationship may be estab-
lished for both the local mobile computing device 104 and
the user of the local mobile computing device 104 with
respect to the remote/payer mobile computing device 102.
For example, a password or passkey may be generated,
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which must be entered on the local mobile computing device
104 before the remote mobile computing device 102 will
send the payment information to thereby ensure the proper
user 1s using the local mobile computing device 104.

One 1llustrative embodiment of a method 300 for estab-
lishing a trust relationship between the mobile computing
devices 102, 104 1s illustrated in FIG. 3. The method 300
begins with block 302 1n which a near field commumnication
1s established between the mobile computing devices 102,
104. To do so, the devices 102, 104 may be positioned near
cach other (e.g., within ten centimeters or in physical
contact) and the NFC circuitry 132, 152 of the devices 102,
104 may be operated to establish the near field communi-
cation. By requiring establishment of near field communi-
cation, the physical presence of the local/proxy mobile
computing device 104 relative to the remote/payer mobile
computing device 102 1s ensured. In this way, the identity of
the local/proxy mobile computing device 104 to be trusted
by the remote/payer mobile computing device 102 1s vali-
dated.

In block 304, the mobile computing device 102, 104
exchange unique identification numbers. The unique 1den-
tification numbers may be embodied as any type of numerti-
cal/alpha-numerical number that uniquely identifies the
respective device 102, 104. For example, in one embodi-
ment, the mobile computing device 102, 104 exchange
International Mobile Equipment Identity (IMEI) numbers 1n
block 304. The unique 1dentification numbers may be used
to validate the identity of the devices 102, 104 during
subsequent communications as described below.

In block 306, the local/proxy mobile computing device
104 receives a shared passkey from the remote/payer mobile
computing device 102. The shared passkey may be gener-
ated by the remote/payer mobile computing device 102 or by
a user of the device 102 or device 104. The shared passkey
1s used to verily the identity of the person using the
local/proxy mobile computing device 104. For example,
before communicating with the remote mobile computing,
device 102 to request the payment information, the user of
the local mobile computing device 104 may be prompted to
enter the shared passkey, thereby veritying that the autho-
rized person 1s actually using the device 104. In some
embodiments, the shared passkey includes an associated
timer that identifies the length of time during which the
shared passkey 1s valid. Upon expiration of the passkey
timer, a new passkey must be obtained from the remote/
payer mobile computing device 102.

In block 308, the local/proxy mobile computing device
104 transmuits or provides a list of software applications that
may be executed on the device 104 and which are authorized
to communicate with the remote/payer mobile computing,
device 102 to request the payment information. By provid-
ing a predetermined list of software applications that may
request the payment information, the remote/payer mobile
computing device 102 may verily that the requesting appli-
cation 1s not a malicious, unauthorized application executing
on the local/proxy mobile computing device 104 or other
device.

In block 310, the remote/payer mobile computing device
102 generates a private/public encryption key pair and
shares the public key with the local/proxy mobile computing
device 104. The encryption keys may be used to encrypt
communications between the mobile computing devices
102, 104. Any suitable encryption methodology may be used
to generate the private/public encryption key pair. For
example, 1n one embodiment, a Rivest, Shamir, and Adle-
man (RSA) encryption algorithm may be used. The encryp-
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tion keys may be generated by and stored 1n the respective
security engines 134, 154, which may also be used to
encrypt communication between the devices 102, 104 using
the encryption keys.

In block 312, additional payment parameters may be
exchanged between the mobile computing devices 102, 104.
For example, in some embodiments, a predetermined maxi-
mum currency limit may be determined and transmitted to
the local mobile computing device 104. Such currency limits
may be embodied as an overall total limit and/or a per-
transaction limit. Additionally payment parameters based
on, for example, time of purchase, location of purchase,
types of 1tems/service purchased, and the like may also be
exchanged 1n block 312. Such payment parameters may be
used by the local/proxy mobile computing device 104 to
determine whether the remote/payer mobile computing
device 102 may be requested to pay for a particular payment
transaction and also provides the user of the remote/payer
mobile computing device 102 an amount of control over the

types of transactions being paid for by the user of the device
102.

Referring back to FIG. 2, after a trust relationship has
been established between the mobile computing devices
102, 104, the local mobile computing device 104 may
conduct one or more payment transactions with one or more
point-of-sale devices 108 using payment information
obtained from the remote mobile computing device 102 1n
block 204. In this way, a user of the local mobile computing
device 104 may imitiate and complete payment transactions
for products and/or services with the point-of-sale device
108, which are paid for by the user of the remote mobile
computing device 102 using the payment information pro-
vided therefrom. For example, a child may use the local
mobile computing device 104 to purchase an amount of
gasoline or other product/service, which 1s paid for by their
parent (1.e., the user of the remote mobile computing device
102 on which the payment information 1s stored).

As 1llustrated 1n FIG. 4, one embodiment of a method 400
for conducting a payment transaction begins with block 402
in which the local mobile computing device 104 determines
whether the user has mitiated a payment transaction with a
point-of-sale device 108. In embodiments wherein the point-
of-sale device 108 includes the contactless communication
circuitry 160, the user may initiate the payment transaction
by placing the device 104 near the point-of-sale device 108
such that the NFC circuitry 152 and the contactless com-
munication circuitry 160 are able to communicate with each
other. However, in other embodiments, the payment trans-
action may be initiated by other methodologies such as, for
example, pressing a key or entering information on a keypad
of the point-of-sale device 108.

In block 404, the local mobile computing device 104
prompts the user for entry of the passkey. The user may enter
the passkey via a keypad or other suitable input device of the
mobile computing device 104. In response, the local mobile
computing device 104 compares the entered passkey to the
shared passkey received from the remote/payer mobile com-
puting device 102 1n block 306 of method 300. If the passkey
1s not verified, the method 400 loops back to block 404
wherein the user 1s again requested to enter a valid passkey.
In this way, the 1dentification of the user of the local mobile
computing device 104 may be verified.

If the entered passkey 1s verified 1n block 404, the local
mobile computing device 104 establishes a secured com-
munication connection with the remote mobile computing
device 102 over the network 106 in block 406. The secured

communication connection may be established using, for




US 9,665,864 B2

9

example, the unique 1dentification numbers and encryption
keys exchanged in blocks 304, 308 of the method 300. For
example, the remote mobile computing device 102 may
verily the transmitted unique 1dentification number matches
the number provided by the local mobile computing device
104 during establishment of the trusted relationship. If such
numbers do not match, the remote mobile computing device
102 may terminate the communication connection or take
other defensive action.

In block 408, the local mobile computing device 104
receives a payment request from the point-of-sale device
108. The payment request may be 1n response to previous
interaction with the point-of-sale device 108 such as receipt
of goods or services provided by the point-of-sale device
108 or a device or entity associated with the device 108. The
payment request may include a request for account or other
payment information to which the total cost of the product/
service 1s to be billed. In response to receiving the payment
request, the local mobile computing device 104 transmaits the
payment request to the remote mobile computing device 102
in block 410. Such communication may be encrypted or
otherwise secured using the shared public encryption key as
discussed above.

In block 412, the remote mobile computing device 102
validates the payment request using the data exchanged with
the local mobile computing device 104 during establishment
of the trust relationship. For example, the remote mobile
computing device 102 may be configured to verity the
unique 1dentification number (e.g., the IMEI number) of the
local mobile computing device 104, verily that the passkey
has been entered correctly, and/or verily other parameters
established in the method 300. If the payment request is
verified, the remote mobile computing device 102 transmits
the payment information to the local mobile computing
device 104 1n block 412. As discussed above, the payment
information may be embodied as any type of information
required by the point-of-sale device 108 to complete the
payment transaction. For example, the payment information
may be embodied as account information of the user or
owner ol the remote/payer mobile computing device 102
such as credit card account information, charge card account
information, bank account information, or other account
information that may be used to effect payment of a debiat.

After the local mobile computing device 104 has received
the payment information from the remote mobile computing
device 102, the local mobile computing device 104 transmits
the payment information to the point-of-sale device 108 in
block 414. In response, the point-of-sale device 108 con-
ducts the payment transaction and transmits a payment
approval request to the local mobile computing device 104
in block 416. The local mobile computing device 104
tforwards the approval request to the remote computing
device 102 1n block 418.

In block 420, the remote mobile computing device 102
approves the payment based on the approval request. To do
s0, as discussed above, the remote mobile computing device
102 may verily that the requested currency amount does not
exceed a predetermined threshold and/or verify other param-
cters established in the method 300. If the payment 1is
approved, the remote mobile computing device 102 trans-
mits the a payment approval to the local mobile computing,
device 104 m block 420.

After the local mobile computing device 104 has received
the payment approval from the remote mobile computing
device 102, the local mobile computing device 104 transmits
the payment approval to the point-of-sale device 108 in
block 414. In response, the point-of-sale device 108 com-
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pletes the payment transaction and transmits a payment
acknowledgement to the local mobile computing device 104
in block 424. The local mobile computing device 104
forwards the payment acknowledgement to the remote com-
puting device 102 i block 426, which may store the
payment acknowledgement for future reference. In this way,
the local mobile computing device 104 1s usable to complete
a payment transaction with a point-of-sale device 108 local
to the device 104 using payment information stored on and
obtained from the remote mobile computing device 102,
which may be located remotely from the point-of-sale
device 108.

While the disclosure has been illustrated and described 1n
detail in the drawings and foregoing description, such an
illustration and description 1s to be considered as exemplary
and not restrictive 1n character, 1t being understood that only
illustrative embodiments have been shown and described
and that all changes and modifications that come within the
spirit of the disclosure are desired to be protected.

The mvention claimed 1s:

1. A method comprising:

establishing a trust relationship between a first mobile

phone and a second mobile phone over a Near Field
Communication link, by veritying a physical presence
of the first mobile phone relative to the second mobile
phone;

imtiating, by the first mobile phone, a payment transaction

with a point-of-sale device;
receiving, with the first mobile phone, a payment request
from the point-of-sale device 1n response to mitiating
the payment transaction with the point-oi-sale device;

transmitting, by the first mobile phone and 1n response to
initiating the payment transaction, the payment request
received from the point-of-sale device to the second
mobile phone over a cellular network, wherein the
cellular network 1s different from the Near Field Com-
munication Link:

recerving, by the first mobile phone, payment information

from the second mobile phone 1n response to the
transmittal of the payment request, wherein the pay-
ment information icludes account information associ-
ated with a user of the second mobile phone; and
completing, by the first mobile phone, the payment trans-
action with the point-of-sale device using the payment
information received from the second mobile phone.

2. The method of claim 1, wherein establishing a trust
relationship between the first mobile phone and the second
mobile phone comprises veritying the physical presence of
the first mobile phone relative to the second mobile phone.

3. The method of claim 1, wherein establishing a trust
relationship between the first mobile phone and the second
mobile phone comprises exchanging, between the first and
second mobile phones, unique 1dentification numbers that
identily the corresponding first and second mobile phone.

4. The method of claim 1, wherein establishing a trust
relationship between the first mobile phone and the second
mobile phone comprises receiving, with the first mobile
phone, a shared passkey from the second mobile phone.

5. The method of claim 1, wherein establishing a trust
relationship between the first mobile phone and the second
mobile phone comprises transmitting a list of applications
from the first mobile phone to the second mobile phone, the
list of applications 1dentifying applications executed on the
first mobile phone that are authorized to request payment
information from the second mobile phone.

6. The method of claim 1, wherein establishing a trust
relationship between the first mobile phone and the second
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mobile phone comprises receiving, with the first mobile
phone, a public key of a public/private key pair from the
second mobile phone over the Near Field Communication
link.

7. The method of claim 6, wherein transmitting the
payment request to the second mobile phone over the
cellular network comprises establishing a secured commu-
nication connection between the first mobile phone and the
second mobile phone using the public key received over the
Near Field Communication link.

8. The method of claim 1, wherein establishing a trust
relationship between the first mobile phone and the second
mobile phone comprises receiving, with the first mobile
phone, payment parameters from the second mobile phone,
the payment parameters identifying at least one of: a maxi-
mum currency amount per transaction and a time period
during which the payment information may be obtained
from the second mobile phone.

9. One or more non-transitory, machine readable media
comprising a plurality of instructions that, when executed by
a first mobile computing device, result 1n the first mobile
computing device:

establishing a trust relationship with a second mobile

computing device using a Near Field Communication
link, by veritying a physical presence of the first mobile
phone relative to the second mobile phone;

initiating a payment transaction with a point-of-sale

device;
establishing, in response to the mitiation of the payment
transaction, a secured, wireless communication con-
nection over a cellular network with the second mobile
computing device to request payment information
therefrom, the cellular network being different from the
Near Field Communication link, and the second mobile
computing device being remote from the first comput-
ing device and the point-of-sale device, wherein the
payment information includes account information
associated with a user of the second mobile phone; and

completing the payment transaction with the point-of-sale
device using the payment information received from
the first mobile computing device.

10. The one or more non-transitory, machine readable
media of claim 9, wherein establishing a trust relationship
with the second mobile computing device comprises veri-
tying the physical presence of the second mobile computing
device relative to the first mobile computing device using
the Near Field Communication link.

11. The one or more non-transitory, machine readable
media of claim 9, wherein establishing a trust relationship
with the second mobile computing device comprises:

exchanging, with the second mobile computing device,

umque identification numbers that i1dentily the corre-
sponding first and second mobile computing devices
using the Near Field Communication link;

receiving a shared passkey from the second mobile com-

puting device using the Near Field Communication
link; and

receiving a public key of a public/private key pair from

the second mobile computing device using the Near
Field Communication link.
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12. The one or more non-transitory, machine readable
media of claim 9, wherein establishing a trust relationship
with the second mobile computing device further comprises
receiving payment parameters from the second mobile com-
puting device, the payment parameters 1dentitying a maxi-
mum currency amount per transaction.

13. The one or more non-transitory, machine readable
media of claim 9, wherein the plurality of instructions
turther result i the first mobile computing device:

prompting a user for entry of a passkey; and

veritying the entered passkey,

wherein establishing a secured, wireless communication

connection over a cellular network with the second
mobile computing device comprises establishing a
secured, wireless communication connection over a
cellular network with the second mobile computing
device 1n response to the passkey being verified.

14. The one or more non-transitory, machine readable
media of claim 9, wherein establishing a secured, wireless
communication connection over a cellular network with the
second mobile computing device comprises:

recerving a payment request from the point-of-sale

device;

transmitting the payment request to the second mobile

computing device;

recerving encrypted payment information from the second

mobile computing device in response to the payment
request; and

decrypting the encrypted payment information using a

public key of a public/private key pair generated by the
second mobile computing device.

15. The method of claim 1, wherein:

establishing the trust relationship between the first mobile

phone and the second mobile phone over the Near Field
Communication link comprises receiving, with the first
mobile phone, payment parameters from the second
mobile phone; and

commumnicating with the second mobile phone over the

cellular network comprises commumnicating with the
second mobile phone over the cellular network 1n
response to a determination that the payment transac-
tion has been previously authorized as a function of the
payment parameters.

16. The one or more non-transitory, machine readable
media of claim 9, wherein:

establishing the trust relationship with the second mobile

computing device using the Near Field Communication
link comprises receiving payment parameters from the
second mobile computing device; and

establishing the secured, wireless communication connec-

tion over the cellular network with the second mobile
computing device comprises establishing a secured,
wireless communication connection over the cellular
network with the second mobile computing device 1n
response to a determination that the payment transac-
tion has been previously authorized as a function of the
payment parameters.
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