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METHOD AND DEVICE FOR MANAGING
SECURITY KEY FOR COMMUNICATION
AUTHENTICATION OF SUBSCRIBER
STATION USED IN COOPERATIVE
COMMUNICATION OF MULTIPLE BASE
STATION IN RADIO COMMUNICATION
SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATION(S) AND CLAIM OF PRIORITY

The present application 1s related to and claims priority
under 35 U.S.C. §119(a) to Korean Application Serial No.

10-2012-0119319, which was filed in the Korean Intellectual
Property Oflice on Oct. 25, 2012, the entire content of which
1s hereby incorporated by reference.

TECHNICAL FIELD

The present disclosure relates to a method and a device for
managing a security key for communication authentication
of a subscriber station in cooperative communication of
multiple base stations which perform data transmission and
reception with one or more base stations in a radio commu-
nication system.

BACKGROUND

As a next-generation wireless communication system, a
wireless communication system that uses a high frequency
band such as millimeter waves (mmW) 1s considered to
support high capacity data services. Since the communica-
tion distance between a subscriber station and a base station
1s reduced 1n a system using a high frequency band, the cell
radius of a base station becomes smaller. Accordingly, the
number of base stations installed to secure a service area of
a subscriber station increases. Further, considering the
mobility of a subscriber station, it the cell radius of base
stations decreases and the number of the base stations
increase, then the number of handovers between cells of the
subscriber stations and the overhead of the system also
increases, due to the handover of the subscriber station.

In a wireless communication system using a high 1fre-
quency band, since the number of base stations per unit area
increases, serving base stations communicating with a sub-
scriber station are frequently changed during the movement
of the subscriber station, and verification procedures for
creating and allocating verification keys and security keys
for transmitting and receirving data between the changed
base station and the subscriber terminal are required when-
ever the serving base stations are changed.

Thus, a measure for efliciently performing a verification
procedure 1s required 1n a wireless communication system
using a high frequency band. In particular, in understanding
the operation of servicing a subscriber station in order to
mimmize the overhead of changing base stations in a
wireless communication system through the cooperation of
many base stations around the terminal, ethiciently perform-
ing a verification procedure and security key management
necessary for performing cooperation communications with
at least one of the base stations 1s required.

SUMMARY

To address the above-discussed deficiencies, 1t 15 a pri-
mary object to provide a method and a device for managing,
a security key for communication authentication of a sub-
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2

scriber station 1n the cooperative communication of multiple
base stations which perform data transmission and reception
with one or more base stations.

In accordance with an aspect of the present disclosure, a
method of managing a security key 1n a cell configured with
base stations that provide cooperative communication to a
subscriber station 1s provided. The method 1ncludes: gener-
ating, for each of the base stations, an input value for
generation of the security key for data transmission and
reception with the base station; transmitting, to the base
station, the input value for the corresponding base station;
and generating the security key of the corresponding base
station by using the input value of the base station.

In accordance with another aspect of the present disclo-
sure, a method of managing a security key of a serving base
station 1n a cell configured with base stations that provide
cooperative communication to a subscriber station 1s pro-
vided. The method includes: receiving, from the subscriber
station, an 1nput value for generation of a security key for
data transmission and reception with base stations; and
generating the security key by using the input value.

In accordance with another aspect of the present disclo-
sure, a subscriber station for managing a security key 1n a
cell configured with base stations that provide cooperative
communication to the subscriber station 1s provided. The
subscriber station includes: a security key generating unit
that generates, for each of the base stations, an 1mput value
for generation of the security key for data transmission and
reception with the base station, and generates the security
key of the corresponding base station by using the input
value of the base station; and a transmission and reception
unit that transmits, to the base station, the input value for the
corresponding base station.

In accordance with another aspect of the present disclo-
sure, a base station for providing cooperative communica-
tion to a subscriber station 1s provided. The base station
includes: a transmission and reception unit that receirves,
from the subscriber station, an input value for the generation
of a secunity key for data transmission and reception with
base stations; and a security key generating unit that gen-
erates the security key by using the mput value.

As described above, according to the embodiments of the
present disclosure, 1n cooperative communication of mul-
tiple base stations which perform data transmission and
reception between a single subscriber station and one or
more base stations, a security key for authentication and data
encryption for communication of the subscriber station 1s
managed for one or more base stations, thereby providing
reliable and flawless communication between the subscriber
station and the several base stations servicing the subscriber
station.

Before undertaking the DETAILED DESCRIPTION
below, 1t may be advantageous to set forth definitions of
certain words and phrases used throughout this patent docu-
ment: the terms “include™ and “comprise,” as well as deriva-
tives thereol, mean inclusion without limitation; the term
“or,” 1s 1mclusive, meaning and/or, the phrases “associated
with” and “associated therewith,” as well as derivatives
thereof, may mean to include, be included within, intercon-
nect with, contain, be contained within, connect to or with,
couple to or with, be communicable with, cooperate with,
interleave, juxtapose, be proximate to, be bound to or with,
have, have a property of, or the like; and the term *“control-
ler” means any device, system or part thereof that controls
at least one operation, such a device may be implemented 1n
hardware, firmware or software, or some combination of at
least two of the same. It should be noted that the function-
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ality associated with any particular controller may be cen-
tralized or distributed, whether locally or remotely. Defini-
tions for certain words and phrases are provided throughout
this patent document, those of ordinary skill 1n the art should
understand that 1n many, 1f not most instances, such defini-

tions apply to prior, as well as future uses of such defined
words and phrases.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present disclo-
sure¢ and 1ts advantages, reference 1s now made to the
following description taken in conjunction with the accom-
panying drawings, in which like reference numerals repre-
sent like parts:

FIG. 1 1s a block diagram illustrating a general radio
communication system that performs authentication and
data encryption of a subscriber station;

FIG. 2A 1s a diagram 1llustrating an example of a radio
communication system that provides cooperative commu-
nication according to an embodiment of the present disclo-
Sure;

FIG. 2B 1s a block diagram 1llustrating a radio commu-
nication system that performs an authentication procedure
such as authentication and data encryption of a subscriber
station 1n a cell that provides cooperative communication
according to an embodiment of the present disclosure;

FIG. 3 1s a signal flow diagram 1llustrating a procedure for
managing a security key of a subscriber station in a process
of configuring a cell that provides cooperative communica-
tion according to a first embodiment of the present disclo-
SUre;

FI1G. 4 15 a signal flow diagram 1llustrating a procedure for
managing a security key of a subscriber station 1n a process
of re-configuring a cell that provides cooperative commu-
nication according to a first embodiment of the present
disclosure:

FIG. 5A 1s a flowchart illustrating an operation of a
subscriber station according to a first embodiment of the
present disclosure;

FIG. 5B 1s a tlowchart illustrating an operation of a
serving base station according to a first embodiment of the
present disclosure;

FIG. 5C 1s a tlowchart illustrating an operation of a
cooperative base station according to a first embodiment of
the present disclosure;

FIG. 6 1s a signal tlow diagram 1llustrating a procedure for
managing a security key of a subscriber station 1n a process
of configuring a cell that provides cooperative communica-
tion according to a second embodiment of the present
disclosure:

FIGS. 7A and 7B are signal flow diagrams illustrating a
procedure for managing a security key of a subscriber
station 1n a process of re-configuring a cell that provides
cooperative communication according to a second embodi-
ment of the present disclosure;

FIG. 8A 1s a tlowchart illustrating an operation of a
subscriber station according to a second embodiment of the
present disclosure;

FIG. 8B 1s a flowchart illustrating an operation of a
serving base station according to a second embodiment of
the present disclosure;

FIG. 8C 1s a flowchart illustrating an operation of a
cooperative base station according to a second embodiment
of the present disclosure;

FI1G. 9 15 a signal tlow diagram 1llustrating a procedure for
managing a security key of a subscriber station 1n a process
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of changing the serving base station of the cell that provides
the cooperative communication according to the first and

second embodiments of the present disclosure;

FIG. 10A 1s a signal flow diagram 1llustrating a procedure
for managing a security key of a subscriber station in a
process ol changing a serving base station of a cell that
provides cooperative communication according to a third
embodiment of the present disclosure;

FIG. 10B 1s a flowchart illustrating an operation of a
subscriber station according to a third embodiment of the
present disclosure;

FIG. 10C 1s a flowchart illustrating an operation of a
serving base station according to a third embodiment of the
present disclosure;

FIG. 10D 1s a flowchart illustrating an operation of a
cooperative base station according to a third embodiment of
the present disclosure;

FIG. 11 1s a signal flow diagram 1llustrating a procedure
for managing a security key of a subscriber station 1n a
process ol configuring a cell that provides cooperative
communication according to a fifth embodiment of the
present disclosure;

FIG. 12A 1s a tlowchart illustrating an operation of a
subscriber station according to a fiftth embodiment of the
present disclosure;

FIG. 12B 1s a flowchart illustrating an operation of a
serving base station according to a {fifth embodiment of the
present disclosure;

FIG. 12C 1s a flowchart illustrating an operation of a
cooperative base station according to a fifth embodiment of
the present disclosure;

FIG. 13 1s a block diagram 1llustrating a configuration of
a subscriber station according to an embodiment of the
present disclosure;

FIG. 14 1s a block diagram 1llustrating a configuration of
a serving base station according to an embodiment of the
present disclosure; and

FIG. 15 15 a block diagram 1llustrating a configuration of
a cooperative base station according to an embodiment of
the present disclosure.

DETAILED DESCRIPTION

FIGS. 1 through 135, discussed below, and the various
embodiments used to describe the principles of the present
disclosure 1n this patent document are by way of illustration
only and should not be construed 1n any way to limit the
scope of the disclosure. Those skilled 1n the art will under-
stand that the principles of the present disclosure may be
implemented 1n any suitably arranged wireless communica-
tion system. Hereinalter, various example embodiments of
the present disclosure will be described i1n detaill waith
reference to the accompanying drawings. In the following
description of the present disclosure, a detailed description
of known functions and configurations incorporated herein
will be omitted when 1t may make the subject matter of the
present disclosure rather unclear. The terms which will be
described below are terms defined in consideration of the
functions in the present disclosure, and may be different
according to users, mtentions of the users, or customs.
Theretore, its definition will be made based on the overall
contents of this specification.

In the embodiments of the present disclosure, an authen-
tication procedure for data transmission and reception 1s
proposed 1n a radio communication system in which a
plurality of base stations provide a communication service
(hereimaftter, referred to as ‘cooperative communication’) to
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a subscriber station through cooperation thereof. In order to
help comprehension of the present disclosure, an authenti-
cation procedure for data transmission and reception per-
formed 1n a general radio communication system will first be
described, and then the authentication procedure performed
in the radio communication system, which provides the
cooperative communication according to the embodiments
of the present disclosure, will be described.

FIG. 1 1s a block diagram illustrating a general radio
communication system that performs authentication and
data encryption of a subscriber station.

Referring to FIG. 1, the general radio communication
system 1ncludes a subscriber station 106, an access base
station 104, an access service network gateway 102 (here-
inafter, referred to as ‘an authenticator’), and an authenti-
cation server 100 (Authentication, Authorization and
Accounting (AAA)).

Referring to FIG. 1, the subscriber station 106 receives a
service, which an access service network provides, through
the access base station 104. The access base station 104
controls radio resources of the subscriber station 106, and
provides a wireless access point associated with communi-
cation of the subscriber station 106.

The authenticator 102 manages authentication for data to
transmit/receive to/from the subscriber station 106, and a
security key for data encryption. The authenticator 102
controls an operation of the access service network for the
subscriber station 106, and functions as a paging control
station that manages an i1dle mode operation of the sub-
scriber station 106. The authentication server 100 provides
an access network authentication service of the subscriber
station 106.

As 1llustrated 1n FIG. 1, the general radio communication
system manages the security key for the authentication and
the data encryption according to a scenario i which the
single subscriber station receives a data service through the
single access base station.

In embodiments of the present disclosure, a method of
managing a security key for authentication and data encryp-
tion 1s described for a radio communication system 1n which
a plurality of base stations provide cooperative communi-
cation to a subscriber station through cooperation thereof,
and which performs data transmission and reception with the
plurality of base stations that provide the cooperative com-
munication, and the subscriber station.

Hereinafter, considering the characteristics of a high
frequency band to be used in the radio communication
system that provides the cooperative communication, a
method for providing a more eflicient service to a user, to
which the present disclosure 1s applied, will be described.
The radio communication system that provides the coopera-
tive communication, defined 1n the present disclosure,
includes a plurality of base stations around a single sub-
scriber station which provide a service to the subscriber
station, and 1t 1s assumed that the radio communication
system operates 1n millimeter Wave (mmW) bands for
providing a broadband service or 1n a general cellular band
of 1 GHz or lower, 1.8 GHz to 2.5 GHz, or 3.5 GHz to 3.6
GHz.

FIG. 2A 1s a diagram 1llustrating an example of a radio
communication system that provides cooperative commu-
nication according to an embodiment of the present disclo-
sure.

Referring to FIG. 2A, for convenience of description, 1t 1s
assumed, for example, that a cell 200 that provides coop-
erative communication includes a subscriber station 208 and
three cooperative base stations 202, 204, and 206 that
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transmit data to the subscriber station 208. The number of
the base stations configuring the radio communication sys-
tem 1s 1llustrative and may be varied.

The serving base station 202 may transmit both a control
signal and data to the subscriber station 208, and manage the
remaining cooperative base stations 2 and 3 (204 and 206).
The cooperative base stations 2 and 3 (204 and 206) may
transmit only data to the subscriber station 208 when not
receiving a specific mnstruction from the serving base station
202. At this time, the data which the serving base station 202
transmits to the subscriber station 208 may be the same as
or different from the data which the cooperative base stations
2 and 3 (204 and 206) transmit to the subscriber station 208.

The serving base station 202 and the cooperative base
stations 2 and 3 (204 and 206) may be directly connected
with a core network 210, and may be directly connected with
cach other 1n a wireless or wired manner.

All of the serving base station 202 and the cooperative
base stations 2 and 3 (204 and 206) may serve the subscriber
station 208, thereby increasing reliability of links that pro-
vide a relatively low communication quality, and may pro-
vide to the subscriber station 208 a plurality of links that
provide a higher communication quality, thereby increasing
a throughput.

Within the cell 200, the serving base station 202 and the
cooperative base stations 2 and 3 (204 and 206) may
transmit data to the subscriber station 208 at the same time
or at different times. In the same way, the subscriber station
208 may transmit data to the serving base station 202 and the
cooperative base stations 2 and 3 (204 and 206) at the same
time or at different times. To this end, the subscriber station
208 may include multiple Radio Frequency (RF) chains.

In the above-described radio communication system that
provides the cooperative commumication, the subscriber
station transmits/receives the data to/from several base sta-
tions belonging to the cell that provides the cooperative
communication, so that a hand-over operation 1s not
required in the general radio communication system, when
the subscriber station 1s moved 1n the base stations belong-
ing to the cell. Thus, boundless mobility of the correspond-
ing subscriber station can be managed 1n the cell-based radio
communication system that provides cooperative commu-
nication according to the embodiment of the present disclo-
sure.

In the embodiment of the present disclosure, the sub-
scriber station manages a security key, including an authen-
tication key and a data encryption key, for authentication and
data encryption for the several base stations, in order to
transmit/receive the data to/from the several base stations
belonging to the cell that provides the cooperative commu-
nication.

FIG. 2B 1s a block diagram illustrating a radio commu-
nication system that performs an authentication procedure
such as authentication and data encryption of a subscriber
station 1n a cell that provides cooperative communication
according to an embodiment of the present disclosure.

Reterring to FIG. 2B, the cell-based radio communication
system that provides the cooperative communication
includes a subscriber station 232, an authenticator 222, and
an authentication server 220. In FIG. 2B, the authenticator
222 and the authentication server 220 are separated, but may
be configured as a single block.

A cell 224 that provides cooperative communication
includes a serving base station 226 that provides a wireless
access point ol an access service network to the subscriber
station 232, and cooperative base stations 228 and 230. The
serving base station 226 controls the cooperative base sta-
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tions 228 and 230 belonging to the cell 224 to provide a data
service to the subscriber station 232. The cooperative base
stations 228 and 239 transmit/receive data to/from the
subscriber station 232 in the cell 224 under the control of the
serving base station 226. The authenticator 222 performs an
authentication procedure of managing a security key for
authentication and data encryption of data of the subscriber
station 232. The authenticator 222 controls an operation of
an access service network of the subscriber station 232, and
functions as a paging control station that manages an 1dle
mode operation of the subscriber station 232. The authen-
tication server 220 provides an access network authentica-
tion service of the subscriber station 232.

—First Embodiment—

In a first embodiment of the present disclosure, a sub-
scriber station generates, for respective member base sta-
tions that configure a cell that provides cooperative com-
munication thereto, seeds input when creating a security key
(heremaftter, referred to as ‘a security key for cooperative
communication’) for encryption of data transmitted/received
during communication within the cell. The generated seeds
for the member base stations have different values. The
subscriber station transfers the generated seeds to the cor-
responding member base stations. Then, a serving base
station and cooperative base stations, which configure the
cell that provides the cooperative communication, generate
security keys for cooperative communication thereof, by
using the seed received from the subscriber station. At this
time, since data transmission/reception 1n the cell that pro-
vides the cooperative communication 1s performed under
control of the serving base station, data encrypted with the
security key for the cooperative communication 1s transmit-
ted and received. The security keys of the cooperative base
stations for the cooperative communication are preparatory
security keys (hereinatter, referred to as ‘a security key for
sub-cooperative communication’) that will be used when the
corresponding cooperative base station 1s changed to the
serving base station of the cell. Thus, i preparation for the
case ol being changed to the serving base station, the
cooperative base stations according to the first embodiment
of the present disclosure store the security key for the
sub-cooperative communication. Even when a new member
base station 1s added to the cell, the subscriber station
generates a seed for the newly added member base station,
which 1s different from those of the other member base
stations, and transfers the seed to the new member base
station. The subscriber station and the new member base
station generate a security key for sub-cooperative commu-
nication, which will be used when the new member base
station 1s changed to the serving base station, by using the
seed.

FI1G. 3 15 a signal flow diagram 1llustrating a procedure for
managing a security key of a subscriber station 1n a process
of configuring a cell that provides cooperative communica-
tion according to a first embodiment of the present disclo-
sure.

Referring to FIG. 3, in operation 302, a subscriber station
300 selects an access base station to access and a candidate
of a member base station (referred to as ‘a candidate base
station’) configuring a cell that provides cooperative com-
munication. Suppose the subscriber station 300 seclects a
serving base station 350 as the access base station, and a
cooperative base station 360 as the candidate base station. In
operation 304, the subscriber station 300 transmits an access
request signal to the serving base station 350. The access
request signal may include information from the candidate
base station which the subscriber station 300 has selected.
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That 1s, when the access request includes the information of
the candidate base station, 1.e., the cooperative base station
360, the serving base station 350 performs a cell member
negotiation procedure for cooperative communication with
the cooperative base station 360, in operation 306. The
serving base station 350 transmits an access response signal
for the access request signal to the subscriber station 300, 1n
operation 308. The access response signal includes a result
of the cell member negotiation procedure, 1.e., the informa-
tion on the cooperative base station 360. In operation 310,
the subscriber station 300 adds the cooperative base station
360 to a cell member base station list stored 1n the subscriber
station 300 to update a cell member.

Thereafter, in operation 312, the subscriber station 300
generates a secure link with the serving base station 360, and
generates, under participation of a authenticator/authentica-
tion server 370, a security key (hereinatter, referred to as ‘a
security key for a security link’) for authenticating and
encrypting the security link generated between the sub-
scriber station 300 and the serving base station 350.

In operation 314, the subscriber station 300 generates a
seed for the serving base station 350 to configure a security
key (hereinatter referred to as ‘a security key for cooperative
communication’) which the serving base station 360 1s to
use for communication in the cell that provides the coop-
erative communication. The seed, according to the first
embodiment of the present disclosure, 1s a value that is
arbitrarily generated 1n the subscriber station 300 such that
the member base stations configuring the cell of the sub-
scriber station 300 that provides the cooperative communi-
cation use diflerent values, respectively. In operation 316,
the subscriber station 300 transfers a cell security context
including the seed to the serving base station 350. The seed
1s transierred through the security link which i1s generated 1n
operation 312. In operations 318 and 320, the subscriber
station 300 and the serving base station 350 configure the
security key for the cooperative communication, which is to
be used for the commumnication 1n the cell, by using the seed.
The security key for the cooperative communication 1s
configured through Equation 1 or Equation 2 below.

Security key for cooperative

communication=Dotl16KDF(AK_BS MSID-

Iseed|“cell key”,cell_key_length) [Equation 1]

Security key for cooperative
communication=Dotl1 6KDF(PMK,AK_BS|M-

SIDlseed 1% cell key”,cell_key length)

[Equation 2]

Here, PMK denotes a pairwise master key that 1s an

example of a master key, AK_BS 1s an authentication key
(AK) for a corresponding base station, MSID (Mobile
Station IDentifier) denotes a subscriber station identifier,
seed denotes a seed generated by the subscriber station, “cell
key” 1s a character string denoting an encryption key for
cooperative communication, and Dotl 6KDF 1s an algorithm
for generating an authentication key of cell_key_length bits
through an mput of PMK, AK_BS, subscriber station 1den-
tifier, seed, and “cell key” character string, or AK_BS,
subscriber station identifier, seed, and “cell key” character
string.
The seed 1s used as an mput value for generating an
authentication key that the subscriber station 300 will use for
all data transmission/reception in the cell for the cooperative
communication. The authentication key 1s used for the
generation of an encryption key for data encryption associ-
ated with data transmission/reception between the base
stations belonging to the cell and the subscriber station.
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In operation 322, the serving base station 350 transmits a
cell security context response, which 1s encrypted with the
security key for the cooperative communication, to the
subscriber station 300.

In operation 324, the subscriber station 300 generates a
security link with the cooperative base station 360, and
generates a security key for the security link to authenticate
and encrypt, under participation of the authenticator/authen-
tication server 370, the security link generated between the
subscriber station 300 and the cooperative base station 360.

In operation 326, the subscriber station 300 generates a
seed for the cooperative base station 360 1n preparation for
the case in which the cooperative base station 360 serves as
a serving base station of the cell. The seed 1s a value that 1s
arbitrarily generated in the subscriber station 300 such that
the member base stations configuring the cell of the sub-
scriber station 300 use different values, respectively. In
operation 328, the subscriber station 300 transiers a cell
security context including the seed for the cooperative base
station 360 to the cooperative base station 360. The cell
security context 1s transierred through the security link
generated 1n operation 324. Then, 1n operations 330 and 332,
the subscriber station 300 and the cooperative base station
360 configure a security key for sub-cooperative communi-
cation for the cooperative base station 360 by using the seed
for the cooperative base station 360 and the Equation 1 or
the Equation 2. The security key for the cooperative com-
munication for the cooperative base station 360, generated
in operations 330 and 332, 1s used to encrypt data in the cell
when the cooperative base station 360 1s changed to a
serving base station 1n the cell of the subscriber station 300.
In operation 334, the cooperative base station 360 transmits
a cell security context response encrypted with the security
key for the cooperative communication, configured 1n opera-
tion 332, to the subscriber station 300.

Thereafter, 1n operation 336, the subscriber station 300
performs data transmission/reception in the cell including
the serving base station 350 and the cooperative base station
360 as a member base station. At this time, all transmitted/
received data in the cell 1s encrypted with the security key
for the cooperative communication, which has been gener-
ated by using the seed of the serving base station 350 in
operations 318 and 320. The cooperative base station 360
performs data transmission/reception in the cell under con-
trol of the serving base station 350. Thus, the cooperative
base station 360 can transmit/receive the data in the cell,
without separately acquiring the security key of the serving,
base station 350.

FIG. 4 1s a signal flow diagram illustrating an operation
for managing a security key for cooperative communication
ol a subscriber station in a process of re-configuring a cell
that provides the cooperative communication according to
the first embodiment of the present disclosure. It 1s assumed
that a subscriber station 400 and a serving base station 450
have generated a security key for the cooperative commu-
nication of a first cooperative base station 460 through the
operation procedures of FIG. 3, and a second cooperative
base station 470 1s added as a new member base station for
the cell of the subscriber station 400.

Referring to FIG. 4, i operation 402, the subscriber
station 400 performs data transmission/reception through
the cell configured with the serving base station 450 and the
first cooperative base station 460. In operation 404, suppose
it 1s determined that the serving base station 450 adds the
second cooperative base station 470 as a new member
configuring the cell. The serving base station 450 may
acquire information on the second cooperative base station
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470 from the subscriber station 400 through a channel
measurement report. Then, 1n operation 406, the serving
base station 450 performs a procedure for cell member
negotiation with the second cooperative base station 470. In
operation 408, the serving base station 450 transfers to the
subscriber station 400 a message ‘Cell update’ informing
that the second cooperative base station 470 has been added
as a new member base station. In the same way, 1n operation
410, the serving base station 450 ftransiers to the first
cooperative base station 460 a message ‘Cell update’ inform-
ing that the second cooperative base station 470 has been
added as a new member base station.

In operation 412, the subscriber station 400 adds the
second cooperative base station 470 1n a cell member base
station list stored 1n the subscriber station 400 to perform a
cell member updating procedure. In operation 414, the
subscriber station 400 generates a security link with the
second cooperative base station 470, and generates, under
participation of an authenticator/authentication server 480, a
security key for the security link to authenticate and encrypt
the security key generated between the subscriber station
400 and the second cooperative base station 470.

In operation 416, the subscriber station 400 generates a
seed for the second cooperative base station 470. The seed
1s a value that 1s arbitrarily generated in the subscriber
station 400 such that member base stations, configuring the
cell which supports the cooperative communication for the
subscriber station 400, use diflerent values, respectively. In
operation 418, the subscriber station 400 transfers a cell
security context including the seed to the second cooperative
base station 470. The seed 1s transferred through the security
link generated in operation 414. In operations 420 and 422,
the subscriber station 400 and the second cooperative base
station 470 configure a security key for the cooperative
communication for the second cooperative base station 470
by using the seed and Equation 1 or Equation 2. In operation
424, the second cooperative base station 470 transmits to the
subscriber station 400 a cell security context response
encrypted with the security key for the cooperative commu-
nication generated in operation 422.

In operation 426, the subscriber station 400 performs data
transmission/reception in the cell configured with the serv-
ing base station 450, the first cooperative base station 460,
and the second operative base station 470. At this time, all
data 1s encrypted with the security key for the cooperative
communication configured by using the seed of the serving
base station 450 generated 1n operations 318 and 320 of FIG.
3. The first and second cooperative base stations 460 and 470
perform data transmission/reception in the cell under control
of the serving base station 4350. Thus, the first and second
cooperative base stations 460 and 470 can perform the data
transmission/reception in the cell, without separately acquir-
ing the security key for the cooperative communication of
the serving base station 450. Suppose the serving base
station 450 1s changed to a new serving base station 1n the
cell of the subscriber station 400. When the new serving base
station 1s changed to the first cooperative base station 460,
the data transmitted/received in the cell 1s encrypted by
using the security key for the sub-cooperative communica-
tion for the first cooperative base station 460, which has
been configured through operations 326 to 334 of FIG. 3. In
the same way, when the new serving base station 1s changed
to the second cooperative base station 470, the data trans-
mitted/recerved in the cell 1s encrypted by using the security
key for the sub-cooperative communication for the second
cooperative base station 470, which has been configured

through operations 416 to 424 of FIG. 4.
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FIG. 5A 1s a tlowchart illustrating an operation of a
subscriber station according to a first embodiment of the
present disclosure.

Referring to FIG. SA, i operation 500, the subscriber
station selects candidates of cell member base stations
thereol, and transfers an access request to a base station,
determined as a serving base station, among the candidates.
At this time, the access request includes information on the
base stations selected as the candidate. In operation 502, the
subscriber station receives from the serving base station a
result ol member cell negotiation for the candidates. The
subscriber station adds information on cooperative base
stations, acquired through the result of the member cell
negotiation, to a cell member list thereot. In operation 504,
the subscriber station generates security links for the mem-
ber base stations, and generates security keys for the security
links for authenticating and encrypting the security links.

In operation 506, the subscriber station differently gen-
erates seeds for the member base stations included 1n the cell
member list. The subscriber station transiers the seed cor-
responding to the member base station through the security
link of the corresponding member base station. In operation
508, the subscriber station generates a security key of the
corresponding member base station by using the correspond-
ing seed and Equation 1 or Equation 2, for the member base
stations to which the seed 1s transierred.

Thereafter, 1n operation 510, the subscriber station deter-
mines whether a cell security context response has been
received, through monitoring the security links configured
for the member base stations. When 1t 1s determined that the
cell security context response has not been recerved from all
the member base stations to which the seed 1s transferred,
the subscriber station monitors the security links until the
cell security context response for all the member base
stations 1s recerved.

When 1t 1s determined that the cell security context
response has been received from all the member base
stations, the subscriber station proceeds to operation 512. In
operation 512, the subscriber station generates a security key
for the cooperative communication of the corresponding
member base station by using the seed of the member base
station and Equation 1 or Equation 2, for the member base
station from which the cell security context response has
been recerved. In operation 514, the subscriber station
determines whether a security key for the cooperative com-
munication for the serving base station has been generated.
When 1t 1s determined that the security key for the coop-
erative communication for the serving base station has been
generated, the subscriber station transmits/receives data
encrypted with the security key for the cooperative commu-
nication for the serving base station to/from the member
base stations, 1n operation 316. When it 1s determined in
operation 514 that the security key for the cooperative
communication for the serving base station has not been
generated, the subscriber station continuously monitors the
security link for the serving base station.

Thereafter, in operation 518, while transmitting/receiving,
data to/from the member base stations in the cell, the
subscriber station determines whether a cell update message
has been received from the serving base station. When 1t 1s
determined that the cell update message has been received,
suppose the cell update message 1nstructs the addition of a
new member base station. The subscriber station, in this
case, returns to operation 502, and adds the new member
base station to the cell member list. The subscriber station
transiers a new seed to the new member base station through
operations 504 and 506, and generates a security key for the
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cooperative communication for the new member base sta-
tion by using the new seed. The subscriber station transmits/
receives data encrypted with the security key for the coop-
erative communication for the serving base station in the cell
including the new member base station. When 1t 1s deter-
mined that the cell update message has not been received,
the subscriber station returns to operation 3516.

FIG. 5B 1s a flowchart illustrating an operation of a
serving base station according to a first embodiment of the
present disclosure.

Referring to FIG. 5B, 1n operation 320, the serving base
station recerves an access request from a subscriber station.
In operation 522, the serving base station performs a pro-
cedure for cell member negotiation, acquired from the
access request, with base stations corresponding to candi-
dates that are to configure a cell supporting cooperative
communication for the subscriber station, and transfers a
result of the negotiation to the subscriber station.

In operation 524, the serving base station determines
whether a seed has been received from the subscriber
station, through monitoring a security link configured
between the serving base station and the subscriber station.
When 1t 1s determined that the seed has not been received,
the serving base station returns to operation 524, and waits
for reception of the seed.

When 1t 1s determined that the seed has been received, the
serving base station generates a security key for the coop-
crative communication of the serving base station by using
the seed and Equation 1 or Equation 2, in operation 526. The
serving base station transiers a cell security context
response, informing that the security key for the cooperative
communication of the serving base station 1s generated, to
the subscriber station.

Thereafter, 1n operation 3528, the serving base station
transmits/recerves data, encrypted by using the security key
for the cooperative communication, in the cell. During data
transmission/reception in the cell, it 1s 1dentified 1n operation
530 whether the serving base station has determined to add
a new member base station to the cell of the subscriber
station. When 1t 1s 1dentified that the addition of the new
member base station has been determined, the serving base
station returns to operation 522, and performs a procedure
for cell member negotiation with the new member base
station. The serving base station transiers the cell member
update message, which 1s a result of the cell member
negotiation with the new member base station, to the sub-
scriber station. When 1t 1s identified that the addition of the
new member base station has not been determined, the
serving base station returns to operation 528.

FIG. 5C 1s a flowchart illustrating an operation of a
cooperative base station according to a first embodiment of
the present disclosure.

Referring to FIG. 5C, the cooperative base station per-
forms cell member negotiation with a serving base station 1n
operation 534, when an attempt for the cell member nego-
tiation 1s received from the serving base station configuring
a cell that provides cooperative communication for a specific
subscriber station. Thereafter, 1n operation 536, the coop-
crative base station generates a security link with the sub-
scriber station under control of an authenticator/authentica-
tion server, and determines that a security key for the
security link for authenticating and encrypting the security
link has been generated.

In operation 338, the cooperative base station determines
whether a seed 1s recetved from the subscriber station,
through monitoring the security link. When 1t 1s determined
that the seed has not been received through the security link,
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the cooperative base station returns to operation 538, and
waits for reception of the seed. At this time, the seed 1s set
by the subscriber station to a value different from those of
other member base stations. When the cooperative base
station 1s changed to the serving base station 1n the cell, the
seed 1s used for generating a security key for the cooperative
communication that 1s to be used for data transmission/
reception in the cell.

When it 1s determined that the seed has been receirved
through the security link, the cooperative base station gen-
crates and stores a security key for sub-cooperative com-
munication by using the seed and Equation 1 or Equation 2,
in operation 540

Thereafter, 1n operation 5435, the cooperative base station
transmits/receives data, encrypted with the security key for
the cooperative communication of the serving base station,
under control of the serving base station in the cell. In
operation 530, the cooperative base station determines
whether a notification, informing that the cooperative base
station has been changed to a new serving base station, 1s
received from the serving base station. When it 1s deter-
mined that the notification has been received, 1n operation
555, the cooperative base station controls, as the new
serving base station, communication of the member base
stations 1n the cell, and transmits/receives, in the cell, data
encrypted by using the security key for the sub-cooperative
communication of the cooperative base station, which has
been generated in operation 540.

—Second Embodiment—

Hereinafter, in the second embodiment of the present
disclosure, a subscriber station sets a security key for a
security link, generated for authenticating and encrypting a
security link with a serving base station, as a security key for
communication in a cell supporting cooperative communi-
cation for the subscriber station. At this time, the security
key 1s generated based on a general authentication key. The
subscriber station generates, with an arbitrary value,
NONCE 1 for configuring a security key for sub-cooperative
communication to be used when the corresponding coop-
crative base station 1s changed to a serving base station of
the cell. NONCE 1 i1s a parameter used for preventing a
session replay attack.

When receiving a request for generating the security key
for the sub-cooperative communication through the serving
base station, cooperative base stations transifer NONCE 1 to
an authenticator/authentication server, and acquire addi-
tional information (e.g., a session key between the sub-
scriber station and a corresponding base station or an
authentication path of the subscriber station) to be used
when the security key for the sub-cooperative communica-
tion 1s generated. The cooperative base stations generate the
security key for the sub-cooperative communication by
using NONCE 1 and the additional information, and gen-
erate Signature 1 that 1s a security signature and NONCE 2
that 1s set to an arbitrary value, based on the security key for
sub-cooperative communication. The cooperative base sta-
tions transier Signature 1, NONCE 2, and the authentication
path of the subscriber station to the subscriber station
through the serving base station. The subscriber station
generates the security key for the sub-cooperative commus-
nication by using the authentication path of the subscriber
station and NONCE 2, and generates Signature 2, which 1s
a security signature, based on the security key for the
sub-cooperative communication. The subscriber station
transiers Signature 2 to the cooperative base stations.

FI1G. 6 1s a signal tlow diagram 1llustrating a procedure for
managing a security key of a subscriber station 1n a process
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of configuring a cell that provides cooperative communica-
tion according to a second embodiment of the present
disclosure.

Referring to FIG. 6, 1n operation 602, a subscriber station
600 seclects an access base station to access and a candidate
of a member base station (referred to as ‘a candidate base
station’) configuring a cell that provides cooperative com-
munication. Suppose the subscriber station 600 seclects a
serving base station 650 as the access base station, and a
cooperative base station 660 as the candidate base station. In
operation 604, the subscriber station 600 transmaits an access
request signal to the serving base station 6350. The access
request signal may include information of the candidate base
station which the subscriber station 600 has selected, and
NONCE 1 which 1s one of the mput values configuring a
security key for the cooperative communication with the
cooperative base station. NONCE 1 1s a value that 1s
arbitrarily generated by the subscriber station to be used for
configuration of the security key for the cooperative com-
munication with the cooperative base station 660, and 1s a
parameter that 1s used for preventing a session replay attack.
In operation 606, the serving base station 650 performs a
procedure for cell member negotiation with the cooperative
base station 660. In operation 608, the serving base station
650 transmits an access response signal for the access
request signal to the subscriber station 660. At this time, the
access response signal includes a result of the cell member
negotiation result, 1.e., information on the cooperative base
station 660. In operation 610, the subscriber station 600 adds
the cooperative base station 660 to a cell member base
station list stored 1n the subscriber station 600, and performs
a cell member updating procedure.

Thereatter, 1n operation 612, the subscriber station 600
generates a security link with the serving base station 660,
and generates a security key for the security link for authen-
ticating and encrypting the security link generated between
the subscriber station 600 and the serving base station 650,
under participation of an authenticator/authentication server
670. In operation 614, the subscriber station 600 and the
serving base station 650 set the security key for the security
link as a security key for encrypting data transmitted/
received between the member base stations and the sub-
scriber station 600 1n the cell, 1.e., a security key for the
cooperative communication. In operation 616, the serving
base station 650 transiers, to the cooperative base station
660, a request for generating a security key for a sub-
cooperative communication between the subscriber station
600 and the cooperative base station 660. The request for
generating the security key for the sub-cooperative commu-
nication includes information (referred to as ‘shared infor-
mation’), which may be shared with the cooperative base
station 660, among the information on the security key for
the cooperative communication of the subscriber station 600
and the serving base station 60, 1.e., NONCE 1, which has
received from the subscriber station 600 1n operation 606,
and the information used when the security key for the
security link between the subscriber station 600 and the
serving base station 650 1s generated 1n operation 612. For
example, the shared information mncludes a subscriber sta-
tion authentication path for the subscriber station and the
serving base station 6350.

In operation 618, the cooperative base station 660
requests information for generating the security key for the
sub-cooperative communication with the subscriber station
600 from the authenticator/authentication server 670. The
request of the information for generating the security key for
the sub-cooperative communication includes NONCE 1 and
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the shared information. In operation 620, the cooperative
base station 660 receives, from the authenticator/authenti-
cation server 670, additional information necessary for gen-
crating the security key for the sub-cooperative communi-
cation with the subscriber station 600. For example, the
additional information corresponds to a session key between
the subscriber station 600 and the corresponding cooperative
base station 660, and the subscriber station authentication
path for the subscriber station 600 and the corresponding
cooperative base station 660.

In operation 622, the cooperative base station 660 con-
figures the security key for the sub-cooperative communi-
cation with the subscriber station 600, by using NONCE 1
and the additional information received from the authenti-
cator/authentication server 670 in operation 620. Further, the
cooperative base station 660 generates Signature 1, which 1s
a security signature based on the security key for sub-
cooperative communication with the subscriber station 600,
and NONCE 2 that 1s set to an arbitrary value. NONCE 2 1s
a parameter that 1s arbitranily generated to be used for
preventing the session replay attack for the subscriber sta-
tion 600 1n the cooperative base station 660. The cooperative
base station 660 transiers to the serving base station 650 a
response to the request for generating the security key for the
sub-cooperative communication, including Signature 1,
NONCE 2, and the subscriber station authentication path for
the cooperative base station 660.

In operation 624, the serving base station 650 transiers, to
the subscriber station 600, the response of the cooperative
base station 660 to the request for generating the security
key for the sub-cooperative communication. Likewise, the
response to the request for generating the security key for the
sub-cooperative communication includes Signature 1 and
NONCE 2, which have been received 1n operation 622.

Thereafter, 1n operation 626, the subscriber station 600
configures a security key for the sub-cooperative commu-
nication that will be used for communication with the
cooperative base station 660, by using Signature 1 and
NONCE 2 which have been received in operation 624 and
the subscriber station authentication path for the cooperative
base station 660, and generates Signature 2 that 1s a security
signature, by using the security key for the sub-cooperative
communication. The subscriber station 600 transfers, to the
serving base station 650, an acknowledgment (ACK),
including Signature 2, for the response to the request for
generating the security key for the sub-cooperative commu-
nication. Then, 1n operation 628, the serving base station 6350
transiers, to the cooperative base station 660, an acknowl-
edgment (ACK), including Signature 2, for the response to
the request for generating the security key for the sub-
cooperative communication.

In operation 630, when the cooperative base station 660
serves as a serving base station in the cell of the subscriber
station 600, the subscriber station and the cooperative base
station 660 set 1 advance the security key for the sub-
cooperative communication, generated through operations
616 to 628, as a security key for cooperative communication
for encrypting data that will be transmitted/recerved in the
cell that provides the cooperative communication.

In operation 632, the subscriber station 600 performs data
transmission/reception in the cell including the serving base
station 650 and the cooperative base station 660 as a member
base station. At this time, all the data transmitted/received 1n
the cell 1s encrypted with the security key for the cooperative
communication, which has been set as the security key for
the security link of the serving base station 650 1n operation
614. The cooperative base station 660 performs data trans-
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mission/reception 1n the cell under control of the serving
base station 650. Thus, the cooperative base station 660 can
transmit/receive data 1n the cell, without separately acquir-
ing the security key for the cooperative communication of
the serving base station 650.

FIGS. 7A and 7B are signal flow diagrams illustrating a
procedure for managing a security key of a subscriber
station 1n a process of re-configuring a cell that provides
cooperative communication according to a second embodi-
ment of the present disclosure. It 1s assumed that a sub-
scriber station 700 and a serving base station 750 have
generated a security key of a first cooperative base station
760 through the operation procedures of FIG. 6, and a
second cooperative base station 770 1s added as a new
member base station for the cell that provides cooperative
communication for the subscriber station 700.

Referring to FIGS. 7A and 7B, 1 operation 702, the
subscriber station 700 performs data transmission/reception
through the cell configured with the serving base station 750
and the first cooperative base station 760. In operation 704,
the subscriber station 700 performs a procedure for measur-
ing a signal intensity for adjacent base stations, and trans-
fers, to the serving base station 7350, a result report on the
procedure for measuring the signal intensity for the adjacent
base stations.

Suppose 1t 1s determined 1n operation 706 that the serving
base station 750 will add the second cooperative base station
770 as a new member base station, which configures the cell
that provides the cooperative communication for the sub-
scriber station 700, through the procedure for measuring the
signal intensity for the adjacent base stations. The result
report icludes information on the second cooperative base
station 770, and NONCE 1 necessary for setting a security
key for cooperative communication of the first cooperative
base station.

The serving base station 750 determines through the result
report to add the second cooperative base station 770 as the
new member base station, 1n operation 706, and performs a
procedure for cell member negotiation with the second
cooperative base station 770, 1n operation 708. When the
procedure for the cell member negotiation 1s completed, the
serving base station 770 transiers, to the second cooperative
base station 770, a request for generating a security key for
sub-cooperative communication between the second coop-
erative base station 770 and the subscriber station 700, in
operation 710. The request for generating the security key
for the sub-cooperative communication includes NONCE 1
received from the subscriber station 700 in operation 704,
and the shared imnformation used when the security key for
the security link between the subscriber station 700 and the
serving base station 750 i1s generated. For example, the
shared information includes the subscriber station authenti-
cation path for the subscriber station and the serving base
station 630.

In operation 712, the second cooperative base station 770
requests, from an authenticator/authentication server 770,
information for generating the security key for the sub-
cooperative communication with the subscriber station.

The request of information for generating the security key
for the sub-cooperative communication includes NONCE 1
and the shared imnformation. In operation 714, the coopera-
tive base station 760 receives, from the authenticator/au-
thentication server 770, additional information necessary for
generating the security key for the sub-cooperative commu-
nication with the subscriber station 600. For example, the
additional information corresponds to a session key between
the subscriber station 700 and the corresponding cooperative
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base station (e.g., the first cooperative base station 760), and
the subscriber station authentication path for the subscriber
station 700 and the first cooperative base station 760.

In operation 716, the second cooperative base station 770
configures the security key for the sub-cooperative commu-
nication with the subscriber station 700, by using the addi-
tional information received from the authenticator/authenti-
cation server 780 and NONCE 1. Further, the second
cooperative base station 770 generates Signature 3, which 1s
a security signature based on the secunity key for the
sub-cooperative communication with the subscriber station
700, and NONCE 3 that 1s set to an arbitrary value. NONCE

3 1s a parameter that 1s arbitrarily generated to be used for
preventing a session replay attack for the subscriber station
700 1n the second cooperative base station 770. The second
cooperative base station 770 transifers, to the serving base
station 750, a response to the request for generating the
security key for the sub-cooperative communication, includ-
ing Signature 3, NONCE 3, and the subscriber station
authentication path for the second cooperative base station
770.

In operation 718, the serving base station 750 transfers, to
the subscriber station 700, a cell update message informing,
that the second cooperative base station 770 has been added
as a new member base station. The cell update message
includes Signature 3 and NONCE 3.

In operation 720, the subscriber station 700 performs a
cell member update procedure of adding the second coop-
erative base station 770 to a cell member list thereotf, and
transiers, to the serving base station 750, a cell member
update response message informing of this. At this time, the
subscriber station 700 configures the security key for the
sub-cooperative communication with the second coopera-
tive base station 770 by using Signature 3 and NONCE 3,
and generates Signature 4, which 1s a security signature,
based on the security key for the sub-cooperative commu-
nication. Thus, the cell member update response message
includes Signature 4.

In operation 722, the serving base station 750 transiers the
cell member update response message including Signature 4
to the second cooperative base station 770. In operation 724,
the serving base station 750 transfers, to the first cooperative
base station 760, a cell update notification informing that the
second cooperative base station 770 has been added as a new
member base station.

In operation 726, when the second cooperative base
station 770 serves as the serving base station 1n the cell that
provides the cooperative communication for the subscriber
station 700, the subscriber station 700 and the second
cooperative base station 770 set 1n advance the security key
for the sub-cooperative communication, generated through
operations 710 to 722, as a security key for the cooperative
communication for encrypting data that will be transmitted/
received 1n the cell. Thereafter, in operation 728, the sub-
scriber station 700 performs data transmission/reception 1n
the cell configured with the serving base station 750, the first
cooperative base station 760, and the second cooperative
base station 770. At this time, all data transmitted/received
in the cell that provides the cooperative communication 1s
encrypted with the security key for the cooperative commu-
nication which has been set as the security key for the
security link of the serving base station 6350 1n operation 614.
The first and second cooperative base stations 760 and 770
perform data transmission/reception in the cell under control
of the serving base station 730. Thus, first and second
cooperative base stations 760 and 770 can transmit/receive
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the data 1n the cell, without separately acquiring the security
key for the cooperative communication of the serving base
station 750.

Suppose the serving base station 750 1s changed to a new
serving base station 1n the cell that provides the cooperative
communication for the subscriber station 700. When the new

serving base station 1s changed to the first cooperative base
station 760, the data transmitted/received 1n the cell 1s
encrypted through the security key for the sub-cooperative
communication set through operations 616 to 630 of FIG. 6.
In the same way, when the new serving base station 1s
changed to the second cooperative base station 770, the data
transmitted/received 1n the cell 1s encrypted through the
security key for the sub-cooperative communication set

through operations 710 to 726 of FIGS. 7A and 7B.

FIG. 8A 1s a flowchart illustrating an operation of a
subscriber station according to a second embodiment of the
present disclosure.

Retferring to FIG. 8A, 1n operation 800, the subscriber
station selects candidates of cell member base stations
thereof, and transfers an access request to a base station,
determined as a serving base station, among the candidates.
At this time, the access request includes information on the
base stations selected as the candidate and NONCE 1 which
1s one of the input values configuring a security key for
cooperative communication with a cooperative base station.
NONCE 1 1s a value that 1s arbitrarily generated by the
subscriber station to be used for configuration of the security
key for the cooperative communication with the cooperative
base station, and 1s a parameter that 1s used for preventing
a session replay attack.

In operation 802, the subscriber station receives a member
cell negotiation result for the candidates from the serving
base station. The subscriber station adds mnformation on the
cooperative base stations, which 1s acquired through the cell
member negotiation result, to a cell member list thereof. In
operation 804, the subscriber station generates a security
link for the member stations, and generates a security key for
the security link for authenticating and encrypting the secu-
rity link. The subscriber station sets the encryption key for
the security link as a security key for cooperative commu-
nication for communication in the cell. Thereafter, 1n opera-
tion 806, the subscriber stations receive a response to a
request for generation of the security key for the sub-
cooperative communication of the cooperative base station,
through the serving base station. The response to the request
for the generation of the security key for the sub-cooperative
communication includes Signature 1, which 1s a security
signature generated based on the security key for the sub-
cooperative communication which 1s generated 1n the coop-
erative base station by using additional information and
NONCE 1 recerved from an authenticator/authentication
server, NONCE 2 that 1s set to an arbitrary value, and a
subscriber station authentication path for the cooperative
base station. NONCE 2 1s a parameter that 1s arbitrarily
generated to prevent the session replay attack for the sub-
scriber station 1n the cooperative base station.

In operation 808, the subscriber station configures a
security key for sub-cooperative communication, which waill
be used for communication with the cooperative base sta-
tion, by using NONCE 2 and information on the subscriber
station authentication path for the cooperative base station,
and generates Signature 2, which 1s a security signature, by
using the security key for the sub-cooperative communica-
tion. The subscriber station transiers the response, including,
Signature 2, to the request for the generation of the security
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key for the sub-cooperative communication to the coopera-
tive base station through the serving base station.

In operation 810, the subscriber station sets 1n advance the
security key for the sub-cooperative communication as a
security key for the cooperative communication that will be 5
used when the cooperative base station serves as a serving
base station in the cell.

In operation 812, the subscriber station transmits/re-
ceives, 1n the cell, data encrypted with the security key for
the cooperative communication, which has been set as the 10
security key for the security link of the serving base station.

In operation 814, while transmitting/receiving data in the
cell, the subscriber station determines whether a cell update
message has been received. When it 1s determined that the
cell update message has not been receirved, the subscriber 15
station continuously performs the data transmission/recep-
tion 1n the cell.

When 1t 1s determined that the cell update message has
been received, suppose the cell update message instructs the
addition of a new member base station. The subscriber 20
station, 1n this case, returns to operation 802, and adds the
new member base station to the cell member list. The
subscriber station performs a procedure of transferring, to
the cooperative base station, NONCE 3 for generating a
security key for sub-cooperative communication for the new 25
member base station through operations 804 to 812, receiv-
ing NONCE 3 and Signature 3 that 1s a security signature
based on the security key, received through the serving base
station, for the sub-cooperative communication of the new
member base station, generating the security key for the 30
sub-cooperative communication by using the subscriber
authentication path for the cooperative base station and
NONCE 3, generating Signature 4, which 1s a security
signature, based on the generated security key for the
sub-cooperative communication, and reserving the security 35
key for the sub-cooperative communication as a security key
for cooperative communication that will be used when the
new member base station 1s changed to the serving base
station.

FIG. 8B 1s a tlowchart illustrating an operation of a 40
serving base station according to a second embodiment of
the present disclosure.

Referring to FIG. 8B, 1n operation 820, the serving base
station receives an access request from a subscriber station.

In operation 822, the serving base station performs a pro- 45
cedure for cell member negotiation, acquired from the
access request, with base stations corresponding to candi-
dates that are to configure a cell supporting cooperative
communication for the subscriber station, and transfers a
result of the negotiation to the subscriber station. 50

In operation 824, the serving base station generates a
security link with the subscriber station, and generates a
security key for the security link for authenticating and
encrypting the security link. The serving base station sets the
encryption key for the security link as a security key for 55
cooperative communication in the cell.

In operation 826, the serving base station requests a
security key for sub-cooperative communication with the
subscriber station from the cooperative base stations. The
security key {for the sub-cooperative communication 60
includes NONCE 1 acquired from the access request, and
the shared information in operation 606. NONCE 1 15 a
value that 1s arbitrarily generated by the subscriber station to
be used for configuration of the security key for the coop-
erative communication with the cooperative base station, 65
and 1s a parameter that 1s used for preventing a session
replay attack.
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In operation 828, the serving base station transfers, to the
subscriber station, the response to the request for generating,
the security key for the sub-cooperative communication,
which has been received from the cooperative base station.
The response to the setting of the security key for the
sub-cooperative communication includes Signature 1 that 1s
a security signature generated based on the security key for
the sub-cooperative communication which 1s generated in
the cooperative base station by using additional information
and NONCE 1 received from an authenticator/authentica-
tion server, NONCE 2 that 1s set to an arbitrary value, and
information on a subscriber station authentication path for
the cooperative base station. NONCE 2 1s a parameter that
1s arbitrarily generated to prevent the session replay attack
for the subscriber station in the cooperative base station.

In operation 830, the serving base station receives, from
the subscriber station, an acknowledgement (ACK) of the
response to the request for generating the security key for the
sub-cooperative communication, and transfers the ACK to
the cooperative base station. The ACK of the response to the
request for generating the security key for the sub-coopera-
tive communication includes Signature 2 that 1s a security
signature based on the security key for the sub-cooperative
communication generated by the subscriber station, by using
the subscriber station authentication path for the cooperative
base station and NONCE 2.

In operation 832, the serving base station performs com-
munication in the cell, by using the security key for the
cooperative communication which has been set 1n operation
824. The serving base station proceeds to operation 834 to
perform a procedure for measuring a signal intensity for an
adjacent cell of the serving base station being in the com-
munication, and determines the addition of a new member
base station based on the measured signal intensity. When
the addition of the new member base station 1s not deter-
mined, the subscriber station returns to operation 832, and
performs the communication in the cell by using the existing
security key.

When 1t 1s determined that the new member base station
1s to be added, the serving base station transfers, to the
subscriber station, a cell update notification informing of the
addition of the new member base station, 1n operation 836.
The serving base station helps the security key for the
sub-cooperative communication for the new member base
station be generated through operations 824 to 828.

FIG. 8C 1s a flowchart illustrating an operation of a
cooperative base station according to a second embodiment
of the present disclosure.

Referring to FIG. 8C, the cooperative base station per-
forms cell member negotiation with a serving base station 1n
operation 834, when an attempt for the cell member nego-
tiation 1s recerved from the serving base station configuring
a cell that provides cooperative communication for a specific
subscriber station.

In operation 836, the cooperative base station receives,
from the serving base station, a request for generating a
security key for sub-cooperative communication with the
subscriber station. The security key for the sub-cooperative
communication includes NONCE 1 acquired from the
access request, and the shared information 1n operation 606.
NONCE 1 1s a value that 1s arbitrarily generated by the
subscriber station to be used for the configuration of the
security key for the cooperative communication with the
cooperative base station, and 1s a parameter that 1s used for
preventing a session replay attack.

In operation 838, the cooperative base station requests
and acquires additional information for the security key for
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the sub-cooperative communication from an authenticator/
authentication server. The cooperative base station generates
the security key for the sub-cooperative communication by
using the additional information and NONCE 1, and gen-
crates Signature 1 that 1s a security signature based on the
security key for sub-cooperative communication, and
NONCE 2 that 1s set to an arbitrary value. NONCE 2 1s a
parameter that 1s arbitrarily generated for prevention of the
session replay attack for the subscriber station in the coop-
crative base station.

In operation 840, the cooperative base station transfers, to
the subscriber station, a response to the request for setting
the security key for the sub-cooperative communication,
including Signature 1, NONCE 2, and a subscriber station
authentication path for the cooperative base station.

In operation 842, the cooperative base station receives the
response, which 1s transmitted from the subscriber station
and 1ncludes Signature 2, to the request for setting the
security key {for the sub-cooperative communication,
through the serving base station. Signature 2 1s a security
signature based on the security key for the sub-cooperative
communication generated by the subscriber station through
the subscriber station authentication path for the cooperative
base station and NONCE 2.

In operation 844, the cooperative base station sets in
advance the security key for the sub-cooperative communi-
cation as a security key for the cooperative communication
that will be used when the cooperative base station serves as
the serving base station in the cell for the cooperative
communication of the subscriber station. In operation 846,
the cooperative base station transmits/receives, 1n the cell,
data encrypted with the security key for the cooperative
communication which has been set as the security key for
the security link of the serving base station.

In operation 848, the cooperative base station determines
whether a notification, representing that the cooperative base
station was changed to a new serving base station, has been
received from the serving base station.

When 1t 1s determined that the notification has been
received, the cooperative base station controls communica-
tion of the member base stations 1n the cell as a new serving,
base station, 1n operation 850, and transmits/receives, in the
cell, data encrypted by using the securnity key for the
sub-cooperative communication of the cooperative base
station which has been reserved 1n operation 844. When it 1s
determined that the notification has not been received, the
cooperative base station returns to operation 846.

FI1G. 9 15 a signal flow diagram 1llustrating a procedure for
managing a security key of a subscriber station 1n a process
of changing the serving base station of the cell according to
the first and second embodiments of the present disclosure.

Referring to FIG. 9, 1n operation 902, a subscriber station
900 performs data transmission/reception through a cell
configured with a serving base station 950 and a cooperative
base station 960. At this time, the transmitted/received data
1s encrypted by using a security key for cooperative com-
munication of the serving base station 950.

In operation 904, the serving base station 950 discontin-
ues serving as a serving base station in the cell that provides
the cooperative communication for the subscriber station
900, and determines that another member base station 1s to
serve as a serving base station of the subscriber station 900.
At this time, the determination of changing the serving base
station 1s made 1n view of a signal measurement result that
the subscriber station reports, a service load of the serving
base station 950, and the like. For example, suppose the
serving base station 950 selects the cooperative base station
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960 as a new serving base station of the subscriber station
900. Then, 1n operation 906, the serving base station 950
performs a procedure for serving base station change nego-
tiation with the cooperative base station 960. In operation
908, the serving base station 950 notifies the subscriber
station 900 that the cooperative base station 960 is deter-
mined as a new serving base station. In operation 910, the
subscriber station 900 sets the cooperative base station 960
as a new serving base station, and the serving base station
950 as a cooperative base station.

Thereatter, 1n operation 912, the subscriber station 900
performs data transmission/reception in the cell 1n which the
serving base station 950 serves as a cooperative base station
and the cooperative base station 960 serves as a serving base
station. At this time, all the transmitted/received data 1s
encrypted with the securnity key for sub-cooperative com-
munication reserved for the cooperative base station 960. It
1s assumed that the security key for the sub-cooperative
communication 1s generated and reserved through the pro-
cedure of FIGS. 3 and 4 according to the first embodiment
of the present disclosure and the procedure of FIGS. 6 and
8 according to the second embodiment of the present dis-
closure. Thus, repetitive descriptions of the procedures for
generating and reserving the security key for the sub-
cooperative communication will be omatted.

—Third Embodiment—

Hereinatter, 1n the third embodiment of the present dis-
closure, a subscriber station sets a security key for a security
link, generated for authenticating and encrypting the secu-
rity link with a serving base station, as a security key for
sub-cooperative communication in a cell that provides coop-
erative communication for the subscriber station. When the
serving base station 1s changed to a new serving base station,
the subscriber station performs, through the serving base
station, a procedure for changing to the new serving base
station to generate a security key for cooperative commu-
nication of the new serving base station. Hereinatter, based
on control of the new serving base station, data transmitted/
received 1n the cell 1s encrypted by using the security key for
the cooperative communication of the new serving base
station. At this time, the security key for the cooperative
communication of the new serving base station 1s generated
through the same procedure as that for generating the
security key for the sub-cooperative communication of the
cooperative base station according to the first and second
embodiments of the present disclosure. Hereinalter, 1n
descriptions according to the third embodiment of the pres-
ent disclosure, a procedure of generating the security key for
the sub-cooperative communication according to the second
embodiment of the present disclosure will be 1llustrated.

FIG. 10A 1s a signal flow diagram 1llustrating a procedure
for managing a security key of a subscriber station 1n a
process ol changing a serving base station of a cell that
provides cooperative communication according to a third
embodiment of the present disclosure.

Retferring to FIG. 10A, since operations of a subscriber
station 1000, a serving base station 1050, a cooperative base
station 1060, and an authenticator/authentication server
1070 1n operations 1002 to 1020 are the same as those of the
subscriber station 600, the serving base station 650, the
cooperative base station 660, and the authenticator/authen-
tication server 670 in operations 602 to 620 according to the
second embodiment of the present disclosure, descriptions
of them will be omaitted.

In operation 1022, the serving base station 1050 discon-
tinues serving as a serving base station of the cell, and
determines that another member base station 1s to serve as
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the serving base station of the cell. At this time, the deter-
mination of changing to a new serving base station 1s made
in view ol a signal measurement result that the subscriber
station 1000 reports, 1.e., a service load of the serving base
station 1050, and the like. For example, suppose the serving
base station 1050 selects the cooperative base station 1060,
which 1s an existing member base station, as a new serving,
base station of the subscriber station 1000. As another
example, the serving base station 1050 may also determine
a new member base station but not the member base stations
of the cell as the new serving base station. In operation 1024,
the serving base station 1050 notifies the subscriber station
1000 that the cooperative base station 1060 is to be changed
to the new serving base station. Then, 1n operation 1026, the
subscriber station 1000 sets the cooperative base station as
the new serving base station, and the serving base station
1050 as a cooperative base station 1 a cell member base
station list. Thereatter, the subscriber station 1000 transfers,
to the serving base station 1030, a response to the notifica-
tion which includes NONCE 1 and information on the
cooperative base station 1060. At this time, the response
includes NONCE 1 information for generating a security
key for cooperative communication, for communication in
the cell when the cooperative base station 1060 serves as the
serving base station. NONCE 1 1s a value that 1s arbitrarily
generated by the subscriber station 1000 to be used for
configuring the security key for the cooperative communi-
cation of the cooperative base station 1060, and 1s a param-
cter that 1s used for preventing a session replay attack.

In operation 1028, the serving base station 1050 transmuits,
to the cooperative base station 1060, a serving base station
change request requiring that the cooperative base station
1060 1s to serve as a serving base station in the cell of the
subscriber station 1000. The serving base station change
request includes an 1dentifier of the subscriber station 1000
and NONCE 1.

In operation 1030, the cooperative base station 1060
configures a security key for cooperative communication,
which will be used for communication with the subscriber
station 1000 1n the cell, by using additional information, the
identifier of the subscriber station, and NONCE 1. The
additional information corresponds to mformation acquired
from the authenticator/authentication server 1070 1n opera-
tion 1020. For example, the additional information corre-
sponds to a session key between the subscriber station 1000
and the corresponding cooperative base station 1060, and
authentication path information of the subscriber station
authentication for the cooperative base station 1060. The
cooperative base station 1060 generates Signature 1 that 1s
a security signature based on the configured security key for
the cooperative communication, and NONCE 2 that 1s an
arbitrary value. NONCE 2 1s a parameter that 1s arbitrarily
generated to prevent the session replay attack for the sub-
scriber station 1000 1n the cooperative base station 1060.
The cooperative base station 1060 transiers, to the serving
base station 1050, a response to the request for changing the
serving base station, including Signature 1 and NONCE 2.
In operation 1032, the serving base station 1050 transmits,
to the subscriber station 1000, the response to the request for
changing the serving base station, including Signature 1 and
NONCE 2. In operation 1034, the subscriber station 1000
configures a new security key for the cooperative commu-
nication for the new cooperative base station, 1.e., the
cooperative base station 1060, by using the authentication
path of the subscriber station 1000 for the cooperative base
station 1060 and NONCE 2. The subscriber station 1000
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the new security key for the cooperative communication,
and transiers, to the serving base station 1050, an acknowl-
edgement (ACK), including Signature 2, for the response to
the request for changing the serving base station. Then, 1n
operation 1036, the serving base station 1050 transfers, to
the cooperative base station 1060, the ACK, including
Signature 2, for the response to the request for changing the
serving base station. Thereafter, 1n operation 1038, the
subscriber station 1000 and the cooperative base station
1060 set the security key for the cooperative communica-
tion, generated through operations 1016 to 1036, as a new
security key for the cooperative communication for data
encryption 1n the cell of the subscriber station 1000. In
operation 1040, the cooperative base station 1060 notifies
the serving base station 1050 that changing to the new
serving base station 1s completed.

Thereatter, 1n operation 1042, the subscriber station 1000
performs data transmission/reception in the cell 1n which the
serving base station 1050 1s configured as a cooperative base
station and the cooperative base station 1060 1s configured
as a new serving base station. At this time, all the transmut-
ted/recerved data 1s encrypted with the new security key for
the cooperative communication, which has been set for the
cooperative base station 1060 through operations 1034 to
1038.

FIG. 10B 1s a tlowchart illustrating an operation of a
subscriber station according to a third embodiment of the
present disclosure.

Referring to FIG. 10B, since operations of a subscriber
station 1000 1n operations 1050 to 1056 are the same as
those of the subscriber station 1n operations 800 to 806 of
FIG. 8 A according to the second embodiment of the present
disclosure, descriptions of them will be omuitted.

In operation 1058, the subscriber station determines
whether a notification, informing that a determination 1s
made as to changing to a new serving base station, has been
received from a serving base station. When 1t 1s determined
that the notification, informing that change to the new
serving base station was determined, has not been received,
the subscriber station transmits/receives data, encrypted by
using the security key for the cooperative communication of
the serving base station, to/from the member base stations in
the cell, 1n operation 1060, 1n which the security key for the
cooperative communication has been set with the security
key for the security link with the serving base station set in
operation 1054. In operation 1038, the subscriber station
waits for reception of the notification informing that the
change to the new serving base station was determined.

When 1t 1s determined that the notification, informing that
the change to the new serving base station was determined,
has been received, the subscriber station generates NONCE
1 for configuring the security key for the cooperative com-
munication for the new serving base station, 1n operation
1062. The subscriber station transiers a response to the
notification, including NONCE 1 and information of the
cooperative base station, to the serving base station. The
request for changing to the new serving base station includes
the mformation of the cooperative base station selected as
the new serving base station.

In operation 1064, the subscriber station determines,
through the serving base station, reception ol a response 1o
the request for changing the serving base station, including
arbitrary NONCE 2 and Signature 1 that is a security
signature based on the security key for the cooperative
communication which the cooperative base station changed
to the new serving base station has generated. When 1t 1s
determined that the response to the request for changing the




US 9,654,969 B2

25

serving base station has not been received, the subscriber
station stands by until the response to the request for
changing the serving base station is received.

When 1t 1s determined that the response to the request for
changing the serving base station has been received, 1n
operation 1066, the subscriber station configures a new
security key for the cooperative communication for the
cooperative base station by using NONCE 2 and a sub-
scriber station authentication path for the cooperative base
station, and generates Signature 2 that 1s a security signature
based on the new secunity key for the cooperative commu-
nication. The subscriber station transfers an instruction for
changing to the new serving base station, including Signa-
ture 2, to the cooperative base station through the serving
base station.

In operation 1068, the subscriber station sets the security
key for the cooperative communication with the cooperative
base station, which has been generated 1n operation 1066, as
a new security key for cooperative communication for cell
communication through which the cooperative base station
operates as the new serving base station. Thereafter, the
subscriber station transmits/receives data, encrypted with
the new secunity key for the cooperative communication,
to/from the member base stations 1n the cell in which the
cooperative base station has been set as the new serving base
station.

FIG. 10C 1s a flowchart illustrating an operation of a
serving base station according to a third embodiment of the
present disclosure.

Referring to FIG. 10C, 1n operation 1070, the serving base
station receives an access request from a subscriber station.
In operation 1072, the serving base station performs a
procedure for cell member negotiation with base stations
corresponding to candidates that will configure a cell that
provides cooperative communication for the subscriber sta-
tion, which has been acquired through the access request,
and transiers a result of the negotiation procedure to the
subscriber station.

In operation 1074, the serving base station generates a
security link with the subscriber station, and generates a
security key for the security link for authenticating and
encrypting the security link. The serving base station sets the
encryption key for the security link as a security key for the
cooperative communication for communication in the cell.

In operation 1076, the serving base station determines a
change to a new serving base station in view ol a signal
measurement result that the serving base station reports.
Suppose it 1s determined that a cooperative base station 1s to
be changed to the new serving base station. Then, in
operation 1078, the serving base station transfers a notifi-
cation, mforming that the change to the new serving base
station 1s determined, to the subscriber station.

The notification includes information on the cooperative
base station and NONCE 1 information for generating the
security key for the cooperative communication 1n the cell
when the cooperative base station serves as a serving base
station. NONCE 1 1s a value that 1s arbitrarily generated by
the subscriber station to be used for configuration of the
security key for the cooperative communication with the
cooperative base station, and 1s a parameter that 1s used for
preventing a session replay attack.

Then, 1n operation 1080, the serving base station receives
a response to the notification from the subscriber station, and
transiers the response to the cooperative base station.

Thereafter, in operation 1082, the serving base station
transiers, to the subscriber station, the response to the
request for changing to the serving base station, including
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arbitrary NONCE 2 and Signature 1 that 1s a security
signature based on the security key for the cooperative
communication which the cooperative base station has gen-
crated. In operation 1084, the serving base station transfers,
to the cooperative base station, an acknowledgement (ACK)
of the response to the request for the changing of the serving
base station, including Signature 2 that is a security authen-
tication certificate based on the new security key for the
cooperative communication generated by using a subscriber
station authentication path for the cooperative base station
and NONCE 1, which has been received from the subscriber
station.

Thereafter, 1n operation 1086, the serving base station
determines whether a notification, informing that changing
to the new base station was completed, has been received
from the cooperative base station. When 1t 1s determined that
the notification has not been received, the serving base
station stands by until the notification 1s received.

When 1t 1s determined that the notification, informing that
changing to the new base station was completed, has been
received from the cooperative base station, 1 operation
1088, the serving base station serves as a cooperative base
station 1n the cell, and transmits/receives data, encrypted
with the security key for the cooperative communication
with the cooperative base station, to/from the subscriber
station 1n the cell.

FIG. 10D 1s a flowchart illustrating an operation of a
cooperative base station according to a third embodiment of
the present disclosure. The cooperative base station trans-
mits/receives data encrypted with a security key for coop-
erative communication between a subscriber station and a
serving base station in a cell. The securnity key for the
cooperative communication 1s a security key for a security
link set between the subscriber station and the serving base
station. Suppose the cooperative base station 1s determined
as a new serving base station by the serving base station.

Referring to FIG. 10D, in operation 1090, the cooperative
base station waits for reception of a response to a notification
informing that changing to a new serving base station was
determined, 1n which the response includes a subscriber
station 1dentifier and NONCE 1 which the subscriber station
has transmitted through the serving base station. NONCE 1
1s a value that 1s arbitrarily generated by the subscriber
station to be used for configuration of the security key for the
cooperative communication with the cooperative base sta-
tion, and 1s a parameter that 1s used for preventing a session
replay attack.

When receiving, from the serving base station, a request
for changing to the new serving base station, in operation
1092, the cooperative base station configures the security
key for the cooperative communication 1n the cell, by using
additional information acquired from an authenticator/au-
thentication server, the subscriber station identifier, and
NONCE 1. The cooperative base station generates Signature
1 that 1s a security signature based on the security key for the
cooperative communication and arbitrary NONCE 2. The
cooperative base station transiers, to the serving base sta-
tion, a response to the request for changing which includes
Signature 1 and NONCE 2.

Thereatter, 1n operation 1094, the cooperative base station
receives, through the serving base station, an acknowledge-
ment (ACK) of the response to the request for changing to
the new serving base station, in which the ACK includes
Signature 2. Signature 2 1s a security signature based on the
new security key for the cooperative communication which
has been generated based on the subscriber station authen-
tication path for the cooperative base station and NONCE 2
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which the subscriber station will use when the cooperative
base station 1s changed to a new base station. Then, in
operation 1096, the cooperative base station sets the security
key for the cooperative communication for the cooperative
base station as the new security key for the cooperative
communication, and notifies the serving base station that the
changing to the new serving base station 1s completed. In
operation 1098, the cooperative base station operates as a
new serving base station of the subscriber station, and
transmits/recerves data, encrypted by using the new security
key for the cooperative communication, to/from the sub-
scriber station.

—Fourth Embodiment—

[ike the first embodiment, 1n the fourth embodiment of
the present disclosure, a subscriber station generates, for
respective member base stations that configure a cell that
provides cooperative communication thereto, seeds input
when creating a security key for cooperative communication
for communication in the cell. The generated seeds for the
member base stations have diflerent values. The subscriber
station transfers the generated seeds to the corresponding
member base stations. Then, a serving base station and
cooperative base stations configuring the cell generate secu-
rity keys for cooperative communication thereof, by using
the seed received from the subscriber station.

However, the fourth embodiment of the present disclosure
1s different from the first embodiment 1n that data encrypted
by using the security key for the cooperative communication
generated for each of the member stations 1s transmitted/
received during communication in the cell. Specifically,
when communicating with the serving base station, the
subscriber station transmits/receives, to/from the serving
base station, data encrypted by using the security key for the
cooperative communication generated by using the seed
generated for the serving base station. When communicating
with the cooperative base station, the subscriber station
transmits/recerves, to/from the serving base station, data
encrypted by using the security key for the sub-cooperative
communication generated by using the seed for the coop-
erative communication generated for the cooperative base
station. When a new member base station 1s added 1n the cell
of the subscriber station, the subscriber station generates a
seed for the new member base station, and transiers the seed
to the new member base station. When communicating with
the new member base station, the subscriber station trans-
mits/receives, to/from the new member base station, data
encrypted by using a new security key for sub-cooperative
communication generated by using the seed for the new
member base station.

As described above, since the operations of the fourth
embodiment of the present disclosure are the same as those
of the first embodiment, except for data encryption 1n the
case of communication in the cell, the fourth embodiment
will be described with reference to the drawing of the first
embodiment.

Hereinatter, a procedure for managing a security key of a
subscriber station 1n a process of configuring a cell accord-
ing to the fourth embodiment of the present disclosure will
be described with reference to FI1G. 3. Referring to FIG. 3,
since operations of a subscriber station, a serving base
station, a cooperative base station, and an authenticator/
authentication server according to the fourth embodiment
are the same as those of the subscriber station 300, the
serving base station 350, the cooperative base station 360,
and the authenticator/authentication server 370 according to
the first embodiment of the present disclosure, descriptions
of them will be omitted hereinaiter. The seed of the serving
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base station 350 which the subscriber station 300 has
generated 1 operation 314 has a different value from the
seed of the cooperative base station 360 which the sub-
scriber station 300 has generated 1n operation 326.

In operation 336, the subscriber station 300 performs data
transmission/reception 1n the cell configured with the serv-
ing base station 3350 and the cooperative base station 360. At
this time, the data which the subscriber station 300 trans-
mits/receives to/from the serving base station 350 1s
encrypted with a cell authentication key for cooperative
communication of the serving base station 350, which has
been configured through operations 318 and 320, by using
the seed which the subscriber station 300 has generated for
the serving base station 350 in operation 314. The data
which the subscriber station 300 transmits/receives to/from
the cooperative base station 360 1s encrypted with a cell
authentication key for cooperative communication of the
cooperative base station 360, which has been configured
through operations 330 to 334, by using the seed which the
subscriber station 300 has generated for the cooperative base
station 350 in operation 326.

Next, a procedure for managing a security key of a
subscriber station 1n a process of re-configuring a cell that
provides cooperative communication according to the fourth
embodiment of the present disclosure will be described with
reference to FIG. 4. Referring to FIG. 4, since operations of
a subscriber station, a serving base station, a first coopera-
tive base station, a second cooperative base station, and an
authenticator/authentication server according to the fourth
embodiment are the same as those of the subscriber station
400, the serving base station 450, the first cooperative base
station 460, the second cooperative base station 470, and the
authenticator/authentication server 480 in operations 402 to
424 according to the first embodiment of the present dis-
closure, descriptions of them will be omitted hereinaiter.
The seed of the second cooperative base station 470 which
the subscriber station 400 has generated 1n operation 416 has
a different value from the seeds which the subscriber station
400 has generated for the serving base station 4350 and the
first cooperative base station 460. Suppose security keys for
cooperative communication of the serving base station 450
and the first cooperative base station 460 are set based on the
procedure 1llustrated in FIG. 3.

Thereafter, in operation 426, data that the subscriber
station 400 transmits/receives to/from the first cooperative
base station 460 1s encrypted with a cell authentication key
for cooperative communication, which has been configured
through operations 318 and 320 by using the seed of the
serving base station 4350 generated 1n operation 314. Data
that the subscriber station 400 transmits/receives to/from the
first cooperative base station 460 1s encrypted with a cell
authentication key for cooperative communication, which
has been configured through operations 330 and 336 by
using the seed of the first cooperative base station 460
generated 1n operation 326. Data that the subscriber station
400 transmits/receives to/from the second cooperative base
station 470 1s encrypted with an authentication key for
cooperative communication, which has been configured
through operations 420 and 422 by using the seed of the
second cooperative base station 470 generated 1n operation
416.

Heremnaftter, a procedure for managing a security key of a
subscriber station 1n a process of changing a serving base
station of a cell that provides cooperative communication
according to the fourth embodiment of the present disclosure
will be described with reference to FI1G. 9. Suppose a serving
base station 950 configuring a cell that provides cooperative
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communication for a subscriber station 900 1s changed to a
new serving base station 960. As described above with
reference to FIG. 3, suppose a security key for cooperative
communication 1s set for the serving base station and a
cooperative base station.

Referring to FIG. 9, since operations of a subscriber
station, a serving base station, a cooperative base station,
and an authenticator/authentication server according to the
fourth embodiment are the same as those of the subscriber
station 900, the serving base station 950, the cooperative
base station 960, and the authenticator/authentication server
970 1n operations 902 to 912 of FIG. 9, descriptions of them
will be omitted hereinafter.

In operation 912, the subscriber station 900 performs data
transmission/reception in a cell reconfigured through chang-
ing the existing serving base station 950 to a cooperative
base station, and the existing cooperative base station 960 to
a serving base station. Data that the subscriber station 900
transmits/recerves to/from the serving base station 9350
changed to the cooperative base station 1s encrypted with a
security key for cooperative communication which has been
configured through operations 318 and 320 by using a seed
generated for the serving base station 950 1n operation 314
of FIG. 3. Data that the subscriber station 900 transmaits/
receives to/from the cooperative base station 960 changed to
the new serving base station 1s encrypted with a security key
for cooperative communication which has been configured
through operations 330 and 332 by using a seed generated
tor the cooperative base station 960 1n operation 326 of FIG.
3.

As described above, 1in the fourth embodiment of the
present disclosure, the subscriber station configures a secu-
rity key for cooperative communication for each of the
member base stations by using a seed diflerently generated
for the member base station. It has been illustrated that the
member base stations configuring the cell that provides the
cooperative communication for the subscriber station trans-
mit/recerve data encrypted with the security key for the
cooperative communication of the corresponding member
base station.

As another example, a case of configuring the cell security
key for the cooperative communication based on the general
authentication key as illustrated 1n FIG. 6 according to the
second embodiment of the present disclosure may also be
applied to a scenario according to the fourth embodiment, 1n
which the subscriber station uses the security key for the
cooperative communication generated for the member base
station for data to transmit/receive to/from the cell member
base station.

As described above, the fourth embodiment of the present
disclosure 1s different from the first embodiment 1n that, after
the security key for the cooperative communication 1s gen-
erated for each of the member base stations by using the seed
which has been generated by the subscriber station to have
a different value for the member base station according to
the first embodiment of the present disclosure or based on
the general authentication key according to the second
embodiment of the present disclosure, the data transmitted/
received during the actual communication i1n the cell 1s
encrypted by using the diflerent security keys for the coop-
erative communication for the member base stations.

Thus, since only the security keys for the cooperative
communication used in the actual data transmission/recep-
tion are different from each other in the operations of the
respective member base stations according to the first
embodiment of the present disclosure 1n FIGS. 5A to 3C, a
description of the operation of the respective member base
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stations will be omitted. In the same way, since only the cell
security keys used in the actual data transmission/reception
are different from each other even 1n the operations of the
respective member base stations according to the second
embodiment of the present disclosure 1n FIGS. 8A to 8C, a
description of the operation of the respective member base

stations will be omuatted.

—Fifth Embodiment—

Heremnatter, 1n the fifth embodiment of the present dis-
closure, a subscriber station generates a seed oflset input 1n
a case of generating a security key for cooperative commu-
nication for communication 1n a cell, for each of the member
base stations configuring the cell that provides a cooperative
service to the subscriber station. The seed oflsets generated
for the respective member stations are different from each
other. The subscriber station transfers the generated seed
oflset to the corresponding member base station. A serving
base station and cooperative base stations configuring the
cell generate a security key for cooperative communication
thereof by using the seed oflset received from the subscriber
station. Thereafter, data transmitted/received between the
subscriber station and the member base stations of the
subscriber station in the cell, for example, may be encrypted
based on the security key for the cooperative communication
generated between the subscriber station and the serving
base station. As another example, the data may be encrypted
by using the security key for the cooperative communication
differently generated for each of the member base stations.

FIG. 11 1s a signal flow diagram 1illustrating a procedure
for managing a security key of a subscriber station 1n a
process of configuring a cell that provides cooperative
communication according to a filth embodiment of the
present disclosure.

Referring to FIG. 11, since operations of a subscriber
station 1100, a serving base station 1150, a cooperative base
station 1160, and an authenticator/authentication server 1170
in operations 1102 to 1112 are the same as those of the
subscriber station 300, the serving base station 350, the
cooperative base station 360, and the authenticator/authen-
tication server 370 in operations 302 to 312 of FIG. 3,
descriptions of them will be omitted.

In operation 1114, the subscriber station 1100 generates a
seed 1n order to configure a security key for cooperative
communication which will be used during communication
in a cell that provides the cooperative communication. The
seed according to the fifth embodiment of the present
disclosure 1s generated as a value that all member base
stations configuring the cell of the subscriber station 1100
share 1n the subscriber station 1100. The seed may be
changed when an arbitrary member base station i1s with-
drawn from the cell. Further, in operation 1114, the sub-
scriber station generates a seed offset for the serving base
station 1150. The seed oflset 1s a parameter that the sub-
scriber station 1100 arbitrarily generates such that the mem-
ber base stations of the cell have diflerent values.

In operation 1116, the subscriber station 1100 transters a
cell secunity context including the seed and the seed ofiset to
the serving base station 1150. At this time, the seed 1s
transierred through a security link generated in operation
1112. Then, 1n operations 1118 and 1120, the subscriber
station 1100 and the serving base station 1150 configure a
security key for cooperative communication, which will be
used for the communication 1n the cell, by using the seed and
the seed oflset generated 1n operation 1114. The security key
for the cooperative communication 1s configured through
Equation 3 or Equation 4 below.
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Security key for cooperative
communication=Dot16KDF(seed,MS

)| Seed

offset|“cell key”.cell_key_length) [Eqn. 3]
Security key for cooperative

communication=Dotl1 6KDF(seed, MSID|BSID-

lseed offset|“cell key”,cell_key_length) [Eqn. 4]

Here, Seed denotes a seed that the subscriber station 1100
has generated 1n operation 1114, BSID denotes a base station
identifier, MSID denotes a subscriber station identifier, Seed
oflset denotes a seed oflset that the subscriber station 1100
has generated in operation 1114, *“cell key™ 1s a character
string denoting an encryption key for cooperative commu-
nication, and Dotl6KDF 1s an algorithm for generating an
authentication key of cell_key_length bit through an 1input of
a pairwise master key, a cell seed, a subscriber station
identifier, Seed oflset, and “cell key” character string, or an
mput of a cell seed, a subscriber station identifier, a base
station 1dentifier, Seed offset, and “cell key™ character string.

In operation 1122, the serving base station 1150 transmuits,
to the subscriber station 1100, a cell security context
response encrypted by using the security key for the coop-
erative communication. In operation 1124, the serving base
station 1150 transmits the seed to the cooperative base
station 1460 which 1s a member base station of the cell.

In operation 1126, the subscriber station 1100 generates a
seed oflset for the cooperative base station 1160 which 1s
different from a seed oflset of other member base stations. In
operation 1128, the subscriber station 1100 transfers a cell
security context including the seed offset to the cooperative
base station 1160. The seed oflset may be transmitted
through piggy back or scrambling of an upward link signal
that 1s first transmitted to the cooperative base station 1160.
The upward link signal includes a ranging preamble, a
ranging message, and a beam forming message. In opera-
tions 1130 and 1132, the subscriber station 1100 and the
cooperative base station 1160 configure a security key for
sub-cooperative communication for the cooperative base
station 1160, by using the seed, the seed oflset, Equation 3,
or Equation 4. In operation 1134, the cooperative base
station 1160 transfers a cell security context response
encrypted with the generated cell secunity key for the
sub-cooperative communication to the subscriber station
1100.

Thereafter, the subscriber station 1100 performs data
transmission/reception with the member base stations 1n the
cell that provides the cooperative communication thereof.
For example, the subscriber station 1100 encrypts data
transmitted/received during communication with the mem-
ber base stations, by using the security key for the coopera-
tive communication of the serving base station 1150 which
has been generated in operations 1118 and 1120. As another
example, the data, which 1s transmitted/received to/from the
member base stations in the cell, 1s encrypted by using the
security key for the cooperative communication which has
been generated for each of the member stations. Specifically,
the data transmitted/received between the subscriber station
1100 and the serving base station 1150 1s encrypted with the
security key for the cooperative communication which has
been generated i operations 1118 and 1120. The data
transmitted/received between the subscriber station 1100
and the cooperative base station 1160 1s encrypted with the
security key for the sub-cooperative communication which
has been generated 1n operations 1130 and 1132.

When a new member base station 1s added to the cell, the
subscriber station 1100 generates a seed oflset for the new
member base station differently from other member base
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stations, and transfers the seed ofiset to the new member
base station. Then, the new member base station generates
the security key for the sub-cooperative communication by
using the seed ofiset, Equation 3, or Equation 4. Thereafter,
data transmitted/received between the subscriber station and
the new member base station 1n the cell 1s encrypted by
using the security key for the sub-cooperative communica-
tion which has been generated by using the seed offset of the
new member base station, in a case where data 1s encrypted
for each of the member base stations, by using the security
key for the cooperative communication.

In a case where data transmitted/recerved 1n the cell 1s
encrypted based on the security key for the cooperative
communication of the serving base station, when the serving
base station of the cell 1s changed to the new serving base
station, data encrypted by using the security key for the
sub-cooperative communication which has been generated
by using the seed oflset of the new member base station 1s
transmitted/received.

Operations of the subscriber station, the serving base
station, and the cooperative base station according to the
fifth embodiment of the present disclosure are similar to
those of the subscriber station, the serving base station, and
the cooperative base station according to the first embodi-
ment of the present disclosure 1n FIGS. 5A to 5C. However,
in the fifth embodiment of the present disclosure, as
described above, the procedure for generating the security
key and the encryption key for the security link 1s not
individually pertormed, the data 1s transmitted through the
piggy back or the scrambling of the upward link signal that
1s first transmitted to the cooperative base station.

The subscriber station generates a seed with a value
shared with all the member base stations, and generates a
different seed oflset for each of the member base stations to
transier the generated seed ofiset to the corresponding
member base station. The subscriber station and the member
base stations generate the security key for the cooperative
communication through the seed offset received from the
subscriber station, Equation 3, or Equation 4.

In the embodiments of the present disclosure, subscriber
station negotiation information and security key information
of the subscriber station including the seed and the seed
offset which 1s transmitted/received between the serving
base station and the cooperative base station are transierred
through the security link generated between the serving base
station and the cooperative base station. The security link 1s
encrypted through a security key for cooperative communi-
cation between the serving base station and the cooperative
base station, which has been generated when corresponding
base stations are installed and a connection between the base
stations 1s set.

FIG. 12A 1s a flowchart illustrating an operation of a
subscriber station according to a fifth embodiment of the
present disclosure.

Referring to FIG. 12A, 1n operation 1200, the subscriber
station selects candidates of cell member base stations that
provide cooperative communication thereto, and transfers an
access request to the base station determined as a serving
base station, among the candidates. The access request
includes information on the base stations selected as the
candidate. In operation 1202, the subscriber station receives
a member cell negotiation result for the candidates from the
serving base station. The subscriber station adds information
on the cooperative base stations, which has been acquired
through the member cell negotiation result, to a cell member
list thereotf. In operation 1204, the subscriber station gener-
ates a security link with the serving base station, and

[
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generates a security key for the security link for authenti-
cating and encrypting the security link.

In operation 1206, the subscriber station generates a seed
that the member base stations will commonly use and a seed
oflset of the serving base station, which are different from
those of other member base stations. In operation 1208, the
subscriber station transiers a cell security context, including
the seed and the seed oflset of the serving base station, to the
serving base station through the security link.

In operation 1210, the subscriber station generates the
security key for the cooperative communication by using the
seed oflset of the serving base station, Equation 3, or
Equation 4.

In operation 1212, the subscriber station determines
whether a notification, informing that the serving base
station completely generates the security key for the coop-
erative communication, has been received from the serving
base station. When 1t 1s determined that the notification has
not been received, the subscriber station waits for reception
ol the notification. When 1t 1s determined that the notifica-
tion has been received, in operation 1214, the subscriber
generates a seed oflset of the cooperative base station, and
transiers the seed oflset of the cooperative base station
through an 1nmitial upward link signal. For example, after the
serving base station completely generates the security key
for the cooperative communication, the seed oflset of the
cooperative base station 1s generated. However, according to
another embodiment, as soon as the serving base station
generates the security key for the cooperative communica-
tion, the security key for the cooperative communication
may be generated for each of the member base stations at the
same fime.

In operation 1216, the subscriber station generates a
security key for sub-cooperative communication of the
cooperative base station by using the seed offset of the
cooperative base station and Equation 3 or Equation 4, and
then waits for reception of a cell security context response
from the cooperative base station in operation 1218.

Thereafter, during data transmission/reception in the cell,
the subscriber station encrypts all data by using the security
key for the cooperative communication of the serving base
station, or data by using the security key for the cooperative
communication which has been differently generated for
cach of the member base stations.

FIG. 12B 1s a flowchart illustrating an operation of a
serving base station according to a {fifth embodiment of the
present disclosure.

Referring to FIG. 12B, 1n operation 1220, the serving base
station recerves an access request from a subscriber station.
In operation 1222, the serving base station performs a
procedure for cell member negotiation, acquired from the
access request, with base stations corresponding to candi-
dates that are to configure a cell of the subscriber station, and
transiers a result of the negotiation to the subscriber station.

In operation 1224, the serving base station generates a
security link and a security key for the security link. In
operation 1226, the serving base station monitors the secu-
rity link set with the subscriber station, and determines
whether a seed to be commonly used and a seed offset of the
serving base station have been received from the subscriber
station. When 1t 1s determined that the seed and the seed
oflset of the serving base station have not been received, the
serving base station returns to operation 1226, and waits for
reception of the seed and the seed oflset of the serving base
station. When 1t 1s determined that the seed and the seed
oflset of the serving base station have been received, 1n
operation 1228, the serving base station generates the secu-
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rity key for the cooperative communication of the serving
base station, by using the seed, the seed oflset, and Equation
3 or Equation 4. In operation 1230, the serving base station
transters, to the subscriber station, a cell security context
response mmforming the subscriber station that the security
key of the cooperative communication of the serving base
station has been generated. The serving base station transfers
the seed to the cooperative base station.

Thereafter, when receiving the cell security context
response from the cooperative base station, the serving base
station transmits/receives data to/from the subscriber station
by using the security key for the cooperative communication
of the serving base station.

FIG. 12C 1s a tlowchart illustrating an operation of a
cooperative base station according to a fifth embodiment of
the present disclosure.

Referring to FIG. 12C, the cooperative base station per-
forms cell member negotiation with a serving base station 1n
operation 1234, when an attempt for the cell member
negotiation 1s recerved from the serving base station con-
figuring a cell of a specific subscriber station. Thereafter, 1n
operation 1236, the cooperative base station receives a seed
from the serving base station, and then determines whether
a seed oflset of the cooperative base station has been
received from the subscriber station. When it 1s determined
that the seed oflset of the cooperative base station has not
been recerved, the cooperative base station stands by until
the seed oflset of the cooperative base station 1s received.

When 1t 1s determined that the seed ofiset of the coop-
crative base station has been received, in operation 1238, the
cooperative base station generates a security key for sub-
cooperative communication of the cooperative base station
by using the seed and the seed oflset of the cooperative base
station, and Equation 3 or Equation 4. The cooperative base
station transfers a cell security context response to the
subscriber station.

Thereatter, the cooperative base station performs com-
munication in the cell under control of the serving base
station, or transmits/recerves data, encrypted by using the
security key for the sub-cooperative communication of the
cooperative base station, to/from the subscriber station.

FIG. 13 1s a block diagram 1llustrating a configuration of
a subscriber station according to an embodiment of the
present disclosure.

Referring to FI1G. 13, the subscriber station 1300 includes
a transmission/reception unit 1302, a cell member managing
unmt 1304, a security link setting unit 1306, and a cooperative
communication security key generating umt 1308. While
configurations of the subscriber station are differently 1llus-
trated 1n FIG. 13 according to operations classified by
techniques proposed 1n the present disclosure, the configu-
rations may be configured with a single unit or other
sub-units through other embodiments.

The cell member managing unit 1304 manages member
base stations, configuring a cell thereof acquired through a
serving base station, 1n a cell member base station list. When
receiving, irom the serving base station, a notification
informing of the changing to a new serving base station, the
cell member managing unit 1304 updates the new serving
base station to a serving base station and the existing serving
base station to a cooperative base station, and manages the
member base stations, 1n the cell member base station list.

According to the embodiments of the present disclosure,
the security key generating umt 1306 generates an input
value for generating a security key of the member base
stations. According to the embodiment of the present dis-
closure, the security key generating unit 1306 generates a
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seed that the member base stations commonly use, and a
seed or a seed oflset that 1s set to a different value for the
member base stations. Alternatively, the security key gen-
erating unit 1306 generates an input value for generating a
seed security key based on a general authentication key. The
security key generating unit 1306 generates the security key
for the cooperative communication of the corresponding
member base station, by using the seed and Equation 1 or
Equation 2, according to the embodiments of the present
disclosure. The security key generating unit 1306 generates
the security key for the cooperative communication of the

il

corresponding member base station, by using the seed oilset
and Equation 3 or Equation 4.

Thereafter, the transmission/reception unit 1302 trans-
mits/receives data to/from the member base stations 1n the
cell. The data may be encrypted by using the security key for
the cooperative communication of the serving base station or
the security key for the cooperative communication/the
security key for the sub-cooperative communication classi-
fied for the member base stations, according to the embodi-
ments ol the present disclosure. Further, even when the
serving base station 1s changed to a new serving base station,
the data may be encrypted by using the security key for the
cooperative communication of the serving base station or the
security key for the cooperative communication/the security
key for the sub-cooperative communication classified for the
member base stations, according to the embodiments of the
present disclosure.

FI1G. 14 1s a block diagram 1llustrating a configuration of
a serving base station according to an embodiment of the
present disclosure.

Referring to FIG. 14, the serving base station 1400
includes a transmission/reception unit 1402, a cell member
negotiation unit 1404, a security key generating unit 1406,
and a controller 1408. While configurations of the serving
base station are differently illustrated in FIG. 14 according,
to operations classified by techniques proposed 1n the pres-
ent disclosure, the configurations may be configured with a
single unit or other sub-units through other embodiments.

The transmission/reception unit 1402 receives a seed or a
seed oflset from the subscriber station according to the
embodiments of the present disclosure. At this time, the seed
and the seed offset are set to a value diflerent from that of
member base stations, according to the embodiments of the
present disclosure. Alternatively, the seed may also be set to
a value that all the member base stations commonly use,
according to another embodiment.

The cell member negotiation unit 1404 performs member
cell negotiation with member base stations configuring a cell
of the subscriber station, based on candidate base stations
received from the subscriber station. The cell member
negotiation unit 1404 determines the addition of a new
member base station and changing to a new serving base
station through a procedure for measuring a signal intensity
of an adjacent cell. When it 1s determined that the new
serving base station or the new member base station 1s to be
added, the cell member negotiation umt 1404 performs a
procedure for changing to the new serving base station, or
cell member negotiation with the new member base station.

The secunity key generating umt 1406 generates the
security for the cooperative communication of the serving
base station 1400, by using the seed and the seed oflset
received Irom the subscriber station, according to the
embodiments of the present disclosure. At this time, one of
Equation 1 to Equation 4 1s used according to the embodi-
ments of the present disclosure.
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The controller 1408 controls encryption of data that will
be used during communication of the member base stations
in the cell of the subscriber station. According to the
embodiments of the present disclosure, the data 1s encrypted
by using the security key for the cooperative communication
of the serving base station or the securnity key for the
cooperative communication for each of the member base
stations. Further, even when the serving base station 1s
changed to the new serving base station, the data may be
encrypted by using the security key for the cooperative
communication of the new serving base station or the
security key for the cooperative communication/the security
key for the sub-cooperative communication classified for the
member base stations, according to the embodiments of the
present disclosure.

FIG. 15 15 a block diagram 1llustrating a configuration of
a cooperative base station according to an embodiment of
the present disclosure. While configurations of the coopera-
tive base station are differently 1llustrated 1n FIG. 15 accord-
ing to operations classified by techmques proposed 1n the
present disclosure, the configurations may be configured
with a single unit or other sub-units through other embodi-
ments.

Referring to FIG. 15, the cooperative base station 1500
includes a transmission/reception unit 1502, a sub-coopera-
tive communication security key generating unit 1506, and
a controller 1508.

The transmission/reception unit 1502 receives a seed or a
seed oflset from a subscriber station according to the
embodiments of the present disclosure. At this time, the seed
and the seed oflset are set to a value different from that of
member base stations, according to the embodiments of the
present disclosure. Alternatively, the seed may also be set to
a value that all the member base stations commonly use,
according to another embodiment. The transmission/recep-
tion unit 1502 performs communication 1 a cell under
control of a serving base station. Further, even when the
serving base station 1s changed to a new serving base station,
the transmission/reception unit 1502 performs the commu-
nication in the cell under control of the new serving base
station.

The sub-cooperative communication security key gener-
ating unit 1506 generates a security key for sub-cooperative
communication of the cooperative base station 1500 by
using the seed or the seed oflset. At thus time, one of
Equation 1 to Equation 4 1s used according to the embodi-
ments of the present disclosure.

When recognizing a notification informing that the serv-
ing base station has been changed to the new serving base
station, the controller 1508 performs the communication 1n
the cell, based on the security key for the sub-cooperative
communication generated according to the embodiments of
the present disclosure.

Although the present disclosure has been described with
an exemplary embodiment, various changes and modifica-
tions may be suggested to one skilled 1n the art. It 1s intended
that the present disclosure encompass such changes and
modifications as fall within the scope of the appended
claims.

What 1s claimed 1s:

1. A method to manage a security key to be used for a
cooperative communication at a subscriber station in a
wireless communication system, the method comprising:

generating a first input value of a serving base station and

a second put value of a member base station for the
cooperative communication;
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transmitting the first mput value to the serving base
station, and the second input value to the member base
station;

generating a first security key of the serving base station

based on the first input value, and a second security key >
of the member base station based on the second 1nput
value;

performing the cooperative communication using the first

security key with the serving base station or the mem-
ber base station; and

if a notification indicating that the member base station 1s

changed 1nto a new serving base station, 1s received,
performing the cooperative communication using the
second security key with at least one of the new serving
base station or the serving base station.

2. The method of claim 1, wherein each of the first input
value and the second 1nput value comprises a common value
and an oflset set to a different value for each of the first input
value and the second 1nput value. 20

3. The method of claim 1, further comprising:

receiving, form the serving base station, a message ndi-

cating that a new base station performing the coopera-
tive communication 1s added;

generating a new value for the new base station; and 25

transmitting, to the new base station, the new value.

4. The method of claim 1, wherein performing the coop-
erative communication using the second security key com-
Prises:

transmitting data encrypted using the second security key

to the member base station or the serving base station;
and

receiving, from the member base station or the serving

base station, other data encrypted using the second
security key.

5. The method of claim 1, wherein the first input value 1s
different from the second input value.

6. A method to manage a security key to be used for a
cooperative communication at a serving base station 1 a 4
wireless communication system, the method comprising;

receiving, from a subscriber station, a first input value of

the serving base station;
generating a first security key of the serving base station
based on the first input value; 45

performing the cooperative communication using the first
security key with the subscriber station or a member
base station;
determining a change of the member base station into a
new serving base station; 50

transmitting, to each of the subscriber station and the
member base station, a notification indicating that the
member base station 1s changed into the new serving
base station; and

performing the cooperative communication using a sec- 55

ond security key of the member base station with the
subscriber station or the member base station, wherein
the second security key 1s generated based on a second
input value generated corresponding to the member
base station by the subscriber station. 60

7. The method of claim 6, wherein the first input value 1s
different from the second input value.

8. The method of claim 6, turther comprising;:

determining adding of a new base station for the coop-

erative communication; and 65
performing a procedure for a cell member negotiation
with the new base station.
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9. A subscriber station to manage a security key to be used
for a cooperative communication 1n a wireless communica-
tion system, the subscriber station comprising;

a controller configured to:

generate, a {irst input value of a serving base station and
a second 1nput value of a member base station for the
cooperative communication;
control a transceiver to transmit the first input value to
the serving base station and the second input value to
the member base station; and
generate a first security key of a serving base station
based on the first mnput value and a second security
key of the member base station based on the second
input value; and
the transceiver configured to:
perform the cooperative communication using the first
security key with at least one of the serving base
station or the member base station; and

if’ a notification indicating that the member base station
1s changed into a new serving base station 1s
received, perform the cooperative communication
using the second security key with at least one of the
new serving base station or the serving base station.

10. The subscriber station of claim 9, wherein each of the
first mput value and the second mput value comprises a
common value, and wherein an oflset 1s set to a diflerent
value for each of the first input value and the second input
value.

11. The subscriber station of claim 9, wherein:

the transceiver 1s further configured to receive, form the
serving base station, a message indicating that a new
base station performing the cooperative communica-
tion 1s added; and

the controller 1s further configured to:
generate a new mput value for the new base station; and
control the transceiver to transmit, to the new base

station, the new mput value.

12. The subscriber station of claim 9, wherein during
performing the cooperative communication using the second
security key, the transceiver 1s configured to:

transmit data encrypted using the second security key to
the member base station or the serving base station; and

receive, from the member base station or the serving base
station, other data encrypted using the second security
key.

13. The subscriber station of claim 9, wherein the first

input value 1s different from the second mput value.
14. A serving base station to manage a security key to be
used for a cooperative communication 1n a wireless com-
munication system, the serving base station comprising:
a transcerver configured to receive, from a subscriber
station, a first input value of the serving base station;
and
a controller configured to:
generate a first security key based on the first input
value of the serving base station;

control the transceiver to perform the cooperative com-
munication using the first secunty key with the
subscriber station or a member base station;

determine a change of the member base station into a
new serving base station;

control the transceiver to transmit, to each of the
subscriber station and the member base station, a
notification indicating that the member base station
1s changed into the new serving base station; and

control the transceiver to perform the cooperative com-
munication using a second security key of the mem-
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ber base station with the subscriber station or the
member base station, wherein the second security
key 1s generated based on a second input value
generated corresponding to the member base station
by the subscriber station.

15. The serving base station of claim 14, wherein the first
input value 1s different from the second mput value.

16. The serving base station of claim 14, wherein the
controller 1s further configured to:

determine adding of a new base station for the cooperative

communication; and

control the transceiver to perform a procedure for a cell

member negotiation with the new base station.

17. A method to manage a security key to be used for a
cooperative communication at a member base station 1n a
wireless communication system, the method comprising;

receiving, from a subscriber station, a first input value of

the member base station, and generating a first security
key based on the first mnput value;

performing the cooperative communication using a sec-

ond security key of a serving base station with the
subscriber station based on controlling of the serving
base station; and

receiving, from a serving base station, a notification

indicating that the member base station 1s changed into
a new serving base station, and performing the coop-
crative communication using the first security key with
the subscriber station, wherein the second security key
1s generated based on a second input value generated
corresponding to the serving base station by the sub-
scriber station.

18. The method of claim 17, wherein the first input value
1s different from the second input value.

19. The method of claim 17, wherein performing the
cooperative communication using the first security key
COmMprises:
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transmitting data encrypted using the first security key to
at least one of the serving base station or the subscriber
station; and
recerving, Irom the subscriber station or the serving base
station, other data encrypted using the first security key.
20. A member base station to manage a security key to be
used for a cooperative communication 1 a wireless com-
munication system, the member base station comprising:
a transceiver configured to:
receive, from a subscriber station, a first input value of
the member base station; and
generate a first security key based on the first mput
value; and
a controller configured to:
control the transceiver to perform the cooperative com-
munication using a second security key of a serving
base station with the subscriber station based on
controlling of the serving base station;
control the transceiver to receive, from a serving base
station, a notification indicating that the member
base station 1s changed to a new serving base station;
and
perform the cooperative communication using the first
security key with the subscriber station, wherein the
second security key 1s generated using on a second
input value generated corresponding to the serving
base station by the subscriber station.
21. The member base station of claim 20, wherein the first
input value 1s different from the second mput value.
22. The member base station of claim 20, wherein the
transceiver 1s further configured to:
transmit data encrypted using the first security key to the
serving base station or the subscriber station; and
receive, from the subscriber station or the serving base
station, other data encrypted using the first security key.
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