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SYSTEM AND METHOD FOR GENERATING
SETS OF ANTIVIRUS RECORDS FOR
DETECTION OF MALWARE ON USER

DEVICES

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present disclosure claims benefit of priority under 335
U.S.C. 119(a)-(d) to a Russian Application No. 2015141552

filed on Sep. 30, 2015, which 1s incorporated by reference
herein.

FIELD OF TECHNOLOGY

The present mvention relates generally to the field of
computer security and, more specifically to systems and

methods of generating a set of antivirus records to be used
for detection of malicious files on a user’s computing
devices.

BACKGROUND

The number of different soitware applications for user’s
computing devices, such as personal computers, laptops,
tablet, smart phones, etc, increases with tremendous pace.
Among the multitude of applications there 1s a group of
malicious programs which are able to cause harm to the user
device or the data of the user, such as: Internet worms, key
loggers and computer viruses. There have been developed
many different technologies for providing computer secu-
rity, such as antivirus software, which 1s designed to detect
malicious programs on the user device and to block their
operating ability (e.g., placing them 1n quarantine or remov-
ing them from the user device).

The antivirus solftware may use a number of diflerent
methods of detecting malicious software, malicious pro-
cesses, other malicious objects of the operating system (OS)
and links to them, such as the URI (Universal Resource
Identifier, such as file://*** exe). The most popular malware
detection methods are signature analysis (a technology for
finding correspondences between a particular segment of
code of the program being analyzed and a known code, or
signature, 1 a database of signatures of malicious pro-
grams ), heuristic analysis (a technology involving emulating
the working of a program being analyzed, creating an API
(Application Programming Interface) function call log, and
finding correspondences between the data of the created API
tunction call log and the data 1n a database of emulations of
malicious programs), and proactive analysis (a technology
involving intercepting API function calls launched in the
system of the program being analyzed, creating an API
tfunction call log, and finding correspondences between the
data of the created log and the data 1n a database of calls for
API functions of malicious programs).

In operation, each of the aforementioned methods
requires data to be used for the detection of malicious
objects, for example, in the case of signature analysis, such
data might be signatures, for heuristic analysis, such the data
might be heuristic rules. Despite the fact that, for example,
when a single signature 1s used, the antivirus soitware may
detect a whole array of malicious objects similar 1 their
structure or 1n the harm caused. Therefore, the ever increas-
ing number of malicious objects which can cause harm to the
user’s data or to his computer requires a corresponding
increase 1n the volume of data used for detecting malicious
objects. In the majority of cases, said data 1s stored on the
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user’s computer as part of antivirus libraries—a component
of the antivirus software. Thus, increasing the volume of

data used for the detection, may result in the decrease of
available space on the hard drive of the user device.

Although there are known approaches aimed at optimiz-
ing (reducing) the space on a hard drive occupied by data
used for the detection of malicious objects, they are not able
to solve the problem of selection of the data to be used for
the detection of malicious objects, namely, the generating of
such a set of data to be used for the detection of malicious
objects which does not require a large memory volume for
storage, yet which aflords a reliable protection of the user
device, or they do not solve this problem effectively enough.
Theretore, there 1s a need for a more effective solution of the
problem of selection of the data to be used for detection of
malicious objects.

SUMMARY

Disclosed are systems and method for generating a set of
antivirus records to be used for detection of malicious files
on a user’s computing devices. An exemplary method
includes maintaiming, by a server, a database of malicious
files; generating, by the server, at least one antivirus record
for each malicious file; calculating, by the server, an eflec-
tiveness ol each antivirus record by determining how many
different malicious files were detected using each antivirus
record; generating, by the server, a set of most effective
antivirus records, comprising: selecting for each known
malicious file the most effective antivirus record used in
detection of said malicious file, wherein an antivirus record
used to detect more malicious {files 1s more elfective than an
antivirus record used to detect fewer malicious files; deter-
mining whether the selected antivirus record 1s already 1n the
set; and 11 the selected antivirus record i1s not in the set,
adding said record to the set; and transmitting, by the server,
the set of most effective antivirus records to a client device.

In one exemplary aspect, the antivirus record includes one
or more of: a signature of a malicious file; a heuristic rule
used for detection of a malicious file during emulation of the
malicious file; a heuristic rule used for detection of a
malicious file during proactive detection; and a locality
sensitive hash of a malicious file.

In one exemplary aspect, calculating an eflectiveness of
cach antivirus record by determining how many malicious
files were detected using each antivirus record, includes
collecting, by an antivirus application running on the server,
statistics on a number of malicious files detected by the
antivirus application using each antivirus record.

In one exemplary aspect, the eflectiveness of an antivirus
record 1s calculated as a function of a number of different
malicious files detected using said antivirus record.

In one exemplary aspect, the eflectiveness of an antivirus
record 1s calculated as a function of a number of diflerent
malicious files detected by said antivirus record and a
number of false positive detections by said antivirus record.

In one exemplary aspect, the eflectiveness of an antivirus
record 1s calculated as a function of a number of diflerent
malicious {files detected by said antivirus record and a
category to which each of the detected malicious files
belongs, the category including one of the trusted, untrusted
and malicious.

In one exemplary aspect, the eflectiveness of an antivirus
record 1s further calculated as a function of a popularity of
cach detected malicious file on client devices.

An exemplary system for generating sets of antivirus
records comprises: a server having a hardware processor
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configured to: maintain a database of malicious files; gen-
erate at least one antivirus record for each malicious file;
calculate effectiveness of each antivirus record by determin-
ing how many different malicious files were detected using
cach antivirus record; generate a set of most eflfective
antivirus records, comprising: select for each known mali-
cious file the most eflective antivirus record used 1n detec-
tion of said malicious file, wherein an antivirus record used
to detect more malicious files 1s more effective than an
antivirus record used to detect fewer malicious files; deter-
mine whether the selected antivirus record 1s already in the
set; and 1f the selected antivirus record 1s not 1n the set, add
said record to the set:; transmit the set of most eflective
antivirus records to a client device.

An exemplary non-transitory computer readable medium
storing computer executable instructions for generating sets
of antivirus records, includes instructions for: maintaining,
by a server, a database of malicious files; generating, by the
server, at least one antivirus record for each malicious file;
calculating, by the server, an eflectiveness of each antivirus
record by determining how many different malicious files
were detected using each antivirus record; generating, by the
server, a set of most eflective antivirus records, comprising:
selecting for each known malicious file the most eflective
antivirus record used in detection of said malicious file,
wherein an antivirus record used to detect more malicious
files 1s more eflective than an antivirus record used to detect
tewer malicious {iles; determining whether the selected
antivirus record 1s already in the set; and 1f the selected
antivirus record 1s not in the set, adding said record to the
set; and transmitting, by the server, the set of most eflective
antivirus records to a client device.

The above simplified summary of example aspects of the
invention serves to provide a basic understanding of the
invention. This summary 1s not an extensive overview of all
contemplated aspects, and 1s intended to neither 1dentify key
or critical elements of all aspects nor delineate the scope of
any or all aspects of the invention. Its sole purpose 1s to
present one or more aspects 1 a simplified form as a prelude
to the more detailed description of the invention that fol-
lows. To the accomplishment of the foregoing, the one or
more aspects ol the present invention include the features
described and particularly pointed out 1n the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated nto
and constitute a part of this specification, illustrate one or
more example aspects of the present invention and, together
with the detailed description, serve to explain their prin-
ciples and implementations.

FIG. 1 illustrates a diagram of an exemplary system for
generating a set of antivirus records to be used for detection
of malicious files on a user device.

FIG. 2 shows a flow diagram of an exemplary method of
generating a set of antivirus records to be used for detection
of malicious files on a user device.

FIG. 3 illustrates an example of a general-purpose com-
puter system by means ol which the disclosed aspects of
systems and method can be implemented.

DETAILED DESCRIPTION OF EXEMPLARY
ASPECTS OF THE INVENTION

Example aspects of the present invention are described
herein 1n the context of a system, method, and computer
program product for generating a set of antivirus records to

10

15

20

25

30

35

40

45

50

55

60

65

4

be used for detection of malicious files on a user’s comput-
ing devices. Those of ordinary skill in the art will realize that
the following description 1s illustrative only and 1s not
intended to be 1n any way limiting. Other aspects will readily
suggest themselves to those skilled 1in the art having the
benefit of this disclosure. Reference will now be made in
detail to implementations of the example aspects as 1llus-
trated 1n the accompanying drawings. The same reference
indicators will be used to the extent possible throughout the
drawings and the following description to refer to the same
or like 1tems.

Initially, a number of definitions of terms which will be
used 1n describing various exemplary aspects of the iven-
tion will be provided herein below.

A malicious application may include an application able
to cause harm to a computer or to the data of the computer
user, for example, an Internet worm, a key logger, a com-
puter virus. The harm caused may be unlawiul access to
computer resources, including the data being stored on the
computer, for the purpose of thett, and also unlawiul use of
resources, including for data storage, performance of calcu-
lations, and so on.

A trusted application may include an application which
does not cause harm to the computer or 1ts user. A trusted
application can be an application developed by a trusted
software manufacturer, downloaded from a trusted source
(such as a site listed in a database of trusted sites) or an
application whose 1dentifier (such as the MD3S of the appli-
cation file) 1s stored 1n a database of trusted applications. The
manufacturer’s identifier, such as a digital certificate, may
also be stored 1n the database of trusted applications.

An untrusted application may include an application
which 1s not trusted, but also not recognized as being
malicious, for example, by means of an antivirus applica-
tion.

A malicious file may include a component of a malicious
application, such as an executable file, a configuration file,
and other files used by the application during 1ts execution.

An untrusted file may include a file which 1s a component
ol an untrusted application.

A trusted file may include a file which 1s a component of
a trusted application.

Signature analysis may include a technology of finding
correspondences between a particular segment of program
code and a known code—signature—1irom a database of
signatures of malicious programs with the goal of detecting
a malicious program. It should be noted that this technology
can be used both to detect files of a malicious program and
to detect malicious code 1n the RAM of a computing device.

Heuristic analysis may include a technology involving
emulating the execution of a program (executing program
code, adapted for execution with the use of certain hardware
and software, by making use of other hardware and software
different from the former), creating an API function call log,
and finding correspondences between the data of the created
API function call log and the data from a database of
emulations of malicious programs in order to detect a
malicious program.

Proactive analysis may include a technology involving
intercepting API function calls launched in the operating
system of the program, creating an API function call log, and
finding correspondences between the data from the created
log and the data from a database of API function calls of
malicious programs in order to detect a malicious program.

An antivirus record may include information needed by
the antivirus application to detect malicious files. It may be,
for example, a signature, a heuristic rule (which can be used,
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for example, by heuristic and proactive analysis), a check
sum or hash of a file (including a flexible or locality-
sensitive hash—a file hash which 1s 1invariant to minor file
changes).

The statistics on the use of an antivirus record may
include information on the number of malicious files
detected by the antivirus application using the antivirus
record, and also an identifier of each file detected with the
help of the antivirus record (for example, a check sum

calculated according to one of the algorithms: MD35, SHA-1,
SHA-2, or a character string—the file name). The collection
ol statistics may be done by the antivirus application using
the antivirus record for detection of malicious files (during
the detection of malicious files).

The effectiveness of an antivirus record may be a numeri-
cal value; the larger 1t 1s, the more malicious files have been
detected by the antivirus application using that antivirus
record among the files 1n a files database.

FIG. 1 shows a diagram of an exemplary system for
generating a set of antivirus records to be used for detection
of malicious files on a user’s computer according to one
aspect of the invention. On the user’s computer 100 there 1s
installed an antivirus application 101, which 1s configured to
detect malicious files on the computer 100. The antivirus
application 101 uses the antivirus records stored 1n a data-
base of antivirus records 102, which likewise may reside on
the user’s computer 100. The user’s computer 100 1s con-
nected via a network 110 (in one exemplary aspect, the
Internet or a local area network, LAN) to a remote server
120. In one exemplary aspect, the remote server 120 may be
a single computing device. In another exemplary aspect the
remote server 120 may be a set of connected computing,

devices performing distributed computations (computations
in which the overall volume of computations, such as the
execution ol code, 1s broken up into parts and distributed
among several computing devices) for performing functions
of systems and methods disclosed herein.

In one exemplary aspect, the remote server 120 may
include an antivirus application 121, a module of creating
antivirus records 123, a module of generating sets of anti-
virus records 126, a module of evaluation of the eflective-
ness of antivirus records 127, a database of antivirus records
122, a database of files 123 and a database of statistics 124.

It should be noted that the antivirus application 101 and
the antivirus application 121 1n one exemplary aspect of the
invention may perform similar functions 1n the detection of
malicious objects and collection statistics, which will be
described below.

In one exemplary aspect, the database of files 123 1s
configured to store files, such as malicious files, trusted files
and untrusted files, as well as information as to whether a file
being stored 1s malicious, trusted, or untrusted. In one
exemplary aspect, files are added to the database of files 123
by an expert 1n computer security together with information
(indication) as to whether the file 1s malicious, trusted, or
untrusted. In yet another exemplary aspect, 1n addition to the
aforementioned files, file identifiers may be stored in the
database of files 123 (for example, check sums of files
calculated according to one of the algorithms: MD5, SHA-1,
SHA-2, or a character string—the file name).

In one exemplary aspect, the antivirus application 121 1s
configured to detect malicious files. For detection of mali-
cious files, the antivirus application 121 utilizes antivirus
records (at least one) from a database of antivirus records
122, the database of antivirus records 122 being configured
to store antivirus records. The antivirus records may be used
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by the antivirus application 121 1n the course of performing
a signature, heuristic or proactive analysis.

In one exemplary aspect, the antivirus record may contain
a flexible hash (locality-sensitive hash). The flexible hash 1s
also known as a “flexible convolution™ constitutes a hash
sum (hash) which 1s calculated from a set of file attributes,
which 1s resistant to slight changes 1n the file (for example,
the hash sum calculated from the file will coincide with the
hash sum calculated from a file 1n which one of the attri-
butes, for example, has a diflerent value). In the case that the
antivirus record contains a flexible hash of a malicious file,
the antivirus application 121 during the analysis of the file
in order to detect a malicious file will calculate the tlexible
hash of the file being analyzed (irom the set of file attributes)
and compare this with the tlexible hash from the antivirus
record. If the calculated flexible hash and the flexible hash
from the antivirus record match, the file being analyzed 1s
recognized by the antivirus application 121 as being mali-
cious. In one exemplary aspect, the antivirus record may
contain, besides a flexible hash, information (such as a
character 1dentifier) as to the method of calculating the hash,
which needs to be used by the antivirus application 121
during the analysis of the file. It should be noted that the
above-described method of detection (using antivirus
records containing a flexible hash) of malicious files can also
be used by the antivirus application 101 which 1s residing on
the user’s computer 100.

In one exemplary aspect, the module for creating antivirus
records 1235 1s configured to create antivirus records and
store them 1n a database of antivirus records 122. For the
creation of an antivirus record, the module 125 uses the file
(which will need to be detected with the help of the antivirus
record) and one of the following methods of creating anti-
virus records.

In one exemplary aspect, the module for creating antivirus
records 125 creates an antivirus record for detection of a
malicious file, said record containing a signature (a sequence
of bytes of the file) of the indicated file so that the file 1s
recognized as malicious by the antivirus application 121 if
it contains the signature from the antivirus record.

In another exemplary aspect, the module for creating
antivirus records 123 creates an antivirus record for detec-
tion of a malicious file, said record containing a heuristic
rule such that said file 1s recognized as malicious by the
antivirus application 121 in accordance with the logic of the
heuristic rule, which 1s applied to the API function call log
which 1s generated during the emulated execution of the
program (if the file 1s executable) during the heuristic
analysis of the file. In one exemplary aspect, the technology
described 1n a commonly owned U.S. Pat. No. 9,147,073,
which 1s incorporated by reference herein, may be used to
create such an antivirus record.

In yet another exemplary aspect, the module for creating
antivirus records 1235 creates an antivirus record for detec-
tion of a malicious file, said record containing a heuristic
rule such that said file 1s recognized as malicious by the
antivirus application 121 1n accordance with the logic of the
heuristic rule, which 1s applied to the API function call log
which 1s generated upon interception of API function calls
which 1s launched in the operating system of the program (if
the file 1s executable) during the proactlve analysis of the
file. An example of this technology 1s described in a com-
monly owned U.S. Pat. No. 8,566,943, which i1s incorpo-
rated by reference herein.

In yet another exemplary aspect, the module for creating
antivirus records 123 creates an antivirus record for detec-
tion of a malicious file, said record containing a flexible hash




US 9,654,486 B2

7

of the file, such that said file 1s recognized as malicious by
the antivirus application 121 1f the calculated flexible hash
of the file matches up with the flexible hash from the
antivirus record.

In yet another exemplary aspect, the module for creating
antivirus records 125 1s configured to create several antivirus
records for the same malicious file, by means of which
records said file can be recognized as malicious by the
antivirus application 121 (for example, with the use of
several of the aforementioned methods of creating an anti-
virus record). In one exemplary aspect, the module of
creating anftivirus records 125 1s able to create antivirus
records containing different tlexible hashes for detection of
one and the same file (we shall assume that such antivirus
records are created using different methods for creation of
antivirus records). Each of these antivirus records 1s created
with the use of 1ts own method of calculation of the hash (for
example, one of the methods listed below). In one exem-
plary aspect, the module of creating antivirus records 125
may use algorithm for calculation of flexible hashes for
creating antivirus records as described in a commonly
owned U.S. Pat. No. 8,955,120, which 1s incorporated by
reference herein. The sets of file attributes used 1n calculat-
ing the flexible hash may be diflerent:

For example, 1n order to calculate the flexible hash, the
following set of file attributes may be used: the file size, the
file image size, the number of file sections, the RVA (Related
Virtual Address) of the file sections, the RVA of the entry
point, the type of subsystem, the file characteristics from the
COFF (Common Object File Format) header, the mutual
arrangement ol the objects of the table of directories, the
disposition of the objects of the table of directories by file
sections, the type of compiler used to create the file, the
frequency characteristics of the characters (including printed
characters }—the frequencies of encountering the characters
in the file, the set of lines of the file and their number. A set
of file attributes for each file section includes the following
attributes: the informational entropy of the beginning and
end of a section, the average number of nonzero bytes of the
beginning and end of a section, the virtual size of a section,
the physical size of a section.

In another example, 1n order to calculate the tlexible hash,
the following set of file attributes may be used: the file size,
the file 1mage size, the number of file sections, the RVA of
the file sections, the RVA of the entry point, the type of
subsystem, the file characteristics from the COFF header, the
type of compiler used to create the file;

In yet another example, 1n order to calculate the flexible
hash, the following set of file attributes may be used: the file
s1ze, the file image size, the type of subsystem, the frequency
characteristics of the characters (the frequencies of encoun-
tering the characters in the file, the set of lines of the file and
theirr number).

in yet another example, 1n order to calculate the flexible
hash, the following set of file attributes may be used: the file
s1ze, the file 1image size, the number of file sections, file
sections, the RVA of the entry point, the type of subsystem,
the file characteristics from the COFF header, the mutual
arrangement ol the objects of the table of directories, the
disposition of the objects of the table of directories among
the file sections, the type of compiler used to create the file,
the frequency characteristics of the characters. The set of file
attributes for each file section may include the following
attributes: the informational entropy of the beginning and
end of a section, the average number of nonzero bytes of the
beginning and end of a section, the virtual size of a section,
the physical size of a section.
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In yet another example, 1n order to calculate the flexible
hash, the following set of file attributes may be used: the file
size, the file 1image size, the type of subsystem, the {ile
characteristics from the COFF header, the type of compiler
used to create the file, the frequency characteristics of the
characters.

In another example, 1n order to calculate the flexible hash,
various other combinations of the aforementioned attributes
may be used.

In yet another exemplary aspect, the module for creating
antivirus records 125 allows an expert in computer security
to create an antivirus record (e.g., via a user’s interface) for
one of the aforementioned methods of detection (e.g., sig-
nature, heuristic analysis, and others).

In one exemplary aspect, the module for creating antivirus
records 125 stores the created antivirus records in the
database of antivirus records 122.

In one exemplary aspect, the module for creating antivirus
records 125 uses malicious files from the database of files
123 for one or more creating antivirus records using one or
more of the alorementioned methods, respectively, with the
help of which the antivirus application 121 can recognize as
malicious the aforesaid files from the database of files 123.

In one exemplary aspect, the antivirus application 121 1s
configured to collect statistics on the use of antivirus records
to be used for detection of malicious files. The statistics on
the use of antivirus records 1s collected using the database of
files 123, as well as the database of antivirus records 122,
specifically upon detection of malicious files with the use of
the antivirus records from the database of antivirus records
122 among the files of the database of files 123. The
antivirus application 121 sends statistics collected on the use
of the antivirus records for storage to the database of
statistics 124. It should be noted that the antivirus applica-
tion 121, using an antivirus record, can recognize as mali-
cious not only known malicious files (such as malicious files
from the database of files 123), but also trusted files (whose
detection 1s considered a “false alarm™ or *“false positive™) or
untrusted files from the database of files 123.

In one exemplary aspect, the database of statistics 124 1s
configured to save the statistics on the use of antivirus
records collected by the antivirus application 121.

In one exemplary aspect, the module of evaluating the
cllectiveness of antivirus records 127 1s configured to deter-
mine (calculate) the effectiveness of at least one antivirus
record. The module 127 calculates the effectiveness of each
antivirus record from the database of antivirus records 122
for which the antivirus application 121 has collected statis-
tics on the use of antivirus record and saved this statistics on
the use of antivirus record in the database of statistics 124.
In one exemplary aspect, the eflectiveness of the antivirus
record can be calculated with the use of the following
formula:

K=U

where K 1s the effectiveness of the antivirus record and U 1s
the number of files (one exemplary aspect, from the database
of files 123) which have been recognized as malicious by the
antivirus application 121 using the aforementioned antivirus
record.

In yet another exemplary aspect, the eflectiveness of the
antivirus record can be calculated with the use of the
following formula:

e

K=f*U

where K 1s the effectiveness of the antivirus record, U 1s the
number of files (1n one exemplary aspect, from the database
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of files 123) which have been recognized as malicious by the
antivirus application 121 using the aforementioned antivirus
record, and 1 1s a coeflicient which takes on the value O 1f
there are trusted files among the files which have been
recognized as malicious by the antivirus application 121
using the aforementioned antivirus record, and otherwise the
value 1.

In yet another exemplary aspect, the effectiveness of the

antivirus record can be calculated with the use of the
following formula:

—y

K=2"a,

I I

where K 15 the effectiveness of the antivirus record, n 1s the
total number of files which have been recognized as mali-
cious using said antivirus record, and a, 1s a coeflicient which
can take on, for example, the following values (for the 1-th
file):

the value “2” for malicious files:

the value “-1000" for trusted files;

the value 0.5 for untrusted files.

Information as to whether a file 1s malicious, trusted or

untrusted, which 1s used 1in the above formula, can be
obtained from the database of files 122 using the file
identifier from the statistics on the use of antivirus record.

In yet another exemplary aspect, the database of files 122
in addition to each file can store 1ts weighting factor
p—popularity (number of users on whose computers such a
file 1s found). In one exemplary aspect, this weighting factor
for each file can be added to the database of files 122 by an
expert 1n computer security. In this case, the effectiveness of
the antivirus record can be calculated with the use of the
tollowing formula:

K=X"a;*p;

where K 15 the effectiveness of the antivirus record, n 1s the
total number of files which have been recognized as mali-
cious with the use of said antivirus record, p,—is the
popularity of the i1-th file, and a, 1s a coetlicient which can
take on the following values (for the 1-th file):

the value “1” for malicious files:

the value “-100" for trusted files;

the value “0” for untrusted files.

Information as to whether a file 1s malicious, trusted or
untrusted, which 1s used 1n the above formula, and also the
coellicient p, for each file, can be obtained from the database
of files 122 by the file 1identifier from the statistics on the use
ol antivirus record.

In one exemplary aspect, the module for generating a set
of antivirus records 126 1s configured to generate a set of
antivirus records for transmission of said set of antivirus
records to the user’s computer 100, specifically to the
database of antivirus records 102. To generate the set of
antivirus records, the module 126 may utilize antivirus
records from the database of antivirus records 122, as well
as the eflectiveness of each atorementioned antivirus record,
provided by the module 127 from the database of antivirus
records 122. The purpose of generating a set ol antivirus
records 1s to generate a set of antivirus records so that all
malicious files from the database of files 123 can be detected
with the help of the antivirus application 121 utilizing the
alforementioned set of antivirus records. This set of antivirus
records consists of a minimum quantity of antivirus records,
which reduces the amount of memory on the hard drive of
the user’s computer 100 occupied by the antivirus records
stored 1n the database of antivirus records 102 and used by
the antivirus application 101.
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In one exemplary aspect, the module for generating a set
of antivirus records 126 may generate a set of antivirus
records as follows: for a malicious file from the database of
files 123 an antivirus record i1s selected with the highest
cllectiveness from among those antivirus records in the
database of antivirus records 122. Using these records the
antivirus application 121 recognized said file as being mali-
cious (in accordance with the statistics on the use of anti-
virus records previously collected by the antivirus applica-
tion 121). The selected record 1s added to the set of antivirus
records by the module for generating a set of antivirus
records 126. For the next file from the database of files 123
in similar fashion an antivirus record 1s selected with the
highest eflectiveness from among those antivirus records of
the database of antivirus records 122. Using these records
the antivirus application 121 recognized the mentioned file
as being malicious, while if the selected antivirus record 1s
already present in the set of antivirus records being gener-
ated by the module 126, the antivirus record will not be
added once more (to exclude duplication of antivirus records
in the set). But 11 the selected antivirus record 1s not present
in the set of antivirus records, the mentioned antivirus record
1s added by the module 126 to the set of antivirus records.
The module for generating a set of antivirus records 126
performs the atorementioned actions for each malicious file
from the database of files 123. The set of antivirus records
generated 1n this way 1s sent by the module 126 to the user’s
computer 100, specifically to the database of antivirus
records 102, for subsequent use of the antivirus records from
the transmitted set of antivirus records by the antivirus
program 101 for detection of malicious files on the user’s
computer 100.

FIG. 2 shows an exemplary method of generating a set of
antivirus records to be used for detection of malicious files
on a user’s computer according to one aspect of the inven-
tion. In step 201, the module of creating antivirus records
125 creates a set of antivirus records for each malicious file
from the database of files 123, each of the antivirus records
from the set may be created using one of the above-
described methods of creating antivirus records. The created
antivirus records are saved by the module 125 1n the
database of antivirus records 122. In step 202, the antivirus
application 121 collects statistics on the use of the antivirus
records from the database of antivirus records 122. The
antivirus application 121 uses the antivirus records from the
database of antivirus records 122 to detect malicious files
among the files (all files, not only the malicious ones) from
the database of files 123 (the detection of a malicious file by
the antivirus application 121 meaning the recognition of the
file as being malicious 1n accordance with the antivirus
records used by the antivirus application 121). The collected
statistics on the use of the antivirus records are saved by the
antivirus application 121 in the database of statistics 124.
Next, in step 203, the module for evaluating the effective-
ness ol antivirus records 127 calculates the eflectiveness of
cach antivirus record from the database of antivirus records
122 on the basis of the statistics on the use of the antivirus
records, which are contained in the database of statistics
124. The calculated effectiveness of each antivirus record 1s
sent by the module 127 to the module of generating a set of
antivirus records 126. In step 204, the module 126 generates
a set of antivirus records, such that for each malicious file
from the database of files 123, the antivirus record is
selected with the highest eflectiveness from among all the
antivirus records. Using this record the antivirus application
121 recognized that file as being malicious. The selected
antivirus records 1s added by the module for generating a set
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ol antivirus records 126 to the aforementioned set of anti-
virus records (being generated). The information as to which
files are recogmized as malicious by the antivirus application
121 using the antivirus record, which mformation 1s needed
by the module of generating a set of antivirus records 126 to
generate the set of antivirus records, 1s stored in the database
of statistics 124—the database of statistics saves for each
antivirus record the identifiers of each file recognized as
malicious by the antivirus application 121 with the use of
said antivirus record. Using the i1dentifier of each malicious
file from the database of files 123, the module of generating
a set ol antivirus records 126 determines all the antivirus
records from the database of antivirus records 122, using
which the antivirus application 121 recognized this file as
being malicious. The generated set of antivirus records in
step 205 1s sent by the module of generating a set of antivirus
records 126 to the database of antivirus records 102 residing
on the user’s computer 100, for later use of the antivirus
records from this set by the antivirus application 101 to
detect malicious files on the user’s computer 100.

FIG. 3 1illustrates an example of a general-purpose com-
puter system (which may be a personal computer or a server)
on which the disclosed systems and method can be imple-
mented. As shown, the computer system includes a central
processing unit 21, a system memory 22 and a system bus
23 connecting the various system components, including the
memory associated with the central processing umit 21. The
system bus 23 1s realized like any bus structure known from
the prior art, containing in turn a bus memory or bus memory
controller, a peripheral bus and a local bus, which is able to
interact with any other bus architecture. The system memory
includes permanent memory (ROM) 24 and random-access
memory (RAM) 25. The basic mput/output system (BIOS)
26 includes the basic procedures ensuring the transier of
information between elements of the personal computer 20,
such as those at the time of loading the operating system
with the use of the ROM 24.

The personal computer 20, in turn, includes a hard disk 27
for reading and writing of data, a magnetic disk drive 28 for
reading and writing on removable magnetic disks 29 and an
optical drnive 30 for reading and writing on removable
optical disks 31, such as CD-ROM, DVD-ROM and other
optical information media. The hard disk 27, the magnetic
disk drive 28, and the optical drive 30 are connected to the
system bus 23 across the hard disk interface 32, the magnetic
disk interface 33 and the optical drive interface 34, respec-
tively. The drives and the corresponding computer informa-
tion media are eflectiveness-independent modules for stor-
age ol computer instructions, data structures, program
modules and other data of the personal computer 20.

The present disclosure provides the implementation of a
system that uses a hard disk 27, a removable magnetic disk
29 and a removable optical disk 31, but it should be
understood that i1t 1s possible to employ other types of
computer information media 56 which are able to store data
in a form readable by a computer (solid state drives, flash
memory cards, digital disks, random-access memory (RAM)
and so on), which are connected to the system bus 23 via the
controller 55.

The computer 20 has a file system 36, where the recorded
operating system 35 1s stored, and also additional program
applications 37, other program modules 38 and program
data 39. The user 1s able to enter commands and information
into the personal computer 20 by using mnput devices (key-
board 40, mouse 42). Other input devices (not shown) can be
used: microphone, joystick, game controller, scanner, and so
on. Such mput devices usually plug into the computer
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system 20 through a serial port 46, which 1n turn 1s con-
nected to the system bus, but they can be connected 1n other
ways, lor example, with the aid of a parallel port, a game
port or a unmiversal serial bus (USB). A monitor 47 or other
type of display device 1s also connected to the system bus 23
across an interface, such as a video adapter 48. In addition
to the monitor 47, the personal computer can be equipped
with other peripheral output devices (not shown), such as
loudspeakers, a printer, and so on.

The personal computer 20 1s able to operate in a network
environment, using a network connection to one or more
remote computers 49. The remote computer (or computers)
49 are also personal computers or servers having the major-
ity or all of the aforementioned elements in describing the
nature of a personal computer 20. Other devices can also be
present 1n the computer network, such as routers, network
stations, peer devices or other network nodes.

Network connections can form a local-area computer
network (LAN) 50 and a wide-area computer network
(WAN). Such networks are used in corporate computer
networks and internal company networks, and they gener-
ally have access to the Internet. In LAN or WAN networks,
the personal computer 20 1s connected to the local-area
network 50 across a network adapter or network interface
51. When networks are used, the personal computer 20 can
employ a modem 54 or other modules for providing com-
munications with a wide-area computer network such as the
Internet. The modem 54, which 1s an internal or external
device, 1s connected to the system bus 23 by a serial port 46.
It should be noted that the network connections are only
examples and need not depict the exact configuration of the
network, 1.e., 1 reality there are other ways of establishing
a connection of one computer to another by technical
communication modules.

In various aspects, the systems and methods described
herein may be implemented 1n hardware, software, firm-
ware, or any combination thereof. If implemented 1n soft-
ware, the methods may be stored as one or more instructions
or code on a non-transitory computer-readable medium.
Computer-readable medium includes data storage. By way

of example, and not limitation, such computer-readable
medium can comprise RAM, ROM, EEPROM, CD-ROM,
Flash memory or other types of electric, magnetic, or optical
storage medium, or any other medium that can be used to
carry or store desired program code in the form of struc-
tions or data structures and that can be accessed by a
processor of a general purpose computer.

In various aspects, the systems and methods described 1n
the present disclosure can be addressed 1n terms of modules.
The term “module” as used herein refers to a real-world
device, component, or arrangement ol components 1mple-
mented using hardware, such as by an application specific
integrated circuit (ASIC) or field-programmable gate array
(FPGA), for example, or as a combination of hardware and
soltware, such as by a microprocessor system and a set of
instructions to implement the module’s functionality, which
(while being executed) transform the microprocessor system
into a special-purpose device. A module can also be 1mple-
mented as a combination of the two, with certain functions
tacilitated by hardware alone, and other functions facilitated
by a combination of hardware and software. In certain
implementations, at least a portion, and in some cases, all, of
a module can be executed on the processor of a general
purpose computer (such as the one described in greater
detail 1n FIG. 3 above). Accordingly, each module can be
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realized 1n a variety of suitable configurations, and should
not be limited to any particular implementation exemplified
herein.

In the mterest of clarnity, not all of the routine features of
the aspects are disclosed herein. It would be appreciated that
in the development of any actual implementation of the
present disclosure, numerous 1implementation-specific deci-
sions must be made in order to achieve the developer’s
specific goals, and these specific goals will vary for different
implementations and different developers. It 1s understood
that such a development eflfort might be complex and
time-consuming, but would nevertheless be a routine under-
taking of engineering for those of ordinary skill in the art,
having the benefit of this disclosure.

Furthermore, 1t 1s to be understood that the phraseology or
terminology used herein 1s for the purpose of description and
not of restriction, such that the terminology or phraseology
of the present specification 1s to be interpreted by the skilled
in the art in light of the teachings and guidance presented
herein, 1n combination with the knowledge of the skilled in
the relevant art(s). Moreover, 1t 1s not intended for any term
in the specification or claims to be ascribed an uncommon or
special meaning unless explicitly set forth as such.

The various aspects disclosed herein encompass present
and future known equivalents to the known modules referred
to herein by way of illustration. Moreover, while aspects and
applications have been shown and described, it would be
apparent to those skilled 1n the art having the benefit of this
disclosure that many more modifications than mentioned
above are possible without departing from the inventive
concepts disclosed herein.

The invention claimed 1s:
1. A method for generating a set of antivirus records, the
method comprising:
maintaining, by a server, a database of malicious files;
generating, by the server, at least one antivirus record for
each malicious file in the database of malicious files;

calculating, by the server, an eflectiveness of each anti-
virus record by determining how many diflerent mali-
cious files were detected using each antivirus record
and a number of false positive detections by said
antivirus record:

generating, by the server, a set of the most effective

antivirus records, comprising:

selecting for each known malicious file the most eflec-
tive anfivirus record used in detection of said mali-
cious file, wherein the most eflective antivirus record
1s calculated as a function of both the number of
different malicious files detected by said antivirus
record and the number of false positive detections by
said antivirus record;

determining whether the selected antivirus record 1is
already 1n the set; and

when the selected antivirus record 1s not in the set,
adding said record to the set; and

transmitting, by the server, the set of most eflective

antivirus records to a client device.

2. The method of claim 1, wherein the antivirus record
includes one or more of: a signature of a malicious file; a
heuristic rule used for detection of a malicious file during
emulation of the malicious file; a heuristic rule used for
detection of a malicious file during proactive detection; and
a locality sensitive hash of a malicious file.

3. The method of claim 1, wherein calculating an eflec-
tiveness of each antivirus record includes collecting, by an
antivirus application running on the server, statistics on a
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number of malicious files detected by the antivirus applica-
tion using each antivirus record.

4. The method of claim 1, wherein the antivirus record for
cach malicious file contains a locality sensitive hash calcu-
lated from a set of file attributes of the malicious file.

5. The method of claim 1, wherein the antivirus record for
cach malicious file contains a plurality of locality sensitive
hashes comprising at least two locality sensitive hashes
calculated from different sets of file attributes of the mali-
cious file.

6. The method of claim 1, wherein the eflectiveness of an
antivirus record 1s calculated as a function of a number of
different malicious files detected by said antivirus record, the
number of false positive detections by said antivirus record,
and a category to which each of the detected malicious files
belongs, the category including one of the trusted, untrusted
and malicious.

7. The method of claim 6, wherein the effectiveness of an
antivirus record 1s further calculated as a function of a
popularity of each detected malicious file on client devices.

8. A system for generating sets of antivirus records, the
system comprising:

a server having a hardware processor configured to:

maintain a database of malicious files;
generate at least one antivirus record for each malicious
file 1n the database of malicious files;
calculate eflectiveness of each antivirus record by
determining how many different malicious files were
detected using each antivirus record and a number of
false positive detections by said antivirus record;
generate a set of the most effective antivirus records,
by:
selecting for each known malicious file the most
ellective antivirus record used in detection of said
malicious file, wherein the most effective antivirus
record 1s calculated as a function of both the
number of different malicious files detected by
said antivirus record and the number of false
positive detections by said antivirus record;
determining whether the selected antivirus record 1s
already 1n the set; and
when the selected antivirus record 1s not 1n the set,
adding said record to the set; and
transmit the set of most eflective antivirus records to a
client device.

9. The system of claim 8, wherein the antivirus record
includes one or more of: a signature of a malicious file; a
heuristic rule used for detection of a malicious file during
emulation of the malicious file; a heuristic rule used for
detection of a malicious file during proactive detection; and
a locality sensitive hash of a malicious f{ile.

10. The system of claim 8, wherein calculating an eflec-
tiveness of each antivirus record includes collecting, by an
antivirus application running on the server, statistics on a
number of malicious files detected by the antivirus applica-
tion using each antivirus record.

11. The system of claim 8, wherein the antivirus record for
cach malicious file contains a locality sensitive hash calcu-
lated from a set of file attributes of the malicious file.

12. The system of claim 8, wherein the antivirus record
for each malicious {file contains a plurality of locality sen-
sitive hashes comprising at least two locality sensitive
hashes calculated from different sets of file attributes of the
malicious file.

13. The system of claim 8, wherein the eflectiveness of an
antivirus record 1s calculated as a function of a number of
different malicious files detected by said antivirus record, the
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number of false positive detections by said antivirus record,
and a category to which each of the detected malicious files
belongs, the category including one of the trusted, untrusted
and malicious.
14. The system of claim 13, wherein the effectiveness of
an anftivirus record 1s further calculated as a function of a
popularity of each detected malicious file on client devices.
15. A non-transitory computer readable medium storing
computer executable instructions for generating sets of
antivirus records, icluding instructions for:
maintaining, by a server, a database of malicious files;
generating, by the server, at least one antivirus record for
each malicious file in the database of malicious files;

calculating, by the server, an effectiveness of each anti-
virus record by determining how many diflerent mali-
cious files were detected using each antivirus record
and a number of false positive detections by said
antivirus record;

generating, by the server, a set of the most eflective

antivirus records, comprising:

selecting for each known malicious file the most eflec-
tive antivirus record used in detection of said mali-
cious file, wherein the most effective antivirus record
1s calculated as a function of both the number of
different malicious files detected by said antivirus
record and the number of false positive detections by
said antivirus record;

determining whether the selected antivirus record 1s
already 1n the set; and

when the selected antivirus record i1s not in the set,
adding said record to the set; and

transmitting, by the server, the set of most effective

antivirus records to a client device.

16. The non-transitory computer readable medium of
claim 15, wherein the antivirus record includes one or more
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ol: a signature of a malicious file; a heuristic rule used for
detection of a malicious file during emulation of the mali-
cious file; a heuristic rule used for detection of a malicious
file during proactive detection; and a locality sensitive hash
ol a malicious file.

17. The non-transitory computer readable medium of
claam 15, wherein calculating an eflectiveness of each
antivirus record includes collecting, by an antivirus appli-
cation running on the server, statistics on a number of
malicious files detected by the antivirus application using
cach antivirus record.

18. The non-transitory computer readable medium of
claim 15, wherein the antivirus record for each malicious file
contains a locality sensitive hash calculated from a set of file
attributes of the malicious {ile.

19. The non-transitory computer readable medium of
claim 15, wherein the antivirus record for each malicious file
contains a plurality of locality sensitive hashes comprising at
least two locality sensitive hashes calculated from difierent
sets of file attributes of the malicious file.

20. The non-transitory computer readable medium of
claim 15, wherein the effectiveness of an antivirus record 1s
calculated as a function of a number of different malicious
files detected by said antivirus record, the number of false
positive detections by said antivirus record, and a category
to which each of the detected malicious files belongs, the
category including one of the trusted, untrusted and mali-
C10US.

21. The non-transitory computer readable medium of
claim 20, wherein the eflectiveness of an antivirus record 1s
further calculated as a function of a popularity of each
detected malicious file on client devices.
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