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1
USING EXCEPTION INFORMATION

FIELD OF INVENTION

The present invention relates to improvements in or
relating to using exception imnformation.

BACKGROUND OF INVENTION

It 1s not uncommon for exceptions to occur 1n binary code
(also reterred to as executable code). An exception has been
defined as an event that occurs during execution of a
program that disrupts the normal flow of instructions during
the execution of that program.

These exceptions are handled by the operating system,
which typically captures the location (or the function) 1n the
binary code at which the exception occurs, together with
some additional details about the exception that occurred,
for example, the stack trace, register values, the name of the
application or object that caused the error, and the like. The
operating system then searches through the list of methods
that have already been called (the call stack) to search for a
routine that can handle the exception. This routine 1s referred
to as the exception handler. If no exception handler 1s found,
then the operating system (1 configured to do so) may
launch a debugging application and provide the exception to
that debugging application. Regardless of whether a debug-
ging application 1s launched, the operating system will
typically log the exception to an event log.

Binary code 1s typically generated from source code
(which 1s compiled to create the binary code). During this
compilation process, useful information 1s lost. This lost
information includes, for example, the names of the func-
tions 1n the source code, the location of these functions in
memory, the types of parameters expected by each function,
global and local variable names, source code line informa-
tion (which allows each command in binary code to be
mapped back to one or more lines of source code associated
with that command), and the like.

Some programming environments (such as the Microsoft
(trade mark) .NET framework, and Java (trade mark)) create
intermediate code that 1s compiled at runtime to create
binary code. For such programming environments, signifi-
cantly more information 1s available to the target computer
system executing the code at runtime than just the binary
code. The collection of files that contain the intermediate
code 1s typically referred to as an assembly.

It remains, however, a diflicult and time-consuming task
to trace an exception to the original source code, even using,
these additional files. It would be better 11 this process could
be 1mproved.

SUMMARY OF INVENTION

Accordingly, the mvention generally provides methods,
systems, and software for using exception information for
binary code to attempt to re-create the source code that
caused the exception.

In addition to the Summary of Invention provided above
and the subject matter disclosed below in the Detailed
Description, the following paragraphs of this section are
intended to provide further basis for alternative claim lan-
guage for possible use during prosecution of this applica-
tion, 1f required. If this application 1s granted, some aspects
may relate to claims added during prosecution of this
application, other aspects may relate to claims deleted
during prosecution, and other aspects may relate to subject
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matter never claimed. Furthermore, the various aspects
detailed hereinafter are independent of each other, except
where stated otherwise. Any claim corresponding to one
aspect should not be construed as incorporating any element
or feature of the other aspects unless explicitly stated 1n that
claim.

According to a first aspect there 1s provided a method of
using exception information for binary code, the method
comprising;

recerving exception mformation relating to an exception
occurring during execution of binary code, the exception
information including a code reference 1dentitying a func-
tion executing while the exception occurred, and a location
for that function;

accessing intermediate code using the code reference and
the location to obtain intermediate code fragments;

converting the intermediate code fragments to a source
code approximation; and

providing the source code approximation and function
name to a log for subsequent analysis.

The step of receiving exception information may include
receiving a MethodBase object.

r

T'he location may comprise a line number.
The step of accessing intermediate code may include
accessing an assembly. The assembly may include code
implemented according to a NET framework. Alternatively,
the assembly may 1nclude code implemented according to
the Java language.

The step of accessing intermediate code may include
using the MethodBase.GetMethodBody method.

The step of converting the intermediate code fragments to
a source code approximation may include implementing a
process of reflection to retrieve mformation about the vari-
ous classes, methods, and properties included in a particular
assembly.

The step of converting the intermediate code fragments to
a source code approximation may include implementing
NET Reftlector (trade mark) software, available from Red
Gate of Newnham House, Cambridge Business Park, Cam-
bridge, CB4 OWZ, UK. Any other convenient tool may be
used to convert the intermediate code fragments to a source
code approximation. For example, suitable tools include: IL
disassembler from Microsolt Corporation (trade mark);
C#Builder from Borland Corporation (trade mark); Ana-
krino (from Jay Freeman); DotNet-Reflection-Browser from
Lesser-Solftware (trade mark).

The step of providing the source code approximation and
function name to a log for subsequent analysis may include
providing the log to a remote system.

The log can be used by a solftware engineer to ascertain
what gave rise to the exception. By using the source code
approximation, it 1s easier to 1dentity the particular function
involved.

According to a second aspect there 1s provided a computer
executing: (1) binary code, and (1) a context provider
programmed to:

receive exception information relating to an exception
occurring during execution of the binary code;

extract from the exception information (a) a code refer-
ence 1dentifying a function executing while the exception
occurred, and (b) a location from the binary code corre-
sponding to that function;

access intermediate code using the code reference and the
line number to obtain mtermediate code fragments;

convert the intermediate code fragments to a source code

approximation; and
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provide the source code approximation and function name
to a log for subsequent analysis.

The context provider may include a disassembly tool for
converting the mtermediate code fragments to a source code
approximation.

The context provider may be operable to receive excep-
tion information relating to an exception occurring during
execution of the binary code from an operating system.

The location from the binary code corresponding to that
function may comprise a line number.

According to a third aspect there 1s provided a method of
using exception information for binary code, the method
comprising;

receiving exception information relating to an exception
occurring during execution of binary code, the exception
information including a code reference identifying a func-
tion executing while the exception occurred, and a line
number for that function;

accessing source code using the code reference and the
line number to obtain a source code fragment; and

providing the source code fragment and function name to
a log for subsequent analysis.

This method may be useful where source code and binary
code are both resident on the same computer.

For clarity and simplicity of description, not all combi-
nations ol elements provided in the aspects recited above
have been set forth expressly. Notwithstanding this, the
skilled person will directly and unambiguously recognize
that unless 1t 1s not technically possible, or it 1s explicitly
stated to the contrary, the consistory clauses referring to one
aspect are intended to apply mutatis mutandis as optional
features of every other aspect to which those consistory
clauses could possibly relate.

These and other aspects will be apparent from the fol-
lowing specific description, given by way of example, with
reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a simplified block diagram illustrating a com-
puter executing soltware components according to one
embodiment of the present invention; and

FIG. 2 1s a flowchart illustrating steps performed by the
soltware components of FIG. 1.

DETAILED DESCRIPTION

Reference 1s first made to FIG. 1, which 1s a simplified
block diagram 1llustrating a computer 10 executing software
components according to one embodiment of the present
invention.

The hardware 1n the computer 10 1s conventional, so will
only be described briefly herein.

The computer 10 comprises a processor 12 coupled to
volatile memory (RAM) 14 by a system bus 16. The
processor 12 1s also coupled, inter alia, to a video interface
20, a non-volatile storage interface 22, and a USB 1interface
24.

The video interface 20 1s coupled to a display 30 for
outputting mformation to a user. The non-volatile storage
interface 22 1s coupled to a disk drive 32 for permanent
storage ol data and instructions, and also to removable
media players (not 1llustrated, but including a compact disc
player and/or a digital versatile disc player). The USB
interface 24 1s coupled to a keyboard 40, a mouse 42, and
any other desired hardware iput devices (such as a writing

tablet).
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The software components executing in the memory 14
will now be described.

The memory 14 includes a conventional operating system
kernel 50. In this embodiment, the operating system 50
comprises the Windows XP (trade mark) operating system,
available from Microsoft Corporation (trade mark).

In addition to the many standard components included 1n
the operating system (not shown for clarity) there 1s a
conventional Windows exception detection component 52.
The exception detection component 52 stores exception
information to an operating system event log 54.

The memory 14 also includes a runtime environment 60.
In this embodiment the runtime environment 60 implements
the .NET framework. The runtime environment 60 includes
an 1ntermediate code assembly 62 (compiled from source
code), a just-in-time compiler 64 for compiling and opti-
mizing the mtermediate code to create native code (binary
code) 66. During operation, if an exception occurs while the
binary code 66 1s executing, the binary code 66 creates an
exception object 68.

The memory 14 also includes a context provider 70. The
context provider 70 1includes a reflector component 72 and a
code fragment log 74, which 1s populated by the reflector
component 72. In this embodiment, the reflector component
1s based on a program called .NET Retlector (trade mark),
and 1s available from Red Gate of Newnham House, Cam-
bridge Business Park, Cambridge, CB4 OWZ, UK.

The operation of the computer 10 will now be described
with reference to FIG. 2, which 1s a flowchart i1llustrating the
steps performed by the software components 50,60,70 1n the
computer 10 to implement an improved exception handling
process 100.

Initially, the user launches the intermediate code assembly
62 (step 102). This causes the just-in-time compiler 64 to
compile the assembly 62 (step 104) to create binary code
(native executable code), and then the runtime environment
60 executes the binary code (step 106).

In the same way as for conventional programs, the oper-
ating system 50 monitors for any exceptions that occur (step
108). If there 1s no exception, and the binary code 66 1s still
executing (step 110) then the binary code 66 continues to
execute as normal. If the binary code 66 has completed, then
the process 100 terminates (step 112)

If an exception occurs during execution, then the binary
code 66 creates an object (the exception object 68) (step 114)
that contains information about the exception.

In this embodiment, the .NET framework 1s used, and the
exception object 68 includes a MethodBase object that
exposes relevant information about the exception that was
thrown. This information about the exception includes: a
message that describes the current exception; a link to any
help file associated with this exception; the exception
instance that caused the exception; the name of the appli-
cation or object in the binary code 66 that caused the
exception; the method that threw the current exception
(which 1s a code reference 1dentifying a function executing
in the binary code 66 while the exception occurred); and a
string representation of the frames on the call stack at the
time the exception was thrown. The frames on the call stack
can be used to identily a line number for the function
executing 1 the binary code 66 while the exception
occurred.

The exception detection component 52 1s notified of the
exception object 68 and examines the call stack 1n a con-
ventional manner to ascertain which component will handle
the exception (step 116).
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In this embodiment, the context provider 70 performs
exception handling (or at least a portion of exception han-
dling). The exception detection component 52 conveys the
exception object 68 to the context provider 70 (step 118).

The context provider 70 uses the code reference and the
line number from the exception object 68 to access the
intermediate code assembly 62 to obtain intermediate code
fragments (step 120). In this embodiment, this 1s 1mple-
mented by the context provider 70 calling the method
MethodBase.GetMethodBody, which retrieves the iterme-
diate code fragments.

The context provider 70 passes the intermediate code
fragments to the retlector component 72, which converts
these intermediate code fragments to source code (step 122).
This source code may not be identical to the original source
code that was used to create the intermediate code assembly
62, but 1t 1s an approximation to that original source code.
Hence, it 1s referred to herein as source code approximation.

The reflector component 72 then writes the source code
approximation, exception type, and function name to the
code fragment log 74 (step 124). The retlector component 72
may also write additional information, 1 desired. This

information may include, for example, date, time, DLLs that
are loaded, stack trace information, computer name or IP
address, or the like.

The code fragment log 74 may be transferred (on request,
or periodically) to a remote system. A software engineer (or
a tester or support person) can then examine the code
fragment log 74 (at the remote system) to review the
exception type and source code approximation for analysis.

If the software engineer has access to the original source
code, then the source code approximation may be usetul to
help the engineer locate the relevant function. However, the
source code approximation may be suflicient for the engi-
neer’s purposes, thereby saving the engineer the time that
would have been spent 1 looking up the original source
code.

It should now be appreciated that where an intermediate
language 1s used, an approximation to the source code can
be provided together with an exception to give a software
engineer (or an automated system) more information about
the origin of the exception and the source code that may
have given rise to the exception.

Various modifications may be made to the above
described embodiment within the scope of the invention, for
example, 1n other embodiments, 1f the target computer (that
1s, the computer that 1s executing the binary code) has access
to the original source code, then the context provider 70 may
use the details from the exception object 68 to access the
original source code directly. This has the advantage that the
source code fragment produced 1s the actual source code, not
an approximation to the source code. In such an embodi-
ment, the runtime environment 60 may not require interme-
diate code (intermediate between source code and binary
code) since the original source code 1s present.

In other embodiments, the runtime environment 60 may
implement a Java (trade mark) framework.

In other embodiments, the exception object 68 may
include different (or additional) information to that
described above.

In other embodiments, a different retlector component 72
may be used to access the intermediate code assembly 62
and approximate source code therefrom.

The steps of the methods described herein may be carried
out 1in any suitable order, or simultancously where appro-
priate. The methods described herein may be performed by
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6

solftware 1n machine readable form on a tangible storage
medium or as a propagating signal.

The terms “‘comprising”’, “including”, “incorporating”,
and “having” are used herein to recite an open-ended list of
one or more elements or steps, not a closed list. When such
terms are used, those elements or steps recited 1n the list are
not exclusive of other elements or steps that may be added
to the list.

Unless otherwise indicated by the context, the terms *““a”
and “an” are used herein to denote at least one of the
clements, integers, steps, features, operations, or compo-
nents mentioned thereafter, but do not exclude additional
clements, integers, steps, features, operations, or compo-
nents.

The presence of broadening words and phrases such as
“one or more,” “at least,” “but not limited to” or other
similar phrases 1n some instances does not mean, and should
not be construed as meaning, that the narrower case 1s
intended or required in instances where such broadening
phrases are not used.

What 1s claimed 1s:
1. A method of using exception information for binary
code, the method comprising:

compiling an original source code into an intermediate
code assembly;

generating binary code from the intermediate code assem-
bly:

executing the binary code;

monitoring, by the operating system, the execution of the
binary code;

when an exception has occurred, creating, by the binary
code, an exception object containing information
related to the exception, the information including a
code reference 1dentifying a function name and a string
representation of a call stack at the time the exception
was thrown, wherein a frame of the call stack identifies
a line number for a function;

notitying an exception detection component of the excep-
tion object;

upon notification of the exception object, examining, by
the exception detection component, the call stack frame
to determine which component will handle the excep-
tion;

sending the exception object to a context provider;

accessing, by the context provider, the intermediate code
assembly to retrieve mntermediate code fragments based
on the function name and the line number associated
with the exception object;

passing the retrieved intermediate code fragments to a
reflector component;

converting the intermediate code fragments, by the reflec-
tor component, to a source code approximation of the
original source code, the source code approximation
being 1n a source code format different from the origi-
nal source code;

writing, by the reflector component, the source code
approximation, an exception type for the exception, an
Internet Protocol (IP) address for a computer executing
the binary code, stack trace information for the stack, a
date and a time when the exception was raised, and
function names associated with the line numbers of the
exception object to a code fragment log for subsequent
analysis;

transierring the code fragment log to a remote system; and

performing, by a software engineer at the remote system,
subsequent analysis using the source code approxima-
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tion to locate the actual source code associated with the
intermediate code fragments.

2. A method according to claim 1, wherein accessing
further includes accessing an assembly including code
implemented according to a “.NET” framework.

3. A method according to claim 1, wherein converting
turther includes implementing a process of reflection to
retrieve information about various classes, methods, and
properties mcluded 1n a particular assembly.

4. A method according to claim 1, wherein the code
fragment log can be used by a software engineer to ascertain
what gave rise to the exception.

5. A computer executing:
(1) binary code programed to:

execute after being generated from an intermediate
code assembly, the intermediate code assembly
being a compiled version of an original source code,
and

when an exception has occurred, create an exception
object containing information related to the excep-
tion, the information including a code reference
identilying a function name and a string representa-
tion of a call stack at the time the exception was

thrown, wherein a frame of the call stack i1dentifies a
line number for a function;

(11) an operating system programmed to:
monitor the execution of the binary code; and

provide notification about the exception object to an
exception detection component;
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(111) the exception detection component programmed to:
upon notification of the exception object, examine the
call stack frame to determine which component will
handle the exception;
sending the exception object to a context provider;
(1v) the context provider programmed to:
access the intermediate code assembly to retrieve inter-
mediate code fragments based on the function name
and the line number associated with the exception
object;
pass the retrieved intermediate code fragments to a
reflector component;
(v) the reflector component programmed to:
convert the intermediate code fragments to a source
code approximation of the original source code, the
source code approximation being 1 a source code
format different from the original source code;
write the source code approximation, an exception type
for the exception, an Internet Protocol (IP) address
for the computer, stack trace information for the
stack, a date and a time when the exception was
raised, and function name associated with the line
numbers of the exception object to a code fragment
log for subsequent analysis;
(v1) further instructions programmed to:
transier the code fragment loc1 to a remote system; and
perform, by a software engineer at the remote system,
subsequent analysis using the source code approxi-
mation to locate the actual source code associated
with the intermediate code fragments.
6. A computer system comprising a computer according to

claim 5, and the remote system coupled to the computer.

G o e = x
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