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SELECTIVE IO PRIORITIZATION BY
SYSTEM PROCESS/THREAD

This application 1s a continuation of U.S. application Ser.
No. 12/852,171, filed on Aug. 6, 2010, now 1ssued as U.S.

Pat. No. 8,850,439, which 1s a continuation of U.S. appli-
cation Ser. No. 11/241,253, filed on Sep. 30, 2003, which 1s
1ssued as U.S. Pat. No. 7,774,781, each of which 1s incor-

porated herein by reference 1n 1ts entirety.

TECHNICAL FIELD

The mmventive subject matter relates to data processing
and, more particularly, selective input/output prioritization
by system process/thread and foreground window identifi-
cation.

BACKGROUND INFORMATION

Faster computer processor Ifrequencies and multi-core
designs are increasing the amount computing power 1in
computer systems. However, bottlenecks within these sys-
tems limit the full benefits of this increased processing
power. One such bottleneck can arise on a system when a
background task receives suflicient processor cycles to gen-
erate enough disk access to congest the disk and cause a
foreground task to be slow as a result of the disk congestion.
This and other bottlenecks can create visibly long delays 1n
user response. Further, such bottlenecks can be so extreme
as to cause negative performance scaling where a faster
processor actually delivers a visibly slower user experience
due to congestion 1n the storage or other subsystem.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a schematic of a system according to an example
embodiment.

FIG. 2 1s a flow diagram of a method to prioritize
subsystem processing according to an embodiment of the
inventive subject matter.

FIG. 3 15 a flow diagram of another method to prioritize
subsystem processing according to an embodiment of the
inventive subject matter.

DETAILED DESCRIPTION

In the following detailed description, reference 1s made to
the accompanying drawings that form a part hereotf, and in
which 1s shown by way of illustration specific embodiments
in which the inventive subject matter may be practiced.
These embodiments are described i1n suflicient detail to
enable those skilled 1n the art to practice them, and 1t 1s to
be understood that other embodiments may be utilized and
that structural, logical, and electrical changes may be made
without departing from the scope of the inventive subject
matter. Such embodiments of the mventive subject matter
may be referred to, individually and/or collectively, herein
by the term “invention” merely for convenience and without
intending to voluntarily limit the scope of this application to
any single mvention or inventive concept 1if more than one
1s 1n fact disclosed.

The following description 1s, therefore, not to be taken in
a limited sense, and the scope of the mmventive subject matter
1s defined by the appended claims.

The functions or algorithms described herein are imple-
mented 1n hardware, software or a combination of software
and hardware 1n one embodiment. The software comprises
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computer executable instructions stored on computer read-
able media such as memory or other type of storage devices.
Further, such functions correspond to modules, which are
soltware, hardware, firmware, or any combination thereof.
Multiple functions are performed 1n one or more modules as
desired, and the embodiments described are merely
examples. The software 1s executed on a processing unit
such as a digital signal processor, an application specific
integrated circuit, microprocessor, or other type of processor
operating on a system, such as a personal computer, server,
a router, or other device capable of processing data including
network interconnection devices. In some embodiments, the
processing unit 1s a dual or multi-core processing unit. In
other embodiments, the processing unit includes two or
more single or multi-core processing units.

Some embodiments implement the functions in two or
more speciiic mterconnected hardware modules or devices
with related control and data signals communicated between
and through the modules, or as portions of an application-
specific integrated circuit. Thus, the exemplary process flow
1s applicable to software, firmware, and hardware imple-
mentations.

A driver for the digital home/oflice and multi-core pro-
cessor and multiprocessor system architecture 1s concurrent
application usage. In this architecture, 1t 1s possible for a
subsystem, such as a storage subsystem, to become con-
gested with usage requests from concurrently executing
applications at the expense of net performance or respon-
stveness. In such architectures, 1t 1s advantageous for the
subsystems creating bottlenecks to have information about
the priority of subsystem usage requests. This information
can be used by the subsystem to improve responsiveness by
prioritizing visible foreground application process subsys-
tem usage or the priority ol another process the user or an
administrator designates as having priority.

FIG. 1 1s a schematic of a system 100 according to an
example embodiment. The system 100 includes a processor
102, a memory 104, a storage subsystem 106, and a bus 108
that operatively interconnects the processor 102, the
memory 104, and the storage subsystem 106. In some
embodiments, the bus 108 interconnects other system 100
components such as a video card 114, a network interface
118, and other system 100 components depending on the
particular embodiment of the system 100.

The processor 102 of the system 100 represents a digital
signal processor or processing unit of any type of architec-
ture, such as an ASIC (Application-Specific Integrated Cir-
cuit), a CISC (Complex Instruction Set Computing), RISC
(Reduced Instruction Set Computing), VLIW (Very Long
Instruction Word), or hybrid architecture, although any
appropriate processor may be used. The processor 102
executes instructions, such as instructions included 1n soft-
ware 112 stored 1n the memory 104. In some embodiments,
the processor 102 also includes a control unit that organizes
data and program storage in memory 104 and transiers data
and other mformation 1n and out of the system 100.

In some embodiments, the processor 102 1s a dual-core
processor. In other embodiments, the processor 102 repre-
sents two or more processors. In some such embodiments,
the two or more processors include one or more dual or
multi-core processors. In yet further embodiments, the pro-
cessor 102 1s one single-core processor.

The memory 104 represents one or more mechanisms to
store data. For example, the memory 104, in various
embodiments, includes one or more of a random access
memory (RAM), magnetic disk storage media, optical stor-
age media, flash memory devices, and other volatile and
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non-volatile machine-readable media. In other embodi-
ments, the memory 104 includes any appropriate type of
storage or memory 104. Although only one memory 104 1s
shown, multiple memories 104 of various types and multiple
types can be present.

The memory 104, as illustrated 1n FIG. 1, holds a storage
subsystem driver 110 and software 112. The storage sub-
system driver 110 executes on the processor 102 to enable
communication between the processor 102 and the storage
subsystem 106. The storage subsystem driver 106 1s able to
receive application and priority information from the soft-
ware 112 to prioritize application and process access to the
storage subsystem.

The storage subsystem 106, in some embodiments, rep-
resents a magnetic storage media, such as a hard disk. In
other embodiments, the storage subsystems represents one
or more ol a hard disk, an optical disk, a volatile or
non-volatile memory device such as a random access media
(RAM) or tlash memory, a network storage device, a tloppy
disk drive, or other data storage or memory device.

The software 112 1s operable on the processor 102 to
perform various functions and methods as described herein.
For example, in some embodiments, the software 112 1is
operable on the processor 102 to 1dentity applications oper-
ating on the system and individual processes associated with
cach application. In some such embodiments, the software
then applies one or more priority rules defined in the
memory to determine storage subsystem 106 priority of the
different processes. The priority rules are stored in the
memory 104, or elsewhere on the system 100, and define
which application processes, when operating concurrently
on the system 100, recerve priority 1n the storage subsystem.
In one embodiment, an example priority rule defines that
processes associated with a foreground application dis-
played to a user on a display 116 receive the highest priority.
After the priority rules are applied, the priority information
1s communicated to the storage subsystem driver 110 which
uses that information to schedule process storage subsystem
106 access. Other embodiments include prioritizing servic-
ing of applications and processes in other system 100
subsystems.

In some embodiments, the software 112 1s a background
application that operates on top of a system 100 operating
system. In other embodiments, the software 112 1s integrated
within a system 100 operating system. In yet further embodi-
ments, the software 112 1s embedded within the storage
subsystem driver 110.

FIG. 2 1s a flow diagram of a method 200 to prioritize
subsystem processing according to an embodiment of the
inventive subject matter. The method 200 includes ident-
tying applications and processes associated with each appli-
cation executing on a system 202 and applying one or more
priority rules to the identified applications and processes to
generate priority information 204. The priority imnformation
includes a list of one or more processes, or other tasks,
designated as high or low priority. The method 200 further
includes transmitting the priority information to a subsystem
206. The subsystem then maintains the priority information
and determines 1n the subsystem an order of servicing
subsystem access or usage requests. The method 200, 1n
some embodiments, dynamically executes 1 an ongoing
fashion. The method 200 in such embodiments, executes to
identily system applications and processes on an ongoing
basis to provide the priority information to the subsystem to
allow the subsystem to dynamically prioritize processes.

In some embodiments, identifying applications and pro-
cesses associated with each application executing on a
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4

system 202 includes making one or more operating system
function calls that return an identifier of each executing
application or associated associated processes. For example,
in some embodiments that execute on a computer with the
Microsolt® Windows® operating system, these operating

system functions calls include the calls GetForeground Win-
dow, GetWindowThreadProcessID,

CreatToolhelp32Snapshot, Thread32First, Thread32Next,
Process32First, and Process32Next.

In one embodiment including a priority rule that desig-
nates processes associated with a foreground window as
highest priority processes, the foreground window 1s 1den-
tified using the GetForegroundWindow operating system
call. The return from the GetForeground Window call 1s then
used as an argument to make the GetWindowThreadPro-
cessID call which returns identifiers of processes and threads
associated with the foreground window. Other embodiments
include using the operating system calls listed above and
other calls as will be apparent to one of skill in the art to
identily system processes as needed or as defined by the
priority rules of specific embodiments.

In some embodiments, the priority rules are defined to
give processes associated with certain applications high or
low processing priority in the subsystem. For example,
processes associated with a spreadsheet application can be
given a high priority while processes associated with another
application such as a background virus scanning application
can be given a low priority. In other embodiments, the
priority rules grant priority to one or more other applications
as designated by a system user, a system administrator, a
remote system admimstrative process, or one or more other
processing policies 1n accordance with system or enterprise
service level objectives or agreements. In further embodi-
ments, the priority rules include a rule to designate processes
associated with a foreground application displayed to a user
as high priority processes, thus improving application
response time, user productivity potential, and enhancing the
user experience.

In some embodiments, transmitting the priority informa-
tion to a subsystem 206 can also include transmitting
information designating certain processes as lower priority
processes. Thus, transmitting the priority information to a
subsystem 206 can include downgrading and upgrading
previously established process priority designations based
on a changing system environment, such as a change 1n a
foreground window displayed to a user.

In some embodiments, transmitting the priority informa-
tion to a subsystem 206 includes transmitting a process
identifier and a priority designator of one or more processes.

The subsystem, 1n some embodiments, 1s a storage sub-
system such as storage subsystem 106 illustrated 1n FIG. 1.

FIG. 3 1s a flow diagram of another method 300 to
prioritize subsystem processing according to an embodiment
of the mnventive subject matter. The method 300 executes on
a machine to result in the machine receiving input to
generate one or more application priority rules 302 and
generating application priority rules as a function of the
received mput 304. The method 300 then determines how to
apply the rules by 1dentitying applications operating on the
machine 306 and identifying processes executing on the
machine associated with each identified application 308.
The method 300 further causes the machine to apply the
rules by applying the application priority rules to the iden-
tified processes associated with each 1dentified application to
generate a process priority message to one or more machine
subsystems 310 and transmitting the process priority mes-
sage to the one or more machine subsystems 312.
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In some embodiments, the method 300 further executes
on the machine to result 1n the machine iteratively i1denti-
tying applications operating on the machine and iteratively
identifying processes executing on the machine associated
with each iteratively identified application. In such embodi-
ments, the method 300 also results 1n the machine iteratively
applying the application priority rules to the identified
processes associated with each identified application to
generate a process priority message to one or more machine
subsystems. The method 300, in such embodiments, further
results 1n the machine transmitting the process priority
message to the one or more machine subsystems when the
iterative application of the priority rules results 1n a process
priority change.

In some embodiments, transmitting the process priority
message to the one or more machine subsystems 312
includes transmitting the process priority message to a driver
of each respective one or more machine subsystems. In some
embodiments, transmitting the process priority message
includes transmitting a message to a subsystem 1n a message
separate from data or usage requests, such as through an
sidechannel communication mechanism, such as an IOCTL
input/output control message.

The process priority message, in some embodiments, 1s
received by a subsystem driver and the priority information
therein 1s stored 1n a table accessed by the subsystem driver.
Processes 1dentifiers are then used as a key into the table to
determine a priority of the process. The priorities determined
by the subsystem driver are then used to schedule servicing
of the processes by the subsystem.

In some embodiments, the method 300 further causes the
machine to provide a user interface to a user from which the
input to generate the one or more application priority rules
304 1s recerved.

It 1s emphasized that the Abstract 1s provided to comply
with 37 C.F.R. §1.72(b) requiring an Abstract that will allow
the reader to quickly ascertain the nature and gist of the
technical disclosure. It 1s submitted with the understanding,
that 1t will not be used to interpret or limit the scope or
meaning of the claims.

In the foregoing Detailed Description, various features are
grouped together 1n a single embodiment to streamline the
disclosure. This method of disclosure 1s not to be interpreted
as reflecting an intention that the claimed embodiments of
the invention require more features than are expressly
recited 1n each claim. Rather, as the following claims retlect,
inventive subject matter lies 1n less than all features of a
single disclosed embodiment. Thus, the following claims are
hereby incorporated 1nto the Detailed Description, with each
claim standing on its own as a separate embodiment.

It will be readily understood to those skilled 1n the art that
various other changes in the details, material, and arrange-
ments of the parts and method stages which have been
described and 1llustrated 1n order to explain the nature of this
invention may be made without departing from the prin-
ciples and scope of the imvention as expressed in the
subjoined claims.

What 1s claimed 1s:

1. A method comprising:

identifying applications and processes associated with
cach i1dentified application executing on a system by
calling an operating system routine;

applying one or more priority rules to the identified
applications and processes to generate priority infor-
mation, at least one of the one or more priority rules
including an administrator defined priority rule;
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6

transmitting the priority information to a subsystem

device driver; and

executing the subsystem device driver to:

store, within a memory accessible by the subsystem,
the priority information 1n a table;

match subsystem processes with a priority 1n the table, the

subsystem processes being processes ol the identified
processes; and

schedule subsystem process servicing according to the

matching.

2. The method of claim 1, wherein the priority informa-
tion 1ncludes information designating certain processes of
the 1dentified processes as high priority processes.

3. The method of claim 1, wherein the one or more
priority rules include a rule, the applying of which, causes
identified processes associated with a foreground applica-
tion to be designated as high priority processes.

4. The method of claim 1, wherein the one or more
priority rules include a rule, the applying of which, causes
processes associated with an application of a certain type to
be designated as high priority processes.

5. A non-transitory machine-readable medium, with
instructions thereon which when processed, result i a
machine:

identifying applications and processes associated with

cach identified application executing on a system by
calling an operating system routine;
applying one or more priority rules to the identified
applications and processes to generate priority infor-
mation, at least one of the one or more priority rules
including an administrator defined priority rule;

transmitting the priority information to a subsystem
driver; and

executing instructions of the subsystem device driver to:

store, within a memory accessible by the subsystem,
the priority information 1n a table;

match subsystem processes with a priority 1n the table, the

subsystem processes being processes of the identified
processes; and

schedule subsystem process servicing according to the

matching.

6. The non-transitory machine-readable medium of claim
5, wherein the priority information includes information
designating certain processes of the 1dentified processes as
high priority processes.

7. The non-transitory machine-readable medium of claim
5, wherein the one or more priority rules include a rule, the
applying of which, causes identified processes associated
with a foreground application to be designated as high
priority processes.

8. The non-transitory machine-readable medium of claim
5, wherein the one or more priority rules include a rule, the
applying of which, causes processes associated with an
application of a certain type to be designated as high priority
Processes.

9. A system comprising:

a Processor;

a memory device;

a subsystem device;

a bus operatively coupling the processor to the subsystem

device;

instructions held in the memory device and executable by

the processor to:

identily applications and processes associated with
cach identified application executing on a system by
calling an operating system routine;
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apply one or more priority rules to the identified appli-
cations and processes to generate priority information,
at least one of the one or more priority rules including
an administrator defined prionty rule; and

transmit the priority information to the subsystem device; 5

and

a subsystem device driver including instructions held in

the memory and executable by the processor to:
store the priority information 1n a table accessible by
the subsystem device; 10
match subsystem device processes with a priority in the
table, wherein the subsystem device processes are
processes of the 1dentified processes; and
schedule subsystem device process servicing according to
the matching. 15

10. The system of claim 9, wherein the priority informa-
tion 1ncludes mformation designating certain processes of
the 1dentified processes as high priority processes.

11. The system of claim 9, wherein the one or more
priority rules include a rule, the applying of which, causes 20
identified processes associated with a foreground applica-
tion to be designated as high priority processes.

12. The system of claim 9, wheremn the one or more
priority rules include a rule, the applying of which, causes
processes associated with an application of a certain type to 25
be designated as high priority processes.
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