12 United States Patent

Lee et al.

(10) Patent No.:

(45

UsS009641410B2

US 9,641,410 B2

) Date of Patent: *May 2, 2017

(54)

(71)

(72)

(73)

(%)

(21)
(22)

(65)

(63)

(1)

PERFORMANCE MEASUREMENT IN A
NETWORK SUPPORTING
MULTIPROTOCOL LABEL SWITCHING

(MPLS)

Applicant: Cisco Technology, Inc., San Jose, CA
(US)

Inventors: Kwok Keung Lee, Plano, TX (US);
Hsiang Ann Chen, Austin, TX (US);
Jason Xiaoguang Chen, San Jose, CA
(US); Rakesh Kumar, Austin, TX (US)

Assignee: Cisco Technology, Inc., San Jose, CA
(US)

Notice: Subject to any disclaimer, the term of this
patent 1s extended or adjusted under 35
U.S.C. 154(b) by O days.
This patent 1s subject to a terminal dis-
claimer.

Appl. No.: 14/931,602

Filed: Nov. 3, 2015

Prior Publication Data

US 2016/0197811 Al Jul. 7, 2016

Related U.S. Application Data

Continuation of application No. 14/160,089, filed on
Jan. 21, 2014, now Pat. No. 9,203,726, which 1s a

continuation of application No. 12/557,803, filed on
Sep. 11, 2009, now Pat. No. 8,638,778.

(52)

(58)

(56)

5
6
§
§

Notice

HO4L 12/24
HO4L 12/723

U.S. CL
CPC

(2006.01)
(2013.01)

HO4L 43/0852 (2013.01); HO4L 41/5009
(2013.01); HO4L 41/5019 (2013.01); HO4L
437087 (2013.01); HO4L 43/106 (2013.01);
HO4L 45/50 (2013.01)

Field of Classification Search

CPC HO4L 43/106
See application file for complete search history.

References Cited

U.S. PATENT DOCUMENTS

,649,108 A 7/1997 Spiegel et al.
363,053 Bl 3/2002 Schuster et al.
, 775,280 Bl 8/2004 Ma et al.
977,896 Bl 12/2005 Kobayashi

(Continued)

OTHER PUBLICATTONS

of Allowance, dated Sep. 20, 2013, recerved in connection

with U.S. Appl. No. 12/557,803.

(Continued)

Primary Examiner — Maharish1 Khirodhar

(74) Attorney, Agent, or Firm — Meunier Carlin &
Curfman LLC

(57)

ABSTRACT

A method and apparatus to provide hop-by-hop tracking for
a communication network 1s described. In one embodiment,
cach router verifies that a next downstream router supports
tracking and in response, adds a tracking indicator and a

Int. ClL. timestamp to the data packet. An end router provides a
GOIR 31/08 (2006.01) compilation of all the timestamps back to the originating
Gool 11/00 (2006.01) router.
HO04J 1/16 (2006.01)
HO4L 12/26 (2006.01) 20 Claims, 11 Drawing Sheets
(o)
e ¥
RECEIVE DATA PACKET "
302
ﬁTRAEK;_;r;G |
s L T,,/ N
]
. ' .
ocHNG oo | | PAOKET TRANSHISSON
306 | 212 5
DETERMINE NiKT NODE FOR
PACKET TRANSMISSION
i
,__.// OES" |
" NEXT NODE ™« _
<\Mlx. TSRLLZT{?:;? P -ﬁgl
T 21/ |
 TRANSMIT PAGKET TONEXT
NODE

o

N

KiL




US 9,641,410 B2
Page 2

(56)

References Cited

U.S. PATENT DOCUMENTS

7,206,288 B2
7,227,867 Bl
7,306,176 Bl
7,782,864 B2
8,638,778 B2
2003/0145105 AlL*

2004/0032856 Al
2005/0073961 Al
2005/0169188 Al*

2007/0274227 Al*

2008/0008178 Al
2008/0031146 Al*

2009/0276542 Al
2010/0061378 Al
2011/0063988 Al

Ol

Cometto et al.
Ferguson et al.

4/2007
6/2007
4/2008
8/2010
1/2014
7/2003

Ko et al.
[ee et al.

Sandstrom
Paik
Cometto

2/2004
4/2005
8/2005

11/2007

1/2008
2/2008

Tychon et al.
Kwak

11/2009
3/2010
3/2011

Aweya et al.

Joyner et al.
Lee et al.

AER PUBLICATIONS

Sundaresan et al.

Desineni .............

iiiiiiiiiiiiiiiii

Rauscher ............

ttttttttttttttttt

HO4L 12/2697

709/238

HO04L 47/10

370/249

HO4L 12/2697

370/252

HO4L 41/5003

370/250

Office Action, dated Jun. 10, 2011, recerved in connection with U.S.

Appl. No. 12/557,803.

Response to Oflice Action, filed Aug. 10, 2011, in connection with

U.S. Appl. No. 12/557,803.
Oftlice Action, dated Feb. 23, 2011, received in connection with U.S.

Appl. No. 12/557,803.

Response to Oflice Action, filed May 13, 2011, in connection with
U.S. Appl. No. 12/557,803.

Response to Amendment Under Rule 312, dated Dec. 30, 2013, in
connection with U.S. Appl. No. 12/557,803.

* cited by examiner



S. Patent May 2, 2017 Sheet 1 of 11 US 9,641,410 B2

LB B B B B BB B B B BB BB
'III-IIIIIIIIIIIIII

 + + 4 4 4 %" %R

R RN
-

T
-

+ +
| B B B |

+

+ +
LB L B B B BE BN BN B B BN BN |

Wi
SERVERS
108

SWIHTCH
1086

TN

""'\-\._\_\_ ____,_-"'

——

ROIX
N

—_—_— e e e = = —

+ + +
+ + +
+ + +
+ + +
+ + +
+ + +
* + +

+
+
+
+
+

+
+

+'.'l- = " 5 I 7T 1 TTTTTT + + + + +
e I B

P e e - * + * l\\\,\_ __/ PR NN L ML B B L L L EL B B M S Em By *
I N T R N O N - N I I T R T R ) *
| aa P - * + + T - ..4...............................1 +
+"l.b + + + - - + L + +
I'l‘-."|'r'r'r'r-r'r'r-r'r'r'r'r * + o+ * .--I_-'r-r'r'r-r'r'r-r'r'r-r'r'r-r 1
a = TATATATLTL - ala a TUTLTTUTLTUTLUTLTLTLTLTLT . a
| TiTTTTTTTTTOTTT + + + [ ] rTTTTTTTTTTTTT i
* rrrrrTTOTTTETE T " - * *
| AT T TrTTrTTTTTTYTTYT + + + |
+ rrTrTTrTTTTTTTTY " + + + + +
| AT T T T TTTTTTTT + + + 1
+ rrrrrTrTTTTTTTT " 4 + * +
| 1TTTTTTTTTTTTT + + + i
* rrrrrTTTTTT - - * *
| AT T TrTTrTTTTTTYTTYT + + +
+ rrTrTTrTTTTTTTTY " + + + + +
| AT T T T TTTTTTTT + + +
+ rrrrrTrTTTTTETTT T " 4 .+ * +
| 1T TTTTT + + +
* P A A LR ) - * *
| A1t TrTTY L N
+ Trrr T T - 4 B L) + +
| L T T T I A I A L B R
+ v - B .+ * +
| 111 TTTTY + + +
* P A A LR ) B PO [ * *
| LR R T N A L N
+ R R A A B L) [] + +
| Pl i e e o kb [ e - ———
+ R B NN I N ) [] * +
| R EEE L R
* ] o - ko +'I_._ r [] * *
|-l__"‘......-.-.-.--.--.--.--.- + F +, T T T TT T T T T T T T T
T a T Ta TeTeTeTeT . Attt . 4 - -
| e s T TTYTTT L -
* N ] ] [] * *
| N R R T R R L B N N i
* R ok r [] * *
| L R T T R R L O |
I+ D B I B D + B ¥ [] +‘| +
L T EL T (TN T N [T ¥ N
+"l_l P A R ] . * *
| I R N n T T T T T T T T T T T T, RN 1
* N . r [] R A R A | - R+ * *
|+“.“ v LT T T . . |-+| +++ _|+++++ +-| .
e i i A e e e -
* * .+
i T S S ' i A A + ++."'| o1 +
|+ + 4+ + 4+ + + + + + 4 + + + * * PN ok o+
e ko ok ke ko ok ok s ko ok ak k r [] -.--.--.--.--.--.--.--.--.--.--.--.--.--.-rJ o et L AR, *
¥ [] rTrrrrrrrrrrrror b | + + o+ ﬁ
* * .+
] [] * o+
* * PN
r [] * .+
* * o+
¥ [] + ERENE
* N O
] [] * 44+
a PR
3 [ | + 4+ +
+ L)
r [] NN
+ R
3 [] EEENE
* NN
] [] N
+ L)
- Pnaa e owoa b [] NN
I + R
.o Prr v T T oT oAk [] EEENE
P * NN
.. e e o T a b [] N
'l_"l_"l_.'l_"l_"l.-'l_"l_' 'l_I|I ., . + +++++‘+++++
N + R
[P P P PP P
[] . ++1+++“‘.
44+
+ +
1++“‘.
+ + 14 4 3 4
1+ +
* *
44+
+ o
-
*
*
* :: :



S. Patent May 2, 2017 Sheet 2 of 11 US 9,641,410 B2

LI R EEEEERERELERENRNR] LI N EEERERERERERERERERERR!]

[ I T B B B B B B B B ]

+
LI L K B BE B B B

VW B
SERVERS
108

A
:

SWIHTOH
Qo

G, 2

-

\
. L
/
-

T
-

'1:-'-1

PROXY
b T

CFWD

LR R R A BE T DR N R N R R R R + ) r+'+'+'+'+'+'+'+'+'+'+'+'+'+'+'+'1 r++++++
+'th + . — - + . + 3K +Ft
+"l_|’-.--.--.--.--.--.--.--.--.--.--.--.--.--.+ - l-i-"‘l_-.--.--.--.--.--.--.--.--.--.--.--.--.---|-'1 ] + +
T rTrTTTTTTTTTT + 1 rTTTTTTTTTTTTT 4 +
H T T T TTETTTrTTrTrTrTrT LI . + T rF T T TrTrTrTrTrTrTrTrTr - o+ F + +
* T r T TrTTTrT T - + 1 r T T T TTTTTTTTTT 4 +
a rrTTTTTTTTTTTAG . + rrrTTrTTrTTTTTTTTT " O+ F + +
rrTTTTTTTTTTTT + + 1 r T TTTTTTTTTTTT 4 + +
b rTr T T T T T T ror o+ . + - T rTrrTr T T + ¥ + +
rTTTTTTTTTTTT + + 1 rTTTTTTTTTTTTT 4 + +
H T *r T T TrTrTrTrTrTrTrTrTrTroao+ . + T rF T T TrTrTrTrTrTrTrTrTr - o+ F + +
rrTTTTTTTTTTT + + 1 r T T T TTTTTTTTTT + +
a rrTTTTTTTTTTTAG . + rrrTTrTTrTTTTTTTTT " O+ F + +
- T T T TTTTT - + + + 1 r T TTTTTTTTTTTT + +
b rrTTTTTTTTT T .+ . LI + - rrTrTTrTrTTT -+ ¥ LI
1 T T T L] LK TTTTT
+"‘l‘-|--|-|-|-|-|--|-r-r-r-r-|+ -++++++++ :1- R I T T T A L A R ] ++++++
I I I I I I A
+l'l‘111111111'r1--r'r1+ . : + ®1 111111 rTTTT O+ ] + + +
T 111111 T + + + + [ P R R N T T I N N R + + +
I R I R I A A . + W1 1111911 4 ¥ + o+ +
1_.1111-111111-1-1--- + + + + l'l..'1-|11-|11-|1'r-r'r'r-r + + +
H B 1 7 71 1 1 77" TT T LI . L BRI I I L T I R L F + + +
LI RN A - + + + + + 1 " 71711 rTTTT + + +
a 1 TrrTTT Tt . + 111111 4 F + o+ +
T 1T T + + + + — o e 1 P T T T T T T + + +
b AT T or o4 . N T N N N N | + + + + + I R A A ¥ + o+ +
111 TTTT EIEIEIE R R R R e + + o+ + 1 R R T A A ) + o+ +
H T 1 T T T T ¥ o+ o+ ¥+ I-I + + + + + [ N R N R B I L F + + +
A T E3EIE + ' T + + + + + 1 R T + + +
a TrrTTT Tt . rTrrrrrrrrrororra b | +: + + + R N R A A F + o+ +
T T T T - + + + + + +, T T T TTTTTTTTTT + + + + + l rr s 1 1 7T 7" T T TT T + + +
H AT .+ . rrrrrrrrrrororra b | + + * + N -+ ] o+ o+
111 TTTT EIEIEIE + rrTTTTTTTTTTTT + + + o+ + 1 s s s d i rTrTTTTT + o+ +
H T 1 T T T T ¥ o+ o+ ¥+ -r-r-|--r-r-|--r-r-|--r-r-|--r-|l-| + + + + L N B I R L . F + + +
LN A + + + + + +, rrTrTTTTTTTTTTT + + + + + 1 S N R N T R 4 + + +
a Tt T T ToTo 4 . rTrrrrrrrrrororra b | + + * + N I I I R R I A A 3 + o+ +
T 1T T + + + + +, T T TrTrTrTTTTrTTTTTTT + + + + + 1 s 1 11T TTTTT 4 + + +
H AT e o 4 . rrrrrrrrrrororra b | + + * " + N ] o+ o+ N
11 TTTT + + + + +. rTrTTTTTTTTTTTT + + + + + + 1 11 11Tl TTTTT 4 + + +
H . T 1 T T T T ¥ o+ o+ ¥+ T T TToTTrTrTroTTrTrTTT " F + + + + 11 T T T T o+ F + + +
. LN A + + + + + +, rrTrTTTTTTTTTTT + + + + + . + + 1 DRI T T T R R I 4 + + +
a . TrrTTT Tt . Tt T T T T T T or w r x r ox ok g oL, h_ -+-| N + s i 111 TTTT * F Tatt
N - B AT rTrTTTTTTTTT T
+"-_"-_:'-__"-_:'-_:-,:'-__"-_:'-_:'-_:'-_:'-:-__+ ¥ PR Fm e e e e e e e e e e e - |+‘-_:'-:-_:'-_:-:-_:-_:'-:-_:'-_:-:-_:-_:'-:-__+1 " PR
, + + + + + + rTTTTTTTTTTTT + + L 4 + + +
-+ + F + F F F FFFFFFFFF F + + + + + b -r-r-r-r-r-r-r-r-r-r-r-r-r-r--l + + + + + + + + + + + + F + +F + + F + + +
o LRI F- rTrTTTTTTTTTT -|-‘| + o ERERE
rTTTTTTTTTTTTT *
+ + + + + + + +.'l-r-|--r-r-|--r-r-|--r-r-|--r + + + + +
F ok + + + 3 rrrrrrrrrrrrrr -1 + + L
+ EIEIEIE S + rrTTTTTTTTTTTT + + + o+ +
r o+ + + + 3 rrrrrrrrrrrrrr -1 + +
+ EIEIEIE + - rrTr T T T T T + + + o+ +
r o+t ] rTrTTTTTTTYTTTTT " + +
+ + + + + + + + Ll T T T TTTFTTTTTT + + + + +
r NN 3 rr T T T TrTTET T T TOT " +
+ EIEIEIE S + LR L] L] TirTTTT + + + o+ +
3 R FE b...1-|11-|11-|1'r'r1-1--r- + o+
+ EIEIEIE + I - - + + + o+ +
r o+t }l_.-|-|-|-|-|-|-|-|-|-r-r-r-r-r- + +
+ + + + + + + + LI B R I B I | + + + +
| NN . +
+ EIEIEIE S + + + +
M| R FE . + o+
* AP = + * Lt
| o+t . + +
+ + + + + + + + + + +
| NN . +
+ LSRR + + + +
M| bt . + +
+ + + + + + + + +
Pl 4 + + + . + +
+ + + + + + + + +
N . . LI
L | + +
+ + + +
- + +
* * 2 P
- + +
+1 + +
-|-‘| + +
I..I..'l.hb-l-‘l + +
+ + + + + +
[ S N N MR N MR N | Q



U.S. Patent May 2, 2017 Sheet 3 of 11 US 9,641,410 B2

. , 200
. START ¥
A by PREPAREDATAPORTRANSMISSION |
Y
DENTIFY TRANSMISSION POLICY
FOR THE DATA PATH
FASK]
- TRACKING ™
YES—— NODE?
, i ) i
IDENTIFY NEXT NODE, NO)
- ON THE DATA PATH
’ 205 i
IS NEXT -
NODE ATRACKING . NS .l NG OP -
. NODE? N
YES
e | A e
 ADD TRACKING INDICATOR :
 (FEC TIMESTAMP) IN PROBE | TRANSI o ek
i PACKETS priod
207 sl

SHEWK



U.S. Patent May 2, 2017 Sheet 4 of 11 US 9,641,410 B2

N

PAYLOAL
o

TRACKING
FRORTHON
54

_____________________________________

Fia. 4

______________________________________

______________________________________

MAL
HEADER
25




U.S. Patent May 2, 2017 Sheet 5 of 11 US 9,641,410 B2

e = = —— —— . —— = — —— —————

| | 300
\JOPESIART 2
¥ :
RECEIVE DATA PACKET _
302
- TRACKING
— < INDICATED?
- < 11
YiES S NG
"""""""" ABD TIME STAMP T | DETERMINE NEXT NODE FOR
306 212
 DETERMINE NEXT NODE FOR
PACKET TRANSMISSION
308
- ’?H'a
- DOES
7 NEXTNODE
< SUPPORT [ YES -
~_ TRACKING?
o T T | S
,\]O TRANSMIT PACKET TO NEXT
¥ NODE i
;- - EHHHH 314
| STOP
N4

SHENES



U.S. Patent May 2, 2017 Sheet 6 of 11 US 9,641,410 B2

o — —— o ———— = ——— ——— -,

/’ff AN
HINAL \

. NODE START | 350
N / g

___________________________

294

____________________________________________________________________________________

ha

.-"---.
- "
T T
o~
- H'a
- TRACKING
-~ .
> )
o T
- e
T T
----- INDICATED?
e =- NO
.-"--.-
iy , f__ﬂ,-""
H-E 3%4 -.---i--
P . o
- __.--"

e e e e T e e e e e e e e e e

e ¥y TRANSMIT PACKET TO
- ADD TIME STAMP TO ~ TARGET RECIPIENT |
 TRACKING PORTION 359
i _3__5_;@1 e

___________________________________________

S :

SUNT PACKET TO CPU
358 i

CPU TO TRANSMIT
FACKET TO
ORIGINATOR
360

HICH



U.S. Patent May 2, 2017 Sheet 7 of 11 US 9,641,410 B2

T START s 400

-\.,\_\_\_-\_ _._'_'_.-

_______________________________________________________________________________________________________________________________________________________________

RECEIVE FINAL DATA PACKET WIiTH TRACKING
INFORMATION
402

y

EXTRACT TRACKING INFORMATION
404

_______________________________________________________________________________________________________________________________________________________________

400

______________________________________________________________________________________________________________________________________________________________

~ .
- "'\-\.\_\_H-
~ -

7 OPTIMIZE?
N 408 7 YES

CHANGE TRANSMISSION
CONTROL ACCORDING 1O
TRANSMISSION POLICY
414

NO I S

—_—_———e—e— e e e e ——— —

i, 7



US 9,641,410 B2

Sheet 8 of 11

May 2, 2017

U.S. Patent

S G
AN 0%
: J9OAYd f
8 i —— - S
(0} sl | CQYOTAVYd | Sv
G 5 w2
(G 6L | (G} 81 VO AR 1A% $
N B - o V4 i
- rsL | (v} Si WL | auoiava | — CV s
7 7% 5 | S £
, | . | J |  AY0TIAY m .
(Zisl | 7} 8l - @sl Zwm m hakiliibhihe A e
e — WSt m 0 | CZ ; |
7Y | 3 m Gt & m [ yyen W H o
(s 0I5 - {oksL Smwp | e WEL 93\_ ,& - O
TR LT U m Ve | 7 IR
o pe ve e ¥ YowMd s -
ADYHL | MOVHL  ADVHL L oy T YRR m
o5 m smcs m — L ” m L2 m 17 e
O & I 1 A DV g
O OV DY OYEE m - - 317
m, T T ;....:xxﬂ. . m m qu..m
A v | m
__« Exymr!f_a A NN (i Ifww}a | m m V1wl
e N N : : -
| b m m
_ﬂ_f m - - ::,,;f.. m m
H.Hxnjr_w m hllu.w ; ff. m ||||||||||||||||||| m e
" x.\x m :,,,,.,, m ! .ﬂw@ m.u ,,_“ m
| | | : h__ . | |
_ A RO ANEND
QN m H m M- w. ; < m ' A ._“?Hi_v,,ﬁ_ﬁ_ﬁ_xm_“ﬁm
- HOLIMS 7
m d
_ . | U I NI A m i
SUL AAAHDS 7 T Jﬁ, m
B A ey \ i m =
GIM L g
o~ ~ o m f.f ;
A T "
2 ,f|mq.-a,,f m
m o i-ti.x,fffk; s o m m« G.ﬂ :
. NS T _ : M + |
h = : vy F o
] 5 ¥ 3 i ¥, m
. v w : - \
| | i ; '




U.S. Patent

May 2, 2017 Sheet 9 of 11
COMPUTER
SYSTEM
Sl
7 N

_l --*’—‘\E

I NETWORK

I\“ i _...:E..Q.. jjj
yﬂ\ﬂ - jr

_____________________________________________________________________________________________________________________

DATA
FPROCESSING
UNET

______________

TRAUDKING ANALY SIS AND
CONTROL

US 9,641,410 B2

TiMES TAMP
mERVER

SU8

_____________________________________________________

21d

P ——————————————

550 20 60

____________________________________

COMPUTER
SYSTEM 502

FiG. O



US 9,641,410 B2

Sheet 10 of 11

May 2, 2017

U.S. Patent

018 HIAIRDTH
AYNOLLIAOY

608
AL LINSNYS L

808 INIDNI
ONISS 00U
(AR S

S8 AVIdSIC
AYNOLLIAOY

yO8  ANISNS

DNt L H A

08 TTOMAINGD
NV SICATYNY
ONIAIVHL

CU8 edAid0dd

A 1dSI0

008



US 9,641,410 B2

Sheet 11 of 11

May 2, 2017

U.S. Patent

Ll Dl

gL

IR

Lo

S OIAL
MOLLYHAMNZE)
YNNG

.\..I-...._..Hulx

916
HAATTOHLINGS

A NN
0 LNGT
e IR0

111111111111111111111111111111111111111111111

LN
@mewwmumm& I 2

\ R4S

AV IdSH
J2UIA

={1g

A IGON
SISATYNY
NOISDINSNYHL

m”ﬁ ,}.m Q
A0 AT LN |
MHOAM LN |

ASVEV.LY(

A0
NOISSHNDNY UL

A

SO0

- : 1

SN T T TS .

dOSSH00MA

zo6 T\

m AHOANLIN ,_w
)

Y<H

~- 006



US 9,641,410 B2

1

PERFORMANCE MEASUREMENT IN A
NETWORK SUPPORTING
MULTIPROTOCOL LABEL SWITCHING
(MPLS)

RELATED APPLICATIONS

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 14/160,089, filed Jan. 21, 2014, which 1s a
continuation of U.S. patent application Ser. No. 12/557,803,
filed Sep. 11, 2009, now U.S. Pat. No. 8,638,778, both

applications being expressly incorporated herein by refer-
ence and made a part hereof.

FIELD

The present disclosure relates generally to computer net-
works. In an example embodiment, the disclosure relates to
performance measurement 1n a network supporting multi-
protocol label switching.

BACKGROUND

Various criteria are used in evaluating performance of a
communication network. Services provided over such net-
works are defined by a Service Level Agreement (SLA)
relating to these criteria. For example, an SLA may define
acceptable levels of jitter or latency for communications.

The criteria may be defined or specified for a given trans-
mission path, such as a Label Switched Path (LSP). Mea-
surements of communication path performance provide the
data and information to evaluate the communication net-
work performance for conformance to the SLA. As service
provider revenue 1s based on this performance of the com-
munication, various measurements and methods for mea-
surement of communication path performance have been
developed depending on the service, SLA and application.
Typically, these measurements monitor routine performance
of the network, such as performance of communication
paths traversing the network, and may also be used when
services degrade.

BRIEF DESCRIPTION OF THE DRAWINGS

Some embodiments are 1llustrated by way of example and
not limitation 1n the figures of the accompanying drawings
in which:

FIG. 1 and FIG. 2 are block diagrams illustrating a
MultiProtocol Label Switching (MPLS) network, according
to an example embodiment.

FIG. 3 1s a flow diagram 1llustrating a process for mea-
suring performance of a communication path 1n a network
supporting MPLS and tracking, according to an example
embodiment.

FIG. 4 1s a block diagram 1illustrating a tracking message,
according to an example embodiment.

FIG. 5 and FIG. 6 are flow diagrams 1llustrating criteria
tracking 1 a communication network, according to an
example embodiment.

FIG. 7 1s a flow diagram 1llustrating processing of track-
ing information by an originating node, according to an
example embodiment.

FIG. 8 1s a block diagram illustrating a communication
network, according to an example embodiment.

FIG. 9 1s a block diagram illustrating a communication
network, according to an example embodiment.
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FIG. 10 1s a block diagram 1llustrating a computer system
implementing criteria tracking, according to an example
embodiment.

FIG. 11 1s a block diagram 1llustrating a computer net-
work, according to an example embodiment.

DESCRIPTION OF EXAMPLE EMBODIMENTS

In the following description, for purposes of explanation,
numerous specific details are set forth 1n order to provide a
thorough understanding of an example embodiment of the
present disclosure. It will be evident, however, to one skilled
in the art that the present disclosure may be practiced
without these specific details.

Overview

A computer implemented method and apparatus for per-
formance measurement 1n a network supporting multipro-
tocol label switching 1s described. The method may com-
prise receiving a data payload at a router and, using at least
one digital processing unit, identitying the data payload for
hop-by-hop tracking. A tracking indicator for the data pay-
load may then be created and the tracking indicator may then
be added to the data payload to form a data packet. The data
packet may then be transmitted to a next router.

Example Embodiments

Communication networks may specity the quality of
transmissions, such as delay, latency, jitter, or other critena
that describe the transmissions. A challenge for traditional
MPLS networks 1s to collect SLA data for an MPLS LSP.
Such measurements are used to evaluate the service provid-
er’s backbone network, as often service 1s provided or sold
to customers with pricing based on the specifics of the SLAs.
When these services degrade, the service provider trouble-
shoots to 1solate 1ssues. Once 1dentified, the service provider
may address 1ssues and restore service as specified by the
SLA.

Measurement techniques may implement a form of time-
stamping to measure traflic on the MPLS LSP. The time-
stamp may be applied 1in the control plane or 1n the data
plane. The control plane refers to the anticipated or expected
routing of data or traflic through the MPLS network; the data
plane refers to the actual path taken through the network.
Applying timestamps in the control plane eflectively mea-
sures the time for traflic to traverse the network from
end-to-end. Measurement 1s made at the start and end points
of a given MPLS LSP. These control plane measurement
techniques assume that the traflic traveled on the anticipated
route. Control plane measurements are easy to implement
and reduce computing time and overhead.

It 1s possible, and often the case, that the traflic takes a
route through the MPLS network that 1s different from the
anticipated path. Some embodiments of the present inven-
tion, therefore, apply timestamps in the data plane. These
data plane measurement techniques do not assume the traflic
traveled the anticipated route, but rather collect timestamps
at nodes along the route. The data plane techniques allow
accurate measurements 1n order to satisty Quality of Service
(Quality of Service) requirements, where the added infor-
mation and measurement accuracy 1s used to analyze and
schedule communications. As the MPLS LSP may span a
large network, the service provider desires information on
specific fault points.
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Data plane measurement techniques may be implemented
in a variety of ways. In an example embodiment, a tracking
method collects timestamps, hop-by-hop from an originating
point to an end-point the network. Timestamps indicate data
traflic through the network. In one embodiment, a tracking
indicator may be a label for a Forward Equivalency Class
(FEC), such as “timestamp FEC.” Some embodiments pro-
vide a mechanism in the data plane to 1dentify which packets
to timestamp, and describing formats and places within a
data packet to place the timestamp. Once the timestamp
information 1s available, there are multiple ways to analyze
the information, which may be determined by the system
components, the system configuration, the service provider
specifications, the service offered, the service consumer
specifications, as well as a variety of other variables.

FIG. 1 illustrates a communication network 20, including,
an MPLS network 22. Accessing the MPLS network 22 are
multiple client machines 102. A client machine 102 may also
be referred to as Customer Edge (CE), which 1s a last
customer switch or router before entering the MPLS net-
work 22. Client machine 102 may be the router that allows
a path for the user to the provider network. Information 1s
provided to a target forward proxy 104, also referred to as a
Provider Edge (PE). The MPLS network 22 i1s further
communicatively coupled to a switch 106 for communica-
tion with web servers 108 or other computer systems. The
communicative connections and coupling 1llustrated in FIG.
1 may be implemented 1n a variety of ways. Further, there
may be additional components implemented within the
network while facilitating the communicative paths illus-
trated. The client machines 102 may include any data
processing device having capability to participate 1n a data
communication.

The forward proxy 104 1s where user routed information
1s recerved and forwarded to the MPLS network 22. The
torward proxy creates labels for communication information
or trathc. In MPLS technology, a label 1s information
provided with the transmission information packet that helps
move the transmission mnformation packet, such as data in
frames, from point to point in the network. Each movement
from one point to a next 1s considered a hop. In this way, the
MPLS network 1s a layered communication technology that
defines mformation movement on a hop-by-hop level. The
label 1n MPLS 1s included 1n a field of information referred
to as a “shim header.” The shim header 1s provided between
a layer 1 header and a layer 3 payload. The shim header may
provide suflicient imnformation to define a path through a
network, and not just to the next hop. The shim header
includes subfields, one of which 1s the label. The label stored
in the shim header 1s 1dentified by a label value. A label may
refer to a specific function or label operation; similarly, a
label may refer to a custom function.

Continuing with FIG. 1, the forward proxy 104 1s coupled
with the MPLS network 22 made up of multiple Label
Switch Routers (LSRs), or nodes, 2, 4, 6, 8 and 10. An LSR
1s any router or switch to perform label switching by
receiving a labeled packet and “swapping™ the label of the
packet with an outgoing label. The LSR then forwards the
new labeled packet from the appropriate interface. The
source of a packet 1s referred to as the ingress point or
ingress LSR. The ingress LSR puts the label in to the packet,
which 1s referred to as label imposition. The ingress LSR
then forwards the packet through the MPLS network, such
as MPLS network 22, or MPLS enabled domain.

The destination of a packet 1s referred to as an egress point
or egress LSR. This 1s the destination or exit point of traflic
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removes the label from the packet, which i1s referred to as
label disposition. The egress LSR then forwards the packet
from the MPLS network to the destination.

Also 1llustrated 1n FIG. 1 there 1s a first path 12 designated
by a dashed line from the forward proxy 104 to the switch
106. The first path 12 identifies an anticipated path or
expected path for the data packet to travel in traversing the
network 22. In this case, the forward proxy 104 1s an imngress
LSR and the switch 106 1s an egress LSR. The first path 12
1s the projected hop-by-hop path for communications from
torward proxy 104 through MPLS network 22 to switch 106.
The hop-by-hop path of the first path 12 1s node 2 to node
4 to node 6 to node 8 to node 10 to switch 106. The network
22 also includes multiple other nodes, including node 3,
node 5 and node 7, which are not involved 1n the transmis-
sion path illustrated 1in FIG. 1. The first path 12 1s the path
expected to be the most eflicient. In practice, however, the
actual hop-by-hop path for a given communication may take
another route. This may be due to traflic concerns, trouble
with a router, or other considerations. The actual commu-
nication transmission path 1s the second path 14 1dentified by
a solid line. In this case, the first path 12 and second path 14
are consistent. In other words, the order of LSRs from the
torward proxy 104 through MPLS network 22 to switch 106
1s the same. This 1s not always the case, and the second path
14 may take a different route.

Conventional methods for evaluating the performance of
a communication path consider the end-to-end delay. Such
method compares a timestamp at the ingress LSR and a
timestamp at the egress LSR. Using on one of these con-
ventional methods, there may be significant difference in the
actual processing time versus the anticipated processing
time. For example, the second path 14 may include LSRs not
included in the first path 12. In this scenario, the delay from
hop-by-hop may be within the allowable specification; how-
ever, end-to-end calculation based on the anticipated first
path 12 will result in an 1naccurate report.

Further, there 1s no standard mechanism in MPLS net-
works to collect timestamps at every hop as measurement 1s
done 1n the control plane at the end of the LSP. This 1s not
accurate and provides little information as to identification
of a fault point. When the MPLS network, such as MPLS
network 22, spans a large number of routers, 1dentification
of a fault point becomes difficult. It 1s therefore desirable to
identily timestamps per each hop of the second path. This
provides an accurate evaluation of the communication pro-
cessing as 1t maintains measurements in the data plane.
Further, this method does not require deep packet inspection
and may be implemented 1n the data plane by recognizing a
“timestamp’” label. In this way, a method to monitor the path
following an MPLS LSP accurately follows the actual data
path and may be used to i1dentity a fault point.

One embodiment provides a method to collect timestamps
across the MPLS path, or LSP, on a hop-by-hop basis from
start to end. The monitored information may then be used to
determine the point(s) of congestion in the path of the given
MPLS LSP. In this embodiment, a new label 1s introduced to
identily a timestamp used for hop-by-hop monitoring. The
label 1s referred to as the Forward Equwalency Class (FEC)

B

label or “timestamp FEC.” The FEC label i1s negotiated
across the MPLS network. An MPLS router or LSR 1mple-
ments the timestamp FEC and advertises the FEC timestamp
capability by providing the timestamp label to the upstream
MPLS router through signaling at the system startup time.

FIG. 2 1illustrates the MPLS network 22 implementing a
timestamp FEC method of communication. The first path 12
(dashed line) 1s 1dentified by hop-by-hop path of node 2 to
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node 4 to node 6 to node 8 to node 10. The second path 16
(solid line) 1s 1dentified by hop-by-hop path of node 2 to
node 3 to node 5 to node 7 to node 10 to switch 106.
Monitoring performance of a communication path 1s pos-
sible using the timestamp FEC capability of the LSRs within
the MPLS network 22. Each router having timestamp FEC
capability 1mitiates a timestamp collection request for a
target router or next hop. The process checks whether the
next router downstream supports this capability.

For example, when the forward proxy 104 1s timestamp
FEC capable, the forward proxy 104 will verify that the next
hop, node 2, 1s capable of providing a timestamp. When
node 2 supports timestamp FEC capability, then forward
proxy 104 will impose the timestamp label and send the
packet to the downstream router, node 2. The downstream
router, node 2, receives the packet with the top label being
a timestamp label. In response, node 2 applies a timestamp
to the packet. The node 2 then processes the packet 1n the
control plane, which will add timestamp to the packet in a
Type-Length-Value (TLV) encoding scheme. The node 2
then identifies a next hop based on the label below the
timestamp label. The node 2 inserts the timestamp label for
the next downstream router. When the next router 1s time-
stamp FEC capable, the process starts again at that router.
The process continues to an end LSR, whereupon the last
LSR 1n the LSP receives a compilation of the timestamp
information from each hop and then sends this collected
timestamp mnformation to the initiating router. The end point
1s determined when the received packet does not have a next
identified hop but comes simply with the timestamp label.

When the next hop downstream router does not support
timestamp FEC capability then the timestamp information 1s
communicated to the mitiating router with the timestamp
information collected to the last supporting hop. Alternate
embodiments may include methods for conveying the time-
stamp 1information through those LSR which do not support
the timestamp FEC. In such embodiments, the information
1s passed through in case other downstream LSRs support
timestamp FEC, and allowance 1s made for the non-support-
Ing routers.

Alternate embodiments may implement the timestamp
FEC methods i a control plane by handling the timestamp
label, while other embodiments implement the processing 1n
the hardware data path. Timestamp mechanisms may be
implemented in the control plane or the data plane; however,
the data plane allows a level of accuracy not available 1n the
control plane measurements. In each of these embodiments,
a timestamp label 1s used to trigger the collection of time-
stamp mformation on an MPLS path. The timestamp infor-
mation 1s used to monitor SLA performance of a given
MPLS path. The addition of a timestamp label 1s used as
there 1s currently no standard mechanism for MPLS net-
works to collect timestamps at every hop.

FIG. 3 1s a flow diagram illustrating timestamp FEC
processing for monitoring the communications in the MPLS
network 22. The method 200 1s performed by an originator
and starts when a network node prepares 202 data for
transmission. The method 200 then identifies 203 the trans-
mission policy for the data path. The transmission policy
may 1dentily parameters of a service, such as specified in the
SLA, which are to be monitored for transmissions in the
network 22. For example, according to one transmission
policy, jitter 1s to be maintained within a specified range of
values. In another example, the latency, or delay, of trans-
missions 1s to be less than a specified value. The method 200
then includes activities to determine 204 11 the network node
1s a tracking node. In other words, the method 200 will
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determine 1f the node supports the tracking method. For a
tracking node, the method 200 continues to identify 205 a
next node 1n the data path and adds 207 a tracking indicator
to the data packet. Processing continues to transmit 208 the
packet to the next node. If the node does not support
tracking, then processing 1s terminated, and the node per-
forms no operation, or a NO OP, with respect to the tacking
technique.

Optionally, the method 200 may also include activities to
determine 206 11 the next node 1s a tracking node. 11 the next
node 1s not a tracking node, the processing terminated, and
performs no operation with respect to the tacking technique.
The originator node may also be capable to process com-
munications without using the tracking techmique(s)
described herein. If the next node 1s a tracking node, then
processing continues to add the tracking indicator 207.
Various decisions are possible at each hop based on the
various determinations, mcluding revising the transmission
path to direct a communication through tracking nodes. In
one embodiment, the tracking indicator and timestamp
information are 1gnored by non-tracking nodes, wherein the
non-tracking nodes remain able to transmait the data packet.
In an alternate embodiment, the data transmission terminates
when a non-tracking node 1s encountered.

Various embodiments implement a tracking method to
work with legacy systems, where the tracking method 1s
designed to be consistent with non-tracking nodes, and
non-tracking nodes are able to process the data packets
without removing the tracking indicator or timestamp infor-
mation.

Determining 204 if a node 1s a tracking node typically
involves 1identification of a tracking indicator 1n the envelope
of the data packet. Where the node 1s an initiating node, such
as the first node 1n the transmission path, the node processes
data packets to apply the tracking indicator and to add a
timestamp to the data packet. Additionally, the network may
maintain information identifying tracking nodes within the
network. In this way, each node 1s able to access information
as to whether the next node 1n a transmission data path 1s a
tracking node or a non-tracking node.

The tracking methods involve application of a tracking
indicator, which 1s applied by an 1nitiating tracking node to
data packets for transmission. The tracking criteria indicates
that the next router supports timestamp FEC, and therefore
the timestamp FEC processing will be used. In such an
example, the timestamp FEC information 1s added to the
data packet, such as to probe packets, and the next node
receives the timestamp and understands how to handle the
packet.

The tracking indicator may be applied to a portion of the
data packets of a transmission, such as to probe packets that
may be provided periodically or randomly according to a
predetermined scheme. In one example, the probe packet 1s
selected as each packet for transmission. For data packets
without the tracking indicator, processing continues to trans-
mit 208 the packet.

The tracking indicator of one embodiment 1s illustrated 1n
FIG. 4. The data packet 250 1s made up of several fields,
including a Medium Access Control (MAC) header 251, a
tracking label 252 as the tracking indicator, a destination
label 253, a tracking portion 234, and a payload 256. The
MAC protocol 1s used to provide the data link layer in a
networked communication. The MAC protocol encapsulates
the payload 256 through the use of the MAC header 251.
Alternate embodiments may employ different combinations
of tracking information. The tracking label 252 provides the
tracking indicator, which 1s an indication to the recipient of
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the data packet 250 that a tracking method 1s being used with
the data packet 250. In the illustrated embodiment, the
tracking label 252 1s a code as a command or 1nstruction for
the receiving router to use the timestamp FEC processing.
Where a variety of tracking mechanisms are possible, the
tracking indicator may indicate which scheme is being used,
or may be a simple one bit indication that tracking 1s used.
The tracking portion 254 1s used to store tracking informa-
tion, such as a timestamp for the current node indicating a
time associated with processing of the data packet 250 at the
current node. When a tracking node receives the data packet
250 having the tracking label 252 and the tracking portion
254, the receiving tracking node continues a cumulative
process ol adding tracking information, such as timestamp
information, to the tracking portion 254, and in this way,
transforms the received data packet into a new data packet,
as 1llustrated by way of example in FIG. 8.

FI1G. 5 1llustrates a method 300 for a receiving node upon
receipt of the data packet 250, which includes tracking label
252, which 1n this embodiment 1s a timestamp FEC 1ndica-
tor. The flow chart of FIG. 5 refers to processing done at the
initial node, such as a router, in the network 22 as in FIG. 2.
In the present example, the mitiating node may be forward
proxy 104 or node 2 as in FIG. 2. The tracking node receives
302 the data packet 250. When tracking 1s indicated 304, a
timestamp 1s added 306 to the tracking portion 2354, as
illustrated in FIG. 4. In the present embodiment, the tracking
portion 254 includes the nitiating timestamp, added by the
iitiating node, as well as the timestamps of any previous
nodes (e.g. upstream routers). The node then determines 308
the next node for transmission of the data packet 250, and
determines 310 whether the next node supports the tracking
method, which 1n this embodiment 1s timestamp FEC track-
ing. When the next node supports the tracking method, the
data packet 250 1s transmitted 314 to the next node. At this
point, processing may continue with the next node 1gnoring,
the tracking label 252 and the tracking portion 234, or
processing may terminate as the entire transmission data
path does not support the tracking method. If the processing,
terminates, the current node may send the tracking infor-
mation compiled to this point back to the initiating node to
present to the originator of the data packet 250 transmission.
Still further, the processing may continue to the next node,
where each tracking node along the transmission data path
adds timestamp i1nformation while the non-tracking nodes
process without implementing the tracking method.

Note that the nodes of the network may also process
communications for which tracking is not desired. In this
case, when the current node determines 304 that tracking 1s
not indicated, the node determines 312 a next node for
packet transmission and transmits 314 the packet to the next
node. Therefore, tracking nodes may be able to process
transmissions incorporating tracking as well as transmis-
sions without tracking.

FIG. 6 1llustrates a process 350 performed by the final or
end node, to track the data packet 250. As discussed above
with respect to the flow chart of FIG. 5, the mitial node for
the transmission through the MPLS network 22 was forward
proxy 104 or node 2. Similarly, the final or end node in the
MPLS network 22 for the transmission data path 1s node 10
or switch 106. The final node terminates the transmission of
the data packet 250 through the network. In this way, the
final node receives 352 the data packet 250, which includes
the compilation of timestamps for each tracking node on the
transmission data path. The data packet 250 also includes the
tracking label 252. When the router determines 354 that
tracking 1s indicated, such as 1s the case 1n this example,
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processing continues to add 356 the timestamp for the
current node to the tracking portion 254 of the data packet
250. Processing then continues to transmit 358 the data
packet 250 to the target recipient. Additionally, the node also
transmits 360 a copy of the data packet 250 to the mitiating
router or originator. The information sent to the originator
provides the full tracking information to describe transmis-
sion of the data packet 250 on a hop-by-hop basis. The
information 1n the present example provides time measures
for each transmission hop and enables the originator to
identify a fault or delay in the network.

If the end node receives 352 a data packet that does not
indicate 354 tracking, such as where there 1s no tracking
indicator similar to tracking label 254, the node continues to
transmit 359 the packet to the target recipient.

As 1ndicated 1n FIG. 6, when transmission 1s completed,
the end node sends the tracking information back to the
originator. The originator then receives the information and
performs measurements or tracking analysis. FIG. 7 illus-
trates a method 400 for the originator upon receipt of the
tracking information. Here the originating node receives 402
the final data packet 250, as illustrated in FIG. 4, with the
tracking information. The final data packet 250 1s diflerent
from the original data packet 250 as the final data packet
includes a compilation of timestamps for each tracking node
on the transmission data path of MPLS network 22. The
tracking information may include other information, such as
parameters related to transmission, as designated by the
designer of the tracking method or MPLS network 22. A
variety ol tracking methods will use or include timestamp
information as this provides significant information related
to delay, jitter and other parameters specified 1n an SLA.
Additionally, by analyzing the cumulative information for a
variety of data transmission paths, the service provider may
identify traflic patterns or congestion that occurs at certain
time of day or for specific types of communications. This
may 1nclude communications related to a specific content
source or server. In one embodiment the timestamp infor-
mation includes data and time information. In another
embodiment, the timestamp information 1s relative within
the network, where tracking nodes are synchronized to a
same clock source (not shown).

Returning to FIG. 7, 1n the present example, on comple-
tion of the data transmission, the originator receives 402 the
data packet 250 including a compilation of timestamps for
cach hop 1n the transmission data path. The originating node
extracts 404 the tracking information from the data packet
250. The oniginating node may then analyze 406 the trans-
mission data path against a tracking criteria. For example,
the tracking criteria may relate to a delay specification in the
SLA. The tracking methods discussed herein provide a
variety of accurate, eflicient measures of the hop-by-hop
transmission of a data packet, and such imnformation has a
plethora of applications, which may be generally applied or
specific to the service provider. The tracking methods
described herein provide the measurement techniques and
are intended to provide information without limait to the later
analysis and use of such information. Additionally, for
clanity and understanding, the present example relates to
timestamp information used to measure the performance of
the transmission; however, these methods are applicable to
other measurements or information added to the data packet
on a hop-by-hop basis. Similarly, the tracking methods may
be implemented in a legacy system, where some nodes
support the tracking method, while other nodes do not. In
such systems, the data packet compiles information for each
supporting node, while the non-supporting nodes process the
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transmission without tracking. In some embodiments, the
tracking information includes an indication of the node or
router where such imformation was added.

As 1llustrated 1n FIG. 7, the originator analyzes 406 the
transmission data path against a tracking criteria or guide.
Alternate embodiments may i1mplement the analysis in
another unit, such as a central processing unit or other
ofl-line editing. Similarly, the information may be stored 1n
a database for later processing over a period of time or 1n
comparison to other networks. The method 400 then deter-
mines 1I optimization 1s to be implemented 408 based on
analysis of the transmission data path. This may be indicated
when the transmission data path performance violates a
criteria, or when a fault node 1s identified. When optimiza-
tion 1s indicated, the process changes 410 transmission
control according to the transmission policy for processing
a Tuture transmission packet. The transmission policy con-
siders global or network related policies for balancing
transmissions within the network. The transmission control
refers to the specific transmission 1nstructions for services
offered by the service provider. Therefore, if a fault location
1s 1dentified by the tracking information, the transmission
control may alter the anticipated routes for future transmis-
sions. Any of a variety of techniques may be implemented
to enable the service provider to ensure compliance with
SLAS.

FIG. 8 illustrates an example embodiment of a tracking
method applied to a communication in the system 20 and
traversing the MPLS network 22. The communication path
for this communication 1s different from that of the com-
munication illustrated in FIG. 2, having the first path 13
(dashed line) from node 2 to node 4 to node 6 to node 8 to
node 10, and having the second path 17 (solid line) from

node 2 to node 4 to node 5 to node 10. The configuration of
system 10 1s as 1n FIG. 2, and includes the LSR nodes 2, 3,

4,5,6,7, 8 and 10. The first path 13 1s the anticipated path,
while the second path 17 1s the actual transmission path for
the communication. The communication involves transmis-
sion of a data packet (not shown). Various times are i1den-
tified to track transmission of the data packet throughout
system 20, and traversing network 22. Each time point (t)
identifies a processing time in the transmission at locations
within the system 20. There 1s no scale provided for the time
intervals between time points, but rather, they are illustrated
for clarity with respect to the respective processing node.
As 1llustrated 1in FIG. 8, at a time t0 the client machine 102
receives data from a content source (not shown). The data 20
1s prepared for transmission at client machine 102 and 1is
send to the forward proxy 104 at time t1. The data 20 sent
1s prepared and sent as packet 42. The client machine 102
sends the data 20 within payload 23, and adds the MAC
header 21 and the tracking mmformation 24. The tracking
information 1s identified as “TRACK 24.” In one embodi-
ment, the tracking mmformation includes a timestamp label
TS LABEL 26, and an FEC portion, FEC 28, as illustrated.
Alternate embodiments may include a destination label and
other information. The forward proxy 104 receives the data
packet 42 and adds the timestamp information, TS(O) 30, to
generate packet 44. The index of the timestamp 1dentifies the
node number 1n this example. The packet 44 1s transmitted
at time t2 to node 2, where the node 2 timestamp, TS(2) 32
1s added at time t3 to generate data packet 46. The data
packet 46 1s then sent to node 4. The data packet 46 includes
the additional timestamp added by node 2, and therefore 1s
illustrated as including both timestamps TS(O) 30 and TS(2)
32. In the present example, each node 1s an LSR, and
therefore, these terms are used interchangeably. The node 4
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receives the data packet 46 and adds a timestamp 1S(4) 34
to prepare data packet 48. The packet 48 1s then forwarded
to the node 5 and node 10, for processing, where each node
reads the TRACK 24, adds their own timestamp information
to the received data packet and transmits the new packet to
the next node. In this way node 5 generates data packet 50,
which 1s sent to node 10. The final data packet generated by
node 10 1s data packet 52. The node 10 1s a final node and
processing from node 10 1s directed to the target recipient.
As node 10 1s the final node, the data packet 52 includes a
complete compilation of the timestamp information added
by each tracking node of network 22. A copy of the data
packet 52 1s also sent back to the originator, such as client
102 or the forward proxy 104.

An operating system 500 for implementing the tracking
methods described herein 1s illustrated i FIG. 9. The
operating system 500 includes a computer system 502 that
communicates through network 510 with a computer system
520 and a timestamp server 508. The computer system 502
includes a data processing unit 504 to instruct and control
the 1mposition and extraction of timestamps as well as to
analyze the cumulative timestamp information. The com-
puter system 502 further includes a database 512 for storing
information related to tracking, including the timestamp
information as well as tracking policy information for com-
parison to the actual hop-by-hop timestamp information.
The tracking and analysis control 506 includes code for
instructions to analyze the timestamp information.

The tracking and analysis control 506 includes a memory
unit to store istructions to analyze timestamp 1nformation
and an analysis unit 560 to analyze a traversed data path
against tracking criteria. The results of the analysis are
provided to data processing unit 504 and may be stored in
database 512. Additionally, the tracking and analysis control
506 provides control instructions for building the data
packets to add the tracking indicator and the timestamp.

The computer system 502 of FIG. 9 1s further illustrated
in another embodiment as i FIG. 10. The system 800
includes a communication bus 812 for communicatively
coupling various units and modules. The system 800
includes a display unit 801 for providing analysis informa-
tion and allowing a user to set or 1dentily nodes that support
timestamp FEC or other tracking methods, as described
herein. The system 800 further includes a receiver 802 to
receive transmission data packets as well as signaling infor-
mation, a tracking analysis and control unit 803, a filtering
engine 804 and a transmitter 809. The system 800 also
includes an additional display 803, a data processing engine
808, and an additional recerver 810. Various tracking meth-
ods and techniques, as well as various analysis techniques,
may be implemented using the elements present in the
system 800. The system 800 may be part of a router or other
data packet processing equipment 1n a communication net-
work. Additionally, the system 800 may be implemented
within a stand-alone or mobile device used as part of a
communication network, such as 1n a peer-to-peer connec-
tion or other ad hoc network. The system 800 may further
include memory storage unit(s) (not shown) for storing
information that 1s used for historical analysis. Such analysis
may be done within the system 800 or may be provided to
another computing device for analysis.

FIG. 11 1llustrates a computer system 900 for implement-
ing data processing, according to one example embodiment,
which supports a tracking method consistent with the mea-
surement and analysis techniques described herein. Com-
puter system 900 may implement the system 800 of FIG. 10
in addition to having further communication and computing
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capabilities. The computer system 900 1s adapted for com-
munication through a network 926, such as the Internet, or
directly with other computing devices.

The computer system 900 includes a display module 910,
a network interface device 920, which facilitates transmit
and receive capabilities, and a main memory storage unit
901, communicating through a communication bus 908. The
main memory storage unit 901 includes a portion for storing
instructions 921 for enabling functions within computer
system 900. In some example embodiments, the main
memory storage unit 901 includes, or accesses, a database of
information (not shown), which incorporates a machine-
readable medium with tangible volatile and/or non-volatile
media (e.g., Read Only Memory (ROM), Random Access
Memory (RAM), magnetic disk storage media, optical stor-
age media, flash memory devices, and so forth). The main
memory storage unit 901 may store archived electronic
content generated by the computer system 900.

The computer system 900 further includes a transmission
policy database 906 to store policy rules, criteria, and other
information to implement a transmission policy for commu-
nication. The computer system 900 further includes a trans-
mission analysis module 930 for receiving the measurement
information from the tracking method and evaluating such
information.

A video display 910 provides instructions for display to a
user of computer system 900. While the controller 916 and
the transmaission policy database 906 are shown as being in
a same computer system 900, embodiments are not so
limited. The controller 916 and the transmission policy
database 906 may be on separate systems. The computer
system 900 1ncludes a processor 902, a cursor control device
911, and a signal generation device 918. The controller 916
may be soltware, hardware, firmware or a combination
thereol for executing the various operations described
herein, according to some example embodiments. The pro-
cessor 902 includes instructions 923 for implementing
operations within computer system 900 and for communi-
cation with network 926. In one embodiment, computer
system 900 may implement an LSR having tracking capa-
bilities, wherein the tracking may be implemented by
istruction 923, instruction 921, information from transmais-
sion policy database, or otherwise. For example, the com-
puter system 900 may receive signaling instructions for
capturing timestamp information, which is then sent back to
a central repository (not shown). Further, computer system
900 may implement an ingress LSR or an egress LSR.

Additionally, within computer system 900 1s a data pro-
cessing unit 917, which may be resident 1n memory storage
(not shown) within computer system 900. Data processing
unit 917 operations may further include operations per-
formed from external to computer system 900, and acces-
sible by controller 916 and main memory 901. The data
processing unit 917 may include a document processing
application that receives instructions from a user to process
a document or other digital data and 1n response, processes
the data.

While the system 900 shown i FIG. 11 employs a
client-server architecture, embodiments are not limited to
such an architecture, and could equally well find application
in a distributed, or peer-to-peer, architecture system. The
network communication may occur as part ol any combi-
nation of wired and wireless commumnication. In some
embodiments, network communication may be based on one
or more communication protocols (e.g., HyperText Transter
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Protocol (HTTP), HI'TP Secured (HT'TPS), Real Time Mes-
saging Protocol (RTMP), Real Time Messaging Protocol
Secured/SSL (RTMPS), etc.).

Measurements and fault point identification may be
cnabled by implementing timestamping in the data plane.
Data plane measurements refer to measuring the traflic at
cach router point along the route. The data plane measure-
ments are made on a “hop-by-hop” basis, where a hop refers
to transmission of data from one node in the network to
another node. Typically, the nodes will be routers, but may
refer to any traflic processing point 1n the network.

Data plane measurements allow the service provider to
monitor the data path, or traflic route, along an actual MPLS
LSP to accurately identity or predict fault point(s). In an
example embodiment, a tracking method collects time-
stamps across the MPLS path, or LSP, hop-by-hop from an
originating point of the LSP to an end-point of the LSP. The
timestamp information 1s then used to determine a point of
congestion 1n the path of the given MPLS LSP. By intro-
ducing a tracking indicator 1n the data packet, each network
node supporting the tracking method, referred to as a track-
ing node, responds to the tracking indicator by adding a
timestamp 1dentifying the time of arrival for the data packet
at the node. In one embodiment, the tracking node deter-
mines 1f the next node 1n the MPLS LSP 1s a tracking node.

In an example embodiment, the tracking imndicator may be
a label for a Forward Equivalency Class (FEC), such as
“timestamp FEC,” which 1s negotiated across the MPLS
network. When an MPLS router, such as a tracking node,
wants to implement the “timestamp FEC,” the tracking node
will inform an upstream MPLS router of its tracking capa-
bility. The tracking node may provide the tracking capability
information through signaling, such as at system startup
time. In operation, when a router wants to 1nitiate a tracking
request, such as a timestamp collection request, for a target
LSP, the router checks whether the next downstream router
1s a tracking node (and may thus support this capability). If
the tracking capability 1s supported, then the router will add
the tracking indicator, such as a “timestamp label,” on top of
the target LSP envelope and send the packet to the down-
stream router. Similarly, on receipt of the data packet, the
downstream router will add a timestamp to the packet 1n
response to a top label having the tracking indicator. On final
delivery to an end point of the LSP, the last tracking node
will send the collected timestamp information to the 1niti-
ating router. In one embodiment, when the next hop down-
stream router does not support tracking capability, the last
tracking node 1s able to send the collected timestamp 1nfor-
mation back to the orniginating or imitiating router. In an
alternate embodiment, tracking processing terminates, but
the data packet continues on through the network. The
various embodiments may be implemented in combination,
such as where control plane and data plane measurements
are used to provide comparative information. In this way, the
service provider 1s able to analyze differences in actual and
anticipated trathic paths.

Various embodiments apply information in the control
plane and data plane, wherein the tracking indicator may
also be applied 1n the data plane, such as in the hardware
data path, to avoid out-of-band 1ssues. These embodiments
implement a tracking method which applies a tracking
indicator or label to data packets; the tracking indicator
alerts a receiving node that tracking 1s enabled and the
receiving node 1s to collect a timestamp for the MPLS path.
The timestamp information provides a way to monitor SLA
quality for a given MPLS path. Such a method 1s 1mple-
mented within a system having tracking nodes as well as
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nodes that do not support the tracking method, but avoids the
need for any deep packet inspection. A traditional router may
be modified to implement a tracking method 1n the data
plane with a very slight modification by adding the func-
tionality to identily a tracking indicator and add timestamp
information to a data packet.

Operations, according to some example embodiments, are
now described. In certain embodiments, the operations are
performed when 1nstructions residing on machine-readable
media (e.g., soltware) are executed, while 1n other embodi-
ments, the methods are performed by hardware or other
logic (e.g., digital logic).

The various operations of example methods described
herein may be performed, at least partially, by one or more
processors that are temporarily configured (e.g., by soft-
ware) or permanently configured to perform the relevant
operations. Whether temporarily or permanently configured,
such processors may constitute processor-implemented
modules that operate to perform one or more operations or
functions. The modules referred to herein may, 1n some
example embodiments, comprise processor-implemented
modules.

Similarly, the methods described herein may be at least
partially processor-implemented. For example, at least some
of the operations of a method may be performed by one or
more processors or processor-implemented modules. The
performance of certain of the operations may be distributed
among the one or more processors, not only residing within
a single machine, but deployed across a number of
machines. In some example embodiments, the processor or
processors may be located 1n a single location (e.g., within
a home environment, an oflice environment or as a server
farm), while in other embodiments the processors may be
distributed across a number of locations.

The one or more processors may also operate to support
performance of the relevant operations 1n a “cloud comput-
ing”” environment or as a “Software as a Service” (SaaS). For
example, at least some of the operations may be performed
by a group of computers (as examples of machines including,
processors), with these operations being accessible via a
network (e.g., the Internet) and via one or more appropriate
interfaces (e.g., Application Program Interfaces (AP1s).)

The Abstract of the Disclosure 1s provided to comply with
37 C.ER. §1.72(b), requiring an abstract that will allow the
reader to quickly ascertain the nature of the technical dis-
closure. It 1s submitted with the understanding that it will not
be used to interpret or limit the scope or meaning of the
claims. In addition, 1n the foregoing Detailed Description, 1t
can be seen that various features are grouped together 1n a
single embodiment for the purpose of streamliming the
disclosure. This method of disclosure 1s not to be interpreted
as reflecting an intention that the claimed embodiments
require more features than are expressly recited in each
claim. Rather, as the following claims reflect, inventive
subject matter lies in less than all features of a single
disclosed embodiment. Thus the following claims are
hereby incorporated 1nto the Detailed Description, with each
claim standing on 1ts own as a separate embodiment.

The invention claimed 1s:

1. An apparatus, comprising:

a receiver to receive a data packet at a router, the data
packet comprising a tracking indicator, a tracking por-
tion, and a payload;

a data processor configured to:
extract a tracking indicator from the data packet,
identify the router as supporting hop-by-hop tracking,
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form an amended data packet by adding a timestamp to
a top label 1n the tracking portion 1n a shim header of
the data packet;

identily a next node 1n a transmission path as not
supporting hop-by-hop tracking; and

a transmitter to transmit the amended data packet to the

initiating router of the data packet, wherein the tracking
portion of the amended data packet comprises tracking
information suthicient to describe latency of the trans-
mission path for the data packet.

2. The apparatus of claim 1, further comprising a memory
unit to store mnstructions to analyze timestamp information
and to compare the timestamp information to a transmission
policy.

3. The apparatus of claim 1, wherein the router 1s included
in a multiprotocol label system network.

4. The apparatus of claim 1, wherein the tracking indicator
1s a timestamp label of a forward equivalency class.

5. The apparatus of claim 1, wherein the receiver 1s to
receive a timestamp value from a timestamp server.

6. The apparatus of claim 1, wherein the tracking indicator
1s a timestamp label of a forward equivalency class.

7. The apparatus of claim 1, wherein the amended data
packet comprises a compilation of timestamps, the compi-
lation including a timestamp for each router on the trans-
mission path.

8. The apparatus of claim 7, wherein the apparatus ana-
lyzes the compilation to compare the timestamp imnformation
to a transmission policy.

9. The apparatus of claim 8, wherein the apparatus com-
pares the timestamp 1information to the transmission policy
to 1dentily whether a criterion has been violated.

10. The apparatus of claim 1, wherein the trathic infor-
mation includes time intervals for each router on a hop-by-
hop basis starting with the originating router.

11. The apparatus of claim 1, wherein the router 1s not a
last node 1n the transmission path.

12. A computer implemented method comprising:

receiving a data packet at a current router, the data packet

including a tracking indicator, a tracking portion, and a
payload;

extracting the tracking indicator from the data packet and

identifying the current router as supporting hop-by-hop
tracking;

adding a timestamp to the top label of a tracking portion

in a shim header of the data packet to form an amended
data packet;

identifying a next node 1n a transmission path as not

supporting hop-by-hop tracking;

terminating hop-by-hop tracking; and

transmitting the amended data packet with the added

timestamp to an originating router of the data packet,
the amended data packet comprising specific time
intervals describing each hop of the transmission path
from the originating router to the current router.

13. The method of claim 12, wherein the tracking indi-

cator 1s a timestamp label 1n a multiprotocol label system
network.
14. The method of claim 12, further comprising:
identilying the transmission path based on a transmission
policy, and wherein the transmission policy specifies a
latency of transmissions on a hop-by-hop basis.
15. The method of claim 12, further comprising:
identifying the transmission path based on a transmission
policy, and wherein the transmission policy specifies a
jitter range for transmission of a service.
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16. The method of claim 12, wherein the tracking portion
includes at least one istruction that identifies a first tracking
mechanism from a plurality of tracking mechamisms,
wherein the first tracking mechanism includes timestamp
forward equivalency tracking.

17. A non-transitory computer-readable storage medium
comprising instructions, which cause at least one computing
device to:

receive a data packet at a terminating router on a trans-

mission path;
identily the data packet as containing hop-by-hop track-
Ing;

add a tracking indicator comprising a command to add a
timestamp 1n a selected scheme to a top label of a
tracking portion 1n a shim header of the data packet
envelope to form an amended data packet;

terminate hop-by-hop tracking; and

transmit the amended data packet to an iitiating router 1n

the transmission path, the amended data packet provid-
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ing information for each hop of the transmission path
from the originating router to the terminating router 1n
the transmission path.

18. The non-transitory computer-readable storage
medium of claim 17, wherein the amended data packet
comprises a compilation of timestamps, the compilation
including a timestamp for each router on the transmission
path.

19. The non-transitory computer-readable storage
medium of claim 18, wherein the at least one computing
device further analyzes the compilation to compare the
timestamp information to a transmission policy.

20. The non-transitory computer-readable storage
medium of claim 19, wherein the at least one computing

device further compares the timestamp 1nformation to the
transmission policy to identity whether a criterion 1s vio-
lated.
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