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REMOTE REAL-TIME STORAGE SYSTEM
MONITORING AND MANAGEMENT

BACKGROUND

This mvention relates generally to remotely monitoring,
and managing systems, and more particularly to the real-
time monitoring and management of data storage and similar
systems.

Data storage requirements are growing rapidly in many IT
inirastructures. For many businesses and enterprises, data
availability 1s critical, and these entities typically have
mechanisms that monitor the status of their storage systems
and detect and report faults and errors. During normal
business hours, experienced administrators and maintenance
personnel are generally present 1n a data center and can
respond to alerts and problems rapidly. However, during
non-business hours, the appropriate personnel capable of
properly diagnosing and correcting problems may not be
present. Moreover, some problems may have a higher level
of priority, urgency or complexity necessitating more expe-
rienced maintenance personnel or may require supervisory
or management decisions, and critical time can be wasted
finding the right personnel to address a problem. The situ-
ation may also be rendered more complicated by division of
responsibility among diflerent departments or personnel. In
some systems, storage devices may comprise diflerent stor-
age groups or arrays that are assigned to diflerent adminis-
trators or supervisors or which have different priorities.
Furthermore, certain types of problems that are more com-
plex may need to be addressed by different levels of super-
visors or administrators. When problems arise, 1t 1s generally
essential to mmform quickly the correct persons who are
responsible for making decisions so that corrective action
may be taken. During non-business hours or the nighttime,
finding those correct persons may be dithcult, resulting 1n
greater down time or lost data.

It 1s desirable to provide systems and methods that
address these and other problems of monitoring and man-

aging systems, and 1t 1s to these ends that the invention is
directed.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s diagrammatic overview ol an embodiment of a
system and method 1n accordance with the invention for
monitoring and managing a storage system;

FIG. 2 1s a diagrammatic view showing application pro-
grams 1n storage and mobile components of the system of
FIG. 1 that interact to monitor and manage the storage
system:

FIG. 3 1llustrates a process for authenticating and binding,
storage system components and mobile devices 1 accor-
dance with the invention; and

FI1G. 4 1s a block diagram illustrating a workflow process
in accordance with an embodiment of the invention.

DESCRIPTION OF PREFERRED
EMBODIMENTS

The 1mvention 1s particularly well adapted for monitoring
and managing an enterprise storage system and will be
described 1n that environment. As will become apparent,
however, the invention has broader applicability and this 1s
illustrative of only one utility of the invention.

As will be described in more detail below, the invention
aflords a method and a system that take advantage of the
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widespread proliferation of wireless mobile communica-
tions devices, such as mobile telephones, and the increased
processing power ol such devices. Mobile devices such as
smart phones embody processors and storage capacity that
cnable them to run mobile applications, as well as to
communicate via voice and text over cellular telephone
networks and Wi-F1 networks. The invention makes use of
these capabilities to communicate status, as well as error
notifications, alerts, and information concerning problems,
about storage or other computer systems being monitored
and managed to appropriate responsible supervisors and
other maintenance personnel. The invention preferably oper-
ates automatically, continuously and full-time, 24/7. Accord-
ingly, when problems arise, whether during work hours or
non-work hours, the appropriate personnel can be promptly
notified as to the nature of the problems and possible
solutions.

FIG. 1 1s a block diagram providing an overview of a
system and method 1n accordance with the invention for the
automatic, continuous, real-time monitoring of a system,
such as a data storage or other computer system, and for
reporting faults and other errors to appropriate supervisory
or management personnel.

Referring to FIG. 1, a computer system may comprise one
or more system units 110 which may each be either a
stand-alone data storage unit or one of multiple data storage
units 1n a data storage system 1n an enterprise data center, for
instance. System unit 110, which will be referred to as a
storage unit or a storage device, may comprise, for istance,
a cabinet containing a plurality of hardware storage devices,
such as disks with associated disk controllers, processors,
memories and applications (not shown explicitly in the
figure), arranged 1n a predetermined number, n, of storage
groups 112. Each storage group may have its own processor
and memory storing executable 1nstructions for controlling
its associated disks. Each storage group 112 may be assigned
to a particular department or to a particular function of the
enterprise, and each storage group may have one or more
maintenance or supervisory personnel who are responsible
for the group. One or more processors within the storage unit
may execute fault detection and system maintenance soft-
ware applications that monitor the status and operations of
the unit and the components of the storage groups, and
report faults and status, as will be described.

Storage unit 110 may interface with the cellular wireless
telephone network or other wireless data network (e.g.,
Wi-F1) to commumnicate information to one or more mobile
devices 120 of users or other supervisory or administrative
personnel. As shown 1n the figure, there may be a plurality,
m, of mobile devices 120 with which the storage groups of
the storage unit 110 communicate. The mobile devices may
comprise smart phones, tablets, etc., containing processors,
memory and communications electronics. As noted above,
different users may be responsible for monitoring and man-
aging diflerent storage groups 112, or may be responsible for
different types of faults, errors or alerts, or have difierent
permissions relative to a storage group. Thus, depending
upon the type of fault, error or alert, the storage unit may
identily one or more responsible users for notification. The
status monitoring software within the storage unit 110 may
generate an appropriate error code and send the error code
with other information to the mobile device of the respon-
sible user for the storage group that generated the error code.
Additionally, as will be explained in more detail below, the
status monitoring and reporting software within the storage
unit 110 may routinely monitor and report on the status and
operations ol various components of the storage groups
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within the storage unit, such as the amount of storage
capacity remaining in disks, I/O rates, etc. Administrators or
users may set thresholds, such as storage capacity, and 1ssue
alerts when thresholds have been exceeded. Routine status
checking and reporting may be done on a periodic schedule,
such as every three hours, to keep users informed of opera-

tional status and to alert users of possible upcoming prob-
lems and other 1ssues.

Accordingly, each storage group 112 within the storage

unit 110 may have a list of numbers of one or more mobile
devices 120 to which 1t communicates information. Based

upon the nature of the information to be communicated, the

storage unit will contact appropriate mobile devices 120 and
send error codes and other information. The mobile device
120 that receives the information may communicate the
error codes to a knowledge base 130 to obtain information
about the specific cause of an error and 1ts possible solution,
and may simultaneously inform the administrator. The
knowledge base 130 may also comprise a processor and
memory for storing executable istructions and applications,
and a database that stores maintenance and service infor-
mation about faults, their corresponding error codes, and to
solutions to correct the faults. The mobile device 120 may
additionally communicate the error codes and other infor-
mation recerved from the storage unit and/or the knowledge
base to an administrator 140, which may independently
communicate with the knowledge base, so that the admin-
1strator may take appropriate action if necessary.

As noted above, the storage unit 110, the storage groups
112, the mobile devices 120 and the knowledge base 130
may all comprise computer systems comprising processors
and memories for storing executable instructions and appli-
cations to control the processors to perform the operations
described herein. FIG. 2 1llustrates diagrammatically various
application modules that may be stored in the memories of
the storage unit 110, the mobile devices 120 and the knowl-
edge base 130.

As shown 1 FIG. 2, storage unit 110 may include a
communications application 202 that manages communica-
tions between the storage unit (including storage groups and
devices) and a corresponding communications application
204 of the mobile devices 120. The storage unit may further
comprise a user management application 206 which main-
tains lists of numbers of mobile devices of users, and
associates the numbers with particular storage groups and/or
types of problems. As stated above, more than one user may
be associated with each particular type of problem or storage
group, and the different users may be arranged 1n order of
priority to contact 1n the event of a problem. A resource
management application 208 may be used for storing and
organizing information about storage group devices and
resources. The resource management application may addi-
tionally include status monitoring and fault detection soft-
ware that controls the periodic status monitoring and fault
reporting functions previously described. Finally, a register
management application 210 may be used for reregistering
the information for mobile devices and users in order to
cnable the storage unit to communicate with the mobile
devices.

Mobile devices 120 1n addition to mncluding a communi-
cations application 204, may further comprise a user inter-
tace application 220 that provides an interface to enable the
user of the mobile device to communicate with both the
storage unit and the knowledge base 130; a data storage
application 222 for managing data stored in the mobile
device; and a data processing application 224 that controls
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4

the processing of status and error information received from
the storage unit and from the knowledge base.

Knowledge base 130 may include an application 230 for
processing error codes to determine the causes of errors and
faults reported by the storage unit, and may include an
application 232 that searches a database within the knowl-
edge base to provide information on possible solutions to
correct the errors corresponding to the error codes.

As may be appreciated, the applications 1llustrated in FIG.
2 allow the storage unit and/or the storage groups within the
storage unit to communicate with one or more mobile
devices to report regular status information about the storage
unmit and the storage groups, and to store the data in data
storage 1n the mobile device so it can be accessed by the user
as desired. The applications further respond to error notifi-
cations and alerts 1ssued by the storage unit that are indica-
tive of faults, and communicate with the knowledge base to
determine possible causes and solutions which may be
presented to the mobile device user. In order for a mobile
device to communicate with the storage unit or with storage
groups within the storage unit, 1t 1s desirable that that mobile
device be bound to the storage unit, 1.¢., authenticated to the
storage unit to insure the security of the communications.
FIG. 3 illustrates an authentication process in accordance
with the mvention for accomplishing this.

Reterring to FIG. 3, the storage unit and the mobile device
perform the process illustrated in order authenticate the
storage unit (storage device) to the mobile device and enable
communications. The storage device first creates at 306 a
hash using a hash function (H) of its storage device 1D 304
to calculate HID. The hash function may be MDS5, for
example. At 312, the storage device encrypts Information
310 using HID as the key to create HID(Information). The
storage device additionally encrypts HID at 314 using
Private_Key 308 to produce Private_Key (HID) which 1t
provides to the mobile device. The DES encryption algo-
rithm may be used for this purpose. The mobile device and
the storage device share Private_Key 308. At 316, the
mobile device decrypts Private Key (HID) using Pri-
vate_Key to produce HID. At 320, the mobile device creates
a hash of ID which was initially provided to the mobile
device from the storage device using the same hash function
(H) 324 to produce HID'. At 330, the mobile device com-
pares HID decrypted at 316 with HID' produced at 320. IT
the 2 hashes are equal, this authenticates the storage device
to the mobile device 1n the mobile device at 332 decrypts
HID (information) using HID to produce Information. Oth-
erwise, 1f the two hashes HID and HID' do not match, the
mobile device exits at 334. Once the mobile device decrypts
the Information, which comprises error codes of messages,
the mobile device may send the error codes to the knowledge
base to obtain additional information, such as likely causes
of the errors and possible solutions to correct them.

FIG. 4 1s a block diagram showing an overview of a
worktlow process 1n accordance with an embodiment of the
invention for processing error codes and other information
from the storage device. In the storage device, the status and
fault monitoring application may execute 1n a loop on a
predetermined time schedule, such as ever three hours, to
monitor and report the status of the storage device and its
components. In addition to monitoring regular status, the
system may also respond to faults and other errors identified
by the fault monitoring application by issuing alerts and
associated error codes to one or more appropriate mobile
devices. As noted above, different mobile devices and users
may be assigned responsibilities for different types of faults,
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and, depending upon the fault more than one user, e.g., a
supervisor, may be responsible and should be notified.

As shown 1n FIG. 4, upon the status and fault monitoring
application encountering an error at 410 or completing a
status check, 1t will send information to the processor of the
storage device. At 412, the processor will respond to the
information by determiming whether it relates to a periodic
status check. If so, at 414 the storage device will commu-
nicate the status information to the appropriate mobile
device after authentication, as described above 1n connection
with FIG. 3. The mobile device may store the status infor-
mation 1n its internal memory so 1t may be accessed by the
user as desired. At 412, 1t the storage device determines that
the information 1s not routine status information, the process
returns to 410 where error codes characterizing the errors
that caused the alert notice may be sent to the mobile device
at 416.

Upon receiving the notice and information from the
storage device at 414, the mobile device at 420 determines
from the mformation whether any thresholds have been
exceeded. If so, 1t may provide an alert to the user or to an
administrator at 422 with appropnate information to inform
the user or administrator of the nature of the exceeded
threshold so that the alert may be addressed appropnately.
Otherwise, the mobile device may store the status informa-
tion at 424. If instead, the mobile device receives error codes
at 430 from the storage device, 1t may send the error codes
to the knowledge base (KB) to obtain more information.
After receiving the error codes from the mobile device, the
knowledge base at 432 may use the error codes to search the
database and determine the likely causes of the errors and
possible solutions to correct them. Additionally, depending
upon the nature of the error, the knowledge base may also
provide an alert at 436 to a supervisory user or administrator
and information as to the likely causes of the errors and
possible solutions. Additionally, depending upon the nature
of the fault, the knowledge base may provide alternative
approaches to correcting the fault.

As may be appreciated, the status and fault monitoring
and reporting process of FIG. 4 may run substantially
continuously and independently to collect and store normal
routine status information, and to alert users and other
administrator personnel of faults and other errors that are
detected. Accordingly, 1t provides automatic and unattended
real-time monitoring of storage and other similar systems
and reporting of status fault information so that problems
and 1ssues may be addressed promptly to avoid system
downtime and possible data loss.

While the foregoing has been with respect to particular
embodiments of the invention, 1t will be appreciated by
those skilled 1n the art the changes to these embodiments
may be made without departing from the principles and the
spirit of the mvention, which are defined in the appended
claims.

The 1nvention claimed 1s:

1. A method of monitoring and managing a storage device
having one or more operating storage groups, each storage
group being under the responsibility of a user having an
assigned wireless mobile device for communications, com-
prising:

monitoring said storage device for a fault in a storage

group,

upon a fault occurring, identitying based upon the type of

fault a responsible user from a list of users stored 1n
said storage group;

authenticating said storage group to the wireless mobile

device assigned to the identified responsible user;
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6

upon authentication, transmitting wirelessly to said wire-
less mobile device assigned to said i1dentified respon-
sible user information about said fault, said information
comprising an error code that corresponds to said fault;
and

determining from a knowledge base using said error code

a cause of said fault and a possible solution, wherein
said authenticating comprises forming a hash of an ID
of the storage device to create a hashed ID, encrypting
said information with said hashed ID; encrypting said
hashed ID using a private key; decrypting in said
mobile wireless device said encrypted hashed ID using
said private key; comparing said decrypted hashed ID
with a hashed ID created locally in said wireless
device; and upon the compared hashed IDs being the
same, decrypting said information in using the hashed
ID 1n the wireless mobile device.

2. The method of claim 1, wherein said list of users
associates each user on the list with different types of faults,
and associates different storage groups with diflerent users.

3. The method of claim 2 further comprising classiiying
faults according to their characteristics, identifying a super-
visory user upon said fault being classified as being severe,
and further sending information about said fault classified as
being severe to said supervisory user.

4. The method of claim 3 further comprising communi-
cating information about said fault between said knowledge
base and said supervisory user.

5. The method of claim 1, wherein said information about
a fault 1s constructed to inform the user of diflerent alter-
native approaches to correcting said fault.

6. The method of claim 1 further comprising performing
status checks on said storage group and its components at
predetermined time intervals, and sending at said time
intervals reports of such status to the wireless mobile device
of said responsible user.

7. A non-transitory computer-readable medium compris-
ing instructions that when executed on a computer system
enables monitoring and managing a storage device having
one or more operating storage groups, each storage group
being under the responsibility of a user having an assigned
wireless mobile device for communications, comprising
instructions for:

monitoring said storage device for a fault in a storage

group;,

upon a fault occurring, identifying based upon the type of

fault a responsible user from a list of users stored 1n
said storage group;
authenticating said storage group to the wireless mobile
device assigned to the identified responsible user;

upon authentication, transmitting wirelessly to said wire-
less mobile device assigned to said i1dentified respon-
sible user information about said fault, said information
comprising an error code that corresponds to said fault;
and

determiming from a knowledge base using said error code

a cause of said fault and a possible solution, wherein
said authenticating comprises forming a hash of an ID
of the storage device to create a hashed ID, encrypting
said information with said hashed ID; encrypting said
hashed ID using a private key; decrypting in said
mobile wireless device said encrypted hashed ID using
said private key; comparing said decrypted hashed 1D
with a hashed ID created locally 1n said wireless
device; and upon the compared hashed IDs being the
same, decrypting said information in using the hashed
ID 1n the wireless mobile device.
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8. The non-transitory computer-readable medium of claim
7, wherein said list of users associates each user on the list
with different types of faults, and associates different storage
groups with different users.

9. The non-transitory computer-readable medium of claim 5
8 further comprising classitying faults according to their
characteristics, identifying a supervisory user upon said fault
being classified as being severe, and further sending infor-
mation about said fault classified as being severe to said
SUPEIrviSory user. 10

10. The non-transitory computer-readable medium of
claiam 9 further comprising communicating information
about said fault between said knowledge base and said
SUpPErvisory user.

11. The non-transitory computer-readable medium of 15
claim 7, wherein said information about a fault 1s con-
structed to i1nform the wuser of different alternative
approaches to correcting said fault.

12. The non-transitory computer-readable medium of
claim 7 turther comprising performing status checks on said 20
storage group and i1ts components at predetermined time
intervals, and sending at said time intervals reports of such
status to the wireless mobile device of said responsible user.
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