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METHOD AND APPARATUS FOR PRIVACY
POLICY MANAGEMENT

This application 1s a continuation application of U.S.

patent application Ser. No. 14/240,394, filed Feb. 22, 2014,
entitled “METHOD AND APPARATUS FOR PRIVACY
POLICY MANAGEMENT,” which i1s a continuation of
International Application No. PCT/IB2011/053821 filed

Aug. 31, 2011, entitled “METHOD AND APPARATUS
FOR PRIVACY POLICY MANAGEMENT.” The contents

of both of the aforementioned applications are hereby incor-
porated by reference in their entirety.

TECHNOLOGICAL FIELD

Embodiments of the present invention relate generally to
privacy policy management technology and, more particu-
larly, relate to a method, apparatus, and computer program
product for application management according to a privacy
policy.

BACKGROUND

Applications (apps) are arguably the lifeline of today’s
mobile terminals. Their immense popularity 1s evident from
the thousands of available apps. One reason applications are
so popular and useful 1s because they provide services
highly customized to different aspects of life, from recom-
mending location based places of interest to monitoring,
health. One downside 1s that to provide such services, the
applications collect personal information about the user.
This personal information 1s generally monitored by the
many hardware and logical sensors present in mobiles
phones. These sensors include, but are not limited to, global
positioning system (GPS) sensors, accelerometers, and/or
the like. Such personal information 1s very sensitive and has
grave privacy implications 1i misused.

To avoid such personal data misuse, most operating
systems for mobile terminals provide a needs-based access
control model where access to data collected by a sensor 1s
only given to an application after explicit authorization by
the user. At a high level, applications declare a list of sensors
to which they need access (to provide their functionality) in
a manifest file. Then during installation, the manifest file 1s
read and the list of required sensors 1s presented to the user.
In other examples, the application may only be installed 1f
the user agrees to the requested sensor access. After instal-
lation, the mobile operating system provides the needed
access control to ensure that the application 1s only allowed
access to those sensors as declared 1n its manifest file.

While the manifest file and the mobile operating system
access restrictions act as a deterrent, studies have shown that
such a model 1s not suflicient by itself. Many applications
have been observed to misuse the install-time access given
to them at run-time. For example, while a weather applica-
tion may request legitimate access to the user’s location after
installation, there would be nothing stopping that weather
application from retrieving the user’s location every few
seconds and feeding it to an external server at run time.
Theretfore without the ability to express and control run-time
characteristics of the application, such as the frequency of
access, a user’s privacy may be at risk.

BRIEF SUMMARY

Methods, apparatuses, and computer program products
are provided herein for determining run-time characteristics
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of an application at the time of installation and/or modifi-
cation. Based on the determined run-time characteristics, the
installation and/or modification of the application may be
rejected by a user privacy profile. For example, 1f a user
privacy proiile only allows location information to be shared
with an application at startup, then an example weather
application that determines a location at startup would be
permissible, whereas an example weather application that
requests unbounded access to a user’s location would be
rejected, and thus not installed.

A method as described herein may include receiving a
request to modily an application. A method may further
include determining whether a conflict 1s present between
the application and a user privacy profile. A method may
further imclude causing the determined conflict and at least
one conilict resolution to be displayed 1in an instance in
which a conflict 1s determined. A method additionally
includes causing a user privacy profile to be modified 1n an
instance 1 which an 1ndication of acceptance 1s received 1n
response to the displayed at least one conflict resolution.

In another embodiment, an apparatus comprising a pro-
cessor and a memory 1ncluding software, with the memory
and the software configured to, with the processor, cause the
apparatus at least to receive a request to modily an appli-
cation. The apparatus 1s further caused to determine whether
a conflict 1s present between the application and a user
privacy profile. The apparatus 1s further caused to determine
at least one contlict and at least one conflict resolution to be
displayed in an instance in which a conflict 1s determined.
The apparatus 1s further caused to cause a user privacy
profile to be modified 1n an mstance 1 which an 1indication
of acceptance 1s received 1n response to the displayed at least
one contlict resolution.

In a further embodiment, a computer program product 1s
provided that comprises at least one computer readable
non-transitory memory having program code stored thereon
with the program code which when executed by an appara-
tus causing the apparatus at least to receive a request to
modily an application. A computer program product also
comprises program code that 1s further configured to deter-
mine whether a conflict 1s present between the application
and a user privacy profile. A computer program product also
comprises program code that 1s further configured to cause
the determined conflict and at least one conflict resolution to
be displayed 1n an instance 1n which a contlict 1s determined.
A computer program product also comprises program code
that 1s Turther configured to cause a user privacy profiile to be
modified 1n an mstance 1n which an indication of acceptance
1s recerved 1n response to the displayed at least one contlict
resolution.

In yet another embodiment, an apparatus 1s provided that
comprises means for receiving a request to modily an
application. An apparatus further comprises means for deter-
mining whether a contflict 1s present between the application
and a user privacy profile. An apparatus further comprises
means for causing the determined contlict and at least one
conilict resolution to be displayed in an istance 1 which a
conflict 1s determined. An apparatus further comprises
means for causing a user privacy profile to be modified 1n an
instance 1 which an 1ndication of acceptance 1s received 1n
response to the displayed at least one conflict resolution.

BRIEF DESCRIPTION OF THE DRAWINGS

Having thus described embodiments of the mvention 1n
general terms, reference will now be made to the accompa-
nying drawings, which are not necessarily drawn to scale,
and wherein:
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FIG. 1 illustrates a block diagram of a privacy policy
system for comparing an application to a user privacy profile
in an example embodiment of the present invention;

FIG. 2 1s a schematic block diagram of a mobile terminal
according to an example embodiment of the present inven-
tion; and

FIG. 3 illustrates a flowchart according to an example
method for comparing an application to a user privacy
profile according to an example embodiment of the inven-
tion.

DETAILED DESCRIPTION

Example embodiments will now be described more fully
hereinafter with reference to the accompanying drawings, in
which some, but not all embodiments are shown. Indeed, the
embodiments may take many different forms and should not
be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclo-
sure will satisty applicable legal requirements. Like refer-
ence numerals refer to like elements throughout. The terms
“data,” “content,” “information,” and similar terms may be
used interchangeably, according to some example embodi-
ments, to refer to data capable of beimng transmitted,
received, operated on, and/or stored. Moreover, the term
“exemplary”, as may be used herein, 1s not provided to
convey any qualitative assessment, but instead merely to
convey an illustration of an example. Thus, use of any such
terms should not be taken to limit the spirit and scope of
embodiments of the present invention.

As used herein, the term ‘circuitry’ refers to all of the
following: (a) hardware-only circuit implementations (such
as implementations 1n only analog and/or digital circuitry);
(b) to combinations of circuits and soitware (and/or firm-
ware), such as (as applicable): (1) to a combination of
processor(s) or (1) to portions of processor(s)/software
(including digital signal processor(s)), soitware, and memo-
ry(ies) that work together to cause an apparatus, such as a
mobile phone or server, to perform various functions); and
(c) to circuits, such as a microprocessor(s) or a portion of a
microprocessor(s), that require software or firmware for
operation, even 1f the software or firmware 1s not physically
present.

This definition of ‘circuitry’ applies to all uses of this term
in this application, including in any claims. As a further
example, as used 1n this application, the term “circuitry”
would also cover an implementation of merely a processor
(or multiple processors) or portion of a processor and 1ts (or
their) accompanying soltware and/or firmware. The term
“circuitry” would also cover, for example and 1f applicable
to the particular claim element, a baseband integrated circuit
or application specific integrated circuit for a mobile phone
or a stmilar integrated circuit 1n a server, a cellular network
device, or other network device.

In an example embodiment, an application may be con-
figured to request, at the time of modification (e.g., nstal-
lation, update, upgrade and/or the like), the use of a sensor
(e.g., GPS, accelerometer and/or the like) or a sequence of
sensors on a mobile terminal. In response, an example
embodiment may compare the requested sensors or the
requested sequence of sensors with a user privacy profile. In
an 1stance 1 which the requested sensors or the sequence
of sensors are determined to match at least a subsequence of
sensors 1n the user privacy profile, then the application
modification may be allowed.

In an mstance 1n which there 1s not a match between the
sensors or the sequence of sensors and at least a subsequence
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of sensors in the user profile, then example embodiments
may be configured to provide a resolution that enables a
user, an operating system, and/or the like to determine
whether to modily a user privacy profile to allow modifi-
cation of the application. In an instance 1n which the user
policy 1s not modified, then the application modification 1s
rejected.

In example embodiments, applications (e.g., both
installed and rejected) are analyzed in an instance 1n which
a user privacy profile 1s modified. For example, example
embodiments may store a list of rejected applications and
then 1 an instance i which the user privacy profile 1s
modified, the list of previous rejected applications may be
analyzed to determine 1f they would now be permitted to be
installed based on the modified user privacy profile. As a
further example, example embodiments may be configured
to determine whether applications that are currently 1nstalled
are still permitted based on the modified user privacy profile.

FIG. 1 1llustrates a block diagram of a privacy policy
system 102 for comparing an application to a user privacy
profile 1n an example embodiment of the present invention.
It will be appreciated that the privacy policy system 102 1s
provided as an example of an embodiment of the invention
and should not be construed to narrow the scope or spirit of
the 1nvention 1n any way. In this regard, the scope of the
disclosure encompasses many potential embodiments 1n
addition to those illustrated and described herein. As such,
while FIG. 1 1llustrates one example of a configuration of an
apparatus for facilitating a privacy policy system other
configurations may also be used to implement embodiments
of the present invention.

The privacy policy system 102 may be embodied as a
desktop computer, laptop computer, mobile terminal, tablet,
mobile computer, mobile phone, mobile communication
device, one or more servers, one or more network nodes,
game device, digital camera/camcorder, audio/video player,
television device, radio receiver, digital video recorder,
positioning device, any combination thereof, and/or the like.
In an example embodiment, the privacy policy system 102
1s embodied as a mobile terminal, such as that 1llustrated 1n
FIG. 2.

In this regard, FIG. 2 illustrates a block diagram of a
mobile terminal 10 representative of one embodiment of a
privacy policy system 102. It should be understood, how-
ever, that the mobile terminal 10 1llustrated and hereinafter
described 1s merely 1llustrative of one type of privacy policy
system 102 that may implement and/or benefit from embodi-
ments of the present invention and, therefore, should not be
taken to limit the scope of the present imvention. While
several embodiments of the user terminal (e.g., mobile
terminal 10) are illustrated and will be heremafter described
for purposes of example, other types of user terminals, such
as mobile telephones, mobile computers, portable digital
assistants (PDAs), pagers, laptop computers, desktop com-
puters, gaming devices, televisions, and other types of
clectronic systems, may employ embodiments of the present
invention.

As shown, the mobile terminal 10 may include an antenna
12 (or multiple antennas 12) i communication with a
transmitter 14 and a receiver 16. The mobile terminal 10
may also include a processor 20 configured to provide
signals to and receive signals from the transmitter and
receiver, respectively. The processor 20 may, for example,
be embodied as various means including circuitry, one or
more microprocessors with accompanying digital signal
processor(s), one or more processor(s) without an accom-
panying digital signal processor, one or more coprocessors,
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one or more multi-core processors, one or more controllers,
processing circuitry, one or more computers, various other
processing elements including integrated circuits such as,
for example, an ASIC (application specific integrated cir-
cuit) or FPGA (field programmable gate array), or some
combination thereof. Accordingly, although illustrated in
FIG. 2 as a single processor, in some embodiments the
processor 20 comprises a plurality of processors. These
signals sent and received by the processor 20 may include
signaling information in accordance with an air interface
standard of an applicable cellular system, and/or any number
of different wireline or wireless networking techniques,
comprising but not limited to Wireless-Fidelity (Wi-F1),
wireless local access network (WLAN) techniques such as
Institute of Electrical and Electronics Engineers (IEEE)
802.11, 802.16, and/or the like. In addition, these signals
may include speech data, user generated data, user requested
data, and/or the like. In this regard, the mobile terminal may
be capable of operating with one or more air interface
standards, communication protocols, modulation types,
access types, and/or the like. More particularly, the mobile
terminal 10 may be capable of operating 1n accordance with
various first generation (1G), second generation (2G), 2.5G,
third-generation (3G) communication protocols, fourth-gen-
eration (4G) communication protocols, Internet Protocol
Multimedia Subsystem (IMS) communication protocols
(e.g., session 1nitiation protocol (SIP)), and/or the like. For
example, the mobile terminal may be capable of operating 1n

accordance with 2G wireless communication protocols
IS-136 (Time Division Multiple Access (TDMA)), Global

System for Mobile communications (GSM), 1S-95 (Code
Division Multiple Access (CDMA)), and/or the like. Also,
for example, the mobile terminal may be capable of oper-

ating 1 accordance with 2.5G wireless communication
protocols General Packet Radio Service (GPRS), Enhanced

Data GSM Environment (EDGE), and/or the like. Further,
for example, the mobile terminal may be capable of oper-
ating 1n accordance with 3G wireless communication pro-

tocols such as Universal Mobile Telecommunications Sys-
tem (UMTS), Code Division Multiple Access 2000

(CDMA2000), Wideband Code Division Multiple Access
(WCDMA), Time Davision-Synchronous Code Division
Multiple Access (TD-SCDMA), and/or the like. The mobile
terminal may be additionally capable of operating 1n accor-
dance with 3.9G wireless communication protocols such as
Long Term Evolution (LTE) or Evolved Universal Terres-
trial Radio Access Network (E-UTRAN) and/or the like.
Additionally, for example, the mobile terminal may be
capable of operating in accordance with fourth-generation
(4G) wireless communication protocols and/or the like as
well as similar wireless communication protocols that may
be developed 1n the future.

Some Narrow-band Advanced Mobile Phone System
(NAMPS), as well as Total Access Communication System
(TACS), mobile terminals may also benefit from embodi-
ments of this invention, as should dual or higher mode
phones (e.g., digital/analog or TDMA/CDMA/analog
phones). Additionally, the mobile terminal 10 may be
capable of operating according to Wireless Fidelity (Wi-Fi)
or Worldwide Interoperability for Microwave Access (Wi-
MAX) protocols.

It 1s understood that the processor 20 may comprise
circuitry for implementing audio/video and logic functions
of the mobile terminal 10. For example, the processor 20
may comprise a digital signal processor device, a micropro-
cessor device, an analog-to-digital converter, a digital-to-
analog converter, and/or the like. Control and signal pro-
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cessing functions of the mobile terminal 10 may be allocated
between these devices according to their respective capa-
bilities. Further, the processor may comprise functionality to
operate one or more software programs, which may be
stored 1n memory. For example, the processor 20 may be
capable of operating a connectivity program, such as a web
browser. The connectivity program may allow the mobile
terminal 10 to transmit and receive web content, such as
location-based content, according to a protocol, such as
Wireless Application Protocol (WAP), hypertext transfer
protocol (HTTP), and/or the like. The mobile terminal 10
may be capable of using a Transmission Control Protocol/
Internet Protocol (TCP/IP) to transmit and receive web
content across the internet or other networks.

The mobile terminal 10 may also comprise a user inter-

face including, for example, an earphone or speaker 24, a
ringer 22, a microphone 26, a display 28, a user input
interface, and/or the like, which may be operationally
coupled to the processor 20. In this regard, the processor 20
may comprise user interface circuitry configured to control
at least some functions of one or more elements of the user
interface, such as, for example, the speaker 24, the ringer 22,
the microphone 26, the display 28, and/or the like. The
processor 20 and/or user interface circuitry comprising the
processor 20 may be configured to control one or more
functions of one or more elements of the user interface
through computer program instructions (e.g., software and/
or firmware) stored on a memory accessible to the processor
20 (e.g., volatile memory 40, non-volatile memory 42,
and/or the like). The mobile terminal 10 may comprise
sensors, such as a GPS 36, which may determine location
information for the user. Although not shown, the mobile
terminal may comprise a battery for powering various
circuits related to the mobile terminal, for example, a circuit
to provide mechanical vibration as a detectable output. The
user mput interface may comprise devices allowing the
mobile terminal to receive data, such as a keypad 30, a touch
display (not shown), a joystick (not shown), and/or other
input device. In embodiments including a keypad, the key-
pad may comprise numeric (0-9) and related keys (#, *),
and/or other keys for operating the mobile terminal.
The mobile terminal 10 may comprise memory, such as a
smart cart, subscriber 1dentity module or subscriber 1denti-
fication module (SIM), a removable user identity module
(R-UIM), and/or the like, which may store information
clements related to a mobile subscriber. In addition to the
SIM, the mobile terminal may comprise other removable
and/or fixed memory. The mobile terminal 10 may include
other non-transitory memory, such as volatile memory 40
and/or non-volatile memory 42. For example, volatile
memory 40 may include Random Access Memory (RAM)
including dynamic and/or static RAM, on-chip or ofl-chip
cache memory, and/or the like. Non-volatile memory 42,
which may be embedded and/or removable, may include, for
example, read-only memory, tlash memory, magnetic stor-
age devices (e.g., hard disks, floppy disk drives, magnetic
tape, etc.), optical disc drives and/or media, non-volatile
random access memory (NVRAM), and/or the like. Like
volatile memory 40 non-volatile memory 42 may 1nclude a
cache area for temporary storage of data. The memories may
store one or more soltware programs, instructions, pieces of
information, data, and/or the like which may be used by the
mobile terminal for performing functions ol the mobile
terminal. For example, the memories may comprise an
identifier, such as an international mobile equipment 1den-
tification (IMEI) code, capable of uniquely identitying the
mobile terminal 10.
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Returning to FIG. 1, in an example embodiment, the
privacy policy system 102 includes various means for per-
forming the various functions herein described. These
means may comprise one or more of a processor 110,
memory 112, communication interface 114, privacy module
116, and/or applications 124a-r. The means of the privacy
policy system 102 as described herein may be embodied as,
for example, circuitry, hardware elements (e.g., a suitably
programmed processor, combinational logic circuit, and/or
the like), a computer program product comprising computer-
readable program instructions (e.g., soltware or firmware)
stored on a computer-readable medium (e.g. memory 112)
that 1s executable by a suitably configured processing device
(e.g., the processor 110), or some combination thereof.

In an example embodiment, components/modules of the
privacy policy system 102 are implemented using standard
programming techniques. For example, the privacy policy
system 102 may be implemented as a “native” executable
running on the CPU 403, along with one or more static or
dynamic libraries. In other embodiments, the privacy policy
system 102 may be implemented as instructions processed
by a virtual machine that executes as another program. In
general, a range of programming languages known 1n the art
may be employed for implementing such example embodi-
ments, including representative implementations of various
programming language paradigms, including but not limited
to, object-oriented (e.g., Java, C++, C#, Visual Basic.NET,
Smalltalk, and the like), functional (e.g., ML, Lisp, Scheme,
and the like), procedural (e.g., C, Pascal, Ada, Modula, and
the like), scripting (e.g., Perl, Ruby, Python, JavaScript,
VBScript, and the like), and declarative (e.g., SQL, Prolog,
and the like).

The embodiments described above may also use either
well-known or proprietary synchronous or asynchronous
client-server computing techniques. Also, the various com-
ponents may be implemented using more monolithic pro-
gramming techniques, for example, as an executable running
on a single CPU computer system, or alternatively decom-
posed using a variety of structuring techniques known in the
art, including but not limited to, multiprogramming, multi-

threading, client-server, or peer-to-peer, running on one or
more computer systems each having one or more CPUs.
Some embodiments may execute concurrently and asyn-
chronously, and communicate using message passing tech-
niques. Equivalent synchronous embodiments are also sup-
ported. Also, other functions could be implemented and/or
performed by each component/module, and 1n different
orders, and by diflerent components/modules, yet still
achieve the described functions.

In addition, programming interfaces to the data stored as
part of the privacy policy system 102 can be made available
by standard mechanisms such as through C, C++, C#, and
Java APIs; libraries for accessing files, databases, or other
data repositories; through languages such as XML; or
through Web servers, F'TP servers, or other types of servers
providing access to stored data.

Different configurations and locations of programs and
data are contemplated for use with techniques described
heremn. A variety of distributed computing techniques are
appropriate for implementing the components of the 1llus-
trated embodiments in a distributed manner including but

not limited to TCP/IP sockets, RPC, RMI, HTTP, Web
Services (XML-RPC, JAX-RPC, SOAP, and the like). Other
variations are possible. Also, other functionality could be
provided by each component/module, or existing function-
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ality could be distributed amongst the components/modules
in different ways, yet still achieve the functions described
herein.

The processor 110 may, for example, be embodied as
various means including one or more microprocessors with
accompanying digital signal processor(s), one or more pro-
cessor(s) without an accompanying digital signal processor,
One Or mMore Coprocessors, one or more multi-core proces-
sors, one or more controllers, processing circuitry, one or
more computers, various other processing elements 1nclud-
ing integrated circuits such as, for example, an ASIC or
FPGA, or some combination thereof. Accordingly, although
illustrated 1 FIG. 1 as a single processor, in some embodi-
ments the processor 110 comprises a plurality of processors.
The plurality of processors may be 1n operative communi-
cation with each other and may be collectively configured to
perform one or more functionalities of the privacy policy
system 102 as described herein. The plurality of processors
may be embodied on a single computing device or distrib-
uted across a plurality of computing devices collectively
configured to function as the privacy policy system 102. In
embodiments wherein the privacy policy system 102 is
embodied as a mobile terminal 10, the processor 110 may be
embodied as or comprise the processor 20. In an example
embodiment, the processor 110 1s configured to execute
instructions stored i1n the memory 112 or otherwise acces-
sible to the processor 110. These instructions, when
executed by the processor 110, may cause the privacy policy
system 102 to perform one or more of the functionalities of
the privacy policy system 102 as described herein. As such,
whether configured by hardware or software methods, or by
a combination thereof, the processor 110 may comprise an
entity capable of performing operations according to
embodiments of the present invention while configured
accordingly. Thus, for example, when the processor 110 1s
embodied as an ASIC, FPGA or the like, the processor 110
may comprise specifically configured hardware for conduct-
ing one or more operations described herein. Alternatively,
as another example, when the processor 110 1s embodied as
an executor of instructions, such as may be stored in the
memory 112, the instructions may specifically configure the
processor 110 to perform one or more algorithms and
operations described herein.

The memory 112 may comprise, for example, non-tran-
sitory memory, such as volatile memory, non-volatile
memory, or some combination thereof. Although illustrated
in FI1G. 1 as a single memory, the memory 112 may comprise
a plurality of memories. The plurality of memories may be
embodied on a single computing device or may be distrib-
uted across a plurality of computing devices collectively
configured to function as the privacy policy system 102. In
various example embodiments, the memory 112 may com-
prise, for example, a hard disk, random access memory,
cache memory, flash memory, a compact disc read only
memory (CD-ROM), digital wversatile disc read only
memory (DVD-ROM), an optical disc, circuitry configured
to store information, or some combination thereof. In
embodiments wherein the privacy policy system 102 is
embodied as a mobile terminal 10, the memory 112 may
comprise the volatile memory 40 and/or the non-volatile
memory 42. The memory 112 may be configured to store
information, data, applications, instructions, or the like for
enabling the privacy policy system 102 to carry out various
functions in accordance with various example embodiments.

The communication interface 114 may be embodied as
any device or means embodied in circuitry, hardware, a
computer program product comprising computer readable
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program instructions stored on a computer readable medium
(e.g., the memory 112) and executed by a processing device
(e.g., the processor 110), or a combination thereof that 1s
configured to receive and/or transmit data to/from another
computing device. For example, the communication inter-
tace 114 may be configured to receive application data over
a network.

The privacy module 116 may be embodied as various
means, such as circuitry, hardware, a computer program

product comprising computer readable program instructions
stored on a computer readable medium (e.g., the memory
112) and executed by a processing device (e.g., the processor
110), or some combination thereof and, 1n one embodiment,
1s embodied as or otherwise controlled by the processor 110.
In embodiments wherein the privacy module 116 1s embod-
ied separately from the processor 110, the privacy module
116 may be 1n communication with the processor 110. The
privacy module 116 may further be 1n communication with
one or more of the memory 112, communication interface
114, and/or the applications 124a-n, such as via a bus.

In embodiments of the present invention, the privacy
module 116 may be configured to compare one or more
requested sensors, sensor sequences, sensor Irequencies,
sensor intervals and/or the like 1n an application, such as
applications 124a-n, with a user privacy profile. In an
embodiment, a series of variables are used to specily the one
or more sensor sequences requested and/or used by an
application and the series ol variables are also used to
express a user privacy profile. In an embodiment, the series
of variables may be expressed as a privacy policy language.

In an embodiment of the privacy policy language, a
mobile terminal’s sensors may be represented as sensor
predicates e.g., sens(s,, 1, s, €I, r, L). In the example
privacy policy language, the variable s, may be used to
identily a particular sensor. The variable I may be used to
represent the frequency of invocation of a particular sensor.
In alternate embodiments, the variable I may be set as -1 to
represent an ad hoc or needs based invocation pattern. For
example an on-click invocation and/or the like.

The example privacy policy language may include vari-
ables that represent a start time sT and end time €T, which
may represent a time during which a sensor would be
invoked by the application. The example variable r may
denote a recurrence pattern for a start and end time for a
sensor €.g. hourly, daily, and monthly, etc. The example
variable L may be configured to contain a set of locations
where a sensor may be mvoked. A location may include a
broad as a list of cities, countries, etc. to more semantic ones
¢.g. oflice, home, restaurant, efc.

In an embodiment, a fragment of Metric Temporal First
Order Logic (MFOTL) may be used to define the grammar
for a sequence of sensor mvocations. An example sensor
invocation 1s as follows:

A :=sens(s, f.sT el r)(D, / D@D ) (c/D)]
(D SLQ)O.ULD,)

In this example sensor invocation s &S refers to the set of
available sensors and I may denote the time i1nterval [a, b]
with a=b 1 an example gradually increasing finite time
domain. In this example, standard conventions are used to
omit parentheses; example standard conventions include,
but are not limited to temporal operators that may bind
weaker than boolean connectives. Furthermore, in an
example embodiment, operators are defined €.,0:=true S,0
(once), l,0:=— 4,70 (always in the past), ¢ ,0:=true U0
(eventually), and [1,0:=7 ¢, 0 (always), where 1&7 .
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In an example embodiment, a unary temporal operator 1s
considered. The example sensor invocation 1s further con-
figured to specily a sequence of sensor invocations but may
also indicate the time 1nterval between subsequent ivoca-
tions. For example, the sequential imnvocation of three sen-
SOI'S S;, S5, S3, S, 10 the next 30 mins after s,’s mvocation,
followed by s, within the next 40 mins can be specified as
follows:

D, ::=sens(sy,f1, . . . ) Ao [0,3075€0S
($2.2, - - - )A[SD,?D]SaHS(SBxfE: co)

The example sensor invocation may also be used to
denote simultaneous 1nvocations (e.g., setting the time inter-
vals to [0,0]) and/or simply that a group of sensors needs to
be mnvoked in an ad-hoc manner (e.g., using only logical
AND without time 1ntervals).

Returning to the privacy module 116, in an example
embodiment, a privacy module 116 may include various
means lor performing the various functions described
herein. These means may comprise one or more of a conflict
detection module 118, a conflict resolution module 120
and/or a policy modification module 122. The means of the
privacy module 116 as described herein may be embodied
as, for example, circuitry, hardware elements (e.g., a suitably
programmed processor, combinational logic circuit, and/or
the like), a computer program product comprising computer-
readable program instructions (e.g., software or firmware)
stored on a computer-readable medium (e.g. memory 112)
that 1s executable by a suitably configured processing device
(e.g., the processor 110), or some combination thereof.

In embodiments of the present mmvention, the conflict
detection module 118 may be configured to detect contlicts
between a user profile and an application, such as applica-
tions 124a-n. As described herein, a contlict 1s defined as any
disagreement, contradiction, variation, opposition, clash
and/or the lack between one or more sensors, a sequence of
sensors, a ifrequency, timing, interval that sensors may be
used, a location when a sensor 1s activated and/or the like.
The user profile may be stored 1n the memory 112 or may be
accessible from a remote storage (not shown) using the
communications interface 114. Based on a series ol vari-
ables, described as a policy language, such as the privacy
policy language, a user privacy profile u, may be defined as
a set of permitted sensor invocation sequences for example:
=0,V 9,V ...) Inan embodiment, there may be
one or more sensor imvocations sequences established by a
user for the same sensors or same group of sensors. An
application may have a similar list of sensor invocations
sequences. Such sequences may define the sensors the
application may need to provide its functionality, for
example: a,;:=(,, ND A .. .).

In an embodiment, the contlict detection module 118 may
be configured to detect conflicts between u, and a, in an
instance in which an application 1s being modified on a
mobile terminal. To detect contlicts between an application
at run-time and a user profile, the contlict detection module
118 may be configured, for example, to detect contlicts with
the sensors requested by the application, the sequences in
which the sensors may be invoked by the application,
sequence interval constraints of the sensor, and/or parameter
conilicts corresponding to sensor invocation with respect to
how a sensor may be accessed.

In an embodiment, the contlict detection module 118 may
be further configured to determine whether a sensor
sequence 1n the application, when executed at run-time, 1s at
least a subsequence of a sensor sequence in the user privacy
profile. For example, a subsequence may be defined based
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on sequences O, and . In this example, let @', and @',
denote corresponding transformed sequences retaining sen-
sor 1dentifier s, as a parameter of the sensor predicates. Then
(D4 1s a subsequence of U, 1n an instance in which @', 1s a
fragment of ©',. For example @'j:z::zsens(si, L)
AL AD) A ... Analogously, O, 1s a supersequence of
Dy -

The conflict detection module 118 may be configured to
determine for each sensor sequence O . in the application,
an 1stance 1 which @, 1s at least a subsequence of at least
one sequence 3 ., in the user profile. Such instances form at
least one sub-supersequence pair 3 -, ». In an 1nstance 1n
which a sensor sequence in the application 1s not at least a
subsequence of a sensor sequence in the user profile, then
there 1s a conflict.

In an embodiment, a conflict resolution module 120, 1s
configured to provide one or more recommendations to
resolve a potential conflict. For each conflict, the conflict
resolution module 120 1s configured to cause an explanation
of the conflict and possible resolutions of the conflict to be
displayed. For example, suggestions for modilying a user
profile may be provided. Alternatively or additionally, the
contlict resolution module 120 may be configured to provide
teedback to an application manufacturer.

In an embodiment, a conflict resolution module 120
detects a contlict between the sequences of sensors in an
application and a user profile. The conflict resolution module
may be configured to provide an explanation of the contlict
and determine a resolution. For example, a conflict may
occur because an example sensor s, required by an appli-
cation does not exist in a user profile. In response, the
contlict resolution module may determine the largest set of
sensors s such that s=S(¢,_,) and s=S(¢, ), where S(¢)
refers to the set of sensors {s Isens(s,, ...)in¢}. The conflict
resolution module 120 may determine an example explana-
tion and resolution as provided below, other explanations
and resolutions may be provided 1n alternate embodiments:
sI=IS(¢_»))l: [Example Explanation] A supersequence ¢, »
containing the required set of sensors exists, but the invo-
cation pattern and/or sequence 1s different. [Example Reso-
lution] Adapt the sequence ¢, » accordingly.
s|<IS(¢_»)): [Example Explanation] The subset of sensors
s'=S(¢_-)\s 1s not permitted by the user. [Example Resolu-
tion] Add the subset of sensors s' and adapt the sequence ¢, »
accordingly.
sI=0: [Example Explanation] Access requested for a com-
pletely novel set of sensors. [Example Resolution] Add the
requested sequence ¢, to the user privacy policy (e.g. allow
the sensor ivocation pattern ¢_»).

In an embodiment, a conflict resolution module 120
detects a contlict between a sequence interval of sensors 1n
an application and in a user profile. The conflict resolution
module 120 may alternatively receive an indication of a
contlict from the contlict detection module 118. In response,
the conflict resolution module 120 may provide an expla-
nation, such as for an example sensor sequence ¢_, 1n an
application, there exists a supersequence ¢, in the user
privacy profile, but the mtervals among subsequent sensor
invocations do not match. A possible resolution may include
allowing t,=<C -, ,; and t,=<C . 5 to denote the potential
mismatched intervals and b>d(a<c). In an embodiment, a
possible resolution may also include increasing the upper
limit d or decreasing the lower limit a. Alternatively or
additionally increasing b may implicitly increase the ‘abso-
lute’ time intervals of all following and/or preceding sensor
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predicates 1n ¢, » such that an increase and/or decrease may
also need to be validated in the scope of the whole sequence
¢, » as well.

In an embodiment, a conflict resolution module 120
detects a contlict between a sensor frequency or location 1n
which a sensor 1s activated in an application and a user
privacy profile. An example explanation may be provided,
such as parameter mismatches between sensor predicates
sens(s;, 1, . . ., L; and sens(s =s,, >1>1, ..., L;»L,) 1n ¢ p
and 1ts supersequence ¢_,, respectively. A possible resolution
may 1nclude allowing increased Irequency ol accessing
sensor s 1.e. decrease 1, and/or adding a subset of locations
LML, to L,

In an embodiment, a conflict resolution module 120
detects a contlict between timings of sensors 1n an applica-
tion and a user privacy profile. An example explanation may
be provided, such as an explanation demonstrating contlicts
with respect to the timings when a sensor can be accessed to
retrieve its data. A possible resolution may include for,
example, resolving contlicts in recurrence (r) and timing (sT,
¢T) patterns 1 a similar manner as described above with
respect to frequency and locations.

In an embodiment, a policy modification module 122, 1s
configured to be triggered in an instance i which a user
policy 1s changed. For example, for any change 1n a user
privacy policy, the sensor requirements for an installed
application may need to be analyzed as described herein
with reference to the conflict detection module 118. Addi-
tionally or alternatively, the policy modification module may
be configured to reevaluate previously rejected applications
to determine 11 the user policy change may alter a previous
rejection decision.

In an embodiment, a policy modification module 122, 1s
configured to maintain a log of installed applications and/or
a log of rejected applications. The log of rejected applica-
tions may further include a contlict type that led to the
rejections, such as those contlicts described with reference to
the conflict detection module 118.

The policy modification module 122, may be further
configured to classily a modification of a user profile as
relax, restrict and/or general. A modification may be char-
acterized as relax in an instance in which a new sensor
sequence 1s added to a user privacy policy. For example, a
sequence ¢, » may be determined to be relaxed 1f access to
a new sensor 1s allowed by, for example, adding the corre-
sponding sensor predicate at the beginning or end of
sequence ¢, .. A modification may be characterized as
restricting 1n an 1nstance in which an entire sequence ¢, » 1S
deleted and/or a sensor predicate sens(s, . . . ) 1s deleted from
¢, » (e.g., revoking access to a particular sensor s). A
modification may be characterized as general 1n an instance
in which a sensor predicate sens(s, . . . ) 1s moved to the
middle of ¢, ». For example, adding a sensor predicate to the
middle may have characteristics of both relaxing and
restricting.

For example, with respect to the wvarious conflicts
described herein, the policy module 122 may provide the
following actions in response to a modification to a user
privacy profile. For example, if a sequence of sensors 1s
modified 1n a user privacy profile, a user privacy policy may
be determined to be relaxed 1n an instance in which a new
sequence 1s added to the user profile. In addition, a user
profile sequence ¢, » 1n a user profile may be relaxed 1n an
instance in which a new sensor 1s allowed and/or a corre-
sponding sensor predicate 1s added at the beginming or end
of a sequence ¢, ». A user privacy profile may also be relaxed
in an instance in which the upper limit of b 1s increased or
the lower limit a 1s decreased 1n the sensor sequence interval,
such as sequence interval t,=< , ,;. A user privacy profile
may also be relaxed 1n an instance in which a novel location
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.l is added to L, in example sensor predicate sens
(8,5 ...,L,)1n@, . Auserprivacy profile may also be relaxed
In an instance i which a recurrence pattern r; 1s lowered
such as from ‘monthly’ to ‘daily’ and/or the allowed end-
time €T, 1s increased or the allowed start-time sT, is
decreased 1n the example sensor predicate sens(s;, 1, sT,
el,r,...)in¢,.

In an embodiment, the policy module 122 may provide
the following actions 1n response to a modification to a user
privacy profile. For example 11, a sequence of applications 1s
modified 1n a user privacy profile, a user privacy policy may
be determined to be restricted 1n an instance in which an
entire sequence ¢, » 15 deleted from and/or a sensor predicate
sens(s, . . . ) 1s deleted from ¢, , thereby revoking access to
a sensor. A user privacy policy may also be determined to be
restricted 1 an instance i which a i1s increased or b 1s
decreased. A user privacy policy may also be determined to
be restricted in an instance in which 1. 1s increased, a location
I, €L, 1s deleted from L,, and/or a recurrence pattern r; is
increased and the allowed end-time €1, 1s decreased or the
allowed start-time s'1, 1s increased.

In an embodiment, the policy module 122 may provide
the following actions 1n response to a modification to a user
privacy profile. For example, 1f a sequence of applications 1s
modified 1n a user privacy profile, a user privacy policy may
be determined to be general 1n an instance 1n which a sensor
predicate sens (s, . . . ) 1s added to ¢, ,, other than at the
beginning or end of ¢ . and/or lowering the recurrence
pattern r, but decreasing the allowed end-time el, or
increasing the allowed start-time sT,.

The policy modification module 122, may be further
configured to analyze rejected applications 1n an 1nstance 1n
which a user profile change 1s classified as relax. However
because the user profile change was classified as relaxed,
generally currently installed applications need not be
checked because they were compliant with the previous
more restrictive profile and thus would be compliant with a
relaxed profile. In contrast, 1n an instance 1 which a user
profile change 1s classified as restrict, installed applications
would be checked for compliance and the previously
rejected applications would not be checked because the
current user privacy policy 1s more restrictive then the user
privacy policy at the time of the rejection. In an instance in
which a user profile change 1s classified as general, then both
the 1nstalled and rejected applications are analyzed.

FIG. 3 illustrates an example flowchart of the operations
performed by an apparatus, such as apparatus 102 of FIG. 1,
in accordance with one embodiment of the present inven-
tion. It will be understood that each block of the flowchart,
and combinations of blocks 1n the flowchart, may be imple-
mented by various means, such as hardware, firmware,
processor, circuitry and/or other device associated with
execution of software including one or more computer
program 1nstructions. For example, one or more of the
procedures described above may be embodied by computer
program 1instructions. In this regard, the computer program
instructions which embody the procedures described above
may be stored by a memory 112 of an apparatus employing
an embodiment of the present imnvention and executed by a
processor 110 1n the apparatus. As will be appreciated, any
such computer program instructions may be loaded onto a
computer or other programmable apparatus (e.g., hardware)
to produce a machine, such that the resulting computer or
other programmable apparatus provides for implementation
of the ftunctions specified in the flowchart block(s). These
computer program instructions may also be stored mn a
non-transitory computer-readable storage memory that may
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direct a computer or other programmable apparatus to
function 1n a particular manner, such that the instructions
stored 1n the computer-readable storage memory produce an
article of manufacture, the execution of which implements
the function specified 1n the flowchart block(s). The com-
puter program instructions may also be loaded onto a
computer or other programmable apparatus to cause a series
of operations to be performed on the computer or other
programmable apparatus to produce a computer-imple-
mented process such that the instructions which execute on
the computer or other programmable apparatus provide
operations for implementing the functions specified 1n the
flowchart block(s). As such, the operations of FIG. 3, when
executed, convert a computer or processing circuitry into a
particular machine configured to perform an example
embodiment of the present invention. Accordingly, the
operations of FIG. 3 define an algorithm for configuring a
computer or processing 112, to perform an example embodi-
ment. In some cases, a general purpose computer may be
provided with an mstance of the processor which performs
the algorithm of FIG. 3 to transform the general purpose
computer into a particular machine configured to perform an
example embodiment.

Accordingly, blocks of the flowchart support combina-
tions of means for performing the specified functions and
combinations of operations for performing the specified
functions. It will also be understood that one or more blocks
of the flowchart, and combinations of blocks 1n the flow-
chart, can be implemented by special purpose hardware-
based computer systems which perform the specified func-
tions, or combinations of special purpose hardware and
computer mstructions.

In some embodiments, certain ones ol the operations
herein may be modified or further amplified as described
below. Moreover, in some embodiments additional optional
operations may also be included (some examples of which
are shown 1n dashed lines 1n FIG. 3). It should be appreci-
ated that each of the modifications, optional additions or
amplifications below may be included with the operations
above either alone or 1n combination with any others among
the features described herein.

FIG. 3 illustrates a flowchart according to an example
method for comparing an application to a user privacy
proflle according to an example embodiment of the mven-
tion. As shown 1n operation 302, the apparatus 102 embod-
ied, for example, by a mobile terminal 10, may include
means, such as the processor 110, the privacy module 116,
the conflict detection module 118, or the like, for determin-
ing whether a contlict 1s present between an application and
a user privacy profile. For example a contlict may be
detected based on contlicts with the sensors requested by the
application, the sequences in which the sensors may be
invoked, sequence interval constrains, and/or parameter
contlicts corresponding to sensor invocation with respect to
how a sensor may be accessed.

As shown 1n operation 304, the apparatus 102 embodied,
for example, by a mobile terminal 10, may include means,
such as the processor 110, the privacy module 116, the
conilict detection module 118, or the like, for determining
whether a sensor sequence 1n the application 1s at least a
subsequence of a sensor sequence 1n the user privacy profiile.
Sec for example, the description of the conflict detection
module 118.

In an embodiment and as shown with respect to operation
303, the apparatus 102 embodied, for example, by a mobile
terminal 10, may include means, such as the processor 110,
the privacy module 116, the contlict detection module 118,




US 9,023,494 B2

15

or the like, for analyzing one or more sensor predicates 1n a
sensor sequence as described with respect to operations
306-314.

As shown 1n operation 306, the apparatus 102 embodied,
for example, by a mobile terminal 10, may include means,
such as the processor 110, the privacy module 116, the
conilict detection module 118, or the like, for determining
whether a sensor interval 1n the application is less than a
sensor iterval in the user privacy profile. For example, the
apparatus 102 embodied, for example, by a mobile terminal
10, may include means, such as the processor 110, the
privacy module 116, the conflict detection module 118, or
the like, for using the at least one subsequence pair, to
determine an application sensor sequence interval in the
sensor sequence of the application and to determine a user
privacy profile sensor sequence interval in the determined
sensor subsequence ol the user privacy profile. In an
instance 1n which the determined application sensor
sequence 1s less than the determined user privacy profile
sensor sequence interval, then the contlict detection module
118 may be configured to determine that a contlict 1s present.
For example, for each sens(s,, . . . ) in an example predicate
in ¢,, and the corresponding sens(s,=s,, . . . ) in ¢, , let
t,=¥ (apy @and t,=<C _ , denote their respective temporal
quantifiers. Given this, the apparatus 102 embodied, for
example, by a mobile terminal 10, may include means, such
as the processor 110, the privacy module 116, the conflict
detection module 118, or the like may be configured to
detect a conflict 1n an 1nstance 1n which (a<c) and/or (b>d).

As shown 1n operation 308, the apparatus 102 embodied,
for example, by a mobile terminal 10, may include means,
such as the processor 110, the privacy module 116, the
conilict detection module 118, or the like, for determining
whether a sensor frequency in the application 1s greater than
a sensor frequency 1n the user privacy profile. For example,
the apparatus 102 embodied, for example, by a mobile
terminal 10, may include means, such as the processor 110,
the privacy module 116, the contlict detection module 118,
or the like, for using the at least one subsequence pair, to
determine an application sensor sequence frequency in the
sensor sequence of the application and to determine a user
privacy profile sensor sequence frequency in the determined
sensor subsequence of the user privacy profile. In an
instance 1 which the determined application sensor
sequence Irequency 1s greater than the determined user
privacy profile sensor sequence frequency, then the appara-
tus 102 embodied, for example, by a mobile terminal 10,
may include means, such as the processor 110, the privacy
module 116, the conflict detection module 118, or the like
may be configured to determine that a conflict 1s present. For
example for each example sens(s;, 1, . . . ) predicate in ¢,
and the corresponding example sens(s,=s;, 1, ...)n ¢, the
contlict detection module 118 may be configured to detect a
contlict in an instance in which t>t1..

As shown 1 operation 310, the apparatus 102 embodied,
for example, by a mobile terminal 10, may include means,
such as the processor 110, the privacy module 116, the
contlict detection module 118, or the like, for determining
whether a sensor start time 1n the application 1s less than a
sensor start time in the user privacy profile and/or a sensor
end time 1n the application 1s greater than a sensor end time
in the user privacy profile. For example, the apparatus 102
embodied, for example, by a mobile terminal 10, may
include means, such as the processor 110, the privacy
module 116, the conflict detection module 118, or the like,
for using the at least one subsequence pair, to determine an
application sensor sequence start time and an application
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sensor sequence end time in the sensor sequence of the
application and to determine a user privacy profile sensor
sequence start time and a user privacy profile sensor
sequence end time 1n the determined sensor subsequence of
the user privacy profile. In an istance 1n which at least one
of the determined application sensor sequence start time 1s
less than the determined user privacy profile sensor
sequence start time and/or the determined application sensor
sequence end time 1s greater than the determined user
privacy profile sensor sequence end time, then the apparatus
102 embodied, for example, by a mobile terminal 10, may
include means, such as the processor 110, the privacy
module 116, the conflict detection module 118, or the like
may be configured to determine that a conflict 1s present.

As shown 1n operation 312, the apparatus 102 embodied,
for example, by a mobile terminal 10, may include means,
such as the processor 110, the privacy module 116, the
conilict detection module 118, or the like, for determining
whether a sensor recurrence pattern in the application 1s
greater than a sensor recurrence pattern 1n the user privacy
profile. For example, the apparatus 102 embodied, for
example, by a mobile terminal 10, may include means, such
as the processor 110, the privacy module 116, the contlict
detection module 118, or the like, for using the at least one
subsequence pair, to determine an application sensor
sequence recurrence pattern in the sensor sequence of the
application and to determine a user privacy profile sensor
sequence recurrence pattern in the determined sensor sub-
sequence of the user privacy profile. In an 1nstance 1n which
the determined application sensor sequence recurrence pat-
tern 1s greater than the determined user privacy profile
sensor sequence recurrence pattern, then the contlict detec-
tion module 118 may be configured to determine that a
conflict 1s present. For example, for each example sens(s,, 1,
sT,, el,, r, L,) predicate in ¢,, and the corresponding
example sens(s=s;, t, s1, €I, r, L) m ¢,,, the apparatus
102 embodied, for example, by a mobile terminal 10, may
include means, such as the processor 110, the privacy
module 116, the conflict detection module 118, or the like
may be configured to detect a contlict 1n an instance 1n which
r>1, or it r=r, but sl <st, or el,. In an embodiment,
comparing r, and r;, assumes the existence of an ordered
recurrence pattern ontology, such as daily, monthly, and/or
the like.

As shown 1n operation 314, the apparatus 102 embodied,
for example, by a mobile terminal 10, may include means,
such as the processor 110, the privacy module 116, the
conilict detection module 118, or the like, for determining
whether a sensor location 1n the application matches a sensor
location 1n the user privacy profile. For example, the appa-
ratus 102 embodied, for example, by a mobile terminal 10,
may 1clude means, such as the processor 110, the privacy
module 116, the conflict detection module 118, or the like,
for using the at least one subsequence patir, to determine an
application sensor sequence location in the sensor sequence
of the application and to determine a user privacy profile
sensor sequence location in the determined sensor subse-
quence ol the user privacy profile; 1n an instance in which
the determined application sensor sequence location 1s not
equal to the determined user privacy profile sensor sequence
location, then the conflict detection module 118 may be
configured to determine that a conflict 1s present. For
example, for each example sens(s,, . . ., L;) predicate in ¢,
and the corresponding example sens(s,=s;, ..., L;)mn ¢, , the
apparatus 102 embodied, for example, by a mobile terminal
10, may include means, such as the processor 110, the
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privacy module 116, the conflict detection module 118, or
the like may be configured to detect a contlict in an 1nstance
in which L; = L.

As shown 1n operation 316, the apparatus 102 embodied,
for example, by a mobile terminal 10, may include means,
such as the processor 110, the privacy module 116, the
conilict resolution module 120, or the like, for causing the
determined conflict and at least one conflict resolution to be
displayed in an instance in which a conflict 1s determined.
For example, 1n an instance i which an application 1is
rejected, multiple possible suggestions may be displayed,
wherein each of the displayed suggestions when selected
may be configured to cause a modification of the user
privacy profile.

As shown 1n operation 318, the apparatus 102 embodied,
for example, by a mobile terminal 10, may include means,
such as the processor 110, the privacy module 116, the
policy modification module 122, or the like, for causing a
user privacy profile to be modified in an nstance 1 which
an 1ndication ol acceptance 1s recerved 1n response to the
displayed at least one contlict resolution. For example, the
user privacy profile may advantageously be modified based
on the resolution as described with reference to operation
306, 1n such cases a policy modification module 122 may be
activated.

Advantageously, the apparatus 102, method and computer
program product as described herein enable a mobile ter-
minal 10 to provide analysis of an applications run-time
behavior at the time of modification and then further to
detect if that run-time behavior conflicts with a user privacy
policy. Further, privacy policies generally evolve over time
and advantageously, the apparatus 102, method and com-
puter program product as described herein enable analysis of
currently 1nstalled applications and previously rejected
applications with respect to a modified user privacy profile.

Many modifications and other embodiments of the inven-
tions set forth herein will come to mind to one skilled 1n the
art to which these inventions pertain having the benefit of the
teachings presented in the foregoing descriptions and the
associated drawings. Therefore, it 1s to be understood that
the inventions are not to be limited to the specific embodi-
ments disclosed and that modifications and other embodi-
ments are intended to be included within the scope of the
appended claims. Moreover, although the foregoing descrip-
tions and the associated drawings describe example embodi-
ments 1n the context of certain example combinations of
clements and/or functions, 1t should be appreciated that
different combinations of elements and/or functions may be
provided by alternative embodiments without departing
from the scope of the appended claims. In this regard, for
example, diflerent combinations of elements and/or func-
tions than those explicitly described above are also contem-
plated as may be set forth 1n some of the appended claims.
Although specific terms are employed herein, they are used
in a generic and descriptive sense only and not for purposes
of limitation.

What 1s claimed 1s:

1. A method comprising;

determining a contlict 1s present between an application

and a user privacy profile, when a sensor sequence 1n

the application 1s at least a subsequence of the user

privacy proiile, wherein the determining the conflict 1s

present includes at least:

determining a first characteristic 1n the sensor sequence
of the application;

determining a second characteristic in the subsequence
of the user privacy profile; and
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determining that the contflict 1s present based on at least
a comparison of the first characteristic to the second
characteristic;

displaying the conflict and at least one conflict resolution;

and

causing the user privacy profile to be modified, when an

indication of acceptance 1s recerved 1n response to the
displayved conflict and at least one contlict resolution.

2. The method according to claim 1, wherein the first
characteristic 1s a first interval 1n the sensor sequence of the
application, wherein the second characteristic 1s a second
interval i1n the subsequence of the user privacy profile, and
wherein when the first interval 1s less than the second
interval, the conflict 1s present.

3. The method according to claim 1, wherein the first
characteristic 1s a first frequency in the sensor sequence of
the application, wherein the second characteristic 1s a second
frequency 1n the subsequence of the user privacy profile, and
wherein when the first frequency 1s greater than the second
frequency, the contlict 1s present.

4. The method according to claim 1, wherein the first
characteristic includes a first start time and a first end time
in the sensor sequence of the application, wherein the second
characteristic includes a second start time and a second end
time i the subsequence of the user privacy profile, and
wherein when the first start time 1s earlier than the second
start time, or the first end time 1s later than the second end
time, the contlict 1s present.

5. The method according to claim 1, wherein the first
characteristic 1s a {irst recurrence pattern in the sensor
sequence of the application, wherein the second character-
istic 1s a second recurrence pattern in the subsequence of the
user privacy profile, and wherein when the first recurrence
pattern 1s greater than the second recurrence pattern, the
contlict 1s present.

6. The method according to claim 1, wheremn the first
characteristic 1s a first location 1n the sensor sequence of the
application, wherein the second characteristic 1s a second
location 1n the subsequence of the user privacy profile, and
wherein when the first location 1s not the same as the second
location, the conflict 1s present.

7. The method according to claim 1, further comprising:

recerving an indication of a modified user privacy profile;

and

determining whether the conflict 1s present between the

application and the modified user privacy profile.

8. The method according to claim 1, wherein when the
application was previously rejected based on the user pri-
vacy profile, determining whether the conflict 1s present
between the application and a modified user privacy profile.

9. The method according to claim 1, wherein the subse-
quence comprises a partial sequence of the user privacy
profile.

10. An apparatus comprising a processor and a memory
including software, the memory and the software configured
to, with the processor, cause the apparatus to at least:

determine a contlict 1s present between an application and

a user privacy profile when a sensor sequence 1n the

application 1s at least a subsequence of the user privacy

profile, wherein the determining the conflict 1s present

includes at least:

determine a first characteristic in the sensor sequence of
the application;

determine a second characteristic 1n the subsequence of
the user privacy profile; and



US 9,023,494 B2

19

determine that the conflict 1s present based on at least
a comparison of the first characteristic to the second
characteristic;:

display the conflict and at least one conflict resolution;

and

cause the user privacy profile to be modified, when an

indication of acceptance 1s recerved 1n response to the
displayed contilict and at least one contilict resolution.

11. The apparatus according to claim 10, wherein the first
characteristic 1s a first interval 1n the sensor sequence of the
application, wherein the second characteristic 1s a second
interval 1n the subsequence of the user privacy profile and
wherein when the first interval 1s less than the second
interval, the contlict 1s present.

12. The apparatus according to claim 10, wherein the first
characteristic 1s a first frequency in the sensor sequence of
the application, wherein the second characteristic 1s a second
frequency 1n the subsequence of the user privacy profile, and
wherein when the first frequency 1s greater than the second
frequency, the conflict 1s present.

13. The apparatus according to claim 10, wherein the first
characteristic includes a first start time and a first end time
in the sensor sequence of the application, wherein the second
characteristic includes a second start time and second end
time 1n the subsequence of the user privacy profile, and
wherein when the first start time 1s earlier than the second
start time, or the first end time 1s later than the second end
time, the conflict 1s present.

14. The apparatus according to claim 10, wherein the first
characteristic 1s a first recurrence pattern 1 the sensor
sequence of the application, wherein the second character-
1stic 1s a second recurrence pattern in the subsequence of the
user privacy profile, and wherein when the first recurrence
pattern 1s greater than the second recurrence pattern, the
contlict 1s present.

15. The apparatus according to claim 10, wherein {first
characteristic 1s a first location 1n the sensor sequence of the
application, wherein the second characteristic 1s a second
location 1n the subsequence of the user privacy profile, and
wherein when the first location 1s not the same as the second
location, the conflict 1s present.

16. The apparatus according to claim 10, further caused to
at least:

receive an indication of a modified user privacy profile;

and

determine whether the conflict 1s present between the

application and the modified user privacy profile.

17. The apparatus according to claim 10, wherein when
the application was previously rejected based on the user
privacy proiile, determine whether the conflict 1s present
between the application and a modified user privacy profile.

18. The apparatus according to claam 10, wherein the
subsequence comprises a partial sequence of the user pri-
vacy profile.

19. A non-transitory computer-readable medium encoded
with 1instructions that, when executed by at least one pro-
Cessor, cause operations comprising;:

determining a contlict 1s present between an application

and a user privacy profile, when a sensor sequence 1n

the application 1s at least a subsequence of the user

privacy proiile, wherein the determining the conflict 1s

present 1ncludes at least:

determining a first characteristic 1n the sensor sequence
of the application;
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determining a second characteristic in the subsequence
of the user privacy profile; and

determining that the conflict 1s present based on at least
a comparison of the first characteristic to the second
characteristic;

displaying the contlict and at least one contlict resolution;

and

causing the user privacy profile to be modified, when an

indication of acceptance 1s recerved 1n response to the
displayed contlict and at least one contilict resolution.

20. The non-transitory computer-readable medium
according to claim 19, wherein the first characteristic 1s a
first iterval 1n the sensor sequence of the application,
wherein the second characteristic 1s a second interval in the
subsequence of the user privacy profile, and wherein when
the first interval 1s less than the second interval, the conflict
1s present.

21. The non-transitory computer-readable medium
according to claim 19, wherein the first characteristic 1s a
first frequency 1n the sensor sequence of the application,
wherein the second characteristic 1s a second frequency in
the subsequence of the user privacy profile, and wherein
when the first frequency 1s greater than the second 1re-
quency, the contlict 1s present.

22. The non-transitory computer-readable medium
according to claim 19, wherein the first characteristic
includes a first start time and a first end time 1n the sensor
sequence of the application, wherein the second character-
istic includes a second start time and a second end time 1n
the subsequence of the user privacy profile, and wherein
when the first start time 1s earlier than the second start time,
or the first end time 1s later than the second end time, the
conilict 1s present.

23. The non-transitory computer-readable medium
according to claim 19, wherein the first characteristic 1s a
first recurrence pattern 1n the sensor sequence of the appli-
cation, wherein the second characteristic 1s a second recur-
rence pattern 1n the subsequence of the user privacy profile,
and wherein when the first recurrence pattern 1s greater than
the second recurrence pattern, the conflict 1s present.

24. The non-transitory computer-readable medium
according to claim 19, wherein the first characteristic 1s a
first location in the sensor sequence of the application,
wherein the second characteristic 1s a second location 1n the
subsequence of the user privacy profile, and wherein when
the first location 1s not the same as the second location, the
conilict 1s present.

25. The non-transitory computer-readable medium
according to claim 19, further comprising:

recerving an indication of a modified user privacy profile;

and

determining whether the conflict 1s present between the

application and the modified user privacy profile.

26. The non-transitory computer-readable medium
according to claam 19, wherein when the application was
previously rejected based on the user privacy profile, deter-
mining whether the contlict 1s present between the applica-
tion and a modified user privacy profiile.

27. The non-transitory computer-readable medium
according to claim 19, wherein the subsequence comprises
a partial sequence of the user privacy profile.
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