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METHODS FOR OBTAINING CONTENT
FROM A PEER DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application claims priority to U.S. Provisional
Patent Application No. 61/972,308, filed Mar. 29, 2014, the
contents of which are imcorporated herein by reference.

TECHNICAL FIELD

The present disclosure relates generally to peer-to-peer
networking and, more particularly, to methods for obtaiming,
content from a peer device.

BACKGROUND

When the Internet broke out of its roots 1n academia and
became popular among consumers, the primary model of
interaction between devices was server-client, in which
information 1s concentrated i a centralized source (the
server) and generally maintained by a single entity. Today,
peer-to-peer (“P2P”) interaction exceeds client-server inter-
action 1n terms of the overall volume of broadband Internet
trathic. In a P2P network, each device becomes a source of
information for all other devices on the network. Thus, when
an owner ol a device on a P2P network changes (e.g., deletes
files or add files) the information that the device shares, the
owner ellectively changes the total shared repository of
information on the P2P network. Consequently, information
available on P2P networks tends to be dynamic in nature.

When peers 1 a P2P network “browse” one another’s
content, they gather and store metadata regarding the files
stored 1n their respective repositories. Thus, even 1f device
A and device B are not currently connected, device A may
have a list of all of the files that are stored on, and shared by,
device B by virtue of the fact that device A may have
previously collected the relevant metadata from device B.

One possible topology for a P2P network 1s a mesh
topology, 1n which each peer device relays data for the
network, and all peers cooperate in the distribution of data
in the network. One type of mesh network that can be used
in the P2P context 1s a wireless mesh network, 1n which a

number of wireless devices, such as mobile phones, 1nteract
with one another as peers 1n a mesh topology.

DRAWINGS

While the appended claims set forth the features of the
present techniques with particularity, these techniques may
be best understood from the following detailed description
taken 1n conjunction with the accompanying drawings of
which:

FIG. 1 1s a block diagram of a mesh network according to
an embodiment;

FIG. 2 1s a block diagram of an peer device according to
an embodiment;

FIGS. 3 and 4 are process tlow diagrams according to
embodiments;

FIGS. 5 and 6 are block diagrams of mesh networks
according to embodiments;

FI1G. 7 1s a process flow diagram according to an embodi-
ment; and

FIGS. 8 and 9 are block diagrams of mesh networks
according to embodiments.
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2
DESCRIPTION

An embodiment of the disclosure involves a method on a
first peer device—an electronic device such as a cell phone
(e.g., smartphone), a computer, a wearable electronic device
(e.g., smart watch)—for obtaining content from a second
peer device. Initially, the first peer device does not neces-
sarily know that the second peer device has the content, and
may not even know of the existence of the second peer
device. The first peer device connects to a first mesh
network, which does not include the second peer device. The
first peer device transmits a request for the content to one or
more other peer devices on the first mesh network. The
request propagates through the first mesh network. The other
peer devices do not necessarily have the requested content,
but at least one of them—a third peer device—knows of the
second peer device and knows that the second peer device
has the requested content. The third peer device creates a
tracker, which acts as a flag or “reminder” to the third peer
device to pass the first peer device’s request for the content
along to the second peer device the next time the third peer
device connects with the second peer device. In response to

the request, the first peer device receives, from the third peer
device, the identity of the second peer device and the
identity of the file.

Subsequently, the third peer device connects to the second
peer device over another mesh network (to which the first
peer device may not be connected) and indicates to the
second peer device that the first peer device has requested
the file. Then, when the first peer device connects to the
second peer device over another mesh network, the first peer
device and the second peer device can carry out the content
transier with no further prompting. The next time that the
first peer device encounters the peer devices to which 1t
originally transmaitted the request for the file (e.g., the third
peer device), the first peer device can notily those peer
devices that 1t has already obtained the requested content.
When those other peer devices receive this notification, they
(e.g., the third peer device) can then delete whatever trackers
they previously created 1n response to the first peer device’s
original request.

Turning to FIG. 1, a mesh network 100 1n an embodiment
ol the disclosure includes a first peer device 102, a third peer
device 106, and a fourth peer device 108. FIG. 1 also depicts
a second peer device 104, which 1s not part of the mesh
network 100. The mesh network 100, like all of mesh
networks described herein, may be wired or wireless. The
third peer device 106 has a data structure 114 (e.g., a mesh
table). The data structure 114 lists content that belongs to
(e.g., 15 stored on) other peer devices and that 1s known to
the third peer device 106. The data structure 114 obtains its
information from metadata that the third peer device 106 has
received from other peer devices during its previous inter-
actions with them. Fach entry of the data structure 114
includes an identifier of an 1tem of content (e.g., 1ts filename,
object 1dentifier (“ID”), media ID, or title) and an identifier
of the device on which the content 1s stored (e.g., the device
ID). In one embodiment, the identifier of the content 1s the
identity of the media in the device. In other words, the
identifier of the content may be unique to the device 1tself.
Thus, each entry of the data structure 114 may, in fact, be a
single value that maps to the content and to the device on
which the content 1s stored. In another embodiment, the
identifier of the content i1s a hash of the content. The fourth
peer device 108 also has a data structure 116 whose func-
tionality 1s similar to that of the third peer device 106.
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The content stored in the various devices of the mesh
network 100 may be any type of content, but the entries of
the data structures 114 and 116 are, for the sake of example,
depicted in FIG. 1 as songs. Thus, the second peer device
104 has the song “Rock the World” stored 1n 1ts memory,
while the songs “Let’s Rock,” “Rock 1s Roll,” and “All
Party” are stored 1in devices X, Y, and Z (not depicted in FIG.
1), respectively. The third and fourth peer devices 106 and
108 have metadata (stored in their respective memories)
regarding the contents of the second peer device 104
because, prior to connecting to the mesh network 100, these
two devices had obtained such metadata from the second
peer device 104 (e.g., obtained a list of files stored on and
shared by the second peer device 104).

The peer devices of FIG. may be implemented 1n a variety
of ways. Turning to FIG. 2, an embodiment of a peer device
includes a processor 202 (e.g., an applications processor, a
controller, or a signal processor), a wireless communication
module 204 (e.g., a communication chip such as a WiFi chip,
or a communication chipset, such as baseband chipset or
Bluetooth® chipset), an audio mput 206 (e.g., a micro-
phone), a memory 208 (which can be implemented as
volatile memory or non-volatile memory), a display 210
(c.g. an organic light-emitting diode display), an audio
output 212 (e.g., a speaker), and user input controls 214
(e.g., touch sensor controls on the display 210, user interface
on the display 210, and physical buttons on the device). The
peer device uses the wireless communication module 204 to
engage 1 P2P networking over wireless mesh networks.

The processor 202 retrieves instructions and data from the
memory 208 and, using the 1nstructions and data, carries out
the methods described herein. The processor 202 provides
outgoing data to, or recerves mcoming data from the wire-
less communication module 204. Fach of the elements of
FIG. 2 1s communicatively linked to one or more other
clements via one or more data pathways 216. Possible
implementations of the data pathways 216 include wires and
conductive pathways on a microchip.

The term “peer device” as used herein may refer to a
variety of different types of electronic devices, including cell
phones (e.g., smartphones), computers, and various types of
wearable devices (e.g., smart watches) with wired commu-
nication capability, wireless communication capability, or
both wired and wireless communication capability. The term
“content” as used herein refers to any digitally-stored infor-
mation, including music, video, still photographs, and docu-
ments. Digital content 1s often stored in the form of one or
more files.

According to an embodiment, the first peer device 102
(FIG. 1) obtains content that 1s stored on the second peer
device 104 by carrying out the process shown in the tlow
diagram of FIG. 3, and the third peer device 106 facilitates
this process by carrying out the process shown 1n the flow
diagram of FIG. 4. The second peer device 104 provides the
content to the first peer device 102 by carrying out the
process shown i the flow diagram of FIG. 7.

From the point of view of the first peer device 102 and the
third peer device 106, the mesh network 100 1s the “first
mesh network.” At block 302 (FIG. 3), the first peer device
102 (FIG. 1) connects to the mesh network 100. At block
402 (FIG. 4), the third peer device 106 connects to the mesh
network 100. In this example, assume that a user of the first
peer device 102 wishes to locate the song “Rock the World,”
but only remembers the fact that the title has the word “rock™
in 1t. The user of the first peer device 102 mputs a search
request (via the user input controls 214) using “rock’ as the
keyword. In response to the user input, the first peer device
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4

102 transmits a search request with the key word “rock™ to
the rest of the peer devices of the mesh network 100. The
third peer device 106 and the fourth peer device 108 each
respond by searching their internal files and their respective
data structures 114 and 116 for songs having “rock™ in the
title. The third peer device 106 and the fourth peer device
108 then transmuit search results to the first peer device 102.

The first peer device 102 receives, from both the third
peer device 106 and the fourth peer device 108, parts of a

search result set 122, which includes “Rock the World,”
“Let’s Rock,” and “Rock 1s Roll.” The user of the first peer
device 102 selects (via the user input controls 214) the song
“Rock the World.” The first peer device 102 responds by
transmitting a request for the content to the rest of the
devices of the mesh network 100, including the third peer
device 106, at block 304 (FIG. 3). The mesh network 100
propagates the first peer device 102’°s request to all of the
devices 1n the mesh network 100. The third peer device 106
receives this request at block 404 (FI1G. 4).

In this example, because none of the devices presently on
the mesh network 100 actually possess the song “Rock the
World,” the first peer device 102 will not immediately be
able to obtain the content. However, those devices having
knowledge of where the content might be found may pro-
vide, to the first peer device 102, the 1dentity of the device
having the content as well as the identity of the file con-
taining the content (e.g., the media ID of the content 1n the
device). At block 406 (FIG. 4), the third peer device 106
provides the 1dentity of the second peer device 104 (e.g., the
second peer device’s device ID) and the i1dentity of the file
on the second peer device 104 (e.g., the media ID of the
content 1n the second peer device 104) containing the song
“Rock the World” to the first peer device 102. At block 306
(FI1G. 3), the first peer device 102 receives the 1dentity of the
second peer device 104 and the identity of the file on the
second peer device 104 containing the song “Rock the
World” from the third peer device 106.

In an embodiment, those devices receiving the request but
unable to fulfill 1t create a tracker. The tracker serves to a
reminder for that device to pass along the request to the
possessor of the content once the device comes 1n contact
with the possessor. In this example, the third peer device 106
creates a tracker 118 and the fourth peer device creates a
tracker 120.

Continuing with the example, at block 408 of FIG. 4, the
third peer device 106 connects to a mesh network 500 shown
in FI1G. 5. The second peer device 104 also connects to the
mesh network 500 (block 702 of FIG. 7). From the point of
view of the third peer device 106 the mesh network 500 1s
a second mesh network, while from the point of view of the
second peer device 104 the mesh network 300 1s a first mesh
network. The mesh network 300 may include other peer
devices, and may not include the first peer device 102 (of
FIG. 1). At block 410 of FIG. 4, the third peer device 106
provides, to the second peer device 104, an indication of the
first peer device 102’s request. The second peer device 104
receives this indication at block 704 of FIG. 7. This indi-
cation (e.g., message) includes the identity (e.g., device 1D)
of the first peer device 102 and the identity of the file
containing the content (e.g., the media 1D of the content 1n
the second device 104). The second peer device 104 reacts
by creating a tracker 504, which will remind the second peer
device 104 to provide the content to the first peer device 102

once the second peer device 104 connects with the first peer
device 102.
At block 308 of FIG. 3, the first peer device 102 connects

to a mesh network 600 (FIG. 6), as does the second peer
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device 104 (block 706 of FIG. 7). The mesh network 600
may also include other devices. Because the first peer device
102 and the second peer device 104 are both aware of the
outstanding request by the first peer device 102 for the
content (the second peer device 104 being reminded of this
by the existence of the tracker 504), the second peer device
104 may begin transierring a file 604 containing the song
“Rock the World” to the first peer device 102 without any
additional requests or prompting. For example, the second

peer device 104 may transfer the file 604 to the first peer
device 102 (block 708 of FIG. 7) immediately after the first

peer device 102 and the second peer device 104 complete a

peer-to-peer handshaking procedure. The first peer device
102 recerves the file at block 310 of FIG. 3.

It 1s to be understood that any of the devices that recerved
the request of the first peer device 102 on the mesh network
100 could have, upon establishing a connection with the
second peer device 102, carried out the steps performed by
the third peer device 106.

According to an embodiment, a peer device may, 1if the
number of requests for a particular item of content meets a
certain criterion (e.g., reaches a certain number), not only
pass along a request for the item to other peer devices, but
proceed to obtain the content 1tself. For example, 11 the first
peer device 102’°s request for “Rock the World” 1s the fifth
such request that the third peer device 106 of FIG. 1 has
received for that song (from one or multiple devices) in the
past 24 hours, then the third peer device 106 may, upon
connecting with the first peer device 102, obtain a copy of
the file containing the song. Referring to FIG. 8, for
example, the third peer device 106 1s shown as having
connected to the second peer device 104 on a mesh network
800. At that point, based on being reminded by the tracker
118 (FIG. 1), and based on the number of requests for the
song having met a certain criterion, the third peer device 106
requests and receives the file 604 from the second peer
device 104. Thus, 11 the third peer device 106 reconnects to
the first peer device 102 prior to the first peer device 102
having the chance to obtain the file directly from the second
peer device 104, the third peer device 106 could provide the
file to the first peer device 102. An example of this 1s shown
in FIG. 9, 1n which the first and third peer devices connect
over a mesh network 900, and the third peer device 106
transiers the file 604 containing “Rock the World™ to the first
peer device 102 after having recerved the file from the
second peer device 102 1n FIG. 8.

According to an embodiment, a peer device may prioritize
the download of content based on the number of requests 1t
has received for the content. For example, 1f the third peer
device 106 (FI1G. 1) has received fifty requests for the song
“Rock the World” and twenty requests for some other song
that the second peer device 104 possesses, then the third peer
device 106 will, upon connecting with the second peer
device 104 (FIG. 8) download “Rock the World” first.

According to an embodiment, once the first peer device
102 of FIG. 3 has succeeded 1n obtaining content that 1t had
previously requested, 1t may notify the other devices from
which 1t previously requested the content of this fact. For
example, assume that the first peer device 102 has received
the “Rock the World” song 1n the form of the file 604 (FIG.
6) and that the first peer device 102 re-joins the mesh
network 100 or reconnects with one or more of the devices
of the mesh network 100 over some other mesh network.
The first peer device 102 may then notily the third peer
device 106 and the fourth peer device 108 that it has
received the file 604. The third peer device 106 may, in
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6

response to the notification, delete the tracker 118. Similarly,
the fourth peer device 108 may respond by deleting the
tracker 120.

In view of the many possible embodiments to which the
principles of the present discussion may be applied, it should
be recognized that the embodiments described herein with
respect to the drawing figures are meant to be illustrative
only and should not be taken as limiting the scope of the
claims. Therefore, the techniques as described herein con-
template all such embodiments as may come within the
scope of the following claims and equivalents thereof.

We claim:

1. A method, on a first peer device, for obtaining content
stored on a second peer device, the method comprising:

connecting to a first mesh network that does not include

the second peer device;

transmitting a request for the content to a third peer device

via the first mesh network;

in response to the request, receiving, from the third peer

device, the 1dentity of the second peer device and the
identity of a file containing the content;

connecting to a second mesh network that includes the

second peer device; and

recerving a transier of the file from the second peer device

via the second mesh network.

2. The method of claim 1, further comprising:
transmitting the request to a plurality of devices on the
first mesh network, including the third peer device.

3. The method of claim 1, further comprising:

transmitting a search request to the first mesh network;

recerving a list of files from the third peer device 1n
response to the search request, wherein the list includes
the file containing the content.

4. The method of claim 1, further comprising:

notitying the third peer device that the file has been

received.

5. The method of claim 1, further comprising:

notitying a plurality of devices to which the request was

sent, including the third peer device, that the file has
been recerved.

6. A method for facilitating the transier of content to a first
peer device from a second peer device, the method com-
prising;:

on a third peer device,

connecting to a first mesh network that does not include
the second peer device;

receiving a request for the content from the first peer
device;

in response to the request, providing the identity of the
second peer device and the 1identity of a file contain-
ing the content to the first peer device;

connecting to a second mesh network that does not
include the first peer device;

providing an indication of the request to the second
peer device, wherein the indication of the request
includes the identity of the first peer device and the
identity of the file.

7. The method of claim 6, further comprising:

recerving a search request from the first peer device;

in response to the search request, providing a list of files

to the first peer device, wherein the list includes the file
containing the content.

8. The method of claim 6, further comprising:

prior to connecting to the first mesh network, obtaining,

from the second peer device, a list of files stored on the
second peer device.
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9. The method of claim 6, further comprising:

receiving at least one additional request for the content;

if the number of requests for the content received meets
a criterion, then obtaining the file from the second peer
device. 5

10. The method of claim 6, further comprising;:

receiving at least one additional request for the content;

if the number of requests for the content received meets
a criterion, then prionitizing the downloading of the
content from the second peer device. 10

11. The method of claim 6, further comprising:

creating a tracker representing the request;

receiving notification that the first peer device has
recetved the file;

in response to the notification, deleting the tracker. 15

12. A method, on a second peer device, for providing

content to a first peer device, the method comprising:

connecting to a first mesh network that does not include
the first peer device;

receiving, from a third peer device, an indication of a 20
request for the content, wherein the indication of the
request includes the identity of the first peer device and
the 1dentity of a file containing the content;

connecting to a second mesh network that includes the
first peer device; and 25

transferring the file to the first peer device.

13. The method of claim 12, further comprising;

providing, to the third peer device, a list of files stored on
the second peer device.

% x *H % o 30
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