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1

COMMUNICATION SYSTEM,
VEHICLE-MOUNTED TERMINAL,
ROADSIDE DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a Continuation application of U.S.
application Ser. No. 14/310,423 filed Jun. 20, 2014, claiming
priority from U.S. application Ser. No. 13/698,359 filed Nov.
16, 2012, which claims priority under 35 USC §119 from
Japanese Patent Application Nos. 2010-118048 filed May
24, 2010 and PCT/JP2011/059808 filed Apr. 21, 2011.

TECHNICAL FIELD

The present invention relates to a communication tech-
nology that ensures message validity using a public key
encryption system during road-to-vehicle or vehicle-to-ve-
hicle communication.

BACKGROUND ART

A recent trend 1s to evolve road-to-vehicle or vehicle-to-
vehicle communication for the purpose of reducing traflic
accident fatalities and promoting preventive safety. It i1s
important for the preventive safety to ensure message integ-
rity because an incorrect message 1s highly likely to cause a
serious accident. For example, 1t 1s important to ensure that
a message 1s transmitted from a correct roadside device or a
correct vehicle-mounted terminal and that a malicious user
does not falsity the message transmitted from a correct
roadside device or a correct vehicle-mounted terminal.

The electronic signature using a public key encryption
system ensures message validity. The public key encryption
system performs encryption and decryption using a pair of
two keys, a private key and a public key. The private key
needs to be secretly managed. The public key may be made
public. The electronic signature using the public key encryp-
tion system 1s equivalent to data resulting from encrypting a
hash value for the message based on the private key. A
message sender transmits the message along with the sig-
nature. A message recipient acquires the sender’s public key
and decrypts the signature. The message recipient verifies
the signature by determining whether the decrypted value
equals a hash value generated from the received message.

Veritying the public key validity 1s important for the
clectronic signature using the public key encryption. Gen-

erally, a certificate authority supplies the signature to the
public key. IT the certificate authority 1s hierarchically struc-
tured, a high-order certificate authority supplies the signa-
ture to the public key for a low-order certificate authority
and this 1s repeated.

The signature verification for messages 1s repeated and 1s
therefore time-consuming. The following patent document
discusses the scheme compliant with a system that requires
high-speed signature verification for communication with a
fast moving vehicle.

RELATED ART DOCUMENTS

Patent Document

Patent Document 1: Japanese Unexamined Patent Publi-
cation No. 2007-88737.
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DISCLOSURE OF THE INVENTION

Problems that the Invention 1s to Solve

According to the technology described in the patent
document 1, a local certificate authority manages more than
one roadside device and 1ssues a certificate to a roadside
device to be managed. The roadside device periodically
transmits a local certificate, namely, a certificate from the
local certificate authority, to a vehicle-mounted terminal.
When receiving a message, the vehicle-mounted terminal
can verily the message signature based on trust 1n the local
certificate while the same local certificate 1s received. The
vehicle-mounted terminal can shorten the verification time.

However, the public key encryption system does not
shorten the signature verification time 11 the system 1s used
for the vehicle-to-vehicle communication. This 1s because
the vehicle-to-vehicle communication provides the short
communication time, namely, the short time to receive the
same certificate. Veritying the certificate requires confirming
whether the certificate 1s valid. However, many vehicles are
moving across a wide area. There may arise a problem of
increasing the size of a CRL (Certificate Revocation List) to
be distributed to a roadside base station and vehicle-
mounted terminals. While the OCSP (Online Certificate
Status Protocol) does not use the CRL, the above-mentioned
public key encryption system increases the number of inqui-
ries into the server.

It 1s an object of the imnvention to provide a technology of
reducing the certificate verification time 1n a communication
system.

These and other objects and novel features of the mven-
tion may be readily ascertained by referring to the following
description and appended drawings.

Means for Solving the Problems

The following summarizes representative aspects of the
invention disclosed 1n this application.

A communication system 1ncludes: a certificate authority
that performs authentication; a roadside device provided at
a roadside; a wvehicle-mounted terminal mounted on a
vehicle; a first server that collects position information about
the vehicle-mounted terminal; and a second server that
manages information about a roadside device and a vehicle-
mounted terminal whose certificate 1s invalidated. The
vehicle-mounted terminal transmits 1ts own position nfor-
mation to the first server. The certificate authority acquires
information about a vehicle-mounted terminal highly likely
to appear according to place and time from the first server.
The certificate authority allows the second server to verily
validity of a certificate for a vehicle-mounted terminal
acquired from the first server. The certificate authority
generates a first list of vehicle-mounted terminals having
valid certificates and a second list of vehicle-mounted ter-
minals having invalid certificates according to place and
time based on a vernification result. The certificate authority
transmits the first list and the second list to the roadside
device and the vehicle-mounted terminal. The roadside
device and the vehicle-mounted terminal verily a certificate
using the received first and second lists.

tects of the Invention

[T

The following summarizes an eflect provided by the
representative aspects of the mvention disclosed in this
application.
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The 1nvention can shorten the certificate verification time.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram illustrating an overall example
configuration of a communication system according to the
invention;

FIG. 2 1s a block diagram illustrating an example con-
figuration of a certificate authority in the communication
system according 1illustrated in FIG. 1;

FIG. 3 1s a block diagram illustrating an example con-
figuration of a vehicle-mounted terminal 1n the communi-
cation system according illustrated 1n FIG. 1;

FIG. 4 1s a block diagram illustrating an example con-
figuration of a roadside device 1n the communication system
according illustrated 1n FIG. 1;

FIG. 5 1s a block diagram illustrating an example con-
figuration of a certificate authority in the communication
system according illustrated in FIG. 1;

FIG. 6 1s a flowchart 1llustrating creation and distribution
of a whitelist and a blacklist;

FI1G. 7 1s an explanatory diagram illustrating a data format
for the whitelist and the blacklist:

FIG. 8 1s a flowchart illustrating a process of receiving a
whitelist and a blacklist on the roadside device and the
vehicle-mounted terminal;

FI1G. 9 1s a tflowchart illustrating sharing of a common key
between the roadside device and the vehicle-mounted ter-
minal;

FIG. 10 1s another flowchart illustrating sharing of a
common key between the roadside device and the vehicle-
mounted terminal;

FIG. 11 1s a flowchart 1llustrating a process of detecting a
vehicle-mounted terminal whose certificate 1s invalidated;

FIG. 12 1s an explanatory diagram 1llustrating a format for
an 1valid certificate detection message; and

FI1G. 13 1s a flowchart illustrating a process that allows the
roadside device and the vehicle-mounted terminal to receive
a message.

EXPLANATION OF REFERENCE NUMERALS

10 commumnication system

100 certificate authority
110 roadside device

120 vehicle-mounted terminal

130 position mformation collection/analysis server
140 CRL server

200 root certificate authority

210 intermediate certificate authority

220 low-order certificate authority

BEST MODE FOR CARRYING OUT TH.
INVENTION

(L.

1. Summary of the Embodiments

The following summarizes representative embodiments
of the invention disclosed 1n this specification. In the fol-
lowing description, parenthesized reference numerals cor-
respond to those shown 1n the appended drawings and just
denote examples belonging to the concept of the correspond-
ing components.

[1] A communication system (10) according to a repre-
sentative embodiment of the invention includes: a certificate
authority (100) that performs authentication; a roadside
device (110) provided at a roadside; a vehicle-mounted
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terminal (120) mounted on a vehicle; a first server (130) that
collects position information about the vehicle-mounted
terminal; and a second server (140) that manages informa-
tion about a roadside device and a vehicle-mounted terminal
whose certificate 1s 1nvalidated. The vehicle-mounted ter-
minal transmits 1ts own position mformation to the first
server. The certificate authority acquires information about a
vehicle-mounted terminal highly likely to appear according
to place and time from the first server. The certificate
authority allows the second server to verity validity of a
certificate for a vehicle-mounted terminal acquired from the
first server. The certificate authority generates a first list
(whitelist) of vehicle-mounted terminals having valid cer-
tificates and a second list (blacklist) of vehicle-mounted
terminals having invalid certificates according to place and
time based on a verification result. The certificate authority
transmits the first list and the second list to the roadside
device and the vehicle-mounted terminal. The roadside
device and the vehicle-mounted terminal verily a certificate
using the received first and second lists.

According to the above-mentioned configuration, the cer-
tificate authority acquires information about a vehicle-
mounted terminal highly likely to appear according to place
and time from the first server. The certificate authority
allows the second server to verily validity of a certificate for
a vehicle-mounted terminal acquired from the first server.
The certificate authority generates a first list of vehicle-
mounted terminals having valid certificates and a second list
of vehicle-mounted terminals having invalid certificates
according to place and time based on a verification result.
The certificate authority transmits the first list and the
second list to the roadside device and the vehicle-mounted
terminal. The roadside device and the vehicle-mounted
terminal can verily the certificate using the received first and
second lists. Thus, the certificate verification time can be
reduced.

[2] According to [1], the roadside device and the vehicle-
mounted terminal can omit certificate verification and dis-
card a recerved message 11 the second list contains a message
sender. Alternatively, the roadside device and the vehicle-
mounted terminal can omit certificate verification and verily
a signature if the first list contains a message sender. The
roadside device and the vehicle-mounted terminal need not
inquire of the second server each time a message 1s received.
Thus, the signature verification time can be reduced.

[3] According to [2] above, the roadside device can
transmit information needed for authentication and key
sharing to the vehicle-mounted terminal and the nearby
roadside device when the vehicle-mounted terminal acquires
a common key needed to verify validity of the first list and
the second list from the roadside device. Sharing the infor-
mation can reduce the processing time.

[4] According to [3] above, the roadside device and the
vehicle-mounted terminal can confirm effective place and
ellective time 1n the first list and the second list and delete
the first list and the second list if the roadside device and the
vehicle-mounted terminal satisiy one of conditions of exist-
ing outside the eflective place and exceeding the eflfective
time. This can avoid an unnecessary increase 1n sizes of the
first list and the second list.

[5] According to [4] above, the roadside device or the
vehicle-mounted terminal can detect an invalidated certifi-
cate during vehicle-to-vehicle communication or road-to-
vehicle communication and notity this information to a
certificate authority. The certificate authority can generate
the second list and transmit the second list to a roadside
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device and a vehicle-mounted terminal near a detection
place. The second list 1s updated 1n this manner.

[6] A vehicle-mounted terminal according to a represen-
tative embodiment of the imvention transmits and receives
information from a roadside device or another vehicle-
mounted terminal. The vehicle-mounted terminal includes: a
storage portion (126) that stores a first list of vehicle-
mounted terminals having valid certificates according to
place and time and a second list of vehicle-mounted termi-
nals having invalidated certificates; and a signature genera-
tion/verification portion (124) that performs: omitting cer-
tificate verification and discarding a received message 11 the
second list contains a message sender; or omitting certificate
verification and veritying a signature if the first list contains
a message sender. This configuration can provide a vehicle-
mounted terminal appropriate for the communication sys-
tem.

['7] According to [6], a processing portion (122) can be
provided to confirm eflective place and eflective time 1n the
first list and the second list and delete the first list and the
second list if the vehicle-mounted terminal exists outside the
ellective place or exceeds the eflective time.

[8] A roadside device (110) according to a representative
embodiment of the invention transmits and receives infor-
mation from a vehicle-mounted terminal. The roadside
device 1ncludes: a storage portion (116) that stores a first list
of vehicle-mounted terminals having wvalid certificates
according to place and time and a second list of vehicle-
mounted terminals having invalidated certificates; and a
signature generation/verification portion (114) that per-
forms: omuitting certificate verification and discarding a
message received from a vehicle-mounted terminal 1t the
second list contains a message sender; and omitting certifi-
cate verification and veritying a signature if the first list
contains a message sender. This configuration can provide a
roadside device appropriate for the communication system.

[9] According to [8], a communication control processing
portion (111) can be provided to transmit information
needed for authentication and key sharing to the vehicle-
mounted terminal and the nearby roadside device when the
vehicle-mounted terminal acquires a common key needed to
verily validity of the first list and the second list from the
roadside device.

[10] According to [9], a processing portion (112) can be
provided to confirm eflective time 1n the first list and the
second list and delete the first list and the second list 1t the
roadside device exceeds the effective time.

2. Further Detailed Description of the
Embodiments

The embodiments will be described 1n more detail.

FIG. 1 1llustrates an overall example configuration of a
communication system according to the invention. A com-
munication system 10 illustrated in FIG. 1 includes a cer-
tificate authority 100, a roadside device 110, a vehicle-
mounted terminal 120, a position information collection/
analysis server 130, and a CRL server 140, but not limited
thereto. The certificate authority 100 can communicate with
the roadside device 110. The roadside device 110 includes
roadside devices 110A, 110B, and 110C that are provided at

a specified interval on the roadside. The certificate authority
100 1ssues a roadside device certificate and a vehicle-
mounted terminal certificate to the roadside device 110 and
the vehicle-mounted terminal 120, respectively. A certificate
may be compliant with ITU (International Telecommunica-
tion Union) X.509. The certificate authority 100 issues a
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certificate authority certificate on which the certificate
authority 100 1tself puts 1ts signature. The certificate author-
ity 100 1s capable of sale communication with the position
information collection/analysis server 130 and the CRL
server 140. Wireless or wired communication may be avail-
able between the certificate authority 100 and the roadside
device 110, between the certificate authority 100 and the
position information collection/analysis server 130, and
between the certificate authority 100 and the CRL server
140. The position information collection/analysis server 130
collects position information about the vehicle-mounted
terminal 120 and analyzes a congestion situation, for
example. The information collected from the vehicle-
mounted terminal 120 may include a speed, a destination,
and a path for the vehicle-mounted terminal 120 as well as
the position information. The CRL server 140 manages
information about the roadside device 110 and the vehicle-
mounted terminal 120 whose certificate 1s invalidated. The
roadside device 110 can communicate with the certificate
authority 100 and wirelessly communicates with the vehicle-
mounted terminal 120 that exists within a communication
range. As 1llustrated in FIG. 1, communication ranges for the
roadside devices 110A, 110B, and 110C overlap with each
other, but may not overlap with each other.

As 1llustrated in FIG. 2, the certificate authority 100 may
hierarchically include a root certificate authority 200, an
intermediate certificate authority 210, and a low-order cer-
tificate authority 220. The intermediate certificate authority
210 may include any number of hierarchies. The root
certificate authority 200 issues a certificate for the interme-
diate certificate authority 210. The intermediate certificate
authority 210 1ssues a certificate for the low-order certificate
authority 220. The root certificate authority 200 1ssues a root
certificate authority certificate on which the root certificate
authority 200 itself puts its signature. As more than one
organization links with each other, there may be provided
more than one root certificate authority to configure a
trusting model such as a mesh model or a bridge model.

FIG. 3 illustrates an example configuration of the vehicle-
mounted terminal 120.

The vehicle-mounted terminal 120 includes a communi-
cation control processing portion 121, a whitelist/blacklist
processing portion 122, a key sharing portion 123, a mes-
sage signature generation/verification portion 124, a position
information acquisition portion 125, and a security infor-
mation storage portion 126. The communication control
processing portion 121 performs a process to communicate
with the roadside device 110 or another vehicle-mounted
terminal 120. The whitelist/blacklist processing portion 122
performs a process when a whitelist and a blacklist are
received from the roadside device 110. In addition, the
whitelist/blacklist processing portion 122 periodically con-
firms validity of the whitelist and the blacklist. The key
sharing portion 123 performs a process to acquire a common
key from the roadside device 110. The common key 1s
needed for MAC (Message Authentication Code) verifica-
tion that confirms integrity of the whitelist and the blacklist.
When a message 1s received from the roadside device 110 or
the vehicle-mounted terminal 120, the message signature
generation/verification portion 124 determines whether the
whitelist or the blacklist contains a sender of the message.
The message signature generation/verification portion 124
determines whether to omit the certificate verification or
whether to verily the signature. The message signature
generation/verification portion 124 performs a process
appropriate to the determination result. When transmitting a
message, the message signature generation/verification por-
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tion 124 generates a signature corresponding to the message,
passes the message, the signature, and the vehicle-mounted
terminal certificate to the communication control processing,
portion 121, and requests the communication control pro-
cessing portion 121 to transmit the message. The position
information acquisition portion 125 acquires its position
information and requests the communication control pro-
cessing portion 121 to transmit the position information. A
means for acquiring the position mformation may be pro-
vided as a GPS (Global Positioning System) mounted on the
vehicle-mounted terminal 120 or as another device such as
a car navigation system mounted on a vehicle. If another
vehicle-mounted device has the communication function,
the device may transmit the position iformation to the
position information collection/analysis server 130 without
passing through the vehicle-mounted terminal 120. The
security information storage portion 126 stores vehicle-
mounted terminal identification information 300, a vehicle-
mounted terminal certificate 301, a private key 302, a
common key 303, common key identification information
304, a whitelist 305, and a blacklist 306. The vehicle-
mounted terminal identification information 300 provides an
identifier (ID) that identifies the vehicle-mounted terminal
120. The vehicle-mounted terminal certificate 301 1s 1ssued
from the certificate authority 100 to the vehicle-mounted
terminal 120. The vehicle-mounted terminal certificate 301
also contains the public key. The private key 302 pairs with
the public key described in the vehicle-mounted terminal
certificate 301. The common key 303 1s used to veniy the
MAC for a whitelist and a blacklist received from the
roadside device. The common key 303 1s acquired from the
roadside device 110. The common key i1dentification infor-
mation 304 provides an identifier of the common key 303.
The vehicle-mounted terminal 120 manages the common
key 303 and the common key 1dentification information 304
as a set. The vehicle-mounted terminal 120 can maintain
more than one common key 303 and more than one piece of
common key identification information 304. The whitelist
305 lists vehicle-mounted terminals whose certificates are
valid. The whitelist 305 1s distributed from the certificate
authority 100 via the roadside device 110 according to the
place and the time. The vehicle-mounted terminal 120 can
maintain more than one whitelist 305. The blacklist 306 lists
vehicle-mounted terminals whose certificates are invalid.
The blacklist 306 1s distributed from the certificate authority
100 via the roadside device 110 according to the place and
the time. The vehicle-mounted terminal 120 can maintain
more than one blacklist 306.

FI1G. 4 1llustrates an example configuration of the roadside
device 110A. The other roadside devices 110B and 110C are
also configured similarly.

The roadside device 110A includes a communication
control processing portion 111, a whatelist/blacklist process-
ing portion 112, a key sharing portion 113, a message
signature generation/verification portion 114, and a security
information storage portion 116. The communication control
processing portion 111 performs a process for communica-
tion with the certificate authority 100 or the vehicle-mounted
terminal 120. The whitelist/blacklist processing portion 112
performs processes needed when a whitelist and a blacklist
are recerved from the certificate authority 100 and when a
whitelist and a blacklist are to be transmitted to the vehicle-
mounted terminal 120. The whitelist/blacklist processing,
portion 112 periodically confirms validity of the whitelist
and the blacklist. The key sharing portion 113 performs a
process to transmit a common key to the vehicle-mounted
terminal 120. The common key 1s needed for MAC (Mes-
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sage Authentication Code) verification that confirms integ-
rity of the whitelist and the blacklist. When a message 1s
received from the vehicle-mounted terminal 120, the mes-
sage signature generation/verification portion 114 deter-
mines whether the whitelist or the blacklist contains a sender
of the message. The message signature generation/verifica-
tion portion 114 determines whether to omit the certificate
verification or whether to verily the signature. The message
signature generation/verification portion 114 performs a
process appropriate to the determination result. When trans-
mitting a message, the message signature generation/verifi-
cation portion 114 generates a signature corresponding to the
message, passes the message, the signature, and the vehicle-
mounted terminal certificate to the communication control
processing portion 111, and requests the communication
control processing portion 111 to transmit the message. The
security 1nformation storage portion 116 stores roadside
device 1dentification information 400, a roadside device
certificate 401, a private key 402, a common key 403,
common key 1dentification information 404, a whitelist 405,
and a blacklist 406. The roadside device identification
information 400 provides an identifier that identifies the
roadside device 110A. The roadside device certificate 401 1s
issued from the certificate authority 100 to the roadside
device 110A. The private key 402 pairs with the public key
described 1n the roadside device certificate 401. The com-
mon key 403 1s used to verity the MAC for a whitelist and
a blacklist received from the certificate authority 100. The
common key 403 1s acquired from the certificate authority
100. The common key identification information 404 pro-
vides an 1dentifier of the common key 403. The roadside
device 110 manages the common key 403 and the common
key 1dentification information 404 as a set. The roadside
device 110 can maintain more than one common key 403
and more than one piece of common key identification
information 404. The whitelist 405 lists vehicle-mounted
terminals whose certificates are valid. The whitelist 405 1s
distributed from the certificate authority 100 according to
the place and the time. The roadside device 110A can
maintain more than one whitelist 405. The blacklist 406 lists
vehicle-mounted terminals whose certificates are invalid.
The blacklist 406 1s distributed from the certificate authority
100 according to the place and the time. The roadside device
110A can maintain more than one blacklist 406.

FIG. 5 illustrates an example configuration of the certifi-
cate authority 100. The certificate authority 100 includes a
communication control processing portion 101, a whatelist/
blacklist processing portion 102, a key generation process-
ing portion 103, a certificate 1ssuance/invalidation portion
104, and an information storage portion 105. The commu-
nication control processing portion 101 performs a process
needed for communication with the roadside device 110, the
position miormation collection/analysis server 130, and the
CRL server 140. The whitelist/blacklist processing portion
102 periodically collects information about the vehicle-
mounted terminal 120 highly likely to appear according to
the place and the time from the position information col-
lection/analysis server 130. The whitelist/blacklist process-
ing portion 102 mquires from the CRL server 140 whether
the certificate for the vehicle-mounted terminal 120 1s
invalid.

The whitelist/blacklist processing portion 102
accordingly generates a whitelist or a blacklist. The
whitelist/blacklist processing portion 102 generates an MAC
for the generated whitelist/blacklist and transmits the MAC
to the roadside device 110 via the communication control
processing portion 101. The whitelist/blacklist processing
portion 102 may receive a message from the roadside device
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110 or the vehicle-mounted terminal 120 and the message
may notily detection of the vehicle-mounted terminal 120
whose certificate 1s invalidated. In such a case, the whitelist/
blacklist processing portion 102 generates a blacklist and
generates an MAC for the blacklist in real time. The key
generation processing portion 103 generates a common key
used to generate an MAC for the whitelist or the blacklist.
The key generation processing portion 103 may generate the
common key when generating the whitelist and the blacklist
and may transmit the common key as well as the whitelist
and the blacklist to the roadside device 110. Alternatively, a
previously generated common key may be transmitted to the
roadside device 110. The certificate 1ssuance/invalidation
portion 104 1ssues or invalidates a certificate for the roadside
device 110 and the vehicle-mounted terminal 120. The
information storage portion 105 stores a roadside device
management table 500, a vehicle-mounted terminal man-
agement table 510, a common key management table 520, a
certificate authonty certificate 330, a private key 540 paired
with a public key described 1n the certificate authority
certificate 530, a whitelist 550, and a blacklist 560. The
roadside device management table 5300 manages information
about the roadside device 110 and 1ncludes roadside device
identification information 501, an 1nstallation place 502, and
a roadside device certificate 503. The roadside device 1den-
tification information 501 provides an 1dentifier of a road-
side device. The 1nstallation place 502 provides information
about an nstallation place for the roadside device 110 and
contains the latitude or the longitude corresponding to the
installation place, for example. The roadside device certifi-
cate 503 1s 1ssued from the certificate authority 100 to the
roadside device 110. The vehicle-mounted terminal man-
agement table 510 contains vehicle-mounted terminal 1den-
tification information 511 and a vehicle-mounted terminal
certificate 512. The vehicle-mounted terminal i1dentification
information 311 identifies a vehicle-mounted terminal. The
vehicle-mounted terminal certificate 512 1s 1ssued from the
certificate authority 100 to the vehicle-mounted terminal
120. The common key management table 520 manages a
common key needed to generate an MAC for the whitelist or
the blacklist and contains common key identification infor-
mation 521, a common key 522, and a distribution place
523. The common key identification information 521 pro-
vides an 1dentifier of a common key. The common key 522
1s generated from the key generation processing portion 103
and 1s used to generate an MAC for the whitelist/blacklist.
The distribution place 523 indicates a place to distribute the
whitelist/blacklist provided with the MAC that 1s generated
using the common key 3522. For example, the distribution
place 523 may be represented as the latitude or the longitude
or as a list of vehicle-mounted terminal 1dentification infor-
mation. The certificate authority itself puts 1ts signature on
the certificate authority certificate 330. The private key 540
pairs with the public key described 1n the certificate author-
ity certificate 530. The certificate authority generates the
whitelist 550 and can maintain more than one whitelist. The
certificate authority generates the blacklist 560 and can
maintain more than one whitelist.

FIG. 6 1s a flowchart illustrating creation and distribution
of a whitelist and a blacklist. At step 601, the certificate
authority 100 requests the position mformation collection/
analysis server 130 to transmit vehicle-mounted terminal
identification information about the vehicle-mounted termi-
nal 120 highly likely to appear according to the place and the
time. At step 602, the position information collection/analy-
s1s server 130 transmits the information corresponding to the
request from the certificate authority 100. At step 603, the
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certificate authority 100 references the vehicle-mounted
terminal management table 510 and acquires the vehicle-
mounted terminal certificate 512 corresponding to the
vehicle-mounted termunal 1dentification  information
received from the position information collection/analysis
server 130. The certificate authority 100 inquires from the
CRL server 140 whether the vehicle-mounted terminal cer-
tificate 512 1s invalidated. At step 604, the CRL server 140
determines whether the vehicle-mounted terminal certificate
512 transmitted from the certificate authority 100 1s 1mnvali-
dated. The CRL server 140 transmits the result to the
certificate authority 100. While the certificate authority 100
inquires the certificate invalidation from the CRL server 140
in this example, the certificate authority 100 may acquire a
CRL from the CRL server 140 and confirm the certificate
invalidation. At step 605, after receiving the result from the
CRL server 140, the certificate authority 100 generates a
whitelist and a blacklist corresponding to the place and the
time based on results acquired from the position information
collection/analysis server 130 and the CRL server 140. The
format for the whitelist and the blacklist will be described
later. At step 606, after generating the whitelist and the
blacklist, the certificate authority 100 references the distri-
bution place 523 in the common key management table 520.
The certificate authority 100 generates an MAC using the
corresponding common key 3522 and transmits the MAC
along with the whitelist and the blacklist to the roadside
device 110. At step 607, the roadside device 110 receives the
whitelist and the blacklist, and then periodically transmits
the whitelist and the blacklist to the vehicle-mounted ter-
minal 120. At step 608, the roadside device 120 recerves the
whitelist and the blacklist. Processes of receiving the
whitelist and the blacklist on the roadside device 110 and the
vehicle-mounted terminal 120 will be described later.

FIG. 7 illustrates the format for the whitelist and the
blacklist. The whitelist and the blacklist contain a type 710,
an ellective place 720, effective time 730, a vehicle-mounted
terminal count 740, a vehicle-mounted terminal list 750,
common key identification information 760, and an MAC
770. The type 710 provides an 1dentifier of a whitelist or a
blacklist. The effective place 720 indicates a range of place
where the whitelist or the blacklist 1s effective. The effective
time 730 i1ndicates the time during which the whitelist or the
blacklist 1s eflective. The vehicle-mounted terminal count
740 1indicates the number of vehicle-mounted terminals
described 1n the vehicle-mounted terminal list 750. If the
type 710 indicates a whitelist, the vehicle-mounted terminal
list 750 lists the vehicle-mounted terminal 120 whose
vehicle-mounted terminal certificate 1s valid. It the type 710
indicates a blacklist, the vehicle-mounted terminal list 750
lists the vehicle-mounted terminal 120 whose vehicle-
mounted terminal certificate 1s invalidated. The vehicle-
mounted terminal list 750 contains a set of the vehicle-
mounted terminal 1dentification information 751 and a serial
number 752 of the vehicle-mounted terminal certificate. The
common key identification information 760 provides an
identifier of the common key used to generate the MAC for
the whitelist or the blacklist. The MAC 770 provides an
authentication code for the mmformation ranging from the
type 710 to the common key 1dentification information 760.

FIG. 8 1s a tlowchart illustrating a process of receiving a
whitelist and a blacklist on the roadside device 110 and the
vehicle-mounted terminal 120.

Suppose that the roadside device 100 recerves a whitelist
or a blacklist. At step 810, the roadside device 110 deter-
mines whether the common key identification information
760 described 1n the whitelist 1s available 1n the common key
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identification information 404 for the security information
storage portion 116. If the common key identification infor-
mation 760 1s unavailable, the roadside device 110 acquires
the common key from the certificate authority 100 at step
820. This example assumes a safe communication path
between the certificate authority 100 and the roadside device
110 and provides no security measures for the communica-
tion path. It 1s possible to use a scheme of safe key sharing
between the roadside device 110 and the vehicle-mounted
terminal 120 to be described later. The roadside device 110
may coniirm availability of the common key identification
information 760 at step 810 or may acquire the common key
at step 820. Then, at step 830, the roadside device 110 uses
the common key 403 corresponding to the common key
identification information 760 to generate an MAC corre-
sponding to the mnformation ranging from the type 710 to the
common key identification information 760 in the whitelist
or the blacklist. If the generated MAC differs from the MAC
770 1n the whitelist or the blacklist, the roadside device 110
discards the whitelist or the blacklist at step 860. If the
generated MAC matches the MAC 770 1n the whitelist or the
blacklist, the roadside device 110 determines whether the
same whitelist/blacklist 1s received. If the same whitelist or
blacklist 1s received, the roadside device 110 discards the
whitelist or the blacklist at step 860. I1 the same whitelist or
blacklist 1s not received, the roadside device 110 records the
whitelist or the blacklist received at the whaitelist 405 or the
blacklist 406 in the security information storage portion 116
at step 830.

When receiving a whitelist or a blacklist, the vehicle-
mounted terminal 120 also performs the process from step
810 to step 860 similarly to those for the roadside device 110
that receives a whitelist or a blacklist.

FI1G. 9 illustrates how the vehicle-mounted terminal 120
acquires the common key at step 820. At step 910, the
vehicle-mounted terminal 120 transmits a common key
acquisition request as well as the vehicle-mounted terminal
identification information 300 to the roadside device 110A.
At step 920, the roadside device 110A generates a random
number 1n response to the request from the vehicle-mounted
terminal 120 and transmits the random number to the
vehicle-mounted terminal 120. The roadside device 110A
transmits the vehicle-mounted terminal identification infor-
mation recerved from the vehicle-mounted terminal 120 and
the generated random number to the nearby roadside device
110B wvia the certificate authority 100. The nearby roadside
device 110B stores the vehicle-mounted terminal 1dentifica-
tion mformation and the random number received at step
940 and broadcasts the received information. The roadside
device 110B also transmits the information about key shar-
ing to the nearby roadside device 110A and broadcasts the
information to nearby roadside devices 110. The nearby
roadside device 120 and the vehicle-mounted terminal 120
can confinue key sharing processes even if the vehicle-
mounted terminal 120 moves to leave the communication
range for the roadside device 110 before the key sharing 1s
completed. In this example, the roadside device 110A trans-
mits the information to the nearby roadside device 110B via
the certificate authority 100. However, the roadside device
110A may transmit the information directly to the nearby
roadside device 110B.

At step 930, the vehicle-mounted terminal 120 uses its
own private key 302 to encrypt the random number received
from the roadside device 110 and generates authentication
data. The wvehicle-mounted terminal 120 transmits the
authentication data as well as the vehicle-mounted terminal
certificate 301 to the roadside device 110. At step 9350, the
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roadside device 110 vernfies the vehicle-mounted terminal
certificate and then decrypts the authentication data using
the public key described 1n the vehicle-mounted terminal
certificate. If the decrypted value equals the random number
generated at step 920, the roadside device 110 recognizes the
vehicle-mounted terminal to be valid and proceeds to step
960. Otherwise, the roadside device 110 recognizes the
vehicle-mounted terminal to be mvalid and terminates the
pProcess.

At step 960, the roadside device 110 encrypts the common
key 403 and the common key 1dentification information 404
to generate encrypted common key data using the public key
described 1n the vehicle-mounted terminal certificate trans-
mitted from the vehicle-mounted terminal 120. The roadside
device 110 transmits the encrypted common key data to the
vehicle-mounted terminal 120 and deletes the vehicle-
mounted terminal identification information and the random
number that are stored. The vehicle-mounted terminal 120 1s
also eflective even 1f it 1s outside the communication range
for the roadside device 110. The vehicle-mounted terminal
120 therefore transmits the encrypted common key data to
the nearby roadside device 110. The nearby roadside device
110 broadcasts the encrypted common key data at step 980
and deletes the vehicle-mounted terminal 1dentification
information and the random number at step 990.

At step 970, the vehicle-mounted terminal 120 receives
the encrypted common key data and decrypts 1t using the
private key 302 of the vehicle-mounted terminal 120. The
vehicle-mounted terminal 120 stores the common key and
the common key identification information at the common
key 303 and the common key 1dentification information 304
in the security information storage portion 126 to complete
the common key sharing.

A flowchart 1n FI1G. 10 1llustrates a process of the roadside
device 110 that receives the common key acquisition request
from the vehicle-mounted terminal 120 and shares the key
with the vehicle-mounted terminal 120 to cooperate with a
nearby roadside device.

Suppose that the roadside device 110 receives the com-
mon key acquisition request. At step 1000, the roadside
device 110 generates a random number and stores the
vehicle-mounted terminal identification information and the
generated random number. The roadside device 110 then
transmits the vehicle-mounted terminal identification infor-
mation and the generated random number to the vehicle-
mounted terminal 120 and the nearby roadside device 110.
When receiving the authentication data from the vehicle-
mounted terminal 120, the roadside device 110 assumes the
vehicle-mounted terminal 120 to exist in the communication
range for the roadside device 110. At step 1040, the roadside
device 110 verifies the authentication data. If the verification
fails, the roadside device 110 assumes the vehicle-mounted
terminal to be mvalid. At step 1070, the roadside device 110
notifies the other roadside devices 110 of the unsuccessiul
verification. At step 1080, the roadside device 110 deletes
the vehicle-mounted terminal 1dentification information and
the random number recorded and terminates the key sharing
process. If the verification succeeds, the roadside device 110
generates encrypted common key data at step 1050. At step
1060, the roadside device 110 transmits the encrypted com-
mon key data to the vehicle-mounted terminal 120 and the
nearby roadside device 110. At step 1080, the roadside
device 110 deletes the vehicle-mounted terminal 1dentifica-
tion mformation and the random number recorded and
terminates the key sharing process.

The roadside device 110 may not receive authentication
data from the vehicle-mounted terminal 120 and receives
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authentication data from the other roadside device 110. In
this case, the roadside device 110 assumes that the vehicle-
mounted terminal 120 exists outside the communication
range for the roadside device 110 itself and that the nearby
roadside device 110 authenticates the vehicle-mounted ter-
minal 120. The roadside device 110 then proceeds to step
1060 and broadcasts the received encrypted common key
data. At step 1080, the roadside device 110 deletes the
vehicle-mounted terminal 1dentification information and the
random number recorded and terminates the key sharing
process. The roadside device 110 broadcasts the encrypted
common key data, considering a case where the vehicle-
mounted terminal 120 exits 1n communication ranges for
more than one roadside device and the wireless communi-
cation state 1s unstable. In such a case, the nearby roadside
device 110 verifies the authentication data and generates the
encrypted common key data. However, the vehicle-mounted
terminal 120 again leaves the communication range for the
nearby roadside device 110 and enters the commumnication
range for the roadside device 110 1tself.

There may be a case where the roadside device 110
receives neither authentication data from the wvehicle-
mounted terminal 120 nor encrypted common key data from
the other roadside device 110. In such a case, the roadside
device 110 awaits reception ol authentication data from the
vehicle-mounted terminal 120 or encrypted common key
data from the other roadside device 110 until a specified time
clapses.

The roadside device 110 may be notified of unsuccessiul
verification from the other roadside device 110. Alterna-
tively, the roadside device 110 may receive nothing after a
lapse of the specified time. In either case, the roadside device
110 proceeds to step 1080, deletes the vehicle-mounted
terminal 1dentification information and the random number,
and terminates the key sharing process.

The roadside device 110 may not receive the common key
acquisition request from the vehicle-mounted terminal 120,
but acquire the vehicle-mounted terminal identification
information and the random number from the other roadside
device 110. In such a case, the roadside device 110 does not
generate a random number at step 1000. However, the
process at step 1010 and later equals that for the roadside
device 110 that received the common key acquisition
request.

FIG. 11 1llustrates a process of detecting a vehicle-
mounted terminal whose certificate 1s invalidated when
communication 1s performed between the vehicle-mounted
terminals 120A and 120B. At step 1100, the vehicle-
mounted terminal 120A transmits a message to the other
vehicle-mounted terminal 120B. Specifically, the vehicle-
mounted terminal 120A generates a message and a signature
for the message, and transmits the vehicle-mounted terminal
certificate 301 as well as the message and the signature. At
step 1110, the vehicle-mounted terminal 120B receives the
message and verifies the vehicle-mounted terminal certifi-
cate. When detecting the certificate 1s invalidated, the
vehicle-mounted terminal 120A proceeds to step 1120, gen-
crates an invalid certificate detection message, and transmits
it to the certificate authority via the roadside device 110. The
invalid certificate detection message will be described later.
The certificate authority 100 receives the mvalid certificate
detection message. At step 1130, the certificate authority 100
generates a blacklist and broadcasts 1t to the roadside device
110 near the place where the invalidated certificate was
detected. The certificate verification i1s time-consuming for
the vehicle-mounted terminal 120B that detected the mvali-
dated certificate for the first time. However, the other
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vehicle-mounted terminal 120 and the roadside device 110
can receirve the blacklist from the certificate authority 100 1n
real time and save the certificate verification time. If the
roadside device 110 detects an invalidated certificate, 1t
functions similarly to the vehicle-mounted terminal 120 that
detected the invalidated certificate. Namely, the roadside
device 110 generates an invalid certificate detection message
and transmits it to the certificate authority 100.

The certificate authority 100 may contact the police if the
certificate has proven to be invalidated due to theift.

FIG. 12 1illustrates an example format for an invalid
certificate detection message. The mnvalid certificate detec-
tion message contains a type 1200, a detection place 1210,
detection time 1220, a detected invalid certificate count
1230, an 1nvalid certificate list 1240, common key 1dentifi-
cation information 1250, and an MAC 1260. The type 1200
provides an 1dentifier of the invalid certificate detection
message. The detection place 1210 indicates a range of place
where an invalidated certificate was detected. The detection
time 1220 indicates the time when an 1nvalidated certificate
was detected. The invalid certificate count 1230 indicates the
number of invalid certificates stored 1n the invalid certificate
list 1240. The 1mnvalid certificate list 1240 stores information
about nvalidated certificates. The nvalid certificate list
1240 contains a set of a serial number 1241 given to an
invalidated certificate and vehicle-mounted terminal 1denti-
fication information 1242. The common key identification
information 1250 provides an 1dentifier of the common key
used to generate the MAC for the invalid certificate detec-
tion message. The MAC 770 provides an authentication
code for the information ranging from the type 1210 to the
common key identification information 1250.

FIG. 13 1s a tlowchart illustrating a process that allows the
roadside device 110 and the vehicle-mounted terminal 120
to verily a message. When receiving a message with signa-
ture and a certificate, the roadside device 110 or the vehicle-
mounted terminal 120 determines at step 1300 whether the
blacklist contains the certificate serial number. It the black-
l1st contains the certificate serial number, the roadside device
110 or the vehicle-mounted terminal 120 proceeds to step
1310, discards the message, and terminates the process. If
the blacklist does not contain the certificate serial number,
the roadside device 110 or the vehicle-mounted terminal 120
proceeds to step 1320 and determines whether the whitelist
contains the certificate sertal number. IT the whitelist con-
tains the certificate serial number, the roadside device 110 or
the vehicle-mounted terminal 120 omuits the certificate veri-
fication and proceeds to step 1340 for signature verification.
If the verification succeeds, the roadside device 110 or the
vehicle-mounted terminal 120 successtully terminates the
process. If the verification fails, the roadside device 110 or
the vehicle-mounted terminal 120 discards the message at
step 1310 and terminates the process. If the whitelist does
not contains the certificate serial number at step 1320, the
roadside device 110 or the vehicle-mounted terminal 120
proceeds to step 1330 and verifies the certificate. If the
verification succeeds, the roadside device 110 or the vehicle-
mounted terminal 120 proceeds to step 1340. I the verifi-
cation fails, the roadside device 110 or the vehicle-mounted
terminal 120 discards the message at step 1310 and termi-
nates the process. The certificate verification may {fail
because the certificate 1s invalidated at step 1330. In this
case, the roadside device 110 or the vehicle-mounted termi-
nal 120 generates an invalid certificate detection message
and transmits it to the certificate authority 100.

This example detects an invalidated certificate, notifies
this to the certificate authority 100 1n real time, and gener-
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ates the blacklist. The example 1s also applicable to genera-
tion of the whitelist. As described above, 1t the whitelist and
the blacklist contain the vehicle-mounted terminal, omitting,
the certificate verification for the vehicle-mounted terminal
can shorten the message verification time.

The whitelist and the blacklist contain the effective place
and the eflective time. The vehicle-mounted terminal 120
periodically checks the effective place 720 and the effective
time 730 1n the whatelist and the blacklist maintained 1n the
vehicle-mounted terminal 120. The vehicle-mounted termi-
nal 120 allows the whaitelist/blacklist processing portion 122
to delete the whitelist and the blacklist 1f the vehicle-
mounted terminal 120 exists outside the effective place or
exceeds the effective time. Like the vehicle-mounted termi-
nal 120, the roadside device 110 can also allow the whitelist/
blacklist processing portion 112 to delete the whatelist and
the blacklist. However, verification of the effective place 720
may be omitted because the roadside device 110 1s fixed to

the roadside. The whitelist and the blacklist are generated
based on the place and the time and are periodically verified.
Deleting the whitelist and the blacklist, 11 meflective, can
save the available memory.

While there have been described specific preferred
embodiments of the present invention, 1t 1s to be distinctly
understood that the present invention 1s not limited thereto
but may be otherwise variously embodied within the spirit
and scope of the invention.

INDUSTRIAL APPLICABILITY

The present ivention 1s widely applicable to a commu-
nication technology that ensures message validity using a
public key encryption system for road-to-vehicle or vehicle-
to-vehicle communication.

The 1invention claimed 1is:
1. A method for verifying a certificate in a communication
system that imncludes

a certificate authority, wherein the certificate authority 1s
implemented by a hardware processor, configured to
perform authentication;

a roadside device configured to be provided at a roadside;

a plurality of vehicle-mounted terminals each having a
certificate;

a first server configured to collect position information
about the vehicle-mounted terminals; and

a second server configured to manage imformation about
the roadside device and vehicle-mounted terminals
whose certificate 1s invalidated:

transmitting and receiving information between the road-
side device and the vehicle-mounted terminals and
between the vehicle-mounted terminals:

transmitting position information from the vehicle
mounted terminals to the first server;

acquiring, using the certificate authority, appearance
information about vehicle-mounted terminals whose
likelihood of appearing on the road side device 1s
greater than a predetermined threshold, the appearance
information being acquired according to place and time
from the first server:;

allowing, using the appearance information that 1s
acquired by the certificate authority, the second server
to verily the validity of a certificate of a vehicle-
mounted terminal;

generating, using the certificate authority, a first list of

vehicle-mounted terminals having valid certificates and
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a second list of vehicle-mounted terminals having
invalid certificates according to place and time based
on a verification result;
transmitting, using the certificate authority, the first list
and the second list to the roadside device and the
vehicle-mounted terminals; and
veritying a certificate with at least one from among the
roadside device and the vehicle-mounted terminals
using the received first and second lists.
2. The method for verilying a certificate according to
claim 1, further comprising:
omitting certificate verification and discarding a message,
in response to receiving the message from a message
sender on the second list; and
omitting certificate verification and verifying a signature,
in response to receiving a message from a message
sender on the first list.
3. The method for verilying a certificate according to
claim 2, further comprising:
transmitting, using the roadside device, information
needed for authentication and key sharing to a certain
vehicle-mounted terminal and another roadside device,
in response to the certain vehicle-mounted terminal
acquiring a common key needed to verily a validity of
the first list and the second list from the roadside
device.
4. The method for venfying a certificate according to
claim 3, further comprising:
conflirming, using the roadside device and the certain
vehicle-mounted terminal, an effective place and an
eflective time 1n the first list and the second list; and
deleting the first list and the second list, in response to the
roadside device and the vehicle-mounted terminal sat-
1sfying one of conditions of existing outside the ellec-
tive place and exceeding the effective time.
5. The method for verilying a certificate according to
claim 4, further comprising:
detecting, using the roadside device or the certain vehicle-
mounted terminal, an invalidated certificate during one
of vehicle-to-vehicle communication and road-to-ve-
hicle communication, and notifying this information to
the certificate authority; and
generating and transmitting, using the certificate author-

ity, the second list to the roadside device and at least
one of the vehicle-mounted terminals.

6. A method of communicating using a vehicle-mounted
terminal configured to transmit and receive information
from one of a roadside device and another vehicle-mounted
terminal, the method comprising:

storing on the vehicle-mounded terminal a first list of

vehicle-mounted terminals having valid certificates
according to place and time and a second list of
vehicle-mounted terminals having invalidated certifi-
cates, the first list and the second list are generated by
a certificate authority after acquiring an appearance
information about vehicle-mounted terminals whose
likelihood of appearing on the road side device is
greater than a predetermined threshold, the appearance
information being acquired by a first server according
to place and time, and a second server to verily the
validity of a certificate of the vehicle-mounted terminal
that 1s acquired from the first server;

omitting certificate verification, by the certificate author-

ity, and discarding a received message in response to
receiving the message from a sender on the second list;




US 9,601,016 B2

17

omitting certificate verification and verifying a signature,
by the certificate authority, in response to recerving a
message from a sender on the first list;

confirming, by the second server based on information
from the roadside device, an eflective place and an °

eflective time 1n the first list and the second list; and

deleting, by the second server, the first list and the second
l1st, 1n response to the vehicle-mounted terminal exist-

ing outside the effective place and/or exceeding the
eflfective time, wherein the first and second server are
implemented by hardware processors.

7. A method of communicating using a roadside device
configured to transmit and receive information from a plu-
rality of vehicle-mounted terminals, the method comprising;:

storing, on the roadside device, a first list of vehicle-

mounted terminals of the plurality of vehicles-mounted
terminals having valid certificates according to place
and time and a second list of vehicle-mounted terminals
of the plurality of vehicles-mounted terminals having
invalidated certificates, the first list and the second list
are generated by a certificate authority after acquiring
an appearance information about the plurality of
vehicle-mounted terminals whose likelihood of appear-
ing on the road side device 1s greater than a predeter-
mined threshold, the appearance information being
acquired by a first server according to place and time,
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and a second server to verify the validity of a certificate
of each of the plurality of vehicle-mounted terminals
that 1s acquired from the first server;

omitting certificate verification, by the certificate author-
ity, and discarding a message received from a certain
vehicle-mounted terminal 1n response to the second list
listing the certain vehicle-mounted terminal;

omitting certificate verification, by the certificate author-
ity, and verilying a signature in response to receiving a
message from a sender on the first list;

conflirming, by the second server based on information
from the road site device, an eflective time 1n the first
l1st and the second list; and

deleting, by the second server, the first list and the second
list 1n response to the roadside device exceeding the

eflective time, wherein the first and second server are
implemented by hardware processors.

8. The method of communicating using a roadside device

according to claim 7, further comprising:

transmitting, to a vehicle-mounted terminal and another
roadside device, information needed for authentication
and key sharing in response to the vehicle-mounted
terminal acquiring a common key needed to verily a
validity of the first list and the second list from the
roadside device.



	Front Page
	Drawings
	Specification
	Claims

