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DETECTION OF MANIPULATED
SATELLITE TIME SIGNALS

RELATED APPLICATION

The present application claims the benefit under 335

U.S.C. §119(e) of U.S. Provisional Patent Application No.
61/716,711 filed Oct. 19, 2012 and titled “Detection of

Manipulated Satellite Signals” which application 1s incor-
porated herein by reference 1n 1ts entirety.

TECHNICAL FIELD

This disclosure relates to a satellite synchronized clock
capable of detecting manipulated satellite signals. More
particularly, this disclosure relates to maintaining a history
of satellite views and comparing the history against present
satellite views.

BRIEF DESCRIPTION OF THE DRAWINGS

Non-limiting and non-exhaustive embodiments of the
disclosure are described, including various embodiments of
the disclosure with reference to the figures, in which:

FIG. 1 illustrates a simplified one-line diagram of an
clectric power delivery system.

FIG. 2 illustrates a simplified diagram of a communica-
tion system.

FIG. 3 illustrates GNSS receiver 1n communication with
a subset of GNSS satellites.

FIG. 4 illustrates a method for detecting manipulated
GNSS signals using event times.

DETAILED DESCRIPTION

The embodiments of the disclosure will be best under-
stood by reference to the drawings, wherein like parts are
designated by like numerals throughout. It will be readily
understood that the components of the disclosed embodi-
ments, as generally described and 1illustrated 1n the figures
herein, could be arranged and designed 1n a wide vanety of
different configurations. Thus, the ifollowing detailed
description of the embodiments of the systems and methods
of the disclosure 1s not itended to limit the scope of the
disclosure, but 1s merely representative of possible embodi-
ments of the disclosure. In addition, the steps of a method do
not necessarily need to be executed 1n any specific order, or
even sequentially, nor need the steps be executed only once,
unless otherwise specified.

In some cases, well-known features, structures or opera-
tions are not shown or described 1n detail. Furthermore, the
described features, structures, or operations may be com-
bined 1n any suitable manner 1n one or more embodiments.
It will also be readily understood that the components of the
embodiments as generally described and illustrated in the
figures herein could be arranged and designed 1n a wide
variety of different configurations.

Several aspects of the embodiments described will be
illustrated as software modules or components. As used
herein, a software module or component may include any
type of computer mstruction or computer executable code
located within a memory device and/or transmitted as elec-
tronic signals over a system bus or wired or wireless
network. A software module or component may, for
instance, comprise one or more physical or logical blocks of
computer instructions, which may be organized as a routine,
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2

program, object, component, data structure, etc., that per-
forms one or more tasks or implements particular abstract
data types.

In certain embodiments, a particular software module or
component may comprise disparate instructions stored in
different locations of a memory device, which together
implement the described functionality of the module.
Indeed, a module or component may comprise a single
instruction or many instructions, and may be distributed
over several different code segments, among different pro-
grams, and across several memory devices. Some embodi-
ments may be practiced 1n a distributed computing environ-
ment where tasks are performed by a remote processing
device linked through a communications network. In a
distributed computing environment, software modules or
components may be located 1n local and/or remote memory
storage devices. In addition, data being tied or rendered
together 1n a database record may be resident in the same
memory device, or across several memory devices, and may
be linked together 1n fields of a record in a database across
a network.

Embodiments may be provided as a computer program
product including a machine-readable medium having
stored thereon instructions that may be used to program a
computer (or other electronic device) to perform processes
described herein. The machine-readable medium may

include, but 1s not limited to, hard drives, tloppy diskettes,
optical disks, CD-ROMs, DVD-ROMs, ROMs, RAMs,

EPROMs, EEPROMs, magnetic or optical cards, solid-state
memory devices, or other types of media/machine-readable
medium suitable for storing electronic instructions.

FIG. 1 1llustrates a simplified diagram of an example of an
clectric power delivery system 100 consistent with embodi-
ments disclosed herein. The systems and methods described
herein may be applied and/or implemented 1n the system
clectric power delivery system 100 illustrated in FIG. 1.
Although illustrated as a one-line diagram for purposes of
simplicity, an electrical power delivery system 100 may also
be configured as a three-phase power system. The electric
power delivery system 100 may include, among other
things, electric generators 130 and 131, configured to gen-
crate an electrical power output, which 1n some embodi-
ments may be a sinusoidal wavetform.

Generators 130 and 131 may be selectively connected to
the electric power delivery system using switches or circuit
breakers 111 and 171, respectively. Step-up transformers 114
and 115 may be configured to increase the output of the
clectric generators 130 and 131 to higher voltage sinusoidal
wavelorms. Buses 122 and 123 may distribute the higher
voltage sinusoidal wavetform to a transmission line 120
between buses 122 and 123. Step-down transformer 146
may decrease the voltage of the sinusoidal wavetorm from
bus 123 to a lower voltage suitable for electric power
distribution on line 142. Distribution line 142 i1s further
selectively connectable to bus 123 via circuit breaker or
switch 144, and may distribute electric power to a distribu-
tion bus 140. Load 141 (such as a factory, residential load,
motor, or the like) may be selectively connected to distri-
bution bus 140 using switch or circuit breaker 170. It should
be noted that additional transformers or other equipment
may be used to further step down a voltage from the
distribution bus 140 to the load 141.

Various other equipment may be included 1n the electric
power delivery system. Also 1llustrated 1s switched capacitor
bank 174 selectively connectable to transmission bus 123
using circuit breaker or switch 172. Other equipment that
may be included 1n the electric power delivery system may
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include, for example, static VAR compensators, reactors,
load tap changers, voltage regulators, autotransformers, and
the like. Some of these are considered as included in the
clectric power system 100 such as, for example, load tap
changers can be considered as part of the load 141. Gen-
crators 130 and 131, may be any generator capable of
providing electric power to the electric power delivery
system, and may include, for example, synchronous genera-
tors, turbines (such as hydroelectric turbines, wind turbines,
gas-fired, coal-fired, and the like), photovoltaic electric
generators, tidal generators, wave power generators, and the
like. Such generation machines may include components
such as power-electronically coupled interfaces for example
doubly-fed induction machines, direct coupled AC-DC/DC-
AC transfer devices, and the like. It should be noted that
these are not exhaustive lists, and other equipment,
machines, and connected devices may be considered under
this disclosure.

As mentioned above, modern electric power delivery
systems (which may include electric power generation sys-
tems, transmission systems, distribution systems, and con-
sumption systems) are controlled using intelligent electronic
devices (IEDs). FIG. 1 1llustrates several IEDs 160-167 that
may be configured to control the one or more elements of the
clectric power delivery system. An IED may be any proces-
sor-based device that controls monitored equipment within
an electric power delivery system (e.g., system 100). In
some embodiments, the IEDs 160-167 may gather equip-
ment status from one or more pieces of monitored equip-
ment (e.g., generator 130). Equipment status may include,
for example, breaker or switch open or closed, valve posi-
tion, tap position, equipment failure, rotor angle, rotor
current, mput power, automatic voltage regulator state,
motor slip, reactive power control set point, generator
exciter settings, and the like. Further, the IEDs 160-167 may
receive measurements concerning monitored machines or
equipment using sensors, transducers, actuators, and the
like. Measurements may relate to a measured status of the
machine or equipment, and may include, for example,
voltage, current, temperature, pressure, density, inirared
absorption, viscosity, speed, rotational velocity, mass, and
the like. With the equipment status and/or measurements,
IEDs may be configured to dernive or calculate derived
values. Such derived values may be any values derived or
calculated from the measurements and/or equipment status
and may include, for example, power (real and reactive),
magnitudes and angles of voltages and currents, frequency,
rate of change of frequency, phasors, synchrophasors, fault
distances, differentials, impedances, reactances, symmetri-
cal components, alpha components, Clarke components,
alarms, and the like.

According to certain embodiments, IEDs 160-167 may
issue control instructions to the monitored equipment 1n
order to control various aspects relating to the monitored
equipment. Some examples of actions include: opening a
breaker which disconnects a generator with a rotor angle
moving towards instability; opening a breaker which sheds
load that 1s causing a voltage to decline towards a collapsing
condition; opening a breaker to remove an asset when the
asset, such as a line or transformer, 1s exceeding 1ts safe
operating limits; opening a breaker which sheds load that 1s
causing the frequency of the system to decline such that it 1s
exceeding predefined operating limits; 1nserting shunt
capacitance with the eflect of increasing the voltage on an
clectric power line so that the reactive requirements on a
generator are not exceeded and therefore preemptively pre-
venting the generator from being removed from service by
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a reactive power control; activating a dynamic brake which
counters the acceleration of a machine rotor; adjusting a
set-point on a governor to limit the power output of a
synchronous machine so that 1t does not exceed the sale
operating limits; simultaneously adjusting set-points of
other synchronous machines so that they pick-up the new
load; and, adjusting a voltage regulation set-point of an
automatic voltage regulator such that a voltage at a more
distant point 1n the power system does not exceed its

maximum or minimum voltage threshold; and the like.

An IED (e.g., IED 160) may be 1n communication with a

circuit breaker (e.g., breaker 111), and may be capable of
sending an 1nstruction to open and/or close the circuit
breaker, thus connecting or disconnecting a portion of a
power system. In another example, an IED may be in
communication with a recloser and capable of controlling
reclosing operations. In another example, an IED may be in
communication with a voltage regulator and capable of
instructing the voltage regulator to tap up and/or down.
Information of the types listed above, or more generally,
information or instructions directing an IED or other device
or equipment to perform a certain action, may be generally
referred to as control 1nstructions.
IEDs 160-167 may be commumicatively linked together
using a data communications network, and may further be
communicatively linked to a central monitoring system,
such as a supervisory control and data acquisition (SCADA)
system 182, and/or a wide area control and situational
awareness (WACSA) system 180. In certain embodiments,
various components of the electrical power generation and
delivery system 100 illustrated 1n FIG. 1 may be configured
to generate, transmit, and/or recetve GOOSE messages, or
communicate using any other suitable communication pro-
tocol. For example, an automation controller 168 may
communicate certain control instructions to IED 163 wvia
messages using a GOOSE commumnication protocol.

The 1llustrated embodiments are configured in a star
topology having an automation controller 168 at its center,
however, other topologies are also contemplated. For
example, the IEDs 160-167 may be communicatively
coupled directly to the SCADA system 142 and/or the
WACSA system 140. Certain IEDs, such as IEDs 163 and
164, may be in direct communication with each other to
cllect, for example, line differential protection of transmis-
sion line 120. The data communications network of the
system 100 may utilize a variety of network technologies,
and may comprise network devices such as modems, rout-
ers, firewalls, virtual private network servers, and the like.
Further, 1n some embodiments, the IEDs 160-167 and other
network devices (e.g., one or more commumnication switches
or the like) may be communicatively coupled to the com-
munications network through a network communications
interface.

Consistent with embodiments disclosed herein, IEDs 160-
167 may be communicatively coupled with various points to
the electric power delivery system 100. For example, IEDs
163 and 164 may momnitor conditions on transmission line
120. IED 160 may be configured to 1ssue control instructions
to associated breaker 111. IEDs 163, and 167 may monitor
conditions on buses 122, and 123. IED 161 may monitor and
1ssue control mnstructions to the electric generator 130. IED
162 may monitor and issue control instructions to trans-
former 114. IED 166 may control operation of breaker 172
to connect or disconnect SCB 174. IED 165 may be in
communication with load center 141, and may be configured
to meter electric power to the load center. IED 165 may be
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configured as a voltage regulator control for regulating
voltage to the load center using a voltage regulator (not
separately 1llustrated).

In certain embodiments, communication between and/or
the operation of various IEDs 160-167 and/or higher level
systems (e.g., SCADA system 182 or WACSA 180) may be
tacilitated by an automation controller 168. The automation
controller 168 may also be referred to as a central IED,
communication processor, or access controller. In various
embodiments, the automation controller 168 may be embod-
ied as the SEL-2020, SEL-2030, SEL-2032, SEL-3332,
SEL-3378, or SEL-3530 available from Schweitzer Engi-
neering Laboratories, Inc. of Pullman, Wash., and also as
described 1n U.S. Pat. No. 5,680,324, U.S. Pat. No. 7,630,
863, and U.S. Patent Application Publication No. 2009/
02346353, the entireties of which are incorporated herein by
reference.

The IEDs 160-167 may communicate a variety of types of
information to the automation controller 168 including, but
not limited to, operational conditions, status and control
information about the individual IEDs 160-167, event (e.g.,
a fault) reports, communications network information, net-
work security events, and the like. In some embodiments,
the automation controller 168 may be directly connected to
one or more pieces of monitored equipment (e.g., electric
generator 130 or breakers 111, or 172).

The automation controller 168 may also include a local
human machine interface (HMI) 186. In some embodiments,
the local HMI 186 may be located at the same substation as
automation controller 168. The local HMI 186 may be used
to change settings, 1ssue control instructions, retrieve an
cvent report (which may originate from a specified 1ED),
retrieve data, and the like. The automation controller 168
may further include a programmable logic controller acces-
sible using the local HMI 186.

The automation controller 168 may also be communica-
tively coupled to a common time source (e.g., a clock) 188.
In certain embodiments, the automation controller 168 may
generate a time signal based on the common time source 188
that may be distributed to communicatively coupled IEDs
160-167. Alternatively, IEDs may be individually connected
to a common time source. Based on the time signal, various
IEDs 160-167 may be configured to collect and/or calculate
time-aligned operational conditions including, for example,
synchrophasors, and to implement control instructions 1n a
time coordinated manner. IEDs may use the time informa-
tion to apply a time stamp to operational conditions and/or
communications. In some embodiments, the WACSA sys-
tem 180 may receive and process the time-aligned data, and
may coordinate time synchronized control actions at the
highest level of the electrical power generation and delivery
system 100. In other embodiments, the automation control-
ler 168 may not receive a time signal, but a common time
signal may be distributed to IEDs 160-167.

The common time source 188 may also be used by the
automation controller 168 for time stamping information
and data. Time synchronization may be helptul for data
organization, real-time decision-making, as well as post-
event analysis. Time synchronization may further be applied
to network communications. The common time source 188
may be any time source that 1s an acceptable form of time
synchronization, including, but not limited to, a voltage
controlled temperature compensated crystal oscillator,
Rubidium and Cesium oscillators with or without a digital
phase locked loops, microelectromechanical systems
(MEMS) technology, which transfers the resonant circuits
from the electronic to the mechanical domains, or a Global
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Navigational Satellite System (GNSS) such as a Global
Positioning System (GPS) receiver with time decoding. In
the absence of a discrete common time source 188, the
automation controller 168 may serve as the common time
source 188 by distributing a time synchronization signal.
As 1s detailed above, the electric power delivery system
100 1llustrated 1n FIG. 1 includes local control and protec-

tion using IEDs 160-167, and wide-area control using the
automation controller 168 and/or WACSA 180 and/or

SCADA 182.

FIG. 2 illustrates system 200 configured to be a highly
reliable, redundant, and distributed system of time distribu-
tion devices 204, 206, and 208 capable of providing a
precision time reference to various time dependent IEDs
212, 214, and 216. Fach time distribution device 204, 206,
and 208 may be configured to receive and communicate time
signals through multiple protocols and methods. While the
system 200 1s described as being capable of performing
numerous functions and methods, 1t should be understood
that various systems are possible that may have additional or
tewer capabilities. Specifically, a system 200 may function
as desired using only one protocol, or having fewer external
or local time signal iputs.

As 1llustrated 1n FIG. 2, three time distribution devices
204, 206, and 208 have WAN capabilities and are commu-
nicatively connected to a WAN 218, which may comprise
one or more physical connections and protocols. Each time
distribution device 204, 206, and 208 may also be connected
to one or more IEDs within a local network. For example,
time distribution device 204 1s connected to IED 212, time
distribution device 206 1s connected to IEDs 214, and time
distribution device 208 1s connected to IEDs 216. A time
distribution device may be located at, for example, a power
generation facility, a distribution hub, a substation, a load
center, or other location where one or more IEDs are found.
In various embodiments, an IED may include a WAN port,
and such an IED may be directly connected to WAN 218.
IEDs may be connected via WAN 218 or connection 210.
Connection 210 may be, for example, a local area network
(LAN) or a dedicated time communication link, such as an
Inter-Range Instrumentation Group (IRIG) compliant com-
munication link. In various embodiments, connection 210
may include multiple connections, for example, both a LAN
and IRIG connection. Time distribution devices 204, 206,
and 208 may establish and maintain a precision time refer-
ence among various system components. Fach time distri-
bution device 204, 206, and 208 may be configured to
communicate time information with IEDs connected on
connection 210 through one or more time distribution pro-
tocols, such as IFEE 1588.

Each time distribution device 204, 206, and 208 1s con-
figured to receive time signals from a variety of time
sources. For example, as illustrated, time distribution device
204 includes an antenna 220 and 1s configured to receive a
GNSS signal from a GNSS repeater or satellite 202. Time
distribution device 204 1s also configured to receive a second
time signal 221 from an external time source 201. The
external time source may comprise one or more VCTCXOs,
phase locked loop oscillators, time locked loop oscillators,
rubidium oscillators, cesium oscillators, NIST broadcasts
(e.g., WWV and WWVB), and/or other devices capable of
generating precise time signals. In the illustrated embodi-
ment, time distribution device 208 includes an antenna 220
configured to recertve a GNSS signal from the GNSS
repeater or satellite 202. As illustrated, time distribution
device 206 does not directly receive an external time signal,
however, according to alternative embodiments, any number
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and variety of external time signals may be available to any
of the time distribution devices.

According to one embodiment, WAN 218 comprises a
SONET configured to embed a precision time reference 1n a
header or overhead portion of a SONET {frame during
transmission. Alternatively, a precision time reference may
be conveyed using any number of time communications
methods including IRIG protocols, NTP, SNTP, synchro-
nous transport protocols (STP), and/or IEEE 1388 protocols.
According to various embodiments, including transmission
via SONET, a precision time reference may be separated and
protected from the rest of the WAN network traflic, thus
creating a secure time distribution infrastructure. Protocols
used for inter IED time synchronization may be proprietary,
or based on a standard, such as IFEE 1588 Precision Time
Protocol (PTP).

According to various embodiments, time distribution
devices 204, 206, and 208 are configured to perform at least
one ol the methods of detecting failure of a time source
described herein. System 200 may utilize a single method or
combination of methods, as described herein.

It 1s of note that even the most precise time signals may
exhibit small discrepancies. For example, depending on the
length and routing of the GNSS antenna cable, various
clocks may exhibit microsecond level time oflsets. Some of
these oilsets may be compensated by the user entering
compensation settings, or may need to be estimated by the
time synchronization network. Estimation may be per-
formed during long periods of “quiet” operation (i.e., peri-
ods with no faults), with the individual source results stored
locally 1in a nonvolatile storage register.

As can be seen, IEDs may receive time signals from one
or more GNSS signals. Different IEDs may receive time

signals from one or more GINSS signal sources that are
different from the GNSS signal sources for other IEDs. That
1s, several different GNSS sources are available. The GPS
system, for example, consists of around 32 satellites that
orbit the Earth twice per sidereal day. Accordingly, several
satellites are visible to each receiver at any given time, and
different satellites may be visible to different receivers at
different times each day.

Signals from the GNSS satellites arrive at the receivers,
and may be used by the receivers to calculate position as
well as time. Receivers 1n the systems of FIGS. 1 and 2 are
typically stationary, and use the GNSS signals to calculate
time, and provide a common time to devices on the system.

Receivers of such signals may be vulnerable to attacks or
manipulation such as blocking, jamming, and spoofing. In
some cases, the GNSS receiver may continue to indicate that
the signal 1s good, and signal lock may be maintained. Such
attacks may attempt to prevent a position lock, or feed a
receiver false mformation such that the receiver calculates a
talse position and/or time. Spoofing, or other manipulation,
of time 1information 1n a system such as those of FIGS. 1 and
2 may introduce errors 1n the dernived values by the IEDs,
and/or errors mto time stamps of equipment status, mea-
surements, derived values, and communications among the
devices. Such errors may result 1n improper control of the
clectric power delivery system. Accordingly, what 1s needed
1s detection of, and mitigation against such attacks.

As mentioned briefly above, GNSS systems such as GPS
are susceptible to attacks such as electromagnetic signal
hijacking, in a manner that 1s diflicult for the clock device
receiving the broadcast timing signal to detect. Once the
broadcast signal 1s manipulated, then false information can
be 1njected causing the clock device to send out incorrect
location and timing information.
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GNSS satellites typically orbit the Earth twice per sidereal
day (23 h 56 m 4.1 s). During a portion of each orbit, each
satellite 1s within view of a GNSS receiver for a period of
time. During one sidereal day, a GNSS receiver will typi-
cally receive a signal from a particular GNSS satellite during
two separate time periods.

FIG. 3 illustrates a representation of a number of satellites
(110-117) positioned around the Earth 102. A GNSS receiver
104 may be located at a stationary position upon the Earth
102. At a particular point in time, due to the stationary
position of the receiver 104, only a subset of the GNSS
satellites 110-117 may be visible to the antenna 106. For
example, at a particular point 1 time, the antenna only
receives a signal from satellites 111-113. All other GNSS
satellites 110, 114-117 are beyond the horizon, where their
signals do not reach antenna 106. As GNSS satellites 110-
117 orbit the Earth 102 they come 1nto view of the antenna
106, and exit view of the antenna 106 on a particular
schedule. For example, as mentioned above, GPS satellites
cach typically orbit the earth twice per sidereal day and
would be within the view of antenna 106 twice per sidereal
day. Thus, the GNSS receiver 104 may determine speciiic
times at which each of the GNSS satellites are to come 1nto
view, and specific times at which each of the GNSS satellites
are to exit view of the antenna 106.

Once the GNSS receiver 104 has established a history of

the times at which each GNSS satellite enters and exits view
of antenna 106, the receiver 104 can compare future events
with the history. That 1s, once a particular GNSS satellite
comes 1nto view, the GNSS receiver may compare the time
at which the particular GNSS satellite entered view of the
antenna 106 with the history. If the particular GNSS satellite
came 1nto view at an unexpected time according to the
history, the GNSS recerver may determine that the signal not
reliable, may be manipulated, and/or may be from a source
other than the particular GNSS satellite.

To establish the history, the GNSS receiver 104 may track
events such as times a particular satellite enters view, and
times at which a particular satellite leaves view. Such events
may be used to calculate a time that the next event i1s
expected for each satellite. Table 1 i1llustrates satellite 1den-
tification numbers (Satellite PRN), times each satellite
enters view, times each satellite leaves view, and calculated
times of the next expected event for each satellite. The
GNSS receiver may then record the time the next expected
cvent happens, compare the time with the calculated time,
and 11 the difference exceeds a predetermined threshold, the
GNSS recerver may detect that the signal integrity may be
compromised.

TABLE 1
Satellite
PRN Time In  Time Out Timme In Time Out Next Expected
1 12:00:00.0 17:59:01.0 23:58:02.0 5:57:03.1 11:56:04.1
2 13:02:36.4 19:47:09.4 1:00:38.4 7:45:11.5 12:58:40.5
3 5:21:41.9 11:30:554 17:19:43.9 23:28:57.5 5:17:46.0
4 9:12:25.5 15:37:38.6 21:10:27.5 3:35:40.7 9:08:29.6
5 19:34:26.7 1:34:28.7 7:32:28.7 13:32:30.8 19:30:30.8
6 23:46:01.2 6:45:04.3 11:44:03.2 18:43:06.4  23:42:05.3

In one embodiment, the GNSS receiver may calculate a
time for the next event for a particular GNSS satellite. When
the next event occurs, the GNSS receiver may compare the
event time with the expected event time. If the difference
between the expected event time and the event time exceed




US 9,599,719 B2

9

a predetermined threshold, the GNSS receiver may indicate
that signal integrity may be compromised.

When the GNSS receiver detects compromised signal
integrity, 1t may simply not use the signal from the GNSS
satellite 1n 1ts calculation of the time, location, or the like. In
another embodiment, when the GNSS receiver detects com-
promised signal mtegrity, 1t may reifrain from using signals
from any GNSS satellites in 1ts calculation of the time,
location, or the like. In any case, 1 the GNSS receiver
provides a time signal to consuming devices, it may indicate
in 1ts provided time signal that a signal integrity has been
compromised. For example, the GNSS receiver may set a
TIME_OK bit to a negative indication when 1t detects that
signal integrity of one or more GNSS signals has been
compromised.

To enhance security of the calculated time signal, the
GNSS receiver may monitor signal strengths of the particu-
lar GNSS satellites. For each GNSS satellite tracked by the
GNSS recerver, the recetver may monitor and record signal
strengths for each satellite. It has been observed that as an
individual GNSS satellite comes mto view of a GNSS
receiver, the signal strength of that GNSS satellite follows a
pattern of ramping up to a particular somewhat stable signal
strength, and as an individual GNSS satellite sets from view
of the GNSS receiver the signal strength of that GNSS
satellite follows a pattern of ramping down to zero signal
strength. It 1s anticipated that other patterns of signal
strength while a GNSS satellite comes 1nto view of a GNSS
receiver or sets from view ol a GNSS receiver may be
observed. In some observations, the ramping up of signal
strength when a GNSS satellite comes 1nto view 1s faster
than the ramping down of signal strength when a GNSS
satellite sets from view.

Along with the recording of observable events, the GINSS
receiver may record the signal strength patterns for each
observed GNSS satellite when coming into view and when
setting from view. The GNSS receiver may establish an
acceptable signal strength pattern for each event for each
GNSS satellite. The established acceptable signal strength
pattern may be calculated using statistical methods applied
to a number of previously recorded signal strength patterns
for the particular event. The established acceptable signal
strength pattern may include an acceptable region of signal
strength patterns. The established acceptable signal strength
pattern may include minimum signal strengths that must be
met by certain times during an event, where the minimum
signal strengths are based on the observed signal strengths
during previous events.

In one embodiment, the acceptable signal strength pat-
terns may be used to establish acceptable windows of time
for an event to occur. That 1s, to avoid false detection of
compromised signal itegrity, the GNSS receiver may com-
pare measured signal strengths during an event and compare
the measured signal strengths to the established acceptable
signal strength pattern for the expected event. If the mea-
sured signal strength 1s within a predetermined threshold of
deviation from the acceptable signal strength pattern for the
particular event, then the signal from that particular GNSS
satellite may be used 1n the calculation of location and/or a
time signal. Otherwise, the GNSS receiver may determine
that the signal from that GNSS satellite may be compro-
mised, and may then not use that signal 1n the calculation of
location and/or a time signal, or may notily consuming
devices that the time signal has been compromised, as
described above. In another embodiment, the GNSS receiver
may simply establish a window for each expected event
based on the acceptable signal strength patterns. If expected
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events occur within the established window, then the GNSS
receiver may continue to use the signal from the particular
GNSS satellite. Otherwise, the GNSS receiver may detect
compromised signal integrity and take an action as described
above such as not using the signal from that particular
satellite 1n calculation of location and/or time, or notily
consuming devices that the time signal has been compro-
mised, or the like.

FIG. 4 illustrates a method 400 for detecting manipulated
GNSS signals. The method starts with the GNSS receiver
determining whether i1t 1s within a predetermined setting
period 402. The setting period may be a period of suflicient
time to establish a history of events for the GNSS satellites
that provide signals for the GNSS receiver. In one embodi-
ment, the setting period may be a sidereal day. In another
embodiment, the setting period may be half of a sidereal day.
In yet another embodiment, the setting period may be
several sidereal days. If the GNSS receiver 1s within the
setting period, then the GNSS receiver receives satellite
information at 404. The GNSS recerver then records the
satellite identification and the time of the event at 406, and
returns to determine whether 1t 1s still within the setting
period. The time of event may be the time that the particular
satellite comes 1nto view of the antenna. The time of the
event may be the time that the particular satellite leaves view
of the antenna. The time of event may be the time of any
cvent that repeats itself on a predictable schedule.

I the GNSS receiver 1s not within the setting period 402,
then the GNSS receiver calculates expected event times for
cach satellite, at 414, using the recorded satellite 1dentifica-
tion and time of event obtained during the setting period. As
described above, the step of calculating expected event times
for each satellite 414 may comprise determining an accept-

able signal strength pattern from the detected signal strength
patterns during observed events. The step 414 may further
comprise calculating an event window for each expected
event based on the acceptable signal strength pattern for
cach event. The GNSS receiver then continues to receive
satellite mnformation, at 416, which may include satellite
signal strength information, and compare a detected event
time with the calculated expected event times, at 418. As
turther described above, the step of comparing an event time
with an expected event time 418 may include comparing an
event time against a calculated event window for the par-
ticular expected event. The step 418 may additionally com-
prise comparing satellite signal strengths against a deter-
mined acceptable signal strength pattern for the particular
event. If the event time corresponds with the calculated
expected event time (e.g., occurs within the event window or
the satellite signal strength corresponds with the determined
acceptable signal strength pattern), at 420, for the particular
satellite, then the GNSS receirver returns to determine if the
method 1s within the setting period 402. The event time may
be determined to correspond with the calculated expected
event time 1f a diflerence between the event time and the
expected event time does not exceed a predetermined thresh-
old. If the GNSS receiver determines that the event time
does not correspond with the calculated expected time, the
GNSS recerver sets a manipulation flag, at 422, which may
include an indication that signal integrity has been compro-
mised. The GNSS receiver then does not use the signal from
that particular GNSS satellite 1n 1ts time calculation 424, and
returns to 402.

Such an integrity check as described herein may further
be used to detect noi1se jamming. For GNSS receivers that do
not include automatic gain control (AGC), a noise jamming
signal may be seen as additional false satellites (coming into
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and/or out of view at unexpected times). For GNSS receivers
that do mclude AGC, a noise jamming signal may make
correct satellite signals disappear, again causing events at
unexpected times.

Accordingly, detecting attacks as described herein may be
used to detect both noise jamming as well as deceptive
transmissions that contain incorrect, forged, or manipulated
satellite signals.

While specific embodiments and applications of the dis-
closure have been illustrated and described, it 1s to be
understood that the disclosure 1s not limited to the precise
configuration and components disclosed herein. Various
modifications, changes, and variations apparent to those of
skill in the art may be made 1n the arrangement, operation,
and details of the methods and systems of the disclosure
without departing from the spirit and scope of the disclosure.

What 1s claimed 1s:

1. A Global Navigational Satellite System (GNSS)
receiver for providing a time signal to consuming devices,
comprising;

an antenna for receiving one or more GNSS signals from

one or more GNSS satellites;

a Processor;

a communications interface for communicating the time

signal to the consuming devices; and

a non-transitory computer-readable storage medium com-

prising instructions that enable the processor to:

for a particular GNSS satellite of the one or more
GNSS satellites, determine event times for a repeat-
ing event;

for the particular GNSS satellite, calculate an expected
next event time from the determined event times;

for the particular GNSS satellite, determine an accept-
able signal strength pattern for each event, wherein
the calculated expected next event time comprises a
time window based on the acceptable signal strength
pattern:

detect a next event time for the particular GNSS
satellite;

calculate a difference between the detected next event
time with the calculated expected next event time for
the particular GNSS satellite; and

indicate compromised signal integrity when the difler-
ence exceeds a predetermined threshold.

2. The GNSS receiver of claim 1, wherein the GNSS
receiver communicates compromised signal integrity to the
consuming devices.

3. The GNSS recerver of claim 1, wherein the repeating
event comprises a particular satellite coming into view of the
antenna.

4. The GNSS recerver of claim 1, wherein the repeating
event comprises a particular satellite leaving view of the
antenna.

5. The GNSS recerver of claim 1, wherein the consuming,
devices comprise intelligent electronic devices (IEDs) 1n
communication with an electric power delivery system.

6. The GNSS receiver of claim 1, wherein the instructions
turther enable the processor to calculate a time signal to
provide to the consuming devices.

7. The GNSS receirver of claim 6, wherein the instructions
turther enable the processor to not use a signal from a
particular GNSS satellite when the difference exceeds a
predetermined threshold.

8. The GNSS receiver of claim 1, wherein the instructions
turther enable the processor to:
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compare a signal strength of the particular GNSS satellite
during the event with the acceptable signal strength

pattern for the event; and

indicate compromised signal integrity when a difference
between the signal strength of the particular GNSS
satellite and the acceptable signal strength pattern
exceeds a predetermined threshold.

9. A method for detecting manipulation of satellite signals
comprising;

recording events associated with each of one or more

Global Navigational Satellite System (GNSS) satellites
by a GNSS receiver;

generating, by the GNSS receiver, an expected time for a

next event based on the recorded events:

determiming an acceptable signal strength pattern for the

next event, wherein the generated expected time com-
prises a time window based on the acceptable signal
strength pattern for the next event;

detecting the next event;

comparing an actual time of the detected next event with

the expected time for the next event; and

indicating a compromised GNSS signal in response to

determining that the actual time of the detected event
varies from the expected time for the next event by a
defined threshold.

10. The method of claim 9, further comprising commu-
nicating the compromised GNSS signal to a consuming
device.

11. The method of claim 9, wherein the events associated
with each of one or more GNSS satellites comprises a
particular satellite coming 1nto view of the antenna.

12. The method of claim 9, wherein the events associated
with each of one or more GNSS satellites comprises a
particular satellite leaving view of the antenna.

13. The method of claim 9, wherein:

comparing the actual time with the expected time com-

prises comparing the actual time with the calculated
time window.

14. The method of claim 9 further comprising comparing
a signal strength pattern of during the event with the
acceptable signal strength pattern for the event.

15. The method of claim 9, further comprising calculating
a time signal from the GNSS satellites.

16. The method of claim 15, further comprising not using
a signal from a particular GNSS satellite 1n the calculation
of the time signal when the time of the detected event varies
from the expected time for the next event by greater than a
defined threshold.

17. A method comprising:

recording events associated with each of one or more

Global Navigational Satellite System (GNSS) satellites
by a GNSS recerver;
generating, by the GNSS receiver, an expected time for a
next event based on the recorded events;

determiming, by the GNSS receiver, an acceptable signal
strength pattern for the next event, wherein the gener-
ated expected time for the next event comprises a time
window based on the acceptable signal strength pattern
for the next event;

comparing an actual time of the next event with the

expected time for the next event; and

distributing a precision time reference based on a signal

from the one or more GNSS satellites, 1n response to
determining that the actual time of the detected event 1s
within a threshold time of the expected time for the next
event.
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18. The method of claim 17, wherein the events associated for the particular GNSS satellite, calculate an expected
with each of one or more GNSS satellites comprises a next event time from the determined event times:
particular satellite coming into view of the antenna. for the particular GNSS satellite, determine an accept-
19. The method of claim 17, wherein the events associated able signal strength pattern for each event,
with each of one or more GNSS satellites comprises a 5 detect a next event time for the particular GNSS

particular satellite leaving view of the antenna.

20. A Global Navigational Satellite System (GNSS)
receiver for providing a time signal to consuming devices,
comprising;

an antenna for receiving one or more GNSS signals from 10

one or more GNSS satellites;

a Processor;

a communications interface for communicating the time

signal to the consuming devices; and

a non-transitory computer-readable storage medium com- 15

prising instructions that enable the processor to:

for a particular GNSS satellite of the one or more
GNSS satellites, determine event times for a repeat-
ing event; £ % % k%

satellite;

calculate a signal strength difference between the signal
strength pattern for the particular GNSS satellite
during the event and the acceptable signal strength

pattern for the event;

calculate a time difference between the detected next
event time and the calculated expected next event
time for the particular GNSS satellite; and

indicate compromised signal integrity when one or
more of the time difference exceeds a predetermined
threshold, and the signal strength difference exceeds
a predetermined threshold.
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