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TRANSFERRING APPLICATIONS BETWEEN
COMPUTER SYSTEMS

BACKGROUND

The present disclosure relates generally to computer
applications and more particularly to transferring applica-
tions between computer systems. Computer applications are
frequently executed by one or more systems having access
to the Internet or another suitable network. In addition to an
active state stored by a computer system executing the
application, a backup state may be stored by one or more
other computer systems. Applications may be executed by a
user of the application or, 1n some cases, one or more
computer systems operated by a third party, such as a
cloud-computing vendor or a service provide, for example.
Execution of applications may be transferred from one
computer system to another computer system. In such cases,
information associated with the application may be commu-
nicated over a network from the computer system initially
executing the application to the computer system that will
execute the application following the transter. Computers
involved 1n application transfers may be located 1n the same
or 1n different geographic locations.

BRIEF SUMMARY

According to one aspect of the present disclosure, a
processor accesses target information associated with a
target computer system, the target computer system being a
candidate computer system for transierring execution of an
application. The processor accesses first information asso-
ciated with a first computer system, the first computer
system storing a first state of the application. The processor
also accesses second 1information associated with a second
computer system, the second computer system storing a
second state of the application. The processor selects a
transier computer system from which to transier the state of
the application to facilitate transier of execution of the
application, the transier computer system selected from the
first computer system and the second computer system based
at least on the first information, the second information, and
the target information.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present disclo-
sure, and for further features and advantages thereot, refer-
ence 1s now made to the following description, taken in
conjunction with the accompanying drawings, in which:

FIG. 1 illustrates an example system that 1s operable to
facilitate transferring execution of an application, according
to certain embodiments of the present disclosure;

FIG. 2 1illustrates example details of the transfer module
of FIG. 1, according to certain embodiments of the present
disclosure:

FIG. 3 illustrates example details of the transfer module
of FIG. 1, according to certain embodiments of the present
disclosure; and

FI1G. 4 1llustrates an example sequence for facilitating the
transier ol an application, according to certain embodiments
of the present disclosure.

DETAILED DESCRIPTION

As will be appreciated by one skilled 1n the art, aspects of
the present disclosure may be illustrated and described
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herein 1n any of a number of patentable classes or context
including any new and useful process, machine, manufac-
ture, or composition of matter, or any new and useful
improvement thereol. Accordingly, aspects of the present
disclosure may be implemented entirely hardware, entirely
software (including firmware, resident software, micro-
code, etc.) or combining software and hardware implemen-
tation that may all generally be referred to heremn as a
“circuit,” “module,” “component,” or “system.” Further-
more, aspects of the present disclosure may take the form of
a computer program product embodied 1n one or more
computer readable media having computer readable pro-
gram code embodied thereon.

Any combination of one or more computer readable
media may be utilized. The computer readable media may be
a computer readable signal medium or a computer readable
storage medium. A computer readable storage medium may
be, for example, but not limited to, an electronic, magnetic,
optical, electromagnetic, or semiconductor system, appara-
tus, or device, or any suitable combination of the foregoing.
More specific examples (a non-exhaustive list) of the com-
puter readable storage medium would include the following:
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory), an appropriate optical fiber with a repeater, a
portable compact disc read-only memory (CD-ROM), an
optical storage device, a magnetic storage device, or any
suitable combination of the foregoing. In the context of this
document, a computer readable storage medium may be any
tangible medium that can contain, or store a program for use
by or 1 connection with an instruction execution system,
apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-
magnetic, optical, or any suitable combination thereof. A
computer readable signal medium may be any computer
readable medium that 1s not a computer readable storage
medium and that can communicate, propagate, or transport
a program for use by or in connection with an nstruction
execution system, apparatus, or device. Program code
embodied on a computer readable signal medium may be
transmitted using any appropriate medium, including but not
limited to wireless, wireline, optical fiber cable, RF, etc., or
any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present disclosure may be written 1n any
combination of one or more programming languages,
including an object oriented programming language such as
Java, Scala, Smalltalk, Eiffel, JADE, Emerald, C++, CH#,
VB.NET, Python or the like, conventional procedural pro-
gramming languages, such as the “C” programming lan-
guage, Visual Basic, Fortran 2003, Perl, COBOL 2002, PHP,
ABAP, dynamic programming languages such as Python,
Ruby and Groovy, or other programming languages. The
program code may execute entirely on the user’s computer,
partly on the user’s computer, as a stand-alone software
package, partly on the user’s computer and partly on a
remote computer or entirely on the remote computer or
server. In the latter scenario, the remote computer may be
connected to the user’s computer through any type of
network, including a local area network (LAN) or a wide
area network (WAN), or the connection may be made to an
external computer (for example, through the Internet using
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an Internet Service Provider) or mn a cloud computing
environment or offered as a service such as a Software as a
Service (SaaS).

Aspects of the present disclosure are described herein
with reference to flowchart i1llustrations and/or block dia-
grams ol methods, apparatuses (systems) and computer
program products according to embodiments of the disclo-
sure. It will be understood that each block of the tlowchart
illustrations and/or block diagrams, and combinations of
blocks 1n the flowchart 1llustrations and/or block diagrams,
can be implemented by computer program instructions.
These computer program instructions may be provided to a
processor ol a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable instruction execution apparatus, create a mechanism
for implementing the functions/acts specified in the flow-
chart and/or block diagram block or blocks.

These computer program instructions may also be stored
in a computer readable medium that when executed can
direct a computer, other programmable data processing
apparatus, or other devices to function in a particular man-
ner, such that the instructions when stored 1n the computer
readable medium produce an article of manufacture includ-
ing instructions which when executed, cause a computer to
implement the function/act specified 1n the flowchart and/or
block diagram block or blocks. The computer program
instructions may also be loaded onto a computer, other
programmable 1nstruction execution apparatus, or other
devices to cause a series of operational steps to be performed
on the computer, other programmable apparatuses or other
devices to produce a computer implemented process such
that the 1nstructions which execute on the computer or other
programmable apparatus provide processes for implement-
ing the functions/acts specified 1n the flowchart and/or block
diagram block or blocks.

Referring now to FIG. 1, an example system 3 facilitates
transferring execution of an application. System 5 includes
transfer module 100, which communicates with computer
systems 20 and one or more computer systems 30 over
network 10. Computer systems 20 include an active com-
puter system 20aq and one or more backup computer systems
20b.

Transfer module 100 facilitates the transier of applica-
tions. An application may be associated with multiple com-
puter systems, such as computer system 20. Some computer
systems, such as computer system 20q, may actively execute
the application and store an active state of the application.
Other computer systems, such as computer system 205, may
operate as backup systems and store a backup state. Active
systems may update backup systems 1teratively so that the
“delta” between the backup system’s state and the active
system’s state 1s reduced. A user may choose to transier
execution of the application to a target computer system.
However, transterring the full application state from an
active computer system may not be the most eflicient way to
transfer the application. Based on information associated
with computer systems 20 and the target computer system,
transier module 100 selects a transier computer system from
which to transfer application state. When the selected trans-
fer computer system 1s a backup system, the backup may not
contain certain up-to-date information stored by one or more
active systems. In such cases, the application state stored by
the backup computer system may be transferred to the target
computer system, and the remaining application state may
be transierred by one or more active computer systems.
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As used herein, transferring may refer to moving, copy-
ing, or any suitable combination thereof. Furthermore, as
used herein, transierring an application may refer to trans-
ferring state associated with an application, transferring
code for running the application, transferring any other
stored values associated with the application, or any suitable
combination thereof. Transierring an application includes
“handing ofl”” an application and “handing off”” execution of
application. Following transier of the application, any of the
transferring computer systems may or may not maintain
application state, application code, or other stored values.
Following transier of the application, any of the transferring
computer systems that were previously executing the appli-
cation may or may not continue executing the application.
Following transier of the application, the target computer
system may or may not begin execution of the application.

Network 10 represents any suitable network operable to
facilitate communication between the components of system
5. Network 10 may include any interconnecting system
capable of transmitting audio, video, signals, data, mes-
sages, or any combination of the preceding. Network 10 may
include all or a portion of a public switched telephone
network (PSTN), a public or private data network, a local
area network (LAN), a metropolitan area network (MAN), a
wide area network (WAN), a local, regional, or global
communication or computer network such as the Internet, a
wireline or wireless network, an enterprise intranet, or any
other suitable communication link, including combinations
thereol operable to facilitate communication between the
components.

In the illustrated embodiment, computer systems 20
include computer system 20a and computer system 205.
However, in other embodiments, computer systems 20 may
include any number of other computer systems. These
computer systems may operate as active computer systems,
backup computer systems, or as any other type of computer
system. Backup computer systems may include failover
computer systems that are operable to take over execution of
the application from one or more active computer systems
and may store or otherwise have access to application state.
Backup computer systems may also include computer sys-
tems that store or otherwise have access to application state
but are not operable to execute the application. Furthermore,
transier of the application may involve any combination of
computer systems 20.

Computer system 20a may include one or more servers,
laptops, personal computers, monitors, display devices,
handheld devices, tablet computers, smartphones, smart chip
cards, user mput devices, virtual machines, or any other
suitable component for executing a computer application.
Computer system 20aq may include devices owned, operated,
managed, and/or housed partially or wholly by an entity that
1s not a primary user of the application, such as a cloud-
computer vendor. Computer system 20a may also include
devices owned, operated, managed, and/or housed partially
or wholly by a user of the application. In certain embodi-
ments, system 5 may include multiple computer systems
20a, and each computer system 20a may store the same or
different information associated with the application. Such
computer systems may execute the application indepen-
dently, such that the execution of the application on one
computer system 20a does not aflect the execution of the
application on another computer system 20aq, or they may
execute the application 1n an interdependent manner. Fur-
thermore, multiple types of computer systems 20a can
operate together to perform the functions described herein.
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Computer system 20a 1s operable to execute a computer
application. For example, computer system 20a may be a
server running a web-based application, maintain an active
state associated with the application. Computer system 20q
may also be operable to transier execution of the application
to another computer system. For various reasons, a decision
may be made to transfer execution of the application to a
target computer system, such as computer system 30. In such
cases, computer system 20a may be operable to communi-
cate one or more portions of the active state to the target
computer system. Computer system 20a may therefore
tacilitate the processing provided by the application while
cnabling eflicient transfer of that application to another
computer system when requested. Computer system 20a
may or may not be actively executing the application at any
particular time.

In the illustrated embodiment, computer system 20a
includes network interface 22a, processor 24a, and memory
20a.

Network interface 22a represents any suitable device
operable to receive mformation from network 10, transmuit
information through network 10, perform suitable process-
ing of the information, communicate to other devices, or any
combination thereof. For example, network interface 22a
may receive miormation from computer system 20a, com-
puter system 30, and/or transfer module 100. Network
interface 22a 1s also configured to communicate information
to these computer systems. Network interface 22a represents
any port or connection, real or virtual, including any suitable
clement, including protocol conversion and data processing
capabilities, to communicate through a LAN, WAN, or other
communication system that allows computer system 20a to
communicate with network 10 and/or any other computer
system connected directly or indirectly to network 10.

Processor 24a communicatively couples to network inter-
tace 22a and memory 26a, and controls the operation and
administration of computer system 20a by processing infor-
mation received from network interface 22a and memory
26a. Processor 24a includes any element that operates to
control and process information. For example, processor 24a
may execute code associated with application 27a to facili-
tating execution of the application and/or transifer of the
application. Processor 24a may be a programmable logic
device, a microcontroller, a microprocessor, any suitable
processing device, or any suitable combination of the pre-
ceding.

Memory 26a stores, either permanently or temporarily,
data, operational software, or other information for proces-
sor 24a, other components of computer system 20qa, or other
components of system 5. Memory 26a includes any one or
a combination of volatile or nonvolatile local or remote
devices suitable for storing information. For example,
memory 26a may include random access memory (RAM),
read only memory (ROM), flash memory, magnetic storage
devices, optical storage devices, network storage devices,
cloud storage devices, solid state devices, or any other
suitable information storage device or a combination of
these devices. While 1llustrated as including particular mod-
ules, memory 26a may include any suitable information for
use 1n the operation of computer system 20q. Information
described as being stored by memory 26a may be distributed
and/or duplicated across multiple memory devices in com-
puter system 20a or in other devices.

In the illustrated embodiment, memory 26a includes
application 27aq and active system information 28.

Application 27a includes computer code, configuration
information, application state, or any other suitable infor-
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mation associated with an application. Application 27a may
include source code, compiled code, libraries, text files,
stored values, or any other mnformation associated with the
application. Portions of application 27a¢ may be stored as
part ol a database, file system, or any other storage system.
Portions of application 27a may also be encrypted. Appli-
cation 27a may include computer code associated with the
processor of determining a delta state of the application, as
described below 1n reference to transfer logic 190. For
example, computer system 20aq may determine which por-
tions of the application state have been added, deleted, or
updated since the most recent backup by computer system
206. One or more portions of application 27a may or may
not be removed following the transfer of the application.

Active system information 28 includes information asso-
ciated with computer system 20q. This information may
include computer system identifiers, server names, location
information (such as, for example, address information,
geo-tag information, or any other imformation associated
with a location), resource utilization information, resource
availability information, network information (such as, for
example, IP addresses, bandwidth information), hardware
information (such as processor or memory information),
software information, operating system information, secu-
rity information (such as encoding imformation, encryption
information, or authorization information), vendor informa-
tion, information indicating whether this computer system 1s
an active or backup system, a baseline snapshot of the
operating system, a baseline snapshot of one or more appli-
cations, policy information, history information (such as, for
example, a history of hypervisor vendors, a history of cloud
vendors, or any other history information), or any other
information associated with computer system 20a. Active
system 1nformation 28 may also include imnformation asso-
ciated with one or more applications running and/or stored
on the computer system. For example, active system infor-
mation 28 may include information indicating when the
application was most recently backed up or information
identifying one or more portions of the application state that
have changed since the most recent back-up.

Active system information 28 may also include informa-
tion 1ndicating relationships between computer systems,
relationships between applications, or relationships between
computer systems and applications. For example, such rela-
tionships may 1nclude relationships between multiple com-
puter systems running the application concurrently, relation-
ships between backup systems and active systems,
relationships between applications on a single computer
system, relationships between applications on separate com-
puter systems, or any other suitable relationship. As a
particular example, this information may indicate a system
running a WINDOWS operating system, running an
APACHE TOMCAT web server application on the WIN-
DOWS operating system, and running another application
hosted by APACHE TOMCAT. In some embodiments,
active system information may also include one or more
portions of the application state itself. One or more portions
ol active system information 28 may be communicated to
transfer module 100 at certain times.

Computer system 2056 may include one or more servers,
laptops, personal computers, monitors, display devices,
handheld devices, tablet computers, smartphones, smart chip
cards, user mput devices, virtual machines, or any other
suitable component for executing a computer application.
Computer system 205 may include devices owned, operated,
managed, and/or housed partially or wholly by an entity that
1s not a primary user of the application, such as a cloud-
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computer vendor. Computer system 200 may also include
devices owned, operated, managed, and/or housed partially
or wholly by a user of the application. In certain embodi-
ments, system 5 may include multiple computer systems
206, and each computer system 200 may store the same or
different backup information associated with the application.
Furthermore, multiple types of computer systems 206 can
operate together to perform the functions described herein.

Computer system 205 1s operable to store information
associated with the application and communicate one or
more portions of this information to another computer
system over network 10. Computer system 205 may also be
operable to execute the application. For example, computer
system 200 may operate as a failover server for computer
system 20q, storing backup information that may be peri-
odically updated to reflect the active state of the application
executing on computer system 20q. In such embodiments,
computer system 205 may take over execution of the appli-
cation. For various reasons, a decision may be made to
transier execution of the application to a target computer
system, such as computer system 30. In such cases, transfer
module 100 may select computer system 205 as a first
transfer computer system, and computer system 2056 may
communicate one or more portions of the backup informa-
tion to the target computer system. Computer system 205
may therefore operate as a backup system for the application
while also enabling eflicient transfer of that application to
another computer system when requested.

In the illustrated embodiment, computer system 205b
includes network interface 225, processor 24b, and memory
260.

Network interface 225 represents any suitable device
operable to receive iformation from network 10, transmuit
information through network 10, perform suitable process-
ing of the information, communicate to other devices, or any
combination thereof. For example, network interface 226
may receive miformation from computer system 20a, com-
puter system 30, and/or transfer module 100. Network
intertace 2254 1s also configured to communicate information
to these computer systems. Network interface 225 represents
any port or connection, real or virtual, including any suitable
clement, including protocol conversion and data processing
capabilities, to communicate through a LAN, WAN, or other
communication system that allows computer system 205 to
communicate with network 10 and/or any other computer
system connected directly or indirectly to network 10.

Processor 245 communicatively couples to network inter-
tace 22b and memory 265, and controls the operation and
administration of computer system 205 by processing infor-
mation received from network interface 226 and memory
26b. Processor 246 includes any element that operates to
control and process information. For example, processor 2456
may execute code associated with application 275 to facili-
tating execution of the application and/or transier of the
application. Processor 245 may be a programmable logic
device, a microcontroller, a microprocessor, any suitable
processing device, or any suitable combination of the pre-
ceding.

Memory 265 stores, either permanently or temporarily,
data, operational software, or other information for proces-
sor 24b, other components of computer system 205, or other
components of system 5. Memory 265 1ncludes any one or
a combination of volatile or nonvolatile local or remote
devices suitable for storing information. For example,
memory 260 may include random access memory (RAM),
read only memory (ROM), flash memory, magnetic storage
devices, optical storage devices, network storage devices,
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cloud storage devices, solid state devices, or any other
suitable 1nformation storage device or a combination of
these devices. While illustrated as including particular mod-
ules, memory 265 may include any suitable information for
use 1n the operation of computer system 20b. Information
described as being stored by memory 265 may be distributed
and/or duplicated across multiple memory devices in com-
puter system 205 or i other devices.

In the illustrated embodiment, memory 265 includes
application 275 and backup system information 29.

Application 27b includes computer code, configuration
information, application state, or any other suitable infor-
mation associated with an application. Application 2756 may
include source code, compiled code, libraries, text files,
stored values, or any other information associated with the
application. Portions of application 275 may be stored as
part ol a database, file system, or any other storage system.
Portions of application 27b may also be encrypted. Appli-
cation 27b may include computer code associated with the
processor of determining a delta state of the application, as
described below 1n reference to transfer logic 190. For
example, computer system 205 may determine which por-
tions of the application state have been added, deleted, or
updated since the most recent backup by computer system
206. One or more portions ol application 27a may or may
not be removed following the transier of the application.
One or more portions of application 275 may be difierent
from application 27a. As one example, application 275 may
include computer code enabling computer system 2056 to
operate as a backup system for computer system 20a. As
another example, application 27a may include different
application state from the application state included 1n
application 275.

Backup system information 29 includes information asso-
ciated with computer system 205. This information may
include any information or types of information described
above 1n reference to active system information 28.

Computer system 30 may include one or more servers,
laptops, personal computers, monitors, display devices,
handheld devices, tablet computers, smartphones, smart chip
cards, user input devices, virtual machines, or any other
suitable component for recerving information over network
10 and executing a computer application. Computer system
30 may include devices owned, operated, managed, and/or
housed partially or wholly by an entity that 1s not a primary
user of the application, such as a cloud-computer vendor.
Computer system 30 may also include devices owned,
operated, managed, and/or housed partially or wholly by a
user of the application. In certain embodiments, system 3
may include multiple computer systems 30, and one com-
puter system 30 may operate independently from interde-
pendently with one or more other computer systems 30.

Computer system 30 1s operable to receive information
associated with a computer application and execute such
applications. For example, an application executing on a
primary server and having another backup server may be
transierred to computer system 30. To facilitate this transifer,
computer system 30 may receive information associated
with the application from both an active computer system
and/or a backup computer system. Following such transfers,
the state of the application stored on computer system 30
may be the same as or substantially similar to the state stored
on the active computer system prior to the transier.

In the illustrated embodiment, computer system 30
includes network interface 32, processor 34, and memory

36.
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Network interface 32 represents any suitable device oper-
able to receive information from network 10, transmit infor-
mation through network 10, perform suitable processing of
the information, communicate to other devices, or any
combination thereof. For example, network interface 32 may
receive mformation from computer system 20a, computer
system 205, and/or transier module 100. Network interface
32 1s also configured to communicate information to these
computer systems. Network interface 32 represents any port
or connection, real or virtual, including any suitable ele-
ment, including protocol conversion and data processing
capabilities, to communicate through a LAN, WAN, or other
communication system that allows computer system 30 to
communicate with network 10 and/or any other computer
system connected directly or indirectly to network 10.

Processor 34 communicatively couples to network inter-
face 32 and memory 265b, and controls the operation and
administration of computer system 30 by processing infor-
mation received from network interface 32 and memory 36.
Processor 34 includes any element that operates to control
and process mformation. For example, processor 34 may
execute code associated with application 37 to facilitating
execution of the application and/or transier of the applica-
tion. Processor 34 may be a programmable logic device, a
microcontroller, a microprocessor, any suitable processing,
device, or any suitable combination of the preceding.

Memory 36 stores, either permanently or temporarily,
data, operational soiftware, or other information for proces-
sor 34, other components of computer system 30, or other
components of system 5. Memory 36 includes any one or a
combination of volatile or nonvolatile local or remote
devices suitable for storing information. For example,
memory 36 may include random access memory (RAM),
read only memory (ROM), flash memory, magnetic storage
devices, optical storage devices, network storage devices,
cloud storage devices, solid state devices, or any other
suitable information storage device or a combination of
these devices. While illustrated as including particular mod-
ules, memory 36 may include any suitable information for
use 1n the operation of computer system 30. Information
described as being stored by memory 36 may be distributed
and/or duplicated across multiple memory devices 1 com-
puter system 30 or in other devices.

In the i1llustrated embodiment, memory 36 includes appli-
cation 37 and target information 38.

Application 37 includes computer code, configuration
information, application state, or any other suitable infor-
mation associated with an application. Application 37 may
include any of the information described above in reference
to applications 27a and/or 27bH. In some embodiments,
portions of application 37 may be present on computer
system 30 prior to the transter of application state described
herein. For example, computer system 30 may contain
computer code operable to execute the application, and
computer system 30 may only receive application state from
computer systems 20. In other embodiments, this computer
code may not be present on computer system 30 prior to the
transier, and computer system 30 may receive the computer
code as part of the transfer process.

Target information 38 includes information associated
with computer system 30. This information may include any
information or types of information described above 1n
reference to active system information 28.

Transier module 100 represents any suitable components
that facilitate transferring execution of an application
between computer systems. Transier module 100 may
include a network server, remote server, mainframe, host
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computer, workstation, web server, personal computer, file
server, virtual machine, or any other suitable device operable
to process data and communicate with other computer
systems over network 10. In some embodiments, transier
module 100 may execute any suitable operating system such
as IBM’s zSeries/Operating System (z/OS), MS-DOS, PC-
DOS, MAC-0OS, WINDOWS, UNIX, OpenVMS, Linux or
any other appropriate operating systems, including future
operating systems. The functions of transter module 100
may be performed by any suitable combination of one or
more servers or other components at one or more locations.
In the embodiment where the modules are servers, the
servers may be public or private servers, and each server
may be a virtual or physical server. The server may include
one or more servers at the same or at remote locations.
Transfer module 100 may also include any suitable compo-
nent that functions as a server. In some embodiments,
computer systems 20a, 205, and/or 30 may be integrated
with transier module 100, or they may operate as part of the
same device or devices.

In the 1illustrated embodiment, transfer module 100
includes network interface 102, processor 104, and memory
110.

Network interface 102 represents any suitable device
operable to receive mformation from network 10, transmait
information through network 10, perform suitable process-
ing of the mnformation, communicate to other devices, or any
combination thereof. For example, network interface 102
may receive imnformation from computer systems 20a, 205,
and/or 30. Network interface 102 1s also configured to
communicate mformation to computer systems 20a, 205,
and/or 30. Network interface 102 represents any port or
connection, real or virtual, including any suitable element,
including protocol conversion and data processing capabili-
ties, to communicate through a LAN, WAN, or other com-
munication system that allows transter module 100 to
exchange information with network 10, computer system
20a, computer system 205, computer system 30, other
transier modules 100, or other components of system 5.

Processor 104 communicatively couples to network inter-
face 102 and memory 110, and controls the operation and
administration of transfer module 100 by processing infor-
mation received from network interface 102 and memory
110. Processor 104 includes any element that operates to
control and process information. For example, processor 104
executes transier logic 190 to facilitating transferring execu-
tion of an application between computer systems. Processor
104 may be a programmable logic device, a microcontroller,
a microprocessor, any suitable processing device, or any
suitable combination of the preceding.

Memory 110 stores, either permanently or temporarily,
data, operational software, or other information for proces-
sor 104, other components of transfer module 100, or other
components of system 5. Memory 110 includes any one or
a combination of volatile or nonvolatile local or remote
devices suitable for storing information. For example,
memory 110 may include random access memory (RAM),
read only memory (ROM), flash memory, magnetic storage
devices, optical storage devices, network storage devices,
cloud storage devices, solid state devices, or any other
suitable mnformation storage device or a combination of
these devices. While illustrated as including particular mod-
ules, memory 110 may include any suitable information for
use 1n the operation of transifer module 100. Information
described herein as part of memory 110 may be distributed
and/or duplicated across multiple memory devices 1n trans-
ter module 100 or in other devices.
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Application information 120 represents any suitable infor-
mation associated with a computer application. Transier
module 100 may select a transfer computer system or
otherwise manage application transfers based on one or
more portions of application information 120. Application
information 120 may include information associated with a
computer system actively executing an application, infor-
mation associated with a computer system Tfacilitating
backup functionality for the application, and various other
types of information related to the application. For example,
application information may include location information
for computer systems 20a, 205, and 30; mformation indi-
cating a data transfer rate between two or more components
of system 5; information indicating the availability of one or
more computing resources ol computer systems 20a, 205,
and 30; information indicating one or more requirements for
computer systems to be allowed to execute the application;
or any other suitable information.

In certain embodiments, application 120 may include, but
1s not limited to, vendor information (such as, for example,
hardware information, hypervisor information, or other
information associated with a vendor), encoding informa-
tion, server names, IP address, geographical location (such
as, for example, geo-tags), operating system information,
information associated with applications, information indi-
cated the type or role of a computer system (such as, for
example, whether the system 1s an active server, backup
server, failover server, or another type of computer system),
a baseline of an application, time information (such as, for
example, a time that the application was last backed up), or
any suitable combination thereof. Application information
120 may be stored as part of a relational database, tree
structure, XML, file system, or any other suitable data
structure. Application information 120 1s discussed in more
detail below 1n reference to FIG. 2.

Target information 150 represents any suitable informa-
tion associated with a computer system to which transierring,
execution of an application 1s being considered. Target
information 150 may include imformation associated with
one or more computer systems that have been or will be
considered to receive a transfer of the execution of an
application. This may include information such as configu-
ration information, location information, transaction history
information, or any other suitable information associated
with a target computer system. Target information 150 may
include any type of information described above 1n reference
to application imnformation 120. Transfer module 100 may
select a first transier computer system or otherwise manage
application transfers based on one or more portions of target
information 150. For example, information about the loca-
tion of computer system 30 may enable transier module 100
to select a computer system 20 that can communicate
application state to the target computer system at the fastest
rate. Target information 150 may be stored in a relational
database, tree structure, XML, file system, or any other
suitable data structure. Target information 150 1s discussed
in more detail below in reference to FIG. 3.

Policy information 180 represents any suitable informa-
tion associated with one or more policies associated with an
application. A policy includes one or more requirements or
preferences associated with an application. Requirements
may include any hardware, software, security, location, or
any other factor that a computer system must comply with
in order to run the application. For example, a policy for an
application could indicate processor, RAM, and/or operating
system requirements. As another example, a policy could
indicate that certain security requirements (such as, for
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example, encryption requirements, physical security
requirements, or certification requirements) must be satisfied
for a computer system to be allowed to run the application.

Policies may include any type of requirement and any
combination of requirements. These factors may also be
considered as preferences rather than requirements. For
example, a policy may indicate that a certain factor is
preferred, but not necessarily required. Furthermore, poli-
cies may 1include any combination of requirements and
preferences, and these requirements and preferences may be
analyzed and enforced 1n a variety of ways. Analysis of a
target computer system’s compliance with a policy may be
evaluated at any time and may be based on information
derived from a variety of sources. For example, transier
module 100 may analyze one or more portions of target
information 150 to evaluate the target computer system’s
compliance with a policy. Policy mformation 180 may be
stored 1n a relational database, tree structure, XML, file
system, or any other suitable data structure.

Transter logic 190 represents any suitable set of instruc-
tions, logic, or code embodied 1n a computer-readable stor-
age medium and operable to facilitate the transferring the
execution ol an application between computer systems.
Transter logic 190 may be stored in memory 110 or another
memory associated with transfer module 100. Transier logic
190, or portions thereof, may also be embodied 1n hardware
associated with transfer module 100 or other components of
system 5. Furthermore, the components of transfer logic 190
may be stored in the same or different memories of the same
or different transter modules 100. Various components of
transier logic 190 may also be stored in different compo-
nents of system 5.

In operation, transier logic 190 evaluates information
associated with one or more computer systems to facilitate
the transfer of an application to a target computer system. An
application executing on computer system 20aq has an active
state stored by computer system 20aq and a backup state
stored on computer 205. Transter logic 190 accesses infor-
mation about the target computer (computer system 30 1n the
illustrated embodiment) and information associated with the
active and backup computer systems (computer systems 20qa
and 206 in the 1illustrated embodiment). Based on this
information, transfer logic 190 selects either the active or the
backup computer system as a transier computer system from
which to ftransier the respective application state. For
example, transier logic 190 may analyze information 1ndi-
cating the respective locations of the computer systems to
select the computer system 20 that 1s geographically closest
to computer system 30. Additionally or alternatively, trans-
fer logic 190 may utilize imnformation associated with the
computer systems (such as, for example, IP addresses), to
determine respective data transfer rates between computer
systems 20 and computer system 30. This information may
include traceroute information, bandwidth information, ping
information, or any other suitable information. By analyzing
information associated with these computer systems, trans-
fer logic 190 may determine which computer system 20 1s
likely to be able to transfer information to computer system
30 the fastest, cheapest, and/or most efliciently. In some
embodiments, transfer logic 190 may consider factors 1n
place of or in addition to the location mformation and data
transier rate information described above. For example,
transier logic 190 could consider data transfer costs, com-
puter resource availability, or any other suitable information
that might facilitate improved transfers.

In some embodiments, transfer logic 190 may also per-
form a preliminary analysis of multiple target computer
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systems to select a computer system 30 to receive the
transfer. For example, transier logic 190 may evaluate
information associated with these computer systems to
select a target computer system that best satisfies one or
more policies associated with the application. In other
embodiments, transfer logic 190 may perform a threshold
analysis to determine whether computer system 30 meets
one or more minimum requirements. For example, transfer
logic 190 may determine that computer system 30 satisfies
one or more policies associated with the application.
Transfer logic 190 may also facilitate the transier of
application state from computer systems 20 to computer
system 30. For example, 1f transfer logic 190 determines that
computer system 205 1s closer than computer 20a to com-
puter system 30, transier logic 190 may initiate transfer of
the application stored by computer system 205 and the
transier of a “delta” state stored by computer system 20a.
This delta state 1s information associated with a difference
between the application state stored by computer systems
20a and 2054. For example, computer system 200 may be a
tallover system for the active computer system 20q that has
a baseline periodically updated with information from the
active system. Upon determining that information can be
transierred to the target computer system more efliciently
from computer system 205, transier logic 190 may initiate
determination of the delta state (i.e., the application state
stored by computer system 20q that 1s different from the
application state stored by computer system 205). The
baseline state can then be transierred to computer system 30
from computer system 205, and the delta state can be
transierred to computer system 30 from computer system
20a. In some embodiments, transter module 100 may 1tself
determine the delta state, while 1n other embodiments, one
or more computer systems 20 may determine the delta state.
In an exemplary embodiment of operation, transtfer mod-
ule 100 accesses target information associated with a target
computer system, the target computer system being a can-
didate computer system for transferring execution of an
application. Transter module 100 accesses first information
associated with a first computer system, the first computer
system storing a first state of the application. Transfer
module 100 also accesses second information associated
with a second computer system, the second computer system
storing a second state of the application. Transfer module
100 then selects a transier computer system from which to
transier the state of the application, the transfer computer
system selected from the first computer system and the
second computer system based at least the on the first
information, the second information, and the target infor-
mation. Execution of the application may then be transferred
to the target computer system. If the first transter computer
system 1s the second computer system, transter module 100
may 1mtiate determination of a delta state including a
portion of the first state that 1s different from the second
state. Transier logic 190 may then initiate transier of the
second state to the target computer system and imitiate
transier of the delta state from the first computer system.
A component of system 5 may include an interface, logic,
memory, and/or other suitable element. An 1interface receives
input, sends output, processes the mnput and/or output, and/or
performs other suitable operations. An interface may be
implemented with any suitable combination of hardware,
firmware, and software. Logic performs the operation of the
component. For example, logic executes instructions to
generate output from input. Logic may be implemented with
any suitable combination of hardware, firmware, and sofit-
ware. Logic may be encoded in one or more non-transitory,
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tangible media, such as a computer readable medium or any
other suitable tangible medium, and may perform operations
when executed by a computer. Certain logic, such as a
processor, may manage the operation of a component.
Examples of a processor include one or more computers, one
Or more microprocessors, one or more applications, and/or
other logic.

Modifications, additions, or omissions may be made to
system 3 without departing from the scope of the disclosure.
For example, system 5 may implement application transfer
procedures different from or 1n addition to those described
herein. As another example, multiple transter modules 100
may operate 1n parallel to facilitate application transiers.
System 5 may include any number of networks 10, computer
systems 20a, computer systems 2056, computer systems 30,
and transfer modules 100. Any suitable logic may perform
the functions of system 5 and the components within system
5.

Referring now to FIG. 2, example application information
120 includes active system information 122, backup system
information 124, and history 126. Various embodiments may
include some, all, or none of these components. Transfer
module 100 may obtain this information via diflerent types
of graphical user interfaces (“GUIs™), web applications, or
any other suitable means for obtaining information.

Active system information 122 includes information asso-
ciated with one or more “active” computer systems running
an application. “Active” systems maintain information asso-
ciated with the application, but may or may not be actively
executing the application at any particular time. Further-
more, multiple “active” computer systems may be runmng
the application concurrently, each maintaining different
application states.

Active system information 122 may include information
about one or more computer systems runmng the applica-
tion. This information may include computer system i1den-
tifiers, server names, location information, resource utiliza-
tion information, resource availability information, network
information (such as, for example, IP addresses, bandwidth
information), hardware information (such as processor or
memory information), software information, security infor-
mation (such as encoding information, encryption imforma-
tion, or authorization information), or any other information
assocliated with one or more computer systems. Active
system information 122 may also include information 1ndi-
cating relationships between one or more computer systems
(such as, for example, multiple servers runming the applica-
tion concurrently, faillover servers associated with particular
active servers, or any other relationship information). Active
system 1nformation 122 may also include information asso-
ciated with one or more applications running and/or stored
on the computer system. For example, active system infor-
mation 122 may include information indicating when the
application was most recently backed up or information
identifving one or more portions of the application state that
have changed since the most recent back-up. In some
embodiments, active system information may also include
one or more portions of the application state itself. Active
system 1nformation 122 may include any of the information
or types of imformation described above in reference to
active system information 28.

Transter module 100 may utilize active information 122
to select the 1deal first transier computer system, which may
or may not be an active computer system. Transfer module
100 may also utilize active information 122 to determine a
delta state associated with two different computer systems,
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and to manage the communication of application state to
computer system 30 during the transifer.

Backup system information 124 includes information
associated with one or more “backup” computer systems
running an application. Backup computer systems may or
may not be running, or capable of running, the application.
In some embodiments, backup computer systems may be
tallover computer systems. Backup system information 124
may include any of the types of information discussed above
in reference to back system information 29. Transfer module
100 may utilize backup information 124 to select the 1deal
first transier computer system, which may or may not be a
backup computer system. Transifer module 100 may also
utilize backup information 124 to determine a delta state
associated with two different computer systems, and to
manage the communication of application state to computer
system 30 during the transfer.

History 126 includes information associated with previ-
ous states or transactions associated with one or more
applications. For example, history 126 may include infor-
mation 1ndicating when the application was most recently
backed up or information 1dentifying one or more portions
of the application state that have changed since the most
recent back-up. History 126 may also include information
associated with previous application transfers. For example,
history 126 may include information identifying one or more
computer systems 30 that have previously run the applica-
tion as well information indicating whether such computer
systems maintain baseline information, backup information,
or any other state associated with the application. This type
of information may allow transfer module 100 to provide
more eflicient application transiers by reducing the amount
of data that must be transierred to computer system 30 1n
situations where computer system 30 already has access to
one or more portions of the application. History 126 may
also allow transfer module 100 to identily target computer
systems that satisty a policy associated with the application
or otherwise improve the imtial selection of computer sys-
tem 30 from among multiple computer systems.

Referring now to FIG. 3, example target information 150
includes configuration information 151, location informa-
tion 170, and history 172. Various embodiments may include
some, all, or none of these components.

Configuration information 151 includes information asso-
ciated with the configuration of one or more target computer
systems. This information may be used by transier module
100 to select a target computer system, determine whether a
target computer satisfies a policy associated with an appli-
cation, select a first transfer computer system from which
application state will be transferred, or otherwise facilitate
transierring execution ol an application. In the illustrated
embodiment, configuration mmformation includes hardware
information 152, software information 154, resource infor-
mation 156, network information 158, and security infor-
mation 160.

Hardware information 152 includes any suitable informa-
tion associated with one or more hardware components of a
target computer system, such as computer system 30. Hard-
ware information 152 may include information related to
processors, networking hardware, memories, cases, fans,
busses, cards, external hardware, I/O hardware, or any other
information associated with computer hardware. Transfer
module 100 may utilize hardware information 152 to select
a first transfer computer system. Transier module 100 may
also utilize hardware information 152 to select a target
computer system or determine whether a target computer
system satisfies one or more hardware-related policies. For

10

15

20

25

30

35

40

45

50

55

60

65

16

example, a policy may specily that a target computer system
being considered to receive a transfer ol a particular appli-
cation should include a specific type and/or number of
processors or that a target computer system should meet
certain minmimum memory specifications.

Software information 154 includes any suitable informa-
tion associated with one or more soltware components of a
target computer system, such as computer system 30. Soft-
ware 1mformation 154 may include information related to
operating systems, firmware, applications, security software,
drivers, soitware versions, or any other information associ-
ated with computer software. Software information 154 may
also include information indicating a relationship between
such components. Transier module 100 may utilize software
information 154 to select a first transter computer system.
Transter module 100 may also utilize software information
154 to select a target computer system or determine whether
a target computer system satisfies one or more software-
related policies. For example, a policy may specily that a
target computer system being considered to receive a trans-
fer of a particular application should run a certain type of
operating system.

Resource information 156 includes any suitable informa-
tion associated with the usage and/or availability of one or
more resources associated with a target computer system,
such as computer system 30. Resource information 156 may
indicate past, present, or future usage and/or availability.
Resource mnformation 156 may include mformation about
actual usage and/or availability as well as likely or prospec-
tive usage and/or availability. Resource information 1356
may include information related to hardware, software,
network, or any other type of resource associated with a
computer system. Transier module 100 may utilize resource
information 156 to select a first transier computer system.
Transter module 100 may also utilize resource information
156 to select a target computer system or determine whether
a target computer system satisfies one or more resource-
related policies. For example, a policy may specity that a
target computer system being considered to receive a trans-
ter of a particular application should have certain processing
resources available.

Network information 158 includes any suitable informa-
tion associated with one or more networks associated with a
target computer system, such as computer system 30. Net-
work information 158 may include information related to
networking hardware, networking software, network topol-
ogy, network location, network usage or availability, band-
width, addressing information, or any other network infor-
mation. Transfer module 100 may utilize network
information 158 to select a first transfer computer system.
Transter module 100 may also utilize network information
158 to select a target computer system or determine whether
a target computer system satisfies one or more network-
related policies. For example, a policy may specily that a
target computer system being considered to receive a trans-
fer of a particular application should contain specific types
ol networking hardware.

Security information 160 includes any suitable informa-
tion associated with the security of a target computer system,
such as computer system 30. Security information 160 may
include information related to physical security (such as, for
example, measures restricting physical access to a server),
hardware security, software security, security certifications,
or any other security information. Transier module 100 may
utilize security information 160 to select a first transier
computer system. Transfer module 100 may also utilize
security information 160 to select a target computer system
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or determine whether a target computer system satisfies one
or more security-related policies. For example, a policy may
specily that a target computer system being considered to
receive a transfer of a particular application should imple-
ment specific physical security measures.

Location information 170 includes any suitable informa-
tion associated with the location of a target computer sys-
tem, such as computer system 30. Location information 170
may include geographic location imformation (such as, for
example, coordinates, addresses, or other geographic loca-
tion information), network location information (such as, for
example, URLs, IP addresses, or other information associ-
ated with a computer system’s network location), or any
other location-related information. Location information
170 may also include data transfer rate information associ-
ated with a computer system. For example, using the IP
addresses of a target computer along with the IP addresses
of one or more computer systems 20, transier module 100
may determine traceroute information, ping information,
latency information, or any other information imndicating data
transier rates between the target computer system and the
respective computer systems 20.

Transfer module 100 may utilize location information 170
to select a first transifer computer system. For example,
transier module 100 may use this information to determine
that data transfer would likely be fastest from a backup
computer system (such as computer system 205), in which
case this backup computer system may be selected as the
first transfer computer system. Transier module 100 may
also utilize location information 170 to select a target
computer system or determine whether a target computer
system satisfies one or more network-related policies. For
example, a policy may specily that a target computer system
being considered to receive a transier of a particular appli-
cation should not be located in a particular country or
operated by particular organizations.

History 172 includes information associated with previ-
ous states or transactions associated with a target computer
system. For example, history 172 may include imnformation
indicating whether an application was previously executed
by the target computer system. As another example, history
172 may include information indicating whether any base-
line of application state 1s stored by the target computer
system. This type of information may allow transfer module
100 to provide more eflicient application transiers by reduc-
ing the amount of data that must be communicated to
computer system 30. History 172 may also include infor-
mation about the previous execution of the application. For
example, history 172 may include information related to
costs, execution errors, or other performance 1ssues. History
126 may allow transfer module 100 to more quickly identily
target computer systems that satisty a policy associated with
the application or otherwise improve the nitial selection of
computer system 30 from among multiple computer sys-
tems.

Referring now to FIG. 4, an example transier sequence 1s
shown that facilitates transierring execution of an applica-
tion.

At step 200, transfer module 100 accesses target infor-
mation associated with a target computer system. The target
computer system may be any candidate computer system for
executing an application. The accessed information may
include the types of imnformation discussed above in refer-
ence to target information 1350.

At step 202, transfer module 100 accesses first informa-
tion associated with a first computer system. The first
computer system may be an active system, such as computer
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system 20a. The accessed information may include the types
of information discussed above in reference to active system
information 122 or any other type of information associated
with a computer system that executes the application or
maintains state associated with the application. The first
computer system may be a computer system that 1s actively
executing the application, or it may be a computer system
that 1s not actively executing the application and 1s storing
application state associated with the application.

At step 204, transier module 100 accesses information
associated with a second computer system. The second
computer system may be a backup system, such as computer
system 20b. The accessed information may include the types
of information discussed above in reference to active system
information 122 or any other type of mnformation associated
with a computer system that executes the application or
maintains state associated with the application. The second
computer system may be a computer system that 1s operating
as a backup system or a failover system for the application.
The second computer system may be a computer system that
1s actively executing the application, or it may be a computer
system that 1s not actively executing the application and 1s
storing application state associated with the application.

At step 206, transier module 100 selects a transier com-
puter system based at least on the target information, first
information, and second information. The transier computer
system 1s the computer system which will transfer “base-
line” application state to the target computer system. In
situations where the first target computer system 1s actively
executing the application, this baseline may be up-to-date. In
situations where the first target system 1s a backup computer
system that lacks certain up-to-date application state relative
to an active computer system, additional “delta” state may
be transterred as well.

Various embodiments may utilize different logic {for
selecting the first transier computer system from the first and
second computer systems. For example, transter module 100
may analyze information indicating the respective locations
of the computer systems to select the computer system 20
that 1s geographically closest to computer system 30. In
other embodiments, transfer module 100 may utilize infor-
mation associated with the computer systems (such as, for
example, IP addresses), to determine respective data transier
rates between computer systems 20 and computer system
30. This information may include traceroute information,
bandwidth information, ping information, or any other suit-
able information. In a particular example, this information
the information accessed during steps 200, 202, and 204
may include IP addresses, and transier module 100 may use
these IP addresses to determine data transier rates between
the respective computer systems and the target computer.
Based on this data transter rate information, transfer module
100 may select the computer having the fastest data transfer
rate as the transfer computer system. In some embodiments,
transfer module 100 may consider factors in place of or in
addition to the location information and data transier rate
information described above. Other factors may include
cost, resource usage and/or availability, or any other suitable
factor. Parameters aflecting this selection may be stored as
part of a policy associated with the application or they may
be stored i any other suitable format. Furthermore, any
such parameters may be stored by transier module 100, the
first computer system, the second computer system, the
target computer system, or any other suitable computer
system. Furthermore, users may be able to set preferences
for various factors that aflect the selection of the first transter
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computer system or otherwise affect how information 1is
communicated to the target system.

At step 210, transfer module 100 determines whether the
computer system that was selected as the transfer computer
system 1s a backup computer system, which may indicate
whether the state stored by that system 1s up-to-date. For
example, where the first transfer computer system 1s a
backup computer system, one or more computer systems
that are actively executing the application may contain
application state that 1s not stored by the backup computer
system. In the present example, 1f the transfer computer
system 1s not a backup system, transter module 100 proceeds
to step 212, and if the transfer computer system 1s a backup
system, transfer module 100 proceeds to step 220. Other
embodiments may involve multiple active computer sys-
tems, each of which includes application state that the other
does not. In such embodiments, transfer module 100 may
not rely on 1ts determination of whether or not the transier
computer system 1s a backup system to determine whether or
not to initiate determination of a delta state.

At step 212, transier module 100 facilitates the transter of
application state stored by the transfer computer system to
the target computer system. The first transter computer
system transiers one or more portions of the application state
to the target computer system in order to facilitate the
transfer of execution of the application to the target com-
puter system. It 1s assumed, for the purposes of this example,
that the transfer computer system contains 1s an active
computer system containing application state that 1s com-
pletely up-to-date. Following the transfer of application state
from the transier computer system (1.€. an active computer
system), additional steps may be performed to complete the
transier of execution of the application to the target com-
puter system.

At step 220, transier module 100 facilitates the determi-
nation of a delta state associated with the application. The
delta state includes information associated with a diflerence
between the application state stored by first and second
computer systems. For example, the second computer sys-
tem may be a failover system for the first computer system,
and the second computer system may have its application
state periodically updated with information from the first
computer system. Thus, delta state may include application
state stored by the first computer system that has updated
since the most recent synchronization of application state on
the second computer system.

The determination of delta state may be made 1n a variety
of ways. For example, transier module 100 could nitiate a
determination that utilizes timestamp information associated
with application state stored on one or more computers. This
timestamp mformation may indicate whether computer sys-
tems other than the transier computer system contain infor-
mation that 1s not captured by the target computer system’s
baseline. As another example, transier module 100 may
compare application state stored by the first and second
computer systems in order to determine whether the appli-
cation state stored by the transfer computer system 1s
up-to-date. For example, an active computer system may
store information 1dentifying the portions of the application
state that have been updated since the application state was
most recently synchronized with a backup computer system.
Analyzing this information may allow transter module 100
to determine whether the computer system that was not
selected as the transfer computer system contains applica-
tion state that 1s different from the state stored by the first
transfer computer system. As another example, an active
computer system may flag portions of the application state
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that have been updated since the application state was most
recently synchronized with a backup computer system. In
such embodiments, transfer module may initiate determina-
tion of a delta state by causing computer system 20a to
transier only these tlagged portions of 1ts application state.
Any portions of the analysis described above may be per-
formed by transfer module 100, the first computer system,
the second computer system, or any other suitable computer
system.

At step 222, transier module 100 initiates the transfer of
application state stored by the transfer computer system to
the target computer system. The transier computer system
communicates one or more portions of the application state
to the target computer system in order to facilitate the
transfer ol execution of the application to the target com-
puter system. Since, as explained above, this transier com-
puter system may not contain one or more portions of the
application state that 1s stored by an active computer system,
the target computer system may require additional applica-
tion state (for example, the delta state) from the other
computer system before transferring execution of the appli-
cation 1s complete. While the target computer may be able
to execute the application without this delta state, the
application may not be 1n the most up-to-date state without
receiving the delta state. In certain embodiments, the appli-
cation state may be transferred to the target computer system
by computer system 205. In other embodiments, the delta
state may be transierred to the target computer system by
transier module 100.

At step 224, transier module 100 initiates the transfer of
the delta state to the target computer system. The computer
system that was not selected as the first transfer computer
system communicates the delta state to the target computer
system. Upon receiving this delta state, the target computer
system may have recerved suflicient information to begin
executing the application in an up-to-date state. In certain
embodiments, the delta state may be transierred to the target
computer system by computer system 20a. In other embodi-
ments, the delta state may be transferred to the target
computer system by transier module 100.

The communication of information described 1n reference
to steps 222 and 224 may occur between different types of
computer system that may be owned and/or operated by
different entities. For example, the first transier computer
system may be operated by a first vendor (such as a
cloud-computing vendor), while the target computer system
1s operated by a second vendor. As another example, the first
transier computer system and the target computer system
may be operated by the same vendor. As yet another
example, the first transfer computer system may be operated
by a customer of a first vendor, while the target computer
system 1s operated by the first vendor. Furthermore, the
various computer systems may be located 1n different geo-
graphic regions. For example, the first computer system may
be located 1n a first geographic location, and the second
computer system may be located in a second geographic
location remote from the first geographic location. In vari-
ous embodiments, the computer systems described herein
may be operated as part of a datacenter. Furthermore, the
vartous computer systems may be located in the same
datacenter or in separate datacenters.

In certain embodiments, the transier of the application
described in the above steps 1s transparent to the user. For
example, a customer of a cloud-computing vendor may
implement one or more policies indicating how and/or under
what circumstances an application should be moved from
one computer system to another. In such circumstances,
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transter module 100 may facilitate the transier of the appli-
cation dynamically based on the policy.

After applications are “recreated” on the target computer
system, as described 1n the transfer sequence above, one or
more “snapshots” of the application state may be stored on
the first computer system, second computer system, target
computer system, or any other computer system. Further-
more, 1n situations where the target computer system 1s
operated by a vendor (rather than, for example, a user of the
application or a customer of the vendor), such snapshots
may be communicated to and/or stored by one or more
computer systems owned or operated by the customer of the
vendor.

Various embodiments may perform some, all, or none of
the steps described above. Furthermore, certain embodi-
ments may perform these steps in diflerent orders or in
parallel, and certain embodiments may also perform addi-
tional steps. While discussed as transier module 100 per-
forming these steps, any suitable component of system 3
may perform one or more steps of the method. For example,
the functionality described 1n reference to transter module
100 may be incorporated into computer system 20aq and/or
computer system 20b. This functionality may also include
any number of additional computer systems. For example,
some embodiments may include additional computer sys-
tems actively executing the application or operating as
backup computer systems, and transfer module may incor-
porate information associated with their respective applica-
tion states into the analysis described above.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer pro-
gram products according to various aspects ol the present
disclosure. In this regard, each block in the flowchart or
block diagrams may represent a module, segment, or portion
ol code, which comprises one or more executable instruc-
tions for implementing the specified logical function(s). It
should also be noted that, in some alternative implementa-
tions, the functions noted 1n the block may occur out of the
order noted 1n the figures. For example, two blocks shown
In succession may, in fact, be executed substantially con-
currently, or the blocks may sometimes be executed in the
reverse order, depending upon the functionality involved. It
will also be noted that each block of the block diagrams
and/or flowchart illustration, and combinations of blocks in
the block diagrams and/or flowchart illustration, can be
implemented by special purpose hardware-based systems
that perform the specified functions or acts, or combinations
of special purpose hardware and computer instructions.

The terminology used herein 1s for the purpose of describ-
ing particular aspects only and 1s not intended to be limiting
of the disclosure. As used herein, the singular forms *“a”,
“an” and “‘the” are intended to include the plural forms as
well, unless the context clearly indicates otherwise. It will be
turther understood that the terms “comprises” and/or “com-
prising,” when used 1n this specification, specily the pres-
ence of stated features, integers, steps, operations, elements,
and/or components, but do not preclude the presence or
addition of one or more other features, integers, steps,
operations, elements, components, and/or groups thereof.

The corresponding structures, materials, acts, and equiva-
lents of any means or step plus function elements in the
claims below are intended to include any disclosed structure,
material, or act for performing the function in combination
with other claimed elements as specifically claimed. The
description of the present disclosure has been presented for
purposes of 1llustration and description, but 1s not intended
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to be exhaustive or limited to the disclosure in the form
disclosed. Many modifications and variations will be appar-
ent to those of ordinary skill 1 the art without departing
from the scope and spirit of the disclosure. The aspects of the
disclosure herein were chosen and described 1n order to best
explain the principles of the disclosure and the practical
application, and to enable others of ordinary skill 1n the art
to understand the disclosure with various modifications as
are suited to the particular use contemplated.

Herein, “or” 1s 1inclusive and not exclusive, unless
expressly indicated otherwise or indicated otherwise or
indicated otherwise by context. Therefore, herein, “A or B”
means “A, B, or both,” unless expressly indicated otherwise
or indicated otherwise by context. Moreover, “and” 1s both
jomt and several, unless expressly indicated otherwise or
indicated otherwise by context. Therelore, “A and B” means
“A and B, jointly or severally,” unless expressly indicated
otherwise or indicated otherwise by context.

This disclosure encompasses all changes, substitutions,
variations, alterations, and modifications to the example
embodiments herein that a person having ordinary skill 1n
the art would comprehend. Similarly, where appropnate, the
appended claims encompass all changes, substitutions,
variations, alterations, and modifications to the example
embodiments herein that a person having ordinary skill 1n
the art would comprehend. Moreover, reference in the
appended claims to an apparatus or system or a component
of an apparatus or system being adapted to, arranged to,
capable of, configured to, enabled to, operable to, or opera-
tive to perform a particular function encompasses that
apparatus, system, component, whether or not it or that
particular function 1s activated, turned on, or unlocked, as
long as that apparatus, system, or component 1s so adapted,
arranged, capable, configured, enabled, operable, or opera-
tive. For example, various embodiments may perform all,
some, or none of the steps described above. Various embodi-
ments may also perform the functions described 1n various
orders.

Although the present disclosure has been described with
several embodiments, diverse changes, substitutions, varia-
tions, alterations, and modifications may be suggested to one
skilled in the art, and 1t 1s intended that the disclosure
encompass all such changes, substitutions, variations, altera-
tions, and modifications as fall within the spirit and scope of
the appended claims. For example, in various embodiments,
transier module 100 may have different types, numbers, and
configurations of interface 102, processor 104, memory 110,
or any components therecol. As another example, various
embodiments may include some, all, or none of the com-
ponents of application information 120 shown 1n FIG. 2 or
the target information shown in FIG. 3. As another example,
certain embodiments may include additional logic to facili-
tate the receiving and processing of immformation, the pre-
sentation of one or more GUIs, or post-communication
analysis.

What 1s claimed 1s:

1. A method comprising: accessing, by a processor, target
information associated with a target computer system, the
target computer system being a candidate computer system
for transferring execution of an application; accessing, by
the processor, first information associated with a first com-
puter system, the first computer system storing a first state
of the application; accessing, by the processor, second
information associated with a second computer system, the
second computer system storing a second state of the
application; selecting, by the processor, a transier computer
system from which to transfer the state of the application to
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tacilitate transier of execution of the application, the transfer
computer system comprising the second computer system
and selected based at least on the first information, the
second information, and the target information; initiating
determination of a delta state comprising a portion of the
first state that 1s different from the second state; initiating
transier of the second state to the target computer system;
and 1nitiating transier of the delta state to the target computer
system.

2. The method of claim 1, further comprising: transier-
ring, by the second computer system, the second state to the
target computer system; and transierring, by the first com-
puter system, the delta state to the target computer system.

3. The method of claim 1, wherein: the target information

comprises mnformation indicating a geographic location of
the target computer system; the first information comprises
information indicating a geographic location of the first
computer system; and the second information comprises
information indicating a geographic location of the second
computer system.

4. The method of claim 1, wherein selecting the transier
computer system comprises: determining first transier infor-
mation associated with a data transfer rate between the first
computer system and the target computer system; determin-
ing second transfer information associated with a data
transier rate between the second computer system and the
target computer system;

and selecting the transfer computer system based on the

first transier information and the second transier infor-
mation.

5. The method of claim 1, wherein: the transfer computer
system 15 operated by a first vendor; and the target computer
system 1s operated by a second vendor.

6. The method of claim 1, wherein: the transfer computer
system 15 operated by a customer of a first vendor; and the
target computer system 1s operated by the first vendor.

7. The method of claim 1, wherein: the first computer
system 1s located in a first geographic location; and the
second computer system 1s located 1n a second geographic
location remote from the first geographic location.

8. The method of claim 1, wherein: the first computer
system actively executes the application; and the second
computer system 1s a backup computer system for the
application.

9. A system comprising: a network interface; a memory
unit; and a processor configured to: access target informa-
tion associated with a target computer system, the target
computer system being a candidate computer system for
transierring execution of an application; access first infor-
mation associated with a first computer system, the first
computer system storing a first state of the application;
access second information associated with a second com-
puter system, the second computer system storing a second
state of the application; select a transfer computer system
from which to transier the state of the application to facili-
tate transier of execution of the application, the transier
computer system comprising the second computer system
and selected based at least on the first information, the
second 1nformation, and the target information; initiate
determination of a delta state comprising a portion of the
first state that 1s difterent from the second state; initiate
transier of the second state to the target computer system;
and 1mitiate transier of the delta state to the target computer
system.
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10. The system of claim 9, further comprising: the first
computer system, the first computer system configured to
transier the delta state to the target computer system; and the
second computer system, the second computer system con-
figured to transier the second state to the target computer
system.

11. The system of claim 9, wherein: the target information
comprises mnformation indicating a geographic location of
the target computer system; the first information comprises
information indicating a geographic location of the first
computer system; and the second information comprises
information indicating a geographic location of the second
computer system.

12. The system of claim 9, wherein selecting the transier
computer system from the first computer system and the
second computer system comprises: determining first trans-
fer information indicating a data transier rate between the
first computer system and the target computer system;
determining second transier information indicating a data
transier rate between the first computer system and the target
computer system; and selecting the transfer computer sys-
tem based on the first transfer information and the second
transier information.

13. The system of claim 9, wherein: the transfer computer
system 15 operated by a first vendor; and the target computer
system 1s operated by a second vendor.

14. The system of claim 9, wherein: the transfer computer
system 1s operated by a customer of a first vendor; and the
target computer system 1s operated by the first vendor.

15. The system of claim 9, wherein: the first computer
system 1s located in a first geographic location; and the
second computer system 1s located 1n a second geographic
location remote from the first geographic location.

16. The system of claim 9, wherein: the first computer
system actively executes the application; and the second
computer system 1s a backup computer system for the
application.

17. A computer program product comprising: a non-
transitory computer readable storage medium having com-
puter readable program code embodied therewith, the com-
puter readable program code comprising: computer readable
program code configured to access target information asso-
ciated with a target computer system, the target computer
system being a candidate computer system for transierring
execution of an application; computer readable program
code configured to access first information associated with a
first computer system, the first computer system storing a
first state of the application; computer readable program
code configured to access second information associated
with a second computer system, the second computer system
storing a second state of the application; computer readable
program code configured to select a transfer computer
system from which to transfer the state of the application to
tacilitate transter of execution of the application, the transter
computer system comprising the second computer system
based at least on the first information, the second informa-
tion, and the target information; computer readable program
code configured to 1mitiate determination of a delta state
comprising a portion of the first state that 1s diflerent from
the second state; computer readable program code config-
ured to imitiate transier of the second state to the target
computer system; and computer readable program code
configured to 1nitiate transfer of the delta state to the target
computer system.
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