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(57) ABSTRACT

A method for momitoring transactions by analyzing packets
in a packet processing system 1s provided. The method
includes steps of: (a) an application performance monitoring
(APM) device classifying at least one packet, 1f being
acquired 1n the packet processing system through port
mirroring, based on at least either of a port number and an
IP address of a client device; (b) the APM device identitying
at least one pair of (1) at least one packet transmitted from
at least one specific device among the client device and at
least one processing device 1n the packet processing system
and (1) at least one packet transmitted to the specific device
in response to the at least one packet transmitted from the
specific device by considering at least one packet under
identical classification; and (¢) the APM device acquiring
information on the transactions by using information on the
identified pair of the packets.
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METHOD AND APPLICATION
PERFORMANCE MONITORING DEVICE
FOR MONITORING TRANSACTIONS BY

ANALYZING PACKETS IN PACKET
PROCESSING SYSTEM

CROSS REFERENCE TO RELATED
APPLICATION

This application claims priority to and incorporates herein

by reference all disclosure in Korean Patent Application No.
10-2016-0024683 filed Feb. 29, 2016.

FIELD OF THE INVENTION

The present invention relates to a method, and an appli-
cation performance monitoring (APM) device for monitor-
ing transactions by analyzing packets in a packet processing
system capable of processing packets transmitted from a
client device as a device that requests transactions to start;
and more particularly, to the method, and the APM device,
(a) classitying or supporting to classity at least one packet,
if being acquired in the packet processing system through
port mirroring, based on at least either of a port number and
an IP address of the client device, (b) i1dentifying and
supporting to 1dentily at least one pair of at least one packet
transmitted from at least one specific device among the
client device and at least one processing device 1n the packet
processing system and at least one packet transmitted to the
specific device 1n response to the at least one packet trans-
mitted from the specific device by considering at least one
packet under an identical classification, and (c¢) acquiring
information on the transactions by using information on the
identified pair of the packets.

BACKGROUND OF THE INVENTION

In the past, a technology of tracing flow of packets
belonging to a same transaction by analyzing the packets
transmitted and received over a network according to a
conventional APM technologies.

As a conventional technology, there 1s a method of
matching a pattern based on statistical data. This 1s a method
of predicting that an ID or a number representing a certain
transaction will be inserted into a packet collected over a
network and determining that the packets are belonging to
an 1dentical transaction 1f the packets have the same ID and
the same number.

However, the conventional technology takes a long time
because all the packets must be parsed and 1t 1s not accurate
because it 1s based on the statistical method.

As a matter of fact, 1t 1s not easy for compames which
sulfer from high network load to 1dentily the same transac-
tion and monitor the performance of transactions by adopt-
ing the above-mentioned method.

Thus, the mnventor came to develop a technology capable
of monitoring the performance of transactions effectively by
tracking the flow of packets belonging to the same transac-
tion rapidly and accurately even under a situation of high
network load.

SUMMARY OF THE INVENTION

It 1s an object of the present invention to solve all the

alorementioned problems.
It 1s another object of the present invention to provide a
technology capable of monitoring performance of a trans-

10

15

20

25

30

35

40

45

50

55

60

65

2

action eflectively by tracking flow of packets belonging to a
same transaction rapidly and accurately under a situation of
high network load.

It 1s still another object of the present invention to provide
a technology capable of 1dentifying packets belonging to the
same transaction by classitying the packets acquired through
port mirroring based on at least either of a port number and
an IP address of a client device.

It 1s still yet another object of the present invention to

provide a technology capable of monitoring the performance
of the transactions without the omission of any trace, 1.e.,

any pair ol one request and a response corresponding to the

request 1n a transaction.
In accordance with one aspect of the present invention,

there 1s provided a method for monitoring transactions by

analyzing packets in a packet processing system capable of
processing packets transmitted from at least one client
device, including steps of: (a) an application performance
monitoring (APM) device classifying or supporting to clas-
sify at least one packet, i1 being acquired in the packet
processing system through port mirroring, based on at least
cither of a port number and an IP address of the client
device; (b) the APM device identifying and supporting to
identify at least one pair of (1) at least one packet transmitted
from at least one specific device among a plurality of
devices, mcluding the client device and at least one pro-
cessing device 1n the packet processing system and (11) at
least one packet transmitted to the specific device 1n
response to the at least one packet transmitted from the
specific device by considering at least one packet under an
identical classification; and (¢) the APM device acquiring
information on the transactions by using information on the
identified pair of the packets.

In accordance with another aspect of the present mven-
tion, there 1s provided an APM device for monitoring
transactions by analyzing packets in a packet processing
system capable ol processing packets transmitted from at
least one client device, including: a communication part for
acquiring or supporting to acquire at least one packet from
the packet processing system through port mirroring; and a
processor for (1) classilying or supporting to classily the
acquired at least one packet based on at least either of a port
number and an IP address of the client device, (11) i1denti-
tying and supporting to 1dentily at least one pair of (11-1) at
least one packet transmitted from at least one specific device
among a plurality of devices, including the client device and
at least one processing device 1n the packet processing
system and (11-2) at least one packet transmitted to the
specific device 1n response to the at least one packet trans-
mitted from the specific device by considering at least one
packet under an identical classification, and (111) acquiring
information on the transactions by using information on the
identified pair of the packets.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects and features of the present
invention will become apparent from the following descrip-
tion of preferred embodiments given in conjunction with the
accompanying drawings, in which:

FIG. 1 1s a diagram 1llustrating a configuration of an APM
device 1 accordance with one example embodiment of the
present 1nvention.

FIG. 2 1s a drawing showing a configuration of delivering
packets among multiple threads in accordance with the
present invention.
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FIG. 3 1s a diagram 1llustrating a configuration of a packet
processing system 1n accordance with one example embodi-

ment of the present invention.

FIGS. 4A and 4B are diagrams explaining concepts of
ingress port mirroring and egress port mirroring.

FIG. 5 1s a diagram 1illustrating an ingress packet flow of
the packet processing system in accordance with one
example embodiment of the present invention.

FIG. 6 1s a diagram showing an egress packet tlow of the
packet processing system.

DETAILED DESCRIPTION OF TH.
PREFERRED EMBODIMENTS

L1l

In the following detailed description, reference 1s made to
the accompanying drawings that show, by way of 1llustra-
tion, specific embodiments 1n which the invention may be
practiced. These embodiments are described 1n suflicient
detail to enable those skilled in the art to practice the
invention. It 1s to be understood that the various embodi-
ments of the present invention, although different, are not
necessarlly mutually exclusive. For example, a particular
feature, structure, or characteristic described herein 1n con-
nection with one embodiment may be implemented within
other embodiments without departing from the spirit and
scope ol the present invention. In addition, 1t 1s to be
understood that the position or arrangement of individual
clements within each disclosed embodiment may be modi-
fied without departing from the spirit and scope of the
present invention. The following detailed description 1s,
therefore, not to be taken 1n a limiting sense, and the scope
of the present invention 1s defined only by the appended
claims, appropnately interpreted, along with the full range
of equivalents to which the claims are enftitled. In the
drawings, like numerals refer to the same or similar func-
tionality throughout the several views.

To allow those skilled 1n the art to the present invention
to be carried out easily, the example embodiments of the
present invention by referring to attached diagrams will be
explained 1n detail as follows:

FIG. 1 1s a diagram 1llustrating a configuration of an APM
device 1n accordance with one example embodiment of the
present invention.

An APM device 100 1n accordance with one example
embodiment of the present mvention monitors transactions
by analyzing packets imn a packet processing system 200
capable of processing packets transmitted from at least one
client device (not illustrated).

By referring to FIG. 1, the APM device 100 may include
a communication part 110, and a processor 120.

The communication part 110 may acquire or support to
acquire one or more packets from the packet processing
system through port mirroring. More specifically, the com-
munication part 110 may acquire or support to acquire one
or more packets passing through one or more switches
connected to the packet processing system 200 by mirroring
the packets.

The processor 120 controls the operations of the APM
device 100. In particular, the processor 120 may classity or
support to classily the packets based on at least either of a
port number and an IP address of the client device.

The operation of the processor 120 for classifying packets
will be explained 1n more detail below by referring to FIG.
2.

FI1G. 2 1s a drawing showing a configuration of delivering
packets among multiple threads in accordance with the
present mvention.
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By referring to FIG. 2, 1f one or more packets are acquired
through port mirroring, the processor 120, first of all, allows
one or more read threads to read the packets and to distribute
the packets based on information on source IP to one or more
packet handler threads where the source IP represents an IP
address of a first specific device when a packet 1s transmuitted
from the first specific device to a second specific device.
Herein, the first specific device and the second speciiic
device may be a client device or one of processing devices
in the packet processing system 200. As such, the packets are
distributed based on information on the source IP to prevent
one or more traces ifrom being omitted according to a
method of classifying packets transmitted from the first
specific device. The reason of distributing the packets on the
basis of the source IP 1s to solve the problem of integrity
arising ifrom the fact that the packet handler threads have
multi-thread structure. This will be explained in more detail
later by referring to FIG. 3.

Next, the processor 120 may allow the packet handler
threads to distribute the packets to one or more correlation
threads based on the port number of the client device and
then to classity the packets based on ClientIlnfo as informa-
ion that includes the port number and the IP address of the

client device.
Meanwhile, the processor 120 may allow one or more ring,
buflers to play a role i transmitting the packets from the
read threads to the packet handler threads and then from the
packet handler threads to the correlation threads. The ring
bufler may be a disruptor as illustrated 1n FIG. 2.

The packet classification method as shown above 1s just
one example embodiment and the packets may be classified
under other methods.

In other words, the processor 120 may (1) allow the read
threads to read the packets if the packets are acquired
through the port mirroring; (11) allow the read threads to
C
t

1stribute the packets based on information on source IP to
ne packet handler threads; and (111) allow the packet handler
threads to distribute the packets to the correlation threads
based on at least either of a port number and an IP address
of the client device.

As such, the present invention has an effect of accurately
identifving the packets belonging to a same transaction by
using a way of classitying the packets through port mirror-
ing based on at least either of the port number and the IP
address of the client device, gathering the packets belonging
to the same transaction in the same correlation threads and
ispecting whether the packets have i1dentical clientinfo or
not.

For continuous explanation on the operation of the pro-
cessor 120, the processor 120 may i1dentify or support to
identify at least one pair among the packets. Herein, the pair
includes (1) at least one packet transmitted from at least one
specific device among a plurality of devices, including the
client device and at least one processing device 1n the packet
processing system and (11) at least one packet transmitted to
the specific device 1n response to the at least one packet
transmitted from the specific device by considering at least
one packet under an identical classification. More specifi-
cally, the processor 120 may identify or support to identity
the pair of the packet transmitted from the specific device
and the packet transmitted to the specific device in response
to the packet transmitted from the specific device by using
a source port as a port number of the specific device, a
source IP as an IP address thereot, a destination IP as an IP
address of a device that receives the packet transmitted
therefrom, and a destination port as a port number of the
device that recerves the packet transmitted therefrom.
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Besides, the processor 120 may acquire information on
the transactions by using information on the identified pair
of packets. The processor 120 may determine that all the
data on the transactions are collected 1f the pairs of all the
transactions are matched and then provide the monitoring
information by using the result of determination.

The packet processing system 200 may be comprised of
multiple detail devices.

FI1G. 3 1s a diagram 1illustrating a configuration of a packet
processing system 1n accordance with one example embodi-
ment of the present invention.

By referring to FIG. 3, the packet processing system 200
in accordance with one example embodiment of the present
invention may include a web server 210 for receiving and
processing a request of the client device, a web application
server (WAS) 220 for receiving and processing the request
of the web server 210, and a database server 230 {for
receiving and processing a query request of the WAS 220
and returning a result of the query request.

If the transactions start between the web server 210 and
the WAS 220, the IP address and the port number of the
client device are transmitted under the names of Remote 1P
and Remote Port. If communications start between the WAS
220 and the database server 230, the IP address and the port
number of the client device may be transmitted by using a
JDBC driver BCI or a JDBC driver wrapper. The packets are
transmitted among the web server 210, the WAS 220, and
the database server 230. For example, the web server 210
may transmit a request B (req B) to the WAS 220 and receive
a response B (res B) from the WAS 220 as shown 1n FIG. 3.
The port mirroring 1s executed through the switches con-
nected to the web server 210, the WAS 220, and the database
server 230, respectively.

As 1llustrated 1in FIG. 3, if the correlation thread receives
particular response packets (res B, res A) earlier than a
particular request packet (req C) and i1 a response packet
(res C) corresponding to the particular request packet arrives
late, a pair of req C and res C could not be identified and the
existence of the task with respect to the pair of req C and res
C cannot be 1dentified. At the time, 1f all of a req A, a res A,
a req B, and a res B are acquired, pairs of requests and
responses are considered to be matched and therefore, 1t may
be mistakenly considered that all the data on the transactions
are collected. Thus, a problem of loss of some trace infor-
mation of the transactions occurs.

The problem 1s related even to the reason of the read
threads distributing the packets to the packet handler threads
based on the source IP. As the packet handler threads with
a multi-thread structure perform tasks independently, the
performance time by task depends on the number of tasks
allocated by thread and the processing time of a task by
thread. Accordingly, the problem occurs because, from the
viewpoint of the correlation threads, 1t 1s not guaranteed that
the packets are delivered from the packet handler threads in
order of the packets read by the read threads.

To prevent the problem 1n the prevent invention, a method
of the read threads distributing the packets to the packet
handler threads based on information on source IP and a
method of an ingress port mirroring are applied.

A distribution algorithm for distributing the packets based
on information on the source IP 1s a method for allowing the
correlation threads to guarantee the order of the packets read
by the read threads. Failure in guaranteeing the order of the
read packets occurs 11 the correlation threads do not identify
that there are the req C and the res C on the ground that 1t
has received the req A, the res A, the req B, and the res B
before recerving the req C, and the res C. Thus, 1t the
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correlation threads receive the req C or the res C belore
receiving all the reqs A and B and the res A and B, the
correlation threads can recognize the packets of the req C
and the res C and then the problem may disappear. Accord-
ingly, 1f 1t can be guaranteed that the correlation threads
always recerve the req C belfore the res B, and the req B
betore the res A, the problem could be avoided. What to pay
attention to 1s that the req C and the res B are packets
transmitted from the WAS 220 and the req B and the res A
are packets transmitted from the web server 210. Because 1f
packets are transmitted from a same server, source IPs of the
packets are also i1dentical. Accordingly, 11 the read threads
distribute the packets based on the source IP, the packet
handler threads cannot but process the packets with a same
source IP sequentially and the correlation threads always
receive the packets sequentially. At the time, since the packet
handler threads receive the packets 1n temporal order all the
time, 1t 15 1mpossible that the res A 1s assigned to the packet
handler threads earlier than the req B or the req C 1s assigned
to the packet handler threads earlier than the res B. As a
result, since the correlation threads always receive request
packets earlier before receiving response packets transmit-
ted from the specific device, the phenomenon of trace loss
can be solved.

Ingress port mirroring 1s to solve the problem of failing to
guarantee that the packets are delivered to the packet handler
threads and the correlation threads in order of packet gen-
eration because the read threads have a multi-thread struc-
ture 1t several switches are controlled. Explanation on the
ingress port mirroring in the present invention will be given
in comparison with egress port mirroring.

FIGS. 4A and 4B are diagrams explaining concepts of the
ingress port mirroring and the egress port mirroring.

As 1llustrated in FIG. 4A, the ingress port mirroring
method 1s a method of executing the mirroring at the time
when the packet processing system 200 transmits a packet to
a particular port. The mirroring i1s performed when the
switch receives the packet.

Contrarily, as illustrated in FIG. 4B, the egress port
mirroring method 1s a method of executing the mirroring at
the time when the packet processing system 200 receives a
packet from a particular port. The mirroring 1s performed
when the switch sends the packet.

FIG. § 1s a diagram 1illustrating an ingress packet flow of
the packet processing system i1n accordance with one
example embodiment of the present invention.

In FIG. 5, the web server 210 belongs to a switch 1 and
the WAS 220 and the database server 230 belong to switches
2 and 3, respectively. In FIG. 5, the switch 1 recerves the req
A from the client device, sends the req B to the WAS 220,
and copies the res A to the client device; and as a result the
mirroring 1s performed. The packets are copied by the switch
1 and transmitted to the APM device 100; and the APM
device 100 receives the packets and performs transaction
matching through the read threads, the packet handler
threads, and the correlation threads. The aforementioned
operations occur even in the switches 2 and 3 where the
WAS 220 and the database server 230 belong.

As the ingress operations allow one switch to execute the
mirroring of requests and responses “transmitted” by a
specific device, the packets “transmitted” by the specific
device are read 1n a sequential order by a same read thread.
In FIG. 5, the res B, the req C, a req D must be copied by
the switch 2, in which case, 1t does not occur that the res B
1s copied earlier than the req C, and the req D. The
alforementioned packet loss problem does not occur because
the APM device 100 receives the packets 1n order of the req
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C, the req D and the res B (because it can always perceive
that the req C and the req D should be received).

FIG. 6 15 a diagram showing an egress packet tlow of the
packet processing system.

By referring to FIG. 6, i the egress mirroring occurs, the
mirroring of requests and responses “recerved” by the spe-
cific device 1s executed 1n a switch. In the case, as the req D
transmitted by the WAS 220 and the res D received by the
WAS 220 are surely copied by another switch, the packets
req D and res D are read by diflerent read threads. Accord-
ingly, 1 another request, response, etc. arrive earlier before
the req D and the res D arrive to the correlation thread,
information on some packets may be lost since the transac-
tions are considered to be completely processed.

As such, the present invention may allow performance of
transactions to be monitored without the omission of the
traces by performing the ingress port mirroring and classi-
tying the packets.

The aforementioned processor 120 performs a function of
controlling data between the communication part 110 and
other components. In short, the processor 120 controls the
flow of data among respective components of the APM
device 100 and controls the communication part 110 and
other components to perform their unique functions.

The processor 120 may include a configuration of a micro
processing unit (MPU), a central processing unit (CPU),
cache memory, data bus, and other hardware. In addition, 1t
may further include a configuration of an operating system,
and software of an application that performs a special
purpose.

The present invention has an effect of monitoring the
performance of transactions effectively by tracking flow of
the packets corresponding to the same transaction rapidly
and accurately even under the situation of high network
load.

The present mvention has an eflect of i1dentifying the
packets corresponding to the same transaction by classifying,
the packets acquired through the port mirroring based on at
least either of a port number and an IP address of the client
device.

The present invention has an eflect of monitoring the
performance of transactions without the omission of the
traces by switches.

The embodiments of the present invention as explained
above can be implemented 1n a form of executable program
command through a variety of computer means recordable
to computer readable media. The computer readable media
may include solely or in combination, program commands,
data files, and data structures. The program commands
recorded to the media may be components specially
designed for the present mvention or may be usable to a
skilled human 1n a field of computer software. Computer
readable record media include magnetic media such as hard
disk, floppy disk, and magnetic tape, optical media such as
CD-ROM and DVD, magneto-optical media such as flop-
tical disk and hardware devices such as ROM, RAM, and
flash memory specially designed to store and carry out
programs. Program commands include not only a machine
language code made by a complier but also a high level code
that can be used by an interpreter etc., which 1s executed by
a computer. The alorementioned hardware device can work
as more than a software module to perform the action of the
present mvention and they can do the same 1n the opposite
case.

As seen above, the present invention has been explained
by specific matters such as detailled components, limited
embodiments, and drawings. While the invention has been
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shown and described with respect to the preferred embodi-
ments, 1t, however, will be understood by those skilled 1n the
art that various changes and modification may be made
without departing from the spirit and scope of the invention
as defined 1n the following claims.

Accordingly, the thought of the present invention must not
be confined to the explained embodiments, and the follow-
ing patent claims as well as everything including variations
equal or equivalent to the patent claims pertain to the
category of the thought of the present invention.

What 1s claimed 1s:

1. A method for monitoring transactions by analyzing
packets 1n a packet processing system capable of processing
packets transmitted from at least one client device, com-
prising steps of:

(a) an application performance monitoring (APM) device
classitying or supporting to classily at least one packet,
if being acquired in the packet processing system
through port mirroring, based on at least either of a port
number and an IP address of the client device;

(b) the APM device identitying and supporting to identify
at least one pair of (1) at least one packet transmitted
from at least one specific device among a plurality of
devices, including the client device and at least one
processing device in the packet processing system and
(11) at least one packet transmitted to the specific device
in response to the at least one packet transmitted from
the specific device by considering at least one packet
under an i1dentical classification; and

(¢) the APM device acquiring information on the trans-
actions by using information on the identified pair of
the packets;

wherein the packet processing system includes: a web
server for receiving and processing a request of the
client device, a WAS {for recerving and processing the
request of the web server, and a database server for
receiving and processing a query request of the WAS
and returning a result of the query request,

wherein the port mirroring 1s processed by switches
connected respectively to the web server, the WAS, and
the database server, and

wherein the port mirroring 1s processed when the web
server, the WAS, and the database server forward
respective packets to particular ports of the switches,
respectively.

2. The method of claim 1, wherein the step of (a) includes

steps of:

(al) the APM device allowing at least one read thread to
read at least one packet if the at least one packet 1s
acquired through the port mirroring;

(a2) the APM device allowing the at least one read thread
to distribute the at least one packet based on a source
IP to at least one packet handler thread;

(a3) the APM device allowing the packet handler thread
to distribute the at least one packet to at least one
correlation thread based on the port number of the
client device; and

(a4) the APM device allowing the correlation thread to
classily or cause to classily the packet based on Cli-
entlnfo as information that includes the port number
and the IP address of the client device.

3. The method of claim 1, wherein, at the step of (b), the
APM device 1dentifies or supports to 1identity the pair of the
packet transmitted from the specific device and the packet
transmitted to the specific device 1n response to the packet
transmitted from the specific device by using a source port
as a port number of the specific device, a source IP as an IP
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address thereof, a destination IP as an IP address of the
device that receives the packet transmitted therefrom, and a
destination port as a port number of the device that recerves
the packet transmitted therefrom.

4. The method of claim 1, wherein, at the step of (a),
ingress port mirroring 1s done.

5. A method for monitoring transactions by analyzing
packets 1n a packet processing system capable of processing,
packets transmitted from at least one client device, com-
prising steps of:

(a) an application performance momtoring (APM) device
classitying or supporting to classity at least one packet,
if being acquired 1n the packet processing system
through port mirroring, based on at least either of a port
number and an IP address of the client device;

(b) the APM device 1dentifying and supporting to identily
at least one pair of (1) at least one packet transmitted
from at least one specific device among a plurality of
devices, including the client device and at least one
processing device in the packet processing system and
(11) at least one packet transmitted to the specific device
in response to the at least one packet transmitted from
the specific device by considering at least one packet
under an i1dentical classification; and

(c) the APM device acquiring information on the trans-
actions by using information on the i1dentified pair of
the packets;

wherein the packet processing system includes: a web
server for receiving and processing a request of the
client device, a WAS {for recerving and processing the
request of the web server, and a database server for
receiving and processing a query request ol the WAS
and returning a result of the query request;

wherein the IP address and the port number of the client
device are transmitted under the names of Remote IP
and Remote Port 11 the transactions start between the
web server and the WAS, and the IP address and the
port number of the client device are transmitted by
using a JDBC (Java Database Connectivity) driver BCI
(Byte Code Instrumentation) or a JDBC driver wrapper
i communications start between the WAS and the
database server.

6. The method of claim 1, wherein the step of (a) includes

steps of:

(al) the APM device allowing at least one read thread to
read at least one packet if the at least one packet 1s
acquired through the port mirroring;

(a2) the APM device allowing the at least one read thread
to distribute the at least one packet based on Source 1P
to at least one packet handler thread; and

(a3) the APM device allowing the packet handler thread
to distribute the at least one packet to at least one
correlation thread based on at least either of the port
number and the IP address of the client device.

7. An APM device for momtoring transactions by ana-
lyzing packets 1n a packet processing system capable of
processing packets transmitted from at least one client
device, comprising:

a communication part for acquiring or supporting to

acquire at least one packet from the packet processing
system through port mirroring; and

a processor for (1) classitying or supporting to classify the
acquired at least one packet based on at least either of
a port number and an IP address of the client device, (11)
identifying and supporting to identify at least one pair
of (11-1) at least one packet transmitted from at least one
specific device among a plurality of devices, including
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the client device and at least one processing device 1n
the packet processing system and (11-2) at least one
packet transmitted to the specific device 1n response to
the at least one packet transmitted from the specific
device by considering at least one packet under an
identical classification, and (111) acquiring information
on the transactions by using information on the i1den-
tified pair of the packets;

wherein the packet processing system includes: a web

server for recerving and processing a request of the
client device, a WAS {for recerving and processing the
request of the web server, and a database server for
receiving and processing a query request of the WAS
and returning a result of the query request;

wherein the port mirroring 1s processed by switches
connected respectively to the web server, the WAS, and
the database server:

wherein the port mirroring 1s processed when the web
server, the WAS, and the database server forward
respective packets to particular ports of the switches,
respectively.

8. The device of claim 7, wherein the processor:

(1) allows at least one read thread to read at least one
packet if the at least one packet 1s acquired through the
port mirroring; (11) allows the at least one read thread to
distribute the at least one packet based on a source IP
to at least one packet handler thread; (111) allows the
packet handler thread to distribute the at least one
packet to at least one correlation thread based on the
port number of the client device; and (1v) allows the
correlation thread to classily or cause to classily the
packet based on ClientInfo as information that includes
the port number and the IP address of the client device.

9. The device of claim 7, wherein the processor 1dentifies
or supports to identily the pair of the packet transmitted from
the specific device and the packet transmitted to the specific
device 1n response to the packet transmitted from the spe-
cific device by using a source port as a port number of the
specific device, a source IP as an IP address thereotf, a
destination IP as an IP address of the device that recerves the
packet transmitted therefrom, and a destination port as a port
number of the device that receives the packet transmitted
therefrom.

10. The device of claim 7, wherein ingress port mirroring
1s done.

11. An APM device for momtoring transactions by ana-
lyzing packets 1n a packet processing system capable of
processing packets transmitted from at least one client
device, comprising:

a communication part for acquiring or supporting to
acquire at least one packet from the packet processing
system through port mirroring; and

a processor for (1) classilying or supporting to classify the
acquired at least one packet based on at least either of
a port number and an IP address of the client device, (11)
identifying and supporting to identify at least one pair
of (11-1) at least one packet transmitted from at least one
specific device among a plurality of devices, including
the client device and at least one processing device 1n
the packet processing system and (11-2) at least one
packet transmitted to the specific device 1n response to
the at least one packet transmitted from the specific
device by considering at least one packet under an
identical classification, and (111) acquiring information
on the transactions by using information on the i1den-
tified pair of the packets;
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wherein the packet processing system includes: a web
server for receiving and processing a request of the
client device, a WAS {for recerving and processing the
request of the web server, and a database server for
receiving and processing a query request ol the WAS 5
and returning a result of the query request;

wherein the IP address and the port number of the client
device are transmitted under the names of Remote IP
and Remote Port i the transactions start between the
web server and the WAS, and the IP address and the 10
port number of the client device are transmitted by
using a JDBC (Java Database Connectivity) driver BCI
(Byte Code Instrumentation) or a JDBC driver wrapper
i communications start between the WAS and the
database server. 15

12. The device of claim 7, wherein the processor:

(1) allows at least one read thread to read at least one
packet if the at least one packet 1s acquired through the
port mirroring; (11) allows the at least one read thread to
distribute the at least one packet based on Source IP to 20
at least one packet handler thread; and (111) allows the
packet handler thread to distribute the at least one
packet to at least one correlation thread based on at
least either of the port number and the IP address of the
client device. 25
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