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(57) ABSTRACT

In accordance with an example embodiment of the present
invention, a method 1s disclosed. The method includes
defining a first privacy setting related to a user. Communi-
cating the first privacy setting using a first radio communi-
cation network to a server. Storing the {irst privacy setting
related to the user on the server. Applying the first privacy
setting when analyzing an image to determine the user 1n the
image. Determining to apply a second privacy setting related
to the user. Defining the second privacy setting related to the
user and communicating the second privacy setting to
another device of a second user using a second radio
communication network.

18 Claims, 7 Drawing Sheets
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METHOD AND APPARATUS FOR PRIVACY
PROTECTION IN IMAGES

RELATED APPLICATION

This application was originally filed as Patent Coopera-
tion Treaty Application No. PCT/FI12013/050434 filed Apr.
19, 2013 which claims prionity benefit to Indian Patent
Application No. 1657/CHE/2012, filed Apr. 27, 2012.

TECHNICAL FIELD

The mvention relates to privacy protection in images and,
more particularly, to privacy protection 1n 1images available
in social networks.

BACKGROUND

The popularity of social networks coupled with increased
functionality from portable electronic devices provides
opportunities to share and distribute information instantly.
Accordingly, there 1s a need to provide improved devices
having increased capabilities which facilitates a better user
experience.

The following abbreviations that may be found in the
specification and/or the drawing figures are defined as
follows:

eNB EUTRAN Node B (evolved Node B)

EPC evolved packet core

E-UTRAN evolved UTRAN (LTE)

CDM code division multiplexing

LTE long term evolution

MAC medium access control

MM/MME mobility management/mobility management
entity

Node B base station

O&M operations and maintenance

PDCP packet data convergence protocol

PHY physical

RILC radio link control

RRC radio resource control

RRM radio resource management

S GW serving gateway

UE user equipment

UTRAN universal terrestrial radio access network

SUMMARY

Various aspects of examples of the invention are set out 1n
the claims.

According to a one aspect of the present invention, a
method 1s disclosed. The method includes defining a first
privacy setting related to a user. Communicating the first
privacy setting using a first radio communication network to
a server. Storing the first privacy setting related to the user
on the server. Applying the first privacy setting when ana-
lyzing an 1mage to determine the user 1n the 1mage. Deter-
mimng to apply a second privacy setting related to the user.
Defiming the second privacy setting related to the user and
communicating the second privacy setting to another device
of a second user using a second radio communication
network.

According to another aspect of the present invention, a
method 1s disclosed. The method includes analyzing an
image to determine a person in the image. Determining a
relationship status of the person. Superseding (or overriding)
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2

a privacy status of the person based, at least partially, on the
relationship status of the person or an authorization by the
person.

According to another aspect of the present invention, a
computer program product including a computer-readable
medium bearing computer program code embodied therein
for use with a computer 1s disclosed. The computer program
code 1ncludes code for defining a first privacy setting related
to a user. Code for communicating the first privacy setting
using a first radio communication network to a server. Code
for storing the first privacy setting related to the user on the
server. Code for applying the first privacy setting when
analyzing an image to determine the user in the image. Code
for determining to apply a second privacy setting related to
the user. Code for defining the second privacy setting related
to the user and communicating the second privacy setting to
another device of a second user using a second radio
communication network.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of example embodi-
ments of the present invention, reference 1s now made to the
following descriptions taken 1n connection with the accom-
panying drawings in which:

FIG. 1 a simplified block diagram of various electronic
devices that are suitable for use 1n practicing the exemplary
embodiments of this invention;

FIG. 2 1s a front view of the electronic device shown 1n
FIG. 1;

FIG. 3 1s a rear view of the electronic device shown 1n
FIG. 1;

FIG. 4 1s a more particularized block diagram of the
electronic device shown 1n FIG. 1;

FIG. 5 1s a block diagram of the electronic device and a
privacy server;

FIG. 6 1s block diagram 1n accordance with the exemplary
embodiments of this invention;

FIG. 7 1s a block diagram 1n accordance with the exem-
plary embodiments of this mvention;

FIG. 8 1s a block diagram 1n accordance with the exem-
plary embodiments of this mvention;

FIG. 9 1s a block diagram 1n accordance with the exem-
plary embodiments of this mvention;

FIG. 10 1s a block diagram in accordance with the
exemplary embodiments of this invention; and

FIG. 11 1s a block diagram in accordance with the
exemplary embodiments of this invention.

DETAILED DESCRIPTION OF THE DRAWINGS

An example embodiment of the present invention and 1ts
potential advantages are understood by referring to FIGS. 1
through 11 of the drawings.

Retferring to FIG. 1, there 1s shown a simplified block
diagram of various electronic devices and apparatus that are
suitable for use in practicing the exemplary embodiments of
this mvention. Although embodiments of the mnvention will
be described with reference to the exemplary embodiments
shown in the drawings, it should be understood that the
embodiments of the mmvention can be embodied 1n many
alternate forms of embodiments. In addition, any suitable
s1ze, shape or type of elements or materials could be used.

In FIG. 1 a wireless network 1 1s adapted for communi-
cation over a wireless link 11 with an apparatus, such as a
mobile communication device which may be referred to as
a user equipment (UE) 10, via a network access node, such
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as a Node B (base station), and more specifically an eNB 12.
The eNB 12 may be, for example, part of the overall
architecture of a E-UTRAN system. The EUTRAN system
generally includes eNBs, providing the E-UTRA user plane
(PDCP/RLC/MAC/PHY) and control plane (RRC) protocol
terminations towards the UE. The eNBs may be intercon-
nected with each other by means of an X2 interface. The
¢NBs are also generally connected by means of an Sl1
interface to an EPC, more specifically to a MME (Mobility
Management Entity) by means of a S1 MME interface and
to a Serving Gateway (SGW) by means of a S1 interface.
The S1 interface supports a many to many relationship
between MMEs/Serving Gateways and eNBs.

The eNB generally hosts the following functions: func-
tions for Radio Resource Management: Radio Bearer Con-
trol, Radio Admission Control, Connection Mobility Con-
trol, Dynamic allocation of resources to UEs 1n both uplink
and downlink (scheduling); IP header compression and
encryption of the user data stream; selection of a MME at
UE attachment; routing of User Plane data towards the
Serving Gateway; scheduling and transmission of paging
messages (originated from the MME); scheduling and trans-
mission of broadcast information (originated from the MME
or O&M); and a measurement and measurement reporting
configuration for mobility and scheduling.

The network 1 may include a network control element
(NCE) 14 that may include the MME/S GW functionality,
and which provides connectivity with a network 1, such as
a telephone network and/or a data communications network
(e.g., the mternet). The UE 10 includes electronic circuitry
such as a controller, such as a computer or a data processor
(DP) 10A, a computer-readable memory medium embodied
as a memory (MEM) 10B that stores a program of computer
istructions (PROG) 10C, and a suitable radio frequency
(RF) transceiver 10D for bidirectional wireless communi-
cations with the eNB 12 via one or more antennas. The eNB
12 also includes a controller, such as a computer or a data
processor (DP) 12A, a computer-readable memory medium
embodied as a memory (MEM) 12B that stores a program of
computer 1instructions (PROG) 12C, and a sutable RF
transceiver 12D for communication with the UE 10 via one
or more antennas. The eNB 12 1s coupled via a data/control
path 13 to the NCE 14. The path 13 may be implemented as
the S1 interface. The eNB 12 may also be coupled to another
e¢NB via data/control path 15, which may be implemented as
the X2 interface. While the UE 10 and eNB 12 have been
described above 1n connection with a transceiver, one skilled
in the art will appreciate that embodiments of the mnvention
are not necessarily so limited and that various embodiments
may comprise a separate receiver and transmitter instead of
a transceiver.

At least one of the PROGs 10C and 12C 1s assumed to
include program instructions that, when executed by the
associated DP, enable the device to operate 1n accordance
with the exemplary embodiments of this invention, as will
be discussed below 1n greater detail.

That 1s, the exemplary embodiments of this invention may
be mmplemented at least in part by computer software
executable by the DP 10A of the UE 10 and/or by the DP
12A of the eNB 12, or by hardware, or by a combination of
soltware and hardware (and firmware).

For the purposes of describing the exemplary embodi-
ments of this invention the UE 10 may be assumed to also
include a Privacy Protection System (PPS) 10E, and the eNB
12 may include a Privacy Protection System (PPS) 12E.

In general, the various embodiments of the UE 10 can
include, but are not limited to, cellular telephones, personal
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4

digital assistants (PDAs) having wireless communication
capabilities, portable computers having wireless communi-
cation capabilities, 1mage capture devices such as digital
cameras having wireless communication capabilities, gam-
ing devices having wireless communication capabilities,
music storage and playback appliances having wireless
communication capabilities, Internet appliances permitting
wireless Internet access and browsing, as well as portable
units or terminals that imcorporate combinations of such
functions.

The computer readable MEMs 10B and 12B may be of
any type suitable to the local technical environment and may
be implemented using any suitable data storage technology,
such as semiconductor based memory devices, tlash
memory, magnetic memory devices and systems, optical
memory devices and systems, {ixed memory and removable
memory. The DPs 10A and 12A may be of any type suitable
to the local technical environment, and may include one or
more ol general purpose computers, special purpose com-
puters, microprocessors, digital signal processors (DSPs)
and processors based on a multicore processor architecture,
as non-limiting examples.

Referring to FIG. 2, there 1s shown a front view of the
clectronic device (or user equipment [UE]) 10. The device
10 generally comprises a housing 52, a graphical display
interface 20, and a user interface 22 illustrated as a keypad
but understood as also encompassing touch-screen technol-
ogy at the graphical display interface 20 and voice-recog-
nition technology received at the microphone 24. A power
actuator 26 controls the device being turned on and off by
the user. The exemplary UE 10 may have a forward facing
camera 28 (for example for video calls) and/or a rearward
facing camera 29 (for example for capturing images and
video for local storage, see FIG. 3). The cameras 28, 29 are
controlled by a shutter actuator 30 and optionally by a zoom
actuator 32 which may alternatively function as a volume
adjustment for the speaker(s) 34 when the cameras 28, 29
are not 1n an active mode.

While various exemplary embodiments of the invention
have been described above in connection with the graphical
display interface 20 and the user mtertace 22, one skilled 1n
the art will appreciate that exemplary embodiments of the
invention are not necessarlly so limited and that some
embodiments may comprise only the display interface 20
(without the user interface 22) wherein the display 20 forms
a touch screen user input section.

Referring now also to the sectional view of FIG. 4, there
are seen multiple transmit/receive antennas 36 that are
typically used for cellular communication. The antennas 36
may be multi-band for use with other radios 1n the UE. The
operable ground plane for the antennas 36 1s shown by
shading as spanning the entire space enclosed by the UE
housing though 1n some embodiments the ground plane may
be limited to a smaller area, such as disposed on a printed
wiring board on which the power chip 38 1s formed. The
power chip 38 controls power amplification on the channels
being transmitted and/or across the antennas that transmit
simultaneously where spatial diversity 1s used, and amplifies
the recerved signals. The power chip 38 outputs the ampli-
fied recerved signal to the radio-frequency (RF) chip 40
which demodulates and downconverts the signal for base-
band processing. The baseband (BB) chip 42 detects the
signal which 1s then converted to a bit-stream and finally
decoded. Similar processing occurs in reverse for signals
generated 1n the apparatus 10 and transmitted from it.

Signals to and from the cameras 28, 29 pass through an
image/video processor 44 which encodes and decodes the
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various 1mage frames. A separate audio processor 46 may
also be present controlling signals to and from the speakers
34 and the microphone 24. The graphical display interface
20 1s refreshed from a frame memory 48 as controlled by a
user interface chip 50 which may process signals to and from
the display interface 20 and/or additionally process user
inputs from the keypad 22 and elsewhere.

Certain embodiments of the UE 10 may also include one
or more secondary radios such as a wireless local area
network radio WLAN 37 and a Bluetooth® radio 39, which
may incorporate an antenna on-chip or be coupled to an
ofl-chip antenna. Certain embodiments may also include a

car field communications (NFC) chip 51 configured for
connecting with another device. Throughout the apparatus
are various memories such as random access memory RAM
43, read only memory ROM 45, and in some embodiments
removable memory such as the 1llustrated memory card 47.
The various programs 10C are stored in one or more of these
memories. All of these components within the UE 10 are
normally powered by a portable power supply such as a
battery 49.

The aforesaid processors 38, 40, 42, 44, 46, 50, if embod-
ied as separate entities 1n a UE 10 or eNB 12, may operate
in a slave relationship to the main processor 10A, 12A,
which may then be 1n a master relationship to them. It should
be noted that various exemplary embodiments of the inven-
tion may be disposed across various chips and memories as
shown or disposed within another processor that combines
some of the functions described above for FIG. 4. Any or all
of these various processors of FIG. 4 access one or more of
the various memories, which may be on-chip with the
processor or separate therefrom. Similar function-specific
components that are directed toward communications over a
network broader than a piconet (e.g., components 36, 38, 40,
42-45 and 47) may also be disposed 1n exemplary embodi-
ments of the access node 12, which may have an array of
tower-mounted antennas rather than the two shown at FIG.
4.

Note that the various chips (e.g., 38, 40, 42, etc.) that were
described above may be combined into a fewer number than
described and, 1n a most compact case, may all be embodied
physically within a single chip.

Referring now also to FIG. 5 there 1s shown a privacy
server 60. The privacy server 60 1s configured to be con-
nected to the device 10 via a network 62, such as the internet.
The connection between the network 62 and the device 10
may be provided through a link 64. According to some
embodiments ol the mnvention, the link may include a
wireless link, such as the wireless link 11. According to
some embodiments of the invention, the link may include a
wireless link configured to be connected to a wireless data
network, such as a Wi-F1 network, for example. According,
to some embodiments of the invention, the link may include
a wired link, such as through a direct cable connection,
configured to be connected to the internet. The server 60
includes a processor 66 and a memory 68 similar to the
processor 10A and the memory 10B. The privacy server may
turther include any suitable type of features as known in the
art.

Based on the foregoing 1t should be apparent that the
exemplary embodiments of this invention provide a method,
apparatus and computer program(s) to provide a privacy
protection system that can provide settings for a social
network and also use face recognition technology to identify
faces 1 1mages uploaded on to the social network.

According to various exemplary embodiments of the
invention, the privacy protection system provides for the
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6

privacy protection of an individual, wherein, for example, a
person’s willingness to be photographed i1s checked or
verified before data 1s uploaded to a social network.

The privacy protection system allows for a user of a social
network to provide privacy protection 1in 1images by giving
the user an option of not appearing on photographs. Refer-
ring now also to FIG. 6, the privacy protection system
provides the user with an option of not appearing on
photographs (at block 102). The options given to the user
may be, for example: a) Appear on Friend’s Photographs
Yes/No; b) Appear on Stranger’s Photographs Yes/No. The
option provides for the user to select a privacy status that
will be reflected 1n the social network. For example, a
‘Innend’ may be a person on the user’s list of known persons,
and a ‘stranger’ may be a person that 1s not on the list of the
user’s known persons. However, 1t should be noted that
according to various exemplary embodiments, the privacy
status may be provided for other lists of people on the social
network, such as a ‘work friends’ list, or a ‘family friends’
list, for example. In the above example, a default could be
set 1n the privacy protection system that the ‘Appear on
Friend’s Photographs’ privacy status could be set to ‘Yes’,
and the ‘Appear on Stranger’s Photographs’ privacy status
could be set to ‘No’. However, 1n alternate embodiments,
any default settings may be provided. With the privacy status
set, the user may or may not appear 1n a friend’s/stranger’s
photograph according to the chosen option (Yes/No).

At block 104, the user preference of the privacy status 1s
transmitted to all devices belonging to ‘friends’ of the user.
According to some embodiments of the invention, the pri-
vacy protection system transmits the user preference from
the user’s device to the friends’ devices.

In some other embodiments of the invention, the privacy
protection system transmits the user preference from the
user’s device to the social network, and the ‘friends’ devices
are updated with the corresponding user preference when a
connection to the social network 1s established.

At block 106, 11 a ‘friend’ of the user takes a photograph
of the user, and the user setting 1 a) was ‘No’, then the
user’s face 1n the image 1s blurred or masked (or obscured)
to become unrecognizable. The ‘blurring” may be provided
locally on the ‘friends’ device when the picture 1s taken, for
example when the privacy protection system transmits the
user preference from the user’s device to the friends devices.
Or the ‘blurring’ may be provided when the ‘friend’ uploads
the picture or image to the social network, as the user
preference of the privacy status 1s available on the social
network. Otherwise, 1f the ‘iriend’ of the user takes a
photograph of the user, and the user setting in a) was ‘Yes’,
then the face would be visible on the photograph.

At block 108, 1f a ‘stranger’ takes the user’s photograph,
then the face 1s automatically blurred on the device. Accord-
ing to some embodiments of the mvention, the automatic
blurring may be provided, for example when the user gives
permission to the °‘stranger’ for taking his photograph.
According to some embodiments of the invention, this
permission could be done by a ‘NFC shake’. Where the user
can give permission for taking his/her photograph to a
stranger for a specified time period using a short-mid range
radio communication, such as near field communication
(NFC) tags, for example, for transmitting face vectors of the
user. For example, devices are brought close together, and
the ‘stranger’s’ device 1s updated with face vectors of the
user. This will give the ‘stranger’ the opportumity to take
photographs of the user for a specified time. According to
some embodiments, the time could be specified by the user
in the privacy status setting. Alternatively, the ‘permission’
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could be provided through social networking site. For
example, 1f the user searches for the ‘stranger’s’ profile, and
allows the stranger to take photographs/images of the user,
where face vectors are transmitted with the specified time.

According to various exemplary embodiments of the
invention, the privacy server 60 stores a list of the friends or
contacts for the user of the device 10. The privacy server 60
may further include the privacy status/setting of images for
each of the friends or contacts on the list. Furthermore, the
privacy server 60 may further comprise the face vectors (or
tace feature vectors) for each of the friends or contacts on
the list. The privacy protection system 1s configured to
communicate with the privacy server in order to provide a
synchronization of the friends/contact list, the privacy set-
ting, and/or the face vectors between the device 10 and the
server 60. For example, when one of the friends/contacts on
the list changes the privacy setting, the change is retlected on
the privacy server 60 and then updated on the device 10 after
a synchromization 1s performed. Alternatively, 11 a face 1s
recognized in an 1mage, then the device 10 can communicate
with the server 60 to verily the privacy status of the person.
Additionally, 11 the user of the device 10 adds a contact on
the device 10, then this 1s updated on the server 60 when a

synchronization 1s performed and the server 60 further sends
the privacy setting and/or the face feature vector to the
device 10.

Additionally, 1t should be noted that the face recognition
can also be performed with embodiments where the device
10 1s a personal computer or a laptop computer where, for
example, software (such as Zune software) can be used to
recognize the face of the person in the image. Once the face
1s recognized the privacy status of the person is verified on
with the profile information on the device. Additionally, the
privacy server 60 1s configured to perform similar function-
ality wherein the face recognition 1s performed on the
privacy server 60 and then the device i1s updated when a
synchronization 1s performed.

According to various exemplary embodiments of the
invention, the connection and synchromization between the
privacy protection system and the privacy server allow for
superseding (or overriding), temporarily or for a certain
duration, the privacy setting so that the user of the device
may take an 1mage of the person that will not be modified
(such as by blurring, for example).

While various embodiments have been described above in
connection with ‘face vectors’, one skilled 1in the art will
appreciate that the various embodiments are not necessarily
so lmmited and that any other suitable face recognition
method may be provided.

According to some other embodiments of the invention,
when the ‘stranger’ takes the user’s photograph and uploads
the user’s 1mage to the social network, then the face of the
user 1s automatically blurred as the privacy protection sys-
tem has provided the user’s privacy status user setting and/or
the face vector (or other face recognition method/technol-
ogy) to the social network to that any images uploaded by
strangers are analyzed for the user’s face, and once the
user’s face 1s recognized, the portion of the image which
includes the face of the user 1s ‘blurred’. Additionally, even
if a ‘Iniend’ of the user takes a photograph of the user and
uploads the image to the social network, then the face of the
user 1s blurred/visible based on selected option.

Further, 11 the user’s photograph 1s taken 1n a crowd (such
as 11 the user 1s at a rally, or the theatre, for example) the face
of the user 1s automatically blurred even when clicked by a
friend.
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It should also be noted that 1t 1s possible that the user also
agrees to be photographed by the ‘stranger’, and then with
the corresponding settings in the privacy status, the face of
the user in the image taken by the ‘stranger’ would be
visible.

FIG. 7 illustrates a method 200. The method 200 1includes
capturing an 1image with a camera of a device (at block 202).
Analyzing the 1image to determine a person 1n the image (at
block 204). Determining a privacy status of the person (at
block 206). Modifying a portion of the image based, at least
partially, on the determined privacy status of the person (at
block 208). It should be noted that the illustration of a
particular order of the blocks does not necessarily imply that
there 1s a required or preferred order for the blocks and the
order and arrangement of the blocks may be varied. Fur-
thermore 1t may be possible for some blocks to be omitted.

FIG. 8 illustrates a method 300. The method 300 1includes
capturing an image with a camera of a device (at block 302).
Analyzing the 1image to determine a person 1n the image (at
block 304). Determining a relationship status of the person
(at block 306). Modilying a portion of the image based, at
least partially, on the determined relationship status of the
person (at block 308). It should be noted that the 1llustration
of a particular order of the blocks does not necessarily imply
that there 1s a required or preferred order for the blocks and
the order and arrangement of the blocks may be varied.
Furthermore 1t may be possible for some blocks to be
omitted.

FIG. 9 1llustrates a method 400. The method 400 1ncludes
analyzing an image to determine a person in the image (at
block 402). Determining a relationship status of the person
(at block 404). Superseding a privacy status of the person
based, at least partially, on the relationship status of the
person or an authorization by the person (at block 406). It
should be noted that the 1llustration of a particular order of
the blocks does not necessarily imply that there 1s a required
or preferred order for the blocks and the order and arrange-
ment of the blocks may be varied. Furthermore 1t may be
possible for some blocks to be omatted.

According to various exemplary embodiments of the
invention, when the user of the device captures an 1mage, the
privacy protection system 1s configured to analyze the image
to determine a person in the image (such as by face recog-
nition technology, for example). The privacy protection
system 1s configured to determine a relationship status of the
person. The relationship status may be ‘friend’, ‘family’, or
‘acquaintance’, for recognized persons. The relationship
status may be ‘stranger’, ‘unknown’, or ‘not known’, for
persons not recognized. In the event that the person 1n the
image 15 not recognized (and considered a stranger, or
unknown, for example), the person’s face 1s automatically
blurred. In some embodiments of the invention, the person
in the 1mage 1s not recognized after the image 1s analyzed
due to the person not being present 1n the contact list of the
user (wherein, for example, the user’s contact list imncludes
information to compare with the image, such as an image of
the person, face vectors corresponding to the person, any
suitable facial recognition data, or any other suitable recog-
nition data). In some other embodiments of the invention,
the person 1n the 1image 1s not recognized aiter the 1image 1s
analyzed due to the person not being on a friend list 1n a
social networking site (wherein, for example, the person’s
profile in the social networking web site includes informa-
tion to compare with the image, such as an 1mage of the
person, face vectors corresponding to the person, any suit-
able facial recognition data, or any other suitable recognition
data). In the event that the person in the image 1s recognized
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(and considered a Iriend, or known person, or a family
member, for example), and the person’s privacy setting/
status 1s set to ‘privacy’ or ‘privacy on’ for example, then the
person’s face would be automatically blurred. In the event
that the person 1n the 1image 1s recognized (and considered a
friend, or known person, or a family member, for example),
and the person’s privacy setting/status 1s set to ‘public’ or
‘privacy ofl” for example, then the person’s face would be
shown 1n the 1image.

Referring now also to FI1G. 10, the relationship status and
privacy status/setting may be checked by the privacy pro-
tection system of the device or the privacy server (or a
combination of both the privacy protection system and the
privacy server) wherein the image 1s processed/analyzed for
face recognition, such as by using face feature vectors, for
example (at block 502). After the face recognition 1s per-
formed, the privacy protection system and/or the privacy
server compare the results with the users contacts/friends
list, to determine 1f the person in the image 1s known or
unknown (at block 504). If the person 1s known, then the
privacy status/setting in the person’s profile of the contacts/
friends list can be checked or verified for a selection of
‘privacy on’ or ‘privacy ofl” (at block 506). If the person 1s
unknown, then the privacy status/setting may be a default
setting (such as ‘privacy on’, for example) (at block 508). In
some embodiments of the invention, 1f the unknown person
1S not on the user’s {friends list, but 1s a member of a social
network common to the user, then there may be an additional
option set by the person for the privacy status/setting.

According to various exemplary embodiments of the
invention, the privacy setting/status could be superseded for
some time, through NFC, or through an outlook calendar
event/invitation function (or any other sutable calendar
function, for example). For example, if a person sends an
clectronic birthday invitation to be stored in a calendar
application to invite friends to a party, the outlook calendar
event/invitation sent by the user may have a privacy setting
(or the calendar application may have a privacy setting/
status for all invitations) which enables the user of the device
to take pictures of all the persons mvited in the calendar
event/invitation (wherein the setting in the calendar event/
invitation overrides any other privacy setting). Additionally,
in some embodiments of the invention, the person receiving
the calendar 1s provided an option to accept the calendar
with/without the privacy setting. This can, for example,
ensure that people 1n the mnvited group can take pictures of
cach other.

FIG. 11 1illustrates a method 600. The method 600
includes defining a first privacy setting related to a user (at
block 602). Communicating the first privacy setting using a
first radio communication network to a server, such as an
LTE network, for example (at block 604). Storing the first
privacy setting related to the user on the server (at block
606). Applying the first privacy setting when analyzing an
image to determine the user in the image (at block 608).
Determining to apply a second privacy setting related to the
user (at block 610). Defiming the second privacy setting
related to the user and communicating (or sending) the
second privacy setting to another device of a second user
using a second radio communication network, such as an
NFC or Bluetooth network, for example (at block 612). In
response to sending (or communicating) the second privacy
setting to the another device of the second user, applying the
second privacy setting and overriding the {first privacy
setting for a predetermined time (at block 614). It should be
noted that the 1llustration of a particular order of the blocks
does not necessarily imply that there 1s a required or
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preferred order for the blocks and the order and arrangement
of the blocks may be varied. Furthermore 1t may be possible
for some blocks to be omatted.

According to various exemplary embodiments of the
invention, the privacy protection feature provides for use
cases where two ‘strangers’ meet and want to take a photo
without blurring (or otherwise moditying) each other’s faces
in the 1image. Various exemplary embodiments of the inven-
tion also provide for use cases where the permanent settings
in the privacy server indicate “familiarity”, but the users just
want to blur (or otherwise modily) faces for a predetermined
time. For example, if {riends are together 1n a social setting,
and a ‘party’ atmosphere ensues where for example the user
may not want to be 1dentified 1n a picture(s), as the picture(s)
may not portray the user in a professional manner, then the
user may choose to blur or modity the image(s) taken during
the social event so that he/she may not be 1dentified.

According to various exemplary embodiments of the
invention, the privacy setting(s) in the privacy server are not
changed. For example, 1f the setting(s) 1s superseded or
overridden by the short-mid range radio communication
(such as NFC or Bluetooth, for example), then this just
“disables” the function of the server privacy policy for a
predetermined time. This provides for two systems for
defining the privacy settings wherein the privacy server
defines the privacy settings (which can be changed we the
user changes his/her profile, however profile changes are
generally used for long term [or non-temporary]| settings),
where these settings are valid all the time, excluding those
times when the user decides to disable the settings using
NFC or Bluetooth communications to override the settings
for some predetermined short time.

Without 1n any way limiting the scope, interpretation, or
application of the claims appearing below, a technical effect
of one or more of the example embodiments disclosed
herein 1s providing privacy protection 1in 1images by giving
users an option of not appearing on photographs. Another
technical effect of one or more of the example embodiments
disclosed herein 1s that a user may or may not appear 1n a
friend’s/stranger’s photograph according to the chosen
option. Another technical eflect of one or more of the
example embodiments disclosed herein 1s that the user’s
face will not be visible or will be blurred/masked when the
chosen option 1s ‘NO’. Another technical effect of one or
more of the example embodiments disclosed herein 1s 11 a
stranger tries to upload a photograph of the user, probably
taken from another device, the user’s face 1s blurred.
Another technical eflect of one or more of the example
embodiments disclosed herein 1s that a user can, just before
going to a rally, change his settings. This ensures that the
user becomes ‘invisible’ or unrecognizable 1 any photo-
graphs taken in the crowd. So, even if the user’s ‘ifriend’ 1s
taking a photograph, the user will not be visible (or recog-
nizable) 1n 1t, as the user’s face will be blurred.

Another technical effect of one or more of the example
embodiments disclosed herein 1s that the user’s privacy 1is
protected with the privacy protection system, as the user will
not appear 1n any image where he does not mtend to. Even
though, in some embodiments, the 1mage processing may
become a little cumbersome to take photos, for example to
provide the suitable type of blurring as to not spoil the
photographs, the added benefit of privacy protection pro-
vides significant advantages. Another technical eflect of one
or more of the example embodiments disclosed herein 1s that
the privacy of a person (such as the user) 1s respected and his
photographs are not published on the web accidently.
Another technical eflect of one or more of the example
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embodiments disclosed herein 1s when two strangers meet
and want to take a photo of each other, superseding the
privacy setting stored on the server temporarily for a pre-
determined 1s possible using NFC.

Another technical effect of one or more of the example
embodiments disclosed herein 1s that users can avoid being
‘tricked’ 1into posting 1images onto the social networks as, it
1s very easy to download images being shared publicly on
the network, and the 1mages can be morphed easily. Another
technical efiect of one or more of the example embodiments
disclosed herein 1s that a user can feel safe that his/her
identity 1s not known when 1mages are taken at rally, and
posted on the social network. Another technical effect of one
or more of the example embodiments disclosed herein 1s that
a user can avoid being captured in an 1image where he/she
‘accidently’ appears in them, such as when the user 1s
passing through a street where these images could be
uploaded onto social media/internet (and user privacy could
be compromised [accidently], and he/she may not have
wanted to disclose his location 1n any way).

In general, the various exemplary embodiments may be
implemented 1n hardware or special purpose circuits, soit-
ware, logic or any combination thereof. For example, some
aspects may be implemented in hardware, while other
aspects may be implemented 1n firmware or software which
may be executed by a controller, microprocessor or other
computing device, although the imvention 1s not limited
thereto. While various aspects of the exemplary embodi-
ments of this invention may be illustrated and described as
block diagrams, flow charts, or using some other pictorial
representation, 1t 1s well understood that these blocks, appa-
ratus, systems, techniques or methods described herein may
be implemented in, as nonlimiting examples, hardware,
soltware, firmware, special purpose circuits or logic, general
purpose hardware or controller or other computing devices,
or some combination thereof.

It should thus be appreciated that at least some aspects of
the exemplary embodiments of the inventions may be prac-
ticed 1n various components such as itegrated circuit chips
and modules, and that the exemplary embodiments of this
invention may be realized in an apparatus that 1s embodied
as an integrated circuit. The integrated circuit, or circuits,
may comprise circuitry (as well as possibly firmware) for
embodying at least one or more of a data processor or data
processors, a digital signal processor or processors, base-
band circuitry and radio frequency circuitry that are con-
figurable so as to operate 1n accordance with the exemplary
embodiments of this invention.

Various modifications and adaptations to the foregoing
exemplary embodiments of this invention may become
apparent to those skilled 1n the relevant arts 1n view of the
foregoing description, when read in conjunction with the
accompanying drawings. However, any and all modifica-
tions will still fall within the scope of the non-limiting and
exemplary embodiments of this invention.

For example, while the exemplary embodiments have

been described above in the context of the EUTRAN
(UTRAN-LTE) system, i1t should be appreciated that the
exemplary embodiments of this invention are not limited for
use with only this one particular type of wireless commu-
nication system, and that they may be used to advantage in
other wireless communication systems such as for example
(WLAN, UTRAN, GSM as appropriate).

It should be noted that the terms “connected,” “coupled,”
or any variant thereof, mean any connection or coupling,
either direct or indirect, between two or more elements, and
may encompass the presence of one or more intermediate
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clements between two elements that are “connected” or
“coupled” together. The coupling or connection between the
clements can be physical, logical, or a combination thereof.
As employed herein two elements may be considered to be
“connected” or “coupled” together by the use of one or more
wires, cables and/or printed electrical connections, as well as
by the use of electromagnetic energy, such as electromag-
netic energy having wavelengths in the radio frequency
region, the microwave region and the optical (both visible
and 1nvisible) region, as several non-limiting and non-
exhaustive examples.

As used 1n this application, the term ‘circuitry’ refers to all
of the following: (a) hardware-only circuit implementations
(such as mmplementations 1n only analog and/or digital
circuitry) and (b) to combinations of circuits and software
(and/or firmware), such as (as applicable): (1) to a combi-
nation of processor(s) or (1) to portions of processor(s)/
software (including digital signal processor(s)), software,
and memory(ies) that work together to cause an apparatus,
such as a mobile phone or server, to perform various
functions) and (c) to circuits, such as a microprocessor(s) or
a portion of a microprocessor(s), that require software or
firmware for operation, even 1f the software or firmware 1s
not physically present.

This definition of ‘circuitry’ applies to all uses of this term
in this application, including 1in any claims. As a further
example, as used 1n this application, the term “circuitry”™
would also cover an implementation of merely a processor
(or multiple processors) or portion of a processor and 1ts (or
their) accompanying software and/or firmware. The term
“circuitry” would also cover, for example and 11 applicable
to the particular claim element, a baseband integrated circuit
or applications processor integrated circuit for a mobile
phone or a similar integrated circuit 1n server, a cellular
network device, or other network device.

Below are provided further descriptions of various non-
limiting, exemplary embodiments. The below-described
exemplary embodiments may be practiced in conjunction
with one or more other aspects or exemplary embodiments.
That 1s, the exemplary embodiments of the invention, such
as those described immediately below, may be implemented,
practiced or utilized 1n any combination (e.g., any combi-
nation that 1s suitable, practicable and/or feasible) and are
not limited only to those combinations described herein
and/or mcluded in the appended claims.

In one exemplary embodiment, a method comprising
capturing an image with a camera of a device; analyzing the
image to determine a person in the image; determiming a
privacy status of the person; and modifying a portion of the
image based, at least partially, on the determined privacy
status of the person.

In another exemplary embodiment, a method comprising
capturing an 1mage with a camera of a device; analyzing the
image to determine a person in the image; determining a
relationship status of the person; and modifying a portion of
the 1image based, at least partially, on the determined rela-
tionship status of the person.

The method as above wherein the determining the rela-
tionship status of the person comprises determining if the
person 1s a known person or an unknown person.

The method as above wherein the determining comprises
determining a privacy status of the person, and wherein the
moditying comprises modifying the portion of the image
based, at least partially, on the determined privacy status of
the person.
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The method as above, wherein the analyzing further
comprises analyzing the image to determine a face of the
person 1n the image.

The method as above, wherein the modifying further
comprises blurring a portion of the image.

The method as above, wherein the person 1s not recog-
nizable 1n the image after the portion of the image 1s
modified.

The method as above, comprising determining if the
person 1s a known person or an unknown person 1n a social
network.

The method as above, wherein the privacy status is set by
the person.

An apparatus configured to perform the method as above.

A method substantially as herein described and illustrated
in the accompanying drawings.

An apparatus substantially as herein described and 1llus-
trated 1n the accompanying drawings.

A computer program product comprising program

instructions to perform the method as above.

In another exemplary embodiment, an apparatus, com-
prising: a camera; at least one processor; and at least one
memory including computer program code, the at least one
memory and the computer program code configured to, with
the at least one processor, cause the apparatus to perform at
least the following: analyze an image captured by the
camera; determine a person in the image; determine a
privacy status of the person; and modify a portion of the
image based, at least partially, on the determined privacy
status of the person. In another exemplary embodiment, a
computer program product comprising a computer-readable
medium bearing computer program code embodied therein
for use with a computer, the computer program code com-
prising: code for analyzing an 1image captured by a camera;
code for determining a person in the image; code for
determining a privacy status of the person; and code for
moditying a portion of the image based, at least partially, on
the determined privacy status of the person.

In another exemplary embodiment, a method comprising:
analyzing an image to determine a person in the image;
determining a relationship status of the person; and super-
seding a privacy status of the person based, at least partially,
on the relationship status of the person or an authorization by
the person.

The method as above wherein the determining the rela-
tionship status of the person comprises determining if the
person 1s a known person or an unknown person.

The method as above wherein the privacy status com-
prises a setting set by the person when person 1s a known
person.

The method as above wherein the privacy status com-
prises a default setting when the person 1s an unknown
person.

The method as above wherein the superseding comprises
superseding the privacy status for a predetermined amount
of time, wherein after the predetermined amount of time a
portion of the image 1s blurred.

The method as above wherein the authorization by the
person 1s provided by a short-mid range radio communica-
tion.

An apparatus configured to perform the method above.

The method as above substantially and as herein
described and illustrated 1in the accompanying drawings.

An apparatus substantially as herein described and 1llus-
trated in the accompanying drawings.

A computer program product comprising program
istructions to perform the method above.
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In another exemplary embodiment, a method comprising:
defining a first privacy setting related to a user; communi-
cating the first privacy setting using a first radio communi-
cation network to a server; storing the first privacy setting
related to the user on the server; applying the first privacy
setting when analyzing an 1image to determine the user 1n the
image; determining to apply a second privacy setting related
to the user; and defimng the second privacy setting related
to the user and communicating (or sending) the second
privacy setting to another device of a second user using a
second radio communication network.

The method as above wherein 1n response to sending (or
communicating) the second privacy setting to the another
device of the second user, applying the second privacy
setting and overriding the first privacy setting for a prede-
termined time.

The method as above wherein after the predetermined
time a portion of the image 1s blurred. The method as above
wherein the first radio communication network comprises a
long term evolution (LTE) network.

The method as above wherein the second radio commu-
nication network comprises a near field communications
(NFC) network.

The method as above wherein the second radio commu-
nication network comprises a Bluetooth network.

An apparatus configured to perform the method above.

The method as above substantially and as herein
described and 1llustrated in the accompanying drawings.

An apparatus substantially as herein described and 1llus-
trated 1n the accompanying drawings. A computer program
product comprising program instructions to perform the
method above. If desired, the different functions discussed
herein may be performed 1n a different order and/or con-
currently with each other. Furthermore, if desired, one or
more of the above-described functions may be optional or
may be combined.

Although various aspects of the invention are set out 1n
the independent claims, other aspects of the invention com-
prise other combinations of features from the described
embodiments and/or the dependent claims with the features
of the independent claims, and not solely the combinations
explicitly set out 1n the claims.

It should be understood that the foregoing description 1s
only illustrative of the invention. Various alternatives and
modifications can be devised by those skilled in the art
without departing from the invention. Accordingly, the
invention 1s intended to embrace all such alternatives, modi-
fications and variances which fall within the scope of the
appended claims.

I claim:

1. A method comprising:

defining a first privacy setting related to a user, wherein
the first privacy setting 1s determined by the user;
communicating the first privacy setting using a first
radio communication network to a server;

storing the first privacy setting related to the user on the
Server;

applying the first privacy setting when analyzing an 1mage
to determine the user i1n the 1mage;

determining to apply a second privacy setting related to
the user, wherein the second privacy setting 1s deter-
mined by the user; and

defining the second privacy setting related to the user and
communicating the second privacy setting to another
device of a second user using a second radio commu-
nication network,
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wherein the second privacy setting determines how the
image or another image of the user 1s accessible from
the another device of the second user while overriding
the first privacy setting for a period of time.

2. A method as claimed 1n claim 1 wherein 1n response to
communicating the second privacy setting to the another
device of the second user, applying the second privacy
setting and overriding the first privacy setting for a prede-
termined time.

3. A method as claimed in claim 2 wherein after the
predetermined time a portion of the image 1s blurred.

4. A method as claimed 1n claim 1 wherein the first radio

communication network comprises a long term evolution
(LTE) network.

5. A method as claimed 1n claim 1 wherein the second
radio communication network comprises a near field com-
munications (NFC) network.

6. A method as claimed in claim 1 wherein the second
radio communication network comprises a Bluetooth net-
work.

7. An apparatus comprising: at least one processor; and at
least one memory including computer program code for one
or more programs, the at least one memory and the computer
program code configured to, with the at least one processor,
cause the apparatus to perform at least the following,

define a first privacy setting related to a user;

communicate the first privacy setting using a {first radio
communication network to a server;

store the first privacy setting related to the user on the

Server;

apply the first privacy setting when analyzing an 1image to

determine the user in the 1mage;

determine to apply a second privacy setting related to the

user; and

define the second privacy setting related to the user and

communicating the second privacy setting to another
device of a second user using a second radio commu-
nication network,

wherein the second privacy setting determines how the

image or another image of the user 1s accessible from
the another device of the second user while overriding
the first privacy setting for a period of time.

8. An apparatus as claimed 1n claim 7 wherein 1n response
to communicate the second privacy setting to the another
device of the second user, the apparatus 1s further caused to
apply the second privacy setting and to override the first
privacy setting for a predetermined time.

9. An apparatus as claimed in claim 8 wherein atfter the
predetermined time a portion of the image 1s blurred.
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10. An apparatus as claimed in claim 7 wherein the first
radio communication network comprises a long term evo-

lution (L'TE) network.

11. An apparatus as claimed in claim 7 wherein the second
radio communication network comprises a near field com-
munications (NFC) network.

12. An apparatus as claimed 1n claim 7 wherein the second
radio communication network comprises a Bluetooth net-
work.

13. A computer program product comprising a non-
transitory computer readable storage medium having com-
puter-readable code embodied thereon, the computer-read-
able code executable by an apparatus and causing the
apparatus, 1n response to the execution of the computer-
readable code, causing the apparatus to perform at least the
following;:

define a first privacy setting related to a user;

communicate the first privacy setting using a first radio

communication network to a server;

store the first privacy setting related to the user on the

Server;
apply the first privacy setting when analyzing an 1image to
determine the user in the 1image;

determine to apply a second privacy setting related to the

user; and

define the second privacy setting related to the user and

communicating the second privacy setting to another
device of a second user using a second radio commu-
nication network, wherein the second privacy setting
determines how the 1mage or another image of the user
1s accessible from the another device of the second user
while overriding the first privacy setting for a period of
time.

14. A computer program product as claimed 1n claim 13
wherein 1n response to communicate the second privacy
setting to the another device of the second user, the program
instructions further apply the second privacy setting and
override the first privacy setting for a predetermined time.

15. A computer program product as claimed 1n claim 14
wherein after the predetermined time a portion of the image
1s blurred.

16. A computer program product as claimed 1n claim 13
wherein the first radio communication network comprises a
long term evolution (LTE) network.

17. A computer program product as claimed 1n claim 13
wherein the second radio communication network com-
prises a near field communications (NFC) network.

18. A computer program product as claimed 1n claim 13
wherein the second radio communication network com-
prises a Bluetooth network.
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