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METHOD AND APPARATUS FOR
IMPLEMENTING COMMUNICATION
BETWEEN VIRTUAL MACHINES

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of U.S. patent applica-
tion Ser. No. 14/738.,341 filed on Jun. 12, 2015, which 1s a
continuation of International Application No. PCT/CN2014/
079949, filed on Jun. 16, 2014, which claims priority to
Application No. PCT/CN2013/091202, filed on Dec. 31,
2013, all of which are hereby incorporated by reference 1n
their entireties.

TECHNICAL FIELD

Embodiments of the present invention relate to the field of
network communication, and in particular, to a method and
an apparatus for implementing communication between
virtual machines.

BACKGROUND

In the prior art, a virtual extensible local area network
(VXLAN) technology 1s used to extend network virtualiza-
tion so as to obtain a suilicient quantity of virtual networks
for users.

Virtual machines (VM) of multiple virtual networks may
run in each data center. When communicating with a VM of
another data center, a VM of a data center may send a
broadcast Address Resolution Protocol (ARP) request to a
first-hop router to acquire a MAC address of a destination
gateway 1n a broadcast manner, and the ARP request 1s then
broadcast to each VM. After the MAC address of the
destination gateway 1s acquired, a packet 1s sent to a router
of each data center by using the MAC address of the
destination gateway, and then arrives at a destination VM,
thereby 1mplementing communication between the VMs.
However, in this manner of ARP broadcasting to each VM,
a large amount of transmission bandwidth 1s occupied; 1n
addition, a packet can arrive at a destination VM only by
passing through the router of each data center, which results
in serious roundabout routing among data centers.

SUMMARY

Embodiments of the present invention propose a method
and an apparatus for implementing communication between
virtual machines, so as to reduce transmission bandwidth
occupied by packet broadcasting, and alleviate roundabout
routing of a packet among data centers.

According to a first aspect, an embodiment of the present
invention proposes a method for implementing communi-
cation between virtual machines, applied to a system 1nclud-
ing at least a first virtual machine and a second virtual
machine, where the first virtual machine 1s located 1n a first
subnet of a first data center and communicates with a first
switch, the second virtual machine 1s located 1n a second
subnet and communicates with a second switch, and the first
switch may be the same as or may be different from the
second switch. The method includes: receiving, by the first
switch, an Address Resolution Protocol (ARP) request from
the first virtual machine, where the ARP request carries an
IP address of a destination gateway; forwarding, by the first
switch, the ARP request to a software defined network
(SDN) controller of the first data center; receiving, by the
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2

first switch, an ARP response from the SDN controller,
where the ARP response carries a Media Access Control
(MAC) address of the destination gateway; acquiring, by the
first switch according to the MAC address of the destination
gateway, virtual extensible local area network tunnel end
pomnt (VTEP) information corresponding to the MAC
address of the destination gateway, where a router corre-
sponding to the VTEP information 1s located in the first data
center; and sending, by the first switch according to the
VTEP mformation, an IP packet to the router corresponding
to the VTEP information, so that the router corresponding to
the VTEP information sends the IP packet to the second
virtual machine through a tunnel between the router and the
second switch.

With reference to the first aspect, 1n a first possible
implementation manner, the acquiring, by the first switch
according to the MAC address of the destination gateway,
VTEP information corresponding to the MAC address of the
destination gateway specifically includes: sending, by the
first switch, a request to the SDN controller to request to
acquire the VTEP information corresponding to the MAC
address of the destination gateway; and receiving the VIEP
information that 1s sent by the SDN controller and 1is
corresponding to the MAC address of the destination gate-
way.

With reference to the first aspect, in a second possible
implementation manner, the acquiring, by the first switch
according to the MAC address of the destination gateway,
VTEP information corresponding to the MAC address of the
destination gateway specifically includes: querying, by the
first switch, a locally stored flow table according to the MAC
address of the destination gateway, and acquiring the VIEP
information corresponding to the MAC address of the des-
tination gateway.

With reference to the second possible implementation
manner of the first aspect, 1n a third possible implementation
manner, the querying, by the first switch, a locally stored
flow table, and acquiring the VTEP information correspond-
ing to the MAC address of the destination gateway specifi-
cally includes:

when the first switch queries the locally stored tlow table
according to the MAC address of the destination gateway
and acquires two or more pieces of VIEP information, using
VTEP information of the router located in the first data
center as the VITEP mnformation corresponding to the MAC
address of the destination gateway.

With reference to the third possible implementation man-
ner of the first aspect, 1n a fourth possible implementation
manner, when the first switch queries the locally stored flow
table according to the MAC address of the destination
gateway and acquires two or more pieces of VIEP infor-
mation of routers located in the first data center, the first
switch selects the VIEP information corresponding to the
MAC address of the destination gateway according to at
least one of the following: load of a router and a scheduling
policy.

With reference to the first aspect, or any one of the first to
fourth possible implementation manners of the first aspect,
in a {ifth possible implementation manner, the sending, by
the first switch according to the VIEP information, an IP
packet to the router corresponding to the VIEP information,
so that the router corresponding to the VTEP information
sends the IP packet to the second virtual machine through a
tunnel between the router and the second switch specifically
includes:

performing, by the first switch, virtual extensible local
area network (VXLAN) encapsulation on an IP packet
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recetved from the first virtual machine, where a destination
IP address of the VXLAN encapsulation 1s the acquired
VTEP information, a virtual network identifier (VINI) 1s an
identifier of the first subnet, and a destination MAC address
of the IP packet 1s the MAC address of the destination
gateway;

changing, by the router corresponding to the VTEP 1nifor-
mation, the destination IP address to an IP address of the

second switch, the VNI to an 1dentifier of the second subnet,
and the destination MAC address to a MAC address of the
second virtual machine; and sending, to the second switch,
the IP packet whose VXL AN encapsulation 1s changed; and

after the second switch performs VXLAN decapsulation
on the received IP packet whose VXLAN encapsulation 1s
changed, sending the IP packet to the second wvirtual
machine.

According to a second aspect, an embodiment of the
present mnvention proposes a method for implementing com-
munication between virtual machines, applied to a system
including at least a first virtual machine and a second virtual
machine, where the first virtual machine 1s located 1n a first
subnet of a first data center and communicates with a first
switch, the second virtual machine 1s located 1n a second
subnet and communicates with a second switch, and the first
switch may be the same as or may be different from the
second switch. The method includes: receiving, by a soift-
ware defined network (SDN) controller of the first data
center, an Address Resolution Protocol (ARP) request from
the first switch, where the ARP request carries an IP address
of a destination gateway; acquiring, by the SDN controller,
a Media Access Control (MAC) address of the destination
gateway according to the IP address of the destination
gateway; and sending an ARP response to the first switch,
where the ARP response carries the MAC address of the
destination gateway, so that the first switch acquires, accord-
ing to the MAC address of the destination gateway, virtual
extensible local area network tunnel end pomnt (VIEP)
information corresponding to the MAC address of the des-
tination gateway, where a router corresponding to the VIEP
information 1s located 1n the first data center, so that the
router corresponding to the VIEP information sends an IP
packet to the second virtual machine through a tunnel
between the router and the second switch.

With reference to the second aspect, 1n a first possible
implementation manner, the SDN controller receives a
request sent by the first switch to request to acquire the
VTEP mformation corresponding to the MAC address of the
destination gateway; and

the SDN controller queries a locally stored flow table
according to the MAC address of the destination gateway,
acquires the VTEP information corresponding to the MAC
address of the destination gateway, and returns the VIEP
information corresponding to the MAC address of the des-
tination gateway to the first switch.

With reference to the first possible implementation man-
ner of the second aspect, in a second possible implementa-
tion manner, the querying, by the SDN controller, a locally
stored tlow table and acquiring the VITEP information cor-
responding to the MAC address of the destination gateway
specifically includes:

when the SDN controller quenies the locally stored flow
table according to the MAC address of the destination
gateway and acquires two or more pieces of VIEP infor-
mation, using VTEP information of the router located 1n the
first data center as the VTEP information corresponding to
the MAC address of the destination gateway.
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With reference to the second possible implementation
manner of the second aspect, in a third possible implemen-
tation manner, when the SDN controller queries the locally
stored flow table according to the MAC address of the
destination gateway and acquires two or more pieces of
VTEP information of routers located 1n the first data center,
the SDN controller selects the VITEP information corre-
sponding to the MAC address of the destination gateway
according to at least one of the following: load of a router
and a scheduling policy.

With reference to the second aspect, or any one of the first
to third possible implementation manners of the second
aspect, 1n a fourth possible implementation manner, if the
second virtual machine 1s located 1n a second data center, the
method further includes:

acquiring, by the SDN controller of the first data center
from an SDN controller of the second data center, an IP
address and a MAC address of the second virtual machine,
a virtual network identifier (VNI) of the second subnet, and
VTEP information of the second switch, so that under
control of the SDN controller of the first data center, the
router corresponding to the VIEP information sends the IP
packet to the second virtual machine through the tunnel
between the router and the second switch.

According to a third aspect, an embodiment of the present
invention proposes a first switch for implementing commu-
nication between virtual machines, applied to a system
including at least a first virtual machine and a second virtual
machine, where the first virtual machine 1s located 1n a first
subnet of a first data center and communicates with the first
switch, the second virtual machine 1s located 1n a second
subnet and communicates with a second switch, and the first
switch may be the same as or may be different from the
second switch. The first switch includes: a recerving module,
configured to recerve an Address Resolution Protocol (ARP)
request from the first virtual machine, where the ARP
request carries an IP address of a destination gateway;

a sending module, configured to forward the ARP request
to a soitware defined network (SDN) controller of the first
data center, where

the receiving module 1s further configured to receive an
ARP response from the SDN controller, where the ARP
response carries a Media Access Control (MAC) address of
the destination gateway; and

an acquiring module, configured to acquire, according to
the MAC address of the destination gateway, virtual exten-
sible local area network tunnel end point (VTEP) informa-
tion corresponding to the MAC address of the destination
gateway, where a router corresponding to the VIEP infor-
mation 1s located 1n the first data center, where

the sending module 1s further configured to send, accord-
ing to the VIEP information, an IP packet to the router
corresponding to the VI'EP information, so that the router
corresponding to the VITEP information sends the IP packet
to the second virtual machine through a tunnel between the
router and the second switch.

With reference to the third aspect, in a first possible
implementation manner, the acquiring module being con-
figured to acquire, according to the MAC address of the
destination gateway, VI EP information correspondmg to the
MAC address of the destination gateway 1s specifically that:

the acquiring module 1s configured to send a request to the
SDN controller to request to acquire the VITEP information
corresponding to the MAC address of the destination gate-
way, and receive the VTEP information that 1s sent by the
SDN controller and 1s corresponding to the MAC address of
the destination gateway.
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With reference to the third aspect, in a second possible
implementation manner, the acquiring module being con-
figured to acquire, according to the MAC address of the
destination gateway, VTEP information correspondmg to the
MAC address of the destination gateway 1s specifically that:

the acquiring module 1s being configured to query, accord-
ing to the MAC address of the destination gateway, a tlow
table stored by the first switch, and acquire the VTEP
information corresponding to the MAC address of the des-
tination gateway.

With reference to the second possible implementation
manner of the third aspect, in a third possible implementa-
tion manner, that the acquiring module 1s configured to
query a flow table stored by the first switch, and acquire the
VTEP mnformation corresponding to the MAC address of the
destination gateway 1s specifically that:

the acquiring module 1s configured to: when querying,
according to the MAC address of the destination gateway,
the flow table stored by the first switch and acquiring two or
more pieces of VIEP information, use VTEP information of
the router located in the first data center as the VTEP
information corresponding to the MAC address of the des-
tination gateway.

According to a fourth aspect, an embodiment of the
present invention proposes a soiftware defined network
(SDN) controller for implementing communication between
virtual machines, where the SDN controller 1s located 1n a
first data center and applied to a system i1ncluding at least a
first virtual machine and a second virtual machine, where the
first virtual machine 1s located 1n a first subnet of the first
data center and communicates with a first switch, the second
virtual machine 1s located 1n a second subnet and commu-
nicates with a second switch, and the first switch may be the
same as or may be diflerent from the second switch. The
SDN controller includes:

a recerving module, configured to receive an Address
Resolution Protocol (ARP) request from the first switch,
where the ARP request carries an IP address of a destination
gateway;

a processing module, configured to acquire a Media
Access Control (MAC) address of the destination gateway
according to the IP address of the destination gateway; and

a sending module, configured to send an ARP response to
the first switch, where the ARP response carries the MAC
address of the destination gateway, so that the first switch
acquires, according to the MAC address of the destination
gateway, virtual extensible local area network tunnel end
point (VTEP) information corresponding to the MAC
address of the destination gateway, where a router corre-
sponding to the VTEP information 1s located in the first data
center, so that the router corresponding to the VI'EP infor-
mation sends an IP packet to the second virtual machine
through a tunnel between the router and the second switch.

With reference to the fourth aspect, in a first possible
implementation manner, the receiving module 1s further
configured to receive a request sent by the first switch to
request to acquire the VTEP information corresponding to
the MAC address of the destination gateway; and

the processing module 1s further configured to query,
according to the MAC address of the destination gateway, a
flow table stored by the SDN controller, acquire the VIEP
information corresponding to the MAC address of the des-
tination gateway, and return the VIEP information corre-
sponding to the MAC address of the destination gateway to
the first switch.

With reference to the first possible implementation man-
ner of the fourth aspect, in a second possible implementation
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manner, that the processing module 1s configured to query a
flow table stored by the SDN controller and acquire the
VTEP information correspondmg to the MAC address of the
destination gateway 1s specifically that:

the processing module 1s configured to: when querying,
according to the MAC address of the destination gateway,
the flow table stored by the SDN controller and acquiring
two or more pieces of VIEP information, use VTEP infor-
mation of the router located in the first data center as the
VTEP information corresponding to the MAC address of the
destination gateway.

With reference to the second possible implementation
manner of the fourth aspect, in a third possible implemen-
tation manner, when the processing module 1s configured to
query, according to the MAC address of the destination
gateway, the flow table stored by the SDN controller and
acquire two or more pieces ol VIEP imnformation of routers
located 1n the first data center, the processing module 1s
configured to select the VIEP information corresponding to
the MAC address of the destination gateway according to at
least one of the following: load of a router and a scheduling
policy.

With reference to the fourth aspect, or any one of the first
to third possible implementation manners of the fourth
aspect, 1n a fourth possible implementation manner, if the
second virtual machine 1s located 1n a second data center, the
processing module 1s further configured to acquire, from an
SDN controller of the second data center, an IP address and
a MAC address of the second virtual machine, a virtual
network i1dentifier (VNI) of the second subnet, and VTEP
information of the second switch.

According to a fifth aspect, an embodiment of the present
invention proposes a switch for implementing communica-
tion between virtual machines, including:

a processor, a memory, and a system bus, where: the
processor and the memory are connected and complete
communication with each other by using the system bus;

the memory 1s configured to store a computer-executable
instruction; and

the processor 1s configured to run the computer-execut-
able 1nstruction to execute the method according to the first
aspect or any one of the first to fifth possible implementation
manners of the first aspect.

According to a sixth aspect, an embodiment of the present
invention proposes a software defined network SDN con-
troller for implementing communication between virtual
machines, including: a processor, a memory, and a system
bus, where: the processor and the memory are connected and
complete communication with each other by using the
system bus;

the memory 1s configured to store a computer-executable
instruction; and

the processor 1s configured to run the computer-execut-
able instruction to execute the method according to the
second aspect or any one ol the first to fourth possible
implementation manners of the second aspect.

In the embodiments of the present invention, a first switch
receives an ARP response from an SDN controller, where
the ARP response carries a MAC address of a destination
gateway; the first switch acquires, according to the MAC
address of the destination gateway, VIEP information cor-
responding to the MAC address of the destination gateway,
where a router corresponding to the VITEP information 1s
located 1n a first data center; and the first switch sends,
according to the VTEP information, an IP packet to the
router corresponding to the VIEP information, so that the
router corresponding to the VIEP information sends the IP
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packet to a second virtual machine through a tunnel between
the router and a second switch. Therefore, an SDN controller
serves as a proxy, which reduces transmission bandwidth
occupied by packet broadcasting; in addition, unlike the
prior art in which a packet may pass through both a router
of a first data center and a router of a second data center, a
packet passes only through a router of a first data center,
which alleviates roundabout routing of the packet among
data centers.

According to a seventh aspect, an embodiment of the
present mnvention proposes a method for implementing com-
munication between virtual machines, applied to a system
including at least a first virtual machine and a second virtual
machine, where the first virtual machine 1s located 1n a first
data center and communicates with a first switch, the second
virtual machine 1s located 1n a second data center and
communicates with a second switch, the first wirtual
machine and the second virtual machine are located 1n a

same subnet, and the first switch may be the same as or may
be different from the second switch. The method 1ncludes:
receiving, by the first switch, an Address Resolution Proto-
col (ARP) request from the first virtual machine, where the
ARP request carries an IP address of a destination virtual
machine; acquiring, by the first switch, a Media Access
Control (MAC) address of the destination virtual machine
according to the IP address of the destination virtual
machine; acquiring, according to the MAC address of the
destination virtual machine, virtual extensible local area
network tunnel end point (VITEP) information correspond-
ing to the MAC address of the destination virtual machine,
where the VTEP information 1s an IP address of the second
switch; and sending, by the first switch, an IP packet to the
second virtual machine through a tunnel between the first
switch and the second switch.

With reference to the seventh aspect, 1 a first possible
implementation manner, the acquiring, by the first switch, a
Media Access Control (MAC) address of the destination
virtual machine according to the IP address of the destina-
tion virtual machine specifically includes: forwarding, by
the first switch, the ARP request to a software defined
network (SDN) controller of the first data center, where the
ARP request carries the IP address of the destination virtual
machine; and receiving, by the first switch, an ARP response
from the SDN controller, where the ARP response carries the
MAC address of the destination virtual machine.

With reference to the seventh aspect or the first possible
implementation manner of the seventh aspect, 1n a second
possible implementation manner, the acquiring, according to
the MAC address of the destination virtual machine, VTEP
information corresponding to the MAC address of the des-
tination virtual machine specifically includes:

sending, by the first switch, a request to the SDN con-
troller to request to acquire the VTEP information corre-
sponding to the MAC address of the destination virtual
machine; and

receiving the VTEP information that 1s sent by the SDN
controller and 1s corresponding to the MAC address of the
destination virtual machine.

With reference to the seventh aspect or the first possible
implementation manner of the seventh aspect, in a third
possible implementation manner, the acquiring, according to
the MAC address of the destination virtual machine, VTEP
information corresponding to the MAC address of the des-
tination virtual machine specifically includes:

querying, by the first switch, a locally stored flow table
according to the MAC address of the destination virtual
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machine, and acquiring the VI'EP information correspond-
ing to the MAC address of the destination virtual machine.

With reference to the third possible implementation man-
ner of the seventh aspect, 1n a fourth possible implementa-
tion manner, the first switch acquires, from the SDN con-

troller, an IP address and a MAC address of the second
virtual machine, and VTEP information of the second

switch, so as to send the IP packet to the second virtual
machine through the tunnel between the first switch and the
second switch.

According to an eighth aspect, an embodiment of the
present invention proposes a method for implementing com-
munication between virtual machines, applied to a system
including at least a first virtual machine and a second virtual
machine, where the first virtual machine 1s located 1n a first
data center and communicates with a first switch, the second
virtual machine 1s located 1n a second data center and
communicates with a second switch, the first wvirtual
machine and the second virtual machine are located in a
same subnet, and the first switch may be the same as or may
be different from the second switch. The method includes:
receiving, by a solftware defined network (SDN) controller
of the first data center, an Address Resolution Protocol
(ARP) request from the first switch, where the ARP request
carries an IP address of a destination virtual machine; and

acquiring, by the SDN controller, a Media Access Control
(MAC) address of the destination virtual machine according,
to the IP address of the destination virtual machine; and
sending an ARP response to the first switch, where the ARP
response carries the MAC address of the destination virtual
machine, so that the first switch acquires, according to the
MAC address of the destination virtual machine, virtual
extensible local area network tunnel end point (VIEP)

information corresponding to the MAC address of the des-
tination virtual machine, where the VTEP information 1s an
IP address of the second switch, so that the first switch sends
an IP packet to the second virtual machine through a tunnel
between the first switch and the second switch.

With reference to the eighth aspect, 1n a first possible
implementation manner, the SDN controller receives a
request sent by the first switch to request to acquire the
VTEP information corresponding to the MAC address of the
destination virtual machine; and

the SDN controller queries a locally stored flow table
according to the MAC address of the destination virtual
machine, acquires the VITEP information corresponding to
the MAC address of the destination virtual machine, and
returns the VTEP information corresponding to the MAC
address of the destination virtual machine to the first switch.

With reference to the eighth aspect or the first possible
implementation manner of the eighth aspect, 1n a second
possible implementation manner, the SDN controller of the
first data center acquires, from an SDN controller of the
second data center, an IP address and a MAC address of the
second virtual machine, and VTEP information of the sec-
ond switch; and sends the IP address and the MAC address
of the second virtual machine, and the VTEP information of
the second switch to the first switch.

According to a ninth aspect, an embodiment of the present
invention proposes a first switch for implementing commu-
nication between virtual machines, applied to a system
including at least a first virtual machine and a second virtual
machine, where the first virtual machine 1s located 1n a first
data center and communicates with the first switch, the
second virtual machine 1s located 1n a second data center and
communicates with a second switch, the first virtual
machine and the second virtual machine are located in a
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same subnet, and the first switch may be the same as or may
be different from the second switch. The switch includes:

a recerving module, configured to receive an Address
Resolution Protocol (ARP) request from the first virtual
machine, where the ARP request carries an IP address of a
destination virtual machine;

a processing module, configured to acquire a Media
Access Control (MAC) address of the destination virtual
machine according to the IP address of the destination
virtual machine, and acquire, according to the MAC address
of the destination virtual machine, virtual extensible local
area network tunnel end point (VTEP) information corre-
sponding to the MAC address of the destination virtual
machine, where the VTEP information 1s an IP address of the
second switch; and

a sending module, configured to send an IP packet to the
second virtual machine through a tunnel between the first
switch and the second switch.

With reference to the ninth aspect, in a first possible
implementation manner, the processing module being con-
figured to acquire a MAC address of the destination virtual
machine according to the IP address of the destination
virtual machine 1s specifically that:

the processing module 1s configured to: forward the ARP
request to a software defined network (SDN) controller of
the first data center, where the ARP request carries the IP
address of the destination virtual machine; and receive an
ARP response from the SDN controller, where the ARP
response carries the MAC address of the destination virtual
machine.

With reference to the ninth aspect or the first possible
implementation manner of the ninth aspect, 1n a second
possible 1implementation manner, the processing module
being configured to acquire, according to the MAC address
of the destination virtual machine, VIEP information cor-
responding to the MAC address of the destination virtual
machine 1s specifically that:

the processing module 1s configured to send a request to
the SDN controller to request to acquire the VTEP 1nfor-
mation corresponding to the MAC address of the destination
virtual machine, and receive the VIEP information that 1s
sent by the SDN controller and 1s corresponding to the MAC
address of the destination virtual machine.

With reference to the ninth aspect or the first possible
implementation manner of the ninth aspect, n a third
possible 1implementation manner, the processing module
being configured to acquire, according to the MAC address
of the destination virtual machine, VTEP information cor-
responding to the MAC address of the destination virtual
machine 1s specifically that:

the processing module 1s configured to query, according to
the MAC address of the destination virtual machine, a flow
table stored by the first switch, and acquire the VTEP
information corresponding to the MAC address of the des-
tination virtual machine.

With reference to the third possible implementation man-
ner of the ninth aspect, i a fourth possible implementation
manner, the processing module 1s further configured to
acquire, from the SDN controller of the first data center, an
IP address and a MAC address of the second virtual
machine, and VTEP information of the second switch.

According to a tenth aspect, an embodiment of the present
invention proposes a software defined network (SDN) con-
troller for implementing communication between virtual
machines, where the SDN controller 1s located 1n a first data
center and applied to a system including at least a first virtual
machine and a second virtual machine, where the first virtual
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machine 1s located in the first data center and communicates
with a first switch, the second virtual machine 1s located 1n
a second data center and communicates with a second
switch, the first virtual machine and the second wvirtual
machine are located 1n a same subnet, and the first switch
may be the same as or may be different from the second
switch. The SDN controller includes:

a receiving module, configured to receive an Address
Resolution Protocol (ARP) request from the first switch,
where the ARP request carries an IP address of a destination
virtual machine;

an acquiring module, configured to acquire a Media
Access Control (MAC) address of the destination virtual
machine according to the IP address of the destination
virtual machine; and

a sending module, configured to send an ARP response to
the first switch, where the ARP response carries the MAC
address of the destination virtual machine, so that the first
switch acquires, according to the MAC address of the
destination virtual machine, virtual extensible local area
network tunnel end point (VTEP) information correspond-
ing to the MAC address of the destination virtual machine,
where the VTEP information 1s an IP address of the second
switch, so that the first switch sends an IP packet to the
second virtual machine through a tunnel between the first
switch and the second switch.

With reference to the tenth aspect, in a first possible
implementation manner, the recerving module 1s further
configured to receive a request sent by the first switch to
request to acquire the VTEP information corresponding to
the MAC address of the destination virtual machine; and

the acquiring module i1s further configured to query,
according to the MAC address of the destination virtual
machine, a flow table stored by the SDN controller, acquire
the VTEP information corresponding to the MAC address of
the destination virtual machine, and return the VTEP infor-
mation corresponding to the MAC address of the destination
virtual machine to the first switch.

With reference to the tenth aspect or the first possible
implementation manner of the tenth aspect, in a second
possible implementation manner, the acquiring module 1s

-] -

turther configured to acquire, from an SDN controller of the

[

second data center, an IP address and a MAC address of the
second virtual machine, and VTEP information of the sec-
ond switch; and

the sending module 1s further configured to send the IP
address and the MAC address of the second virtual machine,
and the VTEP information of the second switch to the first
switch.

According to an eleventh aspect, an embodiment of the
present invention proposes a switch for implementing com-
munication between virtual machines, including:

a processor, a memory, and a system bus, where: the
processor and the memory are connected and complete
communication with each other by using the system bus;

the memory 1s configured to store a computer-executable
instruction; and

the processor 1s configured to run the computer-execut-
able instruction to execute the method according to the
seventh aspect or any one of the first to fourth possible
implementation manners of the seventh aspect.

According to a twellfth aspect, an embodiment of the
present mnvention proposes a software defined network SDN
controller for implementing communication between virtual
machines, including: a processor, a memory, and a system
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bus, where: the processor and the memory are connected and
complete communication with each other by using the
system bus;

the memory 1s configured to store a computer-executable
mstruction; and

the processor 1s configured to run the computer-execut-
able instruction to execute the method according to the
cighth aspect or any one of the first to second possible
implementation manners of the eighth aspect.

In the embodiments of the present invention, a first switch
acquires a MAC address of a destination virtual machine
according to an IP address of the destination virtual machine,
and acquires, according to the MAC address of the destina-
tion virtual machine, VI'EP information corresponding to
the MAC address of the destination virtual machine, where
the VTEP information 1s an IP address of a second switch;
and the first switch sends an IP packet to a second virtual
machine through a tunnel between the first switch and the
second switch. Therefore, an SDN controller serves as a
proxy, which reduces transmission bandwidth occupied by
packet broadcasting; a packet does not need to pass through
a router of a first data center and does not need to pass
through a router of a second data center either, which
alleviates roundabout routing of the packet between the two
data centers.

BRIEF DESCRIPTION OF DRAWINGS

To describe the technical solutions 1n the embodiments of
the present invention more clearly, the following briefly
introduces the accompanying drawings required for describ-
ing the embodiments. Apparently, the accompanying draw-
ings 1n the following description show merely some embodi-
ments of the present invention, and a person of ordinary skall
in the art may still derive other drawings from these accom-
panying drawings without creative eflorts.

FIG. 1a 1s an architectural diagram of a system for
implementing communication between virtual machines
according to an embodiment of the present invention;

FIG. 1b 1s an architectural diagram of a system for
implementing communication between virtual machines
according to an embodiment of the present invention;

FIG. 2 1s a schematic diagram of a configuration method
according to an embodiment of the present invention;

FI1G. 3 1s a flowchart of a configuration method according
to an embodiment of the present invention;

FIG. 4a 1s a flowchart of adding a VM according to an
embodiment of the present invention;

FIG. 4b 1s a flowchart of deleting a VM according to an
embodiment of the present ivention;

FIG. 5a 1s a flowchart for implementing communication
between VMs according to an embodiment of the present
imnvention;

FIG. 56 1s a flowchart for implementing communication
between VMs according to an embodiment of the present
invention;

FIG. 6a 1s a flowchart for implementing communication
between VMs according to an embodiment of the present
imnvention;

FIG. 6b 1s a flowchart for implementing communication
between VMSs according to an embodiment of the present
invention;

FIG. 7a 1s a flowchart for implementing communication
between VMs according to an embodiment of the present
invention;
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FIG. 76 1s a flowchart for implementing communication
between VMs according to an embodiment of the present
imnvention;

FIG. 8 1s a schematic structural diagram of a switch
according to an embodiment of the present mvention;

FIG. 9 1s a schematic structural diagram of a controller
according to an embodiment of the present mnvention;

FIG. 10 1s a schematic structural diagram of a switch
according to an embodiment of the present invention;

FIG. 11 1s a schematic structural diagram of a controller
according to an embodiment of the present invention; and

FIG. 12 1s a schematic structural diagram of hardware
according to an embodiment of the present invention.

DESCRIPTION OF EMBODIMENTS

To make the objectives, technical solutions, and advan-
tages ol embodiments of the present imnvention clearer, the
following clearly describes the technical solutions of the
embodiments of the present invention with reference to the
accompanying drawings in the embodiments of the present
ivention.

The embodiments of the present invention propose a
method and a system for implementing communication
between virtual machines, which can reduce transmission
bandwidth occupied by packet broadcasting, and alleviate
roundabout routing of a packet among data centers.

System Architecture in Embodiments of the Present
Invention

The method for implementing communication between
virtual machines according to an embodiment of the present
invention may be implemented in system architectures
shown 1 FIG. 1a and FIG. 1b4. FIG. 1aq and FIG. 15 are
merely exemplary 1llustration, and do not impose limitation
on a speciiic networking manner.

A virtual extensible local area network (VXLAN) imple-
ments network virtualization by performing encapsulation
on a layer 3 network. Specifically, VXL AN encapsulation 1s
completed by using a VXL AN tunnel end point (VTEP). The
end point may be provided by a hypervisor switch or a
physical access switch. A tunnel (Tunnel) 1s established
between VTEPs, and data of a virtual network 1s transmaitted
through the tunnel

As shown 1n FIG. 1a, a system includes a first data center
(DC1) and a second data center (DC2). DC1 includes virtual
machines (VM) VM1, VM2, VM3, and VM4; DC2 includes
virtual machines VM5, VM6, and VM7.

A network manager (NetworkManager) 1s deployed 1n
any data center, and can implement communication with a
software defined network controller (SDN Controller) of
cach data center. For a function of the network manager,
specifically refer to descriptions of FIG. 2 and FIG. 3.

One SDN controller may be separately deployed 1n each
data center, and the SDN controllers of the data centers
communicate with each other, where specifically, SDN
controller clusters may be interconnected in a Full-Mesh
manner, or may be partially connected, and 1t may also be
that one SDN controller 1s deployed in multiple data centers,
which 1s not limited in the present invention.

VM1 located 1n DC1 belongs to a first subnet (which may
also be represented by subnet 1), and a virtual network
identifier (VINI) of the subnet uses 11111 as an example. An
IP address of a gateway of the first subnet 1n DC1 uses
192.168.1.1 as an example, and a Media Access Control

(MAC) address of the gateway of the first subnet 1n DC1 1s
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MACI1. An IP address of a gateway of the first subnet 1n DC2
uses 192.168.1.1 as an example, and a MAC address of the

gateway of the first subnet 1n DC2 1s MACI1. The IP address

of the gateway of the first subnet 1n DC1 may be the same
as or different from the IP address of the gateway of the first
subnet 1n DC2. The MAC address of the gateway of the first
subnet 1n DC1 may be the same as or different from the
MAC address of the gateway of the first subnet 1n DC2. In
a case 1 which the IP addresses and the MAC addresses are
the same (which may also be referred to as dual activation),
this solution has a more significant effect.

VM1 communicates with a VM outside the first subnet by
using a first switch (Switch), where the switch herein may be
virtual, or may be physical, which 1s not limited 1n the
present invention. An IP address of the first switch uses
10.10.10.2 as an example, and the first switch 1s represented
by VIEP1 1 a tunnel An IP address of VMI1 uses
192.168.1.2 as an example, and a MAC address of VM1 1s
represented by MAC-VML.

VM2, VM3, and VM4 located in DC1 and VM7 located

in DC2 belong to a same subnet, which 1s referred to as a
second subnet (which may also be represented by subnet 2),
and a VNI of the subnet uses 22222 as an example. An IP

address of a gateway of the second subnet 1n DC1 uses
192.168.2.1 as an example, and a MAC address of the

gateway ol the second subnet 1n DC1 1s MAC2. An IP
address of a gateway of the second subnet in DC2 uses
192.168.2.1 as an example, and a MAC address of the

gateway ol the second subnet in DC2 1s MAC2. The IP

address of the gateway of the second subnet in DC1 may be
the same as or diflerent from the IP address of the gateway
of the second subnet 1n DC2. The MAC address of the

gateway of the second subnet 1n DC1 may be the same as or
different from the MAC address of the gateway of the
second subnet 1n DC2.

VM2, VM3, and VM4 communicate with a VM outside
the second subnet by using a second switch, where the
switch herein may be virtual, or may be physical. An IP
address of the second switch uses 10.10.10.3 as an example,
and the second switch 1s represented by VI'EP2 1n a tunnel

VM7 communicates with a VM outside the second subnet by
using a third switch. An IP address of the third switch uses
11.11.11.3 as an example, and the third switch is represented
by VIEP3 1mn a tunnel An IP address of VM2 uses
192.168.2.2 as an example, and a MAC address of VM2 1s
represented by MAC-VM2. An IP address of VM3 uses
192.168.2.3 as an example, and a MAC address of VM3 1s
represented by MAC-VM3. An IP address of VM4 uses
192.168.2.4 as an example, and a MAC address of VM4 1s
represented by MAC-VM4. An IP address of VM7 uses
192.168.2.7 as an example, and a MAC address of VM7 1s
represented by MAC-VM7.

The first switch may be the same as or different from the
second switch.

VMS and VM6 located in DC2 belong to a third subnet
(which may also be represented by a subnet 3), and a VNI
of the subnet uses 33333 as an example. An IP address of a
gateway of the third subnet 1n DC1 uses 192.168.3.1 as an
example, and a MAC address of the gateway of the third
subnet 1n DC1 1s MAC3. An IP address of a gateway of the
third subnet in DC2 uses 192.168.3.1 as an example, and a
MAC address of the gateway of the third subnet in DC2 1s
MAC3. The IP address of the gateway of the third subnet 1n
DC1 may be the same as or different from the IP address of
the gateway of the third subnet in DC2. The MAC address
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of the gateway of the third subnet 1n DC1 may be the same
as or diflerent from the MAC address of the gateway of the
third subnet 1n DC2.

VMS and VM6 communicate with a VM outside the third
subnet by using a fourth switch, where the switch herein
may be virtual, or may be physical. An IP address of the
fourth switch uses 11.11.11.4 as an example, and the fourth
switch 1s represented by a VIEP4 1n a tunnel An IP address
of VM5 uses 192.168.3.5 as an example, and a MAC address
of VMS 1s represented by MAC-VMS5. An IP address of
VM6 uses 192.168.3.6 as an example, and a MAC address

of VM6 1s represented by MAC-VMS.

The third switch may be the same as or dif
fourth switch.

One or more routers are deployed 1in DC1, and a descrip-
tion 1s provided by using an example in which router 1 1s
deployed. Router 1 1s represented by VIEPS 1n a tunnel, and
an IP address of router 1 uses 10.10.10.5 as an example.
Similarly, one or more routers are deployed 1n DC2, and a
description 1s provided by using an example 1n which router
2 1s deployed. Router 2 1s represented by VIEP®6 1n a tunnel,
and an IP address of router 2 uses 11.11.11.6 as an example.

For a case in which multiple routers are deployed, refer-
ence may be made to FIG. 15. For example, router 1 and
router 3 may form a cluster, thereby eliminating a bottleneck
in a single router, and implementing elastic scaling among
routers. A quantity of deployed routers 1s not limited in the
present invention, and certainly, may also be greater than 2.
Other information 1n FIG. 15 1s similar to that in FIG. 1a,
and 1s not described 1n detail again.

Refer to FIG. 2 that describes a process in which a
network manager configures any SDN controller, where the
following three commands: AddRouterInfo, AddSwitchlnio,
and ADDPeerSDNCtrl are included, but do not constitute
any limitation.

AddRouterInfo 1s used to configure an IP address of a
router and 1dentifier information of a DC, and a description
1s provided by using Table 1 as an example.

erent from the

TABLE 1
[tem Type Description
Router]PAddress String IP address of a router
DCName String Identifier of a data center

AddSwitchInto 1s used to configure VTEP information of
a switch and identifier information of a DC, and a descrip-
tion 1s provided by using Table 2 as an example.

TABLE 2
Item Type Description
VTEPIPAddress String IP address of a switch used as IP
address of a VIEP
DCName String Identifier of a data center

ADDPeerSDNCtrl 1s used to configure an IP address of a

peer SDN controller and an identifier of a peer DC, and a
description 1s provided by using Table 3 as an example.

TABLE 3
Item Type Description
PeerSDNCtrlIPAddress  String  IP address of a peer SDN controller
PeerDCName String  Identifier of a peer data center
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Optionally, the SDN controller saves iformation about
the 1items 1n Table 1 to Table 3 in the form of a flow table.

Then, with reference to FIG. 3, a process 1s described in

which a network manager configures each subnet by using
an SDN controller.

(A1) The NetworkManager adds an association between
a subnet and a router to an SDN controller in DC1, where a
specific adding command uses AddRouterInterface as an
example. An example 1n which subnet 1 1s added 1s used. A

VNI of subnet 1 1s 11111; an IP address of a gateway of the
subnet 1n DC1 1s 192.168.1.1/24, where 24 indicates that a
subnet mask 1s 255.255.255.0; a MAC address of the gate-
way ol the subnet in DC1 1s MACI.

Optionally, the SDN controller saves added information
in the form of a flow table; similarly, the SDN controller also
saves other added imnformation 1n the form of a flow table 1n
the following.

(A2) The SDN controller in DC1 adds the association

between a subnet and a router to router 1 i1n DC1, where a
specific adding command uses AddRouterGwIP as an
example.

(A3) In a case 1n which a VM has been created 1n subnet
1. the SDN controller adds, to a switch of the current data
center, VIEP information corresponding to the MAC
address of the gateway, where a specific adding command
uses AddGwMacV'TEP as an example. Using information in
FIG. 1a and FIG. 15 as an example, 1if VM1 1n subnet 1 sends
a packet, and a MAC address of a gateway corresponding to
the packet 1s MACI1, the packet 1s sent to a router whose
VTEP 1s 10.10.10.5, where a processing interface on the
router 1s determined by a VNI. The switch of the current data
center saves the VIEP information corresponding to the
MAC address of the gateway 1n the form of a flow table.

(B1) The NetworkManager adds an association between a
subnet and a router to an SDN controller in DC2, where a
specific adding command uses AddRouterInterface as an
example. An example 1n which subnet 1 1s added 1s used. A
VNI of subnet 1 1s 11111; an IP address of a gateway of the
subnet 1n DC2 1s 192.168.1.1/24, where 24 indicates that a
subnet mask 1s 255.255.255.0; a MAC address of the gate-
way of the subnet 1n DC2 1s MACI.

(B2) The SDN controller in DC2 adds the association
between a subnet and a router to router 2 in DC2, where a
specific adding command uses AddRouterGwIP as an
example.

(B3) In a case in which a VM has been created 1n subnet
1, the SDN controller adds, to a switch of the current data
center, VIEP information corresponding to the MAC
address of the gateway, where a specific adding command
uses AddGwMacVTEP as an example. Using information in
FIG. 1q and FIG. 15 as an example, if VM1 1n subnet 1 sends
a packet, and a MAC address of a gateway corresponding to
the packet 1s MACI1, the packet 1s sent to a router whose
VTEP 1s 11.11.11.6, where a processing interface on the
router 1s determined by a VNI.

A sequence of performing steps (B1), (B2), and (B3), and
steps (Al), (A2), and (A3) 1s not limited. Similarly, the
network manager and the SDN controller may add an
association between another subnet and a router.

During configuration shown in FIG. 3, the IP address of
the gateway of subnet 1 1n DC1 and the IP address of the
gateway of subnet 1 1n DC2 are the same, and the MAC
address of the gateway of subnet 1 in DC1 and the MAC
address of the gateway of subnet 1 1n DC2 are the same, but
VTEP information (namely, IP addresses of the VIEPs of

the routers) of the routers 1s diflerent.
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A process of creating a VM and implementing informa-
tion synchronization 1s described below with reference to
FIG. 4a, and creation of VM2 1s used as an example.

(Al) Imtiate a command of creating the virtual machine
VM2 to a second switch of DC1, where a specific creation
command uses Create VM on switch as an example.

(A2) The second switch of DC1 creates VM2, and then
notifies an SDN controller of DC1 of a virtual port of VM2
and corresponding VTEP information, where a specific
notification command uses VM vPort VIEP notily as an
example. A MAC address of VM2 1s MAC-VM2, and an IP
address of VM2 15 192.168.2.2. VM2 belongs to a second
subnet, and a VNI 1s 22222. The VTEP information corre-
sponding to VM2 15 10.10.10.3. When the SDN controller of
DC1 has stored VTEP information of the second switch 1n
which VM2 i1s located, the second switch only needs to
notily the SDN controller of DC1 of information about the
virtual port of VM2.

The SDN controller can obtain a VNI of the port accord-
ing to the port information.

(A3) The SDN controller of DC1 notifies an SDN con-
troller of DC2 of the virtual port of VM2 and the corre-
sponding VTEP information, where a specific notification
command uses VM vPort VIEP notily as an example.
Specifically, the SDN controller of DC1 may acquire, by
using AddSwitchlnfo, VTEP information of a vSwitch (1.e.,
the second switch) 1n which VM2 1s located, and then
notifies the SDN controller of DC2 of the virtual port of
VM2 and the corresponding VTEP information.

(A4.1) The SDN controller of DC1 adds information
about VM2 to a router of DC1, where a specific adding

command uses AddVMMacVTEP as an example, and
[P=192.168.2.2, MAC=MAC-VM2, VNI=22222, and

VTEP=10.10.10.3 of VM2 are included.
(A4.2) The SDN controller of DC2 adds the information
about VM2 to a router of DC2, where a specific adding

command uses AddVMMacVTEP as an example, and
[P=192.168.2.2, MAC=MAC-VM2, VNI=22222, and

VTEP=10.10.10.3 of VM2 are included.

A sequence of performing (A3) and (A4.1) 1s not limited,
and a sequence of performing (A4.1) and (A4.2) 1s not
limited either.

(AS5) The SDN controller of DC1 adds, to a switch of
DC1, VTEP information corresponding to a MAC address of
a gateway, where a specific adding command uses AddG-
wMacVTEP as an example. Using VM2 as an example, 1
VM2 in subnet 2 sends a packet, and a MAC address of a

gateway corresponding to the packet 1s MAC2, the packet 1s
sent to a router whose VTEP 1s 10.10.10.5, where
VNI=22222 1s used to determine a processing interface on
the router.

As shown 1n (B3) and (A3) 1in FIG. 3, in a case 1n which
a VM has been created 1n a subnet, an SDN controller adds,
to a switch of a current data center, VIEP information
corresponding to a MAC address of a gateway; 11 no VM has
been created when a subnet 1s created in FIG. 3, VTEP
information corresponding to a MAC address of a gateway

may be added to a switch of a current data center by using
(AS) m FIG. 4a.

A sequence of performing (A5) and (A3) to (A4.2) 1s not
limited.

A process of deleting a VM and implementing informa-
tion synchronization 1s described below with reference to
FIG. 4b, and deletion of VM2 1s used as an example.

(B1) Initiate a command of deleting the virtual machine
VM2 to a second switch of DC1, where a specific deletion
command uses delete VM on switch as an example.
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(B2) The second switch of DC1 deletes VM2, and then
notifies an SDN controller of DC1 to delete a virtual port of
VM2 and corresponding VTEP information, where a spe-
cific notification command uses delete VM vPort notily as
an example.

Corresponding to (AJS) in FIG. 4a, VIEP information
corresponding to a MAC address of a gateway may also be
deleted 1n step (B2).

(B3) The SDN controller of DC1 notifies an SDN con-
troller of DC2 to delete information about VM2, where a
specific notification command uses delete VM vPort notily
as an example.

(B4.1). The SDN controller of DC1 deletes a MAC
address and the VTEP mformation of VM2 from a router of
DC1, where a specific deletion command uses DeleteRou-
terMacVIEP as an example, and IP=192.168.2.2,
MAC=MAC-VM?2, and VNI=22222 of VM2 are included.

Certainly, 1t may also be that MAC=MAC-VM2 and
VNI=22222 are deleted, or 1t may {further be that
MAC=MAC-VM2, VNI=22222, and VIEP=10.10.10.3 are
deleted.

(B4.2) The SDN controller of DC2 deletes the MAC
address and the VTEP mformation of VM2 from a router of
DC2, where a specific deletion command uses DeleteRou-
terMacVTEP as an example, and 1P=192.168.2.2,
MAC=MAC-VM2, and VNI=22222 of VM2 are included.

Certainly, smmilar to (B4.1), it may also be that
MAC=MAC-VM2 and VNI=22222 are deleted, or it may
further be that MAC=MAC-VM2, VNI=22222, and
VTEP=10.10.10.3 are deleted.

A sequence of performing (B3) and (B4.1) 1s not limited,
and a sequence of performing (B4.1) and (B4.2) 1s not
limited either.

Virtual machine migration may be split into two opera-
tions of VM creation and VM deletion. For details, reference
may be made to processes described 1n FI1G. 4a and FIG. 45,
which are not described 1n detail again.

By means of the configuration processes i FIG. 2 to FIG.
4, an SDN controller of DC1 obtains information about
router 1 1n DC1, information about a first switch, informa-
tion about a second switch, an association between each
subnet and a router 1n DC1, and a MAC address and VTEP
information of each virtual machine 1n DC1; meanwhile, the
SDN controller of DC1 also obtains imnformation about an
SDN controller of DC2, and a MAC address and VTEP
information of a virtual machine controlled by the SDN
controller o1 DC2, which may be MAC addresses and VIEP
information of some virtual machines controlled by the SDN
controller of DC2, or may be MAC addresses and VIEP
information of all virtual machines controlled by the SDN
controller of DC2. Similarly, the SDN controller of DC2
obtains information about router 2 1n DC2, information
about a third switch, information about a fourth switch, an
association between each subnet and a router in DC2, and a
MAC address and VTEP information of each wvirtual
machine in DC2; meanwhile, the SDN controller of DC?2
also obtains information about the SDN controller of DC1,
and a MAC address and VTEP information of a virtual
machine controlled by the SDN controller of DC1, which
may be MAC addresses and VTEP information of some
virtual machines controlled by the SDN controller of DCI1,
or may be MAC addresses and VTEP information of all
virtual machines controlled by the SDN controller of DCI1.

In the system architectures shown 1n FIG. 1a and FIG. 15,
tor details about how to implement communication between
virtual machines, refer to descriptions provided in the fol-
lowing embodiments.
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Method for Implementing Communication Between
Virtual Machines

A method for implementing communication between vir-
tual machines according to an embodiment of the present
invention 1s mtroduced 1n the following, and the method can
be implemented 1n the system architectures of the foregoing
embodiments.

An embodiment of a method for implementing commu-
nication between virtual machines, which 1s shown 1n FIG.
5a, 1s used to implement communication between a virtual
machine VM4 located 1n a data center DC1 and a virtual
machine VMS located 1in a data center DC2, where VM4 1s
located 1n a second subnet, and VM5 1s located 1n a third
subnet. VM4 communicates with a VM outside the second
subnet by using a second switch, and VM5 communicates
with a VM outside the third subnet by using a fourth switch.
The method includes the following steps:

(1) VM4 needs to communicate with VM5, VM4 discov-
ers, by querying a routing table, that VM4 and VMS are
located 1n different subnets. Then VM4 uses a default
gateway 192.168.2.1 of the second subnet as a destination
gateway. VM4 sends a broadcast Address Resolution Pro-
tocol (ARP) request to the second switch to acquire a MAC
address of the destination gateway in a broadcast manner,
where the ARP request carries an IP address of the destina-
tion gateway.

(2) The second switch receives the ARP request, and
forwards the ARP request to an SDN controller of the first
data center.

(3) The SDN controller of the first data center receives the
ARP request, queries a locally stored flow table according to
the IP address of the destination gateway carried in the ARP
request, and acquires MAC2 as the MAC address of the
destination gateway. The SDN controller sends an ARP
response to the second switch, where the ARP response
carries the MAC address of the destination gateway, and the
ARP response 1s equivalent to a reply that 1s made by a
proxy to the broadcast ARP request.

Optionally, the ARP request may further carry port infor-
mation of the second switch that receives the ARP response,
the SDN controller quenies the flow table according to the
port information and obtains a VNI corresponding to the port
information, and acquiring the MAC address of the desti-
nation gateway specifically includes: acquiring, by the SDN
controller, the MAC address of the destination gateway
according to the IP address of the destination gateway and
the VNI corresponding to the port information. Specifically,
the port information may be information about a virtual port,
of VM4, on the second switch.

Optionally, the ARP request may further carry a VNI of a
port of the second switch that receives the ARP response,
and acquiring the MAC address of the destination gateway
specifically includes: acquiring, by the SDN controller, the
MAC address of the destination gateway according to the IP
address of the destination gateway and the VNI of the port
of the second switch.

(4) The second switch receives the ARP response, and
forwards the ARP response to VM4,

(5) VM4 sends an IP packet to the second switch, where
a destination MAC (DestMAC) of the IP packet 1s MAC2,
a destination IP (DestIP) of the IP packet i1s an IP address of
VMS: 192.168.3.5, a source MAC of the IP packet 1s a MAC
of VM4 (which 1s represented by MAC-VM4), and a source
IP of the IP packet 1s an IP address of VM4: 192.168.2.4.

By means of the configuration processes in FIG. 3, FIG.
da, and FI1G. 4b, the second switch may temporarily store
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VTEP information corresponding to MAC2. It the second
switch discovers that the VTEP information corresponding
to MAC2 exists, step (8) 1s directly performed; 11 the second
switch discovers that no VTEP information corresponding to
MAC?2 exists, step (6) and step (7) are performed.

(6) The second switch sends a request to the SDN
controller of the current data center to request to acquire
VTEP mformation corresponding to the MAC address of the
destination gateway.

(7) The SDN controller quernies the locally stored flow
table, acquires the VIEP information corresponding to the
MAC address of the destination gateway, and sends, to the
second switch, the VIEP information corresponding to the
MAC address of the destination gateway.

When the SDN controller quenies the locally stored flow
table according to the MAC address of the destination
gateway and acquires two or more pieces of VIEP infor-
mation, VIEP information of a router, which 1s located in
the same data center as the second switch, 1s used as the
VTEP mformation corresponding to the MAC address of the

destination gateway.
In this embodiment, if two pieces of VIEP information,

namely, VIEPS (whose IP 1s 10.10.10.5) and VTEP®6
(whose IP 1s 11.11.11.6), are acquired according to MAC?2,
VTEPS located 1n the same data center as the second switch
1s selected as a VTEP corresponding to the MAC address of
the destination gateway.

When two or more pieces of VIEP information corre-
sponding to the MAC address of the destination gateway
exist 1n the first data center, as shown 1n the solution of
multiple routers shown in FIG. 15, the SDN controller
selects a suitable VTEP for VM4 according to at least one of

the following: load of a router and a scheduling policy, and
sends an IP address of the selected suitable VTEP to the
second switch. The load of a router includes but 1s not
limited to tratlic of the router and CPU load of the router; the
scheduling policy includes but 1s not limited to RondRobin,
least load first, and maximum load first.

(8) The second switch acquires the VTEP information
corresponding to the MAC address of the destination gate-
way, performs VXLAN encapsulation on the IP packet
received from VM4, and sends the IP packet to a router
corresponding to the VTEP information, where a source IP
of the IP packet on which the VXLAN encapsulation 1is
performed 1s an IP address of the second switch, namely,
10.10.10.3, a destination IP of the IP packet on which the
VXLAN encapsulation 1s performed 1s the acquired VTEP
information (10.10.10.5), and a VNI 1s 22222.

If the second switch discovers, by querying a local flow
table, that no VITEP information corresponding to MAC2
exists, the VTEP information corresponding to the MAC
address of the destination gateway 1s acquired by using the
foregoing step (6) and step (7), or

the second switch acquires, by querying a local flow table,
the VTEP information corresponding to the MAC address of
the destination gateway. Specifically, when two or more
pieces of VIEP information are acquired, VTEP information
of a router that i1s located i1n the same data center as the
second switch 1s used as the VI'EP information correspond-
ing to the MAC address of the destination gateway. When a
same data center has multiple routers, selection 1s performed
according to load of a router and a scheduling policy, which
1s similar to that in step (7) and 1s not described 1n detail
again.

(9) The router of the first data center changes the VXLAN
encapsulation of the received packet, and sends the packet to
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the fourth switch through a tunnel between the router of the
first data center and the fourth switch.

By means of the configuration processes in FI1G. 3, FIG.
da, and FIG. 45, the router of the first data center temporarily
stores a MAC address and VTEP miformation of a virtual
machine of the second data center; therefore, a VXLAN
tunnel can be directly established between the router of the
first data center and the fourth switch, and through the tunnel
between the router of the first data center and the fourth
switch, the packet whose encapsulation has been changed 1s
directly sent to the fourth switch without passing through a
router of the second data center.

Changing the VXLAN encapsulation 1s specifically:
changing the source IP of the VXL AN encapsulation in step
(8) to 10.10.10.5, changing the destination IP of the VXLAN
encapsulation in step (8) to an IP address of the fourth
switch, namely, 11.11.11.4, and changing the VNI of the
VxLAN encapsulation in step (8) to 33333; and then chang-
ing the destination MAC of the IP packet i step (35) to
MAC-VMS3, and changing the source MAC of the IP packet
in step (5) to MAC2. By changing the VXLLAN encapsula-
tion, the fourth switch recerves the encapsulated IP packet
and directly performs processing without triggering a pro-
cess of broadcasting an ARP request any more.

(10) The fourth switch sends the IP packet to VMS after
VxLAN decapsulation 1s performed.

A process 1n which VMS sends an IP packet to VM4 1s
similar to the foregoing process, and 1s not described 1n
detail again.

Refer to an embodiment of a method for implementing
communication between virtual machines that 1s shown 1n
FIG. 56, where an application scenario 1s similar to that 1n
the embodiment shown 1n FIG. 5a. The following describes
an interaction process in detail.

(1)to (4) are similar to (1) to (4) 1n the embodiment shown
in FIG. 3a, and are not described 1n detail again.

(5) VM4 sends an IP packet to the second switch, where
a destination MAC (DestMAC) of the IP packet 1s MAC2,
a destination IP (DestIP) of the IP packet 1s an IP address of
VMS: 192.168.3.5, a source MAC of the IP packet1s a MAC
of VM4 (which 1s represented by MAC-VM4), and a source
IP of the IP packet 1s an IP address of VM4: 192.168.2.4.

(6) The second switch sends a request to the SDN
controller of the current data center to request to acquire
VTEP information corresponding to the MAC address of the
destination gateway.

(7.1) The SDN controller queries the locally stored flow
table and acquires the VTEP information corresponding to
the MAC address of the destination gateway; the SDN
controller performs VXLAN encapsulation on the IP packet
received from the second switch and sends the IP packet to
the second switch, where a source IP of the IP packet on
which the VXLAN encapsulation 1s performed 1s an IP
address of the second switch, namely, 10.10.10.3, a desti-
nation IP of the IP packet on which the VXLAN encapsu-
lation 1s performed 1s the acquired VTEP information
(10.10.10.5), and a VNI 1s 22222.

When the SDN controller queries the locally stored flow
table according to the MAC address of the destination
gateway and acquires two or more pieces of VIEP infor-
mation, VIEP information of a router, which 1s located 1n
the same data center as the second switch, 1s used as the
VTEP information corresponding to the MAC address of the
destination gateway.

In this embodiment, 11 two pieces of VIEP information,
namely, VIEPS (whose IP 1s 10.10.10.5) and VTEP6

(whose IP 1s 11.11.11.6), are acquired according to MAC?2,
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VTEPS located 1n the same data center as the second switch
1s selected as a VIEP corresponding to the MAC address of
the destination gateway.

When two or more pieces of VIEP information corre-
sponding to the MAC address of the destination gateway >
exist 1n the first data center, as shown in the solution of
multiple routers shown i FIG. 15, the SDN controller
selects a suitable VTEP for VM4 according to at least one of
the following: load of a router and a scheduling policy, and
sends an IP address of the selected suitable VIEP to the
second switch. The load of a router includes but is not
limited to tratlic of the router and CPU load of the router; the
scheduling policy includes but 1s not limited to RondRobin,
least load first, and maximum load first.

(7.2) In another aspect, the SDN controller sends the
VTEP information corresponding to the MAC address of the
destination gateway to the second switch in the form of a
flow table. When receiving an IP packet subsequently, the
second switch may directly forward, according to the VIEP 3¢
information corresponding to the MAC address of the des-
tination gateway, the subsequently received IP packet on
which encapsulation 1s performed to a router corresponding,
to the VIEP information, without requesting a tlow table
from the SDN controller any more. 25

(8) The second switch receives, from the SDN controller,
the IP packet on which the VXLAN encapsulation 1s per-
formed, and forwards, according to VIEP information in the
IP packet on which the VXL AN encapsulation 1s performed,
the IP packet on which the VXLAN encapsulation 1s per- 30
formed to the router corresponding to the VIEP informa-
tion.

It should be noted that a sequence of performing step (7.2)

and step (8) 1s not limited.

(9) and (10) are similar to (9) and (10) in the embodiment 35
shown 1n FIG. 5q, and are not described in detail again.

By means of any of the foregoing processes, communi-
cation across data centers and subnets 1s implemented, and
an SDN controller can serve as a proxy to make a reply to
a broadcast ARP request sent by a VM, which reduces 40
transmission bandwidth occupied by packet broadcasting. In
addition, during communication between VMs, instead of
passing through both a router of a first data center and a
router of a second data center, a packet passes only through
a router ol a first data center, which alleviates roundabout 45
routing of the packet between the data centers.

An embodiment of a method for implementing commu-
nication between virtual machines, which 1s shown 1n FIG.
6a, 1s used to implement communication between a virtual
machine VM3 located in a data center DC1 and a virtual 50
machine VM7 located 1n a data center DC2, where both
VM3 and VM7 are located i a second subnet. VM3
communicates with a VM outside the second subnet by
using a second switch, and VM7 communicates with a VM
outside the second subnet by using a third switch. The 55
method includes the following steps:

(1) VM3 needs to communicate with VM7. VM3 discov-
ers, by querying a routing table, that VM3 and VM7 are
located in the same subnet. If VM3 does not store a MAC
address of VM7, 60

VM3 sends a broadcast Address Resolution Protocol
(ARP) request to the second switch to acquire the MAC
address of the destination virtual machine 1n a broadcast
manner, where the ARP request carries an IP address of
VMT. 63

(2) The second switch forwards the ARP request to an
SDN controller of the first data center.
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(3) The SDN controller of the first data center receives the
ARP request, queries a locally stored tflow table according to
the IP address of the destination virtual machine carried in
the ARP request, and acquires MAC-VM7 as the MAC
address of the destination virtual machine. The SDN con-
troller sends an ARP response to the second switch, where
the ARP response carries the MAC address of the destination
virtual machine, and the ARP response 1s equivalent to a
reply that 1s made by a proxy to the broadcast ARP request.

(4) The second switch receives the ARP response, and
forwards the ARP response to VM3.

(5) VM3 sends an IP packet to the second switch, where
a destination MAC (DestMAC) of the IP packet 1s MAC-
VM7, a destination IP (DestIP) of the IP packet 1s the IP
address of VMT7: 192.168.2.7, a source MAC of the IP
packet 1s a MAC of VM3 (which 1s represented by MAC-
VM3), and a source IP of the IP packet 1s an IP address of

VM3: 192.168.2.3.

By means of the configuration processes i FIG. 4a and
FIG. 4b, the second switch may temporarily store VIEP
information corresponding to MAC-VM7. If the second

switch discovers that the VTEP information corresponding
to MAC-VMT7 exists, step (8) 1s directly performed; if the

second switch discovers that no VITEP information corre-
sponding to MAC-VMT7 exists, step (6) and step (7) are
performed.

(6) The second switch sends a request to the SDN
controller of the current data center to request to acquire the
VTEP information corresponding to the MAC address of the
destination virtual machine.

(7) The SDN controller queries the locally stored flow
table, acquires the VIEP information corresponding to the
MAC address of the destination virtual machine, and sends,
to the second switch, the VTEP information corresponding
to the MAC address of the destination virtual machine.

In this embodiment, an acquired VTEP 1s VIEP3 and the
VTEP information 1s 11.11.11.3 according to MAC-VM7.

(8) The second switch acquires the VTEP information
corresponding to the MAC address of the destination virtual
machine, performs VXLAN encapsulation on the IP packet

received from VM3, and sends the IP packet to a switch
corresponding to the VTEP information, where a source IP
of the IP packet on which the VXLAN encapsulation 1is
performed 1s an IP address of the second switch, namely,
10.10.10.3, and a destination IP of the IP packet on which
the VXLAN encapsulation 1s performed 1s the acquired
VTEP mformation (11.11.11.3).

If the second switch discovers, by querying a local flow
table, that no VIEP information corresponding to MAC-
VM7 exists, the VIEP information corresponding to the
MAC address of the destination virtual machine 1s acquired
by using the foregoing step (6) and step (7), or

the second switch acquires, by querying a local flow table,
the VTEP information corresponding to the MAC address of
the destination virtual machine.

By using the configuration methods in FIG. 2, FIG. 3,
FIG. 4a, and FIG. 454, the SDN controller of the first data
center acquires, Irom an SDN controller of the second data
center, the IP address and the MAC address of VM7 and

VTEP information of the third switch, and sends the IP
address and the MAC address of VM7 and the VTEP

information of the third switch to the second switch. In this
way, the second switch can send the IP packet to VM7
through a tunnel between the second switch and the third
switch. That 1s, the IP packet does not need to pass through




US 9,577,958 B2

23

a router of data center 1 (1.e., the first data center) and does
not need to pass through a router of data center 2 (1.e., the
second data center) either.

(9) The third switch sends the IP packet to VM7 after
VXLAN decapsulation 1s performed.

A process 1n which VM7 sends an IP packet to VM3 1s
similar to the foregoing process, and 1s not described 1n
detail again.

Refer to an embodiment of a method for implementing
communication between virtual machines that 1s shown 1n
FIG. 6b, where an application scenario 1s similar to that in
the embodiment shown 1n FIG. 6a. The following describes
an interaction process 1n detail.

(1) VM3 needs to communicate with VM7. VM3 discov-
ers, by querying a routing table, that VM3 and VM7 are
located 1n a same subnet. If VM3 does not store a MAC
address of VM7, VM3 sends a broadcast Address Resolution
Protocol (ARP) request to a second switch to acquire the
MAC address of the destination virtual machine 1n a broad-
cast manner, where the ARP request carries an IP address of
VM7.

(2) The second switch forwards the ARP request to an
SDN controller of a first data center.

(3) The SDN controller of the first data center receives the
ARP request, queries a locally stored flow table according to
the IP address of the destination virtual machine carried in
the ARP request, and acquires MAC-VM7 as the MAC
address of the destination virtual machine. The SDN con-
troller sends an ARP response to the second switch, where
the ARP response carries the MAC address of the destination
virtual machine, and the ARP response i1s equivalent to a
reply that 1s made by a proxy to the broadcast ARP request.

(4) The second switch receives the ARP response, and
torwards the ARP response to VM3.

(5) VM3 sends an IP packet to the second switch, where
a destination MAC (DestMAC) of the IP packet 1s MAC-
VM7, a destination IP (DestIP) of the IP packet 1s the IP
address of VMT: 192.168.2.7, a source MAC of the IP
packet 1s a MAC (which 1s represented by MAC-VM3) of
VM3, and a source IP of the IP packet 1s an IP address of
VM3: 192.168.2.3.

(6) The second switch sends a request to the SDN
controller of the current data center to request to acquire
VTEP mformation corresponding to the MAC address of the
destination virtual machine.

(7.1) The SDN controller queries the locally stored tlow
table and acquires the VTEP information corresponding to
the MAC address of the destination virtual machine; the
SDN controller performs VXLAN encapsulation on the IP
packet received from the second switch and sends the IP
packet to the second switch.

In this embodiment, an acquired VTEP 1s VITEP3 and the
VTEP mformation 1s 11.11.11.3 according to MAC-VM7. A
source IP of the IP packet on which the VXLAN encapsu-
lation 1s performed 1s an IP address of the second switch,
namely, 10.10.10.3, a destination IP of the IP packet on
which the VXLAN encapsulation 1s performed 1s the
acquired VTEP information (11.11.11.3), and a VNI 1s
22222,

(7.2) In another aspect, the SDN controller sends the
VTEP mformation corresponding to the MAC address of the
destination virtual machine to the second switch in the form
of a flow table. When receiving an IP packet subsequently,
the second switch may directly forward, according to the
VTEP mformation corresponding to the MAC address of the
destination virtual machine, the subsequently received IP
packet on which encapsulation 1s performed to a router
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corresponding to the VITEP information, without requesting
a flow table from the SDN controller any more.

(8) The second switch receives, from the SDN controller,
the IP packet on which the VXLAN encapsulation 1s per-
formed, and forwards, according to VTEP information 1n the
IP packet on which the VXL AN encapsulation 1s performed,
the IP packet on which the VXLAN encapsulation 1s per-
formed to the router corresponding to the VIEP informa-
tion.

It should be noted that a sequence of performing step (7.2)
and step (8) 1s not limited.

By using the configuration methods in FIG. 2, FIG. 3,
FI1G. 4a, and FIG. 45, the SDN controller of the first data
center acquires, from an SDN controller of a second data
center, the IP address and the MAC address of VM7 and
VTEP information of a third switch, and sends the IP address
and the MAC address of VM7 and the VTEP information of
the third switch to the second switch. In this way, the second
switch can send the IP packet to VM7 through a tunnel
between the second switch and the third switch. That 1s, the
IP packet does not need to pass through a router of data
center 1 and does not need to pass through a router of data
center 2 either.

(9) The third switch sends the IP packet to VM7 after
VXLAN decapsulation 1s performed.

By means of any of the foregoing processes, communi-
cation across data centers and within a same subnet 1is
implemented, and an SDN controller can serve as a proxy to
make a reply to a broadcast ARP request sent by a VM,
which reduces transmission bandwidth occupied by packet
broadcasting. In addition, during communication between
VMs, a packet does not need to pass through a router of a
first data center and does not need to pass through a router
of a second data center either, which alleviates roundabout
routing ol the packet between the two data centers.

An embodiment of a method for implementing commu-
nication between virtual machines, which 1s shown 1n FIG.
7a, 1s used to implement communication between a virtual
machine VM1 located 1n a data center DC1 and another
virtual machine VM2 located in the same data center DCI1,
where VM1 1s located 1n a first subnet, VM2 1s located 1n a
second subnet, and the first subnet and the second subnet are
different. VM1 communicates with a VM outside the first
subnet by using a first switch, and VM2 communicates with
a VM outside the second subnet by using a second switch.
The method includes the following steps:

(1) VM1 needs to communicate with VM2. VM1 discov-
ers, by querying a routing table, that VM2 and VM1 are
located 1n different subnets. Then VM1 uses a default
gateway 192.168.1.1 of the first subnet as a destination
gateway. VM1 sends a broadcast Address Resolution Pro-
tocol (ARP) request to the first switch to acquire a MAC
address of the destination gateway in a broadcast manner,
where the ARP request carries an IP address of the destina-
tion gateway.

(2) The first switch receives the ARP request, and for-
wards the ARP request to an SDN controller of the first data
center.

(3) The SDN controller of the first data center receives the
ARP request, queries a locally stored flow table according to
the IP address of the destination gateway carried in the ARP
request, and acquires MAC1 as the MAC address of the
destination gateway. The SDN controller sends an ARP
response to the first switch, where the ARP response carries
the MAC address of the destination gateway, and the ARP
response 1s equivalent to a reply that 1s made by a proxy to
the broadcast ARP request.
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Optionally, the ARP request may further carry port infor-
mation of the first switch that receives the ARP response, the
SDN controller queries the flow table according to the port
information and obtains a VNI corresponding to the port
information, and acquiring the MAC address of the desti-
nation gateway specifically includes: acquiring, by the SDN
controller, the MAC address of the destination gateway
according to the IP address of the destination gateway and
the VNI corresponding to the port information. Specifically,

the port information may be information about a virtual port,
of VM1, on the first switch.

Optionally, the ARP request may turther carry a VNI of a
port of the first switch that receives the ARP response, and
acquiring the MAC address of the destination gateway
specifically includes: acquiring, by the SDN controller, the
MAC address of the destination gateway according to the IP
address of the destination gateway and the VNI of the port
of the first switch.

(4) The first switch receives the ARP response, and
forwards the ARP response to VM.

(5) VM1 sends an IP packet to the first switch, where a
destination MAC (DestMAC) of the IP packet 1s MACI1, a
destination IP (DestIP) of the IP packet 1s an IP address of
VM2: 192.168.2.2, a source MAC of the IP packet 1s a MAC
of VM1 (which 1s represented by MAC-VM1), and a source
IP of the IP packet 1s an IP address of VM1: 192.168.1.2.

By means of the configuration processes m FIG. 3, FIG.
da, and FIG. 45, the first switch may temporarily store VIEP
information corresponding to MACI1. If the first switch
discovers that the VTEP information corresponding to
MAC1 exists, step (8) 1s directly performed; if the first
switch discovers that no VTEP information corresponding to
MACI1 exists, step (6) and step (7) are performed.

(6) The first switch sends a request to the SDN controller
of the current data center to request to acquire V1EP
information corresponding to the MAC address of the des-
tination gateway.

(7) The SDN controller queries the locally stored tlow
table, acquires the VITEP information corresponding to the
MAC address of the destination gateway, and sends, to the
first switch, the VTEP information corresponding to the
MAC address of the destination gateway.

When the SDN controller quenies the locally stored flow
table according to the MAC address of the destination
gateway and acquires two or more pieces of VIEP infor-
mation, VIEP information of a router, which 1s located in
the same data center as the first switch, 1s used as the VTEP
information corresponding to the MAC address of the des-
tination gateway.

In this embodiment, if two pieces of VIEP information,
namely, VIEPS (whose IP 1s 10.10.10.5) and VTEP®6

(whose IP 1s 11.11.11.6), are acquired according to MACI,
VTEPS located 1n the same data center as the first switch 1s
selected as a VTEP corresponding to the MAC address of the
destination gateway.

When two or more pieces of VIEP information corre-
sponding to the MAC address of the destination gateway
exist 1n the first data center, as shown 1n the solution of
multiple routers shown in FIG. 15, the SDN controller
selects a suitable VTEP for VM1 according to at least one of

the following: load of a router and a scheduling policy, and
sends an IP address of the selected suitable VTEP to the first

switch. The load of a router includes but 1s not limited to
traftic of the router and CPU load of the router; the sched-
uling policy includes but 1s not limited to RondRobin, least
load first, and maximum load first.
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(8) The first switch acquires the VITEP miformation cor-
responding to the MAC address of the destination gateway,
performs VXLAN encapsulation on the IP packet recerved
from VM1, and sends the IP packet to a router corresponding
to the VTEP information, where a source IP of the IP packet
on which the VXLAN encapsulation i1s performed 1s an IP
address of the first switch, namely, 10.10.10.2, a destination
IP of the IP packet on which the VXLAN encapsulation 1s
performed 1s the acquired VTEP information (10.10.10.5),
and a VNI 1s 11111.

I1 the first switch discovers, by querying a local flow table,
that no VTEP information corresponding to MAC1 exists,
the VTEP information corresponding to the MAC address of
the destination gateway 1s acquired by using the foregoing
step (6) and step (7), or

the first switch acquires, by querying a local tlow table,
the VTEP information corresponding to the MAC address of
the destination gateway. Specifically, when two or more
pieces of VIEP information are acquired, VTEP information
ol a router located 1n the same data center as the first switch
1s used as the VTEP information corresponding to the MAC
address of the destination gateway. When a same data center
has multiple routers, selection 1s performed according to
load of a router and a scheduling policy, which 1s similar to
that 1n step (7) and 1s not described 1n detail again.

(9) The router of the first data center changes the VXL AN
encapsulation of the received packet, and sends the packet to
the second switch through a tunnel between the router of the
first data center and the second switch.

Changing the VXLAN encapsulation 1s specifically:
changing the source IP of the VXLLAN encapsulation 1n step
(8) 10 10.10.10.35, changing the destination IP of the VXL AN
encapsulation i step (8) to an IP address of the second
switch, namely, 11.11.11.3, and changing the VNI of the
VxLAN encapsulation in step (8) to 22222; and then chang-
ing the destination MAC of the IP packet i step (35) to
MAC-VM2, and changing the source MAC of the IP packet
in step (5) to MAC1. By changing the VXLLAN encapsula-
tion, the second switch receives the encapsulated IP packet
and directly performs processing without triggering a pro-
cess of broadcasting an ARP request any more.

(10) The second switch sends the IP packet to VM2 after
VxLAN decapsulation 1s performed.

Refer to an embodiment of a method for implementing
communication between virtual machines that 1s shown 1n
FIG. 7b, where an application scenario 1s similar to that in
the embodiment shown in 7a. The following describes an
interaction process in detail.

(1)to (4) are similar to (1) to (4) 1n the embodiment shown
in 7a, and are not described 1n detail again.

(5) VM1 sends an IP packet to the first switch, where a
destination MAC (DestMAC) of the IP packet 1s MAC1, a
destination IP (DestIP) of the IP packet 1s an IP address of
VM2: 192.168.2.2, a source MAC of the IP packet 1s MAC
of VM1 (which 1s represented by MAC-VM1), and a source
IP of the IP packet 1s an IP address of VM1: 192.168.1.2.

(6) The first switch sends a request to the SDN controller
of the current data center to request to acquire V1EP
information corresponding to the MAC address of the des-
tination gateway.

(7.1) The SDN controller queries the locally stored flow
table and acquires the VTEP information corresponding to
the MAC address of the destination gateway; the SDN
controller performs VXLAN encapsulation on the IP packet
received from the first switch and sends the IP packet to the
first switch, where a source IP of the IP packet on which the
VXLAN encapsulation 1s performed 1s an IP address of the
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first switch, namely, 10.10.10.2, a destination IP of the IP
packet on which the VXLAN encapsulation 1s performed 1s
the acquired VTEP information (10.10.10.5), and a VNI 1s
11111.

When the SDN controller quernies the locally stored flow
table according to the MAC address of the destination
gateway and acquires two or more pieces of VIEP infor-
mation, VIEP information of a router, which 1s located 1n
the same data center as the first switch, 1s used as the VTEP
information corresponding to the MAC address of the des-
tination gateway.

In this embodiment, 1f two pieces of VTEP information,
namely, VIEPS (whose IP 1s 10.10.10.5) and VTEP®6
(whose IP 1s 11.11.11.6), are acquired according to MACI,
VTEPS located 1n the same data center as the first switch 1s
selected as a VIEP corresponding to the MAC address of the
destination gateway.

When two or more pieces of VIEP information corre-
sponding to the MAC address of the destination gateway
exist 1n the first data center, as shown in the solution of
multiple routers shown i FIG. 1b, the SDN controller
selects a suitable VTEP for VM4 according to at least one of
the following: load of a router and a scheduling policy, and
sends an IP address of the selected suitable VIEP to the first
switch. The load of a router includes but 1s not limited to
trathic of the router and CPU load of the router; the sched-
uling policy includes but 1s not limited to RondRobin, least
load first, and maximum load first.

(7.2) In another aspect, the SDN controller sends the
VTEP mformation corresponding to the MAC address of the
destination gateway to the first switch 1n the form of a tlow
table. When receiving an IP packet subsequently, the first
switch may directly forward, according to the VITEP infor-
mation corresponding to the MAC address of the destination
gateway, the subsequently received IP packet on which
encapsulation 1s performed to a router corresponding to the
VTEP mformation, without requesting a flow table from the
SDN controller any more.

(8) The first switch receives, from the SDN controller, the
IP packet on which the VXL AN encapsulation 1s performed,
and forwards, according to VITEP information in the IP
packet on which the VXL AN encapsulation 1s performed, the
IP packet on which the VXL AN encapsulation 1s performed
to the router corresponding to the VIEP information.

It should be noted that a sequence of performing step (7.2)
and step (8) 1s not limited.

(9) and (10) are similar to (9) and (10) in the embodiment
shown 1n 7a, and are not described 1n detail again.

By means of any of the foregoing processes, communi-
cation within a same data center and across subnets 1is
implemented, and an SDN controller can serve as a proxy to
make a reply to a broadcast ARP request sent by a VM,
which reduces transmission bandwidth occupied by packet
broadcasting. In addition, during communication between
VMs, unlike the prior art in which a packet may pass through
both a router of data center 1 and a router of data center 2,
a packet passes only through a router of data center 1, which
alleviates roundabout routing of the packet between the data
centers; for the solution of multiple routers, elastic scaling
among routers can also be implemented.

Passing through a router is not required 1n communication
within a same data center and a same subnet. Using com-
munication between VM2 and VM3 as an example, VM2
sends a packet to a second switch, and then the second
switch sends the packet to VM3.
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Applications of the embodiments of the present invention
in various scenarios are described in the foregoing pro-

cesses, and certainly these scenarios do not constitute any
limitation.

Apparatus 1n Embodiments of the Present Invention

As shown i FIG. 8, an embodiment of the present
invention provides a first switch for implementing commu-
nication between virtual machines, applied to a system
including at least a first virtual machine and a second virtual
machine, where the first virtual machine 1s located 1n a first
subnet of a first data center and communicates with the first
switch, the second virtual machine 1s located 1n a second
subnet and communicates with a second switch, and the first
switch may be the same as or may be different from the
second switch. The first switch includes:

a recerving module 801, configured to receive an Address
Resolution Protocol ARP request from the first virtual
machine, where the ARP request carries an IP address of a
destination gateway;

a sending module 803, configured to forward the ARP
request to a software defined network SDN controller of the
first data center, where

the receiving module 801 1s further configured to receive
an ARP response from the SDN controller, where the ARP
response carries a Media Access Control MAC address of
the destination gateway; and

an acquiring module 802, configured to acquire, accord-
ing to the MAC address of the destination gateway, virtual
extensible local area network tunnel end point VIEP 1nfor-
mation corresponding to the MAC address of the destination
gateway, where a router corresponding to the VIEP infor-
mation 1s located 1n the first data center, where

the sending module 803 1s further configured to send.,
according to the VTEP information, an IP packet to the
router corresponding to the VIEP information, so that the
router corresponding to the VIEP information sends the IP
packet to the second virtual machine through a tunnel
between the router and the second switch.

The acquiring module 802 being configured to acquire,
according to the MAC address of the destination gateway,
VTEP information corresponding to the MAC address of the
destination gateway 1s specifically that:

the acquiring module 802 1s configured to send a request
to the SDN controller to request to acquire the VTEP
information corresponding to the MAC address of the des-
tination gateway, and receive the VIEP information that 1s
sent by the SDN controller and 1s corresponding to the MAC
address of the destination gateway; or

the acquiring module 802 being configured to acquire,
according to the MAC address of the destination gateway,
VTEP information corresponding to the MAC address of the
destination gateway 1s specifically that:

the acquiring module 802 1s configured to query, accord-
ing to the MAC address of the destination gateway, a tlow
table stored by the first switch, and acquire the VTEP
information corresponding to the MAC address of the des-
tination gateway, and when two or more pieces of VIEP
information are acquired, use VTEP information of the
router located in the first data center as the VIEP informa-
tion corresponding to the MAC address of the destination
gateway.

As shown m FIG. 9, an embodiment of the present
invention provides a software defined network SDN con-
troller for implementing communication between virtual
machines, where the SDN controller 1s located 1n a first data
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center and applied to a system including at least a first virtual
machine and a second virtual machine, where the first virtual
machine 1s located in a first subnet of the first data center and
communicates with a first switch, the second wvirtual
machine 1s located 1n a second subnet and communicates
with a second switch, and the first switch may be the same
as or may be diflerent from the second switch. The SDN
controller imncludes:

a recerving module 901, configured to receive an Address
Resolution Protocol ARP request from the first switch,
where the ARP request carries an IP address of a destination
gateway .

a processing module 902, configured to acquire a Media
Access Control MAC address of the destination gateway
according to the IP address of the destination gateway; and

a sending module 903, configured to send an ARP
response to the first switch, where the ARP response carries
the MAC address of the destination gateway, so that the first
switch acquires, according to the MAC address of the
destination gateway, virtual extensible local area network
tunnel end point VIEP information corresponding to the
MAC address of the destination gateway, where a router
corresponding to the VTEP information 1s located 1n the first
data center, so that the router corresponding to the VIEP
information sends an IP packet to the second virtual machine
through a tunnel between the router and the second switch.

The recerving module 901 1s further configured to receive
a request sent by the first switch to request to acquire the
VTEP mformation corresponding to the MAC address of the
destination gateway.

The processing module 902 i1s further configured to:
query, according to the MAC address of the destination
gateway, a flow table stored by the SDN controller, acquire
the V'TEP information corresponding to the MAC address of
the destination gateway, and return the VIEP information
corresponding to the MAC address of the destination gate-
way to the first switch; and when querying the flow table
stored by the SDN controller and acquiring two or more
pieces of VIEP information, use VIEP information of the
router located 1n the first data center as the VTEP informa-
tion corresponding to the MAC address of the destination
gateway. When the processing module 902 queries, accord-
ing to the MAC address of the destination gateway, the tlow
table stored by the SDN controller and acquires two or more
pieces ol VIEP information of routers located in the first
data center, the processing module 902 selects the VIEP
information corresponding to the MAC address of the des-
tination gateway according to at least one of the following;:
load of a router and a scheduling policy.

If the second virtual machine 1s located 1n a second data
center, the processing module 902 1s further configured to
acquire, from an SDN controller of the second data center,
an IP address and a MAC address of the second virtual
machine, a VNI of the second subnet, and VTEP information
of the second switch.

The switch provided in FIG. 8 and the SDN controller
provided 1n FIG. 9 according to the embodiments of the

present invention can be used to execute the configuration
processes 1n FIG. 2, FIG. 3, FIG. 4a, and FIG. 456, and are

used to execute the methods shown 1n FIG. 5a, FIG. 55, FIG.
7a, and FI1G. 7b. For specific processes, refer to descriptions
of the system embodiments and the method embodiments,
and details are not described again.

The switch provided in FIG. 8 and the SDN controller
provided in FIG. 9 according to the embodiments of the
present 1nvention can implement communication across
subnets, and the SDN controller can serve as a proxy to
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make a reply to a broadcast ARP request sent by a VM,
which reduces transmission bandwidth occupied by packet
broadcasting. In addition, during communication between
VMs, instead of passing through both a router of data center
1 and a router of data center 2, a packet passes only through
a router of data center 1, which alleviates roundabout routing
of the packet between the data centers.

As shown i FIG. 10, an embodiment of the present
invention provides a first switch for implementing commu-
nication between virtual machines, applied to a system
including at least a first virtual machine and a second virtual
machine, where the first virtual machine 1s located 1n a first
data center and communicates with the first switch, the
second virtual machine 1s located 1n a second data center and
communicates with a second switch, the first wvirtual
machine and the second virtual machine are located in a
same subnet, and the first switch may be the same as or may
be different from the second switch. The {first switch
includes:

a receiving module 1001, configured to receive an
Address Resolution Protocol ARP request from the first
virtual machine, where the ARP request carries an IP address
of a destination virtual machine;

a processing module 1002, configured to acquire a Media
Access Control MAC address of the destination virtual
machine according to the IP address of the destination
virtual machine, and acquire, according to the MAC address
of the destination virtual machine, virtual extensible local
arca network tunnel end point VTEP information corre-
sponding to the MAC address of the destination virtual
machine, where the VITEP information 1s an IP address of the
second switch; and

a sending module 1003, configured to send an IP packet
to the second virtual machine through a tunnel between the
first switch and the second switch.

The processing module 1002 being configured to acquire
a MAC address of the destination virtual machine according
to the IP address of the destination virtual machine 1s
specifically: forwarding the ARP request to a software
defined network SDN controller of the first data center,
where the ARP request carries the IP address of the desti-
nation virtual machine; and receiving an ARP response from
the SDN controller, where the ARP response carries the
MAC address of the destination virtual machine.

The processing module 1002 being configured to acquire,
according to the MAC address of the destination virtual
machine, VIEP information corresponding to the MAC
address of the destination virtual machine 1s specifically that
the processing module 1002 1s configured to send a request
to the SDN controller to request to acquire the VTEP
information corresponding to the MAC address of the des-
tination virtual machine, and receive the VTEP information
that 1s sent by the SDN controller and 1s corresponding to the
MAC address of the destination virtual machine: or

the processing module 1002 1s configured to query,
according to the MAC address of the destination virtual
machine, a flow table stored by the first switch, and acquire
the VTEP information corresponding to the MAC address of
the destination virtual machine.

The processing module 1002 1s further configured to
acquire, from the SDN controller of the first data center, an
IP address and a MAC address of the second virtual
machine, and VTEP information of the second switch.

As shown in FIG. 11, an embodiment of the present
invention provides a software defined network SDN con-
troller for implementing communication between virtual
machines, where the SDN controller 1s located 1n a first data
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center and applied to a system including at least a first virtual
machine and a second virtual machine, where the first virtual
machine 1s located 1n the first data center and communicates
with a first switch, the second virtual machine 1s located 1n
a second data center and communicates with a second
switch, the first virtual machine and the second wvirtual
machine are located 1n a same subnet, and the first switch
may be the same as or may be different from the second
switch. The SDN controller includes:

a receiving module 1101, configured to receive an
Address Resolution Protocol ARP request from the first
switch, where the ARP request carries an IP address of a
destination virtual machine;

an acquiring module 1102, configured to acquire a Media
Access Control MAC address of the destination virtual
machine according to the IP address of the destination
virtual machine; and

a sending module 1103, configured to send an ARP
response to the first switch, where the ARP response carries
the MAC address of the destination virtual machine, so that
the first switch acquires, according to the MAC address of
the destination virtual machine, virtual extensible local area
network tunnel end point VTEP information corresponding,
to the MAC address of the destination virtual machine,
where the VTEP information 1s an IP address of the second
switch, so that the first switch sends an IP packet to the
second virtual machine through a tunnel between the first
switch and the second switch.

The receiving module 1101 1s further configured to
receive a request sent by the first switch to request to acquire
the V'TEP information corresponding to the MAC address of
the destination virtual machine; and the acquiring module
1102 1s further configured to query, according to the MAC
address of the destination virtual machine, a flow table
stored by the SDN controller, acquire the VTEP information
corresponding to the MAC address of the destination virtual
machine, and return the VTEP information corresponding to
the MAC address of the destination virtual machine to the
first switch.

The acquiring module 1102 1s further configured to
acquire, from an SDN controller of the second data center,
an IP address and a MAC address of the second virtual
machine, and VTEP information of the second switch; and
the sending module 1103 1s further configured to send the IP
address and the MAC address of the second virtual machine,
and the VTEP information of the second switch to the first
switch.

The switch provided in FIG. 10 and the SDN controller
provided 1n FIG. 11 according to the embodiments of the
present mvention can be used to execute the configuration
processes 1n FIG. 2, FIG. 3, FIG. 4a, and FIG. 456, and are
used to execute the methods shown in FIG. 6a and FIG. 65b.
For specific processes, refer to descriptions of the system
embodiments and the method embodiments, and details are
not described again.

The switch provided 1n FIG. 10 and the SDN controller
provided i FIG. 11 according to the embodiments of the
present invention can implement communication across data
centers and within a same subnet, and the SDN controller
can serve as a proxy to make a reply to a broadcast ARP
request sent by a VM, which reduces transmission band-
width occupied by packet broadcasting. In addition, during
communication between VMs, a packet does not need to
pass through a router of data center 1 and does not need to
pass through a router of data center 2 either, which alleviates
roundabout routing of the packet between the two data
centers.
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Another apparatus 1200 in FIG. 12 1s provided for imple-
menting communication between virtual machines accord-
ing to an embodiment of the present invention, including:

a processor 101, a memory 102, and a system bus (bus for
short) 105, where the processor 101 and the memory 102 are
connected and complete communication with each other by
using the system bus 105.

The processor 101 may be a single-core or a multi-core
central processing unit, a specific itegrated circuit, or one
or more integrated circuits configured to implement the
embodiments of the present invention.

The memory 102 may be a high-speed RAM memory, or
may be a non-volatile memory, for example, at least one
hard disk memory.

The memory 102 1s configured to store a computer-
executable instruction 1021, and specifically, the computer-
executable instruction 1021 may include program code.

When a computer runs, the processor 101 runs the com-
puter-executable instruction 1021, and any one of the pro-
cesses 1 FIG. 2 to FIG. 7b can be executed.

An embodiment of the present invention further provides
a computer program product for communication between
virtual machines, including a computer-readable storage
medium that stores program code, where an instruction
included 1n the program code 1s used to execute any one of
the processes 1 FIG. 2 to FIG. 7b.

A person of ordinary skill 1n the art may understand that,
cach aspect of the present invention or a possible 1mple-
mentation manner of each aspect may be specifically imple-
mented as a system, a method, or a computer program
product. Therefore, each aspect of the present invention or
a possible implementation manner of each aspect may use
forms of hardware only embodiments, software only
embodiments (including firmware, resident soitware, and
the like), or embodiments with a combination of software
and hardware, which are uniformly referred to as “circut”,
“module”, or “system” herein. In addition, each aspect of the
present invention or the possible implementation manner of
cach aspect may take a form of a computer program product,
where the computer program product refers to computer-
readable program code stored in a computer-readable
medium.

The computer-readable medium may be a computer-
readable signal medium or a computer-readable storage
medium. The computer-readable storage medium includes
but 1s not limited to an electronic, magnetic, optical, elec-
tromagnetic, inirared, or semi-conductive system, device, or
apparatus, or any appropriate combination thereof, such as a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read only memory
(EPROM or tlash memory), an optical fiber, and a compact
disc read only memory (CD-ROM).

A processor 1n a computer reads computer-readable pro-
gram code stored in a computer-readable medium, so that
the processor can perform a function and an action specified
in each step or a combination of steps in a flowchart; an
apparatus 1s generated to implement a function and an action
specified 1n each block or a combination of blocks 1n a block
diagram.

All computer-readable program code may be executed on
a user computer, or some may be executed on a user
computer as a standalone software package, or some may be
executed on a computer of a user while some 1s executed on
a remote computer, or all the code may be executed on a
remote computer or a server. It should also be noted that, in
some alternative implementation solutions, each step in the
flowcharts or functions specified in each block 1n the block
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diagrams may not occur 1n the 1illustrated order. For
example, two consecutive steps or two blocks 1n the 1llus-
tration, which are dependent on an mvolved function, may
in fact be executed substantially at the same time, or these
blocks may sometimes be executed 1n reverse order.

A person of ordinary skill in the art may be aware that, 1n
combination with the examples described in the embodi-
ments disclosed 1n this specification, units and algorithm
steps may be implemented by electronic hardware or a
combination of computer software and electronic hardware.
Whether the functions are performed by hardware or sofit-
ware depends on particular applications and design con-
straint conditions of the technical solutions. A person skilled
in the art may use different methods to implement the
described functions for each particular application, but 1t
should not be considered that the implementation goes
beyond the scope of the present invention.

What 1s claimed 1s:

1. A method for implementing communication between
virtual machines, applied to a system comprising at least a
first virtual machine and a second virtual machine, wherein
the first virtual machine i1s located 1n a first subnet and
communicates with a first switch, and the second wvirtual
machine 1s located 1n a second subnet and communicates
with a second switch, comprising:

receiving, by a software defined network (SDN) control-

ler, an Address Resolution Protocol (ARP) request from
the first switch, wherein the ARP request carries an IP
address of a destination gateway;

obtaining, by the SDN controller, a Media Access Control

(MAC) address of the destination gateway according to
the IP address of the destination gateway;
obtaining, by the SDN controller, virtual extensible local
area network tunnel end point (VTEP) addresses cor-
responding to the MAC address, wherein the VTEP
addresses 1dentify a plurality of routers 1n the system;

selecting, by the SDN controller, from the plurality of
routers, a first router for transmitting an IP packet from
the first virtual machine to the second virtual machine
through a tunnel between the first router and the second
switch connected to the second virtual machine; and

sending, by the SDN controller, a VITEP address of the
first router to the first switch.

2. The method according to claim 1, the method further
comprising;

receiving, by the SDN controller, a request sent by the

first switch to request to obtain the VTEP addresses
corresponding to the MAC address of the destination
gateway; and
wherein the step of obtaining the VIEP addresses com-
prising: querying, by the SDN controller, a locally
stored flow table, obtaining the VIEP addresses cor-
responding to the MAC address of the destination
gateway.
3. The method according to claim 1, 1f the first switch
communicates with a second router, wherein the step of
selecting comprising:
obtaining, by the SDN controller, from the plurality of
routers, the first router and the second router; and

selecting, by the SDN controller, the first router for
transmitting the IP packet from the first virtual machine
to the second virtual machine according to at least one
of the following: loads of the first router and the second
router, and a scheduling policy.

4. The method according to claim 1, wherein the method
turther comprises:
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receiving, by the first switch, the IP packet from the first
virtual machine;

performing, by the first switch, virtual extensible local
area network (VXLAN) encapsulation on the IP packet,
wherein a destination IP address of the VXLAN encap-
sulation 1s the VTEP address of the first router, a virtual
network identifier (VNI) 1s an i1dentifier of the first
subnet, and a destination MAC address of the VXLAN
encapsulation 1s the MAC address of the destination
gateway; and

sending, by the first switch, the VXL AN encapsulation
packet to the first router.

5. The method according to claim 4, wherein the method

further comprises:

receiving, by the first router, the VXLAN encapsulation
packet;

changing, by the first router, the destination IP address to
an [P address of the second switch, the VNI to an
identifier of the second subnet, and the destination
MAC address to a MAC address of the second virtual
machine; and

sending, by the first router, the changed VXL AN encap-
sulation packet to the second switch through the tunnel
between the first router and the second switch con-
nected to the second virtual machine.

6. A software defined network (SDN) controller for imple-
menting communication between virtual machines, wherein
the SDN controller 1s applied to a system comprising at least
a first virtual machine and a second virtual machine, wherein
the first virtual machine 1s located in a first subnet and
communicates with a first switch, and the second virtual
machine 1s located 1 a second subnet and communicates
with a second switch, the SDN controller comprising;:

a processor, a memory, and a system bus, wherein: the
processor and the memory are connected and complete
communication with each other by using the system
bus:

the memory 1s configured to store a computer-executable
instruction; and

the processor 1s configured to run the computer-execut-
able 1nstruction to execute:

recerving an Address Resolution Protocol (ARP) request
from the first switch, wherein the ARP request carries
an IP address of a destination gateway;

obtaining a Media Access Control (MAC) address of the
destination gateway according to the IP address of the
destination gateway;

obtaining virtual extensible local area network tunnel end
point (V1IEP) addresses corresponding to the MAC
address, wherein the VI'EP addresses 1dentily a plural-
ity of routers 1n the system;

selecting from the plurality of routers, a first router for
transmitting an IP packet from the first virtual machine
to the second virtual machine through a tunnel between
the first router and the second switch connected to the
second virtual machine; and

sending a VITEP address of the first router to the first
switch.

7. The SDN controller according to claim 6, the processor
1s Turther configured to run the computer-executable mstruc-
tion to execute:

recerving a request sent by the first switch to request to
obtain the VITEP addresses corresponding to the MAC
address of the destination gateway; and

querying a locally stored tlow table, obtaining the VIEP
addresses corresponding to the MAC address of the
destination gateway.




US 9,577,958 B2

35

8. The SDN controller according to claim 6, 1f the first
switch communicates with a second router, wherein the
processor 1s configured to run the computer-executable
instruction to execute the step of selecting comprises:

obtaining from the plurality of routers, the first router and

the second router; and selecting the first router for
transmitting the IP packet from the first virtual machine
to the second virtual machine according to at least one
of the following: loads of the first router and the second
router, and a scheduling policy.

9. A method for implementing communication between
virtual machines, applied to a system comprising at least a
first virtual machine and a second virtual machine, wherein
the first virtual machine 1s located 1n a first subnet and
communicates with a first switch, and the second wvirtual
machine 1s located 1n a second subnet and communicates
with a second switch, comprising:

receiving, by the first switch, an Address Resolution

Protocol (ARP) request from the first virtual machine,
wherein the ARP request carries an IP address of a
destination gateway;

sending, by the first switch, the ARP request to a software

defined network (SDN) controller;
obtaining, by the first switch, virtual extensible local area
network tunnel end point (VIEP) addresses corre-
sponding to a Media Access Control (MAC) address of
the destination gateway, wherein the VTEP addresses
identify a plurality of routers in the system; and

selecting, by the first switch, from the plurality of routers,
a first router for transmitting an IP packet from the first
virtual machine to the second virtual machine through
a tunnel between the first router and the second switch
connected to the second virtual machine.

10. The method according to claim 9, wherein the step of
obtaining the VIEP addresses comprising: querying, by the
first switch, a locally stored flow table, obtaining the VIEP
addresses corresponding to the MAC address of the desti-
nation gateway.

11. The method according to claim 9, 1f the first switch
communicates with a second router, wherein the step of
selecting comprising:

obtaining, by the first switch, from the plurality of routers,

the first router and the second router; and

selecting, by the first switch, the first router for transmuit-

ting the IP packet from the first virtual machine to the
second virtual machine according to at least one of the
following: loads of the first router and the second
router, and a scheduling policy.

12. The method according to claim 9, wherein the method
turther comprises:

receiving, by the first switch, the IP packet from the first

virtual machine;:

performing, by the first switch, virtual extensible local

area network (VXLAN) encapsulation on the IP packet,
wherein a destination IP address of the VXLLAN encap-
sulation 1s a VIEP address of the first router, a virtual
network 1dentifier (VNI) 1s an 1dentifier of the first
subnet, and a destination MAC address of the VXLAN
encapsulation 1s the MAC address of the destination
gateway; and

sending, by the first switch, the VXLAN encapsulation

packet to the first router.

13. The method according to claim 12, wherein the
method further comprises:

receiving, by the first router, the VXLAN encapsulation

packet;

10

15

20

25

30

35

40

45

50

55

60

65

36

changing, by the first router, the destination IP address to
an [P address of the second switch, the VNI to an
identifier of the second subnet, and the destination
MAC address to a MAC address of the second virtual
machine; and

sending, by the first router, the changed VXLAN encap-
sulation packet to the second switch through the tunnel
between the first router and the second switch con-
nected to the second virtual machine.

14. A first switch for 1mplementing commumcation
between virtual machines, wherein the first switch 1s applied
to a system comprising at least a first virtual machine and a
second virtual machine, wherein the first virtual machine 1s
located 1n a first subnet and communicates with the first
switch, and the second virtual machine 1s located 1n a second
subnet and communicates with a second switch, the first
switch comprising:

a processor, a memory, and a system bus, wherein: the
processor and the memory are connected and complete
communication with each other by using the system
bus:

the memory 1s configured to store a computer-executable
instruction; and

the processor 1s configured to run the computer-execut-
able mstruction to execute:

recerving an Address Resolution Protocol (ARP) request
from the first virtual machine, wherein the ARP request
carries an IP address of a destination gateway;

sending the ARP request to a software defined network
(SDN) controller;

obtaining virtual extensible local area network tunnel end
point (VTEP) addresses corresponding to a Media
Access Control (MAC) address of the destination gate-
way, wherein the VTEP addresses identify a plurality of
routers in the system; and

selecting from the plurality of routers, a first router for
transmitting an IP packet from the first virtual machine
to the second virtual machine through a tunnel between
the first router and the second switch connected to the
second virtual machine.

15. The first switch according to 14, the processor 1s

configured to run the computer-executable instruction to
execute: querying a locally stored flow table, obtaining the

VTEP addresses corresponding to the MAC address of the
destination gateway.

16. The first switch according to 14, 1if the first switch
communicates with a second, wherein the processor is
configured to run the computer-executable instruction to
execute:

obtaining from the plurality of routers, the first router and

the second router; and

selecting the first router for transmitting the IP packet

from the first virtual machine to the second virtual
machine according to at least one of the following:
loads of the first router and the second router, and a
scheduling policy.

17. The first switch according to 14, wherein the processor
1s Turther configured to run the computer-executable mstruc-
tion to execute:

recerving the IP packet from the first virtual machine;

performing virtual extensible local area network (Vx-

LLAN) encapsulation on the IP packet, wherein a des-
tination IP address of the VXLAN encapsulation is a
VTEP address of the first router, a virtual network
identifier (VNI) 1s an 1dentifier of the first subnet, and




US 9,577,958 B2

37

a destination MAC address of the VXLAN encapsula-
tion 1s the MAC address of the destination gateway;
and

sending the VXLAN encapsulation packet to the first
router. 5
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