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1
NODAL RANDOM AUTHENTICATION

CROSS REFERENCE TO RELATED
APPLICATIONS

The subject matter of this application 1s related to the
subject matter of a U.S. patent application titled “Device
Notarization™ by the same inventor, filed on the same date
herewith, and 1dentified by Ser. No. 14/536,353. The entire
disclosure of that application 1s hereby incorporated by
reference.

BACKGROUND

The disclosure relates generally to authentication, and
more particularly, to systems and methods for use 1n authen-
ticating a user of a transaction application.

In transaction processing, a critical i1ssue 1s authentica-
tion—how does a service or transaction provider know
whether a certain user accessing a service and performing,
actions at a certain site 1s who the user claims to be. In many
instances, the conventional method of using the combination
of a login and password alone may not be satisfactory. Many
solutions have been proposed for the problem of authenti-
cation, however many of them encounter an imbalance
between usability vs. security—they are either not secure
enough, or, when security 1s enhanced to satisfactory levels,
they are cumbersome and expensive to deploy and operate.

Therefore, a need exists for an authentication system and
method that overcomes the disadvantages described above
with conventional authentication systems and methods.

SUMMARY

Many attacks on client-server transaction applications
involve automated malware. Such programs rely on predict-
ability 1n client-server interactions. One area of predictabil-
ity that can be exploited by such programs i1s the identifi-
cation of the nodes at which a particular transaction
application will require authentication. Typically authenti-
cation 1s required at the entry point (e.g., an initial login) to
the application and, 1n some applications, additional authen-
tication (which may involve requiring the user to re-enter the
login credentials or enter other credentials) 1s required
before authorizing certain types of transactions (e.g., pay-
ments, prescriptions, or other sensitive transactions). Such
predictable patterns can be exploited by attackers that design
malware to automatically attack an application to obtain
improper access to transaction capabilities.

In one embodiment of the present invention, an authen-
tication module randomly selects one or more particular
nodes of an application for re-authentication. In one embodi-
ment, nodes are weighted randomly after a user login event.
In one embodiment, weighting 1s binary such that the weight
value assigned to a particular node indicates that the par-
ticular node 1s either selected or not selected for re-authen-
tication based on the weight of that node only. In another
embodiment, weight values are some fraction of a threshold
value and re-authentication of a user 1s only required if the
cumulative total weight of nodes traversed by the user
equals or exceeds the threshold value. In some embodi-
ments, an authentication module selects one or more par-
ticular nodes for re-authentication based on current risk
factors. In some embodiments, the authentication module
nodes are weighted based on risk factors. In some embodi-
ments, risk-factor weighting 1s binary such that the weight
value assigned to a particular node indicates that the par-
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2

ticular node 1s either selected or not selected for re-authen-
tication based only on the weight of that node. In another
embodiment, risk-factor weight values are some fraction of
a threshold value and re-authentication of a user i1s only
required 11 the cumulative total weight of nodes traversed by
the user exceeds the threshold value. These and other
embodiments are more fully described herein.

BRIEF DESCRIPTION OF THE DRAWINGS

By way of example, reference will now be made to the
accompanying drawings, which are not to scale.

FIG. 1 1s a diagram of a computer system 1n the context
of a computer network, the computer system being in
accordance with one embodiment of the present invention.

FIG. 2 1s a process tlow diagram illustrating a method for
operation of an authentication module shown in FIG. 1 to
authenticate a user according to some embodiments of the
present 1nvention.

FIG. 3A1s a block diagram 1illustrating operation of the set
welght determination module shown in FIG. 1.

FIG. 3B 1llustrates an example of assigned weights for a
set of nodes.

FIG. 3C 1llustrates an example of assigned weights for a
set of nodes.

FIG. 4 1s a block diagram of a database structure for
storing user account data in accordance with certain embodi-
ments of the present mvention.

FIG. 5 1s a block diagram of a computing device 1n
accordance with certain embodiments of the present inven-
tion.

DETAILED DESCRIPTION

The present description 1s made with reference to the
accompanying drawings, in which various example embodi-
ments are shown. However, many diflerent example
embodiments may be used, and thus the description should
not be construed as limited to the example embodiments set
forth herein. Rather, these example embodiments are pro-
vided so that this disclosure will be thorough and complete.
Various modifications to the exemplary embodiments will be
readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other embodi-
ments and applications without departing from the spirit and
scope of the disclosure. Thus, the present disclosure 1s not
intended to be limited to the embodiments shown, but 1s to
be accorded the widest scope consistent with the principles
and features disclosed herein.

The data structures and code described 1n this detailed
description are typically stored on a computer readable
storage medium, which may be any device or medium that
can store code and/or data for use by a computer system.
This includes, but 1s not limited to, magnetic and optical
storage devices such as disk drives, magnetic tape, CDs
(compact discs) and DVDs (digital versatile discs or digital
video discs). However, 1n a particular embodiment, com-
puter readable storage medium 1s a non-transitory computer
readable medium (e.g., persistent (1.e., non-volatile) storage,
volatile memory (e.g., random access memory), or various
other well-known non-transitory computer readable medi-
ums). Further, computer 1nstruction signals may be embod-
ied 1n a transmission medium (with or without a carrier wave
upon which the signals are modulated). For example, the
transmission medium may include a communications net-
work, such as the Internet.
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In some embodiments, a method of enabling a transaction
initiated by a user of a client application having a plurality
ol nodes 1s described. An authentication server authenticates
the user based on user 1input received at login and randomly
determines whether to re-authenticate the user, e.g., using
random selection, at particular nodes of the application.
Further, 1n some embodiments, in response to authenticating
the user based on user mput received at login, the authen-
tication server allocates weights to each node of at least a
subset of nodes of the client application, and subsequent to
the allocation, at each traversed node of the subset of nodes,
determines whether to re-authenticate the user using the
weilght assigned to the respective node. Allocating weights
to each node of the client application 1s done randomly
and/or based on a risk level for each node, which may be
based on market conditions and/or user attributes. The term
“market conditions” 1s simply a label to refer to various
external factors that might affect the risk level of attack on
the transaction application. At a subsequent authenticated
user login, authentication server re-allocates the weights to
cach node of the client application.

FIG. 1 illustrates an authentication system 100 according
an embodiment of the present invention. System 100
includes a client device 110 and server 140 1n communica-
tion over a network 170 and configured by computer pro-
gram product 111. In the illustration of FIG. 1, a portion of
computer program product resides on client device 110 and
a portion resides on server 140. However, computer program
product 111 1s represented 1n composite fashion for ease of
illustration only. In particular implementations, a computer
program product residing on client device 110 1s distinguish-
able from a computer program product residing on server
140; however, either one alone, or both together may be
relevant to particular embodiments or aspects of the present
invention. A user 105, such as a retail consumer, a medical
patient, or a medical provider utilizes client device 110 to
initiate a transaction with server 140. Note that transaction,
as used herein, refers to any suitable action performed using
client device 110, including payments, transier of informa-
tion, display of information, new user registration, request-
ing a prescription, filling a prescription, efc.

Client device 110 and server 140 may each include one or
more processors, memories, and other appropriate compo-
nents for executing instructions such as program code in
computer program product 111 stored on one or more
computer readable mediums to implement the various appli-
cations, data, and steps described herein. For example, such
instructions may be stored 1n one or more computer readable
media such as memories or data storage devices internal
and/or external to various components of system 100, and/or
accessible over network 170. Authentication server 140
communicates with one or more client devices 110 via
network 170 and may employ protocols such as Internet
protocol suite (TCP/IP), Hypertext Transier Protocol
(HI'TP) or HTTPS, instant-messaging protocols, or other
protocols.

Network 170 may be implemented as a single network or
a combination of multiple networks. For example, in various
embodiments, network 170 may include the Internet or one
or more 1intranets, landline networks, cellular networks,
wireless networks, and/or other appropriate types ol net-
works.

Client device 110 may be implemented using any appro-
priate hardware and software configured for wired and/or
wireless communication over network 170. For example, in
one embodiment, client device 110 may be implemented as
a personal computer (PC), a tablet, personal digital assistant
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4

(PDA), laptop computer, a smart phone, an automated teller
machine, and/or other types of computing devices capable of
transmitting and/or receiving data over network 170.

Client device 110 may store (€.g., 1n memory) one or more
client applications, such as browser application 115 and a
client transaction application 120a. Browser application 115
may be used, for example, to provide a convenient interface
to permit a user to browse information available over
network 170. For example, in one embodiment, browser
application 115 may be implemented as a web browser
configured to view information available over the Internet.
Client transaction application 120q, 1n one embodiment,
may be provided by server 140 (e.g., may be downloaded to
client device 110) and may be used, for example, to provide
client-side processing for performing desired tasks 1n
response to operations selected by a user.

For example, with respect to financial transactions, client
transaction application 120q may be a payment application
configured to display a user interface 1n connection with a
financial transaction mnitiated by a user. As another example,
in the health care environment, client transaction application
120a may be configured to display a user interface in
connection with a medical transaction initiated by a user. For
example, the medical transaction may involve a patient
looking up test results, a patient requesting prescriptions, a
doctor filling prescriptions, and so on.

In the embodiment shown, client side transaction appli-
cation 120a includes client-side authentication module
160a. In one embodiment, client-side authentication module
160a provides device-generated authentication credentials
when required by server-side authentication module 1606 1n
order to gain access to a particular node of client-side
transaction application 120aq and/or server-side transaction
application 1205.

As 1llustrated in FIG. 1, an access structure of client
transaction application 120 comprises a plurality of nodes in
a hierarchical or tree structure. After successiully logging
into client transaction application 120, a user gains access to
entry point 121 and can traverse one or more nodes 122-131
(and any leaves of these nodes) of client transaction appli-
cation 120. While FIG. 1 only illustrates a two-level hier-
archy for ease of illustration, 1t can be understood that the
hierarchy can be multi-level deep and may have a more
complex or a simpler structure than that 1llustrated in FIG.
1. Further, while client application 120 may include nodes
122-131, only a subset of those nodes (say, nodes 122-128)
may be available for access to particular user, depending on
the user’s eligibility. For mstance, 1n the case of system 100
implementing a medical records system, a patient user may
have access to node 122 (reviewing a medical bill) and node
123 (requesting a prescription), while a doctor user may
have access to node 122 (reviewing a medical bill) and node
124 (fulfilling a prescription). In other words, the access
structure 1llustrated 1n FIG. 1 for client application 120 may
appear diflerently for different users.

Server 140 1ncludes a server-side authentication module
16056 configured to authenticate a user attempting to access
client transaction application 120a. In some embodiments,
authentication module 1605 may authenticate a client device
110 so that client device 110 may access resources such as
resources stored in a product database 143. For instance, in
case of system 100 providing a medical records system,
product database 145 may store medical records. Operation
of authentication module 1605 1s discussed further with
reference to F1IGS. 2-4. While not illustrated as such 1n FIG.
1, product database 145 may be 1n communication or
otherwise accessible to server 140 over a network, such as
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network 170. In some embodiments, product database 145 1s
maintained by a third party server (not shown in FIG. 1).
Accordingly, authentication module 1605 enables a client
transaction application 120aq to i1nitiate, maintain and par-
ticipate 1n a transaction with server 140, and/or a third party
server (not shown i FIG. 1).

In the illustrated embodiment, authentication module
1606 includes a random weight determination module 162
and a set weight determination module 163 for determining
and storing respective weights associated with nodes 122-
131 of client transaction application 120q. In some embodi-
ments, weight determination modules 162 and/or 165
dynamically determine a weight associated with at least a
subset of nodes 122-131 of client transaction application
120a each time user logs onto client transaction application
120a. Random weight determination module 162 can be
implemented as a typical random number generator and may
be configured to generate binary weights (e.g., either O or a
threshold value of, for example, 1) or fractional weights, for
example corresponding to a number equal to or between a
mimmum value (e.g., 0) and a threshold value (e.g., 1).
Operation of set weight determination module 165 1s dis-
cussed further with reference to FIGS. 3A-C.

In the embodiment 1illustrated 1n FIG. 1, relevant nodes
are shown for client-transaction application 120a. However,
in alternative embodiments, some or all relevant application
nodes navigated by a user may reside 1 a server-side
transaction application (similar to server-side transaction
application 1205) accessed through a client-side component
specifically designed for navigating the server side applica-
tion or through a browser application (e.g., browser appli-
cation 115) and/or a specific browser extension or add-on
designed for interacting with the relevant server side trans-
action application.

FI1G. 2 1s a process tlow diagram 1llustrating a method 200
for operation of authentication module 16056 on server 140
to authenticate a user (corresponding to client device 110
and client transaction application 120a executing on client
device 110) according to some embodiments of the present
invention.

Step 201 receives user-entered and device-generated cre-
dentials from client device 110. In one embodiment, user-
entered credentials comprise typical login credentials such
as a user name and a shared secret such as a password. In one
embodiment, device-generated credentials comprise an
authentication value generated by client-side authentication
module 160a executing a function, e.g., a hash function,
using various input values. The mput values may include
user credentials, application-specific values, devices values,
and/or other values. In some embodiments, the device-
generated credentials might be generated using typical
inputs and functions associated with transaction data signa-
tures. In some embodiments the device-generated creden-
tials might be generated using techniques shown and
described 1n applicant’s co-pending application titled
“Device Notarization™ by the same inventor and filed on the
same date herewith, the entire disclosure of which has been
incorporated by reference into the present application.

Step 202 determines 1f the user should be authenticated
based on the received credentials. Assuming that the user 1s
successiully authenticated upon initial login, method 200
proceeds to step 203 to determine whether current risk
factors indicate set weights. This can be determined based
on an administrator setting or 1t can be determined based on
a risk assessment application (not separately shown) that
automatically assesses various factors to determine whether
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6

heightened risks require that certain non-modal nodes be
subject to additional authentication steps.

As used herein, the term “non-modal node” simply means
a node that would not typically require additional authenti-
cation. In other words, 1n a given transaction application,
certain nodes may, in some embodiments, be deemed sen-
sitive enough to always require a particular mode of authen-
tication or re-authentication (e.g., a node for prescribing
certain drugs that are designated as high risk and/or subject
to potential abuse, e.g., narcotics). Such nodes are consid-
cered “modal” simply because, for the given application,
those nodes require a particular mode of authentication no
matter what. An example of a modal node 1s one in which
a prescription 1s ordered (a node with high risk of attack),
which might require use of a transaction data signature mode
of authentication. In contrast, a non-modal node 1s one 1n
which a specific mode of authentication 1s not required but
which may be dynamically selected for requiring that the
user be re-authenticated by authentication module 16056. An
example of a non-modal may include a node preceding (1)
the prescription node and (i1) a read-only vitals node. Such
a node has an ambiguous level of risk as 1t can lead either
to the prescription node (high risk) or to the read-only vitals
(low risk). Therefore, no specific mode of authentication
may be consistently required, and an authentication mode
may be dynamically selected by authentication module
1605, e.g., 1n real-time or quasi-real time (e.g., after login
but prior to a request to access a particular node), For such
non-modal nodes, authentication may or may not be
required depending on administrator selection, risk assess-
ment application warnings, and/or random selection.

I1 the result of step 203 15 yes, then step 204 determines
whether binary weighting applies. If yes, then step 207
assigns set weight values for Node Weight (a defined vari-
able having a value for each node corresponding to the
assigned weight for that node) of etther zero or a threshold
value (e.g., 1) for each non-modal node based on current risk
factors. If the result of step 204 1s no, then step 209 assigns
set values for Node Weight to each non-modal node that 1s
equal to or between zero and a threshold value for each
non-modal node.

I1 the result of step 203 1s no, then node weight values will
be assigned using a random selection function. Step 205
determines 1f binary weighting will apply. If yes, then step
206 assigns a value for Node Weight to each non-modal
node by executing a random selection function that selects
between zero and a threshold value to be assigned to each
node. IT the result of step 203 1s yes, then step 208 assigns
Node Weight values for each node by executing a random
selection function that selects a value equal to or between
zero and a threshold value to be assigned to each node. The
number of possible values between zero and the threshold
value may be different in different embodiments. For
example, 1n one embodiment, any tenth of a threshold value
may be selected (e.g., 0.1, 0.2, 0.3, etc.). In another embodi-
ment, any quarter value of a threshold value may be selected
(e.g., 0.25, 0.5, 0.75, etc.).

After either of steps 206, 208, 207, or 209 are completed,
the method proceeds to step 210. Step 210 i1mitializes a
variable labelled “User Weight” at zero. This value will be
incremented depending on the weight assigned to each node
as the user navigates through various nodes of the applica-
tion. Step 211 receives a user request to access an 1nitial or
next non-modal node. Step 212 increments the value of User
Weight by the value of Node Weight for the currently
requested node. Step 213 then determines whether User
Weight 1s greater than or equal to the threshold value. If no,
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then the method proceeds to step 217. If user navigation 1s
finished, then the process ends at 219. If not, then the process
returns to step 211 as the user traverses additional nodes.

If the result of step 213 1s yes, then step 214 requests
device-generated credentials. In one embodiment, device-
generated credentials comprise an authentication value gen-
erated by client-side authentication module 160a executing
a function, e.g., a hash function, using various input values.
The mput values may include user credentials, application-
specific values, devices values, and/or other values. In some
embodiments, the device-generated credentials might be
generated using typical inputs and functions associated with
transaction data signatures. In some embodiments, the
device-generated credentials might be generated using tech-
niques shown and described 1n applicant’s co-pending appli-
cation entitled “Device Notarization” by the same inventor
and filed on the same date herewith, the entire disclosure of
which has been incorporated by reference into the present
application. In a preferred embodiment, credentials for re-
authentication when Node Weight 1s equal to or greater than
a threshold value are generated without requiring additional
input for the user and the re-authentication 1s therefore not
necessarily noticeable by the user. In alternative embodi-
ments, the user might be prompted to enter credentials that
are used for re-authentication.

Step 215 determines whether the device generated cre-
dentials have been received and authenticated. If yes, then
the method proceeds to step 216 and the user 1s allowed
access to the requested node. If no, then the method proceeds
to step 218 and access 1s denied to the requested node and,
in the illustrated embodiment, the method ends at step 219
and the user 1s denied any further access to the application.

Note that assignment of set weights (not random) may be
done based on an administrative user selection or may be
done through an automated process. The operation of an
automated set weight determination module 1s further
described in the context of FIG. 3.

In the embodiment illustrate i FIG. 2, weights are
assigned either on a set basis or a random basis. However,
in alternative embodiments, 1t 1s possible for weights to be
assigned using a combination of set determinations (e.g.,
based on risk assessment) and random determinations. To
cite just one example, a set number for a particular node
could be added to whatever value 1s randomly determined
for that node and the sum could be used as the Node Weight
value. In this example, the set value might be based on
current risk. For example, a weight determination function
could provide that, for certain nodes, a node weight value 1s
the sum of some set value, e.g., 0.5, plus whatever random
value has been assigned to that node. In another example, set
probability factors can be used to weight the outcome of a
random selection function. For example, risk factors can be
used to assign “pre-weights” for nodes based on risk that
aflect the outcome of a random selection function and the
random selection function can generate a binary (e.g., 0, 1)
result for determining whether to re-authenticate at each
node, the probability of a node’s selection for re-authenti-
cation corresponding to a “pre-weight.” In such an example,
a pre-weight of, for example 0.2, would be mput mnto the
random selection function so that the random selection
function assigns a “1” to the node approximately 20% of the
time. Riskier nodes might be assigned higher pre-weights,
¢.g., 0.8. Other varniations are possible as will be apparent to
one skilled in the art.

FIG. 3A 1s a block diagram 300 illustrating operation of
set weight determination module 165 according to some
embodiments of the present invention. Weight determination
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module 165 allocates a weight 393 for each non-modal node
of client application 120. In some embodiments, weight
determination module 165 dynamically allocates weights to
cach node of client transaction application 120a every time
a user logs in. In some embodiments, weight determination
module 165 allocates weights 395 by evaluating a number of
factors, such as market conditions 361, user authentication
data, and so on. In some embodiments, allocated weights
395 are stored for use 1n successive weight allocation events.
In particular, 1n some embodiments, weight determination
module 165 compares assigned weights 395 with stored
weilghts to ensure that the overlap 1s not 100%.

In some embodiments, weight determination module 165
utilizes market conditions 361 1n determining a risk level
(and corresponding weight) associated with each node.
Market conditions 361 may include, for example, history of
attacks on particular nodes. Thus, as an example, 11 node 131
has been targeted frequently over the last 24 hours, node 131
may be assigned a higher weight than 1t was assigned 24
hours ago. Market conditions 361 may include sensitivity of
information accessible at each node. The sensitivity of
information accessible at each node may fluctuate over time,
and therefore, can be a factor in assessing the risk level and
corresponding weight for each node. Market conditions 361
may include recent attacks on similar products. Thus, as an
example, 1I other medical records systems have been tar-
geted by attackers, weights associated with one or more of
the nodes 122-131 of medical records system (e.g., one
implemented by system 100) may be correspondingly
raised. Market conditions 361 may include macro-level
conditions as well, such as terrorist alert levels. Thus, as an
example, if product database 145 stores classified data, and
a government threat level i1s raised (say from green to
amber), weights associated with one or more of the nodes
122-131 may be correspondingly raised.

In some embodiments, weight determination module 165
may also utilize authentication data for a user (as may be
stored 1n a user record 401, shown 1f FIG. 4, stored 1n user
database 150 of FIG. 1) to determine a risk level associated
with each node. Because a user’s unique authentication data
1s taken into account in determining the weights 395, the
weights 393 allocated to a node of client application 120a
are unique to each user. This can lead to greater security
because 1t reduces the likelihood that two users will expe-
rience authentication checks at the same nodes.

User authentication data may include one or more
observed authentication data 381 that has been observed
over time by server 140. Examples of observed authentica-
tion data include: geographic locations from which a user
has previously accessed a resource through server 140, most
recent geographic locations from which user has previously
accessed a resource on server 140, times of day in which
user has previously accessed a resource on server 140, a
number of times (or a percentage of times) that user has
correctly specified a password for a resource on server 140,
types ol prior transactions associated with user, and so on.

User authentication data may include real-time factors
391 associated with client device 110. A real-time factor
includes a characteristic, quality or attribute of a client
device 110 or user that 1s determined 1n real-time by server
140. Real-time factors 391 may include such factors as: a

physical location (such as, a global positioning system
(GPS) location) of client device 110, the medium by which
the request 1s conveyed (such as a local area network versus
remote access), a time of day in which client device 110
attempts to access the user’s account, a time zone 1n which
client device 110 attempts to access the user’s account, a
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wireless fidelity (Wi-F1) network that 1s accessed by client
device 110 and/or 1s accessible to client device 110, a
cellular carrier that provides network access to client device
110, a proximity of client device 110 to other devices (e.g.,
a device that has been 1dentified to server 140), an image of
a current user of client device 110 (e.g., detected by server

140 through facial recognition soitware on client device
110), the properties of the object (e.g., data) to which the
request pertains, and the quality of the credentials already
included with the request, and so on. As to the quality of the
credentials, for example, 1f the credentials are for a user from
another organization, then depending on the resource that
the user 1s trying to access, additional credentials may be
required.

In some embodiments, weight determination module 165
may execute one or more algorithms to determine the
weilghts 395 1n agreement with one or more rules 321 and
based on one or more inputs, including the market condition
data 361, observed authentication data 381 and the real time
factors 391. In some embodiments, weight determination
module 165 assigns a node an initial weight or base value of
0. Over time, based on the atore-mentioned factors, such as
the market condition data 361, observed authentication data
381 and the real time factors 391, weight determination
module 165 updates the base value for the weight of the
node. For instance, 1n one example, if a significant amount
of fraud traflic moves through that a certain node, weight
determination module 165 updates the base value to 0.5 or
more.

Rules 321 may be specified by an administrator, or
alternatively or in addition, in some embodiments, weight
determination module 165 may include one or more predic-
tive models to determine one or more sets of recommended
rules 321. A predictive model can take into account a large
number of parameters. A predictive model may include one
or more ol neural networks, Bayesian networks (such as
Hidden Markov models), expert systems, decision trees,
collections of decision trees, support vector machines, or
other systems known 1n the art for addressing problems with
large numbers of variables. A predictive model may be
trained on prior data and outcomes. The particular data
parameters selected for analysis 1n the training process are
determined by using regression analysis and/or other statis-
tical techniques known in the art for identifying relevant
variables 1n multivaniate systems.

Thus, if user does something out of the ordinary based on
observed authentication data 381 and real-time factors 391,
welghts 365 associated with one or more of the nodes
122-131 may be correspondingly raised. For example, 1t
user always accesses resources on server 140 from Califor-
nia, but 1s suddenly attempting to access from China,
weilghts associated with one or more of the nodes 122-131
may be correspondingly raised. As another example, if a
real-time 1mage of user does not match a stored image of
user, weights associated with one or more of the nodes
122-131 may be correspondingly raised.

FIG. 3B also 1llustrates two examples of weights 3964 and
3960 assigned for nodes 122-131 at two different times for
a user 105. In the 1llustrated example, at a first login (at time
t1), weight determination module 165 assigns nodes 122-
131 the following respective weights 396a.: 0.0, 0.7, 0.3, 0.0,
0.2,0.3,0.2,04, 0.2 and 0.7. At a subsequent login (at time
t2), weight determination module 165 assigns nodes 122-
131 the following respective weights 3965 0.1, 0.2, 0.3, 0.5,
1.0,0.9,0.2,0.4, 0.2 and 0.4. The differences 1n the assigned

welghts represent changes 1n one or more of: market con-
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ditions 361, observed authentication data 381 and real-time
factors 391, as calculated for each node.

FIG. 3C illustrates two examples of weights 397a and
39756 assigned for nodes 122-131 for two different users. In
the 1llustrated example, when a first user logs 1n and gains
access to entry point 121, weight determination module 165
assigns nodes 122-131 the following respective weights
397a:0.1,0.2, 0.6,0.0,0.9,0.3,0.9, 0.4, 0.2 and 0.5. When
a second user logs 1n and gains access to entry point 121,

weilght determination module 163 assigns nodes 122-130 the
following respective weights 3975 0.1, 0.2, 0.3, 0.0, 0.2,

0.9, 0.3, 1.0, 0.7 and 0.2. The differences in the assigned

weilghts represent diflerences in attributes of the two users.
For example, the differences in the assigned weights may
reflect changes 1n one or more of: market conditions 361,
observed authentication data 381 and real-time factors 591,
as calculated for each node for the two users. Note that the
weights 3975 are only assigned to nodes 122-130, reflecting
the fact that in this example, the second user 1s only eligible
to access nodes 122-130, and 1s mneligible to access node
131.

FIG. 4 1s a block diagram of the structure of a user
database 150 of FIG. 1 according to some embodiments of
the present invention. Database 150 contains a set of user
account records.

A respective user account record 401 may include such
information as: (1) an i1dentifier 402 that uniquely 1dentifies
the (instance of) client-side transaction application 120, (11)
a user device 1identifier 411 associated with the client device
110, such as a mobile phone number, an IDEN number, a
MAC address, etc., (111) attributes and capabilities 421 of the
client device 110, (1v) one or more user identifiers 431
associated with the user (e.g., user’s login user name and/or
password, user’s email login user name and/or password,
user’s account number and/or password, etc.), (v) user
biometric information 441, such as thumbprint, 1mage, etc.,
(v1) user preferences 451 (such as, mailing address, shipping
address, preferred method of contact, etc.), (vi1) private
financial information 461 of the user, such as credit card
information, bank information, or other financial informa-
tion which may be used to facilitate online transactions by
user, (vi) transaction records 465 (such as, transaction
amounts, dates, etc.) associated with the user record 401,
(vi1) authentication data 470, which may include (a) one or
more user-provided authentication data 471, which may
include such data provided by user as mother’s maiden
name, name of first pet, birthplace, favorite vacation spot,
etc., (b) one or more observed authentication data 481, and
(c) real-time factors 491.

FIG. 5 1s a block diagram of an exemplary computing
device 500 1n accordance with some embodiments of the
present invention, which can be used as any one of client
device 110 and/or server 140 (server 140 may, 1n alternative
embodiments, be implemented with multiple server com-
puters). In one embodiment computing device 500 typically
includes one or more commumnications interfaces 510 (e.g.,
a network interfaces), one or more processors 520 (which
may be central processing units (CPUs)), memory 530, user
interface 540, and one or more communication buses 550 for
interconnecting these components. The communication
buses 550 may 1nclude circuitry (sometimes called a chipset)
that interconnects and controls communications between
system components.

User interface 340 includes an output device 342 (e.g.,
display) and an mput device 344 (e.g., keyboard, touch
screen). In one embodiment, output device 542 and input
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device 544 may be the same device, e.g., a touch screen that
serves as both an input device and a display.

Memory 530, or one or more of the storage devices (e.g.,
one or more non-volatile storage devices) in memory 530,
includes a computer readable storage medium. In some
embodiments, memory 530 or the computer readable storage
medium of memory 3530 stores the following programs,
modules and data structures, or a subset thereof: operating,
system 532, communication module 334, and other appli-
cations/modules 536. In one embodiment, operating system
532 includes procedures for handling various basic system
services and for performing hardware dependent tasks. Also,
in one embodiment, communication module 534 (e.g., a
network communication module) 1s used for connecting
computing device 500 to other computers via the one or
more communication interfaces 510 and one or more com-
munication networks, such as the Internet, other wide area
networks, local area networks, metropolitan area networks,
and so on. In case of client device 110, other applications/
modules 536 may include a browser application 115 (shown
in FIG. 1), client transaction application 120aq (shown 1n
FIG. 1—including client-side authentication module 160qa),
word processing application (not shown), etc. In case of
server 140, other applications/modules 336 may include
server-side authentication module 1605 (shown in FIG.
1—including modules 162 and 165) and server-side trans-
action application 1205 (shown in FIG. 1).

Memory 330 may include a high-speed random access
memory, such as DRAM, SRAM, DDR RAM or other
random access solid state memory devices. Memory 530
may also include non-volatile memory, such as one or more
magnetic disk storage devices, optical disk storage devices,
flash memory devices, or other non-volatile solid state
storage devices. Although not illustrated, memory 330 may
also include any data storage equipment accessible by
device 500, such as any memory that 1s removable or
portable, (e.g., flash memory or external hard disk drives), or
any data storage hosted by a third party (e.g., cloud storage),
and 1s not limited thereto.

As noted above, memory 530 1s a computer readable
medium, more specifically a tangible computer readable
medium. Computer programs on memory 330, when
executed on computing device(s) or computer(s), cause the
computing device(s) or computer(s) to perform embodi-
ments of the methods of the present invention. Computer
programs may also be referred to by various other names,
such as, for example, computer applications, computer pro-
gram modules, computer program code, computer readable
code, computer executable code, computer program instruc-
tions, applet interpreters or compilers, virtual machines, etc.
In one embodiment, the computer readable medium can be
distributed over a network-coupled computer system so that
the computer readable code i1s stored and executed 1n a
distributed fashion. It 1s to be noted that any or all steps of
the embodiments of the methods of the present invention can
be computer implemented. It 1s also to be noted that the
above examples ol computer readable media are examples
ol non-transitory computer readable media. Further, com-
puter instruction signals may be embodied 1n a transmission
medium (with or without a carrier wave upon which the
signals are modulated). For example, the transmission
medium may mclude a communications network, such as
the Internet.

It 1s to be noted that computing device 500 1s only
exemplary and a large variety of computer configurations
may be suitable for implementing embodiments of the
present invention. Furthermore, it 1s to be noted that com-
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puting device 500 illustrated in FIG. 5 1s a simplified version
of a computing device. Accordingly, some details of com-
puting device 500 that are known 1n the art have been left out
of FIG. 1 so as not to unduly overcomplicate the drawing.

While the above description contains many specifics and
certain exemplary embodiments have been described and
shown 1n the accompanying drawings, 1t 1s to be understood
that such embodiments are merely illustrative of and not
restrictive on the broad invention, and that this invention not
be limited to the specific constructions and arrangements
shown and described, since various other modifications may
occur to those ordinarily skilled in the art, as mentioned
above. The mnvention includes any combination or sub-
combination of the elements from the different species
and/or embodiments disclosed herein.

What 1s claimed 1s:

1. A method of selectively enabling access to functions of
a transaction application requested by a user of a client
clectronic device, the transaction applications respectively
corresponding to application nodes, the method comprising:

authenticating, using one or more server computers, the
user for access to an entry point of the transaction
application;

making a determination, using one or more server coms-
puters, whether to require re-authentication of the user
for access to an application node other than the entry
point, wherein:

(1) making the determination comprises executing a ran-
dom weight determination module to assign a ran-
domly generated respective weight value to each of a
plurality of application nodes that would not otherwise
require authentication; and

(2) as the user traverses one or more of the plurality of
application nodes, comparing a sum of at least one
respective weight value of the traversed application
nodes, wherein the traversed application nodes include
the application node currently being traversed, to a
threshold value to determine whether re-authentication
of the user 1s required prior to granting access to the
function of the transaction application corresponding to
the currently traversed application node; and

11 the determination indicates that re-authentication of the
user 1s required prior to granting access to a function of
the transaction application corresponding to the appli-
cation node, requiring re-authentication of the user i1f
the user attempts to traverse the application node.

2. The method of claim 1 wherein the assigned respective
weilght value 1s erther a value corresponding to a threshold
value or a value corresponding to a non-threshold value
wherein comparing the sum further comprises:

iI the assigned weight value of the currently traversed
application node corresponds to the threshold value,
then the determination indicates that re-authentication
1s required for the currently traversed application node
prior to granting access to the function of the transac-
tion application corresponding to the currently tra-
versed application node.

3. The method of claim 1 wherein the assigned respective
weilght value 1s a value equal to or between a value corre-
sponding to a threshold value and a value corresponding to
a non-threshold value, wherein comparing the sum further
COmprises:

incrementing the sum by the assigned respective weight
value of a traversed application node upon traversal
and, 11 the sum after being incremented 1s equal to or
greater than the threshold value, then the determination
indicates that re-authentication 1s required for the tra-
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versed application node prior to granting access to the
function of a transaction application corresponding to
the currently traversed application node.

4. The method of claim 1 wherein requiring re-authenti-
cation of the user comprises:

requesting one or more device-generated credentials to be
checked prior to granting the user access to the function
ol a transaction application.

5. The method of claim 4 wherein the one or more
device-generated credentials are generated by the client
clectronic device without requiring additional input from the
user other than a user-interface action corresponding an
attempt to traverse the application node.

6. The method of claim 1 wherein the transaction appli-
cation 1s stored and executed on the client electronic device.

7. The method of claim 1 wherein the transaction appli-
cation 1s stored and executed on one or more server coms-
puters.

8. The method of claim 1 wherein a first portion of the
transaction application 1s stored and executed on the client
clectronic device and a second portion of the transaction
application 1s stored and executed on one or more server
computers.

9. A computer program product embedded mm a non-
transitory computer readable medium including instructions
executable by a computer processor to selectively require
authentication of a user of a client electronic device for
access to Tunctions corresponding to application nodes of a
transaction application by:

authenticating the user for access to an entry point of the
transaction application;

making a determination whether to require re-authentica-
tion of the user for access to an application node other
than the entry point wherein making the determination
COmprises:

(1) executing a random weight determination module to
assign a randomly generated respective weight value to
cach of a plurality of application nodes that would not
otherwise require authentication; and

(2) as the user traverses one or more of the plurality of
application nodes, comparing a sum of at least one
respective weight value of the traversed application
nodes, wherein the traversed application nodes include
the application node currently being traversed, to a
threshold value to determine whether re-authentication
of the user 1s required prior to granting access to the
function of the transaction application corresponding to
the currently traversed application node; and

i the determination indicates that re-authentication of the
user 1s required prior to granting access to the function
of the transaction application corresponding to the
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application node, requiring re-authentication of the user
if the user attempts to traverse the application node.

10. The computer program product of claim 9 wherein the
assigned weight value 1s either a value corresponding to a
threshold value or a value corresponding to a non-threshold
value wherein, comparing the sum further comprises:

1f the assigned weight value of the currently traversed
application node corresponds to the threshold value,
then the determination indicates that re-authentication
1s required for the currently traversed application node
prior to granting access to the function of the transac-
tion application corresponding to the currently tra-
versed application node.

11. The computer program product of claim 9 wherein the
assigned respective weight value 1s a value equal to or
between a value corresponding to a threshold value and a
value corresponding to a non-threshold value, wherein com-
paring the sum further comprises:

incrementing the sum by the assigned respective weight
value of a traversed application node upon traversal
and, 11 the sum after being incremented 1s equal to or
greater than the threshold value, then the determination
indicates that re-authentication 1s required for the tra-
versed application node prior to granting access to the
function of a transaction application corresponding to
the currently traversed application node.

12. The computer program product of claim 9 wherein
requiring re-authentication of the user comprises:

requesting one or more device-generated credentials to be
checked prior to granting the user access to the function
of a transaction application.

13. The computer program product of claim 12 wherein
the one or more device-generated credentials are generated
by the client electronic device without requiring additional
input from the user other than a user-interface action cor-
responding to an attempt to traverse the application node.

14. The computer program product of claim 9 wherein the
transaction application 1s stored and executed on the client
clectronic device.

15. The computer program product of claim 9 wherein the
transaction application 1s stored and executed on one or
more server computers.

16. The computer program product of claim 9 wherein a
first portion of the transaction application 1s stored and
executed on the client electronic device and a second portion
of the transaction application is stored and executed on one
Or more server computers.

G ex x = e



	Front Page
	Drawings
	Specification
	Claims

