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threshold 1s 1dentified. The match 1s then determined to be
unauthorized, and a claim 1s 1ssued against the unauthorized
uploaded content. The time period can be based on a utility
based analysis that factors the computational costs of
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MATCHING DELAYED LIVE REFERENCE
STREAMS WITH USER UPLOADED
STREAMS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a continuation of U.S. patent applica-

tion Ser. No. 13/435,990, filed Mar. 30, 2012, and entitled,
“CLAIMING DELAYED LIVE REFERENCE
STREAMS,” the entirety of which 1s incorporated herein by
reference.

TECHNICAL FIELD

This disclosure relates generally to copyright protection
tor live streams, and specifically to copyright claims against
content uploaded prior to ingestion of the live stream.

BACKGROUND

Current copyright protection schemes compare uploaded
media content to an 1ndex of validated and protected content.
If a match 1s made, a copyright claim 1s generated against the
uploaded media content. Live video and audio streams can
also be protected from matching content that 1s uploaded
after the live video stream 1s received, as an index of
validated content can be generated as the live media 1s
received and processed. Any subsequently uploaded user
video captured can be compared against the validated con-
tent to 1dentify if the uploaded user video i1s unauthorized.

However, when a stream of media is created in real-time
or near real-time, processing in the transcoding pipeline can
sometimes take a long time and interruptions between when
the public broadcast occurs and when the reference 1s
uploaded can cause delays such that the user uploaded
content 1s uploaded before the live stream 1s indexed. If user
uploaded content 1s uploaded first or at a time when the
matching system 1s oflline, it will not match against the live
reference since the reference has not yet been indexed.
When the live reference 1s activated in the match system, 1t
will claim newly uploaded user content but will not claim
the previously uploaded user content.

SUMMARY

The following presents a simplified summary of various
aspects of this disclosure in order to provide a basic under-
standing of such aspects. This summary 1s not an extensive
overview ol all contemplated aspects, and 1s intended to
neither 1dentity key or critical elements nor delineate the
scope ol such aspects. Its purpose 1s to present some
concepts of this disclosure 1 a stmplified form as a prelude
to the more detailed description that 1s presented later.

Systems and methods disclosed herein relate to 1dentity-
ing matches between user uploaded media content and
validated content when the user uploaded media content 1s
uploaded first. Disclosed herein 1s a system including an
indexing component that indexes uploaded content based 1n
part on an upload time. A matching component matches
validated content against the uploaded content 1n response to
the validated content being receirved after the upload time
and the matching component also identifies unauthorized
uploaded content. The matching component also matches
the validated content against the uploaded content incre-
mentally as the validated content 1s received.
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The match component also determines a time period to
incrementally match the wvalidated content against the
uploaded content based on a utility-based analysis that
factors the computational costs of performing the matching
against the benefit of early detection as the value of the
validated content diminishes over time. A claim component
1s also disclosed that 1ssues a claim of copyright infringe-
ment against the uploaded content 1n response to the match-
ing component identitying unauthorized uploaded content
and the unauthorized uploaded content meeting a minimum
match duration.

Also disclosed herein 1s a method including indexing
uploaded content based in part on an upload time. The
method can include comparing validated content against the
indexed uploaded content incrementally as 1t 1s received 1n
response to receiving the validated content after the upload
time. The method can further include identifying the
uploaded content as unauthorized in response to finding a
positive match between the validated content and the
uploaded content. The method can also include 1ssuing a flag
indicating a potential iniringement claim against the
uploaded content in response to identifying unauthorized
uploaded content.

Further disclosed herein i1s a non-transitory computer
readable medium comprising computer executable mnstruc-
tions that 1n response to execution cause a computing system
to perform operations that include indexing uploaded con-
tent based 1n part on an upload time, comparing validated
content against the indexed uploaded content incrementally
as 1t 1s received 1n response to recerving the validated
content after the upload time. The operations can also
include 1dentitying the uploaded content as unauthorized 1n
response to finding a positive match between the validated
content and the uploaded content.

The following description and the annexed drawings set
forth 1n detail certain 1llustrative aspects of this disclosure.
These aspects are indicative, however, of but a few of the
various ways in which the principles of this disclosure may
be employed. This disclosure 1s intended to include all such
aspects and their equivalents. Other advantages and distinc-
tive features of this disclosure will become apparent from
the following detailed description of this disclosure when
considered in conjunction with the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram illustrating an example, non-
limiting embodiment of a system that can match validated
content against user uploaded content in accordance with
various aspects and implementations described herein.

FIG. 2 1s a block diagram illustrating an example, non-
limiting embodiment of a system that can incrementally
check for matching content in accordance with various
aspects and implementations described herein.

FIG. 3 1s a block diagram illustrating an example, non-
limiting embodiment of a system that can issue claims
against unauthorized uploaded content 1n accordance with
various aspects and implementations described herein.

FIG. 4 1s a block diagram illustrating an example, non-
limiting embodiment of a system that can purge indexed user
uploaded content after an expiration period in accordance
with various aspects and implementations described herein.

FIG. 5 1s a block diagram illustrating an example, non-
limiting embodiment of a system that can incrementally
check for matching content in accordance with various
aspects and implementations described herein.
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FIG. 6 1s a block diagram illustrating an example, non-
limiting embodiment of a system for matching content 1n

accordance with various aspects and implementations
described herein.

FIG. 7 illustrates a flow diagram of an example, non-
limiting embodiment for identifying unauthorized uploaded
content 1n accordance with various aspects and implemen-
tations described herein.

FIG. 8 illustrates a flow diagram of an example, non-
limiting embodiment for 1ssuing a claim against unauthor-
1zed uploaded content 1n accordance with various aspects
and implementations described herein.

FIG. 9 1s a block diagram illustrating an example com-
puting device that 1s arranged in accordance with various
aspects and implementations described herein.

FIG. 10 1s a block diagram 1llustrating an example net-
working environment in accordance with various aspects
and 1mplementations of this disclosure.

DETAILED DESCRIPTION

Overview

Various aspects of this disclosure are now described with
reference to the drawings, wherein like reference numerals
are used to refer to like elements throughout. In the follow-
ing description, for purposes of explanation, numerous spe-
cific details are set forth in order to provide a thorough
understanding of one or more aspects. It should be under-
stood, however, that certain aspects of this disclosure may be
practiced without these specific details, or with other meth-
ods, components, materials, etc. In other instances, well-
known structures and devices are shown in block diagram
form to facilitate describing one or more aspects.

It 1s to be appreciated that 1n accordance with one or more
implementations described 1n this disclosure, unauthorized
user uploaded content can be 1dentified even when the user
uploaded content 1s uploaded prior to 1ngestion of a vali-
dated live stream. Moreover, one or more implementations
described herein can provide for flagging potential copyright
violations of the unauthorized uploaded content. The poten-
tially infringing uploaded content can then be quarantined
until 1ts reviewed by the validated content owner.

Copyrighted content, such as a live stream of a broadcast
TV can be uploaded over a network (e.g., the Internet) to a
server for where 1t can be made available for streaming
and/or viewing by an end user. The content can be validated,
and an index of the validated content can be stored in
memory, and user uploaded content can be compared against
the index of validated content to determine whether the user
uploaded content 1s unauthorized and/or potentially infring-
ing the copyright of the validated content uploader.

Sometimes, mgestion of the live stream can be delayed.,
and the user uploaded content 1s uploaded before the live
stream 1s finished processing. In these cases, a reverse
content-matching system can be used where the live stream
1s checked against an index of recently uploaded user
uploads, kept in memory. Since the value of the live stream
diminishes rapidly with time, 1t 1s important that a claim 1s
generated against the user uploaded content very shortly
alter live reference ingestion. The live stream 1s therefore
checked repeatedly against the user uploaded content, once
per a time period, until a minimum match duration threshold
has been met, at which point a claim 1s generated.

Referring now to the drawings, FIG. 1 illustrates a block
diagram of an example system 100 that can match validated
content against user uploaded content in accordance with
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various aspects and implementations described herein. The
system 100 can be used to match a validated stream against
user uploaded content to determine 1f the user uploaded
content potentially infringes on the copyright of the vali-
dated stream and flags 1t for review.

The system 100 can include a server 102 that receives a
validated stream 104 and user uploaded content 106. A
memory 108 can store the user uploaded content 106, and
the validated stream 104. An indexing component 110 can be
provided to imndex the uploaded content based 1n part on the
time of upload. The index of the user uploaded content can
also be stored 1n memory 108. A matching component 112
can be provided to match the validated stream 104 against
the indexed user uploaded content 106 1f the user uploaded
content 106 1s received first. The matching component 112
can also match the user uploaded content 106 against an
index of the validated stream 104 1 the validated stream 104
1s recerved prior to the user uploaded content 106.

In some 1mplementations, the validated stream can be a
stream from a live television or radio broadcast or from a
newsleed. The validated stream can also be streamed to the
server 102 as 1t 1s recorded, or in other implementations it
can be uploaded after the live event has completed.

In some aspects of the present disclosure, the matching
component 112 can match the validated stream 104 against
the indexed user uploaded stream 106 once the validated
stream 1s complete. In other aspects of the present disclo-
sure, the matching component 112 can match the validated
stream 104 against the indexed user uploaded content 106
incrementally as the validated stream 104 1s received. In
some aspects of the present disclosure, the match component
can perform the matching once per a time period.

In some aspects of the present disclosure, the time period
can be defined by the validated content copyright holder.
Alternatively, the time period can be determined based on a
utility based analysis that factors a cost of matching content
against a benefit of early detection of the unauthorized
upload of the content. If the matching component 112
matches the validated stream 104 against the indexed user
uploaded content 106 and detects a match, but the minimum
match duration threshold has not been met yet, matching
component 112 can rematch the validated stream 104 against
the user uploaded content 106 every X seconds until the
minimum match duration Y i1s hit. The total number of
additional lookups of the validated stream 104 against the
indexed user uploaded content can therefore be expressed as
/=Y /X. The copyright holder can set the Y, and the X can
be selected such that the tradeofl between the additional
latency L (while 0<LL<X)) and the load caused by the number
of mndex lookups Z i1s fair. Accordingly, the utility based
analysis 1s based on computational costs and the diminishing
value of the validated content as time passes.

Turning now to FIG. 2, a block diagram 1llustrating an
example, non-limiting embodiment of a system that can
incrementally check for matching content in accordance
with various aspects and implementations 1s shown. Graph
200 depicts an example embodiment of how system 100
incrementally checks for matching content. Axis 202 shows
the duration, 1n seconds, of the content, both the user
uploaded content 206 and the validated stream. Axis 204
shows snapshots of content matches performed between the
validated stream and the user uploaded content 206 at
different times (208, 210, 212, 214, and 216). At 218, the
validated stream has been fully ingested at time t1+t.

In some 1mplementations, the user uploaded content 206
can be received by server 102, stored in memory 108 and/or
indexed by indexing component 110. The user uploaded
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content 206 can be indexed based on an upload time which
in FIG. 2 1s shown to be t1. The user uploaded content 206,
in this aspect of the present disclosure 1s at least 30 seconds
long, as the bar extends past t1+30. It 1s to be appreciated
that 1n other aspects of the disclosure, user uploaded content
206 can be shorter or longer than that depicted 1in FIG. 2.

In some aspects of the disclosure, the validated stream can
be recerved very soon after user uploaded content 206. At
208, the validated stream 1s matched against the user
uploaded content 206 at 10 seconds after the user uploaded
content was 1ndexed (at t1+10). Matching component 112
may determine that the validated stream matches the user
uploaded content 206, but that a minimum match duration
threshold has not been matched. Therefore, matching com-
ponent 112 can incrementally match wvalidated stream
against the user uploaded content 206 every X seconds until
a mimmum match duration threshold 1s met.

In FIG. 2, X=5, and so matching component 112 performs
the matching every 5 seconds, at t1+10, t1+15, t1+20, t1+25,
and t1+30, shown at 208, 210, 212, 214, and 216 respec-
tively. In other implementations, X can be another number,
set by the copyright holder or determined by the utility based
analysis. Matching component 112 continues to perform a
matching every 5 seconds until the time 1s t14+430 at 216, at
which time the mimimum match duration threshold of Y=30
has been met. The minimum match duration threshold i1s the
amount of matching content in the user uploaded content
206 that the copyright holder of the validated stream defines
as unauthorized. In other words, 11 the user uploaded content
206 matches the validated stream, but 1s of a shorter duration
than the minimum match threshold, the user uploaded con-
tent 206 will not trigger a copyright infringement claim.

In some implementations of the present disclosure, X and
Y can have different values. For example, the minimum
match duration could be set at 20 seconds, and matching,
component 112 can match the validated stream against the
user uploaded content every 2 seconds until there i1s 20
seconds of matching content at which point a claim can be
1ssued against the user uploaded content.

FIG. 3 1s a block diagram illustrating an example, non-
limiting embodiment of a system 300 that can tlag potential
copyright violations of the unauthorized uploaded content 1n
accordance with various aspects and implementations. Sys-
tem 300 can include server 102 that receives validated
content and user uploaded content. The user uploaded con-
tent can be stored in memory 108. Indexing component 110
can 1ndex the user uploaded content based at least 1n part on
the upload time, and matching component 112 can match the
validated content against the uploaded content to determine
if the validated content matches the user uploaded content.
Claim component 302 can be provided to 1ssue a flag
indicating a potential copyright infringement claim against
the user uploaded content 11 matching component 112 deter-
mines that the user uploaded content 1s unauthorized. The
user uploaded content can then be quarantined until the
validated content holder reviews the user uploaded content.

In some 1mplementations of the present disclosure, the
claim component 302 can monitor the matching performed
by matching component 112. When a match between the
validated stream and the user uploaded content reaches a
mimmum match duration threshold, claim component 302
will 1ssue a tlag indicating a potential copyright iniringe-
ment claim against the user uploaded content.

In other implementations, the claim component 302 can
issue a flag indicating a potential copyright iniringement
claim against the user uploaded content in response to the
matching component 112 determining that the user uploaded
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content 1s unauthorized. Matching component 112 can deter-
mine that the user uploaded content 1s unauthorized based on
whether a minimum match duration threshold 1s met. It the
minimum match duration threshold 1s set to Y, and the user
uploaded content matches for some duration less than Y,
matching component 112 will determine that the user
uploaded content i1s not unauthorized and the claim compo-
nent 302 will not 1ssue a flag indicating a potential copyright
infringement claim against the user uploaded content.

Turning now to FIG. 4, a block diagram 1illustrating an
example, non-limiting embodiment of a system 400 that can
purge mndexed user uploaded content after an expiration
period 1n accordance with various aspects and implementa-
tions 1s shown. System 400 can include server 102 that
receives validated content and user uploaded content. The
user uploaded content can be stored in memory 108. Index-
ing component 110 can index the user uploaded content
based at least mn part on the upload time, and matching
component 112 can match the validated content against the
uploaded content to determine i1f the validated content
matches the user uploaded content. Purging component 402
can also be included to delete the indexed user uploaded
content from memory 108 after an expiration period.

In some aspects of the present disclosure, purging com-
ponent 402 can delete the index created by indexing com-
ponent 110. The user uploaded content can remain saved in
memory 108, but the index has been purged. After purging,
matching component 112 will cease matching validated
streams against the user uploaded content, and flags 1ndi-
cating potential copyright violations will not be generated by
claim component 302. In other embodiments of the present
disclosure, purging component 402 can delete the user
uploaded content from memory 108, both the index of the
content, and the content itself.

The expiration period can be standardized for all user
uploaded content. Diflerent classes and/or types of user
uploaded content can also have diflerent expiration periods.
For instance, the length of the user uploaded content can be
a factor in determining the expiration period, e.g., longer
user uploaded content can have a longer expiration period.

Turmning now to FIG. S, a block diagram illustrating an
example, non-limiting embodiment of a system that can
incrementally check for matching content in accordance
with various aspects and implementations of the disclosure
1s shown. Graph 500 depicts an example embodiment of
how system 100 periodically checks for matching content.
Axis 502 shows the duration, 1n seconds, of the content, both
the user uploaded content and the validated stream 506. Axis
504 shows snapshots of content matches performed between
the user uploaded content and the validated stream 3506 at
different times (508, 510, 512, 514, and 516).

In some implementations, the validated stream 506 can be
ingested prior to the user uploaded content. When that
happens, mndexing component 110 can index the validated
content, and user uploaded content received after validated
stream 506 1s ingested can be compared to the indexed
validated stream 506 to determine whether or not the user
uploaded content 1s unauthorized. At 508, the user uploaded
content 1s matched against the validated stream 506 at 10
seconds after the validated stream 506 was indexed (at
t1+10). Matching component 112 may determine that the
user uploaded content matches the validated stream 506, but
that a minimum match duration threshold has not been
matched. Therefore, matching component 112 can incre-
mentally match the user uploaded content against the vali-
dated stream 506 every X seconds until a minimum match
duration threshold 1s met.
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In FIG. 5, X=5, and so matching component 112 performs
the matching every 5 seconds, at t1+10, t1+15, t1+20, t1+25,
and t1+30, shown at 508, 510, 512, 514, and 516 respec-
tively. Matching component 112 continues to perform a
matching every 5 seconds until the time 1s t1+30 at 516,
when the minimum match duration threshold of Y=30 has
been met. The minimum match duration threshold 1s the
amount ol matching content in the user uploaded content
that the copyright holder of the validated stream defines as
unauthorized. In other words, if the user uploaded content
matches the validated stream 506, but 1s of a shorter duration
than the minimum match threshold, the user uploaded con-
tent will not trigger a potential copyright iniringement
claim.

Turning now to FIG. 6, a block diagram 1illustrating an
example, non-limiting embodiment of a system for matching
content 1n accordance with various aspects and implemen-
tations 1s shown. Graph 600 depicts an example embodiment
of how system 100 checks for matching content once the
validated stream 608 1s completely ingested. Axis 602 shows
the duration, in seconds, of the content, both the user
uploaded content 606 and the validated stream 608. Axis 604
shows the time (t1430) that the validated stream 608 1s
completely ingested and processed.

In some embodiments, the system 100 can wait to perform
the matching process until the validated stream 608 has
completed, and the content has been fully ingested and
processed. In this embodiment, matching component 112
can wait to perform the matching until server 102 1s no
longer streaming the validated stream 608, and the validated
content 1s fully stored 1n memory 108.

FIG. 7 illustrates an exemplary flow diagram 700 of an
example non-limiting embodiment of a methodology for
identifying unauthorized uploaded content according to an
aspect of the present disclosure. For simplicity of explana-
tion, the method 1s depicted and described as a series of acts.
However, acts 1n accordance with this disclosure can occur
in various orders and/or concurrently, and with other acts not
presented and described herein. Furthermore, not all illus-
trated acts may be required to implement the method in
accordance with the disclosed subject matter. In addition,
those skilled in the art will understand and appreciate that
the method could alternatively be represented as a series of
interrelated states via a state diagram or events. Additionally,
it should be appreciated that the methods disclosed 1n this
specification are capable of being stored on an article of
manufacture to facilitate transporting and transierring such
methods to computing devices. The term article of manu-
facture, as used herein, 1s intended to encompass a computer
program accessible from any computer-readable device or
storage media.

Moreover, various acts have been described in detail
above 1n connection with respective system diagrams. It 1s
to be appreciated that the detailed description of such acts in
FIG. 1-6 can be and are intended to be implementable as
methods and/or 1n accordance with the following depicted
method.

At 702, uploaded content 1s indexed (e.g. by indexing
component 110) based at least 1in part on an upload time. The
index of the uploaded content can then be stored to memory.
When validated content 1s received, the time of ingestion 1s
compared to the indexed uploaded content to determine
which one arrived first. If the validated content 1s received
alter the uploaded content, at 704, the validated content can
be incrementally compared (e.g. by matching component
712) to the uploaded content as the validated content is
received.
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Comparing the validated content against the indexed
uploaded content can be done once per a time period. In
some embodiments, the time period can be defined by the
validated content copyright holder. Alternatively the time
period can be determined based on a utility based analysis
that factors a cost of matching content against a benefit of
carly detection of the unauthorized upload of the content. If
the comparing detects a match but the minimum match
duration threshold has not been met yet the validated content
can be matched against the uploaded content every X
seconds until the mimmum match duration Y 1s hait.

At step 706, 11 a positive match 1s found (1.e. the uploaded
content matches the validated content, and the matching
section 1s at least of a minimum duration threshold), the
uploaded content 1s i1dentified as unauthorized. The mini-
mum match duration threshold 1s the amount of matching
content 1n the uploaded content that the copyright holder of
the validated stream defines as unauthorized. In other words,
i the uploaded content matches the validated content, but 1s
of a shorter duration than the minimum match threshold, the
uploaded content will not be identified as unauthorized. In
response to identifying unauthorized uploaded content, at
708, a potential copyright infringement claim 1s 1ssued (e.g.
by claim component 302) against the uploaded content.

FIG. 8 1illustrates an exemplary tflow diagram 800 of an
example, non-limiting embodiment for 1ssuing a claim
against unauthorized uploaded content 1n accordance with
various aspects and implementations described herein. It 1s
to be appreciated that the detailed description of such acts in
FIGS. 1-6 can be and are intended to be implementable as
methods and/or 1n accordance with the following depicted
method.

At 802, uploaded content 1s indexed based at least in part
on an upload time. A live reference stream of validated
content that 1s received aiter the uploaded content 1s indexed
1s then compared to the indexed uploaded content at 804. A
determination, at 806, 1s then made whether or not the
validated live reference stream matches the uploaded con-
tent. If there 1s a match, the length of the matching portion
1s measured to determine 1f the minimum match duration
threshold has been met at step 808. If the matching portion
1s not at the minimum match duration, the live reference
stream 1s compared to the indexed uploaded content at a later
time at 804. If the matching portion 1s at least as long as the
minimum match duration, a threshold determined by the
validated content copyright holder, a flag indicating a poten-
tial copyright infringement claim 1s 1ssued against uploaded
content at 810.

I there 1s no match at 806, a determination 1s made at 812
whether the live reference stream 1s at the end of the stream.
If live reference stream 1s not at the end of the stream, the
process goes back to 804 to continue comparing the live
reference stream against the index of uploaded content. If
the live relerence stream 1s at the end of the stream, the
process ends, and no further comparisons are made.
Exemplary Computing Device

With reference to FIG. 9, a suitable environment 900 for
implementing various aspects of this disclosure includes a
computing device 912. It 1s to be appreciated that the
computer 912 can be used 1n connection with implementing
one or more ol the systems or component shown and
described in connection with FIGS. 1-6. The computing
device 912 includes a processing unit(s) 914, a system
memory 916, and a system bus 918. The system bus 918
couples system components including, but not limited to, the
system memory 916 to the processing unit 914. The pro-
cessing unit(s) 914 can be any of various available proces-
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sors. Dual microprocessors and other multiprocessor archi-
tectures also can be employed as the processing unit(s) 914.

The system bus 918 can be any of several types of bus
structure(s ) including the memory bus or memory controller,
a peripheral bus or external bus, and/or a local bus using any

variety of available bus architectures including, but not
limited to, Industrial Standard Architecture (ISA), Micro-

Channel Architecture (MSA), Extended ISA (EISA), Intel-
ligent Drive Electronics (IDE), VESA Local Bus (VLB),
Peripheral Component Interconnect (PCI), Card Bus, Uni-
versal Serial Bus (USB), Advanced Graphics Port (AGP),
Personal Computer Memory Card International Association
bus (PCMCIA), Firewire (IEEE 994), and Small Computer
Systems Interface (SCSI).

The system memory 916 includes volatile memory 920
and nonvolatile memory 922. The basic input/output system
(BIOS), containing the basic routines to transfer information
between elements within the computing device 912, such as
during start-up, 1s stored in nonvolatile memory 922. By
way ol 1llustration, and not limitation, nonvolatile memory
(e.g., 922) can include read only memory (ROM), program-
mable ROM (PROM), electrically programmable ROM
(EPROM), electrically erasable programmable ROM (EE-
PROM), flash memory, or nonvolatile random access
memory (RAM) (e.g., ferroelectric RAM (FeRAM). Volatile
memory (e.g., 920) includes random access memory
(RAM), which acts as external cache memory. By way of
illustration and not limitation, RAM 1s available 1n many
forms such as static RAM (SRAM), dynamic RAM
(DRAM), synchronous DRAM (SDRAM), double data rate
SDRAM (DDR SDRAM), enhanced SDRAM (ESDRAM),
Synchlink DRAM (SLDRAM), direct Rambus RAM
(DRRAM), direct Rambus dynamic RAM (DRDRAM), and
Rambus dynamic RAM. Additionally, the disclosed memory
components of systems or methods herein are intended to
include, without being limited to including, these and any
other suitable types of memory.

Computing device 912 can also include removable/non-
removable, volatile/non-volatile computer storage media.
FIG. 9 illustrates, for example, a disk storage 924. Disk
storage 924 includes, but 1s not limited to, devices like a
magnetic disk drive, flash drive, tloppy disk drive, tape
drive, Jaz drive, Zip drive, LS-100 drive, flash memory card,
or memory stick. The disk storage 924 also can include
storage media separately or in combination with other

storage media including, but not limited to, an optical disk
drive such as a compact disk ROM device (CD-ROM), CD

recordable drive (CD-R Drive), CD rewritable drive (CD-
RW Drive) or a digital versatile disk ROM drive (DVD-
ROM). To facilitate connection of the disk storage devices
924 to the system bus 918, a removable or non-removable
interface 1s typically used, such as interface 926.

FIG. 9 also depicts software that acts as an intermediary
between users and the basic computer resources described in
the suitable operating environment 900. Such software
includes, for example, an operating system 928. Operating
system 928, which can be stored on disk storage 924, acts to
control and allocate resources of the computing device 912.
System applications 930 take advantage of the management
of resources by operating system 928 through program
modules 932 and program data 934, e¢.g., stored either in
system memory 916 or on disk storage 924. It 1s to be
appreciated that this disclosure can be implemented with
various operating systems or combinations ol operating
systems.

A user enters commands or mnformation 1nto the comput-
ing device 912 through mput device(s) 936. Input devices
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936 1include, but are not limited to, a pointing device such as
a mouse, trackball, stylus, touch pad, keyboard, microphone,
joystick, game pad, satellite dish, scanner, TV tuner card,
digital camera, digital video camera, web camera, and the
like. These and other input devices connect to the processing
unit 914 through the system bus 918 via interface port(s)
938. Interface port(s) 938 include, for example, a serial port,
a parallel port, a game port, and a universal serial bus (USB).
Output device(s) 940 use some of the same type of ports as
iput device(s) 936. Thus, for example, a USB port may be
used to provide mnput to computing device 912, and to output
information from computing device 912 to an output device
940. Output adapter 942 1s provided to illustrate that there
are some output devices 940 like monitors, speakers, and
printers, among other output devices 940, which require
special adapters. The output adapters 942 include, by way of
illustration and not limitation, video and sound cards that
provide a means of connection between the output device
940 and the system bus 918. It should be noted that other
devices and/or systems ol devices provide both input and
output capabilities such as remote computer(s) 944.
Computing device 912 can operate 1n a networked envi-
ronment using logical connections to one or more remote
computers, such as remote computer(s) 944. The remote
computer(s) 944 can be a personal computer, a server, a
router, a network PC, a workstation, a microprocessor based
appliance, a peer device or other common network node and
the like, and typically includes many or all of the elements
described relative to computing device 912. For purposes of
brevity, only a memory storage device 946 1s illustrated with
remote computer(s) 944. Remote computer(s) 944 1s logi-
cally connected to computing device 912 through a network
interface 948 and then physically connected via communi-

cation connection 950. Network interface 948 encompasses
wire and/or wireless communication networks such as local-
area networks (LAN), wide-area networks (WAN), cellular
networks, etc. LAN technologies include Fiber Distributed
Data Intertace (FDDI), Copper Distributed Data Interface
(CDDI), Ethernet, Token Ring and the like. WAN technolo-
gies nclude, but are not limited to, point-to-point links,
circuit switching networks like Integrated Services Digital
Networks (ISDN) and variations thereon, packet switching
networks, and Digital Subscriber Lines (DSL).

Communication connection(s) 950 refers to the hardware/
soltware employed to connect the network interface 948 to
the bus 918. While communication connection 950 1s shown
for illustrative clarity inside computing device 912, 1t can
also be external to computing device 912. The hardware/
soltware necessary for connection to the network interface
948 includes, for exemplary purposes only, internal and
external technologies such as, modems including regular
telephone grade modems, cable modems and DSL modems,
ISDN adapters, Fthernet cards, and wireless networking
cards.

In accordance with various aspects and implementations,
the computing device 912 can be used to 1dentily unauthor-
1zed uploaded content that 1s received before a live reference
stream 1s ingested. Computing device 912 can also 1ssue tlag
indicating potential copyright infringement claims against
the user uploaded content in response to determining the
user uploaded content 1s unauthorized. As more fully dis-
closed herein, 1n some i1mplementations, the computing
device 912 can include one or more processors (e.g., 914)
that can be used to process data, including processing data
to perform various tasks (e.g., indexing uploaded content,
matching wvalidated live reference streams against the
indexed uploaded content, identifying unauthorized
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uploaded content, 1ssuing claims against the uploaded con-
tent, performing utility based analyses, etc.). The computing,
device 912 can include a program component 905 that can
be associated with (e.g., communicatively connected to) the
one or more processors. The program component 905 can
contain, for example, a indexing component, a matching
component, a purging component, and a claim component
and/or other components, which can respectively function as
more fully disclosed herein, to facilitate identifying matches
between user uploaded media content and validated content
and 1ssuing flags indicating potential copyright claims
against the user uploaded media content when the user
uploaded media content 1s uploaded first.

Exemplary Networked and Distributed Environments

FIG. 10 1s a schematic block diagram of a sample-

computing environment 1000 1n accordance with implemen-
tations of this disclosure. The system 1000 includes one or

more client(s) 1010. The client(s) 1010 can be hardware

and/or soltware (e.g., threads, processes, computing
devices). The system 1000 also includes one or more
server(s) 1030. Thus, system 1000 can correspond to a
two-tier client server model or a multi-tier model (e.g.,
client, middle tier server, data server), amongst other mod-
els. The server(s) 1030 can also be hardware and/or software
(e.g., threads, processes, computing devices). The servers
1030 can house threads to perform transformations by
employing this disclosure, for example. One possible com-
munication between a client 1010 and a server 1030 may be
in the form of a data packet transmitted between two or more
computer processes.

The system 1000 includes a communication framework
1050 that can be employed to facilitate communications
between the client(s) 1010 and the server(s) 1030. The
client(s) 1010 are operatively connected to one or more
client data store(s) 1020 that can be employed to store
information local to the client(s) 1010. Similarly, the
server(s) 1030 are operatively connected to one or more
server data store(s) 1040 that can be employed to store
information local to the servers 1030.

It 1s to be appreciated and understood that components, as
described with regard to a particular system or method, can
include the same or similar functionality as respective
components (e.g., respectively named components or simi-
larly named components) as described with regard to other
systems or methods disclosed herein.

It 1s to be noted that aspects or features of this disclosure
can be used with substantially any wireless telecommuni-
cation or radio technology, e.g., Wi-F1; Bluetooth; World-
wide Interoperability for Microwave Access (WiIMAX);
Enhanced General Packet Radio Service (Enhanced GPRS);
Third Generation Partnership Project (3GPP) Long Term
Evolution (LTE); Third Generation Partnership Project 2
(3GPP2) Ultra Mobile Broadband (UMB); 3GPP Universal
Mobile Telecommunication System (UMTS); High Speed
Packet Access (HSPA); High Speed Downlink Packet
Access (HSDPA); High Speed Uplink Packet Access
(HSUPA); GSM (Global System for Mobile Communica-
tions) EDGE (Enhanced Data Rates for GSM Evolution)
Radio Access Network (GERAN); UMTS Terrestrial Radio
Access Network (UTRAN); LTE Advanced (LTE-A); eftc.
Additionally, some or all of the aspects described herein can
be used with legacy telecommunication technologies, e.g.,
GSM. In addition, mobile as well non-mobile networks
(c.g., the Internet, data service network such as internet
protocol television (IPTV), etc.) can be used with aspects or
teatures described herein.
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While the subject matter has been described above 1n the
general context of computer-executable instructions of a
computer program that runs on a computer and/or comput-
ers, those skilled 1n the art will recognize that this disclosure
also can or may be implemented 1n combination with other
program modules. Generally, program modules include rou-
tines, programs, components, data structures, etc. that per-
form particular tasks and/or implement particular abstract
data types. Moreover, those skilled 1n the art will appreciate
that the inventive methods may be practiced with other
computer system configurations, including single-processor
or multiprocessor computer systems, mini-computing
devices, mainirame computers, as well as personal comput-
ers, hand-held computing devices (e.g., PDA, phone),
microprocessor-based or programmable consumer or indus-
trial electronics, and the like. The illustrated aspects may
also be practiced 1 distributed computing environments
where tasks are performed by remote processing devices that
are linked through a communications network. However,
some, 1 not all aspects of this disclosure can be practiced on
stand-alone computers. In a distributed computing environ-
ment, program modules may be located in both local and
remote memory storage devices.

As used in this application, the terms “component,”
“system,” “platform,” “interface,” and the like, can refer to
and/or can include a computer-related entity or an entity
related to an operational machine with one or more specific
functionalities. The entities disclosed herein can be either
hardware, a combination of hardware and software, soft-
ware, or soltware 1n execution. For example, a component
may be, but 1s not limited to being, a process running on a
Processor, a processor, an object, an executable, a thread of
execution, a program, and/or a computer. By way of 1llus-
tration, both an application running on a server and the
server can be a component. One or more components may
reside within a process and/or thread of execution and a
component may be localized on one computer and/or dis-
tributed between two or more computers.

In another example, respective components can execute
from various computer readable media having various data
structures stored thereon. The components may communi-
cate via local and/or remote processes such as 1n accordance
with a signal having one or more data packets (e.g., data
from one component interacting with another component 1n
a local system, distributed system, and/or across a network
such as the Internet with other systems via the signal). As
another example, a component can be an apparatus with
specific Tunctionality provided by mechanical parts operated
by electric or electronic circuitry, which i1s operated by a
soltware or firmware application executed by a processor. In
such a case, the processor can be internal or external to the
apparatus and can execute at least a part of the software or
firmware application. As yet another example, a component
can be an apparatus that provides specific functionality
through electronic components without mechanical parts,
wherein the electronic components can include a processor
or other means to execute software or firmware that confers
at least 1n part the functionality of the electronic compo-
nents. In an aspect, a component can emulate an electronic
component via a virtual machine, e.g., within a cloud
computing system.

In addition, the term ““or” 1s intended to mean an inclusive
“or” rather than an exclusive “or.” That 1s, unless specified
otherwise, or clear from context, “X employs A or B” 1s
intended to mean any of the natural inclusive permutations.
That 1s, 1T X employs A; X employs B; or X employs both
A and B, then “X employs A or B” 1s satisfied under any of
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the foregoing instances. Moreover, articles “a” and “an” as
used in the subject specification and annexed drawings
should generally be construed to mean “one or more” unless
specified otherwise or clear from context to be directed to a
singular form.

As used herein, the terms “example” and/or “exemplary”
are utilized to mean serving as an example, mstance, or
illustration. For the avoidance of doubt, the subject matter
disclosed herein 1s not limited by such examples. In addi-
tion, any aspect or design described herein as an “example”™
and/or “exemplary” 1s not necessarily to be construed as
preferred or advantageous over other aspects or designs, nor

1s 1t meant to preclude equivalent exemplary structures and
techniques known to those of ordinary skill in the art.

Reference throughout this specification to “one imple-
mentation,” or “an implementation,” or “one embodiment,”
or “an embodiment” means that a particular feature, struc-
ture, or characteristic described i1n connection with the
implementation or embodiment 1s included in at least one
implementation or one embodiment. Thus, the appearances
of the phrase “in one implementation,” or “in an 1implemen-
tation,” or “in one embodiment,” or “1n an embodiment™ 1n
various places throughout this specification can, but are not
necessarilly, referring to the same implementation or
embodiment, depending on the circumstances. Furthermore,
the particular features, structures, or characteristics may be
combined 1n any suitable manner in one or more 1implemen-
tations or embodiments.

Various aspects or features described herein can be imple-
mented as a method, apparatus, system, or article of manu-
facture using standard programming or engineering tech-
niques. In addition, various aspects or features disclosed in
this disclosure can be realized through program modules that
implement at least one or more of the methods disclosed
herein, the program modules being stored in a memory and
executed by at least a processor. Other combinations of
hardware and software or hardware and firmware can enable
or implement aspects described herein, including a disclosed
method(s). The term “article of manufacture™ as used herein
can encompass a computer program accessible from any
computer-readable device, carrier, or storage media. For
example, computer readable storage media can include but
are not limited to magnetic storage devices (e.g., hard
disk, floppy disk, magnetic strips . . . ), optical discs (e.g.,
compact disc (CD), digital versatile disc (DVD), blu-ray
disc (BD) . .. ), smart cards, and flash memory devices (e.g.,
card, stick, key drive . . . ), or the like.

As 1t 1s employed in the subject specification, the term
“processor”’ can refer to substantially any computing pro-
cessing unit or device comprising, but not limited to, single-
core processors; single-processors with software multithread
execution capability; multi-core processors; multi-core pro-
cessors with software multithread execution capability;
multi-core processors with hardware multithread technol-
ogy; parallel platforms; and parallel platforms with distrib-
uted shared memory. Additionally, a processor can refer to
an integrated circuit, an application specific integrated cir-
cuit (ASIC), a digital signal processor (DSP), a field pro-
grammable gate array (FPGA), a programmable logic con-
troller (PLC), a complex programmable logic device
(CPLD), a discrete gate or transistor logic, discrete hardware
components, or any combination thereof designed to per-
form the functions described herein. Further, processors can
exploit nano-scale architectures such as, but not limited to,
molecular and quantum-dot based transistors, switches and
gates, 1 order to optimize space usage or enhance perior-
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mance of user equipment. A processor may also be imple-
mented as a combination of computing processing units.

In this disclosure, terms such as “store,” “storage,” “data
store,” data storage,” “database,” and substantially any other
information storage component relevant to operation and
functionality of a component are utilized to refer to
“memory components,” entities embodied 1n a “memory,” or
components comprising a memory. It 1s to be appreciated
that memory and/or memory components described herein
can be either volatile memory or nonvolatile memory, or can
include both volatile and nonvolatile memory.

What has been described above includes examples of
systems and methods of this disclosure. It 1s, of course, not
possible to describe every conceivable combination of com-
ponents or methods for purposes of describing this disclo-
sure, but one of ordinary skill 1n the art may recognize that
many further combinations and permutations of this disclo-
sure are possible. Furthermore, to the extent that the terms
“includes,” “has,” “possesses,” and the like are used 1n the
detailed description, claims, appendices and drawings such
terms are intended to be inclusive 1n a manner similar to the
term “‘comprising”’ as “comprising”’ 1s interpreted when
employed as a transitional word 1n a claim.

What 1s claimed 1s:

1. A system, comprising;

a processor; and

a memory communicatively coupled to the processor, the

memory having stored therein computer-executable

instructions, the instructions when executed by the

processor causing the processor to perform the steps

comprising:

receiving a user uploaded content stream;

incrementally receiving a plurality of portions of a
validated content stream after the user uploaded
content stream 1s received:

identifying a first portion of the plurality of portions of
the validated content stream that matches a portion
of the user uploaded content stream:;

comparing remaining portions of the plurality of por-
tions of the validated content stream to the uploaded
content stream as the remaining portions of the
validated content stream are incrementally received,
cach comparison performed at a predetermined fre-
quency from a previous comparison of the validated
content stream and the user uploaded content stream:;

determining whether unauthorized content in the user
uploaded content stream meets a continuous mini-
mum match duration threshold at a time of each
comparison;

identifying unauthorized content 1n the user uploaded
content stream responsive to the user uploaded con-
tent stream meeting the continuous minimum match
duration threshold, wherein the unauthorized content
potentially lacks a right associated with the validated
content stream; and

1ssuing a flag associated with the unauthorized content
in response to 1dentitying the unauthorized content
meeting the continuous minimum match duration
threshold.

2. The system of claim 1, wherein the continuous mini-
mum match duration threshold 1s set by a copyright holder
of the validated content.

3. The system of claim 1, wherein the continuous mini-
mum match duration threshold 1s a required amount of time
that the unauthorized content 1n the user uploaded content
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stream matches the validated content stream to determine
that the user uploaded content stream includes unauthorized
content.

4. The system of claim 1, further comprising;:

determining the predetermined frequency based on a

function of a cost of matching unauthorized content and
a value of early detection of the unauthorized content.

5. The system of claim 4, wherein the cost of matching
unauthorized content 1s based on a latency of matching
resulting from a number of lookups of the validated content
based on the frequency.

6. The system of claim 4, wherein the value of early
detection of the unauthorized content 1s a diminishing value
over time.

7. The system of claim 1, wherein the predetermined

frequency 1s a reoccurring time period that the user uploaded
content stream 1s continuously compared to the validated
content stream until the continuous minimum match dura-
tion threshold 1s met, the frequency being less than the
continuous minimum match duration threshold.

8. The system of claim 1, wherein the instructions when
executed by the processor further cause the processor to
perform steps comprising:

responsive to the flag, quarantining the user uploaded

content stream until the wvalidated content holder
reviews the unauthorized content.

9. A method, comprising:

receiving, by a system including a processor, a user

uploaded content stream;

incrementally receiving, by the system, a plurality of

portions of a validated content stream aifter the user
uploaded content stream 1s received;
identifying, by the system, a first portion of the plurality
of portions of the validated content stream that matches
a portion of the user uploaded content stream:;

comparing by the system, remaining portions of the
plurality of portions of the validated content stream to
the uploaded content stream as the remaining portions
of the wvalidated content stream are incrementally
received, each comparison performed at a predeter-
mined frequency from a previous comparison of the
validated content stream and the user uploaded content
stream;

determining, by the system, whether unauthorized content

in the user uploaded content stream meets a continuous
minimum match duration threshold at a time of each
comparison;

identifying, by the system, unauthorized content in the

user uploaded content stream responsive to the user
uploaded content stream meeting the continuous mini-
mum match duration threshold, wherein the unauthor-
1zed content potentially lacks a right associated with the
validated content stream; and

generating, by the system, a flag associated with the

unauthorized content 1n response to the identifying the
unauthorized content meeting the continuous minimum
match duration threshold.

10. The method of claim 9, wherein the continuous
mimmum match duration threshold 1s set by a copyright
holder of the validated content.

11. The method of claam 9, wherein the continuous
mimmum match duration threshold i1s a required amount of
time that the unauthorized content in the user uploaded
content stream matches the validated content stream to
determine that the user uploaded content stream includes
unauthorized content.
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12. The method of claim 9, further comprising selecting
the predetermined frequency based on a function of a cost of
matching unauthorized content and a value of early detec-
tion of the unauthorized content.

13. The method of claim 12, wherein the cost of matching
unauthorized content 1s based on a latency of matching
resulting from a number of lookups of the validated content
based on the frequency.

14. The method of claim 12, wherein the value of early
detection of the unauthorized content 1s a diminishing value
over time.

15. The method of claim 9, wherein the frequency i1s a
reoccurring time period that the validated content stream 1s
continuously compared to the user uploaded content stream
until the continuous minimum match duration threshold 1s
met, the frequency being less than the continuous minimum
match duration threshold.

16. A non-transitory computer-readable medium having
istructions stored thereon that, in response to execution,
cause a system 1ncluding a processor to perform operations
comprising;

recerving a user uploaded content stream;

incrementally receiving a plurality of portions of a vali-

dated content stream after the user uploaded content
stream 1S received:

identifying a first portion of the plurality of portions of the

validated content stream that matches a portion of the
user uploaded content stream;
comparing remaining portions of the plurality of portions
of the validated content stream to the uploaded content
stream as the remaining portions of the validated con-
tent stream are incrementally received, each compari-
son performed at a predetermined frequency from a
previous comparison of the validated content stream
and the user uploaded content stream;
determining whether unauthorized content in the user
uploaded content stream meets a continuous minimum
match duration threshold at a time of each comparison;

identifying unauthorized content in the user uploaded
content stream responsive to the user uploaded content
stream meeting the continuous minimum match dura-
tion threshold, wherein the unauthorized content vio-
lates a right associated with the validated content
stream; and

1ssuing, by the system, a copyright violation associated

with the unauthorized content in response to the i1den-
tifying the unauthorized content meeting the continu-
ous minimum match duration threshold.

17. The non-transitory computer-readable medium of
claim 16, wherein the continuous minimum match duration
threshold 1s set by a copyright holder of the validated
content.

18. The non-transitory computer-readable medium of
claim 16, wherein the continuous minimum match duration
threshold 1s a required amount of time that the unauthorized
content 1n the user uploaded content stream matches the
validated content stream to determine that the user uploaded
content stream includes unauthorized content.

19. The non-transitory computer-readable medium of
claam 16, further comprising selecting the predetermined
frequency based on a function of a cost of matching unau-
thorized content and a value of early detection of the
unauthorized content.

20. The non-transitory computer-readable medium of
claim 19, wherein the cost of matching unauthorized content
1s based on a latency of matching resulting from a number
of lookups of the validated content based on the frequency.
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21. The non-transitory computer-readable medium of
claiam 19, wherein the value of early detection of the
unauthorized content 1s a dimimishing value over time.
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