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1
SECURITY MONITORING SYSTEM

The present disclosure 1s directed to a security arrange-
ment and method for monitoring a facility or residence.

OVERVIEW

In order to protect residents, employees, personal prop-
erty, and the like, security monitoring systems are used to
monitor a variety of facilities and to sense the presence of an
unwanted intruder. Many such security systems are con-
nected to a central control umit and monitored by an operator
who can alert the appropriate emergency services in the
event of an unwanted intruder. A home monitoring security
system can 1nclude a combination of sensing devices, alarm
devices, and/or cameras. To achieve the maximum monitor-
ing coverage, these devices are distributed throughout the
interior of the facility.

Security systems typically include a mechanism (such as
a keypad) for arming/disarming the system in order to allow
authorized users access to the secured area. When armed, the
system monitors one or more sensing devices, such as
door/window contacts or glass-break detectors, to detect
when an intrusion has occurred. In response to detecting an
intrusion, the system enters and remains 1 an alarm state
until the alarm 1s reset by a user or third party to place the
system 1n a non-alarm state, where the system 1s disarmed or
armed but no intrusion has been detected.

Security systems that employ cameras are advantageous
in that they are able to record activity associated with a
suspected breach of the facility. In some 1nstances, however,
the cameras record the regular activities of the facilities’
residents and/or employees. The cameras also record activi-
ties that are falsely percerved to be security breaches such as
pet behaviors and authorized users that have been acciden-
tally locked out.

Some security systems have remote access capability that
allow a security firm to remotely access a video/or images
recorded by the cameras. This allows the security firm to
access the recorded video, and identify false alarms, or
provide information to police dispatch, 1n response to an
indicated security breach. However, such remote access has
the potential to violate the privacy of authorized residents
and/or employees of the facility, at times 1n which no breach
1s 1ndicated. Since unwanted intruders could breach the
security of a facility while the imnhabitants are present, 1t 1s
desirable for the security monitoring system to be function-
ing at all times. However, the possibility that a third party
may remotely view and/or record the inhabitants’ daily
living and working routines 1s a dramatic invasion of the
inhabitants’ privacy, and 1s burdensome with respect to false
triggers. Further, the monitoring and recording of guests’
activities can be just as mvasive.

Implementing small detectors and cameras presents a host
of problems. For security reasons, ease of installation and
flexibility of a system, it may be difhcult to electrically
connect detectors and cameras to other components. More
specifically, detectors and cameras that operate using an
external power source, such as an electrical outlet, can be
circumvented by removing the power source. This presents
a number of security weaknesses in the overall system.
Moreover, reliance on an external power source often com-
plicates the installation process because the installation
requires a connection to the external power source. This may
require routing ol wires carrying power to the detectors and
cameras. Small devices have the additional problem of not
having space to include large independent power sources,
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such as batteries. Accordingly, the functionality and time
between charging of the devices 1s often sacrificed for size.

For example, wireless communications protocols can rap-
1idly drain batteries and other power sources. Other power
hungry portions of cameras and detectors include the cam-
era, the detector, i1mage processing, and 1llumination
devices. These and other problems have hampered the
implementation of small, portable cameras and detectors
used 1n security applications.

The present disclosure 1s directed to the above and related
types of integrated security systems. These and other aspects
of the present disclosure are exemplified 1n a number of
illustrated implementations and applications, some of which
are shown in the figures and characterized 1n the claims
section that follows.

In one embodiment, a monitoring system 1s provided. The
system 1ncludes one or more monitoring devices configured
to generate respective video signals. The system includes a
control circuit having a local area network (LAN) interface,
a wide area network (WAN) interface, and a logic circuit
coupled to the LAN and WAN 1nterfaces. The LAN interface
1s configured and arranged to receive the video signals
generated by the one or more monitoring devices. The logic
circuit 1s configured to allow a user remote access to the
video signals 1n response to a request for remote access by
the user via the WAN interface and the control circuit
operating 1n an alarm state 1 response to detecting an
intrusion. The logic circuit 1s configured to deny the user
access to the video signals 1n response to a request for
remote access by the user via the WAN interface and the
control circuit operating 1n a non-alarm state 1n which no
intrusion has been detected.

In another embodiment, a monmitoring system 1s provided.
The monitoring system includes one or more monitoring
devices configured and arranged to generate respective
video signals and a control circuit. Control circuit 110
includes a LAN interface, a WAN 1nterface, and a logic
circuit coupled to the LAN and WAN interfaces. The LAN
interface 1s configured to receive the video signals generated
by the one or more monitoring devices. The logic circuit 1s
configured to transmit video data, derived from the video
signals, to a user via the WAN 1nterface in response to
entering an alarm state of operation. While 1n a non-alarm
state of operation, the logic circuit 1s configured to deny the
user remote access to the video signals.

The above discussion of the present disclosure 1s not
intended to describe each illustrated embodiment or every
implementation. The figures and detailed description that
tollow more particularly exemplily these embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

The disclosure may be more completely understood 1n
consideration of the detailed description of various embodi-
ments of the disclosure 1n connection with the accompany-
ing drawings, 1n which:

FIG. 1 shows a security system with controlled remote
video access, consistent with one or more embodiments of
the present disclosure;

FIG. 2 shows a flowchart of an example process for
determining whether to grant remote video access to a user,
consistent with one or more embodiments of the present
disclosure:

FIG. 3 shows a tlowchart of another example process for
determining whether to grant remote video access to users
with different access permissions, consistent with one or
more embodiments of the present disclosure; and
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FIG. 4 shows a flowchart of example power and commu-
nications management processes to control backup power

and communication systems, consistent with one or more
embodiments of the present disclosure.

While the disclosure 1s amenable to various modifications
and alternative forms, specifics thereotf have been shown by
way of example in the drawings and will be described in
detail. It should be understood, however, that the disclosure
1s not necessarily to limit the embodiments to the examples
provided herein. On the contrary, the disclosure 1s to cover
all modifications, equivalents, and alternatives falling within
the spirit and scope of the disclosure.

DETAILED DESCRIPTION

The disclosed embodiment may be applicable to a variety
of different approaches for, and arrangements used 1n, secu-
rity monitoring. One or more embodiments may be particu-
larly advantageous for addressing security-monitoring appli-
cations 1n a residence or oflice-facility environment where
remote video access 1s desired.

Aspects of the present disclosure are directed toward the
ability to provide remote access to video 1mages over the
Internet. For instance, the security system can be configured
with a control circuit that coordinates communications with
various remote monitoring devices. The control circuit 1s
configured to allow authorized users to remotely monitor
video of the premises and/or adjust system controls from an
ofl-premises location via the Internet.

One or more embodiments are directed toward a security
monitoring system, which allows remote access to video
data using user permissions that are dependent on the alarm
state of the system. When armed, the system momnitors one
or more 1ntrusion sensors, such as door/window contacts or
glass-break detectors, to detect when an intrusion has
occurred. In response to detecting an intrusion, the system
enters and remains in an alarm state until the alarm 1s reset
by a user or third party to place the system in a non-alarm
state, where the system 1s disarmed or armed but no intru-
s1on has been detected.

The system allows a first user, such as a security service
or law enforcement agency, to have remote video access
when the system 1s operating 1n an alarm state, 1n response
to detecting an intrusion, but does not allow the user to have
remote video access when operating 1n a non-alarm state.
This allows a security firm or law enforcement agency to
assess and respond appropriately to an alarm while protect-
ing the privacy of individuals on the premise when an alarm
1s not active. In some embodiments, the system may be
configured to allow a second user, such as a homeowner,
greater permissions including remote video access when an
alarm 1s not active. This can allow a homeowner to monitor
the premises as desired and allow a security service to assess
instances of alarms while maintaining a desired level of the
privacy for individuals on the premise.

FIG. 1 shows a security system with remote access that
may be configured 1n accordance with one or more embodi-
ments of the present disclosure. The system 100 includes a
control circuit 110 and one or more momitoring devices 122,
124, and 126, with monitoring devices 124 and 126 config-
ured to capture video data. The control circuit 110 1s
configured to receive video signals from one or more of the
monitoring devices over a local area network (LAN) and
allow a first user, such as a security service 142, remote
access to the video signals over a wide area network (WAN),
such as the Internet 132, in response to an alarm. If the
system 1s not 1n an alarm state, the control circuit 110 1s
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4

configured to deny the first user remote access to the video
signals. In some embodiments, the control circuit 110 may
be configured to allow a second user, such as a customer
140, remote access to the video signals via the WAN
regardless of whether the system 1s operating 1n an alarm
state or not. Some example configurations of user permis-
sions as discussed 1n more detail 1n connection with FIG. 2
and FIG. 3 below.

The control circuit 110 includes a LLAN interface 112, a
WAN 1nterface 116, and a logic circuit 114 coupled to the
LAN and WAN i1nterfaces. The LAN nterface 112 1s con-
figured and arranged to facilitate communication between
the logic circuit 114 and the one or more of the monitoring
devices 122, 124 and 126. The WAN interface 1s configured
to facilitate communication between remote users 140 and
142 and the logic circuit. The logic circuit receives and
processes video signals generated by the monitoring devices
and allows remote users access to the video signals based on
permissions that are dependent on an alarm state of the
system.

In different implementations, remote access may be 1ni-
tiated using a number of different mechamsms. For example,
in some i1mplementations, the logic circuit 114 may be
configured to allow or deny remote access in response to a
request for remote access received from a user 140 or 142
via the WAN 1nterface 116. In some other implementation,
the logic circuit may be configured to allow remote access
by automatically transmitting the video signals to a specific
user 1n response to a trigger event. For example, the logic
circuit may be configured to automatically transmit video to
the security service 142 1n response to an alarm. When
remote access 1s allowed, the logic circuit 110 may be
configured to transmit video signals to a user 1n any number
of different video formats, which may include streaming
and/or non-streaming video formats.

The secunity system may implement or operate in con-
junction with a number of different user interfaces for a user
to request remote video access and/or adjust security settings
of the system. In one or more embodiments, the system may
be configured to host a server (not shown) at an assigned
static or dynamic IP address. The server functions as a
gateway between the LAN, where the control circuit resides,
and the WAN, where a remotely-accessing user resides. The
soltware 1dentifies whether an 1ncoming communication, to
the static IP address of the server, 1s a user request to access
the security system.

In one mmplementation, the server may be a web-page
server that provides an interface that may be remotely
accessed using a web-browsing application, such as Internet
Explorer® or Google Chrome™ browser. In another imple-
mentation, the server may be a data server configured to
operate 1n conjuncture with a customized software applica-
tion running on a remote computer or smartphone.

In one or more other embodiments a third party (e.g., a
security firm) may operate an intermediary system located 1n
the WAN that facilitate communication between a remote
user and the system. The intermediary system may host a
web-server or data server to provide a user interface as
described above. Data requests sent from a remote user may
be forwarded to the system, and video (and other security
parameters) provided from the security system may be
forwarded to the remote user. In one 1implementation, the
security system 1s configured to host a data server configured
to operate 1 conjuncture with a customized soitware run-
ning on the mtermediary system. In another implementation,
the security system 1s configured to operate a customized
client application configured to log nto a data server oper-
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ated by the intermediary system. The example user interface
systems described above are provided for discussion pur-
poses. It 1s recognized that the security system may be
implemented to provide remote access by other means as
well. d

The remote user interface provided by the system may
provide a number of different services to an authenticated
user. For example, 1n addition to remote video access, one or
more implementations of the user interface may allow the
remote user to view status or activity logs of the monitoring,
devices (e.g., intrusion detectors, motion sensors, etc.),
alarm state of the system, power usage, etc. In one more
embodiments, authorized users may be able to modily
security settings or state of the control circuit 110 and/or
monitoring devices 122, 124, and 126. As one example, a
user may be able to remotely arm or disarm the system
remotely. As another example, 11 a monitoring device (e.g.,
126) 1s configured to disable imaging device 130 unless
motion 1s detected by the motion sensor 128, the user »¢
interface may allow the user to enable the 1imaging device
130 even 11 no motion 1s detected.

The system may include a number of different monitoring,
devices. In this example, the system includes an intrusion
sensor 122 (e.g., door/window contacts or glass-break detec- 25
tors), an 1imaging device 124, and a monitoring device 126
that incorporates an imaging device 130 and a motion sensor
128. The mmaging devices 124 and 130 generate video
signals that may be transmitted to the logic circuit.

In one or more embodiments, the system may be config- 30
ured to enable and disable one or more of the monitoring
devices 122, 124, and 126 1n response to intrusion condi-
tions. For example, a system user may set up zones with at
least one infrusion sensor 122 for each zone around the
perimeter of a facility and set up corresponding imaging 35
devices 124 or other monitoring devices 1n the interior of the
facility. Intrusion sensors may be activated (armed) by a
system user using a control interface (not shown), e.g., a
keypad on a security panel, a remote control fob, a phone
call with D'TMEF, or smart phone application. This allows for 40
a complete activation of the system when the system user
leaves the facility as well as a partial perimeter activation of
the facility when the system user (or other authorized
person) 1s present. The system may disable one or more
monitoring devices 1 an area and enable those devices in 45
response to an intrusion signal generated by the intrusion
sensor 122 when an intrusion 1s detected. In this manner,
power may be saved by not operating some of the monitor-
ing devices unless an 1ntrusion 1s detected at the perimeter
of an area. In various implementations, the intrusion signal 50
may be used to imform the control circuit or one or more
peripheral devices, which may be configured to take action
in response to the intrusion signal.

Similarly, monitoring device 126 and/or control circuit
110 may selectively enable the imaging device 130 when 55
motion 1s detected by the motion sensor 132. In this manner,
power may be saved. For further information regarding
monitoring devices including monitoring devices which
have an integrated motion detector and image-capture
device, reference may be made to U.S. Pat. No. 7,463,146, 60
entitled “Integrated Motion-Image Monitoring Method And
Device,” which 1s herein fully mcorporated by reference.

It 1s recognized that the monitoring devices 1llustrated in
FIG. 1 are included for the purpose of illustration and
discussion and are not intended to limit possible monitoring 65
devices that may be included 1n the system or the operation
thereof.
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The LAN interface may communicate with the monitor-
ing devices 122, 124, and 126 using a number of difierent
L. AN architectures and or protocols. In one implementation,
the LAN 1s set up using a centralized architecture. For
example, the LAN interface 112 can be configured to operate
as a wireless access point for the various security devices. In
another implementation, the security devices are configured
without a centralized access point using ad hoc protocol,
such as ZigBee™. Ad hoc protocols can be particularly
usetul as each security device does not necessarily need to
be able to directly communicate with the control panel.
Rather, communications can be passed between security
devices before reaching the control panel. This can result 1n
an 1ncrease in the effective range of the security devices,
relative to the control panel, without a corresponding
Increase 1n transmission power.

For ease of illustration, the embodiments and examples
are primarily described with reference to a LAN 1nterface
112 that implements a wireless protocol to communicate
with the monitoring devices 122 over a centralized wireless
L.AN, where the LAN interface operates as a wireless access
point for the monitoring devices. Each of the monitoring
devices may be configured with LAN-IP addresses (e.g.,
using either Dynamic Host Configuration Protocol (DHCP)
or statically-assigned LAN IP addresses). However, the
envisioned embodiments are not so limited and may imple-
ment the LAN interface to communicate with the monitoring,
devices 122, 124, and 126 using a wired LAN and/or
decentralize architecture as well. In this example, the LAN
interface 1s configured to communicate with the peripheral
monitoring devices 122 using a wireless communication
protocol represented by the jagged lines found between the
control circuit 110 and the monitoring devices 122, 124, and
126. The wireless communications may be implemented
using suitable frequencies. For instance, wireless commu-
nications frequencies in residential, industrial, scientific and
medical (ISM) radio bands (e.g., 900 Mhz, 2.4 Ghz and 5.8
Ghz) have been found to be suitable for security systems;
however, alternate frequencies may be implemented in
accordance with the particulars of the system or 1ts intended
implementation. For security purposes, video signals trans-
mitted from the monitoring devices to the control circuit 110
may be encrypted before being transmitted to the control
circuit 110. For some example implementations related to
wireless communication to and from monitoring devices,
reference may be made to U.S. Pat. No. 7,835,343 filed on
Mar. 24, 2006, entitled “Spread Spectrum Communications

for Building-Security,” which i1s fully incorporated by ret-
erence herein.

In one or more embodiments, the control circuit 110
and/or monitoring devices 122, 124, and 126 are configured
to switch from a primary power source to a backup power
source, such as a battery backup, 1n the event of a loss of
power, €.g., a natural disaster or an intruder disables power
to the facility. Similarly, in one or more embodiments, the
WAN i1nterface 116 may be configured to utilize difierent
communication networks via respective communication net-
work interfaces 118 and 120 (depending on availability) to
communicate with users 140 or 142. In this example, the
WAN 1nterface 116 1s configured to use a {first network
interface 120 (when available) to communicate with users
140 or 142 via the Internet 132. The first network interface
118 can provide an Internet connection using various dif-
ferent protocols including, but not limited to, a dial up
connection, integrated services digital network (ISDN),
digital subscriber line (DSL), point-to-point protocol over
Ethernet (PPPoE), Wi-Fi hotspots, satellite connections, etc.
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If the first network interface 118 1s disabled or otherwise
unable to achieve an Internet connection, the WAN 1nterface
116 1s configured to commumnicate with users 140 or 142 over
a cellular network 134 using a second network interface 120,
which can operate using a cellular protocol (e.g., CSD,
GPRS, EDGE, EVDO, HSPA, etc). Switching behavior
between different power sources and communication net-
work interfaces 118 and 120 are discussed i more detail in
connection with FIG. 4 below.

For the purposes of discussion, the following scenario
describes a possible scenario of how a homeowner may
operate the security system shown in FIG. 1 to monitor a
residence in accordance with one or more embodiments.
When the homeowner leaves his residence, the homeowner
arms the security system using a physical user interface such
as a wall mounted keypad. Once the system 1s armed, the
system monitors one or more intrusion sensors, such as
door/window contacts or glass-break detectors, to detect
when an intrusion has occurred.

While away, the homeowner may remotely log into the
security system using a remote user interface that can be
accessed by a web browser on a computer, or a customized
application on their smartphone, for example. The remote
user interface establishes connection with the security sys-
tem, via the interne, and authenticates the homeowner with
the security as a first user login. The security system may
retrieve permissions and applicable restrictions correspond-
ing to the first allowed user and send a list of the permissions
and applicable restrictions to the remote user interface,
which can then present authorized actions to the home-
owner. For example, the homeowner could arm/disarm the
system, access video feeds of their residence, adjust system
settings, etc. In one implementation, the remote user inter-
face may present the homeowner with available video feeds
that can be selected and monitored by the user. In response
to a user command to monitor video of one or more cameras,
the remote user interface sends a request for remote access
to the system. In response, the system captures video from
the one or more cameras and generates a video stream that
1s sent to the remote user interface and presented to the
homeowner. It 1s recognized that the format and resolution
of the video may depend on a number of factors including
the number of cameras selected, connection speed, screen
s1ze of the device running the remote user interface, power
supply status, etc. If the system 1s configured to disable
cameras to save power, as discussed above, the system may
automatically enable one or more selected cameras 1n
response to the request for remote video access.

While the homeowner 1s away and the system 1s armed,
an employee at a security service may attempt to remotely
login to the security system using a similar remote user
interface as discussed above. Because the system 1s operat-
ing 1 a non-alarm state, the system determines that the
security service has a restricted set of permissions, and
denies remote video access for one or more cameras.
Depending on how the homeowner has configured the
system, the system may allow the secunity firm to monitor
some video feeds such as outdoors, entrances to the resi-
dence, and common living areas (e.g., hallways, kitchen,
ctc.) while the system 1s 1n a non-alarm state.

Sometime later, while the homeowner 1s away and the
system 1s armed, an infrusion sensor may activate (e.g. in
response to a window breaking), which causes the system to
enter an alarm state. In response to entering the alarm state,
the system may take a number of actions, as discussed
above, including activating monitoring devices (such as
cameras and/or motion detectors), alerting the homeowner
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and/or security firm of the detected intrusion, automatically
sending video data to the homeowner and/or security firm,
ctc. If the security firm remotely logs into the system while
the alarm 1s active, the system will determine that the
security {irm 1s to be granted a higher level of permissions,
which may 1include access to all video cameras on the
residence.

After receiving the alert, the homeowner may also
remotely log into the security system, as described above.
Depending on the homeowner’s configuration of the system
the homeowner may have the same permissions in both
alarm and non-alarm modes. The homeowner may deter-
mine that the detected intrusion was a false alarm and cancel
the alarm using the remote user interface. As a result, the
system 1s placed back into the armed state for example.

When the homeowner returns back to their residence, they
may disarm the system using the keypad, at which time the
system stops monitoring the intrusion sensors and other
monitoring devices. As a result, remote video access 1s
disabled for all users (although users having appropriate
permissions may be able to remotely log 1n and arm the
system).

In the evening, the homeowner may arm the system using,
the keypad or remote user interface from their smartphone or
computer on the premises. As a result, the system resumes
monitoring intrusion sensors as discussed above. As dis-
cussed 1n more detail in relation to FIG. 3 below, the system
may allow the homeowner to customize multiple levels
authentication based on a number of parameters (e.g., time
of day). For example, because the homeowner 1s more likely
to be home at night, the homeowner may configure the
system to grant the security firm a lower set of permissions
at night. For example, at night the homeowner may not allow
the security firm to remotely monitor common living areas
that were viewable during the day unless an intrusion 1s
detected.

FIG. 2 shows a flowchart of an example process for
determining whether to grant remote access to a user using
permissions that are dependent on an alarm state of the
system. A request for remote video access 1s received at
block 202. The requesting user 1s authenticated at block 203
to determine 1s the user has authorization for remote video
access. If the user has a valid authorization at decision block
204 and 1f there 1s an active alarm at decision block 206, the
user 1s granted remote video access at block 210. It the user
has an 1nvalid authorization at decision block 204 or there 1s
not an active alarm at decision block 206, the user 1s denied
remote video access at block 208.

FIG. 3 shows a flowchart of an example process for
determining whether to grant remote access to users having
different permissions that are dependent on an alarm state of
the system. A request for remote video access 1s received at
block 302. The requesting user 1s authenticated at block 303
to determine 1f the user has authorization for remote video
access. I the user has an 1nvalid authorization at decision
block 304 or there 1s not an active alarm at decision block
306, the unauthorized user 1s denied remote video access.

Consistent with certain embodiments, the security system
can be configured to provide different levels of access for
different authorization levels. For instance, the remote user
can provide authentication information that identifies the
user as either a user at a third party security firm or a user
that owns the security system. If the user 1s authorized as a
security firm, at decision block 304, the user 1s granted
remote video access only 1f an alarm 1s active at decision
block 306. Otherwise, the security firm 1s denied remote
video access at block 308. If the user 1s authorized as the
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owner at decision block 304, the user is granted remote
video access at block 310, whether or not an alarm 1is active.

In one or more embodiments, multiple levels of authen-
tication can be provided to limit various permissions of a
user (e.g., ability to access video, adjust system settings, etc)
by any combination of a number of parameters including
user 1dentification, location of monitoring devices, type of
monitoring devices, time of day, location of remote access,
etc. In one or more embodiments, the system may be
adjusted by a user (such as a homeowner) as desired to
configure customized permissions and restrictions of remote
access for a number of remote users. For example, a home-
owner may configure the system such that, unless an 1ntru-
s1on 1s detected, remote video access of a security firm may
be limited to cameras covering entryways and landscape of
a residence during the daytime and limited to cameras
covering the landscape at night. As another example, per-
missions corresponding to the user identifier of a security
firm may be limited by location of remote access such that
the remote access (using the user identifier) will only be
granted 1f the request comes from an IP address belonging
to the security firm. The above example permissions and
restrictions are provided for 1llustration and are not intended
to limit the possible embodiments. The system may be
configured to implement other permissions and/or restric-
tions as well.

FIG. 4 shows a flowchart of an example power and
communications management processes 1mplementing
backup power and communication systems. The system
enters an alarm mode, 1n response to detecting an 1ntrusion,
at block 402 and a video stream 1s to be transmitted to a
security firm. If main power 1s available at decision step 404,
the system 1s configured to stream the video signals using the
main system power at block 408. If main power 1s unavail-
able, the system 1s configured to stream the video using a
battery power source at block 406. If Internet access 1s
available to stream the video signals to the security firm via
a first network interface at decision step 410, the system 1s
configured to transmit the video stream to the security firm
via the first network interface at block 414. Otherwise, 1f
Internet access 1s unavailable via the first network interface
at decision block 410, the system 1s configured to transmuit
the video stream to the security firm via a cellular connection
using a second network interface at block 412, as discussed
above.

In one or more embodiments, the system 1s configured to
adjust the format and/or resolution of the video stream 1n
response to availability of the primary power source and/or
Internet access via the first network interface. For example
in response to the mternet access being available via the first
network interface, the system may be configured to generate
an Internet video stream using a lower resolution in com-
parison to a resolution used when Internet access 1s avail-
able. As another example, 1n response to the Internet access
not being available via the first network interface, the system
may be configured to generate and send a video clip, derived
from the video signals, to the user over a cellular commu-
nication via the second network interface.

While certain aspects of the present invention have been
described with reference to several particular example

embodiments, those skilled 1in the art will recognize that
many changes may be made thereto without departing from
the spirit and scope of the present mvention. Aspects of the
invention are set forth in the following claims.
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What 1s claimed 1s:

1. A monitoring system, comprising:

a plurality of monitoring devices, including an imaging
circuit, configured to generate respective video signals
for monitoring a facility at which a first authorized user
or another person 1s sometimes present;

a control circuit including:

a local area network (LAN) interface configured and
arranged to receive the video signals generated by
the plurality of monitoring devices; and

a wide area network (WAN) interface; and

a logic circuit coupled to the LAN and WAN interfaces,
the logic circuit configured and arranged to:
allow the first authorized user to disable the imaging

circuit unless motion 1s detected by the plurality of
monitoring devices;

allow the first authorized user to enable the 1maging
circuit even 1f no motion 1s detected by the plurality
ol monitoring devices;

1n response to a request for remote access by a second
authorized user via the WAN 1nterface and the con-
trol circuit operating 1mn an alarm state, allow the
second authorized user remote access to the video
signals;

in response to a request for remote access by the second
authorized user via the WAN 1nterface and the con-
trol circuit operating in a non-alarm state, deny the
second authorized user access to the video signals
corresponding to a first subset of the plurality of
monitoring devices for privacy of on-premise indi-
viduals 1n the facility and allow the second autho-
rized user access to the video signals corresponding
to a second subset of the plurality of monitoring
devices; and

allow the first authorized user to change the monitoring
devices 1n the first subset of the plurality of moni-
toring devices and in the second subset of the plu-
rality of monitoring devices and thereby change the
remote access allowed by the second authorized user.

2. The momitoring system of claim 1, wherein the logic
circuit 1s further configured and arranged to:

in response to a request for remote access by the first
authorized user, allow the first authorized user remote
access to the video signals, and

in response to allowed access after an alert 1s received,
cancel the alarm state, 1n response to a user command
recerved from the first authorized user, and re-arm the
monitoring system; and

wherein the first subset of the plurality of monitoring
devices includes an 1maging circuit, and wherein the
logic circuit 1s further configured and arranged to deny
the second authorized user access to the video signals
for the privacy of on-premise individuals 1n the facility
during limited times of the day designated as for
privacy protection.

3. The monitoring system of claim 1, wherein the logic
circuit 1s configured to allow the first authorized user remote
access to the video signals by generating and sending an
internet video stream, derived from the video signals, to the
first authorized user via the WAN interface, the logic circuit
1s Turther configured to:

in response to a request for remote access by the second
authorized user and the control circuit operating in the
alarm state, allow the second authorized user remote
access to the video signals, and wherein the {first
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authorized user and the second authorized user have
different levels of permission to remotely access the
system; and

in response to at least one of the users accessing the

system, selectively set the alarm using a plurality of the
monitoring devices with the plurality of the monitoring
devices respectively situated in zones of a facility 1n
which the monitoring devices are installed, whereby
the system 1s configurable for one mode of activation
when the at least one of the users leaves the facility and
another mode of activation of the facility when an
authorized person 1s present 1n the facility.

4. The momitoring system of claim 3, wherein the WAN
interface 1s configured and arranged to:

transmit the internet video stream from the logic circuit to

the first or second authorized user via a first network
interface; and

in response to the first network interface not being avail-

able, transmit the internet video stream to the first or
second authorized user via a second network interface.

5. The monitoring system of claim 4, wherein the second
network interface 1s configured and arranged to communi-
cate over a cellular communication network.

6. The monitoring system of claim 35, wherein the logic
circuit 1s configured and arranged, in response to an internet
access point used for sending the internet video stream not
being available, to generate a second internet video stream

using a lower resolution 1n comparison to a resolution used
when the first network interface 1s available.

7. The monitoring system of claim 5, wherein the logic
circuit 1s configured and arranged to, 1n response to the first
network interface not being available, generate and send a

video clip, derived from the video signals, to the first or
second authorized user via the cellular communication net-
work.

8. The monitoring system of claim 1, wherein:

cach of the plurality of momitoring devices includes a

motion detector;

the control circuit 1s configured and arranged to operate 1n

the alarm state in response to operating 1n an armed
state and one of the plurality of monitoring devices
detecting motion with a corresponding motion detector;
and

wherein the first subset of the plurality of monitoring

devices includes an 1maging circuit, and wherein the
logic circuit 1s further configured and arranged to deny
the second authorized user access to the video signals
for the privacy of on-premise imndividuals in the facility
during limited times of the day designated as for
privacy protection.

9. The monitoring system of claim 8, wherein each of the
plurality of monitoring devices 1s configured and arranged to
generate the respective video signals 1n response to the
corresponding motion detector detecting motion.

10. The monitoring system of claim 8, further including
an 1ntrusion sensor configured and arranged to generate a
signal that activates the motion detectors of the plurality of
monitoring devices 1n response to sensing the intrusion.

11. The monitoring system of claim 1, wherein:

the control circuit and the plurality of monitoring devices

cach have a respective primary power source and a
respective backup power source; and

the control circuit and the plurality of monitoring devices

are each configured to operate using the respective
backup power source 1n response to the respective
primary power source being unavailable.
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12. The monitoring system of claim 1, wherein the first
subset of the plurality of monitoring devices includes an
imaging circuit, and wherein the logic circuit 1s further
configured and arranged to deny the second authorized user
access to the video signals for the privacy of on-premise
individuals 1n the facility during limited times of the day
designated as for privacy protection.

13. The monitoring system of claim 1, wherein the logic
circuit 1s configured and arranged to:

store authorization mformation including an authentica-

tion level for each of the first and second users, each
authentication level specilying permissions of each of
the first and second users for enabling and disabling the
image device, and for remotely accessing the video
signals,

allow the first user to disable and enable the imaging

device based on the stored authorization information

and authentication level for the first user, and

allow or deny the second authorized user access to the

video signals based on the stored authorization infor-

mation and authentication level for the second user.

14. A monitoring system, comprising:

one or more monitoring devices, including an 1maging,

circuit, configured and arranged to generate respective

video signals for monitoring a facility at which a first
authorized user or another person 1s sometimes present;
a control circuit including:
a local area network (LAN) interface configured and
arranged to receive the video signals generated by
the one or more monitoring devices;
a wide area network (WAN) interface; and
a logic circuit coupled to the LAN and WAN 1nterfaces,
the logic circuit configured and arranged to, based on
respective permission levels for accessing video for
the first authorized user and a second authorized
user:
allow the first authorized user to disable the imaging
circuit unless motion 1s detected by the one or
more monitoring devices;

allow the first authorized user to enable the imaging
circuit even 1f no motion 1s detected by the one or
more monitoring devices;

transmit video data, derived from the video signals,
to the authorized user via the WAN i1nterface, 1n

response to entering an alarm state of operation or
satisfaction of one or more additional parameters;
and

while 1n a non-alarm state of operation and 1n an
absence of the one or more additional parameters,
deny the second authorized user remote access to
the video signals for privacy of on-premise indi-
viduals 1n the facility and during limited times of
the day designated as for privacy protection.

15. The monitoring system of claim 14, wherein the
additional parameters include at least one parameter selected
from the group consisting of location of the one or more
monitoring devices, type ol monitoring devices, time of day,
and location of remote access; and

wherein the logic circuit 1s further configured to allow

remote access to the video signals, and 1n response to
allowed access by the first authorized user after an alert
1s received, the logic circuit 1s further configured and
arranged to cancel the alarm state, 1n response to a user
command receirved from the first authorized user, and
re-arm the monitoring system.
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16. The monitoring system of claim 14, wherein
the WAN interface 1s configured and arranged to:
transmit the video data to the first authorized user via
an internet access point, 1f available; and
in response to the internet access point not being
available, transmit the video data to the first autho-
rized user via a cellular communication service using
a second network interface; and
the logic circuit 1s further configured and arranged to, 1n
response to the first authorized user accessing the
system, selectively set the alarm using a plurality of the
monitoring devices with the plurality of the monitoring
devices respectively situated in zones of a facility 1n
which the monitoring devices are installed, whereby
the system 1s configurable for one mode of activation
when the first authorized user leaves the facility and
another mode of activation of the facility when another
authorized person 1s present 1n the facility.

17. The monitoring system of claim 16, wherein the video
data 1s a video clip of a fixed length.

18. The monitoring system of claim 16, wherein the video
data 1s an internet video stream, derived from the video
signals.

19. The monitoring system of claim 18, wherein the logic
circuit 1s configured and arranged to:

generate the video data using a first video encoding, in

response to a first network interface providing higher
resolution communication being available; and
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generate the video data using a second video encoding, 1n

response to the first network interface not being avail-
able, the first video encoding being a higher quality
than the second video encoding.

20. The monitoring system of claim 16, wherein the
control circuit 1s configured and arranged to:

transmit a fixed length video clip, derived from the video

signals to the first authorized user, in response to
entering an alarm state of operation and a first network
interface providing higher resolution communication
being unavailable; and

transmit an internet video stream to the first authorized

user, 1n response to entering an alarm state of operation
and the first network interface being available.

21. The monitoring system of claim 16, wherein the
control circuit 1s configured and arranged to:

transmit an internet video stream, derived from the video

signals to the first authorized user, in response to
entering an alarm state of operation and a first network
interface providing higher resolution communication
being unavailable; and

transmit an internet video stream to the first authorized

user, 1n response to entering an alarm state of operation
and the first network interface being available.
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