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(57) ABSTRACT

One or more techniques and/or systems are disclosed for
facilitating synchronizing of data between one or more
servers and a mobile device. The mobile device can establish
which servers comprise data that 1s to be synchronized, and
inform the servers that a push notification gateway should be
used to send notifications of a data state change. A connec-
tion can be opened between the mobile device and the push
notification gateway so that when a data state change 1s
detected by a server the server can send the notification to
the gateway, which can forward 1t to the mobile device. The
mobile device may then choose to initiate a data synchro-
nization with the server. In this manner, an open connection
1s merely maintained between the mobile device and the
gateway, as opposed to multiple resource itensive connec-
tions between the mobile device and multiple servers.
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DATA SYNCH NOTIFICATION USING A
NOTIFICATION GATEWAY

BACKGROUND

Data synchronization strives to obtain consistency of data
between two or more data storage locations, such as source
and target data storage locations. For example, when a state
of data 1s changed in the source data storage location, data
synchronization may harmonize the data state change with
the target data storage location (e.g., and vice versa). Data
synchronization 1s often used for file synchronization, such
as for enterprise-based storage, and mobile device synchro-
nization, such as for exchange server data. Further, data
synchronization may occur between a variety of data storage
containers, such as blocks of memory, folders, files, storage
locations, data bases, and others.

SUMMARY

This Summary 1s provided to introduce a selection of
concepts 1 a sumplified form that are further described
below 1n the Detailed Description. This Summary 1s not
intended to identity key factors or essential features of the
claimed subject matter, nor 1s 1t intended to be used to limait
the scope of the claimed subject matter.

Typically, data synchronization between a mobile device
and a server can be mitialized from the mobile device. For
example, the mobile device can set up the synchronization
to harmonize one or more data storage containers (e.g.,
folders) such that the data stored therein (e.g., contacts,
emails, calendar, etc.) can be 1n a same state (e.g., the same
version and/or amount). The set up of the data synchroni-
zation can include selecting the desired data storage con-
tainers that comprise shared data, and the containers can be
synchronized between locations to comprise data in the
same state.

When the state of the data changes on the server, the
selected data storage containers can be synchronized to
reflect the data state change to the mobile device. Currently,
however, a connection between the mobile device and server
needs to be maintained 1n an open (hung) condition, so that
the server may provide a notification of a data state change
to the mobile device. Upon receiving this notification (e.g.,
fresh data 1s available to be downloaded to the mobile
device), the mobile device can, for example, mnitiate a data
synchronization to maintain an up-to-date synchronization
of shared data. However, 11 the mobile device synchronizes
data with a plurality of servers, the mobile device needs to
maintain a plurality of open connections (e.g., one per server
comprising synchromized data). Maintaining an open con-
nection can be expensive for the mobile device’s battery
power and computational resources. Maintaining a plurality
of connections multiplies the battery power and computa-
tional resource use.

Accordingly, one or more techniques and/or systems are
disclosed for mitigating the use of a mobile device’s battery
power and computational resources, for example, by main-
taining merely one connection for the mobile device, where
the connection may be used to receive data state change
notifications from more than one server. A notification
gateway or hub may used to receive notifications from
registered servers. The notifications can be pushed from the
gateway or hub to the mobile device over a connection
between the mobile device and the gateway or hub. In this
way, for example, for data storage containers comprising
shared data between a server and the mobile device, the
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2

mobile device can receive data state change notifications
from the server while merely maintaining one open connec-
tion, even if the mobile device synchronizes data with more
than one server.

In one embodiment of synchronizing data between a
server and a mobile device, a request can be sent to the
server to monitor a data storage container, comprising data
shared between the mobile device and the server, for a data
state change. Further, a commumication channel can be
opened to a push nofification gateway, such that an open
channel may be present to receive a notification. Addition-
ally, a notification can be received from the push notification
gateway that the server has detected a data state change for
the data storage container, using the open communication
channel.

To the accomplishment of the foregoing and related ends,
the following description and annexed drawings set forth
certain 1llustrative aspects and implementations. These are
indicative of but a few of the various ways in which one or
more aspects may be employed. Other aspects, advantages,
and novel features of the disclosure will become apparent
from the following detailed description when considered 1n
conjunction with the annexed drawings.

DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram 1llustrating an example embodiment
ol a conventional environment where a mobile device may
be connected to more than one server.

FIG. 2 1s a tlow diagram illustrating an exemplary method
for synchromizing data between a server and a mobile
device.

FIG. 3 1s a flow diagram 1illustrating an example embodi-
ment where one or more portions of one or more techniques
described herein may be implemented.

FIG. 4 1s a flow diagram 1illustrating an example embodi-
ment where one or more portions of one or more techniques
described herein may be implemented.

FIG. S5 illustrates an example environment where one or
more portions of one or more techniques described herein
may be implemented.

FIG. 6 1s a tlow diagram 1illustrating an exemplary method
where data can be synchronized between a server and a
mobile device.

FIG. 7 1s a flow diagram illustrating an example embodi-
ment ol one or more portions of one or more techniques
described herein.

FIG. 8 1s a component diagram 1llustrating an exemplary
system for facilitating synchronizing of data between a
server and a mobile device.

FIG. 9 1s an 1illustration of an exemplary computer-
readable medium comprising processor-executable instruc-
tions configured to embody one or more of the provisions set
forth herein.

FIG. 10 illustrates an exemplary computing environment
wherein one or more of the provisions set forth herein may
be implemented.

DETAILED DESCRIPTION

The claimed subject matter 1s now described with refer-
ence to the drawings, wherein like reference numerals are
used to refer to like elements throughout. In the following
description, for purposes of explanation, numerous specific
details are set forth 1n order to provide a thorough under-
standing of the claimed subject matter. It may be evident,
however, that the claimed subject matter may be practiced
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without these specific details. In other instances, structures
and devices are shown 1n block diagram form 1n order to
facilitate describing the claimed subject matter.

FIG. 1 1s a diagram 1illustrating an example embodiment
100 of an existing environment where a mobile device may 5
be connected to more than one server. In this example
embodiment 100, the mobile device 108 can have a plurality
of connections 110, 112, 114 respectively connected to a
remote server 102, 104, 106. As an example, the mobile
device 108 may share data with a remote server 102, 104, 10
106 and use the connections 110, 112, 114 to synchronize
(synch) data between the mobile device and a server 102,
104, 106.

For example, the mobile device 108 may share data with
a first exchange server 102, a second exchange server 104, 15
and a third exchange server 106. In this example, the user
may also connect with the respective exchange servers 102,
104, 106 from an alternate location (e.g., a personal com-
puter, not shown). When the user changes data (e.g., adds a
contact to a contact folder, and/or changes a task or calendar 20
event) on the first exchange server 102 from the alternate
location, for example, the mobile device 108 can be notified
of a needed synch using the appropriate connection 110. It
will be appreciated, however, that a user changing data on a
server from an alternate location (e.g., personal computer) 1s 25
merely one example of many ways that a data state change
may occur (that ultimately needs to be propagated to/syn-
chronized with the mobile device). In another example, data
may change on a server automatically (e.g., programmati-
cally) as processes occur on the server and/or as data 1s fed 30
to or provided to the server.

Typically, a connection 110, 112, 114 between the mobile
device 108 and the remote server 102, 104, 106 needs to be
maintained 1n an open (e.g., hung) state, for example, due to
a way 1 which mobile devices connect with remote servers. 35
In this example embodiment 100, the mobile device 108
may be forced to maintain three open connections 110, 112,
114 1n order to receive notifications, as needed. Keeping an
open connection can utilize battery power and computing
resources on the mobile device 108. As an example, keeping 40
three open connections may utilize three times the amount of
battery power and computing resources.

In another embodiment, a mobile application resident on
the mobile device 108 may need to frequently poll a corre-
sponding web service resident on a remote server 102, 104, 45
106 in order to know whether there are any pending noti-
fications. In this embodiment, for example, the respective
connections 110, 112, 114 may be used by the mobile device
108 to poll the web service at desired intervals. While
cllective, continued polling can result 1n the mobile device’s 50
radio being frequently turned on (and ofl), thereby impacting,
battery life in a negative way, for example.

As provided herein, a method may be devised that can
provide for mitigating use of battery power and computing,
resources, for example, by utilizing merely one connection 55
to notity a mobile device of a needed synch. For example,
multiple remote servers that share data with the mobile
device may utilize the one connection to notify the mobile
device of a data state change, necessitating a synch event. As
an example, the servers may connect to a gateway or hub to 60
which they can send data state change notifications, and the
gateway or hub may maintain a connection with the mobile
to device, which can be used to forward the notifications.

FI1G. 2 1s a flow diagram 1llustrating an exemplary method
200 for synchronizing data between a server and a mobile 65
device. The exemplary method 200 begins at 202 and
involves sending a request to the server to monitor a data

4

storage container for a data state change, at 204. For
example, an exchange server can be used to keep data
synchronized with one or more devices. As an 1illustrative
example, 11 a user adds, changes, or deletes data at a first
device (e.g., laptop) the data can be synchronized with the
exchange server such that a state of the data 1s the same at
both locations. In turn, the exchange server may synchronize
the data with a second device (e.g., smart-phone), such that
the state of the data 1s the same (e.g., same version of a file)
at the respective locations (e.g., first device, second device
and exchange server). It can be appreciated that, prior to
sending the request to monitor for changes at 204, a syn-
chronization relationship may be established with the server
so that changes between the server and the mobile device/
client can be tracked.

In one embodiment, storage containers (e.g., folders, files,
arrays, indexed databases, etc.) that organize the data to be
monitored can be 1dentified (e.g., by the user of the mobile
device, or automatically by the mobile device). In this
embodiment, the storage containers comprising the data to
be monitored can be identified 1n the request to the server
from the mobile device, such as by name, location, and/or
ID. As an example, the request may comprise the 1dentity of
the storage containers, and a desired period of time for
monitoring the identified storage containers. As an illustra-
tive example, the mobile device may send a ping request to
the server that asks the server to monitor a shared folder
“\mailbox.user\saved emails” for any changes 1n data state
for the next thirty minutes.

At 206 1n the exemplary method 200, a communication
channel 1s opened to a push notification gateway. A push
notification gateway can comprise a network hub or gateway
that pushes a notification from a third party notifier, such as
a server, to a mobile device, such as a smart-phone. For
example, the third party notifier (e.g., server) may comprise
a web-service that sends a notification about a new update
that 1s available for an application resident on the mobile
device. In turn, the push notification service may forward the
notification to the mobile device, which can display a
graphical user interface (GUI) to the user (e.g., as an 1con),
identifving that the notification has been received. Typically,
the mobile device will need to do something with the
notification in order to download or view the content asso-
ciated with the notification, for example.

In one embodiment, opening the commumnication channel
between the server and the push notification gateway can be
established by the mobile device. For example, the mobile
device can initiate contact with the push notification gate-
way to open the communication channel. For example, an
application resident on the mobile device, such as an appli-
cation that manages the shared data storage containers (e.g.,
folders), can open a communication channel with the push
notification gateway using the mobile device’s radio (e.g.,
utilizing wireless, cellular, or some other connection). In one
embodiment, the communication channel can remain 1n an
open state (e.g., hanging open) so that notifications may be
received by the mobile device on an as-needed basis (e.g.,
upon data state changes).

At 208 1in the exemplary method 200, a notification 1is
received from the push notification gateway that the server
has detected a data state change for the data storage con-
tainer (e.g., one of the containers being monitored). For
example, the data storage container 1dentified by the request
to monitor, at 204, can comprise a folder that 1s shared by
both the server and the mobile device. That 1s, the folder
comprises data that, when synched, 1s 1n a same state (e.g.,
same version) on both the server and the mobile device. In
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one embodiment, when the state of the data in the monitored
data storage container 1s changed on the server, such as from
a remote device (e.g., user’s desktop computer), a notifica-
tion can be received on the mobile device that 1dentifies the
data state change.

For example, the server 1dentifies the state change, sends
a noftification to the push notification gateway, which for-
wards the notification to the mobile device. In this way, for
example, 1f there are multiple servers, respectively compris-
ing shared data storage containers with the mobile device,
they can use the push noftification gateway to forward
notifications to the mobile device using merely the commu-
nication channel between the notification gateway and the
mobile device (e.g., istead of the mobile device having a
connection to each server). It can be appreciated that, after
a change 1n data 1s realized, a synchronization operation can
be performed so that data 1s made consistent between the
server and the mobile device.

Having received the notification at the mobile device, the
exemplary method 200 ends at 210.

FI1G. 3 1s a flow diagram 1llustrating an example embodi-
ment 300 where one or more portions of one or more
techniques described herein may be implemented. At 302,
synch folders are set up between a mobile device and a
server. In one embodiment, the server may comprise a
messaging server, such as an exchange server, on which a
user has an account. A messaging server account may
organize various data for the user, such as emails, calendar-
based information (e.g., appointments), contacts, tasks,
notes, journal mformation, and more. In this embodiment,
data organized 1n the respective folders can be synchronized
on both the mobile device and the server, such that both
locations comprise a same version of the data. It will be
appreciated, that data can be synched to additional devices
or locations than merely the server and the mobile device,
such as a personal computer, additional mobile devices,
and/or other server locations, for example.

At 304, the mobile device can be registered with a push
notification gateway. For example, the mobile device can
communicate with the push notification gateway, such as
over a cellular or wireless connection to register itself (e.g.,
and/or one or more applications resident on the mobile
device) with the push notification gateway for receiving
notifications (e.g., from one or more servers). In one
embodiment, registering the mobile device with the push
notification gateway may be performed by sending a noti-
fication forwarding request to the push notification gateway,
requesting that the push notification gateway forward noti-
fications from the server to the mobile device.

Further, in one embodiment, 1n response to the request
from the mobile device being received at the push notifica-
tion gateway, the mobile device may receive a mobile device
ID, and/or a push notification gateway umversal resource
identifier (URI) from the push notification gateway. For
example, the push notification gateway can generate an ID
for the mobile device (e.g., a unique ID), which can be used
to specifically identily the mobile device for notifications.
Additionally, the push notification gateway may have a URI
that can be used to contact the gateway over a network (e.g.,
the Internet), such as to recerve notifications from the server.

At 306, the mobile device can get a token, comprising the
mobile device ID and/or the URI, from the push notification
gateway. For example, upon registering the mobile device
with the push notification gateway, the gateway can return
the token to the mobile device. As an illustrative example, an
application resident on the mobile device may generate the
notification forwarding request that 1dentifies a correspond-
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Ing remote service, comprising the server (e.g., hosted on the
server). The mobile device can send the request to the push
notification gateway. In response, in this example, the token
can be returned to the mobile device, comprising the mobile
device ID and/or the URI.

At 308, the mobile device can be registered with the
server to use the push noftification gateway for data change
notifications (e.g., synch notifications). For example, the
mobile device can send a request to the server (e.g., com-
prising a remote service that 1s to be monitored for data state
changes because that service corresponds to an application
resident on the mobile device) to use the push notification
gateway for sending data change notifications to the mobile
device. In one embodiment, the registering can comprise
sending the mobile device ID, and/or the push notification
gateway URI. In this way, for example, the server may be
able to direct the notification of a data state change to the
push notification gateway by using the URI that identifies a
location of the push notification gateway (e.g., as a URL).
Further, the notification sent to the push notification gateway
can comprise the mobile device 1D, for example, so that the
push notification gateway can forward the notification to the
appropriate mobile device (e.g., registered to the mobile ID).
It can be appreciated that this can occur with multiple
services so that the mobile device does not need to maintain
open connections with each of the servers, but merely a
single connection, for example, with the push notification
gateway. Of course different configurations are envisioned
such that zero or more connections (e.g., communication
channels) with zero or more servers can also be maintained
while also maintaining zero or more connections with the
push notification gateway, for example, as may be desired.

FIG. 4 1s a tlow diagram 1illustrating an example embodi-
ment 400 of one or more portions of one or more techniques
described herein. At 402, a request can be sent from the
mobile device to the server to monitor one or more shared
(e.g., synched) folders for a data state change. For example,
the request to the server may ask the server to monitor one
or more of the folders that were previously set up to be
synchronized (e.g., at 302 1n FIG. 3). In one embodiment,
the server may comprise an exchange server that utilizes an
exchange active-synch protocol to synchronize data with the
mobile device. In one embodiment, the folders requested to
be monitored may comprise an email message folder, a
calendar folder, a task folder, a journal folder, a contact
folder and/or a notes folder, for example.

Further, 1n one embodiment, the request may comprise a
desired time period (e.g., fifteen minutes) for monitoring the
one or more data storage containers (e.g., folders). In this
embodiment, for example, when the desired time period has
expired the server can notity the mobile device (e.g., through
the push notification gateway) that no state change has
occurred. In this way, for example, the mobile device can
receive a type of heart-beat notice to identify that the server
1s still up and running, and performing the monitoring (e.g.,
a notice may not be sent 1t the server goes down). It can be
appreciated that 11 a synchronization relationship 1s estab-
lished between the server and the mobile device and/or a
subscription 1s established between a push notification gate-
way and the mobile device, a request from the mobile device
to the server to monitor one or more shared folders for a data
state change (e.g., such as at 402) may not be necessary.
Accordingly, an action of making such a request may be
optional.

As an 1illustrative example, FIG. 5 illustrates an example
environment 500 where one or more portions of one or more
techniques described herein may be implemented. In this
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example environment 500, the mobile device 508 can send
the monitoring request over a first connection 510 to a first
server 502. Further, the mobile device may have shared
folders with a second remote service on a second server 504
and a third remote service on a third remote server 506 (e.g.,
and a fourth and fifth, etc.). In one embodiment, the mobile
device may send a second monitoring request to the second
server 504 over a second connection 512:; and send a third
monitoring request to the third server 504 over a third
connection 514.

Returming to FIG. 4, at 404, the mobile device can receive
a monitoring registration response from the server. In one
embodiment, as illustrated in FIG. 5, the server 502, 504,
506 recerving the monitoring request from the mobile device
508 may respond with a notice of registration to the mobile
device 508. For example, the first server 502 can send a
response of successiul monitoring request registration to the
mobile device 508 over the first connection 3510. In this
embodiment, after the response is received by the mobile
device the first connection 510 can be terminated. In another
embodiment, the first, second and/or third connections 510,
512, 514 may be terminated aiter the mobile device 508
sends the request(s) to the server(s) 302, 504, 506. In this
embodiment, a connection 510, 512, 514 may be re-estab-
lished 1n order for the mobile device 508 to receive the
response, for example, after which the connection 510, 512,
514 can (again) be terminated.

In one aspect, a communication channel 524 may need to
remain open between the mobile device 508 and a push
notification gateway 3516. For example, in order to receive
timely (e.g., as they occur) notifications of data state changes
the mobile device 508 may need to remain connected to the
push notification gateway 516. In this aspect, merely the one
communication channel 524 between the mobile device and
the push nofification gateway may remain open to provide
the mobile device with notifications (e.g., 1n contrast to the
example 100 of FIG. 1, which needed three connections to
remain open).

Returning to FIG. 4, at 406, a connection can be opened
between the mobile device and the push notification gate-
way. For example, the mobile device may communicate with
the push notification gateway over a connection (e.g., cel-
lular or wireless), and the push notification gateway may
keep the connection open as the communications channel. In
one embodiment, opening the communication channel can
comprise the push notification gateway keeping the com-
munication channel open from the mobile device upon
receiving the noftification forwarding request from the
mobile device.

For example, as described above 1n FIG. 3, at 304, the
mobile device may send a notification forwarding request to
the push notification gateway. In this example, the push
notification gateway may maintain the connection used to
send the notification forwarding request 1n an open condi-
tion, to be used as the communications channel between the
mobile device and the push notification gateway. In this way,
for example, forwarded notifications can be sent using the
open communication channel when they are recerved from
the server. As an 1llustrative example, in FIG. 5, a commu-
nications channel 524 may comprise an open (e.g., hung)
connection between a push notification gateway 516 and the
mobile device 3508.

Returming to FIG. 4, at 408, a change 1n a state of the
monitored data 1s detected remotely at the server. For
example, a monitored data storage container may comprise
changed data, data may be added to the container, and/or
data may be deleted from the container. As an illustrative

10

15

20

25

30

35

40

45

50

55

60

65

8

example, a new email may be recerved by an exchange
server and added to a mail folder being momitored. As
another example, a user may utilize another device (e.g., PC)
to add an 1tem to a monitored data storage container from a
remote location. In this embodiment, the server can detect
the change in the state of the data in the containers being
monitored, for example, per the request from the mobile
device.

In one embodiment, upon recerving the request from the
mobile device to route data state changes to the mobile
device through the push notification gateway, the server can
request registration with the push notification gateway. For
example, the server may send a registration request to the
push notification gateway using the push notification gate-
way URI provided by the mobile device. In one embodi-
ment, 1 response to receiving the server registration request,
the push notification gateway can provide a server 1D, which
the server may use (to 1dentify 1tsell) when sending notifi-
cations to the push noftification gateway. For example, when
recelving a notification forwarding request from a server, the
push notification gateway may be able to identily the
registered server using the server ID. Otherwise, for
example, 1 a forwarding request 1s received from a non-
registered server, the push notification gateway may ignore
the request.

In one embodiment, upon detecting the data state change
in the monitored data storage container, the server can send
a notification of said data state change to the push notifica-
tion gateway. For example, the notification can comprise an
identification of the monitored data storage container coms-
prising the data state change. Further, in one embodiment,
the nofification can comprise the server ID, and the mobile
device ID corresponding to the mobile device. In this way,
for example, the push notification gateway can use the server
ID to determine that the notification comes from a registered
server, and use the mobile ID to i1dentity the appropriate
mobile device to which the notification can be forwarded.

As an 1llustrative example, in FIG. 5, the respective
servers 302, 504, 506 can register with the push notification
gateway 516 and respectively receive a server 1D, which 1s
specific to the server. As an example, the first server 502 may
send the registration request over a first remote connection
518, which can comprise a network connection (e.g., over
the Internet), by addressing the registration request to the
push notification gateway URI provided by the mobile
device 508. In response, the push notification gateway can
use the first remote connection 518 to return the server 1D
specific to the first server 502.

Further, as an example, data may be changed on one or
more of the servers 502, 504, 506. An aflected server can
generate a notification, comprising the server ID and mobile
device ID, and send it to the push notification gateway over
a remote connection 518, 520, 522. In one embodiment,
once the notification 1s sent to the push notification gateway,
the connection 518, 520, 522 1s terminated (e.g., the noti-
fication 1s a one-way communication lasting as long as
necessary to send the notification). Further, the notification
1s received at the push notification gateway 516 (e.g., routed
by the push notification URI), and can be forwarded to the
mobile device 508 using the open communications channel
524.

At 410, the notification of the data state change 1s received
from the push notification gateway at the mobile device. In
one embodiment, the notification received by the mobile
device can comprise notice that data has been changed 1n
one or more exchange-based folder that are shared between
an exchange server and the mobile device (e.g., comprising
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an account linked to the exchange server). In this embodi-
ment, for example, the folders being shared may comprise
an email message folder, a calendar folder, a task folder, a
journal folder, a contact folder, a notes folder, and/or other
folders. When information 1s updated 1n these folders on the
exchange server, for example, the exchange server can
notily the mobile device by routing a synchronization noti-
fication through the push notification gateway. In this way,
for example, the mobile device may not need to keep an
open connection with the exchange server, or with a plurality
of exchange servers 1f the mobile device synchs with more
than one exchange server, to receirve synch notifications.

At 412 1in the example embodiment 400, the mobile
device can synchronize the shared folders with the server. In
one embodiment, upon receiving the notification from the
push notification gateway, the mobile device can 1nitiate an
exchange active synch between the server and mobile
device. For example, during a sync event, the mobile device
and server can compare versions of data orgamized by the
data storage container identified in the notification. As an
example, a newest version (e.g., changed version) may be
copied (e.g., and overwritten) to the mobile device 1n the
identified data storage container, 1f the server comprises the
newest version. As another example, 1f data 1s added or
deleted to the 1dentified data storage container, the data may
likewise be copied or removed from the synch version on the
mobile device. In this way, for example, the data storage
containers shared between the mobile device and server can
comprise the same versions (e.g., and amount) of data after
the synch event.

FIG. 6 1s a flow diagram 1illustrating another exemplary
method 600 where data can be synchronized between a
server and a mobile device. The exemplary method 600
begins at 602 and involves recerving a request from the
mobile device to monitor data shared between the server and
the mobile device for a data state change, at 604. For
example, the server can comprise data storage containers
that are synchronized (e.g., shared) between the server and
the mobile device, such that the data in the synchronized
containers comprise a same version (€.g., and amount) on
both the server and the mobile device (e.g., they share the
same 1nformation). In one embodiment, the data state
change monitoring request from the mobile device asks the
server to send a data synch notification to the mobile device,
using a push notification gateway, 1f a data state change 1s
detected at the server. It can be appreciated that, among other
things, the mobile device may instruct the server as to which
notification gateway the server 1s to use/register with and
send data state change notification/push updates to, that will
ultimately be provided/routed to the mobile device via the
push noftification gateway. It can be appreciated that some
type ol pre-agreed handshake can be used to operatively
connect or couple the server with the push notification
gateway and/or the mobile device can explicitly instruct the
server as to which push notification gateway the server 1s to
use, such as during the establishment of a synchronization
relationship between the server and the mobile device, for
example. Moreover, an operative connection or coupling 1s
similarly established between the mobile device and the
push notification gateway so that the mobile device 1s able
to receive notifications therefrom (e.g., a notification gate-
way generally cannot just forward updates to a device
without the device “listening” on a specific/established
connection, or rather a mobile device will not “accept”™ such
notifications without a subscription being established
between the push notification gateway and the mobile
device).
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At 606, the server registers with the push notification
gateway that comprises a communication channel to the
mobile device. For example, the mobile device can imitiate
an open communication channel with the push notification
gateway 1n order to receive data change notifications for-
warded from the server. In this embodiment, for example, in
order for the server to send notifications to the push notifi-
cation gateway, 1t may need to be registered with the
gateway. Registering the server with the push notification
gateway can provide some security, for example, such that
spoofed notifications may be mitigated if sent from non-
registered servers.

At 608, upon detecting a data state change in the shared
data, at the server, a notification indicating the data state
change 1s sent to the push noftification gateway, where the
notification 1s then forwarded to the mobile device from the
push notification gateway. For example, the server may
receive a data packet that updates a file, deletes a file, and/or
adds a file to a monitored data storage container (e.g., from
a third-party, or a user of an account that owns the shared
data). In this example, the data storage container affected by
the data state change can be 1dentified in the notification, and
the notification can be sent to the push notification gateway
using a URI 1dentifying a location of the gateway. Further,
as an example, the push notification gateway can forward the
notification to the mobile device.

Having sent the notification to the push notification gate-
way, the exemplary method 600 ends at 610.

FIG. 7 1s a flow diagram 1illustrating an example embodi-
ment ol one or more portions ol one or more techniques
described herein. At 702 (e.g., aiter a synchromization rela-
tionship 1s established between the server and the mobile
device), a request for monitoring one or more synched data
storage containers 1s received from a mobile device. In one
embodiment, the synched data storage containers can com-
prise exchange-based folders that utilize an exchange active
synch protocol to synchronize data. For example, an
exchange server may be used as a mailbox server, where
mailbox folders can be synched between the server and a
mobile device. In one embodiment, the received request can
comprise a request to monitor the mailbox folders synched
by the exchange server.

In one embodiment, the request from the mobile device
may comprise a mobile device 1D used to identity the mobile
device with a push notification gateway, and/or a push
notification gateway URI, used to identily the push notifi-
cation gateway when sending communications from the
server. At 704, in response to receiving the request from the
mobile device, a receipt of the request can be sent to the
mobile device, for example, upon successiul registration of
the request with the server. In this embodiment, for example,
returning a receipt response to the mobile device may let the
mobile device know that the request has been properly
received and registered at the server. It can be appreciated
that 11 a synchronization relationship 1s established between
the server and the mobile device so that changes between the
server and the mobile device/client can be tracked, receipt of
a request from the mobile device to the server to monitor one
or more shared folders for a data state change (e.g., such as
at 702) may not occur as such a request may not be necessary
(e.g., given the synchronization relationship). Accordingly,
if such a request 1s not received, a response to the same (e.g.,
such as at 704) 1s thus likewise not necessary. Accordingly,
in one example, such receipt and/or sending actions may be
optional.

At 706, the server can register with the push notification
gateway. For example, the server may utilize the URI sent
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from the mobile device to send a registration request to the
push notification gateway. In response, the server can
receive a server ID from the push notification gateway, at
708, which may be used to 1dentily the server when sending
notifications to the mobile device through the push notifi-
cation gateway.

At 710, the data requested to be momtored may be
changed on the server, such as from a remote location. For
example, the user of an account that manages the synched
data storage containers may use another device (e.g., com-
puter linked to the server) to change monitored data 1n one
or more of the data storage containers. In one embodiment,
the server can detect the data state change, and generate a
notification for the mobile device indicating the same.

At 712, the notification can be sent to the push notification
gateway, where the notification can comprise the server 1D
and a mobile device ID corresponding to the mobile device.
For example, the server may send the notification to the push
notification gateway using the URI provided by the mobile
device. In this example, the notification message comprises
the server ID so that the push noftification gateway can
identify that the notification 1s coming from a registered
server. Further, the mobile ID 1n the notification message, for
example, will help guide the notification to the appropriate
mobile device, identified by the mobile device 1D.

In one embodiment, the synched data storage containers
may comprise folders, such as an email message folder, a
calendar folder, a task folder, a journal folder, a contacts
folder, and/or a notes folder. In this embodiment, for
example, the notification can comprise an indication of the
folder that comprises the data state change. For example, 1f
an email 1s moved from an “mbox” to a “saved emails”
folder i the email message folder, the server may 1dentily
a data state change 1n the email message folder, and generate
an appropriate notification indicating the data state change.

In one embodiment, upon sending of the notification to
the push notification gateway, a connection used for the
sending can be closed between the server and the push
notification gateway. In this way, for example, an open
connection 1s not maintained. In response to receiving the
notification from the server, routed through the push noti-
fication gateway, the one or more server data storage con-
tainers aflected by the data state change can be synched with
the corresponding one or more mobile device data storage
containers, at 714. For example, the mobile device may
initiate a data synchronization upon recerving the notifica-
tion of the data state change.

A system may be devised that can be used to help
synchronize data that 1s shared between a server and a
mobile device, for example, while mitigating use of battery
power and computing resources in the mobile device. As an
example, where the mobile device may synchronize data
with more than one server, notifications about data synchro-
nizations from the more than one servers can be received by
the mobile device using merely one connection. More than
one server can send notifications to a gateway or hub, which
can be used to push the notifications to the mobile device
over the one connection, for example.

FIG. 8 1s a component diagram illustrating an exemplary
system 800 for facilitating synchronizing of data between a
server 852 and a mobile device 8350. In the exemplary
system 800, a computer-based processor 802 1s configured to
process data for the system, and 1s operably coupled with a
mobile device registration component 804. The mobile
device registration component 804 1s configured to register
the mobile device 850 and provide a mobile device token.
For example, the mobile device 850 can connect with the
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exemplary system 800 to register and, upon registration, the
mobile device registration component 804 can provide the
mobile device token to the mobile device 8350. In one
embodiment, the mobile device token can comprise a mobile
device ID that identifies the mobile device 850, such as for
notifications sent by the server 852 to the exemplary system
800.

In the exemplary system 800, a server registration com-
ponent 806 1s operably coupled with the processor 802, and
1s configured to register the server 852 and provide a server
ID. For example, the server 852 can connect with the
exemplary system 800 to register and, upon registration, the
server registration component 806 can provide the mobile
device token to the server 852. In one embodiment, the
server ID can be sent by the server 852 to the exemplary
system 800 along with a notification of a data change 1n
shared data between the server 852 and the mobile device
850. In this way, for example, the exemplary system 800
may 1dentily that the notification 1s received from a regis-
tered server.

In the exemplary system 800, a data change notification
component 808 1s operably coupled with the processor 802.
The data change notification component 808 1s configured to
forward a data change notification to the registered mobile
device from the registered server. The notification comprises
the server ID and the mobile device token. For example, the
mobile device 850 can register with server 852 to send
notifications of a change 1n the state of the shared data using
the exemplary system 800, as a push notification gateway or
hub.

In this example, as part of the registration of the mobile
device with the server, the mobile device can provide the
mobile ID (e.g., mobile device token) that was provided to
the mobile device by the mobile device registration com-
ponent 804. Further, in thus example, the server 8352 can
include the mobile device ID and the server ID, provided by
the server registration component 806, with the notification
of the data state change sent to the exemplary system 800.

In one embodiment, the server 852 can comprise an
exchange active synch server. Further, 1in this embodiment,
the notification can comprise a notification of change in data
state 1n a shared folder between the server and the mobile
device. For example, an exchange active sync server may
share data in folders with the mobile device, such as an email
folder, a calendar folder, a task folder, a contacts folder, a
journal folder, and a notes folder. As an illustrative example,
when a contact 1s added to the contacts folder on the server
852, a notification of the change in the contacts folder (e.g.,
adding the contact) can be forwarded to the exemplary
system 800, for forwarding to the mobile device 850.

In one embodiment, the exemplary system 800 may
comprise a communication channel component 810 that 1s
configured to keep a live communication channel open to the
mobile device 850, for example, for sending a notification to
the mobile device 850. For example, instead of the mobile
device 850 having an open connection to the server 852 (or
a plurality of connections to a plurality of servers) to receive
notifications of a data state change for shared data, the
communication channel component 810 can keep merely the
one communication channel open for forwarding notifica-
tions from the server (or plurality of servers). In this way, for
example, battery power and computing resources may be
mitigated on the mobile device, as merely one connection 1s
maintained instead of a plurality of connections.

Still another embodiment involves a computer-readable
medium comprising processor-executable instructions con-
figured to implement one or more of the techniques pre-
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sented heremn. An exemplary computer-readable medium
that may be devised 1n these ways 1s illustrated 1in FIG. 9,
wherein the implementation 900 comprises a computer-
readable medium 908 (e.g., a CD-R, DVD-R, or a platter of
a hard disk drive), on which 1s encoded computer-readable
data 906. This computer-readable data 906 1n turn comprises
a set of computer instructions 904 configured to operate
according to one or more of the principles set forth herein.
In one such embodiment 902, the processor-executable
istructions 904 may be configured to perform a method,
such as at least some of the exemplary method 200 of FIG.
2, for example. In another such embodiment, the processor-
executable 1nstructions 904 may be configured to implement
a system, such as at least some of the exemplary system 800
of FIG. 8, for example. Many such computer-readable media
may be devised by those of ordinary skill in the art that are
configured to operate i accordance with the techniques
presented herein.

Although the subject matter has been described in lan-
guage specific to structural features and/or methodological
acts, 1t 1s to be understood that the subject matter defined 1n
the appended claims 1s not necessarily limited to the specific
teatures or acts described above. Rather, the specific features
and acts described above are disclosed as example forms of
implementing the claims.

As used in this application, the terms “component,”
“module,” “system”, “interface”, and the like are generally
intended to refer to a computer-related entity, either hard-
ware, a combination of hardware and software, software, or
soltware 1n execution. For example, a component may be,
but 1s not limited to being, a process running on a processor,
a processor, an object, an executable, a thread of execution,
a program, and/or a computer. By way of illustration, both
an application running on a controller and the controller can
be a component. One or more components may reside within
a process and/or thread of execution and a component may
be localized on one computer and/or distributed between
two or more computers.

Furthermore, the claimed subject matter may be imple-
mented as a method, apparatus, or article of manufacture
using standard programming and/or engineering techniques
to produce software, firmware, hardware, or any combina-
tion thereof to control a computer to implement the dis-
closed subject matter. The term “article of manufacture” as
used herein 1s mtended to encompass a computer program
accessible from any computer-readable device, carrier, or
media. Of course, those skilled in the art will recognize
many modifications may be made to this configuration
without departing from the scope or spirit of the claimed
subject matter.

FIG. 10 and the following discussion provide a brief,
general description of a suitable computing environment to
implement embodiments of one or more of the provisions set
forth herein. The operating environment of FIG. 10 1s only
one example of a suitable operating environment and 1s not
intended to suggest any limitation as to the scope of use or
functionality of the operating environment. Example com-
puting devices include, but are not limited to, personal
computers, server computers, hand-held or laptop devices,
mobile devices (such as mobile phones, Personal Digital
Assistants (PDAs), media players, and the like), multipro-
cessor systems, consumer electronics, mini computers,
mainiframe computers, distributed computing environments
that include any of the above systems or devices, and the
like.

Although not required, embodiments are described 1n the
general context of “computer readable instructions™ being
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executed by one or more computing devices. Computer
readable 1nstructions may be distributed via computer read-
able media (discussed below). Computer readable instruc-
tions may be implemented as program modules, such as
functions, objects, Application Programming Interfaces
(APIs), data structures, and the like, that perform particular
tasks or implement particular abstract data types. Typically,
the functionality of the computer readable 1nstructions may
be combined or distributed as desired in various environ-
ments.

FIG. 10 illustrates an example of a system 1000 compris-
ing a computing device 1012 configured to implement one
or more embodiments provided herein. In one configuration,
computing device 1012 includes at least one processing unit
1016 and memory 1018. Depending on the exact configu-
ration and type of computing device, memory 1018 may be
volatile (such as RAM, for example), non-volatile (such as
ROM, flash memory, etc., for example) or some combina-
tion of the two. This configuration is illustrated in FIG. 10
by dashed line 1014.

In other embodiments, device 1012 may include addi-

tional features and/or functionality. For example, device
1012 may also include additional storage (e.g., removable
and/or non-removable) including, but not limited to, mag-
netic storage, optical storage, and the like. Such additional
storage 1s 1illustrated in FIG. 10 by storage 1020. In one
embodiment, computer readable instructions to 1mplement
one or more embodiments provided herein may be 1n storage
1020. Storage 1020 may also store other computer readable
instructions to implement an operating system, an applica-
tion program, and the like. Computer readable instructions
may be loaded in memory 1018 for execution by processing
unmt 1016, for example.
The term “computer readable media” as used herein
includes computer storage media. Computer storage media
includes volatile and nonvolatile, removable and non-re-
movable media implemented 1n any method or technology
for storage of information such as computer readable
instructions or other data. Memory 1018 and storage 1020
are examples of computer storage media. Computer storage
media 1includes, but 1s not limited to, RAM, ROM,
EEPROM, flash memory or other memory technology, CD-
ROM, Dagital Versatile Disks (DVDs) or other optical
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other
medium which can be used to store the desired information
and which can be accessed by device 1012. Any such
computer storage media may be part of device 1012.

Device 1012 may also 1nclude communication
connection(s) 1026 that allows device 1012 to communicate
with other devices. Communication connection(s) 1026 may
include, but 1s not limited to, a modem, a Network Interface
Card (NIC), an integrated network interface, a radio fre-
quency transmitter/receiver, an infrared port, a USB con-
nection, or other interfaces for connecting computing device
1012 to other computing devices. Communication connec-
tion(s) 1026 may include a wired connection or a wireless
connection. Communication connection(s) 1026 may trans-
mit and/or recetve communication media.

The term “computer readable media” may include com-
munication media. Communication media typically embod-
1ies computer readable 1nstructions or other data in a “modu-
lated data signal” such as a carrier wave or other transport
mechanism and includes any information delivery media.
The term “modulated data signal” may include a signal that
has one or more of its characteristics set or changed 1n such
a manner as to encode information in the signal.




US 9,477,734 B2

15

Device 1012 may include mput device(s) 1024 such as
keyboard, mouse, pen, voice input device, touch input
device, infrared cameras, video mput devices, and/or any
other input device. Output device(s) 1022 such as one or
more displays, speakers, printers, and/or any other output
device may also be included 1n device 1012. Input device(s)
1024 and output device(s) 1022 may be connected to device
1012 via a wired connection, wireless connection, or any
combination thereot. In one embodiment, an input device or
an output device from another computing device may be
used as input device(s) 1024 or output device(s) 1022 for
computing device 1012.

Components of computing device 1012 may be connected
by various interconnects, such as a bus. Such interconnects
may include a Peripheral Component Interconnect (PCI),
such as PCI Express, a Universal Serial Bus (USB), firewire
(IEEE 1394), an optical bus structure, and the like. In
another embodiment, components of computing device 1012
may be mterconnected by a network. For example, memory
1018 may be comprised of multiple physical memory units
located 1n different physical locations interconnected by a
network.

Those skilled 1n the art will realize that storage devices
utilized to store computer readable instructions may be
distributed across a network. For example, a computing
device 1030 accessible via network 1028 may store com-
puter readable instructions to implement one or more
embodiments provided herein. Computing device 1012 may
access computing device 1030 and download a part or all of
the computer readable 1nstructions for execution. Alterna-
tively, computing device 1012 may download pieces of the
computer readable 1nstructions, as needed, or some 1nstruc-
tions may be executed at computing device 1012 and some
at computing device 1030.

Various operations of embodiments are provided herein.
In one embodiment, one or more of the operations described
may constitute computer readable instructions stored on one
or more computer readable media, which 1T executed by a
computing device, will cause the computing device to per-
form the operations described. The order 1n which some or
all of the operations are described should not be construed
as to immply that these operations are necessarily order
dependent. Alternative ordering will be appreciated by one
skilled 1n the art having the benefit of this description.
Further, 1t will be understood that not all operations are
necessarily present in each embodiment provided herein.

Moreover, the word “exemplary” 1s used herein to mean
serving as an example, 1mstance, or illustration. Any aspect
or design described herein as “exemplary” 1s not necessarily
to be construed as advantageous over other aspects or
designs. Rather, use of the word exemplary 1s intended to
present concepts in a concrete fashion. As used in this
application, the term “or” 1s mtended to mean an inclusive
“or” rather than an exclusive “or”. That 1s, unless specified
otherwise, or clear from context, “X employs A or B” 1s
intended to mean any of the natural inclusive permutations.
That 1s, 1f X employs A; X employs B; or X employs both
A and B, then “X employs A or B” 1s satisfied under any of
the foregoing instances. Further, At least one of A and B
and/or the like generally means A or B or both A and B. In
addition, the articles “a” and “an” as used 1n this application
and the appended claims may generally be construed to
mean “one or more” unless specified otherwise or clear from
context to be directed to a singular form.

Also, although the disclosure has been shown and
described with respect to one or more implementations,
equivalent alterations and modifications will occur to others
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skilled 1n the art based upon a reading and understanding of
this specification and the annexed drawings. The disclosure
includes all such modifications and alterations and 1s limited
only by the scope of the following claims. In particular
regard to the various functions performed by the above
described components (e.g., elements, resources, etc.), the
terms used to describe such components are intended to
correspond, unless otherwise indicated, to any component
which performs the specified function of the described
component (e.g., that 1s functionally equivalent), even
though not structurally equivalent to the disclosed structure
which performs the function in the herein illustrated exem-
plary implementations of the disclosure. In addition, while a
particular feature of the disclosure may have been disclosed
with respect to only one of several implementations, such
feature may be combined with one or more other features of
the other implementations as may be desired and advanta-
geous for any given or particular application. Furthermore,
to the extent that the terms “includes™, “having”, “has”,
“with”, or variants thereof are used in either the detailed
description or the claims, such terms are intended to be
inclusive 1 a manner similar to the term “comprising.”

What 1s claimed 1s:
1. A method for facilitating synchronization via a push
notification gateway, comprising:
registering a first server with the push notification gate-
way based upon a first notification forward request
from a device, the first notification forward request
being transmitted from the device to the first server via
at least one transmission channel that does not include
the push notification gateway;
registering a second server with the push noftification
gateway based upon a second notification forward
request from the device, the second notification for-
ward request being transmitted from the device to the
second server via at least one transmission channel that
does not include the push notification gateway;

recerving at the push notification gateway a first notifi-
cation of a first data state change from the first server;

responsive to receiving at the push notification gateway
the first notification, synchronizing a first portion of the
push notification gateway to correspond to the first
Server;

recerving at the push notification gateway a second noti-
fication of a second data state change from the second
Server;

responsive to the receiving a second notification, synchro-
mzing a second portion of the push notification gate-
way to correspond to the second server; and

connecting the push notification gateway to the device via
a communication channel;

sending one or more additional notifications, based upon
at least one of the first notification or the second
notification, from the push notification gateway to the
device via the communication channel such that a first
portion of the device 1s synchronized with the first
portion of the push notification gateway and a second
portion of the device 1s synchronized with the second
portion ol the push notification gateway.

2. The method of claim 1, comprising maintaining the
communication channel 1n an open state relative to the
device.

3. The method of claim 1, the device comprising a mobile
device.

4. The method of claim 1, the one or more additional
notifications comprise at least one of a first indication of a
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first server ID corresponding to the first server or a second
indication of a second server 1D corresponding to the second
SErver.

5. The method of claim 1, the one or more additional
notifications comprise an indication of a device token cor-
responding to the device.

6. The method of claim 1, wherein the first server com-
prises a first exchange active synch server, and the second
server comprises a second exchange active synch server.

7. The method of claim 1, wherein connecting the push
notification gateway to the device via a communication
channel comprises:

connecting the push notification gateway to the device via

a communication channel responsive to receiving at
least one of the first notification or the second notifi-
cation at the push notification gateway.
8. A system, comprising: one or more processing units;
and memory comprising one or more instructions that when
executed by at least one of the one or more processing units,
perform operations including at least:
registering a first server with a push notification gateway
based upon a first notification forward request to moni-
tor at least some of the first server for one or more
changes to data, the first notification forward request
being transmitted from a device to the first server via at
least one transmission channel not including the push
notification gateway;
receiving a lirst notification of a first data state change
from the first server, the first data state change made by
a second device different than the device:

responsive to the recerving the first notification, synchro-
nizing a {irst portion of the push notification gateway to
correspond to the first server;
connecting the push notification gateway to the device via
a communication channel; and

sending one or more additional notifications, based upon
the first notification, to the device via the communica-
tion channel such that a first portion of the device 1s
synchronized with the first portion of the push notifi-
cation gateway.

9. The system of claim 8, the method comprising main-
taining the communication channel 1n an open state relative
to the device.

10. The system of claim 8, wherein connecting the push
notification gateway to the device via a communication
channel comprises:

connecting the push notification gateway to the device via

a communication channel responsive to receiving the
first notification at the push notification gateway.

11. The system of claim 8, the one or more additional
notifications comprise a first indication of a first server 1D
corresponding to the first server.

12. The system of claim 8, the one or more additional
notifications comprise an indication of a device token cor-
responding to the device.

13. The system of claim 8, the first server comprising an
exchange active synch server.

14. The system of claim 8, wherein the operations further
comprise:
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registering a second server with the push notification
gateway based upon a second notification forward
request to monitor at least some of the second server for
one or more changes to data, the second notification
forward request being transmitted from the device to
the second server at least one transmission channel not
including the push notification gateway;

recerving a second nofification of a second data state

change from the second server, the second data state
change corresponding to a mobile application resident
on the device; and

responsive to the receiving a second notification, synchro-

mzing a second portion of the push notification gate-
way to correspond to the second server;

and wherein sending one or more additional notifications

further includes:
sending one or more additional notifications based upon
the second notification to the device via the commu-
nication channel such that a second portion of the
device 1s synchronized with the second portion of the
push notification gateway.
15. A computer readable storage memory comprising one
or more 1nstructions that when executed, perform operations
comprising:
registering a first server with a push notification gateway
based upon a first notification forward request to moni-
tor at least some of the first server for one or more
changes to data, the first notification forward request
being transmitted from a device to the first server via at
least one transmission channel not including the push
notification gateway;
recerving a first notification of a first data state change
from the first server, the first data state change made by
a second device different than the device;

responsive to the receiving the first notification, synchro-
nizing a {irst portion of the push notification gateway to
correspond to the first server;
connecting the push notification gateway to the device via
a communication channel; and

sending one or more additional notifications, based upon
the first notification, to the device via the communica-
tion channel such that a first portion of the device 1s
synchronized with the first portion of the push notifi-
cation gateway.

16. The computer readable storage memory of claim 15,
the operations comprising maintaining the communication
channel in an open state relative to the device.

17. The computer readable storage memory of claim 135,
the device comprising a mobile device.

18. The computer readable storage memory of claim 15,
the one or more additional notifications comprising a first
indication of a first server ID corresponding to the first
SErver.

19. The computer readable storage memory of claim 15,
the one or more additional notifications comprising an
indication of a device token corresponding to the device.

20. The computer readable storage memory of claim 15,
the first server comprising an exchange active synch sever.
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