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Receive request (o associate/disassociate a file system management abject (FSMO) withffroma | -
tenant-unif {(Tu)
205

Dalerming that the user issuing the request is a syslem agmin
207
AL

Determine that the specified FSMO name and the speaified Tu name comply with g
pradeterminad FSMO and T naming convention, respeachivaly

g1l
Convert specified FSMO name 1o an FSMO path E

Determing that the spacified FSMC and Tu exist in the system
5 SHa

Chtain Tu D for the specified Tu name from the Tu conlig-metadata slors
gl

Obitain the FSMQ 1D from the directory manager (DM} using the FSMO path
43y

Associate or disassociate FSMOT
035

ARG
agg?\ﬂ?

&/
,Qaﬁ%kr
A s

Atomically store the Tu 1D as a DM alirbute
for the FEMO 1D through the DM altnbute

Atoraically remove the Tu i as a D
attribiite for the FSMO 1D through the Div

interiace attribute interfacs
9416 a5
P Alomically update the protocol config- 5 . Atomically update tha protocoel config-
: metadata store {o include the FSMO 1D with . metadata store to remove the FSMO D
; the TU 1D ; § from the TU 1D

----------------------------------------------------------------------------------------------------------------
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1000

Receive request o assoctate/disassociate a user with/irom a fanani-unit {Tu)
10605

Determing that the user issuing the raguest is g system admin

1807

| Determine that the specified user name and the Tu name comply with a predetermined user and
' T4 naming convention, respectively
1010
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1020

----------------------------------------------------------------------------------------------------------------------

Cutain Tu D for the specified Tu name from the Tu conlig-metadata slore
1025

Oblain uyser 1 1or the specified user name rom the secunty conng-metadata store
1030

Assoniate or disasscciate user?
1035

Afomically updae the secunity conlig-

ittt ot e too To 10 with e | | AlOTICANY update the security config-metadate

store to remove tha Tu 1D from the usar 1D
1050

HSer D
1040

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

ﬁtomicaﬁy up«:zgie e pmmmi mﬂ?f?" o Atomicatly update the protocol contig-metadata
metadata slore o include the Tu D withthe | | | | ;
sor i3 : store o remove the Tu D from the user il

1045 e ‘
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v

Recaive a requaest o perform a seif-service controd oparation on a tenant-unit {Tu;
1105

Cbiain user i trom the securily config-metadata using the specified user name
1110

Obtain the Tu (s} associated with the obtained user 1D from the security config-metadata storg |
1145 '

Obtain the operation H3(8) from the secunty config-metadala store using the obiained usar il
wherein the operation (s} oblained from the sacunty config-metadala store identity the
operationis) that the specified user is authorized o perform
1120

Cbtain the object s} from the ohject-to-Tu conhig-meatadata store corresponding 1o the
raquesied object typa using the obtained Tu 1D, wharein the objact ID{s) cblained from the |
corrasponding objeci-to-Tu config-metadata stora identify the objects(s) that the specified useris |
authorized to access 3
1143

/ Dows the operation iD of the regquesied operation maitch any of the oblained authorized \
cperation iD{(s)? '
Does the chiect 1D of the regquested object match any of the oblained authonzed obiact
iD{s)7?
1125

Altow the saif-service operation Deny the salf-servica operalion
1130 1135
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1200

Receive reqguest 10 access stalistics of a tenant-unit {Tu}
1205

1407

15 the tenant admin/user authorized 1o perform the
aperation and access the object on which the
aperation is 1o be performed on”?

1210

\ No | Deny |
— request |
| 12315

Yes

Determine thal the specified Tu name comphies with a
pregefermined Tu naming convention
1220

Detarming that the specified Tu axisis in the system

1425

Obtain Ty D for the spacified Tu name from the Tu config-
meiacata store
1230

Obtain FSMOs assogiated with the Ta 1D from the DI
atiribute store.

1439

Obtain statistios {r.g., quolas, usage, periormance, sig.)
associated with the FSMOs
1240

Provide the siatistics to the recuesior {.4., a Tu adminsuser)
1249
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Raceive a requast to perform data access (8.4., read/wnite/repiicals data} on a tenant-unit {Tu)
1305

Citain the user iU from the prolocol config-mietadata slore using the specihied user nama
1310

Cblain the Tu H3(s) associaled with the user I from the prolocol conbg-metadata slore

Obtain the FSMO D for the speciiied FEMO path from the direciory manager (DM)
1320

Does the protocol config-matadata store incicate the FSMO iDs associated with the Tu 1Ds
that are associated with the user (D match the FoMO D obtained tfrom the UMY
1325

Yos . My

Alow access 1o the daia | Deny access ¢ fhe daia

1330 ; 1335
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SYSTEM AND METHOD FOR SECURE
MULTI-TENANCY IN AN OPERATING
SYSTEM OF A STORAGE SYSTEM

FIELD

Embodiments of the present invention relate generally to
data storage systems. More particularly, embodiments of the

invention relate to providing secure multi-tenancy at a
Purpose Built Backup Appliance (PBBA).

BACKGROUND

Multi-tenancy refers to a technology wherein a single
storage appliance (e.g., a Purpose Built Backup Appliance)
1s deployed to serve multiple customers, each customer
using the same storage appliance for their protection storage
requirements. A storage system which supports multi-ten-
ancy must satisty the security and 1solation requirements.
Here, the “security and 1solation requirements” refer to the
requirements that each customer’s dataset must be secured
and 1solated from the other customers on the storage appli-
ance. The security and 1solation requirements apply to data
access. For example, a customer must not be able to read or
write to datasets that belong to another customer. The
security and 1solation requirements can also refer to control
access. For example, an administrator of one customer must
not be able to perform system configuration, monitoring,
etc., of the datasets that belong to another customer. Thus,
although the customers may share the same storage appli-
ance for backup, restore, or replicating their datasets, none
of the customers can be aware of the presence of other
customers 1n the storage appliance.

Other than the security and 1solation requirements, there
were some other obvious problems in deploying multi-
tenancy on a single storage appliance. For example, a
conventional PBBA does not include a mechanism 1n 1ts
Operating System through which the system administrator
could track the system resources allocation and usage for
cach customer. Deploying multi-tenancy on a PBBA, espe-
cially 1in a service provider (SP) environment also presents
a problem of admimistrative scaling. For example, if tens or
hundreds of customers are deployed 1n the same PBBA, and
il none of these customers’ own administrators could per-
form self-administration, then for each and every adminis-
trative requirement, the customers would be dependent on
the system administrator. Thus, the system administrator
would face a problem as the number of customers 1ncrease.

A conventional storage appliance does not natively sup-
port multi-tenancy 1n such a manner that satisfies the secu-
rity and 1solation requirements. As illustrated in FIG. 1,
Purpose Built Backup Appliance (PBBA) 101 has been
deployed with two customers, 1.€., customer A and customer
B. PBBA 101 includes file system management objects
(FSMOs) 110-113. FSMOs 110-111 are allocated to cus-
tomer A, and FSMOs 112-113 are allocated to customer B.
Conventional PBBA 101, however, does not natively pro-
vide a mechanism in which FSMOs 110-111 are securely
isolated from customer B, and FSMOs 112-113 securely
1solated from customer A. Further, conventional PBBA 101
does not provide a mechanism for each customer to have 1ts
own administrator who can only administer objects belong-
ing only to the customer. Thus, all administration must be
performed by a single system administrator. In order for
customer A and customer B to manage their respective
allocated FSMOs, the credentials of system administrator
102 must be provided to both customer A and customer B.
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In such a scenario, each customer would be able to access
and manage datasets that belong to the other customer.
Alternatively, all system configuration and management can
be performed by a third party, without providing the cre-
dentials of system administrator 102 to customer A and
customer B. This approach, however, 1s not feasible in cases
where the PBBA 1s deployed to many customers. Thus, there
1s a need for a storage system to natively support multi-
tenancy by providing mechanisms within its operating sys-
tem to secure and 1solate the datasets of each customer.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the mvention are illustrated by way of
example and not limitation in the figures of the accompa-
nying drawings in which like references indicate similar
clements.

FIG. 1 1s a block diagram illustrating a conventional
storage system.

FIG. 2 1s a block diagram illustrating a storage system
according to one embodiment of the invention.

FIG. 3 1s a block diagram illustrating a storage system
according to one embodiment of the invention.

FIG. 4 1s a block diagram illustrating a storage system
according to one embodiment of the invention.

FIG. 5 1s a block diagram illustrating a storage system
according to one embodiment of the invention.

FIG. 6 15 a flow diagram 1llustrating a method for creating
a tenant-umt according to one embodiment.

FIG. 7 15 a flow diagram illustrating a method for remov-
ing a tenant-unit according to one embodiment.

FIG. 8 15 a flow diagram 1llustrating a method for renam-
ing a tenant-unit according to one embodiment.

FIG. 9 15 a flow diagram 1llustrating a method for asso-
ciating/disassociating a FSMO with a tenant-unit according
to one embodiment.

FIG. 10 1s a tlow diagram 1illustrating a method for
associating/disassociating a user with a tenant-unit accord-
ing to one embodiment.

FIG. 11 1s a flow diagram illustrating a method for
determining whether a self-service control operation can be
performed.

FIG. 12 1s a flow diagram illustrating a method for
determining whether statistics of a tenant-unit can be
accessed.

FIG. 13 1s a flow diagram illustrating a method for
determining whether data access can be performed.

FIG. 14 1s a block diagram illustrating a storage system
according to one embodiment of the invention.

DESCRIPTION OF EMBODIMENTS

Various embodiments and aspects of the iventions will
be described with reference to details discussed below, and
the accompanying drawings will 1llustrate the various
embodiments. The following description and drawings are
illustrative of the invention and are not to be construed as
limiting the vention. Numerous specific details are
described to provide a thorough understanding of various
embodiments of the present invention. However, 1n certain
instances, well-known or conventional details are not
described 1 order to provide a concise discussion of
embodiments of the present inventions.

References in the specification to “one embodiment” or
“an embodiment” means that a particular feature, structure,
or characteristic described 1n conjunction with the embodi-
ment can be included 1n at least one embodiment of the
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invention. The appearances of the phrase “in one embodi-
ment” 1n various places in the specification do not neces-
sarily all refer to the same embodiment.

Bracketed text and blocks with dashed borders (e.g., large
dashes, small dashes, dot-dash, and dots) may be used herein
to 1llustrate optional operations that add additional features
to embodiments of the invention. However, such notation
should not be taken to mean that these are the only options
or optional operations, and/or that blocks with solid borders
are not optional 1n certain embodiments of the invention.

In the following description and claims, the terms
“coupled” and “connected,” along with their derivatives,
may be used. It should be understood that these terms are not
intended as synonyms for each other. “Coupled” 1s used to
indicate that two or more elements, which may or may not
be 1n direct physical or electrical contact with each other,
co-operate or mteract with each other. “Connected” 1s used
to indicate the establishment of communication between two
or more elements that are coupled with each other.

Techniques for providing SMT with security and 1solation
to tenants are herein described. FIG. 2 1s a block diagram
illustrating an example of a storage system (e.g., a PBBA)
according to embodiment. In the illustrated example, storage
system 204 has associated FSMOs 210-211 with tenant-unit
(Tu) A, and associated FSMOs 212-213 with Tu B. As used
herein, a Tu refers to the highest unit of abstraction for
providing security and 1solation in the operating system. A
Tu also acts as the highest abstraction for allocating and
tracking resource utilization by a tenant. Here, a FSMO
refers to a unit of storage allocation that presents a unique
and self-contained namespace for a tenant. Each tenant can
be allocated one or more FSMOs. Tenant-unit A and tenant-
unit B have been assigned the Tu names TuA and TuB,
respectively. TuA 1s allocated to tenant A, and TuB 1s
allocated to tenant B. As used herein, a tenant can be a
business unit within a large enterprise (e.g., a finance
department, marketing department, etc.). A tenant can also
refer to an enterprise (e.g., when a storage appliance 1s

deployed by a service provider). TuA and TuB have been
assigned the Tu IDs of Tu-IDA and Tu-IDB, respectively.

FSMOs 210-213 have been assigned the FSMO IDs of

FSMO-ID10-FSMO-1D12, respectively. Further, FSMOs

210-213 have been assigned the FSMO paths “/mtreel -
“/mtreel3”, respectively. These IDs and paths are shown for
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illustrative purposes, and not intended to be limitations of 45

the present ivention. The configuration shown 1n FIG. 2
shall be referenced throughout the description. Throughout

the description, references are made to IDs for users, Tus,
and FSMOs. It shall be understood that these IDs are

Universally Unique 1IDs (UUIDs).

Contrary to a conventional PBBA, storage system 204 of

the present invention only allows tenant A to access FSMOs
associated with its tenant-unit (e.g., FSMOs 210-211), and
only allows tenant B to access FSMOs associated with 1ts
tenant unit (e.g., FSMOs 212-213). FSMOs 210-213 can be
accessed by tenants A and B using various protocols. For
example, tenants A and B can access FSMOs 210-213 using
the 1) DDBoost protocol (available from EMC® Corpora-
tion of Hopkinton, Mass.), in which case FSMOs 210-213
are known as “‘storage units”, 2) Network File System (NFS)
or Common Internet File System (CIFS) protocol, 1n which
case FSMOs 210-213 are known as Mitrees, 3) Virtual Tape
Library (VTL) protocol, in which case FSMOs 210-213 are
known as VTL pools, or 4) Protection Point protocol, in
which case FSMOs 210-213 are known as Vdisks. Various
other protocols can be used without departing from the
broader scope and spirit of the present invention.
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Further, by using the mechamisms of the present imven-
tion, storage system 204 enables tenants A and B to have
their own respective tenant admins, and thus, do not rely on
system admin 202. As used herein, a system admin 1s an
administrator authorized to perform all operations at the
storage system. A tenant admin, on the other hand, 1s only
authorized to perform a subset of the operations that are
available to the system admin. A tenant admin i1s also
distinguished from a system admin in that a tenant admin
can only access objects that are associated with the Tu that
the tenant admin has been allocated. A tenant user can only
perform a subset of the operations that are available to the
tenant admin. Various mechanisms of the present invention
shall become apparent through the description of other
figures below.

FIG. 3 1s a block diagram illustrating a storage system
according to one embodiment of the invention. For example,
storage system 304 may be implemented as part of storage
system 204. Referring to FIG. 3, system 300 includes, but 1s
not limited to, one or more client systems 301-302 commu-
nicatively coupled to storage system 304 over network 303.
Clients 301-302 may be any type of clients such as a server,
a personal computer (e.g., desktops, laptops, and tablets), a
“thin” client, a personal digital assistant (PDA), a Web
enabled appliance, a gaming device, a media player, or a
mobile phone (e.g., Smartphone), etc. Network 303 may be
any type ol networks such as a local area network (LAN), a
wide area network (WAN) such as Internet, a corporate
intranet, a metropolitan area network (MAN), a storage area
network (SAN), a bus, or a combination thereof, wired
and/or wireless. For example, client 301 may represent a
first tenant (shown as tenant A), and client 302 may repre-
sent a second tenant (shown as tenant B). In FIG. 3, each
tenant 1s represented by one client for the sake of simplicity.
In shall be understood, however, that each tenant may access
storage system 304 through multiple clients.

Storage system 304 may include any type of server or
cluster of servers. For example, storage system 304 may
emulate a storage server used for any of various different
purposes, such as to provide multiple users with access to
shared data and/or to back up mission critical data. Storage
system 304 may be, for example, a file server (e.g., an
appliance used to provide network attached storage (NAS)
capability), a block-based storage server (e.g., used to pro-
vide SAN capability), a unified storage device (e.g., one
which combines NAS and SAN capabilities), a nearline
(also known as an archive) storage device, a direct attached
storage (DAS) device, a tape backup device, or essentially
any other type of data storage device. Storage system 304
may have a distributed architecture, or all of 1ts components
may be integrated into a single unit. Storage system 304 may
be implemented as part of an archive (e.g., Extended Reten-
tion Tier) and/or backup system such as a deduplicating
storage system available from EMC® Corporation of Hop-
kinton, Mass.

In one embodiment, storage system 304 includes, but 1s
not limited to, backup/restore engine 306, deduplication
storage engine 307, and one or more storage devices 308-
309 communicatively coupled to each other. Storage devices
308-309 may be mmplemented locally (e.g., single node
operating environment) or remotely (e.g., multi-node oper-
ating environment) via interconnect 320, which may be a
bus and/or a network. In one embodiment, one of the storage
devices 308-309 operates as an active storage to receive and
store external or fresh user data, while the other storage
devices operates as a target storage device to periodically
archive data from the active storage device according to an
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archiving policy or scheme. Storage devices 308-309 may
be, for example, conventional magnetic disks, optical disks
such as CD-ROM or DVD based storage, magnetic tape
storage, magneto-optical (MO) storage media, solid state
disks, flash memory based devices, or any other type of
non-volatile storage devices suitable for storing large vol-
umes of data. Storage devices 308-309 may also be a
combination of such devices. In the case of disk storage
media, the storage devices 308-309 may be organized into

one or more volumes of Redundant Array of Inexpensive
Disks (RAID).

In response to a data file to be stored 1n storage devices
308-309, deduplication storage engine 307 1s configured to
segment the data file mto multiple chunks according to a
variety ol segmentation policies or rules. Deduplication
storage engine 307 may choose not to store a chunk 1n a
storage device 11 the chunk has been previously stored 1n the
storage device. In the event that deduplication storage
engine 307 chooses not to store the chunk in the storage
device, 1t stores metadata enabling the reconstruction of the
file using the previously stored chunk. As a result, chunks of
data files are stored in a deduplicated manner, either within
cach of storage devices 308-309 or across at least some of
storage devices 308-309. Data stored in the storage devices
may be stored 1n a compressed form (e.g., lossless compres-
sion: Hulflman coding, Lempel-Ziv Welch coding; delta
encoding: a reference to a chunk plus a difference; etc.). In
one embodiment, different storage devices may use different
compression methods (e.g., main or active storage device
from other storage devices, one storage device from another
storage device, etc.).

The metadata, such as metadata 310-311, may be stored in
at least some of storage devices 308-309, such that files can
be accessed independent of another storage device. Meta-
data of each storage device includes enough information to
provide access to the files 1t contains. In one embodiment,
metadata may include fingerprints contained within data
objects 312-313, where a data object may represent a data
chunk, a compression region (CR) of data chunks, or a
container of one or more CRs. Fingerprints are mapped to a
particular data object via metadata 310-311, enabling the
system to 1dentity the location of the data object containing
a chunk represented by a particular fingerprint. When an
active storage device fails, metadata contained in another
storage device may be utilized to recover the active storage
device. When one storage device 1s unavailable (e.g., the
storage device has failed, or 1s being upgraded, etc.), the
system remains up to provide access to any file not stored 1n
the failed storage device. When a file 1s deleted, the metadata
associated with the files in the system 1s updated to reflect
that the file has been deleted.

In one embodiment, the metadata information includes a
file name, a storage device where the chunks associated with
the file name are stored, reconstruction information for the
file using the chunks, and any other appropriate metadata
information. In one embodiment, a copy of the metadata 1s
stored on a storage device for files stored on a storage device
so that files that are stored on the storage device can be
accessed using only the imnformation stored on the storage
device. In one embodiment, a main set of metadata infor-
mation can be reconstructed by using imnformation of other
storage devices associated with the storage system in the
cvent that the main metadata i1s lost, corrupted, damaged.,
ctc. Metadata for a storage device can be reconstructed using
metadata information stored on a main storage device or
other storage device (e.g., replica storage device). Metadata
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information further includes index information (e.g., loca-
tion information for chunks in storage devices, 1dentifying
specific data objects).

In one embodiment, the storage system as shown 1n FIG.
3 may be used as a tier of storage 1n a storage hierarchy that
comprises other tiers of storage. One or more tiers of storage
in this hierarchy may utilize different kinds of storage
devices and/or may be optimized for different characteristics
such as random update performance. Files are periodically
moved among the tiers based on data management policies
to achieve a cost-eflective match to the current storage
requirements of the files. For example, a file may mitially be
stored 1n a tier of storage that offers high performance for
reads and writes. As the file ages, 1t may be moved 1nto a tier
ol storage according to one embodiment of the mnvention. In
various embodiments, tiers include diflerent storage tech-
nologies (e.g., tape, hard drives, semiconductor-based
memories, optical drives, etc.), different locations (e.g., local
computer storage, local network storage, remote network
storage, distributed storage, cloud storage, archive storage,
vault storage, etc.), or any other appropriate storage for a
tiered data storage system.

According to one embodiment, backup/restore engine 306
1s responsible for backing up data from remote clients (e.g.,
clients 301-302) to one or more local storage devices (e.g.,
storage devices 308-309). Backup/restore engine 306 1s also
responsible for restoring and/or replicating data from one or
more local storage devices to the remote clients.

In one embodiment, storage system 1ncludes SMT engine
315 configured to provide security and 1solation to each
tenant. For example, SMT engine 315 1s configured to
allocate Tus to tenants by managing various config-meta-
data. Protocol engine 317 1s configured to use these config-
metadata to determine whether tenants may perform data
access of FSMOs at storage system 304. Role based access
control (RBAC) 316 is configured to use the config-meta-
data to determine whether tenants may perform control
access of the FSMOs and various other resources at storage
system 304.

FIG. 4 1s a block diagram illustrating a data path of a
storage system according to one embodiment. The storage
system 1llustrated 1n FIG. 4 1s sumilar to the storage system
illustrated 1n FIG. 3. Certain details, however, have been
omitted 1n FIG. 4 1n order to avoid obscuring the invention.
Further, certain details have been added 1n FIG. 4 1n order to
better illustrate the present invention. FIG. 4 shall be
described with reference to the example illustrated 1n FIG.
2. That 1s, tenant-unit A and tenant-unit B are allocated to
tenants A and B, respectively. Tenant-umit A and tenant-unit
B are associated with the Tu names TuA and TuB, respec-
tively. TuA represents FSMOs 210-211, and TuB represents
FSMO 212-213. TuA and TuB are associated with Tu IDs
Tu-IDA and Tu-IDB, respectively, and FSMOS 210-213 are
associlated with FSMO IDs FSMO-ID10-FSMO-ID14,
respectively. Further, FSMOs 210-213 are associated with
FSMO paths “mtreel0”-“mtreel3”, respectively.

Referring now to FIG. 4. In one embodiment, DM 405 1s
configured to manage DM config-metadata store 425 for
associating/mapping FSMO IDs to FSMO paths. In one
embodiment, DM config-metadata store 425 includes, but
not limited to, one or more sets of elements. Each set
includes, but not limited to, the elements of {FSMO ID,
path}. In FIG. 4, one set of element is shown: {FSMO 1D
471, path 472}. FSMO 1D 471 contains the 1D of a FSMO.
Path 472 contains the path of a FSMO. In some embodi-
ments, the FSMO name specified by the user (e.g., as part of
the request to access a FSMO) 1s 1n the same format as the
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FSMO path required by DM 405. In some alternative
embodiments, the specified FSMO name may need to be
converted to a FSMO path. As used herein, a “specified
FSMO name” refers to the FSMO name specified by the user
as part of a user request to access the FSMO. For example,
in some of the protocols supported by protocol engine 317
(described further below), the specified FSMO name 1s the
same as the FSMO path. In other protocols, the specified
FSMO name must be converted to a FSMO path in order for
DM 405 to understand 1t as a path. In one such example, the
specified FSMO name must be prepended with a predeter-
mined path (e.g., “/data/col1”) in order to be consistent with
the path format understood by DM 405. Each set of elements
associates a FSMO ID with a FSMO path. Thus, i this
example, DM 405 may configure FSMO ID 471 to include
FSMO-ID10 and path 472 to include the path “/mtreel0” (or
“/data/coll/mtree10). It shall be understood that DM con-
fig-metadata store 425 includes at least one set of elements
{FSMO 1D, path} for each FSMO in the system. DM
config-metadata store 425 may also be managed by a system
admin via a system configuration interface (not shown).

According to one embodiment, a system admin associates
the Tus to tenant users/admins by configuring SMT config-
metadata store 410 via a system configuration interface. In
one embodiment, SMT config-metadata store 410 1ncludes,
but not limited to, Tu config-metadata store 422, security
conflig-metadata store 423, and name-service config-meta-
data store 424.

In one embodiment, Tu config-metadata store 422
includes information for associating/mapping Tu names to
Tu IDs. Tu config-metadata store 422 includes, but not
limited to, one or more sets of elements. Fach set includes,
but not limited to, the elements of { Tu name, Tu ID}. In FIG.
4, one set of element is shown: {Tu name 430, Tu ID 431}.
Tu name 430 contains the name of a Tu. Tu ID 431 contains
the ID of a Tu. Each set of elements associates the named Tu
with the identified Tu. Thus, 1n this example, a system admin
may configure Tu name 430 to include the name “TuA” and
Tu ID 431 to include the ID “Tu-IDA”. It shall be under-
stood that Tu config-metadata store 422 includes at least one
set of elements {Tu name, Tu ID} for each Tu in the system.

Although Tu config-metadata store 422 has been
described as being configured by a system admin, 1t shall be
understood that Tu config-metadata store 422 can be con-
figured using other mechanisms. For example, Tu config-
metadata store 422 may be configured by SMT engine 315
automatically when a new Tu 1s created (described in further
details below).

In one embodiment, security config-metadata store 423
includes, but not limited to, one or more sets of elements.
Each set includes, but not limited to, the elements of {user
name, user 1D, Tu ID, operation ID, user role}. In FIG. 4,
one set of element is shown: {user name 436, user 1D 437,
Tu ID 438, operation ID 439, user role 440} . User name 436
contains the name of a user. User 1D 437 contains the ID of
a user. Tu ID 438 contains the ID of a Tu. Operation ID 439
contains one or more IDs 1dentifying one or more opera-
tions. User role 440 contains the role of a user (e.g., system
admin, tenant admin, tenant user, etc.) Each set of elements
assoclates the named/identified user with the identified Tu,
user role, and 1dentified set of operations. The operation 1D
clement includes one or more IDs 1identifying one or more
operations (e.g., a seli-service operation) that the named/
identified user can perform. The user role element allows
storage system 304 to bypass certain checks during a control
access request when the requesting user 1s a system admin
(described 1n further details below). In this example, a
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system admin may configure user name 436 to include the
name of TuA admin, user 1D 437 to include the ID of TuA

admin, Tu ID 438 to include “Tu-IDA”, and operation 1D
439 to 1nclude the I1D(s) of operation(s) that TuA admin may
perform. It shall be understood that security config-metadata
store 423 includes at least one set of elements {user name,
user ID, Tu ID, operation ID} for each user in the system.

Although security config-metadata store 423 has been
described as being configured by a system admin, it shall be
understood that security config-metadata store 423 can be
configured using other mechanisms. For example, config-
metadata store 423 may be configured by SMT engine 315
automatically when a new user 1s created and associated
with a Tu.

In one embodiment, SMT engine 315 associates FSMOs
to Tus by configuring DM attribute store 411. In one
embodiment, DM attribute store 411 includes, but not lim-

ited to, one or more sets of elements. Fach set includes, but
not limited to, the elements of {FSMO ID, Tu ID}. In FIG.

4, one set of element is shown: {FSMO ID 455, Tu ID 456 }.
FSMO ID 435 contains one or more IDs of one or more
FSMOs. Tu ID 456 contains the ID of a Tu. Each set of
clements associates the 1dentified FSMO(s) with the 1denti-
fied Tu. In one embodiment, in response to a request to
associate a FSMO with a Tu, SMT engine 315 requests DM
405 to provide the FSMO ID of the specified FSMO name
(which may need to be converted to a path as described
above). As used herein, a “specified FSMO name” refers to
the name provided by the user as part of the request to
associate the FSMO with the Tu. In response to the request,
DM 4035 uses the specified FSMO name/path to lookup the
associated FSMO ID 1n DM config-metadata store 425. For
example, DM 4035 may determine that path 472 contains the
specified FSMO name/path, and provides the 1D contained
in the associated FSMO ID element 471 to SMT engine 315.
In this example, path 472 may contain the path *“/mtreel0”,
and FSMO 1D 471 may contain “FSMO-1D10”.

Further, 1n response to a request to associate a FSMO to
a 'Tu, SMT engine 315 uses the specified Tu name to lookup
the Tu ID 1n Tu config-metadata store 422. As used herein,
the “specified Tu name™ refers to the name provided by the
user as part of the request to associate the FSMO to the Tu.
For example, 1n response to determining Tu name 430
contains the specified Tu name, SMT engine 315 obtains the
Tu ID contained in the associated Tu ID 431. In this
example, Tu name 430 may contain “TuA” and Tu ID 431
may contain “Tu-IDA”. In one embodiment, SMT engine
315 associates the specified FSMO to the specified Tu by
atomically storing the obtained FSMO ID and the obtained
Tu ID 1n DM attribute store 411 via a DM attribute interface
(not shown). For example, SMT engine 315 atomically
stores the ID obtained from FSMO ID 471 (e.g., FSMO-
ID10) 1n FSMO 1D 455 and the ID obtained from Tu ID 431
(e.g., Tu-IDA) 1n Tu ID 456. In this example, the result 1s
that FSMO 210 1s associated with TuA. It shall be under-
stood that DM attribute store 411 includes at least one set of
elements {FSMO ID, Tu ID} for each FSMO in the system.
Element Tu ID, however, does not contain a valid ID unless
the FSMO has been allocated to (1.e., associated with) a Tu.

Although DM attribute store 411 has been described as
being configured by SMT engine 315, 1t shall be understood
that DM attribute store 411 can be configured using various
other mechanisms. For example, DM attribute store 411 can
also be configured by a system admin via a system configu-
ration interface (not shown).

According to one embodiment, SMT engine 3135 updates
protocol config-metadata store 412 based on metadata con-
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tained 1n security config-metadata store 423 and DM attri-
bute store 411. Alternatively, SMT engine 315 may update
protocol config-metadata store 412 independently using the
same mechanism for updating DM attribute store 411 and
security config-metadata store 423, without having to rely
on DM attribute store 411 and security config-metadata store
423. Further, protocol config-metadata store 412 can be
configured by a system admin.

According to one embodiment, protocol config-metadata
store 412 1ncludes, but not limited to, one or more sets of
elements. Each set includes, but not limited to, the elements
of {user name, user 1D, Tu ID, FSMO ID}. In FIG. 4, one
set of element is shown: {user name 466, user ID 467, Tu ID
468, FSMO ID 469}. User name 466 contains the name of
a user. User ID 467 contains the ID of a user. Tu ID contains
the ID of a Tu. FSMO ID 469 contains one or more IDs of
one or more FSMO. Each set of elements associates the
named/identified user with the identified Tu, and associates
the 1dentified Tu with the identified FSMO(s).

According to one embodiment, SMT engine 315 updates
protocol config-metadata store 412 by replicating informa-
tion from DM attribute store 411 and security config-
metadata store 423. For example, elements 436-438 of
security config-metadata store 423 may be replicated to

clements 466-468 of protocol config-metadata store 412.
Further, SMT engine 315 may use either Tu ID 438 or

replicated Tu ID 468 to lookup the associated FSMO ID(s)
in DM attribute store 411. In this example, Tu ID 438 or
replicated Tu ID 468 matches Tu ID 456 of DM attribute
store 411, and thus, SMT engine 315 determines that FSMO
ID 455 15 associated with Tu ID 438 or replicated Tu ID 468.
In response to this determination, SMT engine 315 replicates
FSMO ID 435 to FSMO ID 469. Thus, continuing on with
the above example, user name 466 now contains the name
of TuA admin, user 1D 467 contains the user ID of TuA
admin, Tu ID 468 contains TuA, and FSMO ID 469 contains
FSMO-ID10. The result 1s that TuA admin 1s associated with
TuA, and can access FSMO 210. It shall be understood that
protocol config-metadata store 412 includes at least one set
of elements {user name, user 1D, Tu ID, FSMO ID} for each
user in the system.

In one embodiment, storage system 304 includes protocol
interface 401 configured to receive one or more data access
requests from one or more tenants using the Remote Pro-
cedure Call (RPC) protocol. Here, a data access request can
be a read, write, or replicate request. Protocol interface 401
processes the protocol-specific header of the request and
forwards the request to protocol engine 317 after removing
at least some of the networking stack related information
from the request. Protocol engine 317 processes the request
and forwards it to one of the protocol servers (not shown)
implemented as part of protocol engine 317. The protocol
server can be, for example, a Network File System (NFS)
server, Server Message Block (SMB) server, Likewise Com-
mon Internet File System (CIFS) server, virtual tape library
interface (VIL) server, and Protection Point server,
DDBoost, or any combination thereof. The protocol server
of protocol engine 317 authenticates the data access request
by validating the credentials of the user that initiated the
request, for example, by looking up protocol config-meta-
data store 412.

The protocol server of protocol engine 317 determines
whether the user 1s authorized to access the data by looking,
up protocol config-metadata store 412 to determine which
FSMO(s) the user 1s authorized to access. For example, the
protocol server uses the specified user name to lookup the
associated user ID in protocol config-metadata store 412. As
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used herein, a “specified user name” refers to the name
which 1s provided by the user (e.g., as part of a login process
or as part of the request itsell). The protocol server then uses
the determined user ID to obtain an associated Tu ID from
protocol config-metadata store 412. The protocol server then
uses the obtained Tu ID to determine one or more of the
associated FSMO IDs. These associated IDs identity the
FSMOs that the user 1s authorized to access.

By way of example, the protocol server may determine
that the specified user name (e.g., TuA Data-Access user’s
user name) matches the user name contained in user name
466, which 1s associated with the ID contained 1n user 1D
467. The protocol server uses the user ID contained in user
ID 467 to obtain the Tu ID contained 1n the associated Tu ID
468. The protocol server uses the Tu ID to determine that the
user 1s authorized to access the FSMO(s) 1dentified by the
ID(s) contained in the associated FSMO ID 469. In this
example, FSMO 1D 469 contains the FSMO-ID10. Thus,
TuA Data-Access user i1s authorized to access FSMO 210.

According to one embodiment, the protocol server then
determines whether the FSMO for which the access 1s being
requested 1s one of the authorized FSMOs. For example, the
protocol server requests DM 4035 to provide the FSMO 1D
associated with the specified FSMO name. For example,
DM 405 may determine that path 472 contains the specified
path, and provides the FSMO ID contained in FSMO 1D 471
to the protocol server. This FSMO ID identifies the FSMO
for which the request 1s being made.

In one embodiment, the protocol server determines that
the user 1s authorized to access the requested object 1t the
FSMO ID of the requested FSMO matches one of the FSMO
IDs the user 1s authorized to access (e.g., the FSMO 1Ds
contained 1n FSMO ID element 469). In response to deter-
mining FSMO ID 469 contains the FSMO ID of the
requested FSMO, the protocol server grants the access
request. Otherwise, the protocol server denies the request.
Note that 1n some embodiments, the protocol server may
have to convert the specified FSMO name to a FSMO path,
for example, by prepending the specified FSMO name with
a predetermined path (e.g., “/data/coll™). In alternative

embodiments, the specified FSMO name 1s the same as the
FSMO path supported by DM 405. As described above,

FSMO ID elements (e.g., FSMO 1D element 469) contains
one or more IDs 1dentifying one or more FSMOs that the
user 1s authorized to access. In cases where the user i1s
associated with multiple FSMOs, the requested FSMO 1s
compared against all the FSMOs associated with the
requesting user, and 11 there 1s any match, the data access
request 1s authorized.

In response to determining the user 1s authenticated and
authorized to access the data, the protocol server forwards
the request to file service interface 403. File service interface
403 requests DM 405 to update (or fetch, depending on
whether the access 1s a write or read) metadata concerning
the file being accessed. DM 405 maintains file abstraction
for the underlying deduplicated segments of the files stored
at storage system 304. DM 405 maintains all the metadata
for the files including file names, file IDs, and various other
file attributes.

File service interface 403 then requests content store 404
to perform the authorized request. Content store 404 pro-
vides a stream abstraction for the underlying deduplicated
data segments. The stream abstraction provided by content
store 404 ensures segment locality 1n order to provide better
throughput for data access. In one embodiment, content
store 404 1s configured to segment the files (in the case of a
write access) ito variable-length segments based on a




US 9,471,803 B2

11

variety of rules or considerations. For example, the files may
be broken into segments by 1dentifying segment boundaries
using a content-based technique (e.g., a function 1s calcu-
lated at various locations of a file, when the function 1s equal
to a value or when the value 1s a minimum, a maximum, or
other value relative to other function values calculated for
the file), a non-content-based technique (e.g., based on size
of the segment), or any other appropriate techmque. A
segment 1s restricted to a mimmum and/or maximum length,
to a minimum or maximum number of segments per {file, or
any other appropriate limitation.

Content store 404 requests deduplication storage engine
307 to perform the data access, for example, writing the
deduplicated segments of the file to disk in the case of a
write, or reading deduplicated segments from disk in the
case of a read request. Note that by natively supporting
multi-tenancy, the present invention enables data from mul-
tiple FSMOs belonging to the same or different tenants to be
deduplicated, resulting in a much more eflicient use of the
physical storage device. For example, data from FSMO 210
(belonging to tenant A) may be deduplicated with data from
FSMO 212 (belonging to tenant B). Thus, only one copy of
a data segment that 1s common among FSMOs 210 and 212
are actually stored in the physical storage device. It shall be
noted that this implies security and 1solation are provided
logically at the FSMO level, but not physically at the storage
device level.

Note that some or all of the components shown as part of
storage system 304 1n FIG. 4 may be implemented 1in
soltware, hardware, or a combination thereof. For example,
some or all of the shown components may be implemented
in a form of executable instructions that can be stored in a
machine-readable storage medium, which when executed,
loads the components mto an operating system of storage
system 304. Some or all of the components shown in FIG.
4 may also be stored as part of a persistent storage device
(e.g., storage devices 308-309). For example, protocol con-
fig-metadata store 412, DM attribute store 411, and/or SMT
config-metadata store 410 may be stored as part of a
persistent storage device, and loaded into memory during
operation.

FIG. 5 1s a block diagram 1illustrating a control path of a
storage system according to one embodiment. The storage
system 1llustrated 1n FIG. 5 1s similar to the storage system
illustrated 1n FIG. 3. Certain details, however, have been
omitted 1n FIG. 5 1n order to avoid obscuring the invention.
Further, certain details have been added 1n FIG. 5 1n order to
better illustrate the present imvention. FIG. 5 shall be
described with reference to the example 1llustrated 1n FIG.
2. That 1s, tenant-unit A and tenant-unit B are allocated to
tenants A and B, respectively. Tenant-umit A and tenant-unit
B are associated with the Tu names TuA and TuB, respec-
tively. TuA represents FSMOs 210-211, and TuB represents
FSMO 212-213. TuA and TuB are associated with Tu IDs
Tu-IDA and Tu-IDB, respectively, and FSMOS 210-213 are
associated with FSMO IDs FSMO-ID10-FSMO-1D14,
respectively. Further, FSMOs 210-213 are associated with
FSMO paths “mtreel0”-“mitreel3”, respectively.

Referring now to FIG. 5. System control interface 501
receives one or more control access requests from one or
more users using the Remote Procedure Call (RPC), Hyper-
text Transier Protocol Secure (HTTPS), Representational
State Transter (REST) protocol, or any combination thereof.
Here, a control access request refers to a request to perform
an operation on an object. An operation includes, but not
limited to: 1) listing the FSMOs associated with a tenant-
unit, 2) listing deduplication statistics for the FSMOs asso-
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ciated with a tenant-unit, 3) listing the files/directories that
are associated with the FSMOs that are associated with a
tenant-unit, 4) associating/disassociating FSMOs with/from
a tenant-unit, 5) listing the users/groups associated with a
tenant-unit, 6) associating/disassociating users/groups asso-
ciated with/from a tenant-unit, 7) listing the notification-
groups assoclated with a tenant-unit, and 8) associating/
disassociating notification groups with/from a tenant-unit.

The definition of an object depends on the operation that
1s being requested. For example, an object can be a: 1)
FSMO, 2) user/group (where a user can be a local user (e.g.,
user definitions stored 1n the storage system operating sys-
tem), or name-service user (e.g., Active Directory (AD),
Network Information Service (NIS), etc.); users can be
classified as either management-users (1.e., admins who
perform control/management operations), or as data-access
users (1.e., users who only access data); note that groups may
be defined 1n some name service such as AD, NIS, wherein
the same groups can be associated with a tenant-unit with the
roles of tenant-admin/tenant-User; 1f any user logs in to the
system which 1s part of such a group, that user will have the
assigned tenant-admin/tenant-user role; 3) notification-
group which includes, but not limited to, a list of alert
classes and severities, and email-addresses; notification
group information 1s looked up 1n order to determine where
to send an alert notification when an alert 1s generated 1n the
system.

In one embodiment, in order to provide security and
1solation, the control operations which may be performed by
the requesting user depends on his/her role. For example,
while a system admin may perform all operations, a tenant
admin may only be authorized to perform a subset of the
operations on a subset of the objects. A tenant user may be
allowed to perform only a subset of the operations and/or
subset of the objects that are available to the tenant admuin.
The operations which are available to the roles are defined
through the various config-metadata, described 1n further
details below.

In response to a control access request, system control
interface 501 requests pluggable authentication module
(PAM) 502 to authenticate the control access request. PAM
502 processes the authentication request, and 11 successiul,
forwards the request to Role Based Access Control (RBAC)
316. RBAC 316 determines whether the requesting user 1s
authorized to perform the requested operation on the object
based on the config-metadata stored at storage system 304.

According to one embodiment, RBAC 316 determines the
role of the requesting user by using the specified user name
to lookup security config-metadata store 423. For example,
if user name element 436 contains the specified user name,
RBAC 316 obtains the ID contained in the associated user
ID element 437. Using the obtained user 1D, RBAC 316
determines the associated user role, which 1n this example,
1s contained in user role element 440. If RBAC 316 deter-
mines that the requesting user 1s a system admin, RBAC 316
grants the request without further processing. Otherwise,
RBAC 316 determines whether the requesting tenant admin/
user 1s authorized to perform the seli-service control opera-
tion. Here, a “self-service” control operation refers to an
operation which 1s being requested by a tenant admin/user,
as opposed to an operation being requested by a system
admin.

In order to determine whether a seli-service operation 1s
authorized, RBAC 316 uses the user ID (associated with the
specified user name) to lookup security config-metadata
store 423 to obtain the operations that are associated with the
user. Continuing on with the above example, RBAC 316
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uses the obtained user ID to obtain the ID(s) contained the
associated operation ID 439. The operation 1D(s) contained
in operation 1D 439 identily the operation(s) that the user 1s
authorized to perform.

In order to determine whether a self-service operation 1s
authorized, RBAC 316 compares the ID of the requested
operation against all the operation ID(s) that the user is
authorized to perform. The ID of the requested operation
may be included as part of the control access request. If the
ID of the requested operation matches at least one of the
authorized operation ID(s), RBAC 316 determines that the
user 1s authorized to perform the requested operation. After
determining that the user 1s authorized to perform the
requested operation, RBAC 316 determines whether the user
1s authorized to access the object on which the requested
operation 1s to be performed.

In one embodiment, 1n order to determine whether the
user 1s authorized to access the requested object, RBAC 316
uses the user ID (associated with the specified user name) to
lookup security config-metadata store 423 to obtain the Tu
ID that 1s associated with the user. The Tu ID obtained from
security config-metadata store 423 1dentifies the Tu that can
be accessed by the associated user. RBAC 316 uses this
obtained Tu ID to access an object-to-Tu config-metadata
store corresponding to the same object type as the object on
which the operation 1s to be performed. Each object-to-Tu
config-metadata store includes object IDs that i1dentify the
objects which can be accessed by a user who 1s authorized
to access the associated Tu.

Storage system 304 stores the object-to-Tu association 1n
a distributed manner. By way of example, 1 the object type
1s a FSMO, then the object-to-Tu association 1s contained 1n
DM attribute store 411. For other object types, such as
notification groups, the object-to-Tu association 1s contained
in their respective config-metadata (not shown in FIG. §).

By way of example, assume that the object 1s a FSMO. In
this case, RBAC 316 may determine that user ID 437
contains the ID of the requesting user, and obtains the Tu ID
contained the associated Tu ID element 438 from security
config-metadata store 423. RBAC 316 then uses the
obtained Tu ID to lookup the object-to-Tu association in DM
attribute store 411. RBAC 316 may determine that Tu ID
clement 456 contains the same Tu ID as the Tu ID obtained
from security config-metadata store 423. In that case, RBAC
316 obtains the FSMO IDs contained in the associated
FSMO 1D element 455. In this example, FSMO ID eclement
455 contamns the IDs that identity all the FSMOs (i.e.,
objects) that the user may access. RBAC 316 then compares
the FSMO IDs obtained from DM attribute store 411 against
the ID of the requested FSMO object. The ID of the
requested FSMO may be provided by DM 405 as described
above. Alternatively, the FSMO ID of the requested object
may be included as part of the user request. If the FSMO 1D
of the requested object matches at least one of the FSMO
IDs obtained from DM attribute store 411, then the user 1s
authorized to access the requested object. In response to
determining the user i1s authorized to perform the requested
operation, and authorized to access the object on which the
requested operation 1s to be performed, RBAC 316 grants
the control access request. Otherwise, the request 1s denied.

FIG. 5 has been described with respect to a local user. In
shall be appreciated that the same mechanisms apply equally
to a name service group. For users belonging to Name
Service Groups such as Active Directory (AD) groups or
Name Information Service (NIS) groups, Authentication 1s
handled by PAM 3502 as 1s. PAM consults nsswitch.cont and

redirects the authentication request to the appropriate Name-
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Server. Upon authentication, name-service conflg metadata
store 424 1s consulted to determine 11 the NameService 1D
associated with the User ID i1s associated with the tenant-
umt. If so, PAM ’502 grants the request.

Note that some or all of the components shown as part of
storage system 304 in FIG. 5 may be mmplemented 1n
soltware, hardware, or a combination thereof. For example,
some or all of the shown components may be implemented
in a form of executable instructions that can be stored 1n a
machine-readable storage medium, which when executed,
loads the components into an operating system of storage
system 304. Some or all of the components shown 1n FIG.
5 may also be stored as part of a persistent storage device
(c.g., storage devices 308-309). For example, protocol con-
fig-metadata store 512, DM attribute store 511, and/or SMT
config-metadata store 510 may be stored as part of a
persistent storage device, and loaded into memory during
operation.

FIG. 6 1s a flow diagram illustrating method 600 for
creating a Tu according to one embodiment. For example,
method 600 can be performed by storage system 304.
Method 600 can be mmplemented in software, firmware,
hardware, or any combination thereof.

Referring now to FIG. 6. At block 605, a storage system
receives a request to create a tenant-unit. For example,
storage system 304 receives a request from a system admin
to create TuA for tenant A. At block 607, the storage system
determines the requesting user 1s a system admin and grants
the request by proceeding to block 610. For example,
storage system 304 determines that the user role element
(e.g., user role 440) associated with the requesting user
indicates the user 1s a system admin. In one embodiment,
only the system admin 1s authorized to create Tus. Thus, 1f
at block 607 the storage system determines that the user 1s
not a system admin, the request 1s denied, and method 600
1s completed.

At block 610, the storage system determines that the
specified Tu name complies with a predetermined Tu nam-
ing convention. For example, storage system 304 determines
that the specified Tu name “TuA” complies with a Tu
naming convention that had previously been configured as
part of a naming policy stored at storage system 304.

At block 615, the storage system determines that a Tu
with the same name does not already exist 1n the system. For
example, storage system 304 iterates through Tu config-
metadata store 422 to determine that none of the Tu name
clements contain the name “TuA”. At block 620, the storage
system generates a Tu ID for the new Tu. For example,
storage system 304 generates a UUID for the new Tu. At
block 625, the storage system atomically stores the gener-
ated Tu ID and the specified Tu name in the Tu config-
metadata store. For example, storage system 304 atomically
stores the name “TuA” 1 Tu name 430 and the generated
UUID 1 Tu ID 431 of Tu config-metadata store 422.

FIG. 7 1s a flow diagram illustrating method 700 for
removing a Tu from a storage system according to one
embodiment. For example, method 700 can be performed by
storage system 304. Method 700 can be implemented 1n
soltware, firmware, hardware, or any combination thereof.

Referring now to FIG. 7. At block 705, a storage system
receives a request to remove a Tu from the storage system.
For example, storage system 304 receives a request from a
system admin to remove TuA from the system. At block 707,
the storage system determines the requesting user 1s a
system admin and grants the request by proceeding to block
710. For example, storage system 304 determines that the
user role element (e.g., user role 440) associated with the
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requesting user indicates the user 1s a system admin. In one
embodiment, only the system admuin 1s authorized to remove
Tus. Thus, 11 at block 707 the storage system determines that
the user 1s not a system admin, the request 1s denied, and
method 700 1s completed.

At block 710, the storage system determines that the
specified Tu name complies with a predetermined Tu nam-
ing convention. For example, storage system 304 determines
that specified name “TuA” complies with a Tu naming

convention that had previously been configured as part of a
naming policy stored at storage system 304.

At block 715, the storage system determines that a Tu
with the same name exists i the system. For example,
storage system 304 1terates through Tu config-metadata store
422 to determine that at least one Tu name element contains
the specified name “TuA”. As part of block 715, the storage
system obtains the Tu ID from the Tu ID element which 1s
associated with the Tu name element that contains the
specified Tu name. For example, in response to determining
Tu name 430 contains the specified name “TuA”, storage
system 304 obtains the ID from the associated Tu 1D 431.

At block 720, the storage system determines whether the
specified Tu 1s associated with any protection storage
resource or attributes. For example, storage system 304
iterates through name-service config-metadata store 424,

security config-metadata store 423, and DM attribute store
411 to determine whether the Tu ID obtained at block 715

exists 1n Tu ID elements 447, 438, and/or 456. At block 725,
in response to determining the Tu ID obtained at block 7135
1s associated with a protection storage resource or attribute,
the storage system denies the request to remove the Tu. For
example, 1n response to determining the obtained Tu ID
exists 1 Tu ID 447, 438, and/or 456, storage system 304
denies the request to remove the Tu.

At block 730, in response to determining the Tu ID
obtained at block 715 is not associated with any protection
storage resource or attribute, the storage system atomically
removes the specified Tu name and associated Tu ID from
the Tu config-metadata store. For example, in response to
determining the obtained Tu ID does not exist in Tu ID 447,
438, or 456, storage system 304 atomically removes “TuA”
from Tu name 430 and the ID from Tu ID 431.

FIG. 8 1s a flow diagram illustrating method 800 for
renaming a Tu at a storage system according to one embodi-
ment. For example, method 800 can be performed by storage
system 304. Method 800 can be implemented in software,
firmware, hardware, or any combination thereof.

Referring now to FIG. 8. At block 805, a storage system
receives a request to rename a Tu at the storage system. For
example, storage system 304 receives a request from a
system admin to rename TuA to TuC. At block 807, the
storage system determines the requesting user 1s a system
admin and grants the request by proceeding to block 810.
For example, storage system 304 determines that the user
role element (e.g., user role 440) associated with the request-
ing user indicates the user 1s a system admin. In one
embodiment, only the system admin 1s authorized to rename
Tus. Thus, 11 at block 807 the storage system determines that
the user 1s not a system admin, the request 1s demed, and
method 800 1s completed.

At block 810, the storage system determines that the
specified new Tu name complies with a predetermined Tu
naming convention. For example, storage system 304 deter-
mines that the new name “TuC” complies with a Tu naming,
convention that had previously been configured as part of a
naming policy stored at storage system 304.
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At block 815, the storage system determines that the
specified current Tu name exists 1n the system. For example,
storage system 304 1terates through Tu config-metadata store
422 to determine that at least one Tu name element contains
the specified current name “TuA”. As part of block 8135, the
storage system obtains the Tu ID from the Tu ID element
which 1s associated with the Tu name element that contains
the specified current Tu name. For example, 1n response to
determining Tu name element 430 contains “TuA”, storage
system 304 obtains the Tu ID contained 1n Tu ID element
431.

At block 820, the storage system determines that a Tu
with the same new Tu name does not already exist in the
system. For example, storage system 304 1terates through Tu
conflig-metadata store 422 to determine that none of the Tu
name elements contain the new name “TuC”. At block 825,
the storage system atomically updates the Tu config-meta-
data store with the new Tu name for the obtained Tu ID. For

example, storage system 304 atomically updates Tu name
430 with the new name “TuC” and Tu ID 431 with 1ts current
ID value.

FIG. 9 1s a flow diagram illustrating method 900 for
associating/disassociating a FSMO with/from a Tu at a
storage system according to one embodiment. For example,
method 900 can be performed by storage system 304.
Method 900 can be mmplemented in software, firmware,
hardware, or any combination thereof.

Referring now to FIG. 9. At block 903, a storage system
receives a request to associate/disassociate a FSMO with/
from a Tu. For example, storage system 304 receives a
request from a system admin to associate/disassociate
FSMO 210 from TuA. At block 907, the storage system
determines the requesting user 1s a system admin and grants
the request by proceeding to block 910. For example,
storage system 304 determines that the user role element
(e.g., user role 440) associated with the requesting user
indicates the user 1s a system admin. In one embodiment,
only the system admin 1s authorized to associate/disassociate
a FSMO with/from a Tu. Thus, 1T at block 907 the storage
system determines that the user 1s not a system admin, the
request 1s denied, and method 900 1s completed.

At block 910, the storage system determines that the
specified FSMO name and the specified Tu name comply
with a predetermined FSMO and Tu naming convention,
respectively. For example, storage system 304 determines
that the specified FSMO name “/mtreel0” complies with a
FSMO naming convention, and the specified Tu name
“TuA” complies with a Tu naming convention that had
previously been configured as part of a naming policy stored
at storage system 304.

In some embodiments, the FSMO name specified by the
system admin as part of the request to associate/disassociate
a FSMO 1s 1n the same format as the FSMO path required
by the storage system. In other embodiments, the specified
FSMO name may need to be converted to an FSMO path.
For example, 1n some of the protocols supported by protocol
engine 317, the specified FSMO name 1s the same as the
FSMO path. In other protocols, the specified FSMO name
must be converted to a FSMO path in order for DM 405 to
understand it as a path. In one such example, the specified
FSMO name must be prepended with a predetermined path
(e.g., “/data/coll”) 1n order to be consistent with the path
format understood by DM 405. Accordingly, at optiona
block 915, the storage system converts the specified FSMO
name to a FSMO path (e.g., by prepending *“/data/coll”) to
the specified FSMO name.
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At block 920, the storage system determines that the
specified FSMO and Tu exist 1n the system. For example,
DM 405 may use the specified FSMO path to lookup DM
conflig-metadata store 425 to determine whether the speci-
fied FSMO exists 1n the system. By way of further example,
SMT engine 315 may use the specified Tu name to lookup
Tu config-metadata store 422 to determine whether the
specified Tu exists in the system.

At block 925, the storage system obtains the Tu ID for the
specified Tu name from the Tu config-metadata store. For
example, SMT engine 315 may determine that Tu name
clement 430 contains the specified Tu name, and obtains the
Tu ID contained 1n the associated Tu ID element 431.

At block 930, the storage system obtains the FSMO 1D
from the DM using the specified FSMO path. For example,
DM 405 may determine that path element 472 contains the
specified path (1.e., the path specified as part of the request)
and obtain the ID contained in the associated FSMO 1D
clement 471.

Note that block 920 1s optional because the existence of
the specified FSMO and Tu 1n the system 1s also verified by
blocks 925 and 930. In other words, the fact that the FSMO
ID and Tu ID can be obtained confirms the existence of the
FSMO and Tu 1n the system. The advantage of determining
the existence at block 920, however, 1s that it requires fewer
resources. For example, to determine whether the FSMO
exists, DM 403 can just lookup a hash table and determine
if the FSMO exists. However, 1n order to retrieve the 1D,
DM 405 has to reach the leafl page of a B+ Tree and fetch
the ID. Thus, 1n the case where the FSMO or Tu does not
exist, resources can be saved by not attempting to obtain the
respective IDs.

At block 935, the storage system determines whether the
request 1s to associate or disassociate the FSMO. At block
940, 1n response to determining the request 1s to associate
the FSMO with the Tu, the storage system atomically stores
the obtained Tu ID as a DM attribute for the obtained FSMO
ID through the DM attribute interface. For example, DM
405 stores the FSMO ID (obtained at block 930) in FSMO
ID 455 and the Tu ID (obtained at block 925) in Tu ID 456.
At block 945, the storage system atomically updates the
protocol config-metadata store to include the FSMO ID for
the TU ID. For example, DM 405 stores the FSMO 1D
(obtained at block 930) in FSMO 1D 469 and the Tu ID
(obtained at block 925) 1n Tu ID 468. The result 1s that the
specified FSMO 1s associated with the specified Tu.

At block 950, 1n response to determining the request 1s to
disassociate the FSMO with the Tu, the storage system
atomically removes the obtained Tu ID as a DM attribute for

the obtained FSMO ID through the DM attribute interface.
For example, DM 405 removes the FSMO ID (obtained at
block 930) from FSMO ID 455 and the Tu ID (obtained at
block 9235) from Tu ID 456. At block 955, the storage system
atomically updates the protocol config-metadata store to
remove the FSMO ID for the TU ID. For example, DM 405
removes the FSMO ID from FSMO ID 469. The result 1s that
the specified FSMO 1s no longer associated with the speci-
fied Tu.

FIG. 10 1s a flow diagram illustrating method 1000 for
associating/disassociating a user with/from a Tu at a storage
system according to one embodiment. For example, method
1000 can be performed by storage system 304. Method 1000
can be implemented in soitware, firmware, hardware, or any
combination thereof.

Referring now to FIG. 10. At block 1005, a storage system
receives a request to associate/disassociate a user with/from
a Tu. For example, storage system 304 receives a request
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from a system admin to associate/disassociate a user from
TuA. At block 1007, the storage system determines the
requesting user 1s a system admin and grants the request by
proceeding to block 1010. For example, storage system 304
determines that the user role element (e.g., user role 440)
associated with the requesting user indicates the user 1s a
system admin. In one embodiment, only the system admuin 1s
authorized to associate/disassociate a user with/from a Tu.
Thus, 11 at block 1007 the storage system determines that the
user 1s not a system admin, the request 1s demied, and method
1000 1s completed.

At block 1010, the storage system determines that the
speciflied user name and the specified Tu name comply with
a predetermined user and Tu naming convention, respec-
tively. For example, storage system 304 determines that the
speciflied user name complies with a user naming conven-
tion, and the specified Tu name “TuA” complies with a Tu
naming convention that had previously been configured as
part of a naming policy stored at storage system 304.

At block 1020, the storage system determines that the
specified user and Tu exist 1n the system. For example,
storage system 304 may use the specified user name to
lookup security config-metadata store 423 to determine
whether the specified user exists 1 the system. By way of
turther example, storage system 304 may use the specified
Tu name to lookup Tu config-metadata store 422 to deter-
mine whether the specified Tu exists 1n the system.

At block 1025, the storage system obtains the Tu ID for
the specified Tu name from the config-metadata store. For
example, storage system 304 may determine that Tu name
clement 430 contains the Tu name specified as part of the
request, and obtains the Tu ID contained 1n the associated Tu
ID element 431.

At block 1030, the storage system obtains a user 1D for the
specified user name from the security config-metadata store.
For example, storage system 304 may determine that user
name 436 contains the user name specified as part of the
request, and obtains the user 1D contained 1n the associated
user 1D 437.

Note that block 1020 1s optional because the existence of
the specified user and Tu in the system 1s also verified by
blocks 1025 and 1030. In other words, the fact that the user
ID and Tu ID can be obtained confirms the existence of the
user and Tu 1n the system. The advantage of determining the
existence at block 1020, however, 1s that it requires fewer
resources. For example, to determine whether the user
exists, storage system 304 can simply lookup a hash table
and determine 1f the user exists. However, in order to
retrieve the ID, storage system 304 has to reach the leaf page
of a B+ Tree and fetch the ID. Thus, in the case where the
user or Tu does not exist, resources can be saved by not
attempting to obtain the respective 1Ds.

At block 1035, the storage system determines whether the
request 1s to associate or disassociate the user. At block
1040, 1n response to determining the request 1s to associate
the user with the Tu, the storage system atomically updates
the security config-metadata store to include the Tu ID with
the user ID. For example, storage system 304 updates
security config-metadata store 423 to include the specified
user name 1n user name 436, the obtained user ID 1n user 1D
437, and the obtained Tu ID 1n Tu ID 438.

At optional block 1045, the storage system atomically
updates the protocol config-metadata store to include the Tu
ID with the user ID. For example, storage system 304
updates protocol config-metadata store 412 to include the
specified user name 1n user name 466, the obtained user 1D

in user 1D 467, and the obtained Tu ID 1n Tu ID 468. Note
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here that the operations of block 1045 are performed 1if the
user to be associated/disassociated 1s a data-access user.

At block 1050, 1n response to determining the request 1s
to disassociate the user from the Tu, the storage system
atomically updates the security config-metadata store to
remove the Tu ID from the user ID. For example, assuming
user name 436 contains the specified user name, storage
system 304 updates security config-metadata store 423 to
remove the Tu ID from Tu ID 438. Storage system 304 may
also optionally remove the user name from user name 436
and user ID from user 1D 437.

At optional block 1055, the storage system atomically
updates the protocol config-metadata store to remove the Tu
ID from the user ID. For example, assuming the user name
466 contains the specified user name, storage system 304
updates protocol config-metadata store 412 to remove the Tu
ID from Tu ID 468. Storage system 304 may also optionally
remove the user name from user name 466 and the user 1D
from user ID 467. Note here that the operations of block
1045 are performed if the user to be associated/disassociated
1s a data-access user.

FIG. 11 1s a flow diagram illustrating method 1100 for
determining whether a tenant admin/user (herein referred to
as user) 1s authorized to perform a self-service operation at
a storage system according to one embodiment. For
example, method 1100 can be performed by storage system
304. Method 1100 can be implemented in software, firm-
ware, hardware, or any combination thereof. A “seli-ser-
vice operation refers to an operation that 1s being requested
by a tenant admin/user, as opposed to an operation being
requested by a system admin. Thus, 1n one embodiment,
method 1100 assumes that the requesting user has already
been determined to be a tenant admin/user.

Referring now to FIG. 11. At block 1105, a storage system
receives a request from a user to perform a self-service
operation on a Tu. At block 1110, the storage system obtains
a user ID for the specified user name from the security
config-metadata store. For example, storage system 304 may
determine that user name 436 contains the specified user
name, and obtains the user ID contained in the associated
user 1D 437.

At block 1115, the storage system obtains the Tu ID(s)
associated with the obtained user ID from the security
conflig-metadata store. For example, storage system 304 may
determine that user ID 437 contains the obtained user 1D,
and obtains the Tu ID contained in the associated Tu ID 438.

At block 1120, the storage system obtains the operation
ID(s) from the security config-metadata store using the
obtained user 1D, wherein the operation ID(s) obtained from
the security config-metadata store 1dentifies the operation(s)
that the specified user 1s authorized to perform. For example,
storage system 304 may determine that user 1D 437 contains
the obtained user 1D, and obtains the operation ID(s) con-
tained 1n the associated operation ID 439. At block 1123, the
storage system obtains the object ID(s) from the object-to-
Tu config-metadata store corresponding to the requested
object type using the obtained Tu ID, wherein the object
ID(s) obtained from the corresponding object-to-Tu config-
metadata store 1dentify the objects(s) that the specified user
1s authorized to access. For example, assuming the object
type 1s FSMO, storage system 304 may determine that Tu ID
456 contains the Tu ID obtained at block 1115, and obtains
the FSMO ID(s) contained 1n the associated FSMO 1D 455.
These FSMO ID(s) identify all the FSMOs (1.e., objects) that
the user 1s authorized to access.

At block 1125, the storage system determines whether the
operation ID of the requested operation matches any of the
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obtained authorized operation ID(s). As part of block 1125,
the storage system also determines whether the object ID of
the requested object matches any of the obtained authorized
object ID(s).

For example, storage system 304 compares the operation
ID of the requested operation against the operation ID(s)
obtained at block 1120. I1 there 15 at least one match, storage
system 304 determines that the user 1s authorized to execute
the requested operation. Otherwise, storage system 304
determines that the user 1s not authorized to execute the
requested operation. By way of further example, storage
system 304 also compares the ID of the requested object
against the object ID(s) obtained at block 1123. I there 1s at
least one match, storage system 304 determines that the user
1s authorized to access the requested object. Otherwise,
storage system 304 determines that the user 1s not authorized
to access the requested object. In one embodiment, the ID of
the requested operation 1s provided as part of the request.
The ID of the requested operation, however, can be obtained
using any mechanism. In one embodiment, the ID of the
requested object 1s provided as part of the request. The ID of
the requested object, however, can be obtained using any
mechanism.

In response to determining the user 1s authorized to
perform the requested operation, and also authorized to
access the object on which the operation 1s to be performed,
the storage system transitions to block 1130 and grants the
request. Otherwise, the storage system transitions to block
1135 and denies the request.

FIG. 12 1s a flow diagram 1llustrating method 1200 for
determining whether a tenant admin/user (herein referred to
as user) 1s authorized to access statistics of a Tu at a storage
system according to one embodiment. For example, method
1200 can be performed by storage system 304. Method 1200
can be implemented in software, firmware, hardware, or any
combination thereof.

Referring now to FIG. 12. At block 1205, a storage system
receives a request from a user to access statistics of a Tu. At
block 1207, the storage system determines whether the
requesting user 1s a system admin. In response to determin-
ing the user 1s not a system admin, the storage system
transitions to block 1210. At block 1210, the storage system
determines whether the tenant admin/user 1s authorized to
perform the requested operation and also authorized to
access the object on which the operation 1s to be performed.
For example, block 1210 may be implemented using opera-
tions similar to those described 1n method 1100.

At block 1210, 1n response to determining the tenant
admin/user 1s not authorized to perform the operation or not
authorized to access the object on which the operation 1s to
be performed, the storage system transitions to block 12135
and denies the request. Alternatively, 1n response to deter-
mining the tenant admin/user 1s authorized to perform the
operation and authorized to access the object on which the
operation 1s to be performed, the storage system grants the
request and transitions to block 1220.

Referring now back to block 1207. In response to deter-
mining the user 1s a system admin, the storage system grants
the request and transitions to block 1220. At block 1220, the
storage system determines that the specified Tu name com-
plies with a predetermined Tu naming convention. At block
1225, the storage system determines that the specified Tu
exists 1n the system. At block 1230, the storage system
obtains the Tu ID for the specified Tu name from the
config-metadata store. For example, SMT engine 315 may
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determine that Tu name element 430 contains the specified
Tu name, and obtains the TU ID contained 1n the associated

Tu ID element 431.

At block 1235, the storage system obtains the FSMOs that
are associated with the Tu ID from the DM attribute store.
For example, storage system 304 may determine that Tu ID

456 contains the Tu ID obtained at block 1230, and obtains
the FSMO ID(s) contained in FSMO 1D 455. At block 1240,

the storage system obtains the statistics (e.g., quotas, usage,
performance, etc.) associated with the FSMOs 1dentified by
the FSMO 1IDs obtained at block 1235. At block 1245, the
storage system provides the statistics to the requesting user,
for example, via a graphical user interface (GUI).

FIG. 13 1s a flow diagram illustrating method 1300 for
determining whether a user 1s authorized to access data of a
Tu at a storage system according to one embodiment. For
example, method 1300 can be performed by storage system
304. Method 1300 can be implemented in soitware, firm-
ware, hardware, or any combination thereof.

Referring now to FIG. 13. At block 1305, a storage system
receives a request from a user to access data of a Tu. Here,
data access can be a read, write, or replicate operation. At
block 1310, the storage system obtains a user ID for the
specified user name from the protocol config-metadata store.
For example, storage system 304 may determine that user
name 466 contains the specified user name, and obtains the
user ID contained 1n the associated user 1D 467.

At block 1315, the storage system obtains the Tu ID(s)
associated with the obtamned user 1D from the protocol
conflig-metadata store. For example, storage system 304 may
determine that user ID 467 contains the obtained user 1D,
and obtains the Tu ID contained in the associated Tu ID 468.

At block 1320, the storage system obtains the FSMO 1D
from the DM using the specified FSMO path. For example,
DM 405 may determine that path element 472 contains the
specified path (1.e., the path specified as part of the request)
and obtain the ID contained in the associated FSMO 1D
clement 471.

At block 1325, the storage system determines whether the
protocol config-metadata store indicate that the FSMO 1Ds
associated with the Tu IDs that are associated with the user
ID match the FSMO ID obtained from the DM. For example,
DM 405 may determine that path 472 contains the specified
FSMO path, and obtains the ID contained in the associated
FSMO ID element 471. Assume that user ID element 467
contains the user ID obtained at block 1310. In such an
example, storage system 304 compares the ID contained 1n
FSMO 1D 471 against all the ID contained in FSMO 1D 469.
I1 there 1s at least one match, storage system 304 determines
that protocol config-metadata store 412 indicates the user 1s
authorized to access data from the specified FSMO, and
transitions to block 1330 to allow the access. Otherwise, the
storage system transitions to block 13335 and demes the
request to access data from the specified FSMO.

FIG. 14 1s a block diagram illustrating a SMT ecosystem
according to one embodiment. For example, storage system
1401 may be implemented as part of storage system 304. In
the illustrated example, storage system 1401 has allocated
four Tus: TuA, TuB, TuC, and TuD. TuA includes FSMO A
which can be accessed by NetBackup (NBU) system 1410
using a data-access protocol (e.g., the DDBoost protocol).
TuB includes FSMO B-1 which can be accessed by Net-
worker system 1411 using a data-access protocol (e.g., the
DDBoost protocol). TuB also includes FSMO B-2 which
can be accessed by Networker system 1412 using a data-
access protocol (e.g., the CIFS protocol). TuC includes
FSMO C which can be accessed by Avamar system 1413

using a data-access protocol (e.g., the DDBoost protocol).
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TuD includes FSMO D which can be accessed by App
Direct system 1413 using a data-access protocol (e.g., the
DDBoost protocol). Although client systems 1410-1414 are
all accessing the same storage system 1401, using the
mechanism previously described, storage system 1401 pre-
vents each client from accessing Tus that belong to others.
Contrary to a conventional multi-tenancy storage system,
storage system 1401 of the present invention allows an

admin to be created for each Tu. As illustrated, TuA, TuB,
TuC, and TuD are managed by TuA admin, TuB admin, TuC
admin, and TuD admin, respectively.

Some portions of the preceding detailed descriptions have
been presented 1n terms of algorithms and symbolic repre-
sentations of operations on data bits within a computer
memory. These algorithmic descriptions and representations
are the ways used by those skilled in the data processing arts
to most effectively convey the substance of their work to
others skilled in the art. An algorithm 1s here, and generally,
conceived to be a seli-consistent sequence of operations
leading to a desired result. The operations are those requir-
ing physical manipulations of physical quantities.

It should be borne 1n mind, however, that all of these and
similar terms are to be associated with the appropriate
physical quantities and are merely convenient labels applied
to these quantities. Unless specifically stated otherwise as
apparent from the above discussion, it 1s appreciated that
throughout the description, discussions utilizing terms such
as those set forth 1n the claims below, refer to the action and
processes of a computer system, or similar electronic com-
puting device, that manipulates and transforms data repre-
sented as physical (electronic) quantities within the com-
puter system’s registers and memories to other data
similarly represented as physical quantities within the com-
puter system memories or registers or other such informa-
tion storage, transmission or display devices.

Embodiments of the invention also relate to an apparatus
for performing the operations herein. Such a computer
program 1s stored in a non-transitory computer readable
medium. A machine-readable medium includes any mecha-
nism for storing information 1n a form readable by a machine
(e.g., a computer). For example, a machine-readable (e.g.,
computer-readable) medium includes a machine (e.g., a
computer) readable storage medium (e.g., read only memory
(“ROM”), random access memory (“RAM”), magnetic disk
storage media, optical storage media, flash memory
devices).

The processes or methods depicted i1n the preceding
figures may be performed by processing logic that comprises
hardware (e.g. circuitry, dedicated logic, etc.), software
(e.g., embodied on a non-transitory computer readable
medium), or a combination of both. Although the processes
or methods are described above 1n terms of some sequential
operations, it should be appreciated that some of the opera-
tions described may be performed in a different order.
Moreover, some operations may be performed 1n parallel
rather than sequentially.

Embodiments of the present invention are not described
with reference to any particular programming language. It
will be appreciated that a variety of programming languages
may be used to implement the teachings of embodiments of
the 1nvention as described herein.

In the foregoing specification, embodiments of the mven-
tion have been described with reference to specific exem-
plary embodiments thereof. It will be evident that various
modifications may be made thereto without departing from
the broader spirit and scope of the invention as set forth in
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the following claims. The specification and drawings are,
accordingly, to be regarded in an 1illustrative sense rather
than a restrictive sense.

What 1s claimed 1s:

1. A computer-implemented method for providing secure
multi-tenancy 1n a storage system, the method comprising;:
creating, by a secure multi-tenancy (SMT) engine executed
by a processor, a set of tenant-units (IT'Us), wherein each of
the TUSs 1s associated with a tenant, each TU representing a
user group, each user group having a plurality of users
associated with the tenant; associating by the SMT engine
one or more file system management objects (FSMOs) with
one or more TUs of the set of TUs, wherein each FSMO
contains namespace information of a particular tenant; asso-
ciating by the SMT engine one or more users with one or
more TUs of the set of TUs; maintaiming, by a protocol
engine executed by the processor, a protocol config-meta-
data store based on the association of one or more FSMOs
with one or more TUs, and further based on the association
of one or more users with one or more TUs; 1n response to
a first request from a first user to access a first FSMO of a
first TU: determining by the protocol engine whether the first
user 1s authorized to access the first FSMO based on
information of the protocol config-metadata store, including
identifying a set of one or more TUSs that are associated with
the first user, determining whether the first TU 1s included in
the set of one or more TUs, determining whether the first
FSMO 1s included 1n a set of one or more FSMOs that are
associated with the first TU, 1n response to determining that
the first TU 1s included 1n the set of TUs associated with the
first user; 1n response to the protocol config-metadata store
indicating the first user 1s authorized to access the first
FSMO, allowing the first user to access the first FSMO); and
in response 1o a second request from the first user to perform
a lirst operation on a first object: determining whether the
first user 1s authorized to perform the first operation by
obtaining a first set of one or more operation IDs associated
with the first user from a security config-metadata store and
determining an operation ID identifying the requested first
operation matches at least one of the operation IDs 1n the
first set of one or more operation IDs obtained from the
security config-metadata store.

2. The method of claim 1, wherein determining whether
the first user 1s authorized to access the first FSMO com-
prises: obtaimng a first TU ID associated with the first user
from the protocol config-metadata store, wherein the {first
TU ID 1dentifies the first TU; obtaining a first set of one or
more FSMO IDs associated with the first TU ID from the
protocol config-metadata store; and determining the first
user 1s authorized to access the first FSMO 1n response to
determining a first FSMO ID i1dentifying the requested {first
FSMO matches at least one FSMO 1D of the first set of one
or more FSMO IDs obtained from the protocol config-
metadata store.

3. The method of claim 1, further comprising: in response
to IM second request from the first user to perform the first
operation on the first object, determining whether the first
user 1s a system administrator; and in response to determin-
ing the first user 1s not the system administrator, determining
whether the first user 1s authorized to access the first object
on which the first operation 1s to be performed.

4. The method of claim 3, wherein determining whether
the first user 1s authorized to access the first object on which
the first operation 1s to be performed comprises: obtaining a
second TU ID associated with the first user from a security
config-metadata store; obtaining a {first set of one or more
object IDs associated with the second TU ID from an
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object-to-TU config-metadata store; determining the first
user 1s authorized to access the first object on which the first
operation 1s to be performed 1n response to determining an
object ID 1dentifying the first object matches at least one of
the object IDs 1n the first set of one or more object 1Ds
obtained from the object-to-TU config-metadata store.

5. The method of claim 1, wherein creating the set of
tenant-units comprises creating a second TU by: generating

a third TU ID, wherein the third TU ID i1dentifies the second
TU; and storing a TU name of the second TU and the
generated third TU ID 1 a TU config-metadata store.

6. The method of claim 5, wherein associating one or

more FSMOs with one or more TUs comprises associating
a second FSMO with the second TU by: obtaining the third

TU ID from the TU config-metadata store; obtaining a

second FSMO ID from a directory manager (DM) config-
metadata store using a FSMO name of the second FSMO;

and storing the third TU ID and the second FSMO ID 1n the

protocol config-metadata store.

7. The method of claim 5, wherein associating one or
more users with one or more TUs comprises associating a
second user with the second TU by: obtaining the third TU
ID from the TU config-metadata store; obtaining a second
user ID from a security config-metadata store using a user
name of the second user; and storing the third TU ID and the
second user 1D i the protocol config-metadata store.

8. A non-transitory computer-readable storage medium
having computer code stored therein, which when executed
by a processor, cause the processor to provide secure multi-
tenancy by performing operations comprising: creating a set
of tenant-units (TUs), wherein each of the TUs 1s associated
with a tenant, each TU representing a user group, each user
group having a plurality of users associated with the tenant;
assoclating one or more file system management objects
(FSMOs) with one or more TUs of the set of TUs, wherein
cach FSMO contains namespace iformation of a particular
tenant; associating one or more users with one or more TUs
of the set of TUs; maintaining a protocol config-metadata
store based on the association of one or more FSMOs with
one or more TUs, and further based on the association of one
or more users with one or more TUs; 1n response to a first
request from a first user to access a first FSMO of a first TU:
determining whether the first user 1s authorized to access the
first FSMO based on information of the protocol config-
metadata store, including i1dentifying a set of one or more
TUs that are associated with the first user, determining
whether the first TU 1s included in the set of one or more
TUs, determining whether the first FSMO 1s included 1n a set
of one or more FSMOs that are associated with the first TU,
in response to determining that the first TU 1s included 1n the
set of TUs associated with the first user; in response to the
protocol config-metadata store indicating the first user 1s
authorized to access the first FSMO, allowing the first user
to access the first FSMO; and 1n response to a second request
from the first user to perform a first operation on a first
object: determining whether the first user 1s authornized to
perform the first operation by obtaining a first set of one or
more operation IDs associated with the first user from a
security config-metadata store and determining an operation
ID 1dentifying the requested first operation matches at least
one of the operation IDs in the first set of one or more
operation IDs obtained from the security config-metadata
store.

9. The non-transitory computer-readable storage medium
of claim 8, wherein determining whether the first user 1s
authorized to access the first FSMO comprises:
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obtaining a first TU ID associated with the first user from
the protocol config-metadata store, wherein the first TU
ID 1dentifies the first TU:

obtaining a first set of one or more FSMO IDs associated
with the first TU ID from the protocol config-metadata
store; and

determining the first user 1s authorized to access the first

FSMO 1n response to determining a first FSMO 1D
identifying the requested first FSMO matches at least
one FSMO ID of the first set of one or more FSMO 1Ds
obtained from the protocol config-metadata store.

10. The non-transitory computer-readable storage
medium of claim 8, further comprising: 1n response to the
second request from the first user to perform the first
operation on the first object, determining whether the first
user 1s a system administrator; and in response to determin-
ing the first user 1s not the system administrator, determining
whether the first user 1s authorized to access the first object
on which the first operation 1s to be performed.

11. The non-transitory computer-readable storage
medium of claim 10, wherein determining whether the first
user 1s authorized to access the first object on which the first
operation 1s to be performed comprises: obtaining a second
TU ID associated with the first user from a security config-
metadata store; obtaining a first set of one or more object 1Ds
associated with the second TU ID from an object-to-TU
conflig-metadata store; determining the first user i1s autho-
rized to access the first object on which the first operation 1s
to be performed in response to determining an object 1D
identifying the first object matches at least one of the object
IDs 1n the first set of one or more object IDs obtained from
the object-to-TU config-metadata store.

12. The non-transitory computer-readable storage
medium of claim 8, wherein creating the set of tenant-units
comprises creating a second TU by: generating a third TU
ID, wherein the third TU ID identifies the second TU; and
storing a TU name of the second TU and the generated third
TU ID 1n a TU config-metadata store.

13. The non-transitory computer-readable storage
medium of claim 12, wherein associating one or more
FSMOs with one or more TUs comprises associating a
second FSMO with the second TU by: obtaining the third
TU ID from the TU config-metadata store; obtaining a
second FSMO ID from a directory manager (DM) config-
metadata store using a FSMO name of the second FSMO;
and storing the third TU ID and the second FSMO ID 1n the
protocol config-metadata store.

14. The non-transitory computer-readable storage
medium of claim 12, wherein associating one or more users
with one or more TUs comprises associating a second user
with the second TU by: obtaining the third TU ID from the
TU config-metadata store; obtaining a second user 1D from
a security config-metadata store using a user name of the
second user; and storing the third TU ID and the second user
ID 1n the protocol config-metadata store.

15. A storage system, comprising: a set of one or more
processors; and a non-transitory machine-readable storage
medium containing code, which when executed by the set of
one or more processors, cause the one or more processors to
perform operations, the operations including creating a set
of tenant-units (TUs), wherein each of the TUs 1s associated
with a tenant, each TU representing a user group, each user
group having a plurality of users associated with the tenant;
assoclating one or more file system management objects
(FSMOs) with one or more TUs of the set of TUs, wherein
cach FSMO contains namespace information of a particular
tenant; associating one or more users with one or more TUs
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of the set of TUs; maintaining a protocol config-metadata
store based on the association of one or more FSMOs with
one or more TUSs, and further based on the association of one
or more users with one or more TUs: 1n response to a first
request from a {irst user to access a first FSMO of a first TU:
determining whether the first user 1s authorized to access the
first FSMO based on information of the protocol config-
metadata store, including i1dentifying a set of one or more
TUs that are associated with the first user, determining
whether the first TU 1s included 1n the set of one or more
TUs, determining whether the first FSMO 1s included 1n a set
of one or more FSMOs that are associated with the first TU,
in response to determining that the first TU 1s included 1n the
set of TUs associated with the first user; 1n response to the
protocol config-metadata store indicating the first user 1s
authorized to access the first FSMO, allowing the first user
to access the first FSMO; and 1n response to a second request
from the first user to perform a first operation on a {first
object: determining whether the first user i1s authorized to
perform the first operation by obtaining a first set of one or
more operation IDs associated with the first user from a
security config-metadata store and determining an operation
ID 1dentifying the requested first operation matches at least
one of the operation IDs in the first set of one or more
operation IDs obtained from the security config-metadata
store.

16. The storage system of claim 15, wherein determining
whether the first user 1s authorized to access the first FSMO
comprises: obtaiming a first TU ID associated with the first
user from the protocol config-metadata store, wherein the
first TU 1D 1dentifies the first TU; obtaining a first set of one
or more FSMO IDs associated with the first TU ID from the
protocol config-metadata store; and determining the first
user 1s authorized to access the first FSMO 1n response to
determining a first FSMO ID identifying the requested {first
FSMO matches at least one FSMO 1D of the first set of one
or more FSMO 1IDs obtained from the protocol config-
metadata store.

17. The storage system of claim 15, further comprising: in
response to the second request from the first user to perform
the first operatlon on the first object, determmmg whether
the first user 1s a system administrator; and in response to
determining the first user 1s not the system administrator,
determining whether the first user 1s authorized to access the
first object on which the first operation 1s to be performed.

18. The storage system of claim 17, wherein determining
whether the first user 1s authorized to access the first object
on which the first operation 1s to be performed comprises:
obtaining a second TU ID associated with the first user from
a security config-metadata store; obtaining a {irst set of one
or more object IDs associated with the second TU ID from
an object-to-TU config-metadata store; determining the first
user 1s authorized to access the first object on which the first
operation 1s to be performed 1n response to determining an
object ID 1dentifying the first object matches at least one of
the object IDs 1n the first set of one or more object 1Ds
obtained from the object-to-TU config-metadata store.

19. The storage system of claim 15, wherein creating the
set of tenant-units comprises creating a second TU by:
generating a third TU 1D, wherein the third TU 1D 1dentifies
the second TU; and storing a TU name of the second TU and
the generated third TU ID 1 a TU config-metadata store.

20. The storage system of claim 19, wherein associating,
one or more FSMOs with one or more TUs comprises
associating a second FSMO with the second TU by: obtain-
ing the third TU ID from the TU config-metadata store;
obtaining a second FSMO ID from a directory manager
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(DM) config-metadata store using a FSMO name of the
second FSMO; and storing the third TU ID and the second
FSMO ID 1n the protocol config-metadata store.

21. The storage system of claim 19, wherein associating,
one or more users with one or more TUs comprises associ- 5

ating a second user with the second TU by: obtaining the
third TU ID from the TU config-metadata store; obtaining a

second user ID from a security config-metadata store using
a user name of the second user; and storing the third TU ID

and the second user ID 1n the protocol config-metadata store. 10
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