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TECHNIQUES FOR INTELLIGENTLY
EXECUTING A DIGITAL SIGNATURE

FIELD OF THE DISCLOSURE

The present disclosure relates generally to digitally sign-
ing files and, more particularly, to techniques for intelli-
gently executing a digital signature.

BACKGROUND OF THE DISCLOSURE

A wide variety of malicious soitware (1.e., malware) can
attack modern computers. Malware threats include computer
viruses, worms, Trojan horse programs, spyware, adware,
crimeware, and phishing websites. Malicious entities some-
times attack servers that store sensitive or confidential data
that can be used to the malicious entity’s own advantage.
Similarly, other computers, including home computers, must
be constantly protected from malicious software that can be
transmitted when a user communicates with others wvia
clectronic mail, when a user downloads new programs or
program updates, and 1n many other situations. The diflerent
options and methods available to malicious entities for
attack on a computer are numerous.

Conventional techniques for detecting malware, such as
signature string scanning, are becoming less effective. Mod-
ern malware 1s often targeted and delivered to only a relative
handiul of computers. For example, a Trojan horse program
can be designed to target computers in a particular depart-
ment of a particular enterprise. Such malware might never
be encountered by security analysts, and thus the security
software might never be configured with signatures for
detecting such malware. Mass-distributed malware, in turn,
can contain polymorphisms that make every instance of the
malware unique. As a result, it 1s diflicult to develop
signature strings that reliably detect all instances of the
malware.

Further, attackers often camoutlage malware by making
the malware appear to be legitimate. Security software often
implicitly trusts digitally-signed software. The signature
identifies the entity that created the software and proves that
the file containing the software has not been modified since
signing. Therefore, the security software assumes that
signed software does not contain malware and gives the
soltware a low level of scrutiny. Attackers can obtain signing
certificates through fraud or theit and use the certificates to
sign files containing malware, thereby defeating the security
software.

Newer techniques for detecting malware involve the use
of reputation systems. A reputation system can determine the
reputation of a file or other object encountered on a com-
puter in order to assess the likelihood that the object 1s
malware. One way to develop the reputation for an object 1s
to collect reports from networked computers on which the
object 1s found and base the reputation on information
within the reports. However, 1n a system 1n which reports are
collected from networked computers on which the object 1s
found, there 1s a lag period between when a file 1s first
released and when that file has been reported to the repu-
tation system. In addition, the use of a compromised cer-
tificate to sign files may not be detected until after digitally
signed files are already 1n circulation, leading to a lag period
betfore the certificate can be revoked.

In view of the foregoing, 1t may be understood that there
may be significant problems and shortcomings associated
with current digital signing and reputation system technolo-
gies.
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SUMMARY OF TH.

(L]

DISCLOSURE

Techniques for mtelligently executing a digital signature
are disclosed. In one embodiment, the techniques may be
realized as a method for intelligently executing a digital
signature comprising receiving a signature request from a
user, wherein the signature request comprises a file. The
method further comprises scanning the signature request to
produce one or more scan results. In addition, the method
comprises performing a signature process on the file 1n
response to receiving the signature request from the user.
The method also comprises communicating an indication of
the one or more scan results to a reputation service server.

In another embodiment, the techniques may be realized as
a system for intelligently executing a digital signature. The
system comprises one or more processors communicatively
coupled to a network. The one or more processors are
configured to receive a signature request from a user,
wherein the signature request comprises a file. The one or
more processors are also configured to scan the signature
request to produce one or more scan results. The one or more
processors are lurther configured to perform a signature
process on the file 1n response to receiving the signature
request from the user. In addition, the one or more proces-
sors are configured to communicate an indication of the one
Oor more scan results to a reputation service server.

In a turther embodiment, the techniques may be realized
as a non-transitory computer readable storage medium con-
taining computer program 1nstructions for intelligently
executing a digital signature. In this embodiment, the
instructions comprise mstructions for receiving a signature
request from a user, wherein the signature request comprises
a lile. The instructions further comprise instructions for
scanning the signature request to produce one or more scan
results. The instructions also comprise nstruction for per-
forming a signature process on the file in response to
receiving the signature request from the user. In addition, the
instructions comprise instructions for providing an indica-
tion of the one or more scan results to a reputation service
server. In addition, the time at which the file was signed may
be communicated to a reputation service server.

In some embodiments, the one or more scan results
comprise mformation related to the user. In some embodi-
ments, the information related to the user may comprise any
or all of the IP address of a machine from which the
signature request was made, a MAC address of the machine
from which the signature request was made, an OS type of
the machine from which the signature request was made, a
timestamp of a time at which the signature request was
made, an 1ndication of one or more applications installed on
the machine from which the signature request was made, a
historical reputation of one or more other files previously
signed by the user, a historical reputation of one or more
other files previously signed by a certificate associated with
the signature request, the number of certificates 1n a plurality
of certificates associated with the user, an indication of any
of the previously listed information, or an indication of
information related to the plurality of certificates associated
with the user.

In some embodiments, the one or more scan results
comprise mnformation related to the file. In some embodi-
ments, the information related to the file may comprise any
or all of file size, the signature of the file, a hash of the file,
a file type, a file name, a file modification timestamp, a file
creation timestamp, file permissions, source path, an indi-
cation of any of the previous information, or other informa-
tion regarding file structure or content.
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In some embodiments, scanning the file may comprise
examining the contents of the file. Examining the contents of

the file may further comprise one or more of emulating the
execution of the file, performing a deobfuscation transior-
mation on the file, performing a static string analysis of the
file, performing a statistical analysis of one or more prop-
erties of the file, comparing the file and a previously signed
file, and examining the contents of a diflerence between the
file and a known good file.

In some embodiments, performing a signature process
may comprise contacting the user via a secondary commu-
nications channel. Performing the signature process may
turther comprise transmitting a signature verification request
to the user and recerving a signature verification confirma-
tion from the user. In addition, performing the signature
process may comprise signing the file after the user verifies
the signature request. In some embodiments, performing a
signature process further comprises determining whether to
sign the file based on the one or more scan results. In at least
some embodiments, the determination may be based on a
comparison of the one or more scan results to one or more
approval thresholds.

In some embodiments, the indication of the one or more
scan results may comprise a file confidence metric. In some
embodiments, the indication of the one or more scan results
may comprise a determination that the file 1s not malicious.

In some embodiments, performing a signature process
may comprise determining 1f a certificate associated with the
signature request has been compromised. In addition, per-
forming a signature process may further comprise rejecting
the signature request if the certificate has been compro-
mised. In some embodiments, performing a signature pro-
cess also comprises notifying an owner of the certificate that
the certificate has been compromised.

The present disclosure will now be described 1n more
detail with reference to particular embodiments thereof as
shown 1n the accompanying drawings. While the present
disclosure 1s described below with reference to particular
embodiments, 1t should be understood that the present
disclosure 1s not limited thereto. Those of ordinary skill 1n
the art having access to the teachings herein will recognize
additional i1mplementations, modifications, and embodi-
ments, as well as other fields of use, which are within the
scope of the present disclosure as described herein, and with
respect to which the present disclosure may be of significant
utility.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to facilitate a fuller understanding of the present
disclosure, reference 1s now made to the accompanying
drawings, 1n which like elements are referenced with like
numerals. These drawings should not be construed as lim-
iting the present disclosure, but are intended to be 1llustrative
only.

FIG. 1 shows a block diagram of a network environment
in accordance with one embodiment of the present disclo-
sure.

FIG. 2 shows a block diagram of a computer system in
accordance with one embodiment of the present disclosure.

FIG. 3 shows a block diagram of modules used in
receiving signature requests, scanning signature requests,
and performing a signing process according to one embodi-
ment.

FI1G. 4 15 a flowchart 1llustrating the operation of a method
tor intelligently executing a digital signature 1n accordance
with an embodiment of the present disclosure.
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FIG. § 1s a flowchart 1llustrating the operation of a method
for performing a signing process in accordance with an
embodiment of the present disclosure.

DETAILED DESCRIPTION OF EMBODIMENTS

The present disclosure relates to improving the security
and utility of signature processes by allowing the signature
process to use scanning data to detect 1ssues in the signing
process and to inform a reputation system of file status
during the signing process.

FIG. 1 1s a block diagram of a network environment 100
according to one embodiment. FIG. 1 illustrates a security
server 102 connected to a network 114. Also illustrated 1s a
signing server 104 connected to the network 114. The
network 114 1s also connected to multiple clients 112.
Embodiments of the computing environment 100 can have
thousands or millions of clients 112, as well as multiple
servers 102, 104. In some embodiments, the clients 112
(comprising client 112a, client 11256, and client 112¢) are
only connected to the network 114 for a certain period of
time or not at all.

The signing server 104 and the secunity server 102
interact with the clients 112. One or more of the functions of
the signing server 104 and the security server 102 can also
be executed mm a cloud computing environment. For
example, the system may be implemented such that the
signing server 104 1s a cloud server which the clients 112
access 1n order to digitally sign files. Signing server 104,
while described as a single server, may incorporate server
functionality spread across multiple physical server com-
puters. As used herein, cloud computing refers to a style of
computing in which dynamically scalable and often virtu-
alized resources are provided as a service over the Internet.

The client 112 1s used by a user to interact with the signing
server 104 and/or other entities on the network 120. In one
embodiment, the client 112 1s a personal computer (PC) such
as a desktop or notebook computer. In other embodiments,
the client 112 1s a mobile telephone, personal digital assis-
tant, or other electronic device. For purposes of this descrip-
tion, the term “‘client” also includes computers such as
servers and gateways that encounter soltware applications or
other entities that might constitute malware or other threats.
For example, a client 112 can be a network gateway located
between an enterprise network and the Internet.

The client executes a signing module 110 that allows the
client to request that a file be signed. The signing module
110 creates a signing request, which may include a file, and
transmits 1t to the signing server 104. The client 112 may
also execute a security module 116 that provides security to
the client 112 by detecting and remediating malware and
performing other security-related tasks. The security module
116 detects files at the client 112 and provides 1dentifiers of
the files to the security server 102.

In addition, the security module 116 determines whether
files at the client contain malware. In one embodiment, 1f the
security module 116 encounters a file with a valid digital
signature, the security module 116 provides an identifier of
the signed file, and associated signing information describ-
ing the digital signature, to the secunity server 102. In
response, the security module 116 receives from the security
server 102 trust data indicating a level of trust to give the
signed file. The security module 116 uses the trust data to
determine whether the signed file contains malware. In some
embodiments, the security server 102 receives data indica-
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tive of a level of trust for a signed file from signing server
104. In some embodiments, security server 102 1s a repu-
tation service server.

FIG. 2 depicts a block diagram of an computer system 210
suitable for implementing an apparatus and method for
reclamation of physical memory blocks in the presence of a
COW snapshot or other image or data object that 1s depen-
dent on data reclamation. Computer system 210 may be
illustrative of various computer systems (e.g., a server)
shown 1n FIG. 1. Computer system 210 includes a bus 212
which interconnects major subsystems ol computer system
210, such as a central processor 214, a system memory 217
(typically RAM, but which may also include ROM, flash
RAM, or the like), an mput/output controller 218, an exter-
nal audio device, such as a speaker system 220 via an audio
output interface 222, an external device, such as a display
screen 224 via display adapter 226, serial ports 228 and 230,
a keyboard 232 (interfaced with a keyboard controller 233),
a storage interface 234, a tloppy disk drive 237 operative to
receive a tloppy disk 238, a host bus adapter (HBA) inter-
tace card 235A operative to connect with a Fibre Channel
network 290, a host bus adapter (HBA) interface card 2335B
operative to connect to a SCSI bus 239, and an optical disk
drive 240 operative to recerve an optical disk 242. Also
included are a mouse 246 (or other point-and-click device,
coupled to bus 212 wvia serial port 228), a modem 247
(coupled to bus 212 via serial port 230), and a network
interface 248 (coupled directly to bus 212).

Bus 212 allows data communication between central
processor 214 and system memory 217, which may include
read-only memory (ROM) or flash memory (neither shown),
and random access memory (RAM) (not shown), as previ-
ously noted. The RAM 1s generally the main memory into
which the operating system and application programs are
loaded. The ROM or flash memory can contain, among other
code, the Basic Input-Output system (BIOS) which controls
basic hardware operation such as the interaction with periph-
eral components. Applications resident with computer sys-
tem 210 are generally stored on and accessed via a computer
readable medium, such as a hard disk drive (e.g., fixed disk
244), an optical drive (e.g., optical drive 240), a tfloppy disk
unit 237, or other storage medium. Additionally, applica-
tions can be in the form of electronic signals modulated in
accordance with the application and data communication
technology when accessed via network modem 247 or
interface 248.

Storage 1nterface 234, as with the other storage interfaces
of computer system 210, can connect to a standard computer
readable medium for storage and/or retrieval of information,
such as a fixed disk drive 244. Fixed disk drive 244 may be
a part of computer system 210 or may be separate and
accessed through other interface systems. Modem 247 may
provide a direct connection to a remote server via a tele-
phone link or to the Internet via an internet service provider
(ISP). Network interface 248 may provide a direct connec-
tion to a remote server via a direct network link to the
Internet via a POP (pomt of presence). Network interface
248 may provide such connection using wireless techniques,
including digital cellular telephone connection, Cellular
Digital Packet Data (CDPD) connection, digital satellite
data connection or the like.

The operation of a computer system such as that shown in
FIG. 2 1s readily known 1n the art and 1s not discussed 1n
detail 1n this application. Code for implementing the present
disclosure can be stored 1n computer-readable storage media
such as one or more of system memory 217, fixed disk 244,

optical disk 242, or floppy disk 238. Memory 220 1s also
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used for storing temporary variables or other intermediate
information during the execution of instructions by the
processor 210. The operating system provided on computer
system 210 may be MS-DOS®, MS-WINDOWS®, OS/2®,
UNIX®, Linux®, or another known operating system.

FIG. 3 depicts a block diagram of an embodiment of a
system 300 for intelligently executing a digital signature. In
one embodiment, system 300 may be used as the signing
server 104 of FIG. 1. In various embodiments, system 300
may include a reception module 302, a scanning module
304, a signature processing module 306, and a communica-
tion transmission module 308.

For example, in some embodiments, reception module
302 may be configured to receive a signature request from
a user. In some embodiments, this request may be received
on an external non-transitory storage medium received from
a user, received via a network such as network 114 of FIG.
1, or from a file stored on system 300. In some embodiments,
reception module 302 may also be configured to extract a file
from a received signature request.

In some embodiments, scanning module 304 may be
configured to scan the signature request to produce one or
more scan results. In certain embodiments, scanning module
304 may 1ncorporate submodules configured to analyze the
contents of a file or the context of a file. The submodules
may analyze a file by emulating the execution of the file,
performing a deobfuscation transformation on the file, per-
forming a static string analysis of the file, performing a
statistical analysis of one or more properties of the file, or
performing any of these types of analysis on the difference
between the file and a known good file.

In some embodiments, signature processing module 306
may be configured to perform a signature process on the file
in response to receiving the signature request from the user.
In certain embodiments, performing a signature process may
include determining whether to sign the file based on the one
Oor more scan results.

In some embodiments, communication transmission mod-
ule 308 may be configured to communicate an indication of
the one or more scan results to a reputation service server.
In one embodiment, communication transmission module
308 may communicate an indication of the one or more scan
results to the security server 102 of FIG. 1.

FIG. 4 1s a flowchart depicting one embodiment imple-
menting a method of intelligently executing a digital signa-
ture. The steps shown in FIG. 4 may be performed by any
suitable computer-executable code and/or computing system
or systems. In some embodiments, the steps shown 1n FIG.
4 may be performed by one or more of the components of
security server 102 or signing server 104 i FIG. 1, system
200 1 FIG. 2, or system 300 1n FIG. 3.

As 1llustrated 1n FIG. 4, at step 402 the systems described
herein may receive a signature request. The signature
request may be received from a user such as a software
developer responsible for generating or creating software
applications, a content provider responsible for generating
or creating digital content, a software or content distributor
responsible for distributing or publishing applications or
content created by others, or the like. The signature request
may be generated prior to the release of the file to the market
or to the general public, allowing malware detection to be
more ellective by providing detection of malware from
betore the release date of the applications or content. The
signature request may be generated by a client module such
as signing module 110 1 FIG. 1. The client module may be
a browser or browser module. The signature request may
include a file to be signed. The signature request may also
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include other information such as a user identifier, a certifi-
cate for use 1n signing, a security token identifying a
certificate for use 1n signing, access information to grant
access to a certificate for use 1n signing, the time the request
was made, and/or other information used to control access to
a signing certificate or verily access to a signing certificate.
The signature request may further include other data about
the user or client device, including the MAC address of the
client device used by the user, the OS type of the client, the
make and model of the client, information about applica-
tions installed on the client, and/or similar system finger-
printing information.

In addition, mformation may be observed by the receiving
system 1n the course of receiving a signature request. Such
information may include the name of the ISP used by the
user, the IP address of the client device, the location of the
client device, and the time at which the signature request
was recerved. During the process of receirving a signature
request, the system may also retrieve information about the
client. Such information may include historical data regard-
ing the reputation of files to be signed, historical data
regarding the reputation of other files signed by a certificate
identified for use in signing the file, or historical data
regarding other certificates associated with the certificate.
Such information may be retrieved from local storage or
from a certificate cloud server.

At step 404, the systems described herein may scan the
signature request and thereby generate one or more scan
results. Scanning the signature request may be performed in
a variety of ways. For example, the contents of the signature
request or of the file to be signed may be examined. The
contents of the file may include the machine code, object
code, or source code of the file. In addition, the context of
the signature request or of the file to be signed may be
examined. The context of the file may include metadata of
the file or historical data regarding the file. It may also
include information regarding the user or client device from
which the signature request was recerved, such as historical
data regarding the certificates used by the client device,
historical data regarding certificates associated with the user,
network location information, geolocation information of
the client device, and historical location or geolocation
regarding client devices previously associated with the file
or with the certificate to be used to sign the file.

Examining these contents and contexts may also be
performed 1n a variety of ways. For example, 1n one embodi-
ment, the file may be loaded 1nto an emulation environment
and emulated. The outcome of executing the file can then be
observed. An emulation environment may include a virtual
machine, a software emulator, or a hardware emulator.
Based on the results of the emulation, scan results may be
generated representing the emulation results. In another
embodiment, static string analysis 1s performed on the
signature request or the file. In static string analysis, the
signature request or the file 1s examined for static strings,
such as strings that are known or believe to be incorporated
into various forms of malware. In yet another embodiment,
one or more properties of the signature request or the file are
subjected to statistical analysis. For example, a high pro-
portion of a certain property may indicate a malicious file,
or a frequency of occurrence ol another property that is
within a normal range for that property may indicate a file
unlikely to be malicious. These techniques for scanning a
signature request may also be combined with one another;
for example, emulation results may be generated and static
string analysis may also be performed. Conventional meth-
ods for scanning a file may also be employed.
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In various embodiments, a deobfuscation transformation
may be performed. In addition to or in the alternative to a
deobfuscation transformation, a difference may be generated
between the file being examined and a known good file
generating a difference result. The results of the deobfusca-
tion transformation or the difference result may then be
examined by the use of any or all of the above techniques.

At step 406, the systems described herein may perform a
signature process in response to the received signature
request. Performing a signature process may be done 1n a
variety of ways. One exemplary way 1s shown in more detail
in FIG. 5. In addition to the exemplary embodiment of FIG.
5, performing a signature process may include determining
whether a signature request should be granted. This deter-
mination may be based on the one or more scan results
generated 1n step 404. For example, 11 the context of the file
or signature request indicates that the client device from
which the signature request was recerved does not match the
client device from which the requesting user normally
generates a signature request, the signature process may
determine that the signature request should be rejected. In
another example, a signature request may be received from
London, England, while all previous signature requests have
been received from a client system located in Mountain
View, Calif. As a result of the mismatch, the signature
process may determine that the signature request should be
rejected.

When a signature request 1s rejected, 1t may be denied
outright, or it may require additional contact with the user to
provide verfication in order to proceed with a signature,
such as the verification process that 1s shown 1n more detail
in part of FIG. 5. If the signature process determines that a
signature request should be granted, then the signature
process may proceed to sign the file for which the signature
was requested. If the signature process determines that the
request should be denied outright, or 1f the user does not
provide verification of the signature request, then the sig-
nature process does not sign the file. In some embodiments,
the signature process may mark the certificate which was
requested to be used as compromised.

In addition, the signature process may trigger reactions at
various times. For example, in certain embodiments the
signature process may trigger an immediate verification
process, as described above. In some embodiments, the
signature process may also trigger a latent process such as
adding a warning of potential compromise to the certificate’s
historical data. In other embodiments, the signature process
may place the certificate into an enhanced information
gathering mode where more imformation i1s acquired by the
system the next time the certificate 1s requested to be used
to sign a file.

At step 408, an indication of the one or more scan results
1s generated and transmitted to a reputation service system.
Such a system may be, for example, the security server 102
of FIG. 1. The indication may include the one or more scan
results, a statistical interpretation of the one or more scan
results, a threshold-based interpretation of the one or more
scan results, or a determination based on the scan results. For
example, the indication may be the scan results themselves.
In one embodiment, the indication may be an estimated
probability the file 1s malicious or an estimated probability
the file 1s not malicious. In another embodiment, the 1ndi-
cation may be a category that describes a risk metric for the
file. In another embodiment, the indication may be a deter-
mination that the file 1s malicious or that the file 1s not
malicious. In addition, 1n some embodiments the indication
may be a combination of one or more of the above, such as
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a determination the file 1s malicious combined with the one
or more scan results. In addition to the indication of the one
or more scan results, a file identifier that identifies the file
may be transmitted to the reputation service in order to
identity which file the indication 1s related to. Such a file
identifier may include a filename, file metadata, a hash of the
file, the time at which the file was signed, or the contents of
the file. The transmitted mdication and/or the file identifier
may be utilized by the reputation service system to add a
new level of trust for the file, or to replace, modily, or
otherwise change an existing level of trust for the {ile.

As an example of one embodiment of the process shown
in FIG. 4, a user using a client system 112a may transmit a
signature request to a signing server 104. The signing server
104 receives the signature request, as shown 1n step 402. In
this embodiment, the signature request includes a file to be
signed prior to the public release of the file and access
information providing access to a certificate to be used 1n
signing the file. The signing server 104 then scans the
signature request, as shown in step 404. In this embodiment,
the signing server 104 examines the contents of a file
contained 1n the signature request by emulating execution of
the file and recording the results of execution as well as by
performing a difference operation between the file and a
known good previous version of the file and performing
static string analysis on the difference result. The results of
file execution and the results of the static string analysis are
input mnto a function and the output of the function 1s a trust
metric or level of trust 1n the file. The level of trust 1n the file
comprises a scan result. The signing server 104 then per-
forms a signature process on the file, as shown 1n step 406.
In this embodiment, the signature process includes the
signing server verilying the certificate requested for use 1n
signing has not been compromised. The signature process
also includes the signing server signing the file using the
certificate requested for use. The signed file i1s then trans-
mitted back to the client system 112a from which the request
was received. In addition, an indication of the one or more
scan results 1s transmitted to a reputation service system
such as security server 102 in FIG. 1. In this embodiment,
a file identifier 1s also transmitted to the reputation service
system. The file identifier in this embodiment 1s a hash of the
signed file.

As mentioned above, FIG. § depicts 1n detail certain
embodiments of performing the signature process shown 1n
step 406 of FIG. 4. In these embodiments, after a signature
request 1s received from a user and the signature request
and/or a file contained within the signature request is
scanned to generate one or more scan results, the method
shown 1 FIG. 5 1s used to perform the signature process.
The one or more scan results are then compared to an
approval threshold, as shown 1n step 502. For example, a
static string analysis may have detected 3 potentially mali-
cious strings, while the threshold number of malicious
strings may be 4. In this example, the results are above the
approval threshold. In another example, an emulation envi-
ronment run of the file may have determined that 7 accesses
to memory ranges out of the program memory range have
occurred, while the threshold number of such accesses may
be 10. In thus example, the results are below the threshold.
Other comparisons may also be performed, such as taking
the output of a function with the scan results as an input,
where the output 1s an estimated trust metric, and comparing,
the estimated trust metric to an approval threshold for a trust
metric, or comparing a geolocation to an expected geoloca-
tion and determining 11 the distance between the two exceeds
some threshold. In some embodiments, other conditions
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might also trigger the verification process. For example, 1
the certificate which 1s to be used has been previously
marked as potentially compromised, then a verification
process may be triggered.

In these embodiments, if the comparison results 1 a
determination that the scan results are below the approval
threshold, the file may be signed immediately, as shown in
step 510. However, if the scan results are above an approval
threshold, then a verification procedure 1s triggered, as
shown 1 FIG. 5. In step 304, a venfication request 1s
transmitted to the user. In one such embodiment, the veri-
fication request 1s transmitted via a secondary communica-
tions channel. A secondary communications channel 1s a
channel other than the one by which the signature request 1s
received. For example, 11 the signature request was received
via a TCP/IP connection, a secondary channel may include
e¢-mail, telephone communications, mnstant messaging, text
messaging, postal mail, in-person meetings, or other alter-
nate channels of communication. The verification request
may request that the user verily that they made the signature
request. The verification request may also notify a user of a
potential certificate compromise. If a verification 1s recerved
from the user, then the file may be signed, as shown 1n step
510.

If a verification 1s not received from the user (i.e., the user
does not respond within an allotted time period, or the user
aflirmatively denies having made the request), as shown 1n
step 506, then the file 1s not signed, as shown 1n step 512. In
addition, a process for determining if the certificate should
be marked as compromised based on the scan results may be
triggered, as shown 1n step 514. In some embodiments, this
process 1s also a comparison of scan results to an approval
threshold, although the approval threshold may be a different
threshold than that required for triggering the verification
process. In other embodiments, this process may include
heuristic analysis of the one or more scan results to deter-
mine a likelithood of compromise and a comparison of the
likelihood of compromise to a compromise threshold. In the
event the certificate 1s marked as compromised, either as a
result of step 514 or as a result of a previous marking as
compromised, the certificate owner may be noftified, as
shown 1n step 516. This notification may include a notifi-
cation that the certificate has been compromised, a notifi-
cation that a request was made to sign a file using a
compromised certificate, or both.

At this point 1t should be noted that intelligently executing
in accordance with the present disclosure as described above
may involve the processing of input data and the generation
of output data to some extent. This input data processing and
output data generation may be implemented 1n hardware or
software. For example, specific electronic components may
be employed 1n a scanning module or similar or related
circuitry for mmplementing the functions associated with
scanning the signature request to produce one or more scan
results 1n accordance with the present disclosure as
described above. Alternatively, one or more processors
operating 1n accordance with instructions may implement
the functions associated with scanning the signature request
to produce one or more scan results 1n accordance with the
present disclosure as described above. The one or more
processors may be hardware processors or hardware pro-
cessors running a virtual machine. I such 1s the case, it 1s
within the scope of the present disclosure that such nstruc-
tions may be stored on one or more non-transitory processor
readable storage media (e.g., a magnetic disk or other
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storage medium), or transmitted to one or more processors
via one or more signals embodied 1n one or more carrier
waves.

The present disclosure 1s not to be limited in scope by the
specific embodiments described herein. Indeed, other vari-
ous embodiments of and modifications to the present dis-
closure, 1n addition to those described herein, will be appar-
ent to those of ordinary skill 1in the art from the foregoing
description and accompanying drawings. Thus, such other
embodiments and modifications are intended to fall within
the scope of the present disclosure. Further, although the
present disclosure has been described herein in the context
of at least one particular implementation in at least one
particular environment for at least one particular purpose,
those of ordinary skill in the art will recognize that its
uselulness 1s not limited thereto and that the present disclo-
sure¢ may be beneficially implemented 1n any number of
environments for any number of purposes. Accordingly, the
claims set forth below should be construed 1n view of the full
breadth and spirit of the present disclosure as described
herein.

The 1nvention claimed 1s:
1. A method for intelligently executing a digital signature,
comprising the steps of:
receiving a signature request from a user, wherein the
signature request comprises a file;
scanning the signature request to produce one or more
scan results;
performing a signature process on the file in response to
receiving the signature request from the user; and
communicating an indication of the one or more scan
results to a reputation service server.
2. The method of claim 1, wherein the scan results
comprise information related to the user.
3. The method of claim 2, wherein the information related
to the user comprises one or more of: an IP address of a
machine from which the signature request was made; a
MAC address of the machine from which the signature
request was made; an OS type of the machine from which
the signature request was made; a timestamp of a time at
which the signature request was made; an indication of one
or more applications installed on the machine from which
the signature request was made; a historical reputation of
one or more other files previously signed by the user; a
historical reputation of one or more other files previously
signed by a certificate associated with the signature request;
the number of certificates i a plurality of certificates
assoclated with the user; and an indication of information
related to the plurality of certificates associated with the
user.
4. The method of claim 1, wherein the scan results
comprise information related to the file.
5. The method of claim 1, wherein scanning the signature
request comprises examining the contents of the file.
6. The method of claim 5, wherein examining the contents
of the file comprises one or more of:
emulating the execution of the file;
performing a deobfuscation transformation on the {ile;
performing a static string analysis of the file;
performing a statistical analysis of one or more properties
of the file;
comparing the file and a previously signed file; and
examining the contents of a diflerence between the file
and a known good file.
7. The method of claim 1, wherein performing a signature
process further comprises:
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contacting the user via a secondary communications chan-

nel:

transmitting a signature verification request to the user;

receiving a signature verification confirmation from the

user; and

signing the file after the user verifies the signature request.

8. The method of claim 1, wherein performing a signature
process further comprises determining whether to sign the
file based on the one or more scan results.

9. The method of claim 8, wherein the determination 1s
based on a comparison of the one or more scan results to one
or more approval thresholds.

10. The method of claim 1, wherein the indication of the
one or more scan results comprises a {ile confidence metric.

11. The method of claim 1, wherein the 1ndication of the
one or more scan results comprises a determination that the
file 1s not malicious.

12. A system for intelligently executing a digital signature
comprising:

one or more processors communicatively coupled to a

network; wherein the one or more processors are con-

figured to:

receive a signature request from a user, wherein the
signature request comprises a file;

scan the signature request to produce one or more scan
results:

perform a signature process on the file 1n response to
receiving the signature request from the user; and

communicating an indication of the one or more scan
results to a reputation service server.

13. The system of claim 12, wherein performing a sig-
nature process further comprises determining whether to
sign the file based on the one or more scan results.

14. The system of claim 12, wherein the one or more
processors are further configured to:

contact the user via a secondary communications channel;

transmit a signature verification request to the user;

recetve a signature verification confirmation from the
user; and

sign the file after the user verifies the signature request.

15. The system of claim 12, wherein performing a sig-
nature process further comprises:

determining 1f a certificate associated with the signature

request has been compromised; and

rejecting the signature request i the certificate has been

compromised.

16. The system of claim 15, wherein performing a sig-
nature process further comprises notifying an owner of the
certificate that the certificate has been compromaised.

17. At least one non-transitory processor readable storage
medium storing a computer program of mnstructions config-
ured to be readable by at least one processor for istructing
the at least one processor to execute a computer process for
performing the steps of:

receiving a signature request from a user, wherein the

signature request comprises a file;

scanning the signature request to produce one or more

scan results;

performing a signature process on the file 1n response to

receiving the signature request from the user; and
providing an indication of the one or more scan results to
a reputation service server.

18. The non-transitory processor readable storage
medium of claim 17, wherein the scan results comprise
information related to the file.
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19. The non-transitory processor readable storage
medium of claim 17, wherein performing a signature pro-
cess further comprises:

contacting the user via a secondary communications chan-

nel:;

transmitting a signature verification request to the user;

receiving a signature verification confirmation from the

user; and

signing the file after the user verifies the signature request.

20. The non-transitory processor readable storage
medium of claim 17, wherein performing a signature pro-
cess further comprises determining whether to sign the file
based on the one or more scan results.

¥ oH H ¥ ¥

10

14



	Front Page
	Drawings
	Specification
	Claims

