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A storage device 3, such as an SD card, that 1s coupled to a
host device 2, such as a mobile phone, includes a computing
environment 8. The computing environment 8 includes an
application processing part 6, and a separate interface pro-
cessing part 7. The application processing part 6 of the
computing environment 8 1s operable to execute one or more
applications on the storage device 3. The interface process-
ing part 7 of the computing environment 8 includes an
interface processor that interfaces between a communica-
tions protocol used between the host device 2 and the storage
device 3, and a commumnications protocol used by the
application processor 1n the application processing part 6 of
the storage device 3. The interface processor communicates
with the application processor via interrupts and a shared
memory 9.
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1
ELECTRONIC DEVICES

This application 1s a continuation of and claims the benefit
of U.S. patent application Ser. No. 13/819,304, filed on Jun.
11, 2013.

The present invention relates to electronic devices and in
particular to electronic devices that can interface with and
use storage devices.

Many electronic devices, such as mobile phones, cameras,
etc., use storage devices, such as removable memory cards,
to provide additional storage capacity for example for stor-
ing content such as photographs, music or video, generated
by or to be used by the device. In such arrangements, the
storage device acts as a “slave” to the “master” electronic
device that 1s accessing and using the storage on the storage
device.

While the use of storage devices, such as memory cards
for providing supplemental storage for electronic devices 1s
well-established, the Applicants believe that there 1s further
scope for exploiting the ability to use storage devices with
electronic devices.

The Applicants have developed a system for allowing
applications to be run on a storage device, such as an SD
card, that 1s coupled to a host device, such as a mobile
phone. In this system, the storage device includes, inter alia,
a computing environment that executes both the application
in question and that can interact with the host device to allow
a user ol the host device to interact with and use the
application running on the storage device.

In these arrangements, the computing environment on the
storage device accordingly performs approprate application
operations, such as taking user inputs from the host device,
and producing appropriate outputs for the host device, such
as video frames (a frame bufler) and audio streams. Thus
data and commands, etc., must be communicated 1n an
appropriate form or forms from the application processor on
the storage device to the host device and vice-versa.

The Applicants have recognised that there could be situ-
ations where the form of data and commands that will be
used for communication between the host device and the
storage device may not be the same as the form of data and
commands that will be required by the application running
on the storage device, and vice-versa. This 1ssue may be
exacerbated by the fact that there are many different appli-
cation processors and operating systems 1n existence and
that could be used as the application processor 1n the system.

Thus, there may be a need for the communication (e.g.
data and commands) between the host device and storage
device to be, 1in efllect, converted or “translated” for com-
munication appropriately to the application that 1s being
executed, and vice-versa. While this could be done 1n a
number of different ways, and carried out in any suitable and
desired manner, the Applicants believe that there 1s scope for
advantageous arrangements for this process.

The Applicants accordingly believe that there remains
scope for further improvements to systems of the type
described 1n their earlier UK patent application.

According to a first aspect of the present invention, there
1s provided a system comprising:

a host electronic device; and

a storage device that 1s coupled to the host electronic
device via an interface between the host electronic device
and the storage device; wherein:

the storage device comprises a computing environment
operable to execute one or more applications on the storage
device; and
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2

the storage device and the electronic device are config-
ured to allow an application running on the storage device to
use mput and output functions of the host electronic device;
and wherein:

the computing environment on the storage device com-
prises an application processing part comprising at least one
application processor for executing the application on the
storage device, and an interface processing part comprising,
at least one interface processor that 1s separate to the
application processor, for interfacing between the applica-
tion processor and the host device, the computing environ-
ment being configured such that communication between the
host device and an application that 1s being executed on the
application processor takes place via the interface processor.

According to a second aspect of the present mvention,
there 1s provided a method of operating a system comprising
an electronic device and a storage device that 1s coupled to
the electronic device, the method comprising:

executing an application 1n a computing environment on
the storage device;

allowing the application to use mput and output functions
of the electronic device; and

using an application processing part of the computing
environment on the storage device comprising at least one
application processor for executing the application on the
storage device;

and using an interface processing part of the computing
environment on the storage device comprising at least one
interface processor that 1s separate to the application pro-
cessor for iterfacing between the application processor and
the host device, such that communication between the host
device and an application that i1s being executed on the
application processor takes place via the interface processor.

The present invention relates to an arrangement 1n which
an application for use on a host device can be executed 1n a
computing environment ol a storage device that 1s coupled
to the host device. However, in the present invention, the
computing environment icludes both an application pro-
cessor for executing the application itself, and a separate
interface processor for interfacing between the application
processor and the host device.

In other words, rather than carrying out any necessary
communications interfacing and translation on the applica-
tion processor itself (e.g. by means of suitable software
running on the application processor) or on the host device
(e.g. by means of suitable software runming on the host
device), the present mnvention provides and uses a separate
processor on the storage device for this purpose. As will be
discussed turther below, the Applicants have found that this
can provide a number of advantages.

For example, by carrying out the communication inter-
facing and translation on a separate interface processor on
the storage device, the burden of that processing 1s removed
from the application processor on the storage device. This
can then, e.g., allow the application processor to run on the
storage device with substantially the same performance as it
would have 1n any other environment, and avoids the need
to make significant changes to the application processor for
it to be suitable for use in systems in accordance with the
present invention. Similarly, 1t avoids the need to make any
hardware or software changes for this purpose on the host
device.

Using a separate interface processor in this manner also,
¢.g., enhances the flexibility and scaleability of the system.
For example, using a separate interface processor can avoid
restrictions on the type of application processors that may be
used i the system (e.g. can support multiple different
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application processor operating systems), and can allow the
use of plural application processors 1n a given system with
a shared interface processor. Using a separate interface
processor also means that the interface processor can more
straightforwardly be retro-fitted to an existing system.

Using a separate interface processor can also be advan-
tageous in terms of security, boot times, etc. (as will be
discussed further below).

The present invention also extends to the storage device
on its own. (Since, for example, any suitably equipped
clectronic device will be able to interact with a suitably
equipped storage device, and vice-versa.)

Thus, according to a third aspect of the present invention,
there 1s provided a storage device, comprising:

a memory for storing content for or generated by a host
device to which the storage device 1s coupled;

a device-host interface for allowing a host device that the
storage device 1s coupled to read data from and write data to
the storage device; and a computing environment operable
to execute one or more applications on the storage device;
wherein:
the storage device 1s configured to be operable to interact
with a host device to allow an application running on the
storage device to use input and output functions of the host
device via the device-host interface; and wherein:

the computing environment on the storage device com-
prises an application processing part comprising at least one
application processor for executing the application on the
storage device, and an interface processing part comprising
at least one interface processor that 1s separate to the
application processor for interfacing between the application
processor and the host device, the computing environment
being configured such that communication between the host
device and an application that is being executed on the
application processor takes place via the interface processor.

The host electronic device may be any suitable such
device that can be coupled to and interface with the storage
device. It could, for example, be an appliance such as a
television, printer, washing machine, cooker, etc., or a
personal computer. In a preferred embodiment it 1s a por-
table device. Preferably it 1s one of a phone, a camera, a
portable entertainment device (e.g. music and/or video
player and/or a gaming device), a personal navigation sys-
tem, and an 1n-car navigation and/or entertainment system.

The storage device can be any suitable such device,
namely a device that can provide storage for a coupled host
clectronic device and which supports a protocol between the
storage device and the host electronic device for the purpose
of storing data on (and reading data from) the storage device
in which there 1s a master/slave interface between the host
device (the master) and the storage device (the slave). It
may, for example, and preferably does, comprise any suit-
able portable storage device, such as a portable hard drive,
but 1t could also be a non-portable storage device that has a
master/slave interface, such as a non-portable hard drive
with a computer on board that communicate via a SATA
(Serial Advanced Technology Attachment) interface.

In a preferred embodiment the storage device 1s a non-
volatile (flash) memory device, such as, and preferably, a
removable memory card. In a particularly preferred embodi-
ment, the storage device 1s one of an SD card (including a
micro-SD card), a compact flash card, and a USB memory
stick.

The interface between the host device and the storage
device can be any suitable such mterface. As 1s known 1n the
art, 1t will typically be a suitable wired interface (where, e.g.,
the storage device 1s used by plugging 1t into a suitable port
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4

on the host device). However, the interface could also be
wireless, where, for example, the storage device and host
device are coupled via a short-range RF, IR, WLAN or other
wireless link.

The system (the storage device and host device) can be
configured to allow an application that 1s being executed on
the storage device to access and use the input and output
functions on the host electronic device to which the storage
device 1s coupled 1n any suitable and desired manner.

In a preferred embodiment, 1n order to facilitate this, the
storage device and the host electronic device are provided
with a server module and a corresponding client module,
respectively. The server module on the storage device pret-
erably allows the storage device to act as a master, control-
ling nput and output functions of the host device via the
client module on the host device. The client module on the
host device 1s preferably operable to interface with the
master storage device and to use the mput and output
functions on the host device on behall of the “master”
storage device. In this way, respective server and client
modules can allow an application that 1s running on the
storage device to use mput and output functions of the host
clectronic device.

Thus, 1n a particularly preferred embodiment, the storage
device comprises a server module and the electronic device
comprises a client module operable to interact with each
other so as to allow an application running on the storage
device to use mput and output functions of the host elec-
tronic device. Similarly, the method of the present invention
preferably includes using a server module on the storage
device and a client module on the electronic device to allow
the application to use mput and output functions of the
clectronic device.

It should be noted here that the arrangement of the present
invention 1s such that an application 1s executed in a com-
puting environment on the storage device, and the storage
device then acts as a “master”, controlling slave functions on
the host electronic device (which is therefore a “slave™ to the
“master” storage device). This should be contrasted with, for
example, the situation where a storage device may store
application code for a given application, but the application
1s then executed on the host electronic device.

The client module on the host electronic device and the
server module on the storage device can be provided and
configured 1n any appropriate fashion. They are preferably
provided by means of appropriate client and server, respec-
tively, software that 1s running on the respective devices.

The server module on the storage device may, e.g., be run
on the application processor or on the iterface processor, or
distributed across both the application processor and the
interface processor. In a particularly preferred embodiment
it 1s run on the interface processor (1.e. the interface pro-
cessing part performs the server functions on the storage
device). This, inter alia, avoids burdening the application
processor with the need to run the server module.

The application that 1s to be executed on the storage
device can be any suitable and desired application. Prefer-
ably, there are a plurality of applications that can be executed
on the storage device. Exemplary applications include
games, productivity applications such as spreadsheets and
word processors, mternet browsers, email clients, video,
photo and audio editing tools, internet applications, user
interface applications, efc.

The code (and content) for the applications that are to be
executed on the storage device should be stored 1n memory
on the storage device that 1s accessible to the computing
environment on the storage device. The application(s) may,
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for example, be stored in the “normal” memory (mass
storage) that the storage device provides to the host device,
or there may, e.g., be a separate memory that 1s provided for
this purpose.

The mput and output functions of the host device that can
be used by an application that 1s running on the storage
device can include any suitable such functions. Thus they
may, and preferably do, include, input functions such as a
key pad, touch screen and/or audio mput, and outputs such
as a screen and/or audio output. Preferably all of the
available input and output functions of the host device can
be used by an application that 1s running on the storage
device.

In a particularly preferred embodiment, an application
running on the storage device can interact with and make use
ol other functions of the host electronic device. In a pre-
ferred such arrangement, an application running on the
storage device can use the network connections of the host
device 1 order for applications running on the storage
device to access the Internet. Other functions of a host
device that 1t may be particularly desirable to use are
resources that generate and/or collect data that may be usetul
to an application, such as GPS functions, sensor functions,
a microphone, a camera, and a video decoder/encoder, etc.,
of the host device.

The computing environment on the storage device can
comprise any suitable and desired such environment. As
discussed above, 1t should comprise at least an application
processor (a processor for executing an application on the
storage device) and a separate interface processor (a pro-
cessor for handling data and instruction communication
between the host device and the application processor).

The processors on the storage device should also have
access to memory on the storage device (to allow them to
run the application or applications, etc.). This may be the
same memory as would be used by a host electronic device
when 1t uses the storage device for storage in the normal
tashion, or there may also or instead be (further) memory
that 1s provided specifically for the use of computing envi-
ronment processors on the storage device. In a preferred
embodiment, as well as the, e.g., normal non-volatile
memory on the storage device, the computing environment
includes a random access memory (RAM) that 1s useable by
the processors of the computing environment.

The application processing part of the computing envi-
ronment on the storage device can comprise any suitable and
desired components and elements. It should comprise at
least a micro-processor that 1s capable of executing the
application or applications in question, runmng the server (if
required), etc. In a preferred embodiment, the storage device
has a general-purpose CPU for this purpose, but 1t may also
or imstead have a more dedicated processor, such as a
graphics processor.

The application processor may be any suitable such
processor. As discussed above, an advantage of the present
invention 1s that 1t can allow operation with any form of
application processor and application processor operating
system. In one preferred embodiment there i1s a single
application processor on the storage device (in the applica-
tion processing part of the computing environment on the
storage device).

However, 1t would be possible for there to be plural
application processors (which need not all be the same).
Thus, in another preferred embodiment, the application
processing part o the computing environment on the storage
device includes plural application processors. In this case,
the plural application processors preferably share, and com-
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municate with the host device via, the same, single, interface
processor. Where plural application processors are provided,
there 1s at least a CPU (or some other form of more general
processor) and a graphics processor (GPU).

In a particularly preferred embodiment, the application
processing part comprises at least one CPU (or some other
form of more general processor), and one or more of, and
preferably all of, a graphics processor (GPU), debugging
infrastructure, peripherals, power management, and clock
control.

The 1nterface processing part of the computing environ-
ment can similarly be configured in any suitable and desired
manner, and take any suitable and desired form. It should at
least comprise, as discussed above, a processor (which may
be a CPU, dedicated hardware, etc., as desired) operable to
interface (translate) between a communications protocol
used between the host device and the storage device, and a
communications protocol required or expected by an appli-
cation being executed on the application processor. It should
also have appropriate communications intertaces to the host
device and to the application processing part of the com-
puting environment on the storage device.

As discussed above, it 1s believed that the provision of
such an interface processing element 1s particularly advan-
tageous, as it, for example, can readily enable an existing
application processor design to be used 1in the manner
described herein (and can, e.g., be retro-fitted to existing
systems for that purpose). The present invention accordingly
extends to the interface processing part itself.

Thus, according to a further aspect of the present mnven-
tion, there 1s provided an interface processing module for
use on a storage device that can be coupled to a host
clectronic device via an iterface between the host electronic
device and the storage device, and which storage device
comprises a computing environment operable to execute one
or more applications on the storage device, the interface
processing module comprising:

at least one interface processor that 1s operable to inter-
face between a communications protocol used between the
host device and the storage device, and a communications
protocol required or expected by an application being
executed on the application processor; and

communications interfaces for coupling the interface
module to the host device and to an application processing
part of the computing environment on the storage device,
such that communication between the host device and an
application that 1s being executed on the application pro-
cessor can take place via the interface processor.

As will be appreciated by those skilled in the art, these
aspects of the present mmvention can, and preferably do,
include any one or more or all of the preferred and optional
features of the present mvention described herein, as appro-
priate.

The mterface (translation) function of the interface pro-
cessor should be operable to take data received from the host
device and convert 1t to the appropnate data structures that
the application processor(s) uses, and vice-versa.

In a preferred embodiment, the interface processor, as
well as being able to convert data between the protocol
required for communication with the host device, and the
protocol required by application processing element, 1s also
able to encode and/or compress data to be sent to the host
device. It can preferably also or 1nstead, and preferably also,
encode and/or compress data sent from the host device. This
will then reduce the data transfer requirements for sending,
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data to the host device (and/or for sending data received
from the host device), and accordingly reduce power usage,
for example.

The communications interface of the interface processing,
part between the interface processing part and the host
device can take any suitable and desired form, e.g., depend-
ing upon the storage device and host device 1n question. It
1s preferably the normal interface that the host device would
have with the storage device. Thus, in a preferred embodi-
ment, the interface processing part includes a mass storage
communications interface (an interface that supports mass
storage access Irom a host device) such as, and preferably,
an SD or USB interface, for communicating with the host
device.

In this arrangement, the interface processor accordingly
preferably translates between the application processor and
the data protocol used between the storage device and the
host device.

The communications interface between the iterface pro-
cessing part and the application processing part of the
computing environment on the storage device could, e.g.,
comprise a direct interface (connections) between the 1nter-
face processing part and the application processing part.
However, 1n a particularly preferred embodiment, at least 1in
the case of data communication, communication between
the interface processing part and the application processing,
part takes place via shared memory, as opposed to any form
of direct connection. This 1s advantageous from a hardware
perspective and may also, e.g., facilitate enhanced security.

Enhanced security arrangements facilitated by this could
comprise, for example (and 1n preferred embodiments do
comprise), making application code running on the appli-
cation processing part not accessible to the interface pro-
cessing part; 1 the case ol graphics applications sharing
only the frame bufler from (generated by) the application
processing part with the interface processing part (and
keeping all application code and application data inside
memory areas only accessible by the application processing,
part); and/or limiting the interface processing part (e.g. by
hardware features and/or by software features) to only have
access to the shared memory (with all other system memory
only being accessible by the application processing part).
Preferably, the application processing part processor (e.g.
CPU) has tull control of what data leaves the storage device,
and the interface processing part 1s limited (by hardware or
soltware) to only have access to the shared memory region,
and not to any of the application data or dynamic data used
by the application processing part.

Thus, 1n a particularly preferred embodiment, there 1s no
direct data communications connection between the inter-
face processing part and the application processing part, and
the 1nterface processing part includes appropriate elements
and functionality for communicating with the application
processing part via shared memory (and the application
processing part correspondingly includes appropriate ele-
ments and functionality for communicating with the inter-
face processing part via shared memory). Thus, the interface
processing part preferably accesses data structures stored by
the application processing part i a shared memory to
receive communications from the application processing
part and vice-versa.

Thus, 1n a particularly preferred embodiment, the inter-
face processing part 1s operable to fetch data structures that
have been written to shared memory by the application
processing part, and to process those data structures into a
form suitable for transfer to the host device. Similarly, the
interface processing part 1s preferably operable to process
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data structures receirved from the host device into a form
suitable for transfer to the application processor and to write
those data structures to shared memory for use by the
application processing part.

Thus, 1n a particularly preferred embodiment, the com-
puting environment on the storage device also includes
memory (shared system memory) that 1s to be and that 1s
shared by the application processing part and the interface
processing part, and that 1s used by the application process-
ing part and the interface processing part to communicate
with each other.

As well as communicating via a shared memory (or
otherwise), in a particularly preferred embodiment, an inter-
rupt mechamism 1s provided between the application pro-
cessing part and the interface processing part ol the com-
puting environment on the storage device, to facilitate
(trigger) communication between the application processor
and the interface processor and vice-versa. This interrupt
mechanism may then be used, e.g., to cause the application
processor to respond to imputs from the host device (the
client side) that have been processed by the interface pro-
cessor (and, e.g., placed 1n the shared memory).

The 1interface processing part accordingly preferably
includes an interrupt controller, which interrupt controller 1s
preferably coupled to all the interrupt sources of the appli-
cation processing parts, and/or all the mternal interrupt
sources of the interface processing part.

Interrupts from the application processing part to the
interface processing part can be carried out in any suitable
and desired manner. In one preferred embodiment all the
application processor interrupts are available on the inter-
face processing part interrupt controller.

In another preferred embodiment, the application proces-
sor nterrupts are also or mstead handled by the application
processor mterrupt controller, with iterrupts needed for the
interface processing part being raised by writing to an
interface processing part register.

It would also or instead be possible, e.g., to have an extra
interrupt controller 1 the application processing part that
groups all interrupts to the interface processing part, and
makes all application processing part interrupts available to
the interface processing part.

The interface processing part corresponding preferably
has the ability to imnterrupt the application processing part via
an 1nterrupt signal exiting from the interface processing part.

Other arrangements would, of course, be possible. For
example, there could be only a single iterrupt line from the
application processing part to the interface processing part
and vice-versa.

It would also be possible to operate the system without
having dedicated interrupts between the application process-
ing part and the interface processing part, if desired, and to
use other communications mechanisms between the appli-
cation processing part and the interface processing part of
the computing environment. For example, the application
processing part and the interface processing part could be
configured to poll or otherwise periodically check a specific
part of the shared memory for information about new data
(communications) to be delivered to or retrieved from the
shared memory.

Where the interface processing part includes separate
controller components (such as an SD controller, a flash
controller, etc.) mside the interface processing part, then the
application processing part can preferably access these com-
ponents over a shared bus. Access from the application
processing part to these components 1s preferably controlled
by the mterface processing part.
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In a particularly preferred embodiment, the interface
processing part 1s operable to control, and controls, access to
and from the mass storage, e.g. non-volatile mass storage, of
the storage device. In other words, the interface processing
part preferably operates to provide the “normal” mass stor-
age Tunctionality of the storage device to the host device.

This can be achieved 1n any suitable and desired fashion.
For example, the interface processing part may, and prefer-
ably does, include a suitable mass storage (non-volatile
memory) controller, such as a NAND or NOR flash device
controller, or other controller that performs lower level
access to a non-volatile storage device. It may also or instead
include (execute) a suitable mass storage device driver, such
as an SD-card controller driver.

Having the mass storage operation functionality on the
interface processing part 1s advantageous because it avoids
the need to provide this separately or via the application
processing part. It also means that, as will be discussed
turther below, where the system 1s to be operated 1n “storage
device” (e.g. memory card) only mode, there 1s no need to
use the application processing part (or, indeed, even to boot
the application processor(s)), thereby saving on power, and
potentially allowing faster boot times, for example, for mass
storage device operation. Thus, 1n a particularly preferred
embodiment the interface processing part 1s able to provide
the mass storage functionality without the application pro-
cessing part.

In a particularly preferred embodiment, the interface
processing part controls access to and from data storage
(whether the mass storage or otherwise) on the storage
device. Most preferably, all access to at least the mass
storage on the storage device 1s controlled by the interface
processing part (and preferably in respect of accesses by
both the host device and by the application processing part
to that storage).

This has the eflect that all access to the mass storage, for
example, on the storage device requires permission of the
interface processing part, such that the interface processing
part accordingly can act as a firewall between the host device
and the mass storage on the storage device, and/or between
the application processing part and the mass storage on the
storage device. This can enhance the security of the system,
for example by preventing malicious code from being trans-
ferred from a host device to the application processing part
and vice-versa.

Thus, 1n a particularly preferred embodiment, the inter-
face processing part controls access by the application
processing part to areas ol the mass storage (flash memory)
on the storage device, and/or (and preferably also) controls
access by the host device to areas of the mass storage (flash
memory) on the storage device.

The ability to provide such security features 1s a further
advantage of using an interface processing part that is
separate to an application processing part in the computing
environment on the storage device.

In a preferred embodiment, the interface processing part
1s operable to (and preferably does) scan any incoming and
outgoing data, thereby to add a layer of security to the
operation (by means of the data scanning). This scanning
could be used, e.g., to try to 1dentily, and then block, any
unwanted, forbidden and/or restricted, etc., data entering or
leaving the storage device. Unwanted data could comprise,
for example, attempts to inject malicious code into the
storage device system. Forbidden or restricted data could
comprise, e.g., copyrighted data that should be prevented
from leaving the storage device.
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As will be appreciated by those skilled 1n the art, 1n order
to be able to operate in the full manner of the present
invention, 1t will be necessary to enable (boot) both the
application processor(s) and the interface processor(s)
approprately.

While it would be possible to always enable (boot)
both elements together (e.g. at power up), 1n a particularly
preferred embodiment, the interface processor can
be enabled (booted) independently of the application pro-
cessor(s). Most preferably the interface processor 1s oper-
able without the application processor(s) being enabled
(booted). This then has the advantage that where the appli-
cation processor(s) 1s not needed, e.g., because the host
device simply requires mass storage operation and the
interface processor alone 1s needed for (supports) that, then
the application processor does not need to be enabled,
thereby saving power, etc.

Thus, 1n a particularly preferred embodiment, 1f the host
device only wishes to access the mass storage functionality
of the storage device, only the interface processor 1s enabled
(booted).

This also means that the storage device can still be used
as a normal storage device with host devices that are not
enabled to use applications on the application processor of
the storage device.

In a particularly preterred embodiment, the system 1s
configured so as to only enable (boot) the interface processor
on the storage device at power up. This helps to ensure lower
power usage. This 1s preferably further helped by only
running a minimum of components at power up. Preferably
the 1interface processor runs at a lower clock frequency until
it receives a request for more performance, at which point 1t
may then increase the clock frequency, control the power
controller, etc., to provide increased performance. Thus, 1n
a preferred embodiment, the interface processor can vary the
clock frequency at which 1t 1s operating. Requests for more
performance could, e.g., be imtialised from the host device
running a (soitware) client requesting more functionality,
and/or automatically by the interface processing part based
on the host device’s ability to provide power to the storage
device, or other criteria.

The interface processor may be booted as desired. For
example, and preferably, 1t may have a boot ROM and boot
from that boot ROM. In a preferred embodiment, once it has
started to boot, the interface processor preferably then
continues to boot using data and code stored in the mass
storage memory of the storage device, and/or using data and
code stored on the host device and/or from over the Internet
(e.g. where the relevant data is not yet stored 1n the memory
on the storage device). This helps to allow the boot ROM for
the 1nterface processor to be as small as possible.

In a particularly preferred embodiment, the boot proce-
dure for the interface processor carries out a number of
authentication (security) checks as part of its process, and
either continues with or aborts the boot procedure depending
upon the outcome of those authentication checks.

For example, once the boot code on the boot ROM has
been executed, the interface processor preferably then
checks the authenticity of any further boot data and code
stored 1n the mass storage memory of the storage device, and
then proceeds (or not) to boot using that data and code stored
in the mass storage memory of the storage device depending
upon the result of the authentication check.

The authentication check could be carried out in any
suitable and desired manner, for example by comparing an
authentication key (or a value derived from an authentica-
tion key (such as a hash)) that 1s stored 1n secure storage
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accessible only to the interface processor with a correspond-
ing key stored with the boot data and code i1n the mass
storage memory of the storage device (or with a correspond-
ing value, such as a hash, derived from a key stored with the
boot data and code in the mass storage memory of the
storage device).

Preferably, there 1s a further authentication check as the
boot procedure continues using the data and code stored in
the mass storage memory of the storage device, for example
at an appropriate next boot code level. Again, this authen-
tication check preferably comprises an appropriate compari-
son of an authentication key (or value derived from that key)
stored with the boot data and code in the mass storage
memory of the storage device with an authentication key (or
value derived from an authentication key) stored in secure
storage accessible to the interface processor, and again the
boot procedure 1s preferably either continued or 1s aborted
depending upon the result of that authentication check.

Accordingly, the interface processing part of the comput-
ing environment preferably includes some secure storage for
storing the authentication key(s) (or values derivable from
authentication key(s)) to be used to secure the boot proce-
dure.

In a preferred embodiment, 1t 1s also possible to boot the
system using boot code and data (a boot image) that 1s stored
on an external storage device. This may be used, for
example, to, m ellect, boot the interface processor from a
rescue 1mage stored on an external storage device and/or as
a procedure for loading the necessary boot code and data
into the mass storage memory of the storage device for use
for booting the interface processor when the system 1is
started for the first time (1.¢. for booting an empty system).

In this case, again the procedure 1s preferably that the
interface processor 1s first booted from the boot ROM, and
then, once 1t has started to boot, the interface processor
preferably checks the authenticity of the stored boot image
on the external storage device (which authentication proce-
dure may again be, and 1s preferably, carried out by com-
paring appropriate authentication keys or key values).

In this case, 1t the authentication check 1s passed, the
interface processor preferably then executes the boot code
and data stored on the external storage device to continue
booting the interface processor (e.g., and preferably, in the
manner discussed above). It could, e.g., execute the boot
code and data directly from the external storage device, or
it could, e.g., load the boot code and data from the external
storage device to the mass storage memory of the storage
device, and then execute that boot data and code from the
mass storage memory of the storage device to continue
booting the interface processor (e.g., and preferably, 1n the
manner discussed above).

In these arrangements, the interface processor will
accordingly be enabled on its own. The application proces-
sor 1s preferably then enabled (booted) at a later time,
preferably 1n response to (and preferably only 1n response
to) some event that indicates a need for the application
processor. The triggering event may, e.g., be, and preferably
1s, an approprate user input on the host device, such as the
activation of a client application on the host device. In
response to this, the system will then start to boot the
application processor on the storage device. The application
processor 1s preferably booted by means of the interface
processor giving the relevant mass storage boot address to
the application processor.

Thus, 1 a particularly preferred embodiment, the com-
puting environment on the storage device i1s enabled
(booted) 1n two stages, firstly (at power up) to a mass storage
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operation mode by booting the interface processor only, and,
iI required, then, 1n a second, subsequent stage, to a full
application processing mode by booting the application
processor(s).

In a preferred embodiment, the storage device 1s config-
ured such that it will only enable (boot) the application
processor 1f the coupled host device can provide the neces-
sary power, performance, etc. to support such operation.

(This could be determined, e.g., by data communication
using the low level SD or USB protocols (the SD and USB
protocols, as 1s known 1n the art, exchange information
about the power available from the host device and also the
requirements from the storage device).)

The interface processor 1s preferably also configured to
handle any necessary 1nitialisation and handshaking with the
host device.

It can be seen from the above, that in a preferred embodi-
ment the interface processing part of the computing envi-
ronment on the storage device 1s connected to a shared
memory device and to a shared bus infrastructure, so that the
application processing part can access internal components
and/or functions of the interface processing part, and the
interface processing part can access components/peripherals
and/or functions of the application processing part. Most
preferably the interface processing part of the computing
environment on the storage device 1s capable of one or more,
and preferably all of, the following functions: transier of
data between outside host and application processor;
memory card mode handling; initialization of the application
processor; 1nitialization and handshaking with the host
device; and providing the nonvolatile storage device func-
tions to the host device.

Similarly, in a particularly preferred embodiment, the
interface processing part in the computing environment on
the storage device can and preferably does include one or
more and preferably all of the following devices: a CPU or
other controller able to control the components of the
interface processing part; an external interface controller to
the host device (this can be, for example, SecureDigital,
USB or other interface supporting mass storage access from
a host device); a non-volatile memory controller (this can,
¢.g., be a NAND flash device controller, NOR flash con-
troller or other controller that performs lower level access to
a non-volatile storage device); some internal system
memory (for use as working space memory); a debugging
infrastructure (such as jtag, uart etc.); a component for
compression and encoding of video, audio or data; a boot
ROM {for booting of the system and storing application code;
an mterrupt controller with connection to some or all of the
application processor interrupt sources and internal interrupt
sources; and some secure storage (e.g. for storing authenti-
cation keys for securing the boot procedure, as discussed
above).

As discussed above, a key advantage of the present
invention 1s that 1t facilitates the use of application proces-
sors for executing applications on a storage device coupled
to a host device without the need for significant changes or
modifications to the application processor 1tself (and,
indeed, 1n preferred embodiments at least, requires minimal,
il any, changes or additions to the application processor(s)).
However, the present mvention does not preclude there
being any changes or additions to the application processor,
for example where that may be advantageous or required to
allow the system to operate. Thus, for example, where
approprate, 1t 1s preferred to provide and execute a driver
for the interface processor on the application processor(s), to



US 9,451,026 B2

13

allow the application processor to drive the interface pro-
cessor (and the present invention encompasses such arrange-
ments).

As will be appreciated by those skilled in the art, the
communication between the storage device and the host
device in the present invention could comprise, e.g., the
sending of commands, content and/or other data to the host
device (e.g. to the client module on the host device) and
vice-versa. For example, data to be sent from the host device
to the storage device may comprise, e.g., all data relating to
key presses, network traflic, audio, video, gps, sensor inputs,
etc.

The actual data that 1s communicated will depend on the
application that 1s running on the storage device. For
example, 1n the case of an, e.g., mapping application, key
presses, internet traflic (streaming maps) and gps co-ordi-
nates could be sent to the application on the storage device,
which would then process the data and provide image data
back to the client host device.

Similarly, data to be sent from the storage device to the
host device preferably comprises at least image data (for
display) but could also comprise audio data for example. In
other applications it could comprise GPS data (where the
storage device icorporates a GPS function) or network data
(where the storage device incorporates a network function),
for example.

As discussed above, 1n a particularly preferred embodi-
ment, the existing storage device mterface and communica-
tion protocol (i1.e. that 1s provided for normal use of the
storage device) 1s used for communication between the
storage device and the host device (e.g. for communication
between the server on the storage device and the client on
the host device).

Thus, 1n a particularly preferred embodiment, the neces-
sary communication between an application running on the
storage device and the host device (e.g. between the server
and client modules on the storage device and the host device,
respectively) takes place via a data file mput/output (read/
write) mechanism that 1s provided for the transfer of data to
and from the memory on the storage device (for its normal
“mass storage” function). Thus, communication between the
“master’” storage device and the “slave” host device for the
purpose of the present mvention preferably takes place as
appropriate (read/write) file accesses (data transiers) by the
host device to the storage device, 1.e. by means of the host
device (the client on the host device) reading and writing
files from and to the storage device using the conventional
storage device mnterface and protocol.

This has the advantage that as such data transfer mecha-
nisms will already be provided in any host and storage
device system (for the purpose of storing data on and reading
data from the storage provided on the storage device), the
need to provide further communication arrangements and
interfaces to provide the server and client operation for the
present ivention 1s avoided.

It also has the advantage that the normal “storage device”
interface between the host and the storage device can
straightforwardly be maintained, such that, for example, the
host device will continue simply to assume and act as 1f there
1s storage device attached to it, and means that the present
invention can be used with existing storage device systems.

In a particularly preferred embodiment, the communica-
tion from the master storage device to the slave host device
1s achieved by the slave host device reading files (data) from
the storage device, and communication from the slave host
device to the master storage device 1s achieved by the slave
host device writing files (data) to the storage device.
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The files (data) that are read and written may comprise
commands, content or other data for the server or client
module, as appropriate. They are preferably seen as generic
data transiers by the host device, with the server or client
module then interpreting the data transfers as being com-
mands, content or other data, as appropriate and as neces-
sary.

In a particularly preferred embodiment, certain data
addresses (e.g. block addresses) are associated with “nor-
mal” data transiers (such that reads and writes to those
addresses result 1n normal storage device behaviour), and
other addresses are associated with (set aside for) the respec-
tive master and slave operation communications when an
application 1s being executed on the storage device. Then by
causing the host device to write data to and read data from
the appropriate addresses, communication between an appli-
cation running on the storage device and the relevant slave
functions on the host device can be facilitated.

Thus, 1n a particularly preferred embodiment, communi-
cation from the host device to or for an application that 1s
running on the storage device 1s achieved by the host device
writing data to a memory address or addresses that has been
set aside for (associated with) such communication, such
that when the, e.g., server module on the, storage device sees
that data 1s being written to that address, 1t can 1dentify that
data as being a communication that needs to be processed for
or provided to the application in question. (The data that 1s
written to the address may comprise, as discussed above,
¢.g. commands, content or other data for the server and/or
application(s).)

Similarly, 1n a particularly preferred embodiment, com-
munication from an application that is running on the
storage device to the, e.g. client module of the, host device
1s achieved by host device reading (e.g. by the client module
causing the host device to read) from a memory address or
addresses that has been set aside for (associated with) such
data transiers, such that when the, e.g. server module on the,
storage device sees the host device attempting to read such
an address or addresses, it can return the appropriate com-
munications to the host device. (Again, the data that 1s
returned 1n response to the read may comprise, €.g., com-
mands, content or other data for the, e.g. client module on
the, host device.)

Thus, 1n a particularly preferred embodiment, the host
device, 1n order to transfer data and/or commands from the
host device to the storage device, writes data to the storage
device to an “mput” address or addresses that has or have
been predefined as being an address or addresses to be used
for this purpose.

Similarly, the host device, in order to receive communi-
cations (data) that 1s intended for 1t from the storage device,
reads data from an “‘output” address or addresses on the
storage device that has or have been predefined as being an
address or addresses to be used for that purpose. The storage
device then recognises such reads and transters the appro-
priate data, etc., to the host device in response thereto. The
host device will know that any read 1t does from an output
address should contain data, etc., that 1s for it.

In a preferred arrangement of these aspects and embodi-
ments of the invention, the particular “mmput” and “output™
address arrangements are achieved by defining special files
in the address area of the storage device, a predefined
“output” file or files from which communications for the
host device can be read and a predefined “imnput” file or files
to which communications from the host device for the
“master” function storage device should be written. Then,
the host device can communicate with the application on the




US 9,451,026 B2

15

storage device by reading an “output” file and writing to an
“mput” file, as appropriate. Such files may be created, for
example, by manipulating the file access tables and directory
tables for the storage device. There may be a single “output”™
and a single “input” file defined, or there may be plural input
and/or output {iles.

In a particularly preferred embodiment, host device 1s
configured to acknowledge data transiers that it receives
from the storage device when an application 1s being
executed on the storage device. This then allows the storage
device to i1dentily whether the host device has received the
data transfer or not.

The present invention can be used 1n any microprocessor
based system that uses storage devices to provide mass
storage to the system. It 1s particularly advantageous for use
in smaller and portable electronic devices that may have
more limited resources. Thus 1t can 1n particular be used with
portable and handheld devices, such as PDAs, mobile tele-
phones, gaming devices, etc.

The wvarious functions, modules and elements of the
present mnvention can be carried out and implemented 1n any
desired and suitable manner. For example, the functions of
the present mvention can be implemented in hardware or
software, as desired. Thus, for example, the invention may
comprise a suitable processor or processors, functional units,
circuitry, processing logic, microprocessor arrangements,
etc., that are operable to perform the various functions, etc.,
such as appropnately dedicated hardware elements and/or
programmable hardware elements that can be programmed
to operate in the desired manner.

Similarly, the computing environment and flash memory
(mass storage) element, etc., can be physically arranged as
desired on the storage device. For example, although 1n a
preferred embodiment the computing environment 1s pro-
vided as a separate chip or chips to the flash memory
clement on the storage device, 1t would be possible to
integrate the tlash memory and the computing environment
in a single chip, if desired. Similarly, the components of the
computing environment, such as the application processing
part, the interface processing part, the flash memory con-
troller, etc., could all be provided on a single chip, or each
as separate chips, or as any other suitable combination of
chips, as desired.

As will be appreciated by those skilled 1n the art, all of the
described aspects and embodiments of the present invention
can include, as appropriate, any one or more or all of the
preferred and optional features described herein.

The methods 1n accordance with the present mvention
may be implemented at least partially using software e.g.
computer programs. It will thus be seen that when viewed
from further aspects the present mvention provides com-
puter software specifically adapted to carry out the methods
herein described when 1nstalled on data processing means, a
computer program element comprising computer software
code portions for performing the methods herein described
when the program element 1s run on data processing means,
and a computer program comprising code means adapted to
perform all the steps of a method or of the methods herein
described when the program 1s run on a data processing
system. The data processing system may be a microproces-
sor, a programmable FPGA (Field Programmable Gate
Array), etc.

The mvention also extends to a computer software carrier
comprising such software which when used to operate a
microprocessor system comprising data processing means
causes 1n conjunction with said data processing means said
system to carry out the steps of the methods of the present
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invention. Such a computer software carrier could be a
physical storage medium such as a ROM chip, CD ROM or
disk, or could be a signal such as an electronic signal over
wires, an optical signal or a radio signal such as to a satellite
or the like.

It will further be appreciated that not all steps of the
methods of the mvention need be carried out by computer
software and thus from a further broad aspect the present
invention provides computer software and such software
installed on a computer software carrier for carrying out at
least one of the steps of the methods set out herein.

The present invention may accordingly suitably be
embodied as a computer program product for use with a
computer system. Such an implementation may comprise a
series of computer readable 1nstructions fixed on a tangible
medium, such as a non-transitory computer readable
medium, for example, diskette, CD ROM, ROM, or hard
disk. It could also comprise a series of computer readable
istructions transmittable to a computer system, via a
modem or other interface device, over either a tangible
medium, including but not limited to optical or analogue
communications lines, or intangibly using wireless tech-
niques, including but not limited to microwave, inirared or
other transmission techniques. The series of computer read-
able instructions embodies all or part of the functionality
previously described herein.

Those skilled i the art will appreciate that such computer
readable instructions can be written 1 a number of pro-
gramming languages for use with many computer architec-
tures or operating systems. Further, such instructions may be
stored using any memory technology, present or future,
including but not limited to, semiconductor, magnetic, or
optical, or transmitted using any communications technol-
ogy, present or future, including but not limited to optical,
infrared, or microwave. It i1s contemplated that such a
computer program product may be distributed as a remov-
able medium with accompanying printed or electronic docu-
mentation, for example, shrink wrapped software, pre
loaded with a computer system, for example, on a system
ROM or fixed disk, or distributed from a server or electronic
bulletin board over a network, for example, the Internet or
World Wide Web.

A number of preferred embodiments of the present inven-
tion will now be described by way of example only and with
reference to the accompanying drawings, in which:

FIG. 1 shows schematically an embodiment of the present
imnvention;

FIG. 2 shows schematically a protocol stack used in the
embodiment shown in FIG. 1;

FIG. 3 shows schematically the block address space on
the storage device of the embodiment shown 1n FIG. 1;

FIG. 4A shows schematically the structure of the file
stream packets that are transierred between the storage
device and the host device in the embodiment of FIG. 1;

FIG. 4B shows schematically the structure of the file
stream packets that are transierred between the storage
device and the host device in the embodiment of FIG. 1;

FIG. § shows the sequence of actions for a packet read
from the host device 1n the embodiment of FIG. 1;

FIG. 6 shows an example of the operation of the embodi-
ment of FIG. 1;

FIG. 7 shows an example of the operation of the embodi-
ment of FIG. 1;

FIG. 8 shows an example of the operation of the embodi-
ment of FIG. 1;
FIG. 9 shows an example of the operation of the embodi-

ment of FIG. 1;
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FIG. 10 shows an alternative acknowledgement mecha-
nism; and

FIG. 11 shows the boot sequence used for the interface
processing part in the embodiment shown 1n FIG. 1.

FIG. 1 shows an exemplary embodiment of a system that
can be operated in accordance with the present imnvention.
The system comprises a host electronic device 2 which in the
present embodiment 1s a mobile phone, and a storage device
3, which 1n the present embodiment 1s 1n the form of an SD
memory card, that 1s coupled to the host device 2.

Other host devices and storage devices would, of course,
be possible. For example the host device may be a camera,
a portable entertainment device, a PDA, a personal naviga-
tion device, an in-car navigation or entertainment system, a
PC, an appliance such as a TV, printer or washing machine,
etc. Similarly, the storage device could, for example, be a
hard drive, a flash drive, or a USB memory stick.

As shown 1 FIG. 1, the memory card (storage device) 3
and the host device 2 communicate with each other via an
appropriate device-host interface 4. In the present embodi-
ment they communicate over a wired interface, as the
memory card (storage device) 3 is recerved 1n a suitable SD
card slot 1n the host device 2. Other arrangements, including
a wireless link between the host 2 and the memory card
would be possible 1f desired. The host device 2 and memory
card communicate with each other using the approprnate SD
card communication protocol.

The memory card (storage device) 3 further includes, as
1s known 1n the art, a flash (non-volatile) memory element
5 for providing mass storage lfunctionality for the host
device 2.

As shown 1n FIG. 1, the storage device 3 also includes a
computing environment 8, which in this embodiment com-
prises an application processing part 6, a separate interface
processing part 7, and a shared memory 9 for use by the
application processing part 6 and the interface processing
part 7 via a bus matrix 10 to communicate with each other.
The computing environment 8 also includes a random access
memory (RAM) that i1s usable by the processors of the
computing environment.

In the present embodiment, the computing environment 8
1s provided on a separate chip, with the flash memory
clement 5, for example, also being provided as a separate
chip, with the various chips then being appropriately con-
nected together and mounted on, 1n this case, an approprate
SD card (or micro SD card) substrate. Other arrangements,
such as providing the computing environment 8, and flash
memory element 3, etc., all on the same chip, or providing
the components of the computing environment 8, such as the
application processing part and the interface processing part,
cach as separate chips, would equally be possible, if desired.

The application processing part 6 of the computing envi-
ronment 8 of the present embodiment comprises at least one
CPU (or some other form of more general processor), a
graphics processor (GPU), an internal RAM, debugging
infrastructure, peripherals, power management, and clock
control.

The application processing part 6 of the computing envi-
ronment 8 1s operable to execute one or more applications on
the storage device 3. The applications may be stored, for
example, 1n the flash memory eclement 5 of the storage
device 3 and then loaded appropnately into the RAM of the
application processing part 6 when they are to be executed.
Applications can also be executed from the shared memory
or directly from the flash memory.

The applications that may be executed 1n the application
processing part 6 of the computing environment 8 of the
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storage device 3 may comprise any suitable and desired
applications, such as games, productivity applications such
as spreadsheets or word processors, Internet browsers,
¢-mail clients, video and audio editing tools, Internet appli-
cations, user interface applications such as stock viewers,
weather programs, flight schedules, etc. The application
processing part 6 could execute plural applications simul-
taneously and/or support plural applications, 11 desired.

In the present embodiment, the application processor or
processors of the application processing part 6 also execute
a driver for communication with the interface processing
part 7, to allow the application processor to communicate
with the interface processor. The interface processing part 7
1s self-standing and all communication with the application
processing part 6 1s done via shared memory.

The interface processing part 7 of the computing envi-
ronment 8 1s a processing component that facilitates in
particular transparent data communication between the host
device 2 and the application processing part (system) 6. This
then enables the application processing part 6 to provide
additional computing power to the host device 7 through the
mass storage communications interface 4 between the host
device 2 and the storage device 3. In the present embodi-
ment, as will be discussed further below, the interface
processing part 7 1s also configured so as to allow the host
device 2 to access the normal mass storage functions S of the
storage device 3 with minimal power consumption.

Thus, as well as 1ts communication with the application
processing part 6 of the computing environment 8 (which
will be discussed 1n more detail below), the interface pro-
cessing part 7 of the computing environment 8 1s also able
to communicate with the host device 2 and the normal tlash
memory element 5 of the storage device 3. It accordingly has
appropriate communications interfaces to the host device 2,
and to the non-volatile memory element 5, and to the
application processing part 6 of the computing environment
8 of the storage device 3.

In the present embodiment, the interface processing part
7 of the computing environment 8 on the storage device 3
performs the following functions: transifer of data between
the host device 2 and the application processing part 6 of the
storage device; memory card mode handling for the host
device; mmitialization of the application processor in the
application processing part 6; initialization and handshaking
with the host device 2; and providing the nonvolatile storage
device functions to the host device 2.

To achieve this, 1n the present embodiment, the interface
processing part 7 of the computing environment 8 on the
storage device 3 includes: a CPU or other controller able to
control the components of the interface processing part 7,
carry out mnitialisation and handshaking functions, etc.; an
external interface controller to the host device (1in the present
embodiment, as the storage device 3 1s an SD card, this
interface controller comprises a SecureDigital controller;
however a USB or other interface supporting mass storage
access from a host device controller could be used, 1if
desired, depending upon the nature of the storage device); a
non-volatile memory controller (this can, e.g., be a NAND
flash device controller, NOR flash controller or other con-
troller that performs lower level access to a non-volatile
storage device); some internal system memory (for use as
working space memory); a debugging inirastructure (such as
1tag, uart etc.); a component for compression and encoding
of video, audio or data; a boot ROM for booting of the
system and storing application code; an interrupt controller
with connection to all the application processor interrupt
sources and internal interrupt sources; and some secure
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storage for storing authentication keys to be used to secure
the boot procedure (not shown).

Other arrangements, and functionality, etc., for the inter-
face processing part 7 of the computing environment 8 of the
storage device 3 would, of course, be possible.

The interface processing part 7 of the computing envi-
ronment 8 also includes, as discussed above, a processor
(which may be a CPU, dedicated hardware, etc., as desired)
operable to interface (translate) between a communications
protocol used between the host device 2 and the storage
device 3, and a communications protocol required or
expected by an application being executed on the application
processor 1n the application processing part 6 of the storage
device 3. This mterface processor may be the same as or
different to the processor (e.g. CPU) that controls the com-
ponents of the interface processing part 7.

The 1nterface (translation) function of the interface pro-
cessor 15 operable to take data received from the host device
and convert it to the appropriate data structures that the
application processor(s) uses, and vice-versa. Thus, the
interface processor accordingly translates between the appli-
cation processor and the data protocol used between the
storage device 3 and the host device 2.

In the present embodiment, the interface processor, as
well as being able to convert data between the protocol
required for communication with the host device, and the
protocol required by application processing part, 1s also able
to encode and/or compress data to be sent to the host device.
This reduces the data transfer requirements for sending data
to the host device 2, and accordingly reduces power usage,
for example.

In the present embodiment, the communications interface
part between the interface processing part 7 and the host
device 2 comprises a mass storage communications interface
(an 1nterface that supports mass storage access from a host
device) 1 the form of an SD interface (other arrangements,
such as a USB interface for commumnicating with the host
device could be used, e.g. depending upon the nature of the
storage device 3).

In the present embodiment, communication between the
interface processing part 7 and the application processing
part 6 of the computing environment 8 of the storage device
3 takes place, as shown, via shared memory 9. This 1s
advantageous from a hardware perspective and may also,
¢.g., facilitate enhanced securty.

Thus, the interface processing part 7 of the storage device
3 mncludes appropnate elements and functionality for com-
municating with the application processing part via the
shared memory 9, and the application processing part 6
correspondingly includes appropriate elements and func-
tionality for communicating with the interface processing,
part via the shared memory 9. Thus, the interface processing,
part 7 accesses data structures stored by the application
processing part 6 in the shared memory 9 to receirve com-
munications from the application processing part 6 and
vice-versa.

Thus, 1n the present embodiment, the interface processing,
part 7 1s operable to fetch data structures that have been
written to the shared memory 9 by the application process-
ing part 6, and to process those data structures into a form
suitable for transier to the host device 2, and 1s operable to
process data structures received from the host device 2 into
a form suitable for transier to the application processor 6 and
to write those data structures to the shared memory 9 for use
by the application processing part 6.

An 1interrupt mechanism 1s also provided between the
application processing part 6 and the interface processing
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part 7 of the computing environment 8 on the storage device
3, to facilitate communication between the application pro-
cessor and the interface processor and vice-versa. This
interrupt mechanism may then be used, e.g., to cause the
application processor to respond to iputs from the host
device 2 (the client side) that have been processed by the
interface processor (and, e.g., placed in the shared memory
9).

The iterface processing part 7 accordingly includes an
interrupt controller, which interrupt controller 1s coupled to
all the iterrupt sources of the application processing part 6,
and all the internal interrupt sources of the interface pro-
cessing part 7.

In the present embodiment, interrupts from the applica-
tion processing part 6 to the interface processing part 7 are
carried out by having all the application processor interrupts
available on the mterrupt controller of the interface process-
ing part 7.

Other arrangements would be possible. For example, the
application processor interrupts could also or instead be
handled by the application processor interrupt controller,
with interrupts needed for the interface processing part 7
being raised by writing to an interface processing part
register. It would also or instead be possible, e.g., to have an
extra mterrupt controller 1n the application processing part 6
that groups all interrupts to the interface processing part 7,
and makes all application processing part iterrupts avail-
able to the interface processing part.

The interface processing part 7 has the ability to interrupt
the application processing part 6 via an interrupt signal
exiting from the interface processing part.

In this way, the interface processor 1n the interface pro-
cessing part 7 communicates with the application processor
in the application processing part 6 of the computing envi-
ronment 8 via iterrupts and the shared memory 9.

Where the interface processing part includes separate
controller component (such as an SD controller, a flash
controller, etc.) mside the interface processing part, then the
application processing part can preferably access these com-
ponents.

The components of the interface processing part, such as
the nand flash controller, physical interface controller, etc.
are accessed by the application processing part over a shared
bus. Access from the application processing part to these
components 1s controlled by the interface processing part.

As discussed above, i the present embodiment, the
interface processing part 7 controls access to and from the
non-volatile mass storage 5 of the storage device 3. Thus, the
interface processing part 7 provides the “normal” mass
storage functionality of the storage device 3 to the host
device 2.

To do this, the interface processing part 7 includes a
suitable mass storage (non-volatile memory) controller, such
as a NAND or NOR flash device controller, or other con-
troller that performs lower level access to a non-volatile
storage device. It also executes a suitable mass storage
device driver, which 1n this embodiment 1s an SD-card
controller driver.

In the present embodiment, the interface processing part
7 controls access by the application processing part 6 to
arcas of the mass storage (tflash memory) 5 on the storage
device 3, and controls access by the host device 2 to areas
of the mass storage (flash memory) 5 on the storage device
3.

This has the effect that all access to the mass storage 3 on
the storage device 3 requires permission of the interface
processing part 7, such that the interface processing part
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accordingly acts as a firewall between the host device 2 and
the mass storage 5 on the storage device 3, and between the
application processing part 6 and the mass storage 5 on the
storage device 3. This can enhance the security of the
system, for example by preventing malicious code from
being transierred from a host device to the application
processing part and vice-versa.

The computing environment 8 1s configured so as to only
enable (boot) the interface processor (the interface process-
ing part 7) on the storage device 3 at power up. This helps
to ensure lower power usage. It also has the advantage that
where the application processor(s) i1s not needed, e.g.,
because the host device 2 simply requires mass storage
operation, then the application processor does not need to be
enabled, thereby saving power, etc. (as the interface proces-
sor alone supports that).

Also, only a mimimum of components run at power up and
the 1interface processor runs at a lower clock frequency until
it rece1ves a request for more performance (at which point 1t
can then increase the clock frequency, control the power
controller, etc., to provide increased performance).

The interface processor (the interface processing part 7)
may be booted as desired. In the present embodiment, the
interface processing part 7 has a boot ROM and boots from
that boot ROM. Once 1t has started to boot, the interface
processor then continues to boot using data and code stored
in the mass storage memory 5 of the storage device 3. It can
also use data and code stored on the host device 3 and/or
from over the Internet for this, if required (e.g. where the
relevant data 1s not yet stored 1n the memory 5 on the storage
device).

FIG. 11 shows the procedure that 1s used for booting the
interface processing part 7 in the present embodiment 1n
more detail.

As shown 1n FIG. 11, when the interface processing part
1s first powered-up, 1t will proceed to execute boot code that
1s stored 1n the boot ROM that i1s present in the interface
processing part 7 to start the boot procedure (step 100).

Once this boot code has been executed, the interface
processing part 7 then checks the authenticity of the boot
loader data and code that 1s stored in the external mass
storage memory 5 of the storage device 3 (step 101). In the
present embodiment this 1s done by reading a public authen-
tication key that 1s stored with the boot loader code 1n the
mass storage memory 3 of the storage device 3, and then
comparing that authentication key (or, e.g., a hash of that
key) with a copy of the key (or of a hash of the key,
respectively) that 1s already contained 1 a secure storage
section of the boot ROM of the interface processing part 7.

If this authenticity check (step 102) indicates that the keys
(or the hashes of the key) do not match, then the boot
procedure 1s aborted (step 103). This 1s because if the
authentication check 1s not successiul, that would suggest
that the boot code 1n the mass storage memory 5 of the
storage device 3 has been modified or otherwise interfered
with, and therefore that security has potentially been
breached.

On the other hand, 1f the authenticity (security) check
(step 102) 1s successiul, then the interface processing part 7
can proceed to load and execute the boot loader data and
code from the mass storage memory 5 of the storage device
3 to continue with the boot procedure (step 104).

When the next level of boot loader code (such as, e.g.,
kernel, OS, or special application code) 1s to be executed, a
turther authenticity (security) check for that next level of
boot code 1s performed (step 1035). This authentication check
again preferably comprises comparing a key or a hash of a
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key that 1s stored in association with the next level of boot
code 1n the mass storage memory 5 of the storage device 3
with a corresponding version of that key (or hash of that key)
that 1s stored 1n the secure storage of the interface processing
part 7.

I this security check (step 106) 1s successtul, then the
boot procedure will proceed to execute the second level boot
code stored in the mass storage memory 3 of the storage
device 3 (step 107), after which the boot procedure 1is
completed and the interface processing part 7 will be
cnabled.

At this stage, for example, a kernel stored in the mass
storage memory 5 of the storage device 3 will mount file
systems according to the desired set-up, and continue with
user space initialisation. This will then start the necessary
applications and GUI for the device to become enabled.

I1 the second level of boot code authenticity check fails at
step 105, then the interface processing part enters a recovery
boot procedure (step 108).

In the recovery boot procedure, the system can attempt a
recovery boot. In thus arrangement, the iterface processing,
part 7 attempts to boot from a rescue 1mage (comprising boot
loader code and data) that 1s provided on a further external
storage device, such as an SD card, that may be provided by
the user and coupled to the storage device 3. Again, 1f an
attempt to boot using this rescue 1mage 1s to be made, the
interface processing part 7 first carries out an authentication
check to determine whether an authentication key (or a hash
of that key) that 1s stored in the boot rescue 1image on the
external storage device matches the key (or hash) value
stored 1n the boot ROM of the interface processing part 7.
(The authentication key that 1s stored in the boot rescue
image may be a signature that 1s generated from a secure
private key, for example.)

If this authentication procedure (step 109) 1s successiul
(thereby indicating that the rescue image on the external
storage device has not been tampered with), then the inter-
face processing part proceeds to execute the recovery code
(step 110) on the external storage device and proceeds with
the normal boot procedure using the rescue image in the
manner described above.

The rescue 1mage (boot code and data) could, e.g., be
executed directly from the external storage device, or it
could, e.g., be loaded from the external storage device on to
the storage device 3, by copying the rescue image from the
external storage device to the mass storage memory 3 of the
storage device 3, and then, once the rescue 1image has been
copied to the mass storage memory 5 of the storage device
3, the system could proceed with the normal boot procedure
using the rescue 1mage copied to the mass storage memory
5 of the storage device 3 1n the manner described above.

If the check of the rescue 1mage on the external storage
device fails, then the procedure 1s aborted (step 111).

This latter recovery procedure (i1.e. executing a rescue
image from an external storage device and then proceeding
to boot from that rescue 1mage), can also be used, 1f desired,
for mitial booting of the system for the first time, in the
situation where, for example, there 1s no boot data and code
yet stored 1 the mass storage memory 35 of the storage
device 3, or for system recovery or system maintenance. In
these arrangements, the “rescue image” could, e.g., be
copied to the mass storage memory 5 of the storage device
3, so that the system can subsequently be booted from boot
code and data that 1s stored 1n the mass storage memory 5 of
the storage device 3.

The application processor (the application processing part
6) 1s enabled (booted) at a later time, after the interface
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processor (the mterface processing part 7) has been booted,
and only 1n response to some event that indicates a need for
the application processor (for the application processing part
6). In the present embodiment, the triggering event 1s an
appropriate user mput on the host device, such as the
activation of a client application on the host device. In
response to this, the system will then start to boot the
application processor (the application processing part 6) on
the storage device 3. The application processor 1s preferably
booted by means of the interface processor giving the
relevant mass storage boot address to the application pro-
CESSOT.

Thus, 1n the present embodiment, the computing environ-
ment 8 on the storage device 1s enabled (booted) 1n two
stages, firstly (at power up) to a mass storage operation
mode by booting the interface processor only, and, if
required, then, in a second, subsequent stage, to a full
application processing mode by booting the application
processor(s). (Other arrangements would, of course be pos-
sible.)

In the present embodiment, the storage device 3 1s also
configured such that the application processor (the applica-
tion processing part 6) will only be enabled (booted) if the
coupled host device 2 can provide the necessary power,
performance, etc. to support such operation.

As well as supporting the execution of an application on
the storage device 3, the computing environment 8 of the
storage device 3 1s operable to execute a set of soltware
components that together provide a server module (a server
function) on the storage device 3. There 1s a corresponding
set of client software components on the host device 2 that
together provide a client module (a client function) on the
host device 2 that can cooperate with the server module
(function) on the storage device 3 to allow an application
that 1s being executed 1n the computing environment 8 of the
storage device 3 to access and use, inter alia, mput and
output functions of the host device 2. In eflect, the server
components running in the computing environment 8 con-
stitute a server module that allows the storage device 3 to act
as a master controlling functions of the host device 2, via a
corresponding client module formed by the client compo-
nents of the host device 2. The arrangement 1s such that the
host device 2 can act as a thin client providing user input and
output functions and connectivity with the Internet for an
application that 1s runming 1n the computing environment 8
on the storage device 3.

In the present embodiment, the server module 1s executed
in the mterface processor on the interface processing part 7
of the computing environment 8 (i.e. the mterface process-
ing part provides the server function on the storage device
3). This avoids stealing any performance from the applica-
tion processor and the application processing part 6 for
performing the server function. However, other arrange-
ments, such as running the server module 1 the application
processor 1n the application processing part 6, or 1n a
distributed fashion across both the interface processing part
7 and the application processing part 6 on the storage device
3 would be possible, 11 desired.

The operation of the server module and client module in
the present embodiment will now be described.

FIG. 2 shows schematically the relevant server 20 and
client 21 software stack and protocols that are provided on
the storage device 3 and the host device 2, respectively. The
software running in the computing environment 8 of the
storage device 3 (in the interface processing part 6 of the
computing environment 8 1n the present embodiment) acts
as the “master” and the client software running on the host
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device 1s the corresponding “slave”. Communications
between the respective layers of the protocol stack over a
defined protocol are shown with dashed lines i FIG. 2,
while actual physical communication paths are shown with
solid lines.

As shown 1n FIG. 2, the top protocol layer is the service

layer 22.

Each application that may be executed on the storage
device 3 has access to an API which provides all operating
system and mput/output functionality for the application.
The API 1s implemented either as shared or static libraries
and therefore runs 1n the same context as the application.

The API libraries provide the service protocol layer 22
which 1s a set of protocols for different services which the
client module on the host device will provide for the
application that 1s running on the storage device, such as
access to the display, buttons and Internet on the host device
(1n eflect, a slave user interface, etc., on the host device). In
the present embodiment, each service 1s one specific func-
tionality, such as graphics output or key press events.

Each service has a defined service protocol, and repre-
sents a certain capability, such as a key input service. In
operation, when a service 1s 1n use, a “‘channel” linked to the
service 1s opened through which, for example, events relat-
ing to the service can be sent and received. For example, 1f
a slave host device registers a key mput service, the master
server component on the storage device can open a channel
linked to that key input service and then receive key input
events through that channel. Several channels can be opened
to the same service (and all channels must be linked to a
service).

The next layer down 1n the protocol stack 1s the transport
protocol layer 25. There 1s a corresponding transport mul-
tiplexer component 26, 27 1n the server module 20 on the
storage device 3 and 1n the client module 21 on the host
device 2.

The transport protocol layer 25 acts to combine the plural
individual service channels of the service protocol layer 22
into a single channel for communications that are passing
down the protocol stack from the service protocol layer, and,
correspondingly, acts to de-multiplex the single “channel”
that 1t will receive from the lower message protocol layer 28
(which will be discussed turther below) 1nto the appropnate
number of individual channels needed for the service layer
22. The latter 1s accomplished by tagging messages received
from the message protocol layer 28 with the approprate
channel numbers.

The protocol layer below the transport protocol layer 25
1s the message protocol layer 28. The purpose of this
protocol 1s to provide the higher layers of the protocol stack
with the possibility of sending and receiving messages of
arbitrary length (whereas, as will be discussed further below,
the lower layers of the protocol stack are constrained to send
messages of fixed, or at least predetermined, length).

The message protocol uses message protocol packets
which have the following structure:

bytes 0-3: number of bytes 1n the payload

bytes 4-7: number of FAT stream packets this message 1s
composed from

bytes 8-: payload.

To do this, the message protocol operates to segment
messages that 1t receives from the higher layers (from the
transport protocol layer 25) into the FAT stream packets that
the lower file stream protocol layer 29 uses (as will be
discussed further below), and, similarly, for communications
received from the file stream protocol layer 29 for provision
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to the higher layers, acts to concatenate the FAT stream
packets that it recerves from the file stream protocol layer 29
into longer messages.

The next layer down the protocol stack is the file stream
protocol layer 29. The purpose of this layer 1s to make sure
that the packet transport over the SD physical layer 30
(which 1s the actual physical communication medium that 1s
used between the server module on the storage device 3 and
the client module on the host device 2) 1s reliable and
cilicient. The communication arrangement over the SD
physical layer 30 will therefore first be described, before
returning to a more detailed description of the file stream
protocol 29.

As shown in FIG. 2, the physical communication between
the storage device 3 and the host electronic device 2 takes

place via the SD interface (the SD physical layer) (as the
storage device 3 1s 1n this embodiment an SD card). This
physical layer 1s used for all communications between the
storage device 3 and the host device 2, including the
communication between the storage device 3 and the host
device 2 when the storage device 3 1s acting as a master to
the host device 2. This has the advantage that the host device
2 and storage device 3 continue to operate in their normal
tashion with respect to the physical layer, notwithstanding
that the host device 2 may 1n fact be acting as a slave for an
application that 1s running on the storage device 3.

The SD physical layer 30 follows the SD standard. Thus,
as known 1n the art, in the present embodiment, communi-
cation between the storage device 3, and the host device 2,
including all communications relating to the client and
server operation, takes place via data transfers of blocks of
512 bytes, with each block having an address, starting at O
and increasing, 1 accordance with the SD protocol.

As 1 normal SD card operation the memory card storage
device 3 would handle every block address as either a read
or write to the corresponding block in the flash memory
clement 5, i the present embodiment the block addresses
that the host device 2 may read from or write to are classified
into three different types, such that depending upon which
address the host device 1s reading from or writing to, the
storage device (namely the server module on the storage
device) can interpret that data transter accordingly.

The first type of block address 1s any block address that
1s 1n the address space of the flash storage area 5 of the
storage device 3. If the host device reads from or writes to
such a block address, then the server module on the storage
device 3 allows the normal SD card operation to be carried
out (namely a read of or write to the appropnate tlash storage
area). Blocks having these addresses can accordingly be
thought of as “normal” blocks.

However, 1n order to facilitate the server/client operation
of the present embodiment, two further types of block
address defined and that, in particular, the server module on
the storage device 3 can recognise.

The first such block address 1s an “input” block address.
If the server module on the storage device 3 sees the host
device 2 writing to such an “mnput” block address, that i1s
interpreted by the server module on the storage device 3 as
being a data transfer from the client module on the host
device for processing by the server module on the storage
device 3. The server module 3 1s accordingly configured to
recognise when the host device writes blocks to an “mnput™
block address and in response thereto to pass the blocks for
processing by the higher levels of the server module proto-
col stack. This then allows the client module on the host
device 2 to send communications for the server module (for
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an application being executed on the storage device 3) on the
storage device 3 by writing blocks to the defined input block
addresses.

There 1s correspondingly a defined set of “output” block
addresses. These addresses are used for communication
from the server module on the storage device 3 to the client
module on the host device 2. When the server module on the
storage device 3 sees the host device 2 reading from one of
the defined “output™ block addresses, the server module on
the storage device 3 again intercepts that “read” and trans-
fers the next waiting messages from the higher levels of the
server module protocol stack to the host device 2 (to the
client module on the host device 2). (The client module
“knows’ that 1t has read an output address and so treats any
data transferred 1n response to that read as data that i1t should
process. )

FIG. 3 shows schematically the above block address
space arrangement on the storage device 3.

The “normal blocks™ have addresses within the normal
address space of the flash memory element 5 on the storage
device 3, and, as discussed above, any read or write to such
a normal block address results 1n the same behaviour as
would normally be the case for the storage device 3, namely
appropriate reads or writes to the flash storage area 5.

The input block and output block addresses shown 1n FIG.
3 are, on the other hand, not within the normal address space
of the flash memory element 5, but are instead, 1n ellect,
“virtual” addresses that are used to trigger the transier of
data between the server and client modules on the storage
device 3 and the host device 2. Thus, as discussed above,
writes to mput block addresses and reads of output block
addresses by the host device 2 do not result in writes to or
reads of, respectively, corresponding block addresses 1n the
flash storage element 5, but are 1nstead “intercepted” by the
server module on the storage device 3 and interpreted
appropriately either as communications from the client
module to the server module or requests from the client
module to recerve communications from the server module
(with the server module then responding approprately).

To facilitate the above “input™ and “output”™ block address
operation, two special files are created by the server module
on the storage device 3 through manipulation of the file
access tables and directory tables 1n the flash storage area 5
of the storage device.

One of these files, called 1n the present embodiment
/Tx1out.str, has all the output blocks allocated to 1t, such that
any read from this file will result in a read from an output
block (and so 1s used for commumnication from the server
module on the storage device to the client module on the
host electronic device).

The other file, called 1n the present embodiment /fx1in.str,
has all the mput blocks allocated to 1t, such that any write to
this file will result 1n a write to an mput block (and so 1s used
for communications from the client module on the host
device to the server module on the storage device).

In this way, the client module on the host electronic
device can read /fxiout.str or write to /fxun.str 1n order to

communicate with the server module on the storage device
3.

The above describes the data transier protocol for the
physical layer 30. However, the Applicants have recognised
that 1t may be necessary to take steps to ensure that the data
transport over the physical layer 30 in the manner discussed
above 1s reliable and eflicient. As discussed above, this 1s the
function of the file stream protocol layer 29.

The file stream protocol 29 transfers data between the
client and server modules in the form of file stream packets.
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Each file stream packet fits into one 512 byte SD block and
includes a packet header and a payload. The payload 1s the
useiul data that i1s being transferred between the server
module and the client module and can comprise, for
example, commands, content or other data. (As will be
appreciated by those skilled in the art, each file stream
packet should be configured to be of an appropriate size for
the storage device (physical) communication protocol in
question. Thus, although as set out above in the present
embodiment the file stream packets are configured to {it
within SD blocks, for other forms of storage device, other

s1zes of file stream packet could and preferably should, be
used.)

In the case of file stream packets being sent from the
server module on the storage device 3 to the client module
on the host device 2 (1.e. 1n essence for “output”, master-
to-slave (M-S) file stream packets), the packet header has
three fields, a packet-type field, a packet sequence number
and a packet batch size. This 1s shown in FIG. 4A.

The packet-type field indicates either NO DATA (0) or

DATA (1). DATA packets are packets having payloads that
are to be processed by the receiver. NO DATA packets are
used to “pad” data transiers when there are no DATA packets
ready to be sent to the client module.

The packet sequence number 1s unique and increasing. As
will be discussed further below, this 1s used by the client
module to determine 11 its packet read was 1ncorrect or not.

The packet batch size field indicates the number of file
stream packets 1n the batch to which the packet 1n question
belongs. (The use of this will be discussed below.)

In the case of file stream packets sent from the client
module on the host device 2 to the server module on the
storage device 3 (1.e. for slave-to-master, S-M, file stream
packets), the packet header simply includes a packet-type
field. Thas 1s illustrated in FIG. 4B. In this case, the packet
type field may indicate either DATA (1) or an acknowledge-
ment, ACK(0x80), or a bit-wise OR of these two types. Any
data packet sent from the client module can be tlagged as an
ACK packet. If the client module needs to send an ACK
packet when there are no DATA packets waiting, a NO
DATA packet with an ACK ftlag 1s created.

For communications from the client module on the host
device 2 to the server module on the slave device 3, the
client module 1s configured simply to write appropnate file
stream packets to the mput file, /fx1in.str, when 1t has data to
transfer. As discussed above, the server module on the
storage device 3 when 1t sees the host device writing to the
file /fx1n.str will recognise those data transfers as being data
transiers for the server module and so “intercept” such data
transiers and pass the file stream packets up the server
module protocol stack for processing.

For the case of communications from the server module
on the storage device 3 to the client module on the host
device 2, again the basic operation of the file stream protocol
1s to send appropniate file stream packets to the host device
3. However, because of the nature of the communication
between the host device 2 and the storage device 3, a number
ol steps are taken 1n the present embodiment 1n order to try
to enhance the reliability and efliciency of the server to client
communication. In particular, the Applicants have recog-
nised that 1t may be necessary to take steps to allow for the
fact that in the normal course, the expected operation of a
host and storage device arrangement 1s that the host device
will act as a master accessing the slave storage device, and
it will be assumed that the storage device will not 1tself
contain any “intelligence”.
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In the first place therefore the client component of the file
stream protocol operates so as to cause the host device to
periodically attempt to read the /Ixiout.str output file on the
storage device 3. This 1s because any reads of the storage
device by the host device must be triggered by the host
device itseld, as that 1s the only mechanism that 1s provided
in normal host storage device operation for reading the
storage device. The client mode therefore causes the host
device to poll the storage device periodically, to see 11 there
are any communications from the server module on the
storage device waiting.

The output file stream packets to be transferred to the host
device when the host device reads the /fxiout.str file are
grouped 1nto batches of plural file stream packets, with each
batch including up to the number of file stream packets (1.¢.
SD blocks) that the host operating system will as a minimum
read for each read request. The batch size field 1n the file
stream packet header discussed above indicates the number
of file stream packets in the batch to which the packet 1n
question belongs.

This has the advantage of helping to avoid wasting
bandwidth when the host device reads the /fxiout.str file, for
example where the host device operating system will tend to
read more than one block from the storage device in any
given read request. Grouping the output file stream packets
into batches can help to ensure that each read by the host
operating system 1s “filled” with useful file stream packets.

The file stream protocol 1s turther configured such that the
server module on the storage device 3 does not consider a
packet batch to have been successfully sent to the client
module on the host device 2 unfil 1t receives an acknowl-
edgement (ACK) packet from the host device 2. Before this
acknowledgement packet 1s received, the server module
keeps resending the same {file stream batch every time the
host device reads the output file, /txiout.str. This helps to
avoid problems with file stream packets getting lost due to
host device operating system reads which the client module
has no control of.

To facilitate such acknowledgement operation, the file
stream protocol packets include, as discussed above, a
packet sequence number in their headers. This packet
sequence number 1s unique and increasing and 1s used by the
client module on the host device to detect 11 1ts file stream
packet read was correct or not.

IT a file stream packet arrives from the storage device with
a sequence number that the client module has already
processed, the client module considers that an error has
occurred (e.g. that the read has 1n fact come from the host
device’s cache), and so discards the packet and continues to
send 1ts read requests without sending an acknowledgement.

Once the client module receives a complete packet batch
with all the file stream packets having the correct sequence
numbers, 1t can be concluded that the batch has been
received and read correctly, and so the client module then
sends an acknowledgement (ACK) file stream packet to the
storage device (by writing the ACK file stream packet to the
file /ix11n.str).

The server module on the storage device 3, when it
receives this acknowledgement file stream packet from the
client module on the host device 2, can then note that the
current batch has been successtully received by the client
module and so return the next packet batch when the host
device 2 next reads the output file /fxiout.str.

The server module further operates 1n the present embodi-
ment to ensure that the /fxiout.str file contains more output
blocks than the host device can keep 1n 1ts cache. The client
module on the host device 2 1s correspondingly configured
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to read blocks from the /ixiout.str file 1n a random order.
Together, this has the eflect that any given read of the
/Ix1out.str file by the host device 2 will tend to result in a
cache “miss”, thereby forcing the host device to read from
the storage device itself.

This helps to avoid any caching operation on the host
device 2 preventing the client module on the host device 2
from receiving new communications from the server module
on the storage device 3. In particular, the Applicants have
recognised that in normal operation of reading from the
storage device 3, the host device 2 may cache a batch of
blocks 1t has read from the storage device 3 and then reread
the cached data blocks for subsequent reads of the same file.
This could mean that new output packets from the storage
device 3 might not be read by the host device, because the
host device will tend to make any subsequent reads from its
own cache instead of from the storage device. Arranging the
output file reading operation to tend to cause the host to
encounter cache misses, helps to avoid this problem.

Other arrangements to avoid the host tending to read only
from 1ts cache could also or instead be used 1f desired. For
example, 1 the cache operation on the host device can be
disabled, then the client module could be configured to
disable the cache operation to ensure that the host device
always reads from the storage device and not simply from 1ts
cache.

(Any caching operation on the host device should not
cause any problem in respect of communications from the
client module on the host device 2 to the server module on
the storage device 3, because the host device 2 should
support FSYNC( ) or equivalent functionality which ensures
that any cache changes will always be written back to the
storage device 3 1n any event.)

FIG. 5 shows schematically the sequence of actions for
the client module on the host device when making a read of
the output file /fxiout.str on the storage device 3 1n accor-
dance with the above arrangement (and 1n the ideal case
where the single read 1s successiul).

As shown 1n FIG. 5, the sequence starts with the client
module (the *“slave™) 40 on the host device 2 making a read
of a random output block X from the file /fxiout.str (step 41).
This read 1nstruction 1s passed to the host operating system
cache 42, which then proceeds, in accordance with 1its
normal procedure, to 1n fact cache 64 consecutive blocks
from the file /Ixiout.str from the master storage device 43.
Thus, as shown 1n FIG. 5, the host operating system cache
42 first reads block X and the server module on the master
storage device returns output block (file stream packet)
number 1. The cache then reads address block X+1 and the
server module returns {ile stream packet number 2, and so
on, until 64 consecutive blocks have been requested and
returned to the host operating system cache (step 44).

It should be noted here that 1n this example the batch size
1s set to 64, so the master server module 43 on the storage
device 3 will deliver 64 file stream packets (blocks) to the
cache 42. If the cache 42 were to request more blocks than
there are file stream packets 1 a batch, then the master
server module 43 would resend all packets until an acknowl-
edgement 1s received.

Once the host operating system cache 42 has cached all 64
consecutive blocks, it can then return the first packet number
1 to the slave client module 40 (step 45). The slave client
module 40 will then attempt to read the next block, X+1. In
response to this read, the host operating system cache 42 will
return the next packet, packet number 2 (steps 46, 47) and
SO On.
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This will continue until the slave client module 40 has
read and received all 64 packets 1n the batch from the cache
42. Assuming that all the packets in the batch have been
correctly and successtully recerved by the slave module 40,
it will then write an acknowledgement block (step 48) to the
file /txin.str, which will be written back to the storage
device 3 via the host operating system cache (step 49).

FIGS. 6-9 show schematically the use of the present
invention to execute an application on a mobile phone.

FIG. 6 shows schematically the general operation of the
system of the present application when an application 1s
being executed on the storage device. As shown 1n FIG. 6,
user inputs 70 such as key presses, audio mputs, Internet
information, etc., will be sent from the host device 71 and
interpreted by the interface processing part 72 of the com-
puting environment on the storage device 3 which will
provide them 1n an appropriate form to the application
processing part 73 on the storage device 3. The application
processing part 73 of the storage device will then process the
inputs and produce an appropriate output which will then be
passed to the interface processing part for appropriate pro-
cessing and encoding 74 into a form for returning as an
image, audio or other generic data stream 735 to the host
device 71 for output (e.g. display, sound, etc.) to the user.
This process 1s then repeated as appropriate as the user uses
the application being executed on the storage device.

FIGS. 7-9 show this operation in more detail. These
figures show schematically the host mobile phone 50, and
the storage device 51, including the computing environment
52, the flash memory element 53 and a RAM 54,

As shown 1n FIG. 7, 1n a host device that 1s operable 1n the
manner of the present embodiment, the user will be pre-
sented with a display that, for example, includes an 1con 55
that the user can press to activate the operation of the client
module on the host device 50.

When the user presses this icon 35 on the phone 30, the
client module on the phone 50 will start, and will send an
appropriate start command 36 to the server module on the
storage device 51. The client module will also cause the host
device to read the output, /Ixiout.str, file on the storage
device 51 periodically.

(For the user, the experience will be similar to starting an
application in the native user interface of the phone 50.)

When the server module 52 on the storage device sees the
command 56 from the host phone 50, i1t activates a user
interface application in the computing environment 52 and
returns an appropriate image stream 57 for display to the
host device 50. This image stream may be sent, for example,
as raw Irame-builer data, compressed frame-builer data or a
video stream.

As shown 1n FIG. 8, the server module continues to send
the 1mage stream 57 to the host device 50, and the client
module on the host device 350 operates to display the
corresponding 1mage on the screen on the host device 50.
(The 1mage stream can be displayed in any approprate
manner on the host device 50, for example using bit blit to
screen 1 a raw 1mage 1s streamed, or by decoding the 1mage
stream and then bit blit to screen 1f a compressed 1mage 1s
streamed, or by using appropriate video decoding if the
server module sends a video stream.)

In the present example, 1t 1s assumed that the image
provided by the server module on the storage device 31
simply shows an 1con representing the application that can
be executed on the storage device 51, which 1n this case 1s
shown, by way of example, as being the Quake 3 game.

The user interface 1mage stream 1s continuously sent and
displayed on the host device 50 until the user activates the
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icon 60 to start the application. In response to this user input,
the client module on the host device 350 returns a start
application (1n this case a start “Quake”) command 61 to the
storage device 51. The server module on the storage device
51 will recognise that command and, for example, and 1n the
present embodiment, cause the application (in this case
Quake 3) to be loaded from the flash memory element 33 on
the storage device 51 to appropriate DDR RAM 34 on the
storage device 31 so that the application can then be
executed by the computing environment 32 on the storage
device 51.

FIG. 9 illustrates the operation once the application 1s
running in the computing environment 52 on the storage
device 51. As shown 1n FIG. 9, as the application 1s running,
image, audio and other data will be generated by the
application running on the storage device 51 and streamed
62 to the host device 50, with the host device 50 similarly
sending relevant user inputs 63, such as key presses or
touches, sound and Internet to the storage device 51 (to the
server module on the storage device 51). This will continue
until the user quits the application.

Although the above example 1s given 1n respect to the
playing of a game, the computing environment 52 on the
storage device 31 can, as discussed above, support other
torms of application, such as a map application, an Internet
browser application, a music player, a word processor, a
spreadsheet, etc.

As will be appreciated from the above, the host device 1n
the embodiments of the present imvention simply needs to
support mass storage functions to access the mass storage
functions inside the storage device, and also to be capable of
running the client module that interacts with the server
module on the storage device. The host device may also,
optionally, be able execute an application to communicate
with the application processor with special function calls,
but the host device still does not need to support more than
ordinary mass storage functions in order to be able to do this.
(This could be used, e.g., to offload computations from the
host device to the application processing part of the storage
device for execution. For example, computationally
demanding tasks could be moved to the application process-
ing part of the storage device by using function calls or
executing program code directly on the application process-
ing part using an appropriate communications protocol.)

Various alternatives to the above described embodiment
would, of course, be possible. For example, although the
present embodiment has been described with the interface
processing part 7 and application processing part 6 of the
computing environment 8 of the storage device 3 including
a CPU, GPU and RAM, other arrangements could be used.
For example, there could be one or more CPUs, one or more
GPUs, various memory configurations (such as more
DRAM, flash or various types of read-only memories, etc.),
FPGA modules, WLAN {functions, Bluetooth and other
wireless functions, GPS, biometric, axial and other types of
sensors, and various physical interface functions such as SD,
USB, SATA, ID, PCI, PCI express, etc. In general, so long
as there are microprocessors/CPUs capable of running the
server, applications and interface processing on the storage
device 3 and enough memory to run the server etc., the
computing environment 8 can otherwise be configured as
desired.

Similarly, although 1n the above embodiment the client
module on the host device 3 acknowledges successiul
receipt of communication from the server module on the
storage device 3 by sending an explicit acknowledgement
package to the server module, 1n another preferred embodi-
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ment the acknowledgement mechanism uses an “implicit”
acknowledgement from the client module, without requiring
the client module to send an explicit acknowledgement
package (thereby saving SD-bus bandwidth).

This 1s preferably achieved by dividing the output block
address space shown in FIG. 3 into two defined output block
address ranges, each associated with a respective different
output file (such as /Ixioutl.str and /fxiout2.str, respec-
tively). The client 1s then configured to switch to reading a
different output file (output address range) once 1t has
checked and confirmed it has successtully read the current
output file. The server module can then take the client
module’s transition to reading from another output file as
being an acknowledgement that it has successiully read the
previous output file.

FI1G. 10 1llustrates this. As shown 1n FIG. 10, the client
module first reads block 0 from output file 0 on the storage
device. Once 1t has successtully read the full block 0 from
the output file 0, the client module then reads block 10 1n
output file 1. This implicitly also signals the successtul read
of block 0 of file 0 to the server module. Then, when the
client module has successiully read block 10 from file 1, 1t
next reads block 1 from file 0. This again signals to the
server module that block 10 of file 1 has been successtully
read, and so on.

In this way, the client module performs an “implicit”
acknowledgement when 1t switches which output block
addresses 1t reads (which 1t does by switching which output
file 1t reads).

It can be seen from the above that the present invention,
its preferred embodiments at least, provides an arrangement
in which applications can be executed on a storage device
coupled to a host electronic device, with the application
processor executing the applications essentially able to
operate as normal, and in particular, without a need to add
any additional processing burden to the application proces-
SOF.

This 1s achieved in the preferred embodiments of the
present mvention at least by providing a separate interface
processor that interfaces between the communications pro-
tocol used between the host device and the storage device,
and the communications protocol required by the application
processor that 1s executing the application.

In a preferred embodiment, the interface processing part
also handles mass storage functions on the mass storage
device for the host device. This then enables the system to
function as a mass storage device with minimal power
consumption and to support a broad range of host devices.

The present mvention, in its preferred embodiments at
least, accordingly provides an improved host and storage
device system that can, for example, be used to provide
upgraded operations for a given host electronic device. By
executing applications in the computing environment on the
storage device, the execution of those applications 1s no
longer dependent upon and 1s independent of the capabilities
and performance of the host electronic device. This can, e.g.,
reduce the computational burden on the host electronic
device, and, mndeed, can allow applications to be executed
for a host with limited resources (such as limited memory
and computational resources). In effect therefore, the storage
device can be used to provide an upgrade to the processing
capabilities of the host system.

The mvention claimed 1s:

1. A storage device operable to be coupled to a host
clectronic device via an interface between the storage device
and the host electronic device, the storage device compris-
ng:
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at least one memory operable to store at least one appli-

cation and provide mass storage functionality;

at least one processor including at least one application

processing part operable to execute the at least one
application on the storage device and at least one
interface processing part operable to interface between
a communications protocol used between the host
clectronic device and the storage device, and a com-
munications protocol required or expected by an appli-
cation being executed on the application processing
part; and

communications interfaces operable to couple the inter-

face processing part to the host electronic device and to
the application processing part ol the at least one
processor on the storage device, such that communi-
cation between the host electronic device and the
application being executed on the application process-
ing part takes place via the interface processing part.

2. The storage device as recited in claim 1 wherein the
interface processing part of the at least one processor facili-
tates transparent data communication between the host elec-
tronic device and the application processing part such that
the application processing part provides additional comput-
ing power to the host electronic device through the com-
munications interfaces.

3. The storage device as recited in claim 1 wherein
execution of an application on the storage device by the at
least one application processing part of the at least one
processor 1s independent of the capabilities and performance
of the host electronic device.

4. The storage device as recited in claim 1 wherein the
interface processing part 1s operable to fetch data structures
that have been written to the memory by the application
processing part and to process the data structures into a form
suitable for transfer to the host electronic device.

5. The storage device as recited in claim 1 wherein the
interface processing part 1s operable to process data struc-
tures received from the host electronic device mto a form
suitable for transfer to the application processing part and to
write the data structures to the memory for use by the
application processing part.

6. The storage device as recited 1n claim 1 wherein the
interface processing part 1s operable to scan incoming data
to 1dentily and block any unwanted data from entering the
storage device.

7. The storage device as recited in claim 1 wherein the
interface processing part 1s operable to scan outgoing data to
identify and block any unwanted data from leaving the
storage device.

8. The storage device as recited in claim 1 wherein the
interface processing part does not have access to the appli-
cation being executed on the application processing part,
thereby providing security to the storage device.

9. The storage device as recited in claim 1 wherein the
interface processing part 1s operable to control access to and

from the mass storage functionality of the storage device
relative to the host electronic device.

10. The storage device as recited in claim 1 wherein the
interface processing part 1s operable to control access to and
from the mass storage functionality of the storage device
relative to the application processing part.

11. The storage device as recited in claim 1 wherein the
communications interfaces further comprise a mass storage
communications 1nterface between the host electronic
device and the interface processing part.
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12. The storage device as recited in claim 1 wherein the
communications interfaces further comprise a direct inter-
face between the application processing part and the inter-
face processing part.

13. The storage device as recited in claim 1 wherein the
communications interfaces further comprise an interrupt
mechanism operable to facilitate communications between
the application processing part and the interface processing
part.

14. The storage device as recited 1n claim 1 wherein the
at least one processor further comprises at least one CPU, at

least one GPU and internal RAM.

15. The storage device as recited 1n claim 1 wherein the
interface processing part and the application processing part
of the at least one processor are provided on separate chips.

16. The storage device as recited 1n claim 1 wherein the
interface processing part and the application processing part
of the at least one processor are integrated 1n a single chip.

17. The storage device as recited in claim 1 wherein the
at least one processor and the at least one memory are
provided on separate chips.

18. The storage device as recited 1n claim 1 wherein the
at least one processor and the at least one memory are
integrated 1n a single chip.

19. A method of operating a system comprising a host
clectronic device and a storage device operable to be
coupled to the host electronic device, the method compris-
ng:

storing at least one application 1n a memory operable to

provide mass storage functionality;

executing the at least one application in an application

processing part of at least one processor on the storage
device; and

interfacing communications between the application pro-

cessing part and the host electronic device using an
interface processing part of the at least one processor
on the storage device that 1s operable to interface
between a communications protocol used between the
host electronic device and the storage device, and a
communications protocol required or expected by an
application being executed on the application process-
ing part such that communication between the host
clectronic device and the application that 1s being
executed on the application processing part takes place
via the interface processing part.

20. A non-transitory computer readable storage medium
storing computer software code which when executing on a
processor performs a method of operating a system com-
prising a host electronic device and a storage device oper-
able to be coupled to the host electronic device, the method
comprising;

storing at least one application 1n a memory operable to

provide mass storage functionality;

executing the at least one application 1n an application

processing part of at least one processor on the storage
device; and

interfacing communications between the application pro-

cessing part and the host electronic device using an
interface processing part of the at least one processor
on the storage device that 1s operable to interface
between a communications protocol used between the
host electronic device and the storage device, and a
communications protocol required or expected by an
application being executed on the application process-
ing part such that communication between the host
clectronic device and the application that 1s being
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executed on the application processing part takes place
via the interface processing part.
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