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FORM FILLING WITH DIGITAL
IDENTITIES, AND AUTOMATIC PASSWORD
GENERATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s a divisional application from U.S.
patent application Ser. No. 12/188,971 entitled “FORM
FILLING WITH DIGITAL IDENTITIES, AND AUTO-
MATIC PASSWORD GENERATION,” which was filed on
Aug. 8, 2008, which 1s to 1ssue as U.S. Pat. No. 8,910,256
on Dec. 9, 2014, and which 1s incorporated by reference
herein.

BACKGROUND

A website will frequently request that a user provide
personal information in order to use a service that the
website provides. For example, the website may gather
personal mformation to register a new account for the user,
to authenticate the user, or to process the user’s payment. In
order to gather this information from the user, the website
will often present the user with a “form”. A form, or web
form, 1s a structured web document with spaces, called
“form fields™, reserved for entering information. Forms are
a ubiquitous means for gathering user input on the World
Wide Web.

As people have become accustomed to providing personal
information to web sites through forms, identity theft has
increased. An identity thief may present a user with a web
form—often resembling or exactly mirroring a web form of
a trusted website—that requests personal information. The
unsuspecting user may then provide the criminal with pass-
words, credit card numbers, or other personal information.

There are other problems that are specific to the use of
username and password forms for website authentication.
People often choose short passwords which are based on
words 1n the dictionary or names. These types of passwords
are easier to guess or crack than lengthy, randomized pass-
words. In addition, people commonly use the same password
for multiple websites, which increases the level of risk they
are exposed to if the password for one website 15 compro-
mised. If a person wishes to use passwords that are lengthy,
random and unique, personal password management
becomes a serious chore, as the person may have difliculty
remembering the passwords without writing them down.

In order to facilitate digital information exchange that 1s
more secure, uniform and user-friendly, an open-ended,
interoperable system of digital identification has been devel-
oped. This system of digital identification 1s often referred to
as an “identity metasystem”.

At least 1n one conventional implementation, the identity
metasystem provides a secure mechamism by which a user
can manage and use digital identities. The 1dentity metasys-
tem makes digital information exchange more uniform and
user-iriendly, and helps prevent 1dentity theft by providing a
secure means for users to provide information over the
internet to verifiable parties. Some of the user’s digital
identities may be self-issued, whereas others may be pro-
vided by a trusted third-party. The entity—whether 1t be the
user or a third-party—that 1ssues a digital identity 1s called
an “identity provider”. A party, such as a website, that
requests and uses mformation from a digital identity 1s
referred to as a “relying party”. I a user navigates to a
website that 1s a legitimate relying party, browser-embedded
“1dentity selector” software will allow the user to select an
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information card that represents a digital identity to be sent
to the site. Once a digital 1dentity 1s selected, the i1dentity
selector facilitates the secure exchange of encrypted pack-
ages of digital identity data called *“security tokens™ between
the 1dentity provider and the relying party. MICROSOFT®
WINDOWS CARDSPACE® 1s an example of idenfity

selector software.

BRIEF SUMMARY

Embodiments described herein relate to the use of digital
identities to populate and submit form field data. Embodi-
ments such as these have the potential to enable websites to
be compatible with digital identities with less development
clfort than that involved in making a website compatible
with the identity metasystem as 1t has previously been
implemented. Embodiments described herein also provide a
mechanism for the automatic generation and maintenance of
usernames and passwords.

In an example embodiment, a computer application
obtains a form field specification from a website that has a
form. The form field specification 1dentifies form fields of
the form, to which data can be provided using a digital
identity. Once the form field specification 1s obtained, the
computer application prompts a user to select or create a
digital 1dentity. The computer application uses this digital
identity to obtain data with which to populate one or more
of the form fields of the form. The computer application

populates the form fields of the form with the obtained data,
and then the form field data 1s submitted to the website.

In another example embodiment, a computer application
obtains username and password parameters from a website
or an application. The computer application automatically
generates a username and password that meet the specified
parameters. The generated username and password pair 1s
securely stored by the computer application. The username
and password pair can be recalled by the computer appli-
cation for future authentication with the website or applica-
tion.

This Summary 1s not intended to 1dentity key features or
essential features of the claimed subject matter, nor 1s 1t
intended to be used as an aid 1n determining the scope of the
claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to describe the manner in which the above-recited
and other advantages and features of the invention can be
obtained, a more particular description of various embodi-
ments will be rendered by reference to the appended draw-
ings. Understanding that these drawings depict only sample
embodiments and are not therefore to be considered to be
limiting of the scope of the imnvention, the embodiments will
be described and explained with additional specificity and
detail through the use of the accompanying drawings in
which:

FIG. 1 1llustrates an example computing system that may
be used to employ embodiments described herein;

FIG. 2 illustrates an environment 1n which techniques for
form filling using digital identities and 1n which automatic
passwords techniques may be accomplished;

FIG. 3 illustrates a flowchart of a method for web form
filling using data obtained with digital identities;

FIG. 4 illustrates a flowchart of a method for the auto-
matic generation and storage ol secure username and pass-
word pairs; and
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FIG. 5 1llustrates a flowchart of a method that incorporates
both web form filling and automatic password generation
using digital identities.

DETAILED DESCRIPTION

At least some embodiments described herein relate to
form filling using digital identities and/or to the automatic
generation of secure passwords. Embodiments described
herein have the potential to enable websites to be compatible
with digital identities with less development effort than that
involved i making a website compatible with the identity
metasystem as 1t has previously been implemented. In
addition, embodiments described herein may streamline and
increase the security of passwords-based authentication
mechanisms and relieve computer users of burdens involved
with password management for multiple websites and appli-
cations. Although some embodiments are described with
respect to websites, one skilled 1n the art will understand that
the techniques described herein may be applied to other
applications, including various types of web applications
and standalone computer applications.

As described 1n further detail hereinafter, in one embodi-
ment, a website that has a form makes information available
about the form fields that are contained within the form. The
information may optionally include certain restrictions
about the types and formats of data that can be input to the
form fields. A user 1s prompted to select or create a digital
identity. The selected digital identity may be associated with
certain information about the user, and may be used to
populate the various form fields of the form. The data from
the selected digital identity 1s formatted such that 1t meets
any restrictions that have been specified by the website. The
data 1s then submitted to the website.

Alternatively or in addition, in another embodiment, a
secure username and password pair may be generated to use
with registration at a website or application and for future
authentication at the website or application. The secure
username and password pair may be associated with a digital
identity.

First, a computing system in which various principles
described herein may be employed will be described with
respect to FIG. 1. Then, various embodiments which provide
for form filling using digital identities and/or the generation
of secure usernames and passwords will be described with
respect to FIGS. 2 through 5.

FIG. 1 illustrates an example computing system 100.
Computing systems are now increasingly taking a wide
variety of forms. Computing systems may, for example, be
handheld devices, appliances, laptop computers, desktop
computers, mainirames, distributed computing systems, or
even devices that have not conventionally considered a
computing system. In this description and 1n the claims, the
term “computing system’ 1s defined broadly as including
any device or system (or combination thereof) that includes
at least one processor, and a memory capable of having
thereon computer-executable instructions that may be
executed by the processor. The memory may take any form
and may depend on the nature and form of the computing
system. A computing system may be distributed over a
network environment and may include multiple constituent
computing systems.

As 1llustrated 1n FIG. 1, 1n 1ts most basic configuration, a
computing system 100 typically includes at least one pro-
cessing unit 102 and memory 104. The memory 104 may be
physical system memory, which may be volatile, non-
volatile, or some combination of the two. The term
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“memory”’ may also be used herein to refer to non-volatile
mass storage such as physical storage media. If the com-
puting system 1s distributed, the processing, memory and/or
storage capability may be distributed as well. As used
herein, the term “module” or “component” can refer to
soltware objects or routines that execute on the computing
system. The different components, modules, engines, and
services described herein may be implemented as objects or
processes that execute on the computing system (e.g., as
separate threads).

In the description that follows, embodiments are
described with reference to acts that are performed by one or
more computing systems. If such acts are implemented in
soltware, one or more processors of the associated comput-
ing system that performs the act direct the operation of the
computing system 1n response to having executed computer-
executable instructions. An example of such an operation
involves the manipulation of data. The computer-executable
instructions (and the manipulated data) may be stored in the
memory 104 of the computing system 100.

Computing system 100 may also contain communication
channels 108 that allow the computing system 100 to
communicate with other message processors over, for
example, network 110. Commumnication channels 108 are
examples of communications media. Communications
media typically embody computer-readable instructions,
data structures, program modules, or other data 1n a modu-
lated data signal such as a carrier wave or other transport
mechanism and include any information-delivery media. By
way of example, and not limitation, communications media
include wired media, such as wired networks and direct-
wired connections, and wireless media such as acoustic,
radio, infrared, and other wireless media. The term “com-
puter-readable media” as used herein includes both storage
media and communications media.

Embodiments within the scope of the present invention
also include computer-readable media for carrying or having
computer-executable instructions or data structures stored
thereon. Such computer-readable media can be any available
media that can be accessed by a general purpose or special
purpose computer. By way of example, and not limitation,
such computer-readable media can comprise physical stor-
age and/or memory media such as RAM, ROM, EEPROM,
CD-ROM or other optical disk storage, magnetic disk stor-
age or other magnetic storage devices, or any other medium
which can be used to carry or store desired program code
means 1n the form of computer-executable instructions or
data structures and which can be accessed by a general
purpose or special purpose computer. When imformation 1s
transierred or provided over a network or another commu-
nications connection (either hardwired, wireless, or a com-
bination of hardwired or wireless) to a computer, the com-
puter properly views the connection as a computer-readable
medium. Thus, any such connection i1s properly termed a
computer-readable medium. Combinations of the above
should also be included within the scope of computer-
readable media.

Computer-executable instructions comprise, for example,
instructions and data which cause a general purpose com-
puter, special purpose computer, or special purpose process-
ing device to perform a certain function or group of func-
tions. Although the subject matter has been described in
language specific to structural features and/or methodologi-
cal acts, it 1s to be understood that the subject matter defined
in the appended claims 1s not necessarily limited to the
specific features or acts described herein. Rather, the specific




US 9,450,954 B2

S

features and acts described herein are disclosed as example
forms of implementing the claims.

FIG. 2 1llustrates a sample environment 200 1 which
techniques for form filling using digital i1dentities as
described herein may occur. The techniques for automated
secure password generation may also be performed 1n the
sample environment 200. FIG. 2 contains a client computing
system 201 that may be, for example, structured like the
computing system 100 of FIG. 1. The client computing
system 201 1s connected to a network 205. The network 205
may be the internet, or alternatively, the network 205 may be
any network which connects the client computing system

201 to other components of the environment that are shown
in FIG. 2 and described hereatter.

A web server 202, which may be structured like the
computing system 100 of FIG. 1, contains computer execut-
able instructions by which the web server 202 hosts a web
site 210 that can be accessed by the client computer 201
through the network 205. The website 210 may contain one
or more web pages 211 A-D (sometimes referred to collec-
tively 1n this description as “web pages 2117"). Each of the
web pages 211 may contain metadata 215, and wvisible
clements 216 which may include both visible interactive
clements and visible non-interactive elements. The web
pages 211 may, 1n the traditional manner, be described using,
HTML, or, alternatively, may be provided to the client
computing system in other languages, scripts, protocols or
formats that are known 1n the art or that are to be developed
in the future.

In an alternative configuration, the web site 210 may be
hosted across multiple web servers that may be similar to the
depicted web server 202. Additionally, the website 210
and/or web pages 211 may be provided through a distributed
architecture, such as, for example, a distributed architecture
that implements mechanisms which allow for web pages and
other content to be mirrored and distributed across multiple
web servers 1 order to facilitate a higher number of users,
higher bandwidth availability, faster connection speeds, and
so forth. Indeed, the techniques described herein may be
compatible with any environment that involves forms,
regardless of the number or type of web servers (1f any) that
implement the environment, and regardless of the means by
which the web pages and other content might be distributed
to the end-users in the environment.

The web site 210, or one or more of the web site’s web
pages 211, contains a form that contains multiple form
fields. For example, in the case of web page 211 A, which
contains the form 212, the form 212 i1s illustrated as includ-
ing form fields 213A-213D (referred to collectively as “form
ficlds 213”"). Although web page 211A i1s shown 1n some
detail, some or all of the features attributed to web page
211 A may optionally be attributed to other web pages 211 as
well. For instance, one or more of the other web pages 211
may also have a form. However, typically, the number,
identity, and layout of form fields within a form may often
differ from one form to another.

Generally, as the term 1s used herein, and as the term 1s
known 1n the art, a “form” 1s a structured document with
spaces reserved for a user to mput information, and a “form
field” 1s a space 1n a form where a user or other entity can
enter a specific item of information. In addition to containing
a form 212 with form fields 213, the web page 211A of the
web site 210 may also contain a form field specification 214
that references one or more (but not necessarily all) of the
form fields 213. The form field specification 214 and the
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client computing system 201 that identifies the form fields
that should be filled 1n by form filling methods and tech-
niques described herein.

The form 212, form fields 213 and form field specification
214 may all be contained within a single web page 211A, or,
alternatively, may be parts of multiple web pages such as the
illustrated web pages 211. Alternatively, the form 212, form
fields 213, and form field specification 214 may be made
available to the client computing system 201 through means
other than conventional, graphically rendered web pages,
such as through a direct information exchange between the
web server 202 and the client computing system 201, or
through applications, including web applications, that are
not considered to be traditional web pages.

In at least embodiments where the form field specification
214 1s provided to the client computing system 201 as part
of the one or more web pages 211, the form field specifi-
cation 214 may be included as part of the metadata 215 of
the web page. The data 1n the form field specification 214
may be organized as any of multiple types of data structures
that are known 1n the art, or that are yet to be developed. For
example, one conventional mechanism 1s to organize data
structures using markup language such as, for example, 1n an
XML or HITML data structure. Alternatively, the form field
specification 214 may simply be described within one or
more tags within the markup language (such as HIML) that
describes the web page.

As another alternative to providing the form field speci-
fication 214 to the client computing system 201 as part of the
web page metadata 215, the form field specification 214 may
be provided to the client computing system 1n a more direct
manner through the network 205 such as through any of
various means that are known in the art or have yet to be
developed, including, for example, data packets sent across
the network through a known protocol such as TCP or UDP.
However, there are any number of other mechanisms that
may be used to send data over a network. Any of those
mechanisms may be used to send the form field specification
214 to the client computing system 201 consistent with the
principles described herein.

The form field specification 214 might optionally specity
one or more form field restrictions for the form fields that are
referenced therein. These form field restrictions are often
parameters or limitations on the data that can be 1nput into
the form fields that the form field specification 214 refer-
ences. Examples of form field restrictions include (but are
not limited to) the following: whether a specified form field
1s required or not, a minimum and/or maximum length
restriction for data mput to the form field, a required
character set to be used when filling 1n the form field,
required or prohibited character types, and so forth. A form
field specification 214 may also include form field restric-
tions that are specific to username and password form fields
that are referenced in the form field specification 214. This
would be an example of a “username and password speci-
fication”, as discussed below with respect to FIG. 4.

The client computing system 201 may display the visible
clements 216 of the web page 211 A 1n an implementation of
web browser solftware 218 which contains computer-read-
able 1nstructions that cause the client computing system 201
to perform, 1n addition to functionalities that are commonly
performed by web browsers, the methods and techniques
described for form filling using digital identities that are
described 1n further detail heremafter. A user 230 may
interact with the client computing system 201, and particu-
larly with the web browser software 218. Although embodi-
ments described herein are described 1n conjunction with
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web browser software 218, 1t 1s understood that computer-
executable code which causes the client computing system
201 to perform any of the techniques described herein may
be incorporated 1nto various types ol computer applications,
including applications implemented 1n software and/or hard-
ware.

The client computing system 201 includes one or more
digital 1dentity references 220A-E (referred to collectively
as “digital identity references 220) which reference one or
more digital identities that a user may have at her disposi-
tion. These digital identity references 220 may be stored in
the various computer-readable media that were described
previously with respect to FIG. 1. For example, the digital
identity references 220 may be stored 1n non-volatile storage
media that 1s local to the client computing system 201, or
alternatively, the digital identity references 220 may be
stored on a portable device such as a flash memory drive or
a smart card. However, there 1s no limit to the manner 1n
which the digital identity references 220 may be stored.

The digital 1dentity references 220 contain information
that allows computer-executable code, executed by the cli-
ent computing system 201, to connect to one or more
identity providers, as illustrated by identity providers
203A-D & 203S (referred to hereinafter as “identity pro-
viders 203”). Third-party identity providers 203A-D, as
referenced by digital identity references 220A-D, may be
implemented 1n servers that are structured like the comput-
ing system 100 that 1s 1llustrated 1n FIG. 1. A connection to
these third-party i1dentity providers 1s provided to the client
computing system 201 through the network 205. Examples
of third-party identity providers 203A-D include govern-
ment agencies which provide digital 1dentities, credit card
providers, clubs or groups in which the user 230 has a
membership or afliliation, certificate 1ssuing agencies such
as VERISIGN® INC., and so forth. These are only a few
examples of third-party i1dentity providers, as virtually any
entity that provides imnformation for a user in the form of a
digital i1dentity may be considered a third-party identity
provider.

In addition, some digital identity references, as 1llustrated
by digital identity reference 220E, may reference self-1ssued
digital 1dentities which are 1ssued by a self-issued identity
provider 203S (also referred to as “selif-issued identity
provider soiftware 2035”). A self-1ssued identity provider
203S may be implemented 1n computer executable code that
resides 1n the memory of the client computing system 201
and that, when executed, allows a user 230 to create, store
and/or access digital identities which contain some infor-
mation about the user. The computer-executable code which
comprises the self-issued i1dentity provider 203S may be
incorporated as part of the web browser software 218, as part
of the identity selector software 219 (discussed in detail
below), as part of another software product, or, alternatively,
as stand-alone software. This flexibility 1n the management
of the self-issued 1dentity provider 203S 1s represented
symbolically in FIG. 2 by having the self-issued identity
provider 203S only partially overlap with the web browser
software 218.

The client computing system 201 may include i1dentity
selector software 219. The identity selector software 219
presents a graphical interface to the user 230 wherein
graphical representations of the digital identity references
220 (and thereby the corresponding identities) are displayed.
The 1dentity selector software 219 also provides a means by
which the user 230 may provide a selection from the
graphical representations of digital identity references that
are being displayed. The identity selector software 219 may
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be 1incorporated as part of the web browser software 218 or,
alternatively, may be part of a separate or standalone appli-
cation. This 1s symbolically represented 1n FIG. 2 by having
the 1dentity selector software 219 be only partially overlap-
ping with the web browser software 218. In some 1mple-
mentations, 1n which the identity selector software 219 1s
incorporated outside of web browser solftware 218, there
may be no need for web browser software 218 to even be
present on the client computing system 201.

The digital 1dentity references 220 may be presented to
the user by the 1dentity selector soitware 219 as information
cards or other visual representations of digital identities.
Each information card may provide the user with a visual
display of mnformation about the digital 1dentities that the
card represents. There 1s really no limit to the types of digital
identities that such cards may represent using the principles
described herein. However, the use of specific examples can
help to elucidate the broader principles described herein.
Accordingly, as an example only, a digital identity might
represent a government 1ssued digital identity that claims the
user 1s a certain age. In this example, the digital 1dentity
reference might contain a reference to a government identity
provider, which may be, for example, one of the third-party
identity providers 203A-D. In this example, suppose the
government identity provider i1s willing to vouch for and
verily the claim of the user’s age. In that case, continuing
with this example, the information card that represents the
digital identity reference might provide a graphical display
that identifies to the user that the identity provider which
provides the digital identity that the digital identity reference
refers to has capabilities to 1ssue an age-verification identity.

Although some of the embodiments discussed herein are
described with reference to web pages and a web environ-
ment (for example, the web pages 211 illustrated 1n FIG. 2),
it would be understood to those of ordinary skill in the art
alter having read this description that concepts and tech-
niques that are mmplemented i embodiments described
herein may be applied to various environments and tech-
nologies that may not incorporate conventional web pages.
For example, with respect to embodiments that involve the

use of forms, forms are commonly used in a variety of
computer applications that are not web pages. Forms may be
used n WORDPERFECT® documents or in MICRO-
SOFT® OFFICE documents. Forms may be used 1n various
web applications that are not typically though of as “web

pages”, such as web applications that are developed using
MACROMEDIA® FLASH® technology. Indeed, forms

may be used 1n virtually any standalone or other computer
application that requires a user to mput data.

Some components of the above mentioned environment
200 have been implemented in other computing environ-
ments and applications that are known 1n the art, although in
many cases with different functionality than that described
herein. For example, a platform that involves methods for
digital i1dentity exchange, including the use of identity
selectors and identity providers, 1s commonly known in the
art as an ‘“identity metasystem.” As a further example,
MICROSOFT® WINDOWS CARDSPACE® includes,
among other things, an implementation of 1dentity selector
soltware which presents a user with information cards that
contain references to one or more digital identities that are
provided by i1dentity providers. This 1s noted by way of
background 1n order to illustrate that some of the usetul
techniques and mechanisms that are disclosed herein may be
implemented in conjunction which existing identity meta-
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system structures and other structures that are known 1n the
art, albeit with suitable modification to adapt to the prin-
ciples described herein.

FIG. 3 illustrates a method 300 for populating form fields
with data obtained using a digital identity. The method 300 5
may be carried out 1n an environment similar to the envi-
ronment 200 that 1s illustrated in FIG. 2. One or more
computing systems, such as the client computing system 201
and other computing systems connected to the client com-
puting system 201 through the network 205, may execute 10
computer-executable instructions contained on computer-
readable media which cause the computing system(s) to
perform the acts described 1n the method 300.

The method 300 includes an act 301 of obtaining, from a
web site, a form field specification that specifies form fields 15
of a form. For instance, 1n the context of FIG. 2, the client
computing system 201 may obtain the form field specifica-
tion 214 of the form 212 from the web site 210. Recall that
the form 212 specifies a number of form fields 213, and that
the form field specification 214 may reference one or more 20
of the form fields 213. In addition, the form field specifica-
tion 214 may optionally specily one or more form field
restrictions for one or more of the form fields 213 of the form
212, as previously discussed.

As an example, the form field specification 214 obtained 25
in act 301 may refer to form fields 213 of a form (referred
to herein as a “registration form™) 212 that 1s for registering,

a new account for the user 230 at the web site 210. The web
site 210 may, alternatively or additionally, contain another
form (referred to herein as a “login form™), also of a similar 30
format as form 212, that 1s for authenticating or logging 1n

to the web site 210. However, forms may be used for any one

or more of these or a variety of other purposes. In any case,
one of the form fields 213 could be a password field—for a
new password 1n the case of a registration form or for an 35
existing password in the case of a login form. Other
examples of possible form fields 213 could be a user name
field, credit card information fields, a passport identifier
field, a country of citizenship field, an age field, a marital
status field, address information fields, criminal record 40
fields, occupation fields, and so forth. However, the prin-
ciples described herein are not limited to the types of
information that are described 1n association with the form
fields 213. In at least one embodiment, the form fields 213
may consist of textual information. However, mn some 45
embodiments, as examples only, the information might
additionally or alternatively be a file, a list, a graphically
displayed object, a calendar date selection, or any other type

of information. The principles described herein have no limat

to the type of the information that 1s utilized, and embodi- 50
ments may utilize one or more of a variety of different types

of information.

The method 300 1llustrated 1n FIG. 3 also includes an act
302 of prompting a user of the computing system to either
select or create a digital identity that will be used to provide 55
at least one value 1nto at least one of the form fields of the
form. The user 230 may be prompted by the identity selector
soltware 219 to select a digital 1dentity reference from the
one or more digital identity references 220 that are available
to the user. As discussed previously, the digital identity 60
references 220 may be presented to the user 1n the form of
information cards or other graphical representations of digi-
tal identities, and each graphical representation may present
to the user 230, for example, a brief synopsis of the digital
identity that the graphical representation represents. 65

In at least one embodiment, the user 230 may choose to
create a new digital i1dentity, rather than to select a pre-

10

existing digital identity. When this choice 1s made, the
self-1ssued 1dentity provider software 203S may be acti-
vated, and the user 230 may provide mput—ior example,
through a graphical interface—that the selif-issued 1dentity
provider software 203S may use to create a digital identity
to be used in the method 300. There may be a variety of other
mechanisms by which a user can create a new digital
identity. Alternatively, rather than choosing to create a new
digital 1dentity, the user 230 may choose to select one of an
existing set of digital identity references 220A-E. The cho-
sen digital i1dentity reference may relference an existing
digital identity from a third party identity provider 203A-D
or alternatively may reference a digital identity from the
self-1ssued 1dentity provider 203S.

The next act 303 1n the method 300 consists of obtaining,
using the digital identity reference that the user selected or
created 1n the previous act 302, data that may be used to
populate one or more of the form fields 213 of the form 212.

As an example 1llustration of one application of this act
303, 1t the user 230, previously 1n act 302, had selected, for
example, a digital identity reference 220A which refers to a
digital identity that i1s provided by a third-party identity
provider 203A, the client computing system 201 connects
through the network 205 to the third-party identity provider
203 A that the selected digital identity reference 220A refers
to. The third party 1dentity provider 220A may then provide
the client computing system 201 with the data fields (also
known as “claims”) that the selected digital identity con-
tains. The data may be transferred through some secure
means or protocol that 1s known in the art or that 1s
developed 1n the future. The data may be packaged into any
of a variety of different types of packages that are collec-
tively referred to as security tokens, both 1n this description
and 1n the art. A security token may be any type of data
package that 1s known 1n the art or which may be developed
in the future, including secure data packages such as, for
example, SAML tokens.

Continuing with the illustrative example of the previous
paragraph, 1f the user had previously (in act 302) either
selected a digital identity reference 220E which referred to
a self-issued digital identity or chosen to create a new
self-1ssued digital 1dentity, the selif-1ssued identity provider
203S that resides on the client computing system 201 may
provide a security token that represents data included within
the user-selected or user-created digital identity. This data
may be encapsulated in a package that may be similar to a
security token, as discussed in the previous paragraph.
Alternatively, the data obtained from the self-1ssued digital
identity may be commumnicated directly to software that 1s
performing the method 300.

Once the data 1s received 1n act 303, the method 300
includes an act 304 of populating one or more of the form
fields 213 specified in the form field specification 214 with
the obtained data. The data received 1n the previous act 303
may need to be extracted from a security token and/or
transformed before 1t can be used to populate one of the form
fields 213. For example, in an embodiment where a security
token 1s received from an 1dentity provider 203, the security
token may need to be “opened” and/or parsed in order to
extract sumple textual data or other data (in the case of
non-textual form fields) that 1s a compatible mput to the
form fields 213 that are specified in the form specification
214. Furthermore, the data may be formatted or transformed
so that it meets any or all of the optional form field
restrictions that are indicated 1n the form field specification

214.
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Once the data has been used 1n act 304 to populate one or
more of the form fields 213 that were specified 1n the form
field specification 214, the method 300 involves an act 305
ol submitting the populated form fields to the web site 210.
This act 305 of data submission may be performed by the
client computing system 201 automatically and without
turther user interaction beyond the user interaction that may
have occurred when the user 230 selected a digital identity
in a previous act 302. Alternatively, the user 230 may need
to provide some further interaction to the client computing,
system 201 before the populated form fields may be sub-
mitted. In one example, the user 230 may need to click a
confirmation button 1n a dialog box in order to confirm that
the form 212 i1s ready to be submitted. However, although
clicking a button 1n a dialog box 1s one common example of
a user interaction, the user may be required to provide one
or more of many interactions that are possible between the
user 230 and the client computing system 201 before the
data 1s submitted to the website 210 1n this act 305.

In one or more embodiments, the manner by which the
populated form fields are submitted to the web server 202
may involve the web browser soitware 218 on the client
computing system submitting the data to the web server 202
in the same way that the data would have been submitted had
the user 230 manually entered the data into the form 212 and
submitted the form to the website 230. In this example, the
web browser software 218 may simulate a user clicking a
“submit” button or interacting with a similar user-interface
clement. Alternatively, the web browser software 218 may
simply send an HTTP request to the web server 202 that
contains the populated form field information. While these
are two example implementations of submitting form fields
to a web server, there are various other means that are known
in the art or which may be developed in the future by which
the client computing system 201 could submit the populated
form field data to the web server 202 through the network
205.

In one or more embodiments, before or during the course
of carrying out the method 300, the web browser software
218 and/or identity selector software 219 may attempt to
detect that the web site 210 1s compatible with the tech-
niques of method 300 belfore proceeding with the method
300. As one example of how this compatibility detection
may occur, the web browsing software 218 may detect that
the web page 211A contains a properly formatted form field
specification 214 before proceeding with the execution of
the method 300. On the other hand, the web browsing
soltware 218 may recognize that the web page 211A does
not have a properly formatted form field specification, and
will not proceed with the execution of the method 300. This
form field specification detection technique i1s simply one
example of how the methods and techniques described
herein may be selectively performed based on the existence
of some condition; the techniques described herein could
potentially depend on one or more conditions that may be
different than or 1n addition to the one used 1n this illustrative
example. Furthermore, the detection of some condition, such
as 1s described 1n the example described 1n this paragraph,
1s entirely optional for method 300 and other techniques
described herein; embodiments may exist which do not
depend on the existence of any condition at all.

FI1G. 4 1llustrates a flowchart of a method 400 for auto-
matically and securely generating a username and password
pair.

The method 400 includes an act 401 of obtaining a
username and password specification of an application or
website. In the case of a website 210, the username and
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password specification may be contained in the form field
specification 214 or may be communicated by other means
of transferring data across a network 205, as discussed
previously. In the case of an application, the username and
password specification could comprise some other structure
by which the application indicates that a username and
password are requested to access at least some of the
functionality of the application. Additionally, the username
and password specification may optionally specity various
restrictions on usernames and passwords that are to be
provided to the application or website. For example, there
could be length restrictions (minimum or maximum), a
required or limited character set, required or prohibited
character types, limitations on the usage of dictionary words
or names or simple variations of the same, or many other
concelvable restrictions or parameters which generated user-
names and passwords should accommodate 1n a particular
case.

Next, the method 400 1includes an act 402 of automatically
generating a username and password pair which conforms to
the obtammed username and password specification. The
generated username and password should meet all of the
restrictions, limitations and parameters that were included in
the username and password specification, 1f any were
included at all.

The generation process could optionally also 1mpose its
own restrictions on usernames and passwords that may be
generated by the process, 1n addition to restrictions that are
speciflied in the username and password specification. For
example, the generation process could impose 1ts own
restriction against using dictionary words or names, or it
could always make passwords that are the maximum length
supported by the website or application. In such an example,
the restrictions of the specification are added upon or made
more restrictive by the generation process. As another
example of a self-imposed restriction, the generation process
could impose a restriction that any generated username and
password pair should be unique from username and pass-
word pairs previously created for other applications or
websites during the generation process. These examples of
self-imposed restrictions are merely a few of a wide variety
ol possible restrictions that could be 1imposed upon a pass-
word-generation process. In some embodiments, self-im-
posed restrictions may be entirely optional or not present.

After the username and password pair 1s generated 1n act
402, the generation process 400 includes an act 403 of
storing the generated username and password such that it
can be recalled by the computing system for future authen-
tication at the application or website. The username and
password may be stored either locally, or, alternatively, on a
device or storage media that 1s not included within the client
computing system 201. There 1s no limit to how the user-
name and password may be stored. In some embodiments,
the username and password may be stored 1n an encrypted
and secure manner such that only the application which
generated the pair can decrypt the stored username and
password pair for future use.

In alternative embodiments, the username and password
pair may be stored 1n more than one place; for example, the
user may have the stored username and password on both the
client computing system and a portable computing device
such as a laptop, PDA, or cell phone. Another possibility 1s
that the pair may be securely stored on portable storage
media such as flash memory or on a portable device such as
a smart card, such that the generated username and password
pair can be used on any computer which the user 230 has
occasion to access. These are just a few of many possibilities
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of how a username and password that are generated by the
techniques described herein may be stored and used.

Once the generated username and password pair 1s stored
in such a way that the pair can be recalled for future
authentication at the website or application, there are further,
optional steps 404 that can be taken with the generated pair.

For example, 1n one optional step that is 1llustrated in act
411, the generated username and password pair may be used
to automatically authenticate to the website or application
for which the pair was generated. In embodiments which
involve a website 210, when the user 230 returns to the
website 210 for which a username and password was
previously generated (as discussed with respect to acts
401-403), computer executable code on the client computing
system 201 may cause that the generated pair be used to
automatically login to the web site 210. Alternatively, 1n
embodiments that involve an application other than a web-
site, including an application of the many different types of
applications that may be enabled to employ the techniques
described herein, the generated username and password pair
may be used i act 411 to automatically login to the
application.

In embodiments which are specific to password genera-
tion for website authentication, once the generated pair has
been stored, the computing system may prompt the user (as
illustrated in the act 421) to select or create a digital identity
to associate with the generated username and password pair.
Once the user selects or creates a digital identity to associate
with the generated pair, the generated pair 1s associated with
the digital identity as 1llustrated 1n act 422. In addition to
being associated with the digital identity, the generated pair
may optionally be associated with the website such that,
when the website 1s visited subsequently, the username and
password have a known association with the website and
this association may be used to provide additional authen-
tication functionality to applications such as the web
browser software 218 or the 1dentity selector software 219.

In an alternative configuration of the method 400, the
optional acts 421 and 422 could be performed before the act
403 of storing the generated username and password pair. In
any case, i embodiments which include the optional acts
421-423, as an example of a future authentication use, when
the user 230 navigates to a web site 210 which 1s compatible
with techniques described herein and the web site 210
requires that the user 230 authenticate 1 order to access
certain features contained therein, the user 1s prompted 1n act
423 to select a digital identity. This prompting to select a
digital i1dentity may be done in a similar manner as that
described previously with respect to act 302 of the method
300. Once the user 230 selects a digital identity that 1s
associated with a username and password pair for the
website, the user 230 will then be automatically authenti-
cated or logged in to the website, similar to the act that 1s
illustrated 1n act 411 and described above. In such an
embodiment, for example, the act 423, which includes using
the generated pair for automatic authentication at the web
site 210 after the user 230 has selected a digital identity, may
involve the username and password pair being used to
populate form fields 213 which are then submitted to the
website 210, similarly to the techniques for populating and
submitting form field data that are 1llustrated in acts 303-305

of method 300, as illustrated 1n FIG. 3.

One advantage of embodiments which involve the method
400 1llustrated 1n FIG. 4 1s that the user 230 would not need
to remember or write down the generated username and
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password pair. Additionally, it would be diflicult or 1mpos-
sible for another person to obtain the username and pass-
word for unauthorized use.

While the method 400 1s discussed in the context of the
generalized concept of username and password pairs, 1t 1s
recognized that there are a variety of different authentication
mechanisms which utilize passwords. In such systems, a
password 1s often coupled with some supplemental i1denti-
fication 1nformation, which could be a username, the
example used 1n the illustrations of FIG. 4 and throughout
the discussion herein, but which could alternatively be any
of a varniety of other means for identification. Another
common example of a means for identification would be the
use of an email address 1n conjunction with a password for
authentication. There are other mechanisms for user ident-
fication, including more sophisticated mechanisms such as,
for example, smart cards and biometric technologies. How-
ever, these are just a few 1illustrative examples of technolo-
gies which use passwords. The techmques described herein
may be applied to any authentication system which could
benellt from the secure automatic generation of passwords,
regardless of whether the system involves username and
password pairing or some other method of user identification
and authentication.

In some embodiments, the method 400 could be used to
supply a username and a password for a web site, in which
case the environment of FIG. 2 applies. In such an embodi-
ment, the username and password may be supplied to the
web site 210 through a form 212. Thus, the techniques of
FIG. 4 may be utilized 1n conjunction with a method such as
that of FIG. 3. For example, a username and password
specification may be obtained from the web site 210 as part
of the form field specification 214 obtained in act 301. As a
turther example, the generated username and password may
be submitted to the form 212 in a similar manner as 1s
illustrated 1n act 305 and described herein with reference to
act 305. Furthermore, 1n some embodiments, the client
computing system 201 may include web browser software
218, and the method 400 may be executed by computer
executable code that 1s executed as part of or 1n conjunction
with the web browser software 218 or identity selector
software 219.

In alternative embodiments, the method 400 could be
executed by a stand-alone application which contains com-
puter executable 1nstructions that perform the method, or the
method could be executed by a code module that 1s part of
a larger application or code library.

The methods and techmiques 300 and 400 that are 1llus-
trated 1n FIGS. 3 and 4, when executed 1n an environment
similar to that illustrated in FIG. 2, can be combined to
create a hybrid system which does both the form filling of
method 300 and incorporates the automatic generation of
secure usernames and passwords that 1s demonstrated 1n
method 400. Such a method 500 1s 1llustrated in FIG. 5 and
may allow for significant automation of both the registration
and the authentication processes that are commonly used to
access features provided by the website 210, among other
benefits.

For example, 1n an environment such as the one which 1s
illustrated by the environment 200 of FIG. 2, the method 500
may include an act 501 of obtaining a form field specifica-
tion 214, which specifies a plurality of form fields 213 of a
form 212. The form field specification 214 may include form
field restrictions for one or more of the form fields 213 of the
form 212, as has been previously described. This act 501 1s
similar to the act 301 1illustrated 1n FIG. 3. Next, 1n act 502,
the user 230 1s prompted by the client computing system 201
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to select or create a digital identity. Subsequently, 1n act 503,
the digital 1dentity 1s used to obtain data to populate at least
one of the form fields 213 of the form 212 that are specified
in the form field specification 214. This may involve the use
of digital 1denftities from third-party identity providers
203A-D or selt-1ssued digital identity providers 203S and
may involve the transfer and parsing of security tokens that
has been discussed previously 1in conjunction with act 303.

Depending on the type of data that the website 210
requires, the digital identity may be used to obtain data from
various different sources, as 1illustrated in act 503. This 1s
turther 1llustrated 1n FIG. 5 by three boxes 511, 512 & 513
which are contained within the box that represents act 503.
Thus, the performance of act 503 may consist of any one or
more of the acts described depicted 1n 511, 512 & 513 and
described below.

In one scenario, as 1llustrated 1n act 511, when a user 230
1s accessing a website 210 and the website 210 1s requesting
information about the user 230, data may be obtained
directly from information contained within or represented by
the digital identity. For example, the user may be accessing,
the website 210 to register a new account, and the website
may be requesting information about the user in order to
register the new account. Techniques for obtaining data from
a digital identity may be similar to those described above,
for example, with respect to act 303 of FIG. 3.

In another scenario, illustrated in act 512, wherein the
website 210 1s asking the user to supply a new username and
password, the digital identity may be used to generate a new
and unique username and password pair, using a similar
process as that discussed previously in conjunction with
method 400. This act 512 may occur as an alternative or in
addition to acts 511 and/or 513.

In a scenario, depicted 1n act 513, where a user 230 1s
returning to a website 210 that the user 230 had wvisited
previously, and the website 210 1s asking that the user 230
provide an existing username and password for authentica-
tion purposes, the digital identity may be used to retrieve a
previously generated username and password pair and to
supply this generated pair to the website 210 1n order to
authenticate the user 230.

Once the digital identity has been used to obtain any of the
data that 1s discussed above, 1n act 504, the data 1s used to
populate one or more of the form fields 213 of the form 212
that were specified 1n the form field specification 214.
Finally, the populated form fields are automatically submiut-
ted, as 1llustrated 1n act 505. Acts 504 and 505 have close
analogues 1n acts 304 and 305 of method 300, and the
descriptions provided in conjunction with FIG. 3 may be
applicable.

Accordingly, the principles described herein provide a
flexible mechanism for form-filling using digital 1dentities
and/or the automatic generation of secure username and
passwords. The present invention may be embodied in other
specific forms without departing from 1ts spirit or essential
characteristics. The described embodiments are to be con-
sidered 1n all respects only as 1llustrative and not restrictive.
The scope of the mvention 1s, therefore, indicated by the
appended claims rather than by the foregoing description.
All changes which come within the meaning and range of
equivalency of the claims are to be embraced within their
scope.

What 1s claimed 1s:

1. A computer program product comprising one or more
computer-readable storage devices having encoded thereon
computer-executable instructions that, when executed by
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one or more processors of a computing system, causes the
computing system to perform the following:

accessing a username and password specification of a

remote application or website, the specification com-
prising restrictions on the format of acceptable user-
names and passwords including at least a required
character set and minimum length for each of the
usernames and passwords;

automatically generating a username and password pair

which conforms to the accessed username and pass-
word specification and conforms to the format restric-
tions;

securely storing the generated username and password

pair such that 1t can be recalled by the computing
system for future authentication at the application or
website.

2. A computer program product 1n accordance with claim
1, wherein the one or more computer-readable storage
devices are magnetic and/or optical devices.

3. A computer program product in accordance with claim
2, wherein the generated username and password pair 1s
unique from username and password pairs generated by the
computing system for other applications or websites.

4. A computer program product 1n accordance with claim
3, which also causes the computing system to automatically
login or otherwise authenticate to the application or website
to which the generated username and password pair corre-
sponds.

5. A computer program product 1n accordance with claim
3, wherein the computing system comprises a web browser
client computing system and the application or website
comprises a website.

6. A computer program product in accordance with claim
5, which also causes the computing system to prompt a user
to select or create a digital identity to use for subsequent
authentication at the website.

7. A computer program product 1n accordance with claim
6, which also causes the computing system to associate the
generated username and password pair with the website and
with the user-selected or user-created digital 1dentity.

8. A computer program product in accordance with claim
7, which also prompts the user to select a digital identity
when the website which 1s associated with the generated
username and password pair 1s subsequently visited, and
which also causes the computing system to automatically
login or otherwise authenticate to the website.

9. A computing system comprising one or more proces-
sors and one or more computer-readable storage devices
having encoded thereon computer-executable instructions
that, when executed by the one or more processors, causes
the system to perform the following:

accessing a username and password specification of a

remote application or website, the specification com-
prising restrictions on the format of acceptable user-
names and passwords including at least a required
character set and minimum length for each of the
usernames and passwords;

automatically generating a username and password pair

which conforms to the accessed username and pass-
word specification and conforms to the format restric-
tions;

securely storing the generated username and password

pair such that 1t can be recalled by the computing
system for future authentication at the application or
website.
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10. A system 1n accordance with claim 9, wherein the one
or more computer-readable storage devices are magnetic
and/or optical devices.

11. A system 1n accordance with claim 9, wherein the
generated username and password pair 1s unique from
username and password pairs generated by the computing,
system for other applications or websites.

12. A system 1n accordance with claim 9, wherein the

computing system 1s caused to automatically login or oth-
erwise authenticate to the application or website to which
the generated username and password pair corresponds.

13. A system 1n accordance with claim 9, wherein the
computing system comprises a web browser client comput-
ing system and the application or website comprises a
website.

14. A system in accordance with claim 13, which also
causes the computing system to prompt a user to select or
create a digital identity to use for subsequent authentication
at the website.

15. A system in accordance with claim 14, which also
causes the computing system to associate the generated
username and password pair with the website and with the
user-selected or user-created digital identity.

16. A system 1n accordance with claim 15, which also
prompts the user to select a digital 1dentity when the website
which 1s associated with the generated username and pass-
word pair 1s subsequently visited, and which also causes the
computing system to automatically login or otherwise
authenticate to the website.

17. A method performed 1n a computing system, the
system comprising one or more processors and one or more
computer-readable storage devices having encoded thereon
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computer-executable instructions, the method comprising
executing the instructions on the one or more processors of
the computing system thereby causing the computing sys-
tem to perform the following:

accessing a username and password specification of a

remote application or website, the specification com-
prising restrictions on the format of acceptable user-
names and passwords including at least a required
character set and minimum length for each of the
usernames and passwords;

automatically generating a username and password pair

which conforms to the accessed username and pass-
word specification and conforms to the format restric-
tions;

securely storing the generated username and password

pair such that it can be recalled by the computing
system for future authentication at the application or
website.

18. A method 1n accordance with claim 17, further com-
prising causing the computing system to prompt a user to
select or create a digital identity to use for subsequent
authentication at the website.

19. A method 1n accordance with claim 17, wherein the
generated username and password pair 1s unique from
username and password pairs generated by the computing
system for other applications or websites.

20. A method 1n accordance with claim 17, further com-
prising causing the computing system to automatically login
or otherwise authenticate to the application or website to
which the generated username and password pair corre-
sponds.
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