US009444818B2

12 United States Patent

Lietz et al.

US 9,444,818 B2
Sep. 13, 2016

(10) Patent No.:
45) Date of Patent:

(54) METHOD AND SYSTEM FOR g%%gqgg E ggggg garopni et al.
’ ’ 1 arcla
VMR TCATIONS Nttt 7434045 Bl 102008 Enderwick et al.
COMMUNICATIONS JURISDICTION ZONES (Continued)
(71) Applicant: Intuit Inc., Mountain View, CA (US) FOREIGN PATENT DOCUMENTS
(72) Inventors: M. Shanl-lon L_ietzj San Marcos, CA Eg ggggg% l(l)gg?ﬁ
(US); Luis Felipe Cabrera, Bellevue, ,
WA (US) (Continued)
OTHER PUBLICATIONS
(73) Assignee: Intuit Inc., Mountain View, CA (US)
Reddy et al., “Security Architecture of Cloud Computing,” Inter-
( *) Notice: Subject to any disclaimer, the term of this national Journal of Engineering Science and lechnology (IJEST),
patent is extended or adjusted under 35 vol. 3, No. 9, Sep. 9, 2011, pp. 7149-7155.
U.S.C. 154(b) by 49 days. (Continued)
(21)  Appl. No.: 14/070,168 Primary Examiner — 'In1 Tran
(22) Filed: Nov. 1. 2013 (74) Attorney, Agent, or Firm — Hawley Troxell Ennis &
| ’ Hawley LLP; Philip McKay
(65) Prior Publication Data
(37) ABSTRACT
US 2015/0128204 Al May 7, 2015 Communications and data security policy data for two or
(51) Int. CL. more communications jurisdiction zones i1s obtained that
HO4L 29/06 (2006.01) includes data indicating allowed protocols for the respective
(52) U.S. Cl | communications jurisdiction zones. Data indicating a
CPC ' HO4L 63/10 (2013.01); HO4L 63/105 desired exchange of data between a first resource in a first
"""" (2013 01); HO4L 63/1 0'7 (2613 01); HO4L communications jurisdiction zone and a second resource 1n
R 63/ 0 (2613 01) a second communications jurisdiction zone 1s received/
52)  Field of Classification S b ' obtained. The first communications jurisdiction zone com-
(58) Nle O LAASSIICALION Seart munications and data security policy data and the second
Sone lication file £ ot h hist communications jurisdiction zone policy data i1s automati-
ce appltdtion e ToF COMPICTE Stattll MISTOLy. cally obtained and analyzed to determine an allowed type of
: secure communications security level for the desired
(56) References Cited exchange of data that complies with both the first commu-
U S PATENT DOCUMENTS nications jurisdiction zone communications and data secu-
rity policy data and the second communications jurisdiction
5,003,596 A 3/1991 Wood zone policy data. A communications channel, including the
gaég}gig él ﬁ; 388(1) (S}Chlﬂtz ; allowed type of secure communications security level, 1s
6220710 BI 5/2005 V;?’I?;tg;i’ & automatically establishing between the first resource and the
6,981,041 B2  12/2005 Araujo et al. second resource.
6,996,716 Bl 2/2006 Hsu
7,178,033 Bl 2/2007 Garcia 31 Claims, 5 Drawing Sheets

5[11 {_/ 00
— 903

[DENTIFY TWC OF MORE COMMUNIGATIONS JURISDICTION ZONES
¥ ~ 305
DBTAN COMMUKICATIONS AND DATA SECURITY POLICY DATA FOR THE IDENTIFIED: COMMUNCATIONS
JRISDICTION ZOWES INCLUDING DATA INDICATING ALLOWED TYPES OF SECURE COMMUMICATIONS SECURITY
LEVELS FOR THE RESPECTIVE COMMUNICATIONS JURISDICTION ZONES _
¥ r— all7
DBTAIN CATA INHCATING & DESIRED EXCHAMGE OF DATA BETWEEN A FIRST RESQURCE IN A FIRST
COMMUNICATIONS JURISDICTION ZOWE AND A SECOND RESOURCE IN 4 SECOND COMMLNICATIONS
JRISDICTION ZONE
¥ — D09
AUTOMATICALLY OBTAIN FIRST COMMUNICATIONS JURISDICTION ZOWE POLICY DATA ASSOCIATED WTH THE
FIRST COMMUNICATIONS JURISDICTION ZONE AND SECOND COMMUNICATICNS JURISDICTION ZOME POLICY
DATA ASSOCIATED WITH SECOND COMMUNICATIONS JURISDICTION ZONE _
¥ — 1
AUTOMATICALLY ANALYZE THE DATA INDICATING THE DESIRED EXCHANGE OF DATA TO DETERMINE A
REQUIRED TYPE OF COMMUNICATIONS CHANNEL -
¥ — I3

QBTAIN OWNER DATA TRANSFER FOLICY DATA INDICATING REQUIRED TYPES OF SECURE
COMMURICATIONS SECURITY LEVELS FOR ONE OR MORE TYFES OF DATA

¥ ~ 315

AUTONATICALLY DBTAIN DATA TYPE DATA INCICATNG THE TYPE OF DATA INVOLVED IN THE DESIRED
EXCHANGE 0F DATA

¥ — al?y
AUTOMATICALLY ANALYZE THE DATA TYPE DATA AND THE GWNER DATA TRANSFER POLICY DATA TO

DETERMINE OWNER ALLOWED TYPES OF SECURE COMMUNICATIONS SECURITY LEVEL DATA FOR THE
DESIRED EXCHANGE OF DATA

=519

AUTOMATICALLY ANALYZE THE FIRST COMMUNICATIONS JURISDICTION ZOME PCLICY DATA, THE SECOND
COMMUNICATIONS JURISTHCTION ZONE POLICY DATA, AND THE DWHER ALLOWED TYRES OF SECLRE
COMMUNICATIONS SECURITY LEVEL DATA TO DETERMINE AT LEAST ONE ALLOWED TYPE OF SECURE

COMMUNICATIONS SECURITY LEVEL

— 921

SELECT ONE OF THE AT LEAST ONE ALLOWED TYPE CF SECURE QOMMUMICATIONS SECURITY LEVEL

= 325

AUTCMATICALLY ESTABUSH THE REQUIRED TYPE OF COMMUMICATIONS CHANMEL INCLUDING THE
ALLOWED TYPE OF SECLRE EWHUHIEAHWEEE%*E‘%UFELET%’GIL.EEEEL BETWEEM THE ARST RESOURCE AND THE

@53&



US 9,444,818 B2

Page 2
(56) References Cited 2012/0311564 A1 12/2012 Khalid
2013/0019284 Al 1/2013 Pacyga et al.
U.S. PATENT DOCUMENTS 2013/0060825 Al 3/2013 Farcasiu et al.
2013/0097706 Al 4/2013 Titonis et al.
7,546,629 B2 6/2009 Albert et al. 2013/0104213 Al 4/2013 Nandakumar
7,715,565 B2 5/2010 Kimmel et al. 2013/0125247 Al 5/2013 Sprague et al.
7,739,501 B2 6/2010 Kimmel et al. 2013/0204849 Al 82013 Chacko
7.983.423 Bl 7/2011 Agarwal et al. 2013/0219456 Al 8/2013 Sharma et al.
8,095,960 B2 1/2012 Boogert et al. 2013/0254539 Al 9/2013 Auwuradkar et al.
8316237 Bl 11/2012 Felsher et al. 2013/0346558 Al1™*™ 12/2013 Khalidi et al. ................ 709/218
8,352,999 Bl 1/2013 7Zhan et al. 2014/0007178 Al 1/2014  Gillum et al.
8,498,941 B2 7/2013 Felsher 2014/0007239 Al 1/2014 Sharpe et al.
8.560.857 B2  10/2013 Munetoh et al. 2014/0026179 Al 1/2014 Devarajan et al.
8,656,180 B2 2/9014 Orsini et al. 2014/0068732 Al 3/2014 Hinton et al.
8,700,906 B2  4/2014 Kamara et al. 2014/0074637 Al 3/2014 Hammad
8,826,013 Bl  9/2014 Kodukula et al. 2014/0075499 Al 3/2014 Arun et al.
8.880.882 B2  11/2014 Kulkarni et al. 2014/0165134 Al 6/2014 Goldschlag et al.
2002/0023065 Al 2/2002 Frelechoux et al. 2014/0244585 Al 8/2014 Sivasubramanian et al.
2004/0210591 Al  10/2004 Hirschfeld et al. 2014/0282840 Al1*  9/2014 Guinan ... 726/1
2005/0138110 Al 6/2005 Redlich et al. 2014/0283010 Al 9/2014 Rutkowski et al.
2006/0062238 Al* 3/2006 Mahendran ......... HO4L 12/2602 2014/0330869 Al 11/2014 Factor et al.
370/437
2006/0215839 Al 9/2006 Augenstein et al. FOREIGN PATENT DOCUMENTS
2006/0291664 Al  12/2006 Suarez et al.
2007/0156781 Al 7/2007 Kapoor et al. GB 2477682 11/2009
2007/0195960 Al 8/2007 Golman et al. GB 71524632 1/2015
2007/0276931 A1 11/2007 Mahdavi et al. WO WO 2010/144735 12/2010
2008/0013569 Al 1/2008 Boren
2008/0072309 Al 3/2008 Kleinsteiber et al. OTHER PUBLICATTONS
2008/0083036 Al 4/2008 Ozzie et al.
2008/0098392 Al 4/2008 Wiptel et al. Cabrera et al., “Method and System for Distributing Secrets,” U.S.
2008/0109491 Al 5/2008 Gupta Appl. No. 14/053,488, filed Oct. 14, 2013.
2008/0319909 Al 12/2008  Perkins et al. Cabrera et al., “Method and System for Providing a Secure Secrets
ggggﬁg?g%gg‘ ir %883 I%TO” et al. Proxy,” U.S. Appl. No. 14/054,450, filed Oct. 15, 2013.
2009/0204631 Al /2000 Piﬁﬁ:}y of al Weaver et al., “Method and System for Automatically Managing
2009/0287837 Al 11/2009 Felsher Secret Application and Maintenance,” U.S. Appl. No. 14/069,921,
2010/0082991 Al 4/2010 Baldwin et al. filed Nov. 1, 2013.
2010/0189251 Al 7/2010 Curren Cabrera et al., “Method and System for Automatically Managing
2011/0004752 Al 1/2011 Shukla Secrets in Multiple Data Security Jurisdiction Zones,” U.S. Appl.
2011/0022812 Al 1/2011 wvan der Linden et al. No. 14/073,110, filed Nov. 6, 2013.
2011/0093707 Al 4/2011 Green et al. Lietz et al., “Method and System for Accommodating Communi-
2011/0113236 Al 5/2011 Chen.jard et al. cations Channels Using Different Secure Communications Proto-
2011/0158406 AL~ 6/2011 Marcia et al. cols,” U.S. Appl. No. 14/215,432, filed Mar. 17, 2014
201 1/O188651 Al 8/201 . Iswandhi et al. Lietz et al., “Method and Apparatus to Rotate Data Encryption Keys
2Oi“1/0191595 Ai‘ 8/201? Damian et al. in Databases with No Down Time,” U.S. Appl. No. 14/263,808,
2011/0219035 Al 9/2011 Korsunsky et al. filed Apr 28 2014
2011/0277027 Al  11/2011 Hayton et al. Pl 29 o .
7012/0131180 Al 5/9012 Smart et al Cabrera et al., “Method and Apparatus for Multi-Tenancy Secrets
2012/0185913 Al 79012 Martinez et al. Management,” U.S. Appl. No. 14/265,930, filed Apr. 30, 2014.
2012/0204032 Al 8/2012 Wilkins et al.
2012/0303776 Al 11/2012 Ferris * cited by examiner




U.S. Patent

Sep. 13, 2016

COMMUNICATIONS

JURISDICTION ZONE 1
FIRST RESOURCE 100

DATA TO BE
TRANSFERRED 101

DATA TYPE DATA 103 |

DATA OWNER DATA 105

COMPUTING ENVIRONMENT 11

Sheet 1 of 5 US 9.444,818 B2

COMMUNICATIONS
JURISDICTION ZONE 2

SECOND RESOURCE 150

| SECURITY LEVEL 3 |

SECURE COMMUNICATIONS CHANNEL 180

COMPUTING ENVIRONMENT 12

DATABASE 129

SECURE
COMMUNICAT

DATA TYPE DATA 103 POLICY

DATA OWNER DATA 105 ANALYSIS

COMMUNICATIONS

JURISDIC

ZONE 1 POLICY DATA

ON

COMPLIANCE RESULTS DATA 128

~| MODULE 12/

SECURITY LEVEL 1
SECURITY LEVEL 2

SECURITY LEVEL 3

ONS

COMMUNICATIONS

JURISDICTION
ZONE 2 POLICY DATA

DATA OWNER X
1YPE B REQUIREMENTS
POLICY DATA DATA

SECURITY

ZONE N PO

COMMUNICATIONS
JURISDICTION
ZONE 1 POLICY DATA

COMMUNICATIONS
JURISDICTION
ZONL 2 POLICY DATA

COMMUNICATIONS
JURISDICTION
ZONE 5 POLICY DATA

COMMUNICATIONS
JURISDICTION

LICY DATA

COMMUNICATIONS JURISDICTION
ZONE POLICY MANAGER 121

DATA TYPE A
POLICY DATA

DATA TYPE B
POLICY DATA

DATA TYPE C
POLICY DATA

DATA TYPE N
POLICY DATA

ENTERPRISE DATA

TRANSFER

POLICY MANAGER 123

FlG. 1

OWNER X
REQUIREMENTS
DATA

OWNER Y
REQUIREMENTS
DATA

OWNER Z
REQUIREMENTS
DATA

OWNER DATA TRANSFER
POLICY MANAGER 123

SECURE COMMUNICATIONS MANAGER 120




U.S. Patent Sep. 13, 2016

COMMUNICATIONS
JURISDICTION

ZONE 1

COMMUNICATIONS
JURISDICTION
ZONE 1 POLICY DATA

COMMUNICATIONS COMMUNICATIONS

JURISDICTION

JURISDICTION
ZONE 2 ZONE 2 POLICY DATA

SECURITY LEVEL 1
SECURITY LEVEL 3

SECURITY LEVEL N
JURISDICTION

ZONES A
SECURITY LEVE

LOWED

> DATA 20/

Sheet 2 of §

SECURITY

LEVEL 1

| SECURITY LEVEL 2 |

SECURITY LEVEL §

SECURITY LEVEL N

COMMUNICATIONS
JURISDICTION

ZONE 1 A
SECURITY LEVE

LLOWED

S DATA 201

| SECURITY LEVEL 1 |

SECURITY LEVEL 3

SECURITY LEVEL N

COMMUNICATIONS
JURISDICTION
ZONE 2 ALLOWED

SECURITY LEVELS DATA 205

US 9,444,818 B2

ANALYSIS MODULE 127

Y

COMMUNICATIONS
JURISDICTION
ZONES FILTER 203

DATA 105

|DATA TYPE| ,‘DATA TYPE B

POLICY DATA

| SECURITY LEVEL 1]

SECURITY LEVEL 2
SECURITY LEVEL $

DATA TYPE AL

_LOWED

SECURITY LEVELS

DATA 209

DATA TYPE
FILTER 211

DATA OWNER
DATA 100

SECURITY LEVEL 1 |

SECURITY LEVEL 3

ZONE /DATA TYPE ALLOWED
SECURITY LEVELS DATA 213

OWNER X
REQUIREMENTS

DATA

SECURITY LEVEL 2

[ SECURITY LEVEL 3

OWNER
FILTER 219

A

SECURITY LEVEL N

OWNER ALLOWED
SECURITY LEVELS 217

FlG, 2

RESULTS DATA 128
SECURITY LEVEL S




U.S. Patent Sep. 13, 2016 Sheet 3 of 5

AUTOMATICALLY OBTAIN F
FIRST COMMUNICATIONS J

ST COMM

URISDICTIO

DATA ASSOCIATED WITH SECOND COMMUNICATIONS JURISDICT

o

JURISDICTION ZONE

US 9,444,818 B2

F/BOO

303

DENTIFY TWO OR MORE COMMUNICATIONS JURISDICTION ZONES

305

OBTAIN COMMUNICATIONS AND DATA SECURITY POLICY DATA FOR THE IDENTIFIED COMMUNICATIONS
JURISDICTION ZONES INCLUDING DATA INDICATING ALLOWED TYPES OF SECURE
LEVELS FOR THE RESPECTIVE COMMUNICATIONS JURISDICTION ZONES

COMMUNICATIONS SECURITY

307

OBTAIN DATA INDICATING A DESIRED EXCHANGE OF DATA BETWEEN A FIRST RESOURCE IN A FIRST
COMMUNICATIONS JURISDICTION ZONE AND A SECOND RESOQURCE IN A SECOND COMMUNICATIONS

309

UNICATIONS JURISDICTION ZONE POLICY DATA ASSOCIATED WITH THt

N ZONE AND SECOND COMMUNICATIONS d

URISDICTION ZONE POLICY

REQUIRED TYPE OF COMMUNICATIONS CHANNEL

ON ZONE
I

AUTOMATICALLY ANALYZE THE DATA INDICATING THE DESIRED EXCHANGE OF DATA TO DETERMINE A

—~ 313

TYPE Or SECURE COMMUNICATIONS SECURITY LEVEL

SECOND RESOURCE

On

AUTOMATICALLY ANALYZE THE FIRST COMMUNICATIONS JURISDICTION ZONE POLICY DATA AND THE
SECOND COMMUNICATIONS JURISDICTION ZONE POLICY DATA TO DETERMINE

AT LEAST ONE ALLOWED

315

SELECT ONE OF THE AT LEAST ONE ALLOWED TYPE OF SECURE COMMUNICATIONS SECURITY LEVEL

317

AUTOMATICALLY ESTABLISH THE REQUIRED TYPE OF COMMUNICATIONS CHANNEL INCLUDING THE
ALLOWED TYPE OF SECURE COMMUNICATIONS SECURITY LEVEL BETWEEN THE FIRST RESOURCE AND THE

FlG. 3



U.S. Patent Sep. 13, 2016 Sheet 4 of 5 US 9,444,818 B2

@ 401 ’/_/400

DENTIFY TWO OR MORE COMMUNICATIONS JURISDICTION ZONES

403

405

OBTAIN COMMUNICATIONS AND DATA SECURITY POLICY DATA FOR THE IDENTIFIED COMMUNICATIONS
JURISDICTION ZONES INCLUDING DATA INDICATING ALLOWED TYPES OF SECURE COMMUNICATIONS SECURITY
LEVELS FOR THE RESPECTIVE COMMUNICATIONS JURISDICTION ZONES

— 407

OBTAIN DATA INDICATING A DESIRED EXCHANGE OF DATA BETWEEN A FIRST RESOURCE IN A FIRST

COMMUNICATIONS JURISDICTION ZONE AND A SECOND RESOURCE IN' A SECOND COMMUNICATIONS
JURISDICTION ZONE

409

AUTOMATICALLY OBTAIN FIRST COMMUNICATIONS JURISDICTION ZONE POLICY DATA ASSOCIATED WITH THE
FIRST COMMUNICATIONS JURISDICTION ZONE AND SECOND COMMUNICATIONS JURISDICGTION ZONE POLICY

DATA ASSOCIATED WITH SECOND COMMUNICATIONS JURISDICTION ZONE

411

AUTOMATICALLY ANALYZE THE DATA INDICATING THE DESIRED EXCHANGE OF DATA TO DETERMINE A
REQUIRED TYPE OF COMMUNICATIONS CHANNEL

— 413}

OBTAIN ENTERPRISE DATA TRANSFER POLICY DATA INDICATING REQUIRED TYPES OF SECURE
COMMUNICATIONS SECURITY LEVELS FOR ONE OR MORE TYPES OF DATA

415

AUTOMATICALLY OBTAIN DATA TYPE DATA INDICATING THE TYPE Or DATA INVOLVED IN THE DESIRED
EXCHANGE OF DATA

— 417

AUTOMATICALLY ANALYZE THE DATA TYPE DATA AND THE ENTERPRISE DATA TRANSFER POLICY DATA TO

DETERMINE ENTERPRISE ALLOWED TYPES OF SECURE COMMUNICATIONS SECURITY LEVEL DATA FOR THE
DESIRED EXCHANGE OF DATA

419

AUTOMATICALLY ANALYZE THE FIRST COMMUNICATIONS JURISDICTION ZONE POLICY DATA, THE SECOND
COMMUNICATIONS JURISDICTION ZONE POLICY DATA, AND THE ENTERPRISE ALLOWED TYPES OF SECURE
COMMUNICATIONS SECURITY LEVEL DATA TO DETERMINE AT LEAST ONE ALLOWED TYPE OF SECURE
COMMUNICATIONS SECURITY LEVEL

421
SELECT ONE OF THE AT LEAST ONt ALLOWED TYPE OF SECURE COMMUNICATIONS SECURITY LEVEL

425

AUTOMATICALLY ESTABLISH THE REQUIRED TYPE OF COMMUNICATIONS CHANNEL INCLUDING THE
ALLOWED TYPE OF SECURE COMMUNICATIONS SECURITY LEVEL BETWEEN THE FIRST RESOURCE AND THE
SECOND RESOURCE

OBy




U.S. Patent Sep. 13, 2016 Sheet 5 of 5 US 9,444,818 B2

@ 501 '/_/500

DENTIFY TWO OR MORE COMMUNICATIONS JURISDICTION ZONES

203

205

OBTAIN COMMUNICATIONS AND DATA SECURITY POLICY DATA FOR THE IDENTIFIED COMMUNICATIONS
JURISDICTION  ZONES INCLUDING DATA INDICATING ALLOWED TYPES OF SECURE COMMUNICATIONS SECURITY
LEVELS FOR THE RESPECTIVE COMMUNICATIONS JURISDICTION ZONES

207

OBTAIN DATA INDICATING A DESIRED EXCHANGE OF DATA BETWEEN A FIRST RESOURCE IN A FIRST
COMMUNICATIONS JURISDICTION ZONE AND A SECOND RESOURCE IN A SECOND COMMUNICATIONS
JURISDICTION ZONE

209

AUTOMATICALLY OBTAIN FIRST COMMUNICATIONS JURISDICTION ZONE POLICY DATA ASSOCIATED WITH THE
FIRST COMMUNICATIONS JURISDICTION ZONE AND SECOND COMMUNICATIONS JURISDICTION ZONE POLICY
DATA ASSQCIATED WITH SECOND COMMUNICATIONS JURISDICTION ZONE

o1

AUTOMATICALLY ANALYZE THE DATA INDICATING THE DESIRED EXCHANGE Or DATA TO DETERMINE A
REQUIRED TYPE OF COMMUNICATIONS CHANNEL

o1

OBTAIN OWNER DATA TRANSFER POLICY DATA INDICATING REQUIRED TYPES OF SECUREL
COMMUNICATIONS SECURITY LEVELS FOR ONE OR MORE TYPES OF DATA

219

AUTOMATICALLY OBTAIN DATA TYPE DATA INDICATING THE TYPE OF DATA INVOLVED IN THE DESIRED
EXCHANGE OF DATA

— 7

AUTOMATICALLY ANALYZE THE DATA TYPE DATA AND THE OWNER DATA TRANSFER POLICY DATA TO

DETERMINE OWNER ALLOWED TYPES OF StCURE COMMUNICATIONS SECURITY LeVEL DATA FOR THE
DESIRED EXCHANGE OF DATA

019

AUTOMATICALLY ANALYZE THE FIRST COMMUNICATIONS JURISDICTION ZONE POLICY DATA, THE SECOND
COMMUNICATIONS JURISDICTION ZONE POLICY DATA, AND THE OWNER ALLOWED TYPES Or SECURE
COMMUNICATIONS SECURITY LEVEL DATA TO DETERMINE AT LEAST ONt ALLOWED TYPE OF SECURE

COMMUNICATIONS SECURITY LEVEL

221
SELECT ONE OF THE AT LEAST ONE ALLOWED TYPE OF SECURE COMMUNICATIONS SECURITY LEVEL
023

AUTOMATICALLY £STABLISH THE REQUIRED TYPE OF COMMUNICATIONS CHANNEL INCLUDING THE
ALLOWED TYPE OF SECURE COMMUNICATIONS SECURITY LEVEL BETWEEN THE FIRST RESOURCE AND THE
SECOND RESOURCE

OB




US 9,444,818 B2

1

METHOD AND SYSTEM FOR
AUTOMATICALLY MANAGING SECURE
COMMUNICATIONS IN MULTIPLE
COMMUNICATIONS JURISDICTION ZONES

BACKGROUND

As various forms of distributed computing, such as cloud
computing, have come to dominate the computing land-
scape, modern computing has become a global endeavor.
One dificulty encountered when computing on a global
scale 1s the fact that different geographic and political
regions have different rules and regulations, 1.e., communi-
cations and data security policies, dictating the various types
ol secrets, security protocols, and security levels, such as
encryption levels, that can be used to protect data within
these different geographic and political regions.

As a specific illustrative example, the government of
China allows only relatively low levels of encryption to be
applied to data that 1s transterred to resources within China.
In contrast, many European countries allow for a higher
level of encryption to be applied to data that 1s transterred to
resources within their territories. Consequently, an applica-
tion, service, or system, desiring to transier data between
China and Europe must ensure that the level encryption used
either 1n the communications channel 1tself, or to encrypt
data 1n a message being sent via a communication channel,
1s encrypted at a level that 1s allowed both under Chinese
communications and data security policy and Furopean
communications and data security policy.

Consequently, in a global computing environment, there
1s an added complexity of making sure that secure commu-
nications channels, and other secrets, used in, or deployed
to, different geographic and political regions, are 1n com-
pliance with the rules and regulations, 1.e., the communica-
tions and data security policies, governing secure commu-
nications and the protection of data within the various
geographic and political regions.

This situation, 1 and of itself, presents a level of com-
plication that often interferes with the efls

icient processing
and transferring of data required 1n modern computing
environments, such as a cloud computing environment.
However, the situation 1s further complicated and aggra-
vated by the fact that there often exist different communi-
cations and data security zones, with distinct and different
communications and data security policy requirements,
within a given geographic or political region, and often
within the same computing environment.

As an example, an application or service implemented 1n
a cloud computing environment may, 1n some cases, be
communicating with, or facilitating communication
between, two resources, such as two virtual instances, that
lie in different communications and data security zones
within the same cloud computing environment or network,
but are instantiated in the same geographic and political
region. In this case, just as 1n the case of two resources
communicating in different geographic or political regions,
it must be confirmed that the commumications and data
security policies of both communications and data security
zones are met.

As used herein, a given geographic, political, communi-
cations and data security zone, resource, and/or computing
environment, having its own associated communications
and data security policy 1s referred to as a communications
jurisdiction zone. Consequently, as used herein, the term

communications jurisdiction zone refers to both geographic
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and political zones as well as virtual communications and
data security zones within various computing environments.

(Given the situation described above, significant amounts
of time and energy are currently devoted to ensuring that the
communications and data security policies associated with
various communications jurisdiction zones are met before
communications channels are provided between two com-
munications jurisdiction zones, and/or secrets are transierred
between two communications jurisdiction zones. As noted,
this often significantly interferes with the eflicient and
cllective operation of various, and numerous, computing
environments.

What 1s needed 1s a method and system to automatically
determine the communications and data security policies
associated with various communications jurisdiction zones
and then, when communication 1s desired between two
resources residing 1n two different communications jurisdic-
tion zones, automatically determine the appropriate commu-
nications channels and secure communications security lev-
¢ls to deploy 1n order to provide the desired communication
capability and remain in compliance with the communica-
tions and data security policies of the communications

jurisdiction zones mmvolved.

SUMMARY

In accordance with one embodiment, a method and sys-
tem for automatically managing secure communications
across multiple communications jurisdiction zones includes
identifying two or more communications jurisdiction zones
from which, and/or to which, data may be transferred using
one or more types of communications channels including
one or more types of secure communications security levels.
In one embodiment, communications and data security
policy data for the identified communications jurisdiction
zones 1s obtained that includes data indicating allowed types
ol secure communications security levels for the respective
communications jurisdiction zones.

In one embodiment, data indicating a desired exchange of
data between a first resource 1n a {first communications
jurisdiction zone and a second resource 1n a second com-
munications jurisdiction zone 1s received/obtained. In one
embodiment, the {first communications jurisdiction zone
policy data associated with the first communications juris-
diction zone and the second communications jurisdiction
zone policy data associated with the second communications
jurisdiction zone 1s automatically obtained from the com-
munications and data security policy data.

In one embodiment, the data indicating the desired
exchange of data 1s automatically analyzed to determine a
required type of communications channel and then the first
communications jurisdiction zone policy data and the sec-
ond communications jurisdiction zone policy data are auto-
matically analyzed to determine at least one allowed type of
secure communications security level for the desired
exchange of data that complies with both the first commu-
nications jurisdiction zone policy data and the second com-
munications jurisdiction zone policy data.

In one embodiment, one of the at least one allowed type
ol secure communications security level 1s then selected and
the required type of communications channel, including the
selected allowed type of secure communications security
level, 1s automatically established between the first resource
and the second resource.

BRIEF DESCRIPTION OF THE

DRAWINGS

FIG. 1 1s a functional block diagram showing the inter-
action of various elements for implementing one embodi-
ment;
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FIG. 2 shows one illustrative example of process diagram
for a secure communications policy compliance analysis

module 1n accordance with one embodiment;

FIG. 3 1s a flow chart depicting a process for automati-
cally managing secure communications across multiple
communications jurisdiction zones 1n accordance with one
embodiment;

FIG. 4 1s a flow chart depicting a process for automati-
cally managing secure communications across multiple
communications jurisdiction zones in accordance with one
embodiment; and

FIG. 5 1s a flow chart depicting a process for automati-
cally managing secure communications across multiple
communications jurisdiction zones 1n accordance with one
embodiment.

Common reference numerals are used throughout the
FIG.s and the detailed description to indicate like elements.
One skilled 1n the art will readily recognize that the above
FIG.s are examples and that other architectures, modes of
operation, orders of operation and elements/functions can be
provided and implemented without departing from the char-
acteristics and features of the invention, as set forth in the
claims.

DETAILED DESCRIPTION

Embodiments will now be discussed with reference to the
accompanying FIG.s, which depict one or more exemplary
embodiments. Embodiments may be implemented 1n many
different forms and should not be construed as limited to the
embodiments set forth herein, shown 1n the FIG.s, and/or
described below. Rather, these exemplary embodiments are
provided to allow a complete disclosure that conveys the
principles of the invention, as set forth 1n the claims, to those
of skill in the art.

In accordance with one embodiment, a method and sys-
tem for automatically managing secure communications
across multiple communications jurisdiction zones includes
a process for automatically managing secure communica-
tions across multiple communications jurisdiction zones
implemented, at least 1n part, by one or more computing
systems.

As used herein, the term “computing system™, includes,
but 1s not limited to, a server computing system; a work-
station; a desktop computing system; a database system or
storage cluster; a switching system; a router; any hardware
system; any communications systems; any form ol proxy
system; a gateway system; a firewall system; a load balanc-
ing system; or any device, subsystem, or mechanism that
includes components that can execute all, or part, of any one
of the processes and/or operations as described herein.

In addition, as used herein, the term computing system,
can denote, but 1s not limited to, systems made up of
multiple server computing systems; workstations; desktop
computing systems; database systems or storage clusters;
switching systems; routers; hardware systems; communica-
tions systems; proxy systems; gateway systems; firewall
systems; load balancing systems; or any devices that can be
used to perform the processes and/or operations as described
herein.

In various embodiments, the one or more computing
systems 1mplementing the process for automatically man-
aging secure communications across multiple communica-
tions jurisdiction zones are logically or physically located,
and/or associated with, two or more computing environ-
ments. As used herein, the term “computing environment”™
includes, but 1s not limited to, a logical or physical grouping
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of connected or networked computing systems using the
same infrastructure and systems such as, but not limited to,
hardware systems, soitware systems, and networking/com-
munications systems. Typically, computing environments
are either known environments, e.g., “trusted” environ-
ments, or unknown, e.g., “untrusted” environments. Typi-
cally, trusted computing environments are those where the
components, infrastructure, communication and networking
systems, and security systems associated with the computing
systems making up the trusted computing environment, are
either under the control of, or known to, a party. In contrast,
unknown, or untrusted computing environments are envi-
ronments and systems where the components, infrastructure,
communication and networking systems, and security sys-
tems 1mplemented and associated with the computing sys-
tems making up the untrusted computing environment, are
not under the control of, and/or are not known by, a party,
and/or are dynamically configured with new elements
capable of being added that are unknown to the party.

Examples of trusted computing environments include the
components making up data centers associated with, and/or
controlled by, a party and/or any computing systems, and/or
networks of computing systems, associated with, known by,
and/or controlled by, a party. Examples of untrusted com-
puting environments include, but are not limited to, public
networks, such as the Internet, various cloud-based comput-
ing environments, and various other forms of distributed
computing systems.

It 1s often the case that a party desires to transier data to,
and from, a first computing environment that 1s an untrusted
computing environment, such as, but not limited to, a public
cloud, a wvirtual private cloud, and a trusted computing
environment, such as, but not limited to, networks of com-
puting systems in a data center controlled by, and/or asso-
ciated with, the party. However, in other situations, a party
may wish to transfer data between two trusted computing
environments, and/or two untrusted computing environ-
ments.

In one embodiment, two or more computing systems,
and/or two or more computing environments, are connected
by one or more communications systems, and/or distributed
computing system networks, such as, but not limited to: a
public cloud; a private cloud; a virtual private cloud (VPN);
a subnet; any general network, communications network, or
general network/communications network system; a com-
bination of different network types; a public network; a
private network; a satellite network; a cable network; or any
other network capable of allowing communication between
two or more computing systems, as discussed herein, and/or
available or known at the time of filing, and/or as developed
alter the time of filing.

As used herein, the term “network’ includes, but 1s not
limited to, any network or network system such as, but not
limited to, a peer-to-peer network, a hybrid peer-to-peer
network, a Local Area Network (LAN), a Wide Area Net-
work (WAN), a public network, such as the Internet, a
private network, a cellular network, any general network,
communications network, or general network/communica-
tions network system; a wireless network; a wired network;
a wireless and wired combination network; a satellite net-
work; a cable network; any combination of different network
types; or any other system capable of allowing communi-
cation between two or more computing systems, whether
available or known at the time of filing or as later developed.

FIG. 1 1s a functional diagram of the interaction of various
clements associated with one embodiment of the method and
system for automatically managing secure communications
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across multiple communications jurisdiction zones dis-
cussed hereimn. Of particular note, the various elements 1n
FIG. 1 are shown for illustrative purposes as being associ-
ated with specific computing environments, such as com-
puting environment 11 and computing environment 12.
However, the exemplary placement of the various elements
within these environments and systems in FIG. 1 1s made for
illustrative purposes only and, 1n various embodiments, any
individual element shown in FIG. 1, or combination of
clements shown in FIG. 1, can be mmplemented and/or
deployed on any of one or more various computing envi-
ronments or systems, and/or architectural or infrastructure
components, such as one or more hardware systems, one or
more software systems, one or more data centers, more or
more clouds or cloud types, one or more third party service
capabilities, or any other computing environments, archi-
tectural, and/or infrastructure components as discussed
herein, and/or as known 1n the art at the time of filing, and/or
as developed/made available after the time of filing.

In addition, the elements shown in FIG. 1, and/or the
computing environments, systems and architectural and/or
infrastructure components, deploying the elements shown 1n
FI1G. 1, can be under the control of, or otherwise associated
with, various parties or entities, or multiple parties or
entities, such as, but not limited to, the owner of a data center
keeping or accessing the secrets data, a party and/or entity
providing all or a portion of a cloud-based computing
environment, the owner or a provider of a service, the owner
or provider of one or more resources accessible using the
secrets, and/or any other party and/or entity providing one or
more functions, and/or any other party and/or entity as
discussed herein, and/or as known 1n the art at the time of
filing, and/or as made known after the time of filing.

In accordance with one embodiment, two or more com-
munications jurisdiction zones from which, and/or to which,
data may be transierred using one or more types of com-
munications channels including one or more types of secure
communications security levels are identified.

As noted above, herein communications jurisdiction
zones can be, but are not limited to, physical geographical
communications jurisdiction zones, such as geographical
regions on the planet subject to specific communications and
data security policies; political zones, such as countries or
states subject to specific communications and data security
policies; communications and data security zones, such as
networks, clouds, or portions thereof, subject to specific
communications and data security policies; resources and/or
networks of resources subject to specific communications
and data security policies; computing environments subject
to specific communications and data security policies; and/
or any other physically, politically, or virtually delineated
communications jurisdiction zones subject to specific com-
munications and data security policies, as discussed herein,
and/or as known 1n the art at the time of filing, and/or as
developed/become known after the time of filing.

In one embodiment, the two or more communications
jurisdiction zones are 1dentified as communications jurisdic-
tion zones likely to be the location of one or more resources
within a cloud computing environment, or other decentral-
1zed computing system.

In one embodiment, for each of the 1dentified two or more
communications jurisdiction zones, communications and
data security policy data 1s obtained including data indicat-
ing allowed and/or required types of secure communications
security levels for that identified communications jurisdic-
tion zone.

10

15

20

25

30

35

40

45

50

55

60

65

6

In various embodiments, the communications and data
security policy data can include, but 1s not limited to,
communications and data security policy data associated
with political entities such as local, state, national, or
regional government agencies; communications and data
security policy data associated with networks or sub net-
works of computing systems such as virtual private net-
works, local area networks, and wide area networks, and/or
portions thereof; communications and data security policy
data associated with cloud computing environments, or
portions of cloud computing environments such as virtual
private clouds, private clouds, or portions of a cloud com-
puting environment implemented 1n different geographic
regions; and/or any other communications policy data
related to any communications jurisdiction zone, setting
forth the allowed and/or required types of secure commu-
nications security levels that can, or must, be employed in
that communications jurisdiction zone.

In one embodiment, the communications and data secu-
rity policy data 1s stored and/or managed and updated
through a policy manager.

Referring to FIG. 1, secure communications manager 120
1s shown as being implemented in computing environment
12. As seen 1n FIG. 1, communications jurisdiction zone
policy manager 121 1s shown as including communications
jurisdiction zone 1 policy data, communications jurisdiction
zone 2 policy data, and communications jurisdiction zone 3
policy data through communications jurisdiction zone “N”
policy data representing communications and data security
policies associated with 1dentified communications jurisdic-
tion zones 1 through N, indicating the allowed and/or
required types of secure communications security levels,

represented by security level 1, security level 2, and security
level 3 through N 1n database 129, that can be used, or must
be used, for secure communications in each of the commu-
nications jurisdiction zones 1 through N.

In one embodiment, data 1s obtamned indicating, or
requesting, a desired exchange of data between a first
resource 1n a first communications jurisdiction zone and a
second resource i a second communications jurisdiction
Zone.

Herein, the term “resource” refers to any software or
hardware entity or component capable of transferring and/or
receiving data. As one specific illustrative example, in one
embodiment, one or more of the first or second resources
includes a virtual asset implemented 1n a cloud computing
environment.

As used herein, the term ““virtual asset” includes any
virtualized entity or resource, and/or a part of an actual, or
“bare metal” entity. In various embodiments, the virtual
assets can be, but are not limited to, virtual machines, virtual
servers, and instances implemented 1n a cloud computing
environment; databases implemented, or associated with, a
cloud computing environment and/or instances implemented
in a cloud computing environment; services associated with,
and or delivered through, a cloud computing environment;
communications systems used with, part of, or provided
through, a cloud computing environment; and/or any other
virtualized assets and/or sub-systems of “hard metal” physi-
cal devices such as mobile devices, remote sensors, laptops,
desktops, point-of-sale devices, ATMs, electronic voting
machines, etc., located within a data center, within a cloud
computing environment, and/or any other physical or logical
location, as discussed herein, and/or as known/available 1n
the art at the time of filing, and/or as developed/made
available after the time of filing.
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In other embodiments, one or more of the first and second
resources can include one or more components or systems
deployed 1n a data center; one or more physical or virtual
server computing systems; one or more physical or virtual
workstations; one or more database systems or storage
clusters; one or more switching systems; one or more
routers; any hardware system; any communications systems;
any form of proxy system; one or more gateway systems;
one or more firewall systems; one or more load balancing
systems; one or more applications and/or services; and/or
any other software or hardware entity or entities capable of
transmitting and/or receiving data as discussed herein, and/
or as known in the art at the time of filing, and/or as
developed/made available after the time of filing.

In various embodiments, the types of data desired to be
transierred between resources 1n diflerent communications
jurisdiction zones includes, but 1s not limited to, messages,
such as email and text messages; files; 1mages; secrets;
and/or any other data and/or information type as discussed
herein, and/or as known 1n the art at the time of filing, and/or
as developed/made available after the time of {filing.

In various embodiments, the data to be transferred
between the first resource and the second resource includes
data type data indicating the type of data to be transferred
and data owner data indicating the entity or party that 1s the
source of the data to be transferred, and/or that “owns” the
data to be transierred.

In one embodiment, a determination 1s made that the first
resource resides 1n, and/or 1s subject to the communications
and data security policies, of a first communications juris-
diction zone using information contained 1n the IP address
associated with the first resource, and/or any other mecha-
nism as discussed herein, and/or as known 1n the art at the
time of filing, and/or as developed/made available after the
time of filing, for determining a communications jurisdiction
zone assoclated with a resource or communications end-
point. Similarly, in one embodiment, a determination 1s
made that the second resource resides 1n, and/or 1s subject to
the communications and data security policies, of a second
communications jurisdiction zone using information con-
tained 1n the IP address associated with the second resource,
and/or any other mechanism as discussed herein, and/or as
known 1n the art at the time of filing, and/or as developed/
made available after the time of filing, for determining a
communications jurisdiction zone associated with a resource
or communications endpoint.

Referring to FIG. 1, first resource 100 1s shown as residing
in communications jurisdiction zone 1 and second resource
150 1s shown as residing in communications jurisdiction
zone 2. As also seen 1n FIG. 1, 1n this specific illustrative
example, first resource 100 1s shown as the sending, or
transierring, resource and includes data to be transferred 101
that 1s a subject of request to transier data to be transferred
101 from first resource 100 to second resource 150. As also
seen 1n FI1G. 1, data to be transferred 101 includes data type
data 103 indicating the data type of data to be transferred
101 and data owner data 1035 indicating the entity or party
providing data to be transterred 101. As also shown i1n FIG.
1, 1n this specific illustrative example, both first resource 100
and second resource 150 are shown as being implemented 1n
computing environment 11. In one embodiment, computing
environment 11 1s a cloud computing environment and {irst
resource 100 and second resource 150 are virtual assets
instantiated 1n computing environment 11.

In one embodiment, once it 1s determined that a transier
of data 1s desired between a {first resource 1n a first commu-
nications jurisdiction zone and a second resource 1n a second
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communications jurisdiction zone, the communications and
data security policy data for the first communications juris-
diction zone and the communications and data security
policy data for the second communications jurisdiction zone
1s obtained from the commumications and data security
policy data stored and/or managed and updated through a
policy manager.

Referring to FIG. 1, based on first resource 100 being 1n
communications jurisdiction zone 1 and second resource
150 being 1n communications jurisdiction zone 2, commu-
nications and data security policy data for the communica-
tions jurisdiction zone 1, represented by communications
jurisdiction zone 1 policy data, and communications and
data security policy data for the communications jurisdiction
zone 2, represented by communications jurisdiction zone 2
policy data, 1s obtained from communications jurisdiction
zone policy manager 121.

In one embodiment, the data to be transferred between the
first resource 1n the first communications jurisdiction zone
and the second resource in the second communications
jurisdiction zone 1s automatically analyzed to determine the
type of data to be transferred.

As noted above, the types of data desired to be transterred
can include, but are not limited to, messages, such as email
and text messages; files; 1mages; secrets; and/or any other
data and/or information type as discussed herein, and/or as
known 1n the art at the time of filing, and/or as developed/
made available after the time of filing.

In various embodiments, the type of data to be transierred
determines the type of communication channel to be estab-
lished between the {irst resource 1n the first communications
jurisdiction zone and the second resource in the second
communications jurisdiction zone, 1.¢., the type and form of
data to be transierred determines the secure communications
protocol to be employed to provide a secure communica-
tions channel between the first resource and the second
resource.

In various embodiments, the communications channels to
be established can be, but are not limited to, a Secure
Sockets Layer (SSL) communications channel; a Transport
Layer Security (TLS) communications channel; a Simple
Transportation Management Protocol (STMP) communica-
tions channel; a Simple Mail Transfer Protocol (SMTP)
communications channel; a Spanning Tree Protocol (STP)
communications channel; an Internet Control Message Pro-
tocol (ICMP) communications channel; and/or any secure
communication protocol channel, as discussed herein, and/
or as known in the art at the time of filing, and/or as
developed after the time of filing, providing some form or
level of secure communications security.

In one embodiment, once the type of data to be transferred
1s determined which, 1n turn, determines the required type of
communications channel, i.e., the secure communications
protocol to be employed, the communications and data
security policy data for the first communications jurisdiction
zone and the communications and data security policy data
for the second communications jurisdiction zone 1s auto-
matically analyzed to determine at least one allowed type of
secure communications security level for the desired
exchange of data that complies with both the first commu-
nications jurisdictional zone policy data and the second
communications jurisdictional zone policy data.

In various embodiments, the allowed type of secure
communications security level for the desired exchange of
data that complies with both the first communications juris-
dictional zone policy data and the second communications
jurisdictional zone policy data includes, but is not limited to,
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the type and/or length of encryption applied to the data to be
transferred, and/or all communications and data transier
performed, using the required communications channel.

In other embodiments, other types of secure communica-
tions security level for the desired exchange of data that
complies with both the first communications jurisdictional
zone policy data and the second communications jurisdic-
tional zone policy data are determined, such as any secure
communications security level as discussed herein, and/or as
known 1n the art at the time of filing, and/or as developed/
made available after the time of filing.

Referring to FIG. 1, the fact that first resource 100 resides
in communications jurisdiction zone 1 and second resource
150 resides in communications jurisdiction zone 2 1s used as
input data to secure communications policy compliance
analysis module 127. As seen 1n FIG. 1, 1n one embodiment,
secure communications policy compliance analysis module
127 uses this mput data to pull communications jurisdiction
zone 1 policy data and communications jurisdiction zone 2
policy data from communications jurisdiction zone manager
121.

In this specific illustrative example, communications
jurisdiction zone 1 policy data and communications juris-
diction zone 2 policy data are compared at secure commu-
nications policy compliance analysis module 127 to generate
results data 128 indicating that security level 3 1s the allowed
type ol secure communications security level for the desired
exchange of data to be transferred 101 data that complies
with both the communications jurisdiction zone 1 policy
data and commumnications jurisdiction zone 2 policy data.

In one embodiment, once at least one allowed type of
secure communications security level 1s 1identified that com-
plies with both the first communications jurisdictional zone
policy data and the second communications jurisdictional
zone policy data, one of the at least one allowed type of
secure communications security level 1s selected. In one
embodiment, a communications channel of the required
communications channel type including the selected secure
communications security level 1s automatically established,
or implemented, between the first resource in the first
communications jurisdiction zone and the second resource
in the second communications jurisdiction zone.

Referring to FIG. 1, secure communications channel 180,
1.€., the 1dentified required communications channel type, 1s
shown as having been deployed with selected security level
3 secure communications security level, to facilitate the
transfer of data to be transierred 101 from first resource 100
in communications jurisdiction zone 1 to second resource
150 1n communications jurisdiction zone 2.

Using the method and system for automatically managing
secure communications across multiple communications
jurisdiction zones discussed herein, communications and
data security policies associated with various communica-
tions jurisdiction zones 1s obtained. Then when communi-
cation 1s desired between two resources residing in two
different communications jurisdiction zones, the communi-
cations and data security policies for the two communica-
tions jurisdiction zones are automatically analyzed to 1den-
tify the appropriate communications channel including a
secure communications security level satisifying both the
data security policies for the two communications jurisdic-
tion zones. In one embodiment, the appropriate communi-
cations channel including the selected secure communica-
tions security level 1s automatically deployed to provide the
desired communication capability and remain 1n compliance
with commumnications and the data security policies of the
communications jurisdiction zones involved.

5

10

15

20

25

30

35

40

45

50

55

60

65

10

Consequently, using the method and system for automati-
cally managing secure communications across multiple
communications jurisdiction zones discussed herein, appro-
priate communications channels between resources 1 dii-
ferent communications jurisdiction zones 1s automatically,
and transparently, provided in an eflicient and eflfective
manner.

In one embodiment, 1n addition to communications and
data security policy data for the identified communications
jurisdiction zones, secure communications polices provided
by an enterprise implementing or controlling the first and
second resources, and/or the data to be transferred, are taken
into consideration.

In accordance with one embodiment, two or more com-
munications jurisdiction zones from which, and/or to which,
data may be transierred using one or more types of com-
munications channels including one or more types of secure
communications security levels are identified.

In one embodiment, the two or more communications
jurisdiction zones are 1dentified as communications jurisdic-
tion zones likely to be the location of one or more resources
within a cloud computing environment, or other decentral-
1zed computing system.

In one embodiment, for each of the identified two or more
communications jurisdiction zones, communications and
data security policy data i1s obtained including data indicat-
ing allowed and/or required types of secure communications
security levels for that 1dentified communications jurisdic-
tion zone.

In one embodiment, the communications and data secu-

rity policy data i1s stored and/or managed and updated
through a policy manager.
In one embodiment, data 1s obtamned indicating, or
requesting, a desired exchange of data between a first
resource 1n a first communications jurisdiction zone and a
second resource 1 a second communications jurisdiction
zone.

In various embodiments, the data to be transferred
between the first resource and the second resource includes
data type data indicating the type of data to be transferred
and data owner data indicating the entity or party that 1s the
source of the data to be transierred, and/or that “owns’ the
data to be transierred.

In one embodiment, a determination 1s made that the first
resource resides 1n, and/or 1s subject to the communications
and data security policies, of a first communications juris-
diction zone using information contained in the IP address
associated with the first resource, and/or any other mecha-
nism as discussed herein, and/or as known 1n the art at the
time of filing, and/or as developed/made available after the
time of {iling, for determining a communications jurisdiction
zone associated with a resource or communications end-
pomnt. Similarly, in one embodiment, a determination 1s
made that the second resource resides 1n, and/or 1s subject to
the communications and data security policies, of a second
communications jurisdiction zone using information con-
tained 1n the IP address associated with the second resource,
and/or any other mechanism as discussed herein, and/or as
known 1n the art at the time of filing, and/or as developed/
made available after the time of filing, for determining a
communications jurisdiction zone associated with a resource
or communications endpoint.

In one embodiment, once it 1s determined that a transfer
of data 1s desired between a first resource 1n a first commu-
nications jurisdiction zone and a second resource 1n a second
communications jurisdiction zone, the communications and
data security policy data for the first communications juris-
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diction zone and the communications and data security
policy data for the second communications jurisdiction zone
1s obtained from the commumcations and data security
policy data stored and/or managed and updated through a
policy manager.

In one embodiment, the data to be transferred between the
first resource 1n the first communications jurisdiction zone
and the second resource in the second communications
jurisdiction zone 1s automatically analyzed to determine the
type of data to be transferred.

As noted above, the types of data desired to be transferred
can include, but are not limited to, messages, such as email
and text messages; files; 1mages; secrets; and/or any other
data and/or information type as discussed herein, and/or as
known 1n the art at the time of filing, and/or as developed/
made available after the time of filing.

In various embodiments, the type of data to be transierred
determines the type of communication channel to be estab-
lished between the first resource 1n the first communications
jurisdiction zone and the second resource in the second
communications jurisdiction zone, 1.e., the type and form of
data to be transierred determines the secure communications
protocol to be employed to provide a secure communica-
tions channel between the first resource and the second
resource.

In various embodiments, the communications channels to
be established can be, but are not limited to, an SSL
communications channel; a TLS communications channel;
an STMP communications channel; an SMTP communica-
tions channel; an STP communications channel; an ICMP
communications channel; and/or any secure communication
protocol channel, as discussed herein, and/or as known in
the art at the time of filing, and/or as developed after the time
of filing, providing some secure communications security
level.

In one embodiment, enterprise data transier policy data
including data indicating required types of secure commu-
nications security levels for one or more types of data 1s
obtained. In one embodiment, enterprise data transier policy
data 1s obtained from an enterprise data transier policy
manager that includes enterprise data transier policy data for
cach data type.

In one embodiment, the enterprise data transfer policy
data including data indicating required types of secure
communications security levels for one or more types of
data 1s determined based, at least 1n part, on one or more data
classification factors including, but not limited to, a deter-
mination as to the sensitivity of the data to be transierred as
determined by the enterprise charged with protecting the
data; a determination as to the sensitivity of the data to be
transierred as determined by one or more regulations and/or
regulatory agencies; a determination as to the sensitivity of
the data to be transferred as determined based on the need to
protect the identity and personal information of the owners
and/or sources of the data to be protected; a determination of
the risk associated with the data to be transferred; a deter-
mination of the vulnerability associated with the data to be
transferred; a determination of the commercial value of the
data to be transierred; a determination of the strategic value
of the data to be transferred; a determination of the enter-

tainment value of the data to be transferred; and/or any other
data classification factors as discussed herein, and/or as
known 1n the art at the time of filing, and/or as developed
after the time of filing.
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Retferring to FIG. 1, enterprise data transier policy man-
ager 123 includes data type A policy data, data type B policy
data, and data type C policy data through data type N policy
data.

In one embodiment, data type data indicating the type of
data involved 1n the desired exchange of data 1s obtained and
automatically analyzed to determine the type of data to be
exchanged.

In one embodiment, once the type of data to be transterred
between the first resource 1n the first communications juris-
diction zone and the second resource 1n the second commu-
nications jurisdiction zone 1s determined, the enterprise data
transier policy data for the determined data type 1s auto-
matically obtained and analyzed to generate enterprise
allowed types of secure communications security levels
data.

In one embodiment, the communications and data secu-
rity policy data for the first communications jurisdiction
zone, the communications and data security policy data for
the second communications jurisdiction zone, and the enter-
prise allowed types of secure communications security lev-
cls data 1s automatically analyzed to determine at least one
allowed type of secure communications security level for the
desired exchange of data that complies with the first com-
munications jurisdictional zone policy data, the second
communications jurisdictional zone policy data, and the
enterprise allowed types ol secure communications security
levels data.

In various embodiments, the allowed type of secure
communications security level for the desired exchange of
data that complies with the first communications jurisdic-
tional zone policy data, the second communications juris-
dictional zone policy data, and the enterprise allowed types
ol secure communications security levels data includes, but
1s not limited to, the type and/or length of encryption applied
to the data to be transferred, and/or all communications and
data transfer performed, using the required communications
channel.

In other embodiments, other types of secure communica-
tions security for the desired exchange of data that complies
with the first communications jurisdictional zone policy
data, the second communications jurisdictional zone policy
data, and the enterprise allowed types of secure communi-
cations security levels data, are determined, such as any
secure communications security level as discussed herein,
and/or as known 1n the art at the time of filing, and/or as
developed/made available after the time of filing.

Referring to FIG. 1, the fact that first resource 100 resides
in communications jurisdiction zone 1, second resource 150
resides 1n communications jurisdiction zone 2, and data type
data 103 associated with data to be transferred 101 1s used
as mput data to secure communications policy compliance
analysis module 127. As seen 1n FIG. 1, 1n one embodiment,
secure communications policy compliance analysis module
127 uses this input data to pull communications jurisdiction
zone 1 policy data and communications jurisdiction zone 2
policy data from communications jurisdiction zone manager
121 and data type B policy data from enterprise data transfer
policy manager 123.

In this specific illustrative example, communications
jurisdiction zone 1 policy data, communications jurisdiction
zone 2 policy data, and data type B policy data are compared
at secure communications policy compliance analysis mod-
ule 127 to generate results data 128 indicating that security
level 3 1s the allowed type of secure communications
security level for the desired exchange of data to be trans-
ferred 101 data that complies with the communications
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jurisdiction zone 1 policy data, communications jurisdiction
zone 2 policy data, and data type B policy data.

In one embodiment, once at least one allowed type of
secure communications security level 1s 1dentified that com-
plies with the {first communications jurisdictional zone
policy data, the second communications jurisdictional zone
policy data, and the enterprise data transfer policy data for
the data type, one of the at least one allowed type of secure
communications security level 1s selected. In one embodi-
ment, a communications channel of the required communi-
cations channel type including the selected secure commu-
nications security level 1s automatically established, or
implemented, between the first resource 1n the first commu-
nications jurisdiction zone and the second resource in the
second communications jurisdiction zone.

Referring to FIG. 1, secure communications channel 180,
1.€., the 1dentified required communications channel type, 1s
shown as having been deployed with selected security level
3 secure communications security level, to facilitate the
transfer of data to be transferred 101 from first resource 100
in communications jurisdiction zone 1 to second resource
150 1n communications jurisdiction zone 2.

Using the method and system for automatically managing
secure communications across multiple communications
jurisdiction zones discussed above, communications and
data security policies associated with various communica-
tions jurisdiction zones and enterprise data transier policy
data for various data types 1s obtained. Then when commu-
nication 1s desired between two resources residing in two
different commumnications jurisdiction zones, the communi-
cations and data security policies for the two communica-
tions jurisdiction zones and the enterprise data transier
policy data are automatically analyzed to 1dentily the appro-
priate communications channel including a secure commu-
nications security level satistying the data security policies
for the two communications jurisdiction zones and the
enterprise data transier policy data. In one embodiment, the
appropriate communications channel including the selected
secure communications security level 1s automatically
deployed to provide the desired communication capability
and remain 1n compliance with communications and the data
security policies of the communications jurisdiction zones
involved and the enterprise data transier policy data.

Consequently, using the method and system for automati-
cally managing secure communications across multiple
communications jurisdiction zones discussed herein, appro-
priate communications channels between resources 1n dif-
ferent communications jurisdiction zones 1s automatically,
and transparently, provided in an eflicient and eflective
manner.

In one embodiment, 1n addition to communications and
data security policy data for the identified communications
jurisdiction zones, secure communications polices provided
by an owner of the data to be transferred are taken into
consideration.

In accordance with one embodiment, two or more com-
munications jurisdiction zones from which, and/or to which,
data may be transferred using one or more types ol com-
munications channels including one or more types of secure
communications security levels are identified.

In one embodiment, the two or more communications
jurisdiction zones are 1dentified as communications jurisdic-
tion zones likely to be the location of one or more resources
within a cloud computing environment, or other decentral-
1zed computing system.

In one embodiment, for each of the identified two or more
communications jurisdiction zones, communications and
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data security policy data i1s obtained including data indicat-
ing allowed and/or required types of secure communications
security levels for that identified communications jurisdic-
tion zone.

In one embodiment, the communications and data secu-
rity policy data i1s stored and/or managed and updated
through a policy manager.

In one embodiment, data 1s obtamned indicating, or
requesting, a desired exchange of data between a first
resource 1n a first communications jurisdiction zone and a
second resource 1 a second communications jurisdiction
Zone.

In various embodiments, the data to be transierred
between the first resource and the second resource includes
data type data indicating the type of data to be transferred
and data owner data 1indicating the entity or party that 1s the
source of the data to be transferred, and/or that “owns” the
data to be transferred.

In one embodiment, a determination 1s made that the first
resource resides 1n, and/or 1s subject to the communications
and data security policies, of a first communications juris-
diction zone using information contained in the IP address
associated with the first resource, and/or any other mecha-
nism as discussed herein, and/or as known 1n the art at the
time of filing, and/or as developed/made available after the
time of filing, for determining a communications jurisdiction
zone associated with a resource or communications end-
point. Similarly, 1n one embodiment, a determination 1s
made that the second resource resides 1n, and/or 1s subject to
the communications and data security policies, of a second
communications jurisdiction zone using information con-
tained 1n the IP address associated with the second resource,
and/or any other mechanism as discussed herein, and/or as
known 1n the art at the time of filing, and/or as developed/
made available after the time of filing, for determining a
communications jurisdiction zone associated with a resource
or communications endpoint.

In one embodiment, once it 1s determined that a transfer
of data 1s desired between a first resource 1n a first commu-
nications jurisdiction zone and a second resource 1n a second
communications jurisdiction zone, the communications and
data security policy data for the first communications juris-
diction zone and the communications and data security
policy data for the second communications jurisdiction zone
1s obtained from the commumications and data security
policy data stored and/or managed and updated through a
policy manager.

In one embodiment, the data to be transferred between the
first resource 1n the first communications jurisdiction zone
and the second resource in the second communications
jurisdiction zone 1s automatically analyzed to determine the
type of data to be transferred.

As noted above, the types of data desired to be transterred
can include, but are not limited to, messages, such as email
and text messages; files; 1mages; secrets; and/or any other
data and/or information type as discussed herein, and/or as
known 1n the art at the time of filing, and/or as developed/
made available after the time of filing.

In various embodiments, the type of data to be transferred
determines the type of communication channel to be estab-
lished between the first resource 1n the first communications
jurisdiction zone and the second resource in the second
communications jurisdiction zone, 1.¢., the type and form of
data to be transierred determines the secure communications
protocol to be employed to provide a secure communica-
tions channel between the first resource and the second
resource.
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In various embodiments, the communications channels to
be established can be, but are not limited to, an SSL
communications channel; a TLS communications channel;
an STMP communications channel; an SMTP communica-
tions channel; an STP communications channel; an ICMP
communications channel; and/or any secure communication
protocol channel, as discussed herein, and/or as known in
the art at the time of filing, and/or as developed after the time
of filing, providing some secure communications security
level.

In one embodiment, data owner data transfer policy data
indicating owner required types ol secure communications
security levels for one or more types of data 1s obtained. In
one embodiment, the data owner data transier policy data 1s
obtained from an owner data transier policy manager that
includes owner data transier policy data for each owner.

Referring to FIG. 1, owner data transier policy manager
125 includes owner X requirements data, owner Y require-
ments data, and owner Z requirements data.

In one embodiment, data type data indicating the type of
data involved 1n the desired exchange of data 1s obtained and
automatically analyzed to determine the type of data to be
exchanged.

In one embodiment, once the type of data to be transierred
between the first resource 1n the first communications juris-
diction zone and the second resource 1n the second commu-
nications jurisdiction zone 1s determined, the owner data
transier policy data for the determined data type 1s auto-
matically obtained and analyzed to generate owner allowed
types of secure communications security levels data.

In one embodiment, the communications and data secu-
rity policy data for the first communications jurisdiction
zone, the communications and data security policy data for
the second communications jurisdiction zone, and the owner
allowed types of secure communications security levels data
1s automatically analyzed to determine at least one allowed
type of secure communications security level for the desired
exchange of data that complies with the first communica-
tions jurisdictional zone policy data, the second communi-
cations jurisdictional zone policy data, and the owner
allowed types of secure communications security levels
data.

In various embodiments, the allowed type of secure
communications security level for the desired exchange of
data that complies with the first communications jurisdic-
tional zone policy data, the second communications juris-
dictional zone policy data, and the owner allowed types of
secure communications security levels data includes, but 1s
not limited to, the type and/or length of encryption applied
to the data to be transferred, and/or all communications and
data transfer performed, using the required communications
channel.

In other embodiments, other types of secure communica-
tions security level for the desired exchange of data that
complies with the first communications jurisdictional zone
policy data, the second communications jurisdictional zone
policy data, and the owner allowed types of secure commu-
nications security levels data, are determined, such as any
secure communications security level as discussed herein,
and/or as known 1n the art at the time of filing, and/or as
developed/made available after the time of filing.

Referring to FIG. 1, the fact that first resource 100 resides
in communications jurisdiction zone 1, second resource 150
resides 1n communications jurisdiction zone 2, and data
owner data 105 associated with data to be transferred 101 1s
used as mput data to secure communications policy com-
pliance analysis module 127. As seen mn FIG. 1, 1mn one

5

10

15

20

25

30

35

40

45

50

55

60

65

16

embodiment, secure communications policy compliance
analysis module 127 uses this mput data to pull communi-
cations jurisdiction zone 1 policy data and communications
jurisdiction zone 2 policy data from communications juris-
diction zone manager 121 and owner X requirements data
from owner data transier policy manager 125. In this specific
illustrative example, communications jurisdiction zone 1
policy data, commumnications jurisdiction zone 2 policy data,
and owner X requirements data are compared at secure
communications policy compliance analysis module 127 to
generate results data 128 indicating that security level 3 1s
the allowed type of secure communications security level for
the desired exchange of data to be transferred 101 data that
complies with the communications jurisdiction zone 1
policy data, communications jurisdiction zone 2 policy data,
and owner X requirements data.

In one embodiment, once at least one allowed type of
secure communications security level 1s 1identified that com-
plies with the first commumcations jurisdictional zone
policy data, the second communications jurisdictional zone
policy data, and the owner data transfer policy data for the
data type, one of the at least one allowed type of secure
communications security level 1s selected. In one embodi-
ment, a communications channel of the required communi-
cations channel type including the selected secure commu-
nications security level 1s automatically established, or
implemented, between the first resource 1n the first commu-
nications jurisdiction zone and the second resource in the
second communications jurisdiction zone.

Referring to FIG. 1, secure communications channel 180,
1.€., the identified required communications channel type, 1s
shown as having been deployed with selected security level
3 secure communications security level, to facilitate the
transfer of data to be transierred 101 from first resource 100
in communications jurisdiction zone 1 to second resource
150 1n communications jurisdiction zone 2.

Using the method and system for automatically managing
secure communications across multiple communications
jurisdiction zones discussed above, communications and
data security policies associated with various communica-
tions jurisdiction zones and owner data transier policy data
for various data types 1s obtained. Then when communica-
tion 1s desired between two resources residing 1 two
different communications jurisdiction zones, the communi-
cations and data security policies for the two communica-
tions jurisdiction zones and the owner data transfer policy
data are automatically analyzed to i1dentify the approprate
communications channel including a secure communica-
tions security level satisfying the data security policies for
the two communications jurisdiction zones and the owner
data transier policy data. In one embodiment, the appropri-
ate communications channel including the selected secure
communications security level 1s automatically deployed to
provide the desired communication capability and remain in
compliance with communications and the data security
policies of the communications jurisdiction zones mvolved
and the owner data transfer policy data.

Consequently, using the method and system for automati-
cally managing secure communications across multiple
communications jurisdiction zones discussed herein, appro-
priate communications channels between resources 1 dif-
ferent communications jurisdiction zones 1s automatically,
and transparently, provided in an eflicient and eflective
manner.

In one embodiment, 1n addition to communications and
data security policy data for the identified communications
jurisdiction zones, both secure communications polices pro-
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vided by an enterprise and the owner of the data to be
transierred are taken into consideration.

In accordance with one embodiment, two or more com-
munications jurisdiction zones from which, and/or to which,
data may be transferred using one or more types ol com-
munications channels including one or more types of secure
communications security levels are identified.

In one embodiment, the two or more communications
jurisdiction zones are 1dentified as communications jurisdic-
tion zones likely to be the location of one or more resources
within a cloud computing environment, or other decentral-
1zed computing system.

In one embodiment, for each of the identified two or more
communications jurisdiction zones, communications and
data security policy data 1s obtained including data indicat-
ing allowed and/or required types of secure communications
security levels for that identified communications jurisdic-
tion zone.

In one embodiment, the communications and data secu-
rity policy data 1s stored and/or managed and updated
through a policy manager.

In one embodiment, data 1s obtained indicating, or
requesting, a desired exchange of data between a first
resource in a first communications jurisdiction zone and a
second resource in a second communications jurisdiction
Zone.

In various embodiments, the data to be transierred
between the first resource and the second resource includes
data type data indicating the type of data to be transferred
and data owner data indicating the entity or party that 1s the
source of the data to be transferred, and/or that “owns” the
data to be transferred.

In one embodiment, a determination 1s made that the first
resource resides 1n, and/or 1s subject to the communications
and data security policies, of a first communications juris-
diction zone using information contained 1n the IP address
associated with the first resource, and/or any other mecha-
nism as discussed herein, and/or as known 1n the art at the
time of filing, and/or as developed/made available after the
time of filing, for determining a communications jurisdiction
zone associated with a resource or communications end-
point. Similarly, 1n one embodiment, a determination 1s
made that the second resource resides 1n, and/or 1s subject to
the communications and data security policies, of a second
communications jurisdiction zone using information con-
tained 1n the IP address associated with the second resource,
and/or any other mechanism as discussed herein, and/or as
known 1n the art at the time of filing, and/or as developed/
made available after the time of filing, for determining a
communications jurisdiction zone associated with a resource
or communications endpoint.

In one embodiment, once it 1s determined that a transter
ol data 1s desired between a first resource 1n a first commu-
nications jurisdiction zone and a second resource 1n a second
communications jurisdiction zone, the commumnications and
data security policy data for the first communications juris-
diction zone and the communications and data security
policy data for the second communications jurisdiction zone
1s obtained from the commumcations and data security
policy data stored and/or managed and updated through a
policy manager.

In one embodiment, the data to be transferred between the
first resource 1n the first communications jurisdiction zone
and the second resource in the second communications
jurisdiction zone 1s automatically analyzed to determine the
type of data to be transferred.
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As noted above, the types of data desired to be transferred
can include, but are not limited to, messages, such as email
and text messages; files; 1mages; secrets; and/or any other
data and/or information type as discussed herein, and/or as
known 1n the art at the time of filing, and/or as developed/
made available after the time of filing.

In various embodiments, the type of data to be transferred
determines the type of communication channel to be estab-
lished between the first resource 1n the first communications
jurisdiction zone and the second resource in the second
communications jurisdiction zone, 1.¢., the type and form of
data to be transferred determines the secure communications
protocol to be employed to provide a secure communica-
tions channel between the first resource and the second
resource.

In various embodiments, the communications channels to
be established can be, but are not limited to, an SSL
communications channel; a TLS communications channel;
an STMP communications channel; an SMTP communica-
tions channel; an STP communications channel; an ICMP
communications channel; and/or any secure communication
protocol channel, as discussed herein, and/or as known in
the art at the time of filing, and/or as developed after the time
of filing, providing some secure communications security
level.

In one embodiment, enterprise data transfer policy data
including data indicating required types of secure commu-
nications security levels for one or more types of data 1s
obtained. In one embodiment, enterprise data transfer policy
data 1s obtained from an enterprise data transfer policy
manager that includes enterprise data transfer policy data for
cach data type.

In one embodiment, data owner data transier policy data
indicating owner required types of secure communications
security levels for one or more types of data is obtained. In
one embodiment, the data owner data transfer policy data 1s
obtained from an owner data transier policy manager that
includes owner data transfer policy data for each owner.

In one embodiment, data type data indicating the type of
data involved in the desired exchange of data 1s obtained and
automatically analyzed to determine the type of data to be
exchanged.

In one embodiment, once the type of data to be transierred
between the first resource 1n the first communications juris-
diction zone and the second resource in the second commu-
nications jurisdiction zone 1s determined, the enterprise data
transier policy data for the determined data type 1s auto-
matically obtained and analyzed to generate enterprise
allowed types of secure communications security levels
data.

In one embodiment, once the type of data to be transferred
between the first resource 1n the first communications juris-
diction zone and the second resource in the second commu-
nications jurisdiction zone 1s determined, the owner data
transier policy data for the determined data type 1s auto-
matically obtained and analyzed to generate owner allowed
types of secure communications security levels data.

In one embodiment, the communications and data secu-
rity policy data for the first communications jurisdiction
zone, the communications and data security policy data for
the second communications jurisdiction zone, the enterprise
allowed types of secure communications security levels
data, and the owner allowed types of secure communications
security levels data 1s automatically analyzed to determine at
least one allowed type of secure communications security
level for the desired exchange of data that complies with the
first communications jurisdictional zone policy data, the
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second communications jurisdictional zone policy data, the
enterprise allowed types ol secure communications security
levels data, and the owner allowed types of secure commu-
nications security levels data.

In various embodiments, the allowed type of secure
communications security level for the desired exchange of
data that complies with the first communications jurisdic-
tional zone policy data, the second communications juris-
dictional zone policy data, the enterprise allowed types of
secure communications security levels data, and the owner
allowed types of secure communications security levels data
includes, but 1s not limited to, the type and/or length of
encryption applied to the data to be transferred, and/or all
communications and data transier performed, using the
required communications channel.

In other embodiments, other types of secure communica-
tions security level for the desired exchange of data that
complies with the first communications jurisdictional zone
policy data, the second communications jurisdictional zone
policy data, the enterprise allowed types of secure commu-
nications security levels data, and the owner allowed types
of secure communications security levels data, are deter-
mined, such as any secure communications security level as
discussed herein, and/or as known 1n the art at the time of
filing, and/or as developed/made available after the time of
filing.

Referring to FIG. 1, the fact that first resource 100 resides
in communications jurisdiction zone 1, second resource 150
resides 1n communications jurisdiction zone 2, data type
data 103, and data owner data 105 associated with data to be
transierred 101 1s used as input data to secure communica-
tions policy compliance analysis module 127. As seen in
FIG. 1, 1n one embodiment, secure communications policy
compliance analysis module 127 uses this mput data to pull
communications jurisdiction zone 1 policy data and com-
munications jurisdiction zone 2 policy data from commu-
nications jurisdiction zone manager 121, data type B policy
data from enterprise data transfer policy manager 123, and
owner X requirements data from owner data transier policy
manager 125. In this specific i1llustrative example, commu-
nications jurisdiction zone 1 policy data, communications
jurisdiction zone 2 policy data, data type B policy data, and
owner X requirements data are compared at secure commu-
nications policy compliance analysis module 127 to generate
results data 128 indicating that security level 3 1s the allowed
type of secure communications security level for the desired
exchange of data to be transferred 101 data that complies
with the communications jurisdiction zone 1 policy data,
communications jurisdiction zone 2 policy data, data type B
policy data, and owner X requirements data.

FIG. 2 shows one 1llustrative example of process diagram
for the operation of one embodiment of a secure communi-
cations policy compliance analysis module 127 when the
first communications jurisdictional zone policy data, the
second communications jurisdictional zone policy data, the
enterprise allowed types ol secure communications security
levels data, and the owner data transfer policy data for the
data type, are all used to determine at least one allowed type
of secure communications security level.

Referring to FIG. 1 and FIG. 2 together, 1n the specific
illustrative example of FIG. 2, the fact that first resource 100
resides 1 communications jurisdiction zone 1, results in
secure communications policy compliance analysis module
127 pulling communications jurisdiction zone 1 policy data
from communications jurisdiction zone manager 121. As
seen 1 FIG. 2, communications jurisdiction zone 1 policy
data dictates that communications jurisdiction zone 1
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allowed secunity levels data 201 includes security level 1,
security level 2, security level 3 and security level “N” as
allowable security levels. As noted above, in one embodi-
ment each security level equates to a level of encryption.

Similarly, referring back to FIG. 1 and FIG. 2 together, in
the specific illustrative example of FIG. 2, the fact that
second resource 150 resides 1n communications jurisdiction
zone 2 results 1n secure communications policy compliance
analysis module 127 pulling communications jurisdiction
zone 2 policy data from communications jurisdiction zone
manager 121. As seen in FIG. 2, communications jurisdic-
tion zone 2 policy data dictates that communications juris-
diction zone 2 allowed security levels data 205 includes
security level 1, security level 3, and security level “N” as
allowable security levels. As noted above, 1n one embodi-
ment each security level equates to a level of encryption.

In one embodiment, communications jurisdiction zone 1
allowed secunity levels data 201 and jurnisdiction zone 2
allowed security levels data 205 are used as input data to
communications jurisdiction zones filter 203 which com-
pares the allowed security zones of communications juris-
diction zone 1 allowed security levels data 201 and juris-
diction zone 2 allowed security levels data 205 to generate
jurisdiction zones allowed security levels data 207.

As seen 1n FIG. 2, since communications jurisdiction zone
1 policy data dictates that communications jurisdiction zone
1 allowed security levels data 201 includes security level 1,
security level 2, security level 3 and security level “N” as
allowable secunity levels and commumnications jurisdiction
zone 2 policy data dictates that communications jurisdiction
zone 2 allowed security levels data 205 includes security
level 1, security level 3, and security level “N” as allowable
security levels, the resultant filtered jurisdiction zones
allowed security levels data 207 dictates that the jurisdiction
zones allowed security levels are security level 1, security
level 3, and security level “N”, 1.¢., the overlapping security
levels.

As seen 1n FIG. 2, i this specific illustrative example,
data type data 103 is stipulated to indicate that data to be
transierred 101 1s of data type B. Consequently, 1 this
specific 1llustrative example, secure communications policy
compliance analysis module 127 pulls data type B policy
data from enterprise data transfer policy manager 123. In
this specific illustrative example, data type B policy data
dictates that the allowed security levels of data type allowed
security levels data 209 are security level 1, security level 2,
and secunity level 3.

As seen 1 FIG. 2, junisdiction zones allowed security
levels data 207 and data type allowed security levels data
209 are used as mput data to data type filter 211 which
compares jurisdiction zones allowed security levels data 207
and data type allowed security levels data 209 to generate
zone/data type allowed security levels data 213 that indi-
cates, 1n this specific illustrative example, zone/data type
allowed security levels of secunity level 1 and security level
3, 1.e., the overlapping security levels of jurisdiction zones
allowed security levels data 207 and data type allowed
security levels data 209.

As seen 1 FIG. 2, 1 this specific i1llustrative example 1s
stipulated that data owner data 103 indicates that the owner
of data to be transterred 101 1s owner X and therefore secure
communications policy compliance analysis module 127
pulls owner X requirements data from owner data transier
policy manager 125. In this specific illustrative example,
owner X requirements data dictates that the owner allowed
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security levels data 217 indicates security level 2, security
level 3, and security level N are the owner allowed security
levels.

As seen 1n FIG. 2, owner allowed securnty levels data 217
and zone/data type allowed security levels data 213 are used
as mput data to owner filter 215 which compares owner
allowed security levels data 217 and zone/data type allowed
security levels data 213 to generate results data 128.

In this specific illustrative example since zone/data type
allowed security levels data 213 indicates zone/data type
allowed security levels of security levels security level 1 and
security level 3 are the only allowed security levels, and
owner allowed security levels data 217 indicates security
level 2, security level 3, and security level N are the only
allowed security levels, results data 128 indicates that the
only allowed secunity level 1s security level 3, 1.e., the
overlapping security level of zone/data type allowed security
levels data 213 and owner allowed security levels data 217.

Consequently, 1n this specific illustrative example, secu-
rity level 3 1s i1denftified as the allowed type of secure
communications security level for the desired exchange of
data to be transferred 101 that complies with the commu-
nications jurisdiction zone 1 policy data, communications
jurisdiction zone 2 policy data, data type B policy data, and
owner X requirements data.

In one embodiment, once at least one allowed type of
secure communications security level 1s 1dentified that com-
plies with the first communications jurisdictional zone
policy data, the second communications jurisdictional zone
policy data, the enterprise allowed types of secure commu-
nications security levels data, and the owner data transier
policy data for the data type, one of the at least one allowed
type ol secure communications security level is selected. In
one embodiment, a communications channel of the required
communications channel type including the selected secure
communications security level 1s automatically established,
or implemented, between the first resource 1n the first
communications jurisdiction zone and the second resource
in the second communications jurisdiction zone.

Referring to FIG. 1, secure communications channel 180,
1.€., the 1dentified required communications channel type, 1s
shown as having been deployed with selected security level
3 secure communications security level, to facilitate the
transier of data to be transierred 101 from first resource 100
in communications jurisdiction zone 1 to second resource
150 1n communications jurisdiction zone 2.

Using the method and system for automatically managing
secure communications across multiple communications
jurisdiction zones discussed above, communications and
data security policies associated with various communica-
tions jurisdiction zones, enterprise allowed types of secure
communications security levels data, and owner data trans-
ter policy data for various data types 1s obtained. Then when
communication 1s desired between two resources residing 1n
two different communications jurisdiction zones, the com-
munications and data security policies for the two commu-
nications jurisdiction zones, the enterprise allowed types of
secure communications security levels data, and the owner
data transfer policy data are automatically analyzed to
identily the appropriate communications channel including
a secure communications security level satistying the data
security policies for the two communications jurisdiction
zones, the enterprise allowed types of secure communica-
tions security levels data, and the owner data transfer policy
data. In one embodiment, the appropriate communications
channel including the selected secure communications secu-
rity level 1s automatically deployed to provide the desired
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communication capability and remain in compliance with
communications and the data security policies of the com-
munications jurisdiction zones 1involved, the enterprise
allowed types of secure communications security levels
data, and the owner data transfer policy data.

Consequently, using the method and system for automati-
cally managing secure communications across multiple
communications jurisdiction zones discussed herein, appro-
priate communications channels between resources 1 dif-
ferent communications jurisdiction zones 1s automatically,
and transparently, provided in an eflicient and eflfective
mannet.

In the discussion above, certain aspects of one embodi-
ment include processes, sub-processes, steps, operations
and/or structions described herein for illustrative purposes
in a particular order and/or grouping. However, the particu-
lar order and/or grouping shown and discussed herein are
illustrative only and not limiting. Those of skill in the art will
recognize that other orders and/or grouping of the processes,
sub-processes, steps, operations and/or 1nstructions are pos-
sible and, in some embodiments, one or more of the pro-
cesses, sub-processes, steps, operations and/or instructions
discussed above can be combined and/or deleted. In addi-
tion, portions of one or more of the processes, sub-processes,
steps, operations and/or instructions can be re-grouped as
portions of one or more other of processes, sub-processes,
steps, operations and/or instructions discussed herein. Con-
sequently, the particular order and/or grouping of the pro-
cesses, sub-processes, steps, operations and/or instructions
discussed herein do not limit the scope of the mvention as
claimed below.

Process

In accordance with one embodiment, a process for auto-
matically managing secure communications across multiple
communications jurisdiction zones includes 1dentifying two
or more communications jurisdiction zones from which,
and/or to which, data may be transferred using one or more
types of communications channels including one or more
types ol secure communications security levels. In one
embodiment, communications and data security policy data
for the identified communications jurisdiction zones 1S
obtained that includes data indicating allowed types of
secure communications security levels for the respective
communications jurisdiction zones.

In one embodiment, data indicating a desired exchange of
data between a first resource in a first communications
jurisdiction zone and a second resource 1 a second com-
munications jurisdiction zone 1s received/obtained. In one
embodiment, the first communications jurisdiction zone
policy data associated with the first communications juris-
diction zone and the second communications jurisdiction
zone policy data associated with the second communications
jurisdiction zone 1s automatically obtained from the com-
munications and data security policy data.

In one embodiment, the data indicating the desired
exchange of data 1s automatically analyzed to determine a
required type of communications channel and then the first
communications jurisdiction zone policy data and the sec-
ond communications jurisdiction zone policy data are auto-
matically analyzed to determine at least one allowed type of
secure communications security level for the desired
exchange of data that complies with both the first commu-
nications jurisdiction zone policy data and the second com-
munications jurisdiction zone policy data.

In one embodiment, one of the at least one allowed type
of secure communications security level 1s then selected and
the required type of communications channel, including the
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selected allowed type of secure communications security
level, 1s automatically established between the first resource
and the second resource.

FIG. 3 1s a flow chart of a process 300 for automatically
managing secure communications across multiple commu-
nications jurisdiction zones in accordance with one embodi-
ment. In one embodiment, process 300 for automatically
managing secure communications across multiple commu-
nications jurisdiction zones begins at ENTER OPERATION
301 of FIG. 3 and process tlow proceeds to IDENTIFY
TWO OR MORE COMMUNICATIONS JURISDICTION
ZONES OPERATION 303.

In one embodiment, at IDENTIFY TWO OR MORE
COMMUNICATIONS JURISDICTION ZONES OPERA-
TION 303 two or more communications jurisdiction zones
from which, and/or to which, data may be transierred using
one or more types of commumcations channels including
one or more types ol secure communications security levels
are 1dentified.

As noted above, herein communications jurisdiction
zones can be, but are not limited to, physical geographical
communications jurisdiction zones, such as geographical
regions on the planet subject to specific communications and
data security policies; political zones, such as countries or
states subject to specific communications and data security
policies; communications and data security zones, such as
networks, clouds, or portions thereof, subject to specific
communications and data security policies; resources and/or
networks of resources subject to specific communications
and data security policies; computing environments subject
to specific communications and data security policies; and/
or any other physically, politically, or virtually delineated
communications jurisdiction zones subject to specific com-
munications and data security policies, as discussed herein,
and/or as known 1n the art at the time of filing, and/or as
developed/become known after the time of filing.

In one embodiment, the two or more communications
jurisdiction zones are identified at IDENTIFY TWO OR

MORE COMMUNICATIONS JURISDICTION ZONES
OPERATION 303 as communications jurisdiction zones
likely to be the location of one or more resources within a
cloud computing environment, or other decentralized com-
puting system.

In one embodiment, once two or more communications
jurisdiction zones from which, and/or to which, data may be
transierred using one or more types ol communications
channels icluding one or more types of secure communi-

cations security levels are identified at IDENTIFY TWO OR
MORE COMMUNICATIONS JURISDICTION ZONES
OPERATION 303, process flow proceeds to OBTAIN
COMMUNICATIONS AND DATA SECURITY POLICY
DATA FOR THE IDENTIFIED COMMUNICATIONS
JURISDICTION ZONES INCLUDING DATA INDICAT-
ING ALLOWED TYPES OF SECURE COMMUNICA-
TIONS SECURITY LEVELS FOR THE RESPECTIVE
COMMUNICATIONS JURISDICTION ZONES OPERA-
TION 305.

In one embodiment, at OBTAIN COMMUNICATIONS
AND DATA SECURITY POLICY DATA FOR THE IDEN-
TIFIED COMMUNICATIONS JURISDICTION ZONES
INCLUDING DATA INDICATING ALLOWED TYPES
OF SECURE COMMUNICATIONS SECURITY LEVELS
FOR THE RESPECTIVE COMMUNICATIONS JURIS-
DICTION ZONES OPERATION 305 for each of the 1den-
tified two or more commumnications jurisdiction zones of
IDENTIFY TWO OR MORE COMMUNICATIONS
JURISDICTION ZONES OPERATION 303, communica-
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tions and data security policy data 1s obtained including data
indicating allowed and/or required types of secure commu-
nications security levels for that identified communications
jurisdiction zone.

In various embodiments, the communications and data
security policy data can include, but 1s not limited to,
communications and data security policy data associated
with political enftities such as local, state, national, or
regional government agencies; communications and data
security policy data associated with networks or sub net-
works of computing systems such as virtual private net-
works, local area networks, and wide area networks, and/or
portions thereol; communications and data security policy
data associated with cloud computing environments, or
portions of cloud computing environments such as virtual
private clouds, private clouds, or portions of a cloud com-
puting environment implemented 1n different geographic
regions; and/or any other communications policy data
related to any communications jurisdiction zone, setting
forth the allowed and/or required types of secure commu-
nications security levels that can, or must, be employed in
that communications jurisdiction zone.

In one embodiment, the communications and data secu-
rity policy data 1s stored and/or managed and updated
through a policy manager.

In one embodiment, once communications and data secu-
rity policy data 1s obtained for each of the identified com-
munications jurisdiction zones including data indicating
allowed and/or required types of secure communications
security levels for that identified communications jurisdic-

tion zone at OBTAIN COMMUNICATIONS AND DATA
SECURITY POLICY DATA FOR THE IDENTIFIED
COMMUNICATIONS JURISDICTION ZONES INCLUD-
ING DATA INDICATING ALLOWED TYPES OF
SECURE COMMUNICATIONS SECURITY LEVELS
FOR THE RESPECTIVE COMMUNICATIONS JURIS-
DICTION ZONES OPERATION 303, process tlow pro-
ceeds to OBTAIN DATA INDICATING A DESIRED
EXCHANGE OF DATA BETWEEN A FIRST RESOURCE
IN A FIRST COMMUNICATIONS JURISDICTION ZONE
AND A SECOND RESOURCE IN A SECOND COMMU-
NICATIONS JURISDICTION ZONE OPERATION 307.

In one embodiment, at OBTAIN DATA INDICATING A
DESIRED EXCHANGE OF DATA BETWEEN A FIRST
RESOURCE IN A FIRST COMMUNICATIONS JURIS-
DICTION ZONE AND A SECOND RESOURCE IN A
SECOND COMMUNICATIONS JURISDICTION ZONE
OPERATION 307 data 1s obtained indicating, or requesting,
a desired exchange of data between a {irst resource 1n a first
communications jurisdiction zone and a second resource 1n
a second communications jurisdiction zone.

Herein, the term “‘resource” refers to any soitware or
hardware entity or component capable of transferring and/or
receiving data. As one specific illustrative example, 1n one

embodiment, one or more of the first or second resources of
at OBTAIN DATA INDICATING A DESIRED

EXCHANGE OF DATA BETWEEN A FIRST RESOURCE
IN A FIRST COMMUNICATIONS JURISDICTION ZONE
AND A SECOND RESOURCE IN A SECOND COMMU-
NICATIONS JURISDICTION ZONE OPERATION 307
includes a virtual asset implemented 1n a cloud computing
environment.

As used herein, the term ““virtual asset” includes any
virtualized entity or resource, and/or a part of an actual, or
“bare metal” entity. In various embodiments, the virtual
assets can be, but are not limited to, virtual machines, virtual
servers, and instances implemented 1n a cloud computing
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environment; databases implemented, or associated with, a
cloud computing environment and/or instances implemented
in a cloud computing environment; services associated with,
and or delivered through, a cloud computing environment;
communications systems used with, part of, or provided
through, a cloud computing environment; and/or any other
virtualized assets and/or sub-systems of “hard metal” physi-
cal devices such as mobile devices, remote sensors, laptops,
desktops, point-of-sale devices, ATMs, electronic voting
machines, etc., located within a data center, within a cloud
computing environment, and/or any other physical or logical
location, as discussed herein, and/or as known/available in
the art at the time of filing, and/or as developed/made
available after the time of filing.

In other embodiments, one or more of the first and second
resources of at OBTAIN DATA INDICATING A DESIRED

EXCHANGE OF DATA BETWEEN A FIRST RESOURCE
IN AFIRST COMMUNICATIONS JURISDICTION ZON.
AND A SECOND RESOURCE IN A SECOND COMMLU
NICATIONS JURISDICTION ZONE OPERATION 307
can mnclude one or more components or systems deployed 1n
a data center; one or more physical or virtual server com-
puting systems; one or more physical or virtual worksta-
tions; one or more database systems or storage clusters; one
or more switching systems; one or more routers; any hard-
ware system; any communications systems; any form of
proxy system; one or more gateway systems; one or more
firewall systems; one or more load balancing systems; one or
more applications and/or services; and/or any other software
or hardware entity or entities capable of transmitting and/or
receiving data as discussed herein, and/or as known 1n the art
at the time of filing, and/or as developed/made available
alter the time of filing.

In one embodiment, the types of data desired to be
transierred between resources 1n diflerent communications

jurisdiction zones at OBTAIN DATA INDICATING A
DESIRED EXCHANGE OF DATA BETWEEN A FIRST
RESOURCE IN A FIRST COMMUNICATIONS JURIS-
DICTION ZONE AND A SECOND RESOURCE IN A
SECOND COMMUNICATIONS JURISDICTION ZONE
OPERATION 307 includes, but 1s not limited to, messages,
such as email and text messages; files; 1mages; secrets;
and/or any other data and/or information type as discussed
herein, and/or as known 1n the art at the time of filing, and/or
as developed/made available after the time of filing.

In various embodiments, the data to be transferred
between the first resource and the second resource of
OBTAIN DATA INDICATING A DESIRED EXCHANGE
OF DATA BETWEEN A FIRST RESOURCE IN A FIRST
COMMUNICATIONS JURISDICTION ZONE AND A
SECOND RESOURCE IN A SECOND COMMUNICA-
TIONS JURISDICTION ZONE OPERATION 307 includes
data type data indicating the type of data to be transferred
and data owner data indicating the entity or party that 1s the
source of the data to be transierred, and/or that “owns” the
data to be transierred.

In one embodiment, at OBTAIN DATA INDICATING A
DESIRED EXCHANGE OF DATA BETWEEN A FIRST
RESOURCE IN A FIRST COMMUNICATIONS JURIS-
DICTION ZONE AND A SECOND RESOURCE IN A
SECOND COMMUNICATIONS JURISDICTION ZONE
OPERATION 307 a determination 1s made that the first
resource resides 1n, and/or 1s subject to the communications
and data security policies, of a first communications juris-
diction zone using information contained 1n the IP address
associated with the first resource, and/or any other mecha-
nism as discussed herein, and/or as known 1n the art at the
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time of filing, and/or as developed/made available after the
time of filing, for determining a communications jurisdiction
zone associated with a resource or communications end-
point.

Similarly, in one embodiment, at OBTAIN DATA INDI-
CATING A DESIRED EXCHANGE OF DATA BETWEEN
A FIRST RESOURCE IN A FIRST COMMUNICATIONS
JURISDICTION ZONE AND A SECOND RESOURCE IN
A SECOND COMMUNICATIONS JURISDICTION
ZONE OPERATION 307 a determination 1s made that the
second resource resides 1, and/or 1s subject to the commu-
nications and data security policies, of a second communi-
cations jurisdiction zone using information contained in the
IP address associated with the second resource, and/or any
other mechanism as discussed herein, and/or as known 1n the
art at the time of filing, and/or as developed/made available
aiter the time of filing, for determining a communications
jurisdiction zone associated with a resource or communica-
tions endpoint.

In one embodiment, once data 1s obtained indicating, or
requesting, a desired exchange of data between a first
resource 1n a first communications jurisdiction zone and a
second resource 1 a second communications jurisdiction

zone at OBTAIN DATA INDICATING A DESIRED
EXCHANGE OF DATA BETWEEN A FIRST RESOURCE
IN A FIRST COMMUNICATIONS JURISDICTION ZONE
AND A SECOND RESOURCE IN A SECOND COMMU-
NICATIONS JURISDICTION ZONE OPERATION 307,
process tlow proceeds to AUTOMATICALLY OBTAIN
FIRST COMMUNICATIONS JURISDICTION ZONE
POLICY DATA ASSOCIATED WITH THE FIRST COM-
MUNICATIONS JURISDICTION ZONE AND SECOND
COMMUNICATIONS JURISDICTION ZONE POLICY
DATA ASSOCIATED WITH SECOND COMMUNICA-
TIONS JURISDICTION ZONE OPERATION 309.

In one embodiment, at AUTOMATICALLY OBTAIN
FIRST COMMUNICATIONS JURISDICTION ZONE
POLICY DATA ASSOCIATED WITH THE FIRST COM-
MUNICATIONS JURISDICTION ZONE AND SECOND
COMMUNICATIONS JURISDICTION ZONE POLICY
DATA ASSOCIATED WITH SECOND COMMUNICA-
TIONS JURISDICTION ZONE OPERATION 309 the com-
munications and data security policy data for the first
communications jurisdiction zone and the communications
and data security policy data for the second communications
jurisdiction zone 1s obtained from the communications and
data security policy data stored and/or managed and updated
through a policy manager of OBTAIN COMMUNICA.-
TIONS AND DATA SECURITY POLICY DATA FOR THE
IDENTIFIED COMMUNICATIONS JURISDICTION
ZONES INCLUDING DATA INDICATING ALLOWED
TYPES OF SECURE COMMUNICATIONS SECURITY
LEVELS FOR THE RESPECTIVE COMMUNICATIONS
JURISDICTION ZONES OPERATION 305.

In one embodiment, once the communications and data
security policy data for the first communications jurisdiction
zone and the communications and data security policy data
for the second communications jurisdiction zone 1s obtained
from the communications and data security policy data

stored and/or managed and updated through a policy man-
ager at AUTOMATICALLY OBTAIN FIRST COMMUNI-

CATIONS JURISDICTION ZONE POLICY DATA ASSO-
CIATED WITH THE FIRST COMMUNICATIONS
JURISDICTION ZONE AND SECOND COMMUNICA-
TIONS JURISDICTION ZONE POLICY DATA ASSOCI-
ATED WITH SECOND COMMUNICATIONS JURISDIC-
TION ZONE OPERATION 309, process flow proceeds to
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AUTOMATICALLY ANALYZE THE DATA INDICATING
THE DESIRED EXCHANGE OF DATA TO DETERMINE
A REQUIRED TYPE OF COMMUNICATIONS CHAN:-
NEL OPERATION 311.

In one embodiment, at AUTOMATICALLY ANALYZ
THE DATA INDICATING THE DESIRED EXCHANGE
OF DATA TO DETERMINE A REQUIRED TYPE OF
COMMUNICATIONS CHANNEL OPERATION 311 the
data to be transferred between the first resource in the first
communications jurisdiction zone and the second resource
in the second communications jurisdiction zone 1s automati-
cally analyzed to determine the type of data to be trans-
terred.

As noted above, the types of data desired to be transierred
can include, but are not limited to, messages, such as email
and text messages; files; 1mages; secrets; and/or any other
data and/or information type as discussed herein, and/or as
known 1n the art at the time of filing, and/or as developed/
made available after the time of filing.

In various embodiments, the type of data to be transierred
determines the type of communication channel to be estab-
lished between the first resource 1n the first communications
jurisdiction zone and the second resource in the second
communications jurisdiction zone, 1.e., the type and form of
data to be transferred determines the secure communications
protocol to be employed to provide a secure communica-
tions channel between the first resource and the second
resource.

In various embodiments, the communications channels to
be established can be, but are not limited to, a Secure
Sockets Layer (SSL) communications channel; a Transport
Layer Security (TLS) communications channel; a Simple
Transportation Management Protocol (STMP) communica-
tions channel;, a Simple Mail Transfer Protocol (SMTP)
communications channel; a Spanning Tree Protocol (STP)
communications channel; an Internet Control Message Pro-
tocol (ICMP) communications channel; and/or any secure
communication protocol channel, as discussed herein, and/
or as known in the art at the time of filing, and/or as
developed after the time of filing, providing some form or
level of secure communications security.

In one embodiment, once the data to be transierred
between the first resource 1n the first communications juris-
diction zone and the second resource 1n the second commu-
nications jurisdiction zone 1s automatically analyzed to
determine the type of data to be transferred at AUTOMATI-
CALLY ANALYZE THE DATA INDICATING THE
DESIRED EXCHANGE OF DATA TO DETERMINE A
REQUIRED TYPE OF COMMUNICATIONS CHANNEL
OPERATION 311, process tlow proceeds to AUTOMATI-
CALLY ANALYZE THE FIRST COMMUNICATIONS
JURISDICTION ZONE POLICY DATA AND THE SEC-
OND COMMUNICATIONS JURISDICTION ZON.
POLICY DATA TO DETERMINE AT LEAST ON.
ALLOWED TYPE OF SECURE COMMUNICATIONS
SECURITY LEVEL OPERATION 313.

In one embodiment, once the type of data to be transterred
1s determined which, in turn, determines the required type of
communications channel, 1.e., the secure communications
protocol to be employed, at AUTOMATICALLY ANA-
LYZE THE DATA INDICATING THE DESIRED
EXCHANGE OF DATA TO DETERMINE A REQUIRED
TYPE OF COMMUNICATIONS CHANNEL OPERA-
TION 311, the communications and data security policy data
for the first communications jurisdiction zone and the com-
munications and data security policy data for the second
communications jurisdiction zone 1s automatically analyzed
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at AUTOMATICALLY ANALYZE THE FIRST COMMUI-
NICATIONS JURISDICTION ZONE POLICY DATA AND
THE SECOND COMMUNICATIONS JURISDICTION
ZONE POLICY DATA TO DETERMINE AT LEAST ONE
ALLOWED TYPE OF SECURE COMMUNICATIONS
SECURITY LEVEL OPERATION 313 to determine at least
one allowed type of secure communications security level
for the desired exchange of data that complies with both the
first communications jurisdictional zone policy data and the
second communications jurisdictional zone policy data.

In various embodiments, the allowed type of secure
communications security level for the desired exchange of
data that complies with both the first communications juris-
dictional zone policy data and the second communications
jurisdictional zone policy data of AUTOMATICALLY
ANALYZE THE FIRST COMMUNICATIONS JURISDIC-
TION ZONE POLICY DATA AND THE SECOND COM -
MUNICATIONS JURISDICTION ZONE POLICY DATA
TO DETERMINE AT LEAST ONE ALLOWED TYPE OF
SECURE COMMUNICATIONS SECURITY LEVEL
OPERATION 313 includes, but 1s not limited to, the type
and/or length of encryption applied to the data to be trans-
ferred, and/or all communications and data transfer per-
formed, using the required communications channel.

In other embodiments, other types of secure communica-
tions security level for the desired exchange of data that
complies with both the first communications jurisdictional
zone policy data and the second communications jurisdic-
tional zone policy data are determined at AUTOMATI-
CALLY ANALYZE THE FIRST COMMUNICATIONS
JURISDICTION ZONE POLICY DATA AND THE SEC-
OND COMMUNICATIONS JURISDICTION ZONE
POLICY DATA TO DETERMINE AT LEAST ONE
ALLOWED TYPE OF SECURE COMMUNICATIONS
SECURITY LEVEL OPERATION 313, such as any secure
communications security level as discussed herein, and/or as
known 1n the art at the time of filing, and/or as developed/
made available after the time of filing.

In one embodiment, once the communications and data
security policy data for the first communications jurisdiction
zone and the communications and data security policy data
for the second communications jurisdiction zone 1s auto-
matically analyzed to determine at least one allowed type of
secure communications security level for the desired
exchange of data that complies with both the first commu-
nications jurisdictional zone policy data and the second
communications jurisdictional zone policy data at AUTO-
MATICALLY ANALYZE THE FIRST COMMUNICA-
TIONS JURISDICTION ZONE POLICY DATA AND THE
SECOND COMMUNICATIONS JURISDICTION ZONE
POLICY DATA TO DFETERMINE AT LEAST ONE
ALLOWED TYPE OF SECURE COMMUNICATIONS
SECURITY LEVEL OPERATION 313, process tlow pro-
ceeds to SELECT ONE OF THE AT LEAST ONE
ALLOWED TYPE OF SECURE COMMUNICATIONS
SECURITY LEVEL OPERATION 315.

In one embodiment, once at least one allowed type of
secure communications security level 1s 1dentified that com-
plies with both the first communications jurisdictional zone

policy data and the second communications jurisdictional
zone policy data at AUTOMATICALLY ANALYZE THE

FIRST COMMUNICATIONS JURISDICTION ZONE
POLICY DATA AND THE SECOND COMMUNICA.-
TIONS JURISDICTION ZONE POLICY DATA TO
DETERMINE AT LEAST ONE ALLOWED TYPE OF
SECURE COMMUNICATIONS SECURITY LEVEL
OPERATION 313, one of the at least one allowed type of
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secure communications security level 1s selected at SELECT
ONE OF THE AT LEAST ONE ALLOWED TYPE OF

SECURE COMMUNICATIONS SECURITY LEVEL
OPERATION 315.
In one embodiment, once one of the at least one allowed

type of secure commumnications security level 1s selected at
SELECT ONE OF THE AT LEAST ONE ALLOWED

TYPE OF SECURE COMMUNICATIONS SECURITY
LEVEL OPERATION 315, process flow proceeds AUTO-
MATICALLY ESTABLISH THE REQUIRED TYPE OF
COMMUNICATIONS CHANNEL INCLUDING THE
ALLOWED TYPE OF SECURE COMMUNICATIONS
SECURITY LEVEL BETWEEN THE FIRST RESOURCE
AND THE SECOND RESOURCE OPERATION 317.

In one embodiment, at AUTOMATICALLY ESTABLISH
THE REQUIRED TYPE OF COMMUNICATIONS
CHANNEL INCLUDING THE ALLOWED TYPE OF
SECURE COMMUNICATIONS SECURITY LEVEL
BETWEEN THE FIRST RESOURCE AND THE SECOND
RESOURCE OPERATION 317 a communications channel
of the required communications channel type of AUTO-
MATICALLY ANALYZE THE DATA INDICATING THE
DESIRED EXCHANGE OF DATA TO DETERMINE A
REQUIRED TYPE OF COMMUNICATIONS CHANNEL
OPERATION 311, including the selected secure communi-
cations security level of AUTOMATICALLY ANALYZE
THE FIRST COMMUNICATIONS JURISDICTION
ZONE POLICY DATA AND THE SECOND COMMUNI-
CATIONS JURISDICTION ZONE POLICY DATA TO
DETERMINE AT LEAST ONE ALLOWED TYPE OF
SECURE COMMUNICATIONS SECURITY LEVEL
OPERATION 313, 1s automatlcally established, or 1mple-
mented, between the first resource 1n the first communica-

tions jurisdiction zone and the second resource 1n the second
communications jurisdiction zone of OBTAIN DATA INDI-

CATING A DESIRED EXCHANGE OF DATA BETWEEN
A FIRST RESOURCE IN A FIRST COMMUNICATIONS
JURISDICTION ZONE AND A SECOND RESOURCE IN
A SECOND COMMUNICATIONS JURISDICTION
ZONE OPERATION 307.

In one embodiment, once a communications channel of
the required communications channel type of AUTOMATI-

CALLY ANALYZE THE DATA INDICATING THE
DESIRED EXCHANGE OF DATA TO DETERMINE A
REQUIRED TYPE OF COMMUNICATIONS CHANNEL
OPERATION 311, including the selected secure communi-
cations security level of AUTOMATICALLY ANALYZE
THE FIRST COMMUNICATIONS JURISDICTION
ZONE POLICY DATA AND THE SECOND COMMUNI-
CATIONS JURISDICTION ZONE POLICY DATA TO
DETERMINE AT LEAST ONE ALLOWED TYPE OF
SECURE COMMUNICATIONS SECURITY LEVEL
OPERATION 313, 1s automatlcally established, or 1mple-
mented, between the first resource 1n the first communica-

tions jurisdiction zone and the second resource 1n the second
communications jurisdiction zone of OBTAIN DATA INDI-

CATING A DESIRED EXCHANGE OF DATA BETWEEN
A FIRST RESOURCE IN A FIRST COMMUNICATIONS
JURISDICTION ZONE AND A SECOND RESOURCE IN
A SECOND COMMUNICATIONS JURISDICTION
ZONE OPERATION 307 at AUTOMATICALLY ESTAB-
LISH THE REQUIRED TYPE OF COMMUNICATIONS
CHANNEL INCLUDING THE ALLOWED TYPE OF
SECURE COMMUNICATIONS SECURITY LEVEL
BETWEEN THE FIRST RESOURCE AND THE SECOND
RESOURCE OPERATION 317, process tlow proceeds to
EXIT OPERATION 330.
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In one embodiment, at EXIT OPERATION 330 process
300 for automatically managing secure communications
across multiple communications jurisdiction zones 1s exited
to await new data.

Using process 300 for automatically managing secure
communications across multiple communications jurisdic-
tion zones discussed above, communications and data secu-
rity policies associated with various communications juris-
diction zones 1s obtained. Then when communication 1s
desired between two resources residing in two different
communications jurisdiction zones, the communications and
data security policies for the two communications jurisdic-
tion zones are automatically analyzed to 1dentify the appro-
priate communications channel including a secure commu-
nications security level satisfying both the data security
policies for the two communications jurisdiction zones. In
one embodiment, the appropriate communications channel
including the selected secure communications security level
1s automatically deployed to provide the desired communi-
cation capability and remain 1n compliance with communi-
cations and the data security policies of the communications
jurisdiction zones mvolved.

Consequently, using process 300 for automatically man-
aging secure communications across multiple communica-
tions jurisdiction zones, appropriate communications chan-
nels between resources 1n diflerent communications
jurisdiction zones 1s automatically, and transparently, pro-
vided 1n an efh

icient and eflective manner.

In various other embodiments, 1n addition to the first
communications jurisdiction zone policy data and the sec-
ond communications jurisdiction zone policy data, enter-
prise allowed types of secure communications security lev-
cls data 1s also considered and the first communications
jurisdiction zone policy data, the second communications
jurisdiction zone policy data, and the enterprise allowed
types ol secure communications security level data are
automatically analyzed to determine at least one allowed
type of secure communications security level for the desired
exchange of data that complies with each of the first com-
munications jurisdiction zone policy data, the second com-
munications jurisdiction zone policy data, and the enterprise
allowed types of secure communications security level data.

FIG. 4 1s a flow chart of a process 400 for automatically
managing secure communications across multiple commu-
nications jurisdiction zones in accordance with one embodi-
ment. In one embodiment, process 400 for automatically
managing secure communications across multiple commu-
nications jurisdiction zones begins at ENTER OPERATION
401 of FIG. 4 and process tlow proceeds to IDENTIFY
TWO OR MORE COMMUNICATIONS JURISDICTION
ZONES OPERATION 403.

In various embodiments, IDENTIFY TWO OR MORFE
COMMUNICATIONS JURISDICTION ZONES OPERA-
TION 403; OBTAIN COMMUNICATIONS AND DATA
SECURITY POLICY DATA FOR THE IDENTIFIED
COMMUNICATIONS JURISDICTION ZONES INCLUD-
ING DATA INDICATING ALLOWED TYPES OF
SECURE COMMUNICATIONS SECURITY LEVELS
FOR THE RESPECTIVE COMMUNICATIONS JURIS-
DICTION ZONES OPERATION 405; OBTAIN DATA
INDICATING A DESIRED EXCEANG_E OF DATA
BETWEEN A FIRST RESOURCE IN A FIRST COMMU -
NICATIONS JURISDICTION ZONE AND A SECOND
RESOURCE IN A SECOND COMMUNICATIONS
JURISDICTION ZONE OPERATION 407, AUTOMATI-
CALLY OBTAIN FIRST COMMUNICATIONS JURIS-
DICTION ZONE POLICY DATA ASSOCIATED WITH
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THE FIRST COMMUNICATIONS JURISDICTION
ZONE AND SECOND COMMUNICATIONS JURISDIC-
TION ZONE POLICY DATA ASSOCIATED WITH SEC-
OND COMMUNICATIONS JURISDICTION ZON.
OPERATION 409; and AUTOMATICALLY ANALYZ.
THE DATA INDICATING THE DESIRED EXCHANGE
OF DATA TO DETERMINE A REQUIRED TYPE OF
COMMUNICATIONS CHANNEL OPERATION 411 of
process 400 for automatically managing secure communi-
cations across multiple communications jurisdiction zones
are substantially identical to IDENTIFY TWO OR MORE
COMMUNICATIONS JURISDICTION ZONES OPERA-
TION 303; OBTAIN COMMUNICATIONS AND DATA
SECU RITY POLICY DATA FOR THE IDENTIFIED
COMMUNICATIONS JURISDICTION ZONES INCLUD-
ING DATA INDICATING ALLOWED TYPES OF
SECURE COMMUNICATIONS SECURITY LEVELS
FOR THE RESPECTIVE COMMUNICATIONS JURIS-
DICTION ZONES OPERATION 305; OBTAIN DATA
INDICATING A DESIRED EXCE ANGE OF DATA
BETWEEN A FIRST RESOURCE IN A FIRST COMMU-
NICATIONS JURISDICTION ZONE AND A SECOND
RESOURCE IN A SECOND COMMUNICATIONS
JURISDICTION ZONE OPERATION 307; AUTOMATI-
CALLY OBTAIN FIRST COMMUNICATIONS JURIS-
DICTION ZONE POLICY DATA ASSOCIATED WITH
THE FIRST COMMUNICATIONS JURISDICTION
ZONE AND SECOND COMMUNICATIONS JURISDIC-
TION ZONE POLICY DATA ASSOCIATED WITH SEC-
OND COMMUNICATIONS JURISDICTION ZON.
OPERATION 309; and AUTOMATICALLY ANALYZ.
THE DATA INDICATING THE DESIRED EXCHANG:
OF DATA TO DETERMINE A REQUIRED TYPE OF
COMMUNICATIONS CHANNEL OPERATION 311 of
process 300 for automatically managing secure communi-
cations across multiple communications jurisdiction zones
discussed above, consequently, the reader is referred to the
discussion above for a more detailed discussion of IDEN-
TIFY TWO OR MORE COMMUNICATIONS JURISDIC-
TION ZONES OPERATION 403; OBTAIN COMMUNI-
CATIONS AND DATA SECURITY POLICY DATA FOR
THE IDENTIFIED COMMUNICATIONS JURISDIC-
TION ZONES INCLUDING DATA INDICATING
ALLOWED TYPES OF SECURE COMMUNICATIONS
SECURITY LEVELS FOR THE RESPECTIVE COMMU-
NICATIONS JURISDICTION ZONES OPERATION 405;
OBTAIN DATA INDICATING A DESIRED EXCHANGE
OF DATA BETWEEN A FIRST RESOURCE IN A FIRST
COMMUNICATIONS JURISDICTION ZONE AND A
SECOND RESOURCE IN A SECOND COMMUNICA-
TIONS JURISDICTION ZONE OPERATION 407; AUTO-
MATICALLY OBTAIN FIRST COMMUNICATIONS
JURISDICTION ZONE POLICY DATA ASSOCIATED
WITH THE FIRST COMMUNICATIONS JURISDICTION
ZONE AND SECOND COMMUNICATIONS JURISDIC-
TION ZONE POLICY DATA ASSOCIATED WITH SEC-
OND COMMUNICATIONS JURISDICTION ZON.
OPERATION 409; and AUTOMATICALLY ANALYZ.
THE DATA INDICATING THE DESIRED EXCHANG.
OF DATA TO DETERMINE A REQUIRED TYPE OF
COMMUNICATIONS CHANNEL OPERATION 411.

In one embodiment, once the data to be transferred
between the first resource 1n the first communications juris-
diction zone and the second resource 1n the second commu-

nications jurisdiction zone 1s automatically analyzed to
determine the type of data to be transierred at AUTOMATI-
CALLY ANALYZE THE DATA INDICATING THE
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DESIRED EXCHANGE OF DATA TO DETERMINE A
REQUIRED TYPE OF COMMUNICATIONS CHANNEL
OPERATION 411, process flow proceeds to OBTAIN
ENTERPRISE DATA TRANSFER POLICY DATA INDI-
CATING REQUIRED TYPES OF SECURE COMMUNI-
CATIONS SECURITY LEVELS FOR ONE OR MORE
TYPES OF DATA OPERATION 413.

In one embodiment, at OBTAIN ENTERPRISE DATA
TRANSFER POLICY DATA INDICATING REQUIRED
TYPES OF SECURE COMMUNICATIONS SECURITY
LEVELS FOR ONE OR MORE TYPES OF DATA OPERA-
TION 413 enterprise data transter policy data including data
indicating required types of secure communications security
levels for one or more types of data 1s obtained.

In one embodiment, enterprise data transfer policy data 1s
obtained at OBTAIN ENTERPRISE DATA TRANSFER

POLICY DATA INDICATING REQUIRED TYPES OF
SECURE COMMUNICATIONS SECURITY LEVELS
FOR ONE OR MORE TYPES OF DATA OPERATION 413
from an enterprise data transier policy manager that includes
enterprise data transfer policy data for each data type.

In one embodiment, the enterprise data transfer policy
data including data indicating required types of secure
communications security levels for one or more types of
data of OBTAIN ENTERPRISE DATA TRANSFER
POLICY DATA INDICATING REQUIRED TYPES OF
SECURE COMMUNICATIONS SECURITY LEVELS
FOR ONE OR MORE TYPES OF DATA OPERATION 413
1s determined based, at least 1n part, on one or more data
classification factors including, but not limited to, a deter-
mination as to the sensitivity of the data to be transferred as
determined by the enterprise charged with protecting the
data; a determination as to the sensitivity of the data to be
transierred as determined by one or more regulations and/or
regulatory agencies; a determination as to the sensitivity of
the data to be transierred as determined based on the need to
protect the identity and personal information of the owners
and/or sources of the data to be protected; a determination of
the risk associated with the data to be transferred; a deter-
mination of the vulnerability associated with the data to be
transierred:; a determination of the commercial value of the
data to be transterred; a determination of the strategic value
of the data to be transferred; a determination of the enter-
tainment value of the data to be transterred; and/or any other
data classification factors as discussed herein, and/or as
known 1n the art at the time of filing, and/or as developed
alter the time of filing.

In one embodiment, once enterprise data transier policy
data including data indicating required types of secure
communications security levels for one or more types of
data 1s obtained at OBTAIN ENTERPRISE DATA TRANS-
FER POLICY DATA INDICATING REQUIRED TYPES
OF SECURE COMMUNICATIONS SECURITY LEVELS
FOR ONE OR MORE TYPES OF DATA OPERATION
413, process flow proceeds to AUTOMATICALLY
OBTAIN DATA TYPE DATA INDICATING THE TYPE
OF DATA INVOLVED IN THE DESIRED EXCHANGE
OF DATA OPERATION 415

In one embodiment, at AUTOMATICALLY OBTAIN
DATA TYPE DATA INDICATING THE TYPE OF DATA
INVOLVED IN THE DESIRED EXCHANGE OF DATA
OPERATION 415 data type data indicating the type of data
involved in the desired exchange of data 1s obtained and
automatically analyzed to determine the type of data to be
exchanged.

In one embodiment, once data type data indicating the
type ol data mnvolved in the desired exchange of data 1s
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obtained and automatically analyzed to determine the type
of data to be exchanged at AUTOMATICALLY OBTAIN

DATA TYPE DATA INDICATING THE TYPE OF DATA
INVOLVED IN THE DESIRED EXCHANGE OF DATA
OPERATION 415, process flow proceeds to AUTOMATI-
CALLY ANALYZE THE DATA TYPE DATA AND THE
ENTERPRISE DATA TRANSFER POLICY DATA TO
DETERMINE ENTERPRISE ALLOWED TYPES OF
SECURE COMMUNICATIONS SECURITY LEVEL
DATA FOR THE DESIRED EXCHANGE OF DATA
OPERATION 417.

In one embodiment, at AUTOMATICALLY ANALYZE
THE DATA TYPE DATA AND THE ENTERPRISE DATA
TRANSFER POLICY DATA TO DETERMINE ENTER-
PRISE ALLOWED TYPES OF SECURE COMMUNICA-
TIONS SECURITY LEVEL DATA FOR THE DESIRED
EXCHANGE OF DATA OPERATION 417 the enterprise

data transier policy data for the determined data type 1is
automatically obtained and analyzed to generate enterprise
allowed types of secure communications security levels
data.

In one embodiment, once the enterprise data transier
policy data for the determined data type 1s automatically

obtained and analyzed to generate enterprise allowed types
of secure communications security levels data at AUTO-
MATICALLY ANALYZE THE DATA TYPE DATA AND
THE ENTERPRISE DATA TRANSFER POLICY DATA
TO DETERMINE ENTERPRISE ALLOWED TYPES OF
SECURE COMMUNICATIONS SECURITY LEVEL
DATA FOR THE DESIRED EXCHANGE OF DATA
OPERATION 417, process flow proceeds to AUTOMATI-
CALLY ANALYZE THE FIRST COMMUNICATIONS
JURISDICTION ZONE POLICY DATA, THE SECOND
COMMUNICATIONS JURISDICTION ZONE POLICY
DATA, AND THE ENTERPRISE ALLOWED TYPES OF
SECURE COMMUNICATIONS SECURITY LEVEL
DATA TO DETERMINE AT LEAST ONE ALLOWED
TYPE OF SECURE COMMUNICATIONS SECURITY
LEVEL OPERATION 419.

In one embodiment, at AUTOMATICALLY ANALYZE
THE FIRST COMMUNICATIONS JURISDICTION
ZONE POLICY DATA, THE SECOND COMMUNICA-
TIONS JURISDICTION ZONE POLICY DATA, AND
THE ENTERPRISE ALLOWED TYPES OF SECURE
COMMUNICATIONS SECURITY LEVEL DATA TO
DETERMINE AT LEAST ONE ALLOWED TYPE OF
SECURE COMMUNICATIONS SECURITY LEVEL
OPERATION 419 the communications and data security
policy data for the first communications jurisdiction zone,
the communications and data security policy data for the
second communications jurisdiction zone, and the enterprise
allowed types of secure communications security levels
data, 1s automatically analyzed to determine at least one
allowed type of secure communications security level for the
desired exchange of data that complies with the first com-
munications jurisdictional zone policy data, the second
communications jurisdictional zone policy data, and the
enterprise allowed types of secure communications security
levels data.

In various embodiments, the allowed type of secure
communications security level for the desired exchange of
data that complies with the first communications jurisdic-
tional zone policy data, the second communications juris-
dictional zone policy data, and the enterprise allowed types
of secure communications security levels data includes, but
1s not limited to, the type and/or length of encryption applied
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to the data to be transferred, and/or all communications and
data transfer performed, using the required communications
channel.

In other embodiments, other types of secure communica-
tions security for the desired exchange of data that complies
with the first communications jurisdictional zone policy
data, the second communications jurisdictional zone policy
data, and the enterprise allowed types of secure communi-
cations security levels data, are determined, such as any
secure communications security level as discussed herein,
and/or as known 1n the art at the time of filing, and/or as
developed/made available after the time of filing.

In one embodiment, once the communications and data
security policy data for the first communications jurisdiction
zone, the communications and data security policy data for
the second communications jurisdiction zone, and the enter-
prise allowed types of secure communications security lev-
cls data, 1s automatically analyzed to determine at least one
allowed type of secure communications security level for the
desired exchange of data that complies with the first com-
munications jurisdictional zone policy data, the second

communications jurisdictional zone policy data, and the
enterprise allowed types of secure communications security
levels data at AUTOMATICALLY ANALYZE THE FIRST
COMMUNICATIONS JURISDICTION ZONE POLICY
DATA, THE SECOND COMMUNICATIONS JURISDIC-
TION ZONE POLICY DATA, AND THE ENTERPRISE
ALLOWED TYPES OF SECURE COMMUNICATIONS
SECURITY LEVEL DATA TO DETERMINE AT LEAST
ONE ALLOWED TYPE OF SECURE COMMUNICA.-
TIONS SECURITY LEVEL OPERATION 419, process
flow proceeds to SELECT ONE OF THE AT LEAST ONE
ALLOWED TYPE OF SECURE COMMUNICATIONS
SECURITY LEVEL OPERATION 421.

In one embodiment, at SELECT ONE OF THE AT
LEAST ONE ALLOWED TYPE OF SECURE COMMU-
NICATIONS SECURITY LEVEL OPERATION 421 one of
the at least one allowed type of secure communications
security level of AUTOMATICALLY ANALYZE THE
FIRST COMMUNICATIONS JURISDICTION ZONE
POLICY DATA, THE SECOND COMMUNICATIONS
JURISDICTION ZONE POLICY DATA, AND THE
ENTERPRISE ALLOWED TYPES OF SECURE COM-
MUNICATIONS SECURITY LEVEL DATA TO DETER-
MINE AT LEAST ONE ALLOWED TYPE OF SECURE
COMMUNICATIONS SECURITY LEVEL OPERATION
419 15 selected.

In one embodiment, once one of the at least one allowed
type of secure communications security level 1s selected at
SELECT ONE OF THE AT LEAST ONE ALLOWED
TYPE OF SECURE COMMUNICATIONS SECURITY
LEVEL OPERATION 421, process flow proceeds to AUTO-
MATICALLY ESTABLISH THE REQUIRED TYPE OF
COMMUNICATIONS CHANNEL INCLUDING THE
ALLOWED TYPE OF SECURE COMMUNICATIONS
SECURITY LEVEL BETWEEN THE FIRST RESOURCE
AND THE SECOND RESOURCE OPERATION 423.

In one embodiment, at AUTOMATICALLY ESTABLISH
THE REQUIRED TYPE OF COMMUNICATIONS
CHANNEL INCLUDING THE ALLOWED TYPE OF
SECURE COMMUNICATIONS SECURITY LEVEL
BETWEEN THE FIRST RESOURCE AND THE SECOND
RESOURCE OPERATION 423 a communications channel
of the required communications channel type including the
selected secure communications security level 1s automati-
cally established, or implemented, between the first resource
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in the first communications jurisdiction zone and the second
resource 1n the second communications jurisdiction zone.
In one embodiment, once a communications channel of
the required communications channel type including the
selected secure communications security level 1s automati-
cally established, or implemented, between the first resource
in the first communications jurisdiction zone and the second
resource 1n the second communications jurisdiction zone at

AUTOMATICALLY ESTABLISH THE REQUIRED TYP.
OF COMMUNICATIONS CHANNEL INCLUDING TH.
ALLOWED TYPE OF SECURE COMMUNICATIONS
SECURITY LEVEL BETWEEN THE FIRST RESOURCE
AND THE SECOND RESOURCE OPERATION 423, pro-
cess flow proceeds to EXIT OPERATION 430.

In one embodiment, at EXIT OPERATION 430 process

400 for automatically managing secure communications
across multiple communications jurisdiction zones 1s exited
to await new data.

Using the process 400 for automatically managing secure
communications across multiple communications jurisdic-
tion zones discussed above, communications and data secu-
rity policies associated with various communications juris-
diction zones and enterprise data transier policy data for
various data types 1s obtained. Then when communication 1s
desired between two resources residing in two different
communications jurisdiction zones, the communications and
data security policies for the two communications jurisdic-
tion zones and the enterprise data transfer policy data are
automatically analyzed to i1dentity the appropriate commu-
nications channel including a secure communications secu-
rity level satistying the data security policies for the two
communications jurisdiction zones and the enterprise data
transier policy data. In one embodiment, the appropnate
communications channel including the selected secure com-
munications security level 1s automatically deployed to
provide the desired communication capability and remain in
compliance with communications and the data security
policies of the communications jurisdiction zones mvolved
and the enterprise data transier policy data.

Consequently, using process 400 for automatically man-
aging secure communications across multiple communica-
tions jurisdiction zones, appropriate communications chan-
nels between resources i1n different communications
jurisdiction zones 1s automatically, and transparently, pro-
vided 1n an eilicient and effective manner.

In various other embodiments, in addition to the first
communications jurisdiction zone policy data and the sec-
ond communications jurisdiction zone policy data, owner
allowed types of secure communications security levels data
1s also considered and the first communications jurisdiction
zone policy data, the second communications jurisdiction
zone policy data, and the owner allowed types of secure
communications security level data, are automatically ana-
lyzed to determine at least one allowed type of secure
communications security level for the desired exchange of
data that complies with each of the first communications
jurisdiction zone policy data, the second communications
jurisdiction zone policy data, and the owner allowed types of
secure communications security level data.

FIG. 5 1s a flow chart of a process 500 for automatically
managing secure communications across multiple commu-
nications jurisdiction zones in accordance with one embodi-
ment. In one embodiment, process 500 for automatically

managing secure communications across multiple commu-
nications jurisdiction zones begins at ENTER OPERATION

@ @

10

15

20

25

30

35

40

45

50

55

60

65

36

501 of FIG. § and process tlow proceeds to IDENTIFY
TWO OR MORE COMMUNICATIONS JURISDICTION
ZONES OPERATION 503.

In various embodiments, IDENTIFY TWO OR MORE
COMMUNICATIONS JURISDICTION ZONES OPERA-
TION 503; OBTAIN COMMUNICATIONS AND DATA
SJCURITY POLICY DATA FOR THE IDENTIFIED
COMMUNICATIONS JURISDICTION ZONES INCLUD-
ING DATA INDICATING ALLOWED TYPES OF
SECURE COMMUNICATIONS SECURITY LEVELS
FOR THE RESPECTIVE COMMUNICATIONS JURIS-
DICTION ZONES OPERATION 305; OBTAIN DATA
INDICATING A DESIRED EXCHANGE OF DATA
BETWEEN A FIRST RESOURCE IN A FIRST COMMUI-
NICATIONS JURISDICTION ZONE AND A SECOND
RESOURCE IN A SECOND COMMUNICATIONS
JURISDICTION ZONE OPERATION 507, AUTOMATI-
CALLY OBTAIN FIRST COMMUNICATIONS JURIS-
DICTION ZONE POLICY DATA ASSOCIATED WITH
THE FIRST COMMUNICATIONS JURISDICTION
ZONE AND SECOND COMMUNICATIONS JURISDIC-
TION ZONE POLICY DATA ASSOCIATED WITH SEC-
OND COMMUNICATIONS JURISDICTION ZONE
OPERATION 509; and AUTOMATICALLY ANALYZE
THE DATA INDICATING THE DESIRED EXCHANGE
OF DATA TO DETERMINE A REQUIRED TYPE OF
COMMUNICATIONS CHANNEL OPERATION 511 of
process 500 for automatically managing secure communi-

cations across multiple communications jurisdiction zones
are substantially 1dentical to IDENTIFY TWO OR MORE

COMMUNICATIONS JURISDICTION ZONES OPERA-
TION 303; OBTAIN COMMUNICATIONS AND DATA
SECU RITY POLICY DATA FOR THE IDENTIFIED
COMMUNICATIONS JURISDICTION ZONES INCLUD-
ING DATA INDICATING ALLOWED TYPES OF
SECURE COMMUNICATIONS SECURITY LEVELS
FOR THE RESPECTIVE COMMUNICATIONS JURIS-
DICTION ZONES OPERATION 305; OBTAIN DATA
INDICATING A DESIRED EXCHANGE OF DATA
BETWEEN A FIRST RESOURCE IN A FIRST COMMUI-
NICATIONS JURISDICTION ZONE AND A SECOND
RESOURCE IN A SECOND COMMUNICATIONS
JURISDICTION ZONE OPERATION 307; AUTOMATI-
CALLY OBTAIN FIRST COMMUNICATIONS JURIS-
DICTION ZONE POLICY DATA ASSOCIATED WITH
THE FIRST COMMUNICATIONS JURISDICTION
ZONE AND SECOND COMMUNICATIONS JURISDIC-
TION ZONE POLICY DATA ASSOCIATED WITH SEC-
OND COMMUNICATIONS JURISDICTION ZONE
OPERATION 309; and AUTOMATICALLY ANALYZE
THE DATA INDICATING THE DESIRED EXCHANGE
OF DATA TO DETERMINE A REQUIRED TYPE OF
COMMUNICATIONS CHANNEL OPERATION 311 of
process 300 for automatically managing secure communi-
cations across multiple communications jurisdiction zones
discussed above, consequently, the reader 1s referred to the
discussion above for a more detailed discussion of IDEN-
TIFY TWO OR MORE COMMUNICATIONS JURISDIC-
TION ZONES OPERATION 503; OBTAIN COMMUNI-
CATIONS AND DATA SECURITY POLICY DATA FOR
THE IDENTIFIED COMMUNICATIONS JURISDIC-
TION ZONES INCLUDING DATA INDICATING
ALLOWED TYPES OF SECURE COMMUNICATIONS
ECURITY LEVELS FOR THE RESPECTIVE COMMUI-
ICATIONS JURISDICTION ZONES OPERATION 505;
BTAIN DATA INDICATING A DESIRED EXCHANGE
F DATA BETWEEN A FIRST RESOURCE IN A FIRST
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COMMUNICATIONS JURISDICTION ZONE AND A
SECOND RESOURCE IN A SECOND COMMUNICA-
TIONS JURISDICTION ZONE OPERATION 507; AUTO-
MATICALLY OBTAIN FIRST COMMUNICATIONS
JURISDICTION ZONE POLICY DATA ASSOCIATED
WITH THE FIRST COMMUNICATIONS JURISDICTION
ZONE AND SECOND COMMUNICATIONS JURISDIC-
TION ZONE POLICY DATA ASSOCIATED WITH SEC-
OND COMMUNICATIONS JURISDICTION ZON.
OPERATION 509; and AUTOMATICALLY ANALYZ.
THE DATA INDICATING THE DESIRED EXCHANG:
OF DATA TO DETERMINE A REQUIRED TYPE
COMMUNICATIONS CHANNEL OPERATION 511.

In one embodiment, once the data to be transierred
between the first resource 1n the first communications juris-
diction zone and the second resource 1n the second commu-
nications jurisdiction zone 1s automatically analyzed to
determine the type of data to be transferred at AUTOMATI-
CALLY ANALYZE THE DATA INDICATING THE
DESIRED EXCHANGE OF DATA TO DETERMINE A
REQUIRED TYPE OF COMMUNICATIONS CHANNEL
OPERATION 511, process tlow proceeds to OBTAIN
OWNER DATA TRA\TSFER POLICY DATA INDICAT-
ING REQUIRED TYPES OF SECURE COMMUNICA-

O T @™

Q
s

TIONS SECURITY LEVELS FOR ONE OR MORE
TYPES OF DATA OPERATION 513.
In one embodiment, at OBTAIN OWNER DATA

TRANSFER POLICY DATA INDICATING REQUIRED
TYPES OF SECURE COMMUNICATIONS SECURITY
LEVELS FOR ONE OR MORE TYPES OF DATA OPERA-
TION 513 owner data transfer policy data including data
indicating required types of secure communications security
levels for one or more types of data 1s obtained.

In one embodiment, owner data transier policy data 1s
obtained at OBTAIN OWNER DATA TRANSFER POLICY

DATA INDICATING REQUIRED TYPES OF SECURE
COMMUNICATIONS SECURITY LEVELS FOR ON.
OR MORE TYPES OF DATA OPERATION 513 from an
owner data transier policy manager that includes owner data
transier policy data for each data type.

In one embodiment, once owner data transfer policy data
including data indicating required types of secure commu-
nications security levels for one or more types of data 1s
obtained at OBTAIN OWNER DATA TRANSFER POLICY
DATA INDICATING REQUIRED TYPES OF SECUR.
COMMUNICATIONS SECURITY LEVELS FOR ON.
OR MORE TYPES OF DATA OPERATION 513, process

flow proceeds to AUTOMATICALLY OBTAIN DATA
TYPE DATA INDICATING THE TYPE OF DATA
INVOLVED IN THE DESIRED EXCHANGE OF DATA
OPERATION 515

In one embodiment, at AUTOMATICALLY OBTAIN
DATA TYPE DATA INDICATING THE TYPE OF DATA
INVOLVED IN THE DESIRED EXCHANGE OF DATA
OPERATION 515 data type data indicating the type of data
involved in the desired exchange of data is obtained and
automatically analyzed to determine the type of data to be
exchanged.

In one embodiment, once data type data indicating the
type of data involved in the desired exchange of data 1s
obtained and automatically analyzed to determine the type

of data to be exchanged at AUTOMATICALLY OBTAIN
DATA TYPE DATA INDICATING THE TYPE OF DATA

INVOLVED IN THE DESIRED EXCHANGE OF DATA

OPERATION 5135, process flow proceeds to AUTOMATI-
CALLY ANALYZE THE DATA TYPE DATA AND THE
OWNER DATA TRANSFER POLICY DATA TO DETER-
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MINE OWNER ALLOWED TYPES OF SECURE COM-
MUNICATIONS SECURITY LEVEL DATA FOR THE
DESIRED EXCHANGE OF DATA OPERATION 517.

In one embodiment, at AUTOMATICALLY ANALYZE
THE DATA TYPE DATA AND THE OWNER DATA
TRANSFER POLICY DATA TO DETERMINE OWNER
ALLOWED TYPES OF SECURE COMMUNICATIONS
SECURITY LEVEL DATA FOR THE DESIRED
EXCHANGE OF DATA OPERATION 517 the owner data
transier policy data for the determined data type 1s auto-
matically obtained and analyzed to generate owner allowed
types of secure communications security levels data.

In one embodiment, once the owner data transier policy
data for the determined data type 1s automatically obtained

and analyzed to generate owner allowed types of secure
communications security levels data at AUTOMATICALLY

ANALYZE THE DATA TYPE DATA AND THE OWNER
DATA TRANSFER POLICY DATA TO DETERMINE
OWNER ALLOWED TYPES OF SECURE COMMUNI-
CATIONS SECURITY LEVEL DATA FOR THE
DESIRED EXCHANGE OF DATA OPERATION 517, pro-
cess Hlow proceeds to AUTOMATICALLY ANALYZE THE
FIRST COMMUNICATIONS JURISDICTION ZONE
POLICY DATA, THE SECOND COMMUNICATIONS
JURISDICTION ZONE POLICY DATA, AND THE
OWNER ALLOWED TYPES OF SECURE COMMUNI-
CATIONS SECURITY LEVEL DATA TO DETERMINE
AT LEAST ONE ALLOWED TYPE OF SECURE COM:-
MUNICATIONS SECURITY LEVEL OPERATION 3519.

In one embodiment, at AUTOMATICALLY ANALYZE
THE FIRST COMMUNICATIONS JURISDICTION
ZONE POLICY DATA, THE SECOND COMMUNICA-
TIONS JURISDICTION ZONE POLICY DATA, AND
THE OWNER ALLOWED TYPES OF SECURE COM-
MUNICATIONS SECURITY LEVEL DATA TO DETER-
MINE AT LEAST ONE ALLOWED TYPE OF SECURE
COMMUNICATIONS SECURITY LEVEL OPERATION
519 the communications and data security policy data for the
first communications jurisdiction zone, the communications
and data security policy data for the second communications
jurisdiction zone, and the owner allowed types of secure
communications security levels data, 1s automatically ana-
lyzed to determine at least one allowed type of secure
communications security level for the desired exchange of
data that complies with the first communications jurisdic-
tional zone policy data, the second communications juris-
dictional zone policy data, and the owner allowed types of
secure communications security levels data.

In various embodiments, the allowed type of secure
communications security level for the desired exchange of
data that complies with the first communications jurisdic-
tional zone policy data, the second communications juris-
dictional zone policy data, and the owner allowed types of
secure communications security levels data includes, but 1s
not limited to, the type and/or length of encryption applied
to the data to be transferred, and/or all communications and
data transfer performed, using the required communications
channel.

In other embodiments, other types of secure communica-
tions security for the desired exchange of data that complies
with the first communications jurisdictional zone policy
data, the second communications jurisdictional zone policy
data, and the owner allowed types of secure communications
security levels data, are determined, such as any secure
communications security level as discussed herein, and/or as
known 1n the art at the time of filing, and/or as developed/
made available after the time of filing.
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In one embodiment, once the communications and data
security policy data for the first communications jurisdiction
zone, the communications and data security policy data for
the second communications jurisdiction zone, and the owner
allowed types of secure communications security levels
data, 1s automatically analyzed to determine at least one
allowed type of secure communications security level for the
desired exchange of data that complies with the first com-
munications jurisdictional zone policy data, the second
communications jurisdictional zone policy data, and the
owner allowed types of secure communications security

levels data at AUTOMATICALLY ANALYZE THE FIRST
COMMUNICATIONS JURISDICTION ZONE POLICY
DATA, THE SECOND COMMUNICATIONS JURISDIC-
TION ZONE POLICY DATA, AND THE OWNER
ALLOWED TYPES OF SECURE COMMUNICATIONS
SECURITY LEVEL DATA TO DETERMINE AT LEAST
ONE ALLOWED TYPE OF SECURE COMMUNICA-
TIONS SECURITY LEVEL OPERATION 519, process
flow proceeds to SELECT ONE OF THE AT LEAST ONE
ALLOWED TYPE OF SECURE COMMUNICATIONS
SECURITY LEVEL OPERATION 521.

In one embodiment, at SELECT ONE OF THE AT
LEAST ONE ALLOWED TYPE OF SECURE COMMUI-
NICATIONS SECURITY LEVEL OPERATION 521 one of
the at least one allowed type of secure communications
security level of AUTOMATICALLY ANALYZE TH.
FIRST COMMUNICATIONS JURISDICTION ZON.
POLICY DATA, THE SECOND COMMUNICATIONS
JURISDICTION ZONE POLICY DATA, AND TH.
OWNER ALLOWED TYPES OF SECURE COMMUNI
CATIONS SECURITY LEVEL DATA TO DETERMIN.
AT LEAST ONE ALLOWED TYPE OF SECURE COM-
MUNICATIONS SECURITY LEVEL OPERATION 519 is
selected.

In one embodiment, once one of the at least one allowed
type of secure communications security level 1s selected at
SELECT ONE OF THE AT LEAST ONE ALLOWED
TYPE OF SECURE COMMUNICATIONS SECURITY
LEVEL OPERATION 521, process flow proceeds to AUTO-
MATICALLY ESTABLISH THE REQUIRED TYPE OF
COMMUNICATIONS CHANNEL INCLUDING THE
ALLOWED TYPE OF SECURE COMMUNICATIONS
SECURITY LEVEL BETWEEN THE FIRST RESOURCE
AND THE SECOND RESOURCE OPERATION 523.

In one embodiment, at AUTOMATICALLY ESTABLISH
THE REQUIRED TYPE OF COMMUNICATIONS
CHANNEL INCLUDING THE ALLOWED TYPE OF
SECURE COMMUNICATIONS SECURITY LEVEL
BETWEEN THE FIRST RESOURCE AND THE SECOND
RESOURCE OPERATION 523 a communications channel
of the required communications channel type including the
selected secure communications security level 1s automati-
cally established, or implemented, between the first resource
in the first communications jurisdiction zone and the second
resource in the second communications jurisdiction zone.

In one embodiment, once a communications channel of
the required communications channel type including the
selected secure commumnications security level 1s automati-
cally established, or implemented, between the first resource
in the first communications jurisdiction zone and the second
resource in the second communications jurisdiction zone at

AUTOMAITICALLY ESTABLISH THE REQUIRED TYP.
OF COMMUNICATIONS CHANNEL INCLUDING TH.
ALLOWED TYPE OF SECURE COMMUNICATIONS
SECURITY LEVEL BEITWEEN THE FIRST RESOURC.
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AND THE SECOND RESOURCE OPERATION 523, pro-
cess tlow proceeds to EXIT OPERATION 530.

In one embodiment, at EXIT OPERATION 530 process
500 for automatically managing secure communications
across multiple communications jurisdiction zones 1s exited
to await new data.

Using the process 300 for automatically managing secure
communications across multiple communications jurisdic-
tion zones discussed above, communications and data secu-
rity policies associated with various communications juris-
diction zones and owner data transfer policy data for various
data types 1s obtained. Then when communication 1s desired
between two resources residing in two different communi-
cations jurisdiction zones, the communications and data
security policies for the two communications jurisdiction
zones and the owner data transier policy data are automati-
cally analyzed to identily the appropriate communications
channel ncluding a secure communications security level
satisiying the data security policies for the two communi-
cations jurisdiction zones and the owner data transfer policy
data. In one embodiment, the appropriate communications
channel including the selected secure communications secu-
rity level 1s automatically deployed to provide the desired
communication capability and remain 1 compliance with
communications and the data security policies of the com-
munications jurisdiction zones involved and the owner data
transier policy data.

Consequently, using process 500 for automatically man-
aging secure communications across multiple communica-
tions jurisdiction zones, appropriate communications chan-
nels between resources 1n  different communications
jurisdiction zones 1s automatically, and transparently, pro-
vided 1n an eil

icient and eflective manner.

In the discussion above, certain aspects of one embodi-
ment mclude process steps and/or operations and/or mnstruc-
tions described herein for i1llustrative purposes 1n a particular
order and/or grouping. However, the particular order and/or
grouping shown and discussed herein are illustrative only
and not limiting. Those of skill 1n the art will recognize that
other orders and/or grouping of the process steps and/or
operations and/or instructions are possible and, 1n some
embodiments, one or more of the process steps and/or
operations and/or 1nstructions discussed above can be com-
bined and/or deleted. In addition, portions of one or more of
the process steps and/or operations and/or 1nstructions can
be re-grouped as portions of one or more other of the process
steps and/or operations and/or instructions discussed herein.
Consequently, the particular order and/or grouping of the
process steps and/or operations and/or instructions discussed
herein do not limit the scope of the mvention as claimed
below.

As discussed 1n more detail above, using the above
embodiments, with little or no modification and/or nput,
there 1s considerable flexibility, adaptability, and opportu-
nity for customization to meet the specific needs of various
parties under numerous circumstances.

The present invention has been described in particular
detail with respect to specific possible embodiments. Those
of skill in the art will appreciate that the imnvention may be
practiced 1n other embodiments. For example, the nomen-
clature used for components, capitalization ol component
designations and terms, the attributes, data structures, or any
other programming or structural aspect 1s not significant,
mandatory, or limiting, and the mechanisms that implement
the mvention or its features can have various diflerent
names, formats, or protocols. Further, the system or func-
tionality of the mvention may be implemented via various
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combinations of software and hardware, as described, or
entirely 1n hardware elements. Also, particular divisions of
functionality between the various components described
herein are merely exemplary, and not mandatory or signifi-
cant. Consequently, functions performed by a single com-
ponent may, in other embodiments, be performed by mul-
tiple components, and functions performed by multiple
components may, in other embodiments, be performed by a
single component.

Some portions of the above description present the fea-
tures of the present immvention 1n terms of algorithms and
symbolic representations ol operations, or algorithm-like
representations, of operations on information/data. These
algorithmic or algorithm-like descriptions and representa-
tions are the means used by those of skill 1n the art to most
cllectively and etliciently convey the substance of their work
to others of skill 1n the art. These operations, while described
tunctionally or logically, are understood to be implemented
by computer programs or computing systems. Furthermore,
it has also proven convenient at times to refer to these
arrangements ol operations as steps or modules or by
functional names, without loss of generality.

Unless specifically stated otherwise, as would be apparent
from the above discussion, 1t 1s appreciated that throughout
the above description, discussions utilizing terms such as,

but not limited to, “activating”, “accessing’’, “aggregating’’,
“alerting”, “applying”’, “analyzing”, “associating”, “calcu-
lating”, “capturing”, “categorizing”’, “classifying”’, “compar-

ing”, “creating”, “defining”, “detecting”, “determining”,
“distributing”, “encrypting”, “extracting”, “filtering”, “for-
warding”, “generating”, “identifying”’, “implementing”,

“informing”’, “monitoring”, “obtamning”, “posting”, “pro-

cessing”’, “providing”, “recerving”’, “requesting”’, “saving”,
e M e B ) 4 M e B Y 4 . e B Y 4 . el B 4 4
sending”’, “storing”, “transierring”, “transforming”, “trans-

mitting”’, “using”, etc., refer to the action and process of a

computing system or similar electronic device that manipu-
lates and operates on data represented as physical (elec-
tronic) quantities within the computing system memories,
resisters, caches or other mnformation storage, transmission
or display devices.

The present invention also relates to an apparatus or
system for performing the operations described herein. This
apparatus or system may be specifically constructed for the
required purposes, or the apparatus or system can comprise
a general purpose system selectively activated or config-
ured/reconfigured by a computer program stored on a com-
puter program product as discussed herein that can be
accessed by a computing system or other device.

Those of skill 1 the art will readily recognize that the
algorithms and operations presented herein are not inher-
ently related to any particular computing system, computer
architecture, computer or industry standard, or any other
specific apparatus. Various general purpose systems may
also be used with programs 1n accordance with the teaching
herein, or it may prove more convenient/eflicient to con-
struct more specialized apparatuses to perform the required
operations described herein. The required structure for a
variety of these systems will be apparent to those of skill in
the art, along with equivalent variations. In addition, the
present invention 1s not described with reference to any
particular programming language and it 1s appreciated that a
variety of programming languages may be used to imple-
ment the teachings of the present immvention as described
herein, and any references to a specific language or lan-
guages are provided for illustrative purposes only.

The present mvention 1s well suited to a wide variety of
computer network systems operating over numerous topolo-
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gies. Within this field, the configuration and management of
large networks comprise storage devices and computers that
are communicatively coupled to similar or dissimilar com-
puters and storage devices over a private network, a LAN,
a WAN, a private network, or a public network, such as the
Internet.
It should also be noted that the language used in the
specification has been principally selected for readability,
clarity and instructional purposes, and may not have been
selected to delineate or circumscribe the mventive subject
matter. Accordingly, the disclosure of the present invention
1s intended to be illustrative, but not limiting, of the scope of
the invention, which 1s set forth in the claims below.
In addition, the operations shown in the FIG.s, or as
discussed herein, are i1dentified using a particular nomen-
clature for ease of description and understanding, but other
nomenclature 1s often used in the art to identily equivalent
operations.
Therefore, numerous variations, whether explicitly pro-
vided for by the specification or implied by the specification
or not, may be implemented by one of skill in the art 1n view
of this disclosure.
What 1s claimed 1s:
1. A system for automatically managing secure commu-
nications across multiple communications jurisdiction zones
comprising:
at least one processor; and
at least one memory coupled to the at least one processor,
the at least one memory having stored therein instruc-
tions which when executed by any set of the one or
more processors, perform a process for automatically
managing secure communications across multiple com-
munications jurisdiction zones, the process for auto-
matically managing secure communications across
multiple communications jurisdiction zones including:

identifying two or more commumnications jurisdiction
zones Irom which, and/or to which, data may be
transierred using one or more types of communications
channels including one or more types of secure com-
munications security levels;

obtaining communications and data security policy data

for the two or more 1dentified communications juris-
diction zones, the communications and data security
policy data for the identified communications jurisdic-
tion zones including data indicating allowed types of
secure communications security levels for each of the
respective communications jurisdiction zones;
obtaining exchange data indicating a desired exchange of
data between a {irst virtual asset 1n a first communica-
tions jurisdiction zone and a second virtual asset in a
second communications jurisdiction zone, the first and
second communications jurisdiction zones being dif-
ferent from each other, the data to be exchanged being
of a type, the type of data being one selected from at
least messages, files, 1mages and secrets wherein each
data security policy data 1s based on political regulation
in each zone and whereby the zones consist of local,
state, national, or regional government agencies;
identifying owner secure communications polices pro-
vided by an owner of the data to be transierred;
determining, through examination of the actual data to be
exchanged, the type of data to be exchanged;
automatically obtaining first communications jurisdiction
zone communications and data security policy data
associated with the first communications jurisdiction
zone and second communications jurisdiction zone
communications and data security policy data associ-
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ated with second communications jurisdiction zone
from the communications and data security policy data;

automatically determining, based on the results of deter-
mining the type of data to be exchanged through
examining the actual data to be transferred, a required
type of communications channel having a type and
length of encryption required to be applied to the data
to be transierred, the required type ol communications
channel meeting the data security policy data associ-
ated with the first communications jurisdiction zone
and data security policy data associated with the second
communications jurisdiction zone and the owner secure
communications polices provided by the owner of the
data to be transferred;

automatically analyzing the first communications juris-

diction zone communications and data security policy
data and the second communications jurisdiction zone
communications and data security policy data to deter-
mine at least one allowed type of secure communica-
tions security level for the desired exchange of data that
complies with both the first communications jurisdic-
tion zone communications and data security policy data
and the second communications jurisdiction zone com-
munications and data security policy data;

selecting one of the at least one allowed type of secure

communications security level; and

automatically establishing the selected allowed type of

communications channel including the allowed type of
secure communications security level between the first
virtual asset and the second virtual asset.

2. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 1 wherein at least one of the two or more
communications jurisdiction zones are selected from the
group ol communications jurisdiction zones consisting of:

a geographic region communications jurisdiction zone;

a political region communications jurisdiction zone;

a security based communications jurisdiction zone;

a computing environment communications jurisdiction

ZONe;

a computing sub-environment communications jurisdic-

tion zone within a computing

environment communications jurisdiction zone; and

any combination thereof.

3. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 1 wherein at least one of the one or more
types of communications channels 1s selected from the
group ol types ol communications channels consisting of:

an SSL. communications channel;

a TLS communications channel;

an STMP communications channel;

an SMTP communications channel;

an STP communications channel;

an ICMP communications channel; and

any secure communication protocol channel.

4. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 1 wherein at least one of the one or more
types of secure communications security levels 1s an encryp-
tion level for encrypting data transferred using the one or
more types of communications channels and/or encrypting,
messages transierred using the one or more types ol com-
munications channels.

5. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 4 wherein at least one of the one or more
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types of encryption levels includes employing one or more
types of encryption keys selected form the group of encryp-
tion keys consisting of:

a public encryption key;

a private encryption key;

a symmetric encryption key;

an asymmetric encryption key;

a public pre-placed encryption key;

a private pre-placed encryption key;

a 40-bit encryption key;

any length encryption keys;

an authentication encryption key;

a benign encryption key;

a content-encryption key (CEK);

a cryptovariable encryption key;

a dernived encryption key;

an electronic encryption key;

an ephemeral encryption key;

a key encryption key (KEK);

a key production encryption key (KPK);

a FIREFLY encryption key;

a master encryption key;

a message encryption key (MEK);

a RED encryption key;

a session encryption key;

a trailic encryption key (TEK);

a transmission security encryption key (TSK);

a seed encryption key;

a signature encryption key;

a stream encryption key;

a Type 1 encryption key;

a Type 2 encryption key;

a Vernam encryption key;

a zeroized encryption key; and

any combination thereof.

6. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 1 wherein at one of the first resource and the
second resource are selected from the group of resources
consisting of:

a virtual machine;

a virtual server;

a database or data store;

an instance in a cloud environment;

a cloud environment access system;

part of a mobile device;

part of a remote sensor;

part of a laptop computing system;

part of a desktop computing system;

part of a point-of-sale computing system;

part of an ATM; and

part of an electronic voting machine computing system.

7. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claam 1 wheremn the communications and data
security policy data for the 1dentified communications juris-
diction zones 1s obtained from a secure communications
policy manager.

8. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones ol claim 7 wherein the communications and data
security policy data for the 1dentified commumnications juris-
diction zones 1s updated automatically.

9. A system for automatically managing secure commu-
nications across multiple communications jurisdiction zones
comprising;

at least one processor; and
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at least one memory coupled to the at least one processor,
the at least one memory having stored therein instruc-
tions which when executed by any set of the one or
more processors, perform a process for automatically
managing secure communications across multiple com-
munications jurisdiction zones, the process for auto-
matically managing secure communications across
multiple communications jurisdiction zones including:

identifying two or more communications jurisdiction
zones Irom which, and/or to which, data may be
transierred using one or more types of communications
channels including one or more types of secure com-
munications security levels;

obtaining communications and data security policy data
for the two or more 1dentified communications juris-
diction zones, the communications and data security
policy data for the 1dentified commumnications jurisdic-
tion zones including data indicating allowed types of
secure communications security levels for each of the
respective communications jurisdiction zones;

obtaining exchange data indicating a desired exchange of
data between a {irst virtual asset 1n a first communica-
tions jurisdiction zone and a second virtual asset in a
second communications jurisdiction zone, the first and
second communications jurisdiction zones being dif-
ferent from each other, the data to be exchanged being
of a type, the type of data being one selected from at
least messages, files, 1mages and secrets wherein each
data security policy data 1s based on political regulation
in each zone and whereby the zones consist of local,
state, national, or regional government agencies;

identifying owner secure communications polices pro-
vided by an owner of the data to be transierred;

determining, through examination of the actual data to be
exchanged, the type of data to be exchanged;

automatically obtaining first communications jurisdiction
zone communications and data security policy data
associated with the first communications jurisdiction
zone and second communications jurisdiction zone
communications and data security policy data associ-
ated with second communications jurisdiction zone
from the communications and data security policy data;

automatically determining, based on the results of deter-
mining the type of data to be exchanged through
examining the actual data to be transferred, a required
type of communications channel having a type and
length of encryption required to be applied to the data
to be transierred, the required type ol communications
channel meeting the data security policy data associ-
ated with the first communications jurisdiction zone
and data security policy data associated with the second
communications jurisdiction zone and the owner secure
communications polices provided by the owner of the
data to be transferred;

obtaining enterprise data transfer policy data, the enter-
prise data transfer policy data including data indicating
required types of secure communications security lev-
¢ls for one or more types of data;

automatically obtaining data type data indicating the type
of data involved 1n the desired exchange of data;

automatically analyzing the data type data and the enter-
prise data transfer policy data to determine enterprise
allowed types of secure communications security levels
data for the desired exchange of data;

automatically analyzing the first communications juris-
diction zone communications and data security policy
data, the second communications jurisdiction Zzone
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communications and data security policy data, and the
enterprise allowed types of secure communications
security level data, to determine at least one allowed
type ol secure communications security level for the
desired exchange of data that complies with each of the
first communications jurisdiction zone communica-
tions and data security policy data, the second commu-
nications jurisdiction zone communications and data
security policy data, and the enterprise allowed types of
secure communications security level data;

selecting one of the at least one allowed type of secure
communications security level; and

automatically establishing the selected allowed type of
communications channel including the allowed type of
secure communications security level between the first
virtual asset and the second virtual asset.

10. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 9 wherein at least one of the two or more
communications jurisdiction zones are selected from the
group of communications jurisdiction zones consisting of:

a geographic region communications jurisdiction zone;

a political region communications jurisdiction zone;

a security based communications jurisdiction zone;

a computing environment communications jurisdiction
ZONE;

a computing sub-environment communications jurisdic-
tion zone within a computing environment communi-
cations jurisdiction zone; and

any combination thereof.

11. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 9 wherein at least one of the one or more
types of communications channels 1s selected from the
group of types of communications channels consisting of:

an SSL, communications channel;

a TLS communications channel;

an STMP communications channel;

an SMTP communications channel;

an STP communications channel;

an ICMP communications channel; and

any secure communication protocol channel.

12. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 9 wherein the enterprise data transier policy
data indicating required types of secure communications
security levels for one or more types of data 1s determined
based, at least 1n part, on at least one data classification
factor selected from the group of data classification factors
consisting of:

a determination as to the sensitivity of the data to be
transferred as determined by the enterprise charged
with protecting the data;

a determination as to the sensitivity of the data to be
transierred as determined by one or more regulations
and/or regulatory agencies;

a determination as to the sensitivity of the data to be
transierred as determined based on the need to protect
the i1dentity and personal information of the owners
and/or sources of the data to be protected;

a determination of the risk associated with the data to be
transferred;

a determination of the vulnerability associated with the
data to be transferred:;

a determination of the commercial value of the data to be
transferred;
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a determination of the strategic value of the data to be

transferred;

a determination of the entertainment value of the data to

be transferred; and any combination thereof.

13. The system for automatically managing secure coms-
munications across multiple communications jurisdiction
zones of claim 9 wherein at least one of the one or more
types of secure communications security levels 1s an encryp-
tion level for encrypting data transferred using the one or
more types of communications channels and/or encrypting,
messages transierred using the one or more types ol com-
munications channels.

14. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 13 wherein at least one of the one or more
types of encryption levels includes employing one or more
types of encryption keys selected form the group of encryp-
tion keys consisting of:

a public encryption key;

a private encryption key;

a symmetric encryption key;

an asymmetric encryption key;

a public pre-placed encryption key;

a private pre-placed encryption key;

a 40-bit encryption key;

any length encryption keys;

an authentication encryption key;

a benign encryption key;

a content-encryption key (CEK);

a cryptovariable encryption key;

a dertved encryption key;

an electronic encryption key;

an ephemeral encryption key;

a key encryption key (KEK);

a key production encryption key (KPK);

a FIREFLY encryption key;

a master encryption key;

a message encryption key (MEK);

a RED encryption key;

a session encryption key;

a trailic encryption key (TEK);

a transmission security encryption key (TSK);

a seed encryption key;

a signature encryption key;

a stream encryption key;

a Type 1 encryption key;

a Type 2 encryption key;

a Vernam encryption key;

a zeroized encryption key; and

any combination thereof.

15. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 9 wheremn the communications and data
security policy data for the identified communications juris-
diction zones 1s obtained from a secure communications
policy manager.

16. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 15 wherein the communications and data
security policy data for the identified communications juris-
diction zones 1s updated automatically.

17. A system for automatically managing secure commu-
nications across multiple communications jurisdiction zones
comprising;

at least one processor; and

at least one memory coupled to the at least one processor,

the at least one memory having stored therein nstruc-
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tions which when executed by any set of the one or
more processors, perform a process for automatically
managing secure communications across multiple com-
munications jurisdiction zones, the process for auto-
matically managing secure communications across
multiple communications jurisdiction zones including:

identifying two or more commumnications jurisdiction

zones Irom which, and/or to which, data may be
transierred using one or more types of communications
channels including one or more types of secure com-
munications security levels;

obtaining communications and data security policy data

for the two or more 1dentified communications juris-
diction zones, the communications and data security
policy data for the identified communications jurisdic-
tion zones including data indicating allowed types of
secure communications security levels for each of the
respective communications jurisdiction zones;

obtaining exchange data indicating a desired exchange of

data between a first virtual asset 1n a first communica-
tions jurisdiction zone and a second virtual asset in a
second communications jurisdiction zone, the first and
second communications jurisdiction zones being dif-
ferent from each other, the data to be exchanged being
of a type, the type of data being one selected from at
least messages, files, 1mages and secrets wherein each
data security policy data 1s based on political regulation
in each zone and whereby the zones consist of local,
state, national, or regional government agencies;

identifying owner secure communications polices pro-

vided by an owner of the data to be transierred;

determining, through examination of the actual data to be

exchanged, the type of data to be exchanged;

automatically obtaining first communications jurisdiction

zone communications and data security policy data
associated with the first communications jurisdiction
zone and second communications jurisdiction zone
communications and data security policy data associ-
ated with second communications jurisdiction zone
from the communications and data security policy data;

automatically determining, based on the results of deter-

mining the type of data to be exchanged through
examining the actual data to be transierred, a required
type of communications channel having a type and
length of encryption required to be applied to the data
to be transierred, the required type of communications
channel meeting the data security policy data associ-
ated with the first communications jurisdiction zone
and data security policy data associated with the second
communications jurisdiction zone and the secure com-
munications polices provided by the owner of the data
to be transferred:

obtaining data owner data transfer policy data, the data

owner data transier policy data including data indicat-
ing owner required types ol secure communications
security levels for one or more types of data;

automatically obtaining data type data indicating the type

of data mnvolved 1n the desired exchange of data;

automatically analyzing the first communications juris-

diction zone communications and data security policy
data, the second communications jurisdiction zone
communications and data security policy data, and data
owner allowed types of secure communications secu-
rity level data, to determine at least one allowed type of
secure communications security level for the desired
exchange of data that complies with each of the first
communications jurisdiction zone commumnications and
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data security policy data, the second communications
jurisdiction zone communications and data security
policy data, and the owner secure communications
polices provided by the owner of the data to be trans-
ferred;

selecting one of the at least one allowed type of secure
communications security level; and

automatically establishing the selected allowed type of
communications channel including the allowed type of
secure communications security level between the first
virtual asset and the second virtual asset.

18. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 17 wherein at least one of the two or more
communications jurisdiction zones are selected from the
group of communications jurisdiction zones consisting of:

a geographic region communications jurisdiction zone;

a political region communications jurisdiction zone;

a security based communications jurisdiction zone;

a computing environment communications jurisdiction
Zone;

a computing sub-environment communications jurisdic-
tion zone within a computing environment communi-
cations jurisdiction zone; and

any combination thereof.

19. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claam 17 wherein at least one of the one or more
types of communications channels 1s selected from the
group ol types ol communications channels consisting of:

an SSL. communications channel;

a TLS communications channel;

an STMP communications channel;

an SMTP communications channel;

an STP communications channel;

an ICMP communications channel; and

any secure communication protocol channel.

20. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 17 wherein at least one of the one or more
types of secure communications security levels 1s an encryp-
tion level for encrypting data transferred using the one or
more types of communications channels and/or encrypting
messages transierred using the one or more types of com-
munications channels.

21. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones ol claim 20 wherein at least one of the one or more
types of encryption levels includes employing one or more
types of encryption keys selected form the group of encryp-
tion keys consisting of:

a public encryption key;

a private encryption key;

a symmetric encryption key;

an asymmetric encryption key;

a public pre-placed encryption key;

a private pre-placed encryption key;

a 40-bit encryption key;

any length encryption keys;

an authentication encryption key;

a benign encryption key;

a content-encryption key (CEK);

a cryptovariable encryption key;

a dertved encryption key;

an electronic encryption key;

an ephemeral encryption key;

a key encryption key (KEK);
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a key production encryption key (KPK);
a FIREFLY encryption key;
a master encryption key;
a message encryption key (MEK);
a RED encryption key;
a session encryption key;
a trailic encryption key (TEK);
a transmission security encryption key (TSK);
a seed encryption key;
a signature encryption key;
a stream encryption key;
a Type 1 encryption key;
a Type 2 encryption key;
a Vernam encryption key;
a zeroized encryption key; and
any combination thereof.
22. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 20 wherein the communications and data
security policy data for the 1dentified communications juris-
diction zones 1s obtained from a secure communications
policy manager.
23. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 22 wherein the communications and data
security policy data for the 1dentified communications juris-
diction zones 1s updated automatically.
24. A system for automatically managing secure commu-
nications across multiple communications jurisdiction zones
comprising;
at least one processor; and
at least one memory coupled to the at least one processor,
the at least one memory having stored therein nstruc-
tions which when executed by any set of the one or
more processors, perform a process for automatically
managing secure communications across multiple com-
munications jurisdiction zones, the process for auto-
matically managing secure communications across
multiple communications jurisdiction zones including:

identifying two or more communications jurisdiction
zones irom which, and/or to which, data may be
transierred using one or more types of communications
channels including one or more types of secure com-
munications security levels;

obtaining communications and data security policy data

for the two or more 1dentified communications juris-
diction zones, the communications and data security
policy data for the 1dentified commumnications jurisdic-
tion zones including data indicating allowed types of
secure communications security levels for each of the
respective communications jurisdiction zones;
obtaining exchange data indicating a desired exchange of
data between a first virtual asset 1n a first communica-
tions jurisdiction zone and a second virtual asset 1n a
second communications jurisdiction zone, the first and
second communications jurisdiction zones being dif-
ferent from each other, the data to be exchanged being
of a type, the type of data being one selected from at
least messages, files, images and secrets wherein each
data security policy data 1s based on political regulation
in each zone and whereby the zones consist of local,
state, national, or regional government agencies;
identilying owner secure communications polices pro-
vided by an owner of the data to be transierred;
determining, through examination of the actual data to be
exchanged, the type of data to be exchanged;
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automatically obtaining first communications jurisdiction
zone communications and data security policy data
associated with the first communications jurisdiction
zone and second communications jurisdiction zone
communications and data security policy data associ-
ated with second communications jurisdiction zone
from the communications and data security policy data;

automatically determining, based on the results of deter-
mining the type of data to be exchanged through
examining the actual data to be transterred, a required
type of communications channel having a type and
length of encryption required to be applied to the data
to be transierred, the required type of communications
channel meeting the data security policy data associ-
ated with the first communications jurisdiction zone
and data security policy data associated with the second
communications jurisdiction zone and the owner secure
communications polices provided by the owner of the
data to be transferred;

obtaining enterprise data transfer policy data, the enter-

prise data transier policy data including data indicating
required types of secure communications security lev-
els for one or more types of data;
automatically obtaining data type data indicating the type
of data involved 1n the desired exchange of data;

automatically analyzing the data type data and the enter-
prise data transfer policy data to determine enterprise
allowed types of secure communications security levels
data for the desired exchange of data;
obtaining data owner data transier policy data, the data
owner data transier policy data including data indicat-
ing owner required types ol secure communications
security levels for one or more types of data;

automatically analyzing the first communications juris-
diction zone communications and data security policy
data, the second communications jurisdiction zone
communications and data security policy data, the
enterprise allowed types of secure communications
security level data, and the data owner allowed types of
secure communications security level data, to deter-
mine at least one allowed type of secure communica-
tions security level for the desired exchange of data that
complies with each of the first communications juris-
diction zone communications and data security policy
data, the second communications jurisdiction Zzone
communications and data security policy data, the
enterprise allowed types of secure communications
security level data, and the owner secure communica-
tions polices provided by the owner of the data to be
transferred;

selecting one of the at least one allowed type of secure

communications security level; and

automatically establishing the selected allowed type of

communications channel including the allowed type of
secure communications security level between the first
virtual asset and the second virtual asset.

25. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones ol claim 24 wherein at least one of the two or more
communications jurisdiction zones are selected from the
group ol communications jurisdiction zones consisting of:

a geographic region communications jurisdiction zone;

a political region communications jurisdiction zone;

a security based communications jurisdiction zone;

a computing environment communications jurisdiction

Zone;
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a computing sub-environment communications jurisdic-
tion zone within a computing environment communi-
cations jurisdiction zone; and

any combination thereof.

26. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 24 wherein at least one of the one or more
types of communications channels 1s selected from the
group of types of communications channels consisting of:

an SSL. communications channel;

a TLS communications channel;

an STMP communications channel;

an SMTP communications channel;

an STP communications channel;

an ICMP communications channel; and

any secure communication protocol channel.

277. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 24 wherein the enterprise data transier policy
data indicating required types of secure communications
security levels for one or more types of data 1s determined
based, at least 1n part, on at least one data classification
factor selected from the group of data classification factors
consisting of:

a determination as to the sensitivity of the data to be
transferred as determined by the enterprise charged
with protecting the data;

a determination as to the sensitivity of the data to be
transierred as determined by one or more regulations
and/or regulatory agencies;

a determination as to the sensitivity of the data to be
transierred as determined based on the need to protect
the i1dentity and personal information of the owners
and/or sources of the data to be protected;

a determination of the risk associated with the data to be
transferred;

a determination of the vulnerability associated with the
data to be transferred:;

a determination of the commercial value of the data to be
transferred;

a determination of the strategic value of the data to be
transferred;

a determination of the entertainment value of the data to
be transferred; and any combination thereof.

28. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones ol claim 24 wherein at least one of the one or more
types ol secure communications security levels 1s an encryp-
tion level for encrypting data transferred using the one or
more types of communications channels and/or encrypting
messages transierred using the one or more types of com-
munications channels.

29. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 28 wherein at least one of the one or more
types of encryption levels includes employing one or more
types of encryption keys selected form the group of encryp-
tion keys consisting of:

a public encryption key;

private encryption key;

a symmetric encryption key;

an asymmetric encryption key;

a public pre-placed encryption key;

a private pre-placed encryption key;

a 40-bit encryption key;

any length encryption keys;

an authentication encryption key;
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a benign encryption key; a Type 1 encryption key;
a content-encryption key (CEK); a Type 2 encryption key;
a cryptovariable encryption key: a Vernam encryption key;

a dertved encryption key;

an electronic encryption key; 5
an ephemeral encryption key;

a key encryption key (KEK);

a key production encryption key (KPK);

a FIREFLY encryption key;

a master encryption key; 10
a message encryption key (MEK);

a RED encryption key;

a session encryption key;

a traflic encryption key (TEK);

a transmission security encryption key (1TSK); 15
a seed encryption key;

a signature encryption key;

a stream encryption key; BoRo® R

a zeroized encryption key; and

any combination thereof.

30. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 24 wherein the communications and data
security policy data for the 1dentified communications juris-
diction zones 1s obtained from a secure communications
policy manager.

31. The system for automatically managing secure com-
munications across multiple communications jurisdiction
zones of claim 30 wherein the communications and data

security policy data for the 1dentified commumnications juris-
diction zones 1s updated automatically.
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