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(57) ABSTRACT

A correctable parity-protected memory system may include
a parity-protected memory configured to hold dirty data, an
error correction register configured to hold data, an exclu-
stve-OR (XOR) circuit configured to exclusive-OR dirty
data that 1s written into and removed from the parity-
protected memory with the data in the error-correction
register, and a controller. The controller may be configured
to cause the results of the XOR circuit to accumulate 1n the
error-correction register each time dirty data 1s written into
and removed from the parity-protected memory, and, 1n
response to detection of a fault in dirty data in the parity-
protected memory, correct the fault based on the data in the
error-correction register and dirty data in the parity-pro-
tected memory.
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CORRECTABLE PARITY PROTECTED
MEMORY

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application 1s based upon and claims priority under
35 U.S.C. 119(e) to U.S. provisional patent application

61/724,790, entitled “CorrReECTABLE PaARrRITY PROTECTED CACHE
LeveLs 1 anp 2,7 filed Nov. 9, 2012, and U.S. provisional

patent application 61/620,353, entitled “CPPC: CORRECT-
ABLE PARITY PROTECTED CACHE,” filed Apr. 4, 2012.

The entire content of each of these apphcatlons 1S 1NCOT-
porated herein by reference.

TECHNICAL FIELD

This disclosure generally relates to error correction for
parity-protected memories, including but not exclusively
parity-protected caches 1n microprocessors.

BACKGROUND

Unless otherwise indicated herein, the materials described
in this section are not prior art to the claims in this appli-
cation and are not admitted to be prior art by inclusion in this
section.

Reliability can be an important consideration in the design
of microprocessors. In today’s microprocessors, about 60%
of the on-chip area may be occupied by caches. Because of
that, caches may have a considerable impact on micropro-
cessor reliability, area, and energy consumption. Caches
often use a write-back policy where dirty data may not be
immediately propagated to lower levels of the memory
hierarchy. Since dirty data may have no back-up copies in
other levels of the memory hierarchy, write-back caches can
be more vulnerable to soit errors. To enhance reliability in
write-back caches, two protection codes may be used:

1—SECDED (Single Error Correction Double Error
Detection) ECC: This code 1s used in commercial proces-
sors. See J. Doweck, “Inside Intel Core™ Microarchitec-
ture,” IEEE Symposium on High-Performance Chips, 2006;
and McNairy, C. and Soltis, D., Itanium 2 processor micro
architecture, IEEE Micro, vol. 23 Issue 2, pp. 44-355, 2003,
However, the area overhead of SECDED can be hlgh as 1t
takes 8 bits to protect a 64-bit word, a 12.5% area overhead.
Furthermore, the energy overhead of SECDED can also be
high.

2—Parity: Because the overheads of SECDED code may
be high, some L1 caches are protected with parity bits. Parity
bits can be effective 1n L1 write-through caches because they
detect faults recoverable from the L2 cache, but they may
not provide any correction capability for the dirty data of L1
write-back caches. In some processors, the L1 write-back
cache may be protected by one parity bit per word such as
in Power-QUICC™ [II Processor; an exception may be
taken whenever a fault 1s detected i a dirty block and
program execution 1s halted. Hence, even a single-bit error
in a write-back parity-protected cache may cause the pro-
cessor to fail.

SUMMARY

According to various embodiments, a correctable parity-
protected memory system may include a parity-protected
memory configured to hold dirty data, an error correction
register configured to hold data, an exclusive-OR (XOR)
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2

circuit coupled to the parity-protected memory and to the
error correction register, and configured to exclusive-OR
dirty data that 1s written into and removed from the parity-
protected memory with the data in the error-correction
register, and a controller coupled to the XOR circuit. The
controller may be configured to cause the results of the XOR
circuit to accumulate 1n the error-correction register each
time dirty data 1s written into and removed from the parity-
protected memory, and, in response to detection of a fault in
dirty data 1n the parity-protected memory, correct the fault
based on the data in the error-correction register and dirty
data in the parity-protected memory.

According to various embodiments, the controller may be
configured to correct the fault 1in the dirty data by XORing
the data in the error-correction register with all of the
non-faulty dirty data in the parity-protected memory.

According to various embodiments, the error-correction
register may be a first error-correction register, and the
correctable parity-protected memory system may include a
second error-correction register configured to hold data. The
XOR circuit 1s coupled to the second error-correction reg-
1ster and may be configured to XOR dirty data that 1s written
into the panty-protected memory with the data 1n the first
error-correction register, and XOR dirty data that 1s removed
from the parity-protected memory with the data in the
second error-correction register. The controller may be con-
figured to: cause the results of the XOR circuit to accumulate
in the first error-correction register each time dirty data 1s
written 1nto the parity-protected memory; cause the results
of the XOR circuit to accumulate 1n the second error-
correction register each time dirty data 1s removed from the
parity-protected memory; and, in response to detection of a
fault 1n dirty data 1n the parity-protected memory, correct the
fault based on the data in the first and second error-
correction registers and dirty data in the parnty-protected
memory.

According to various embodiments, the correctable parity
protected memory system may include a third and a fourth
error-correction register, each configured to hold data. The
XOR circuit 1s coupled to the third and fourth error-correc-
tion registers and may be configured to XOR dirty data that
1s: written 1nto a first area of the parity-protected memory
with the data 1n the first error-correction register; and
removed from the first area of the parnty-protected memory
with the data 1n the second error-correction register; written
into a second area of the parity-protected memory with the
data in the third error-correction register; and removed from
the second area of the panty-protected memory with the data
in the fourth error-correction register. The controller may be
configured to: cause the results of the XOR circuit to
accumulate in the first error-correction register each time
dirty data 1s written into the first area of the parity-protected
memory; cause the results of the XOR circuit to accumulate
in the second error-correction register each time dirty data 1s
removed from the first area of the parnty-protected memory;
cause the results of the XOR circuit to accumulate 1n the
third error-correction register each time dirty data 1s written

into the second area of the parity-protected memory; cause
the results of the XOR circuit to accumulate 1n the fourth
error-correction register each time dirty data 1s removed
from the second area of the panty-protected memory; 1n
response to detection of a fault in dirty data in the first area
of the panty-protected memory, correct the fault based on
the data 1n the first and second error-correction registers;
and, 1n response to detection of a fault in dirty data in the
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second area of the parity-protected memory, correct the fault
based on the data in the third and fourth error-correction
registers.

According to various embodiments, the parity protection
memory may have array rows. Diflerent array rows in the
parity protection memory may be interleaved among differ-
ent error-correction registers for error protection.

According to various embodiments, 1n response to detec-
tion of spatial multi-bit faults 1n dirty data in the parity-
protected memory, the controller may be configured to
correct the spatial multi-bit faults based on the data 1n one
or more of the error-correction register and dirty data in the
parity-protected memory.

According to various embodiments, the first and second
areas of the parity-protected memory may include different
sets ol data that are contiguous in the party-protected
memory.

According to various embodiments, the first area of the
parity-protected memory may include a set of data that are
interleaved 1n the parity-protected memory; and the second
area of the panty-protected memory includes sets of data
that are contiguous 1n the parity-protected memory.

According to various embodiments, each time new dirty
data 1s written 1nto an area of the parity-protected memory
that has dirty data, the controller may be configured to: cause
old dirty data 1n the area of the parity-protected memory to
be read from the area of the parity-protected memory; cause
the results of a XOR of the old dirty data and the data in the
error-correction register from the XOR circuit to accumulate
in the error-correction register; and cause the results of a
XOR of the new dirty data and the data in the error-
correction register from the XOR circuit to accumulate 1n
the error-correction register.

According to various embodiments, the correctable parity
protected memory system may include one or more higher
levels of memory. The panty protected memory may be
inclusive of the higher levels of memory. The controller may
be configured to cause an XOR of dirty data read from the
parity protected memory in response to a write miss request
from a higher level of memory.

According to various embodiments, the controller may be
configured to cause old dirty data in the party-protected
memory to be controllably read from one of the higher levels
of memory.

According to various embodiments, the parity-protected
memory may include an L2 cache 1n a microprocessor and
one of the higher levels of memory may include an L1 cache
in the microprocessor.

According to various embodiments, the controller may be
configured to transier a copy of the dirty bit of the data 1n the
parity-protected memory to one of the higher levels of
memory.

According to various embodiments, 1n response to detec-
tion of a spatial multi-bit fault 1n dirty data in the parity-
protected memory, the controller may be configured to
correct the spatial multi-bit fault based on the data in the
error-correction register and dirty data in the parity-pro-
tected memory.

According to various embodiments, the controller may be
configured to correct the spatial multi-bit fault 1n the dirty
data by XORing the data in the error-correction register with
all of the non-faulty dirty data in the panty-protected
memory.

According to various embodiments, the controller may be
configured to cause data to be rotated before XORing this
data with the data in the error-correction register.
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According to various embodiments, the parity-protected
memory may be a cache. The parity-protected memory may
include an L1 cache 1n a microprocessor. The correctable
parity protected memory system may include an .2 cache in
a MiCroprocessor.

According to various embodiments, the party-protected
memory may be configured to hold clean data. The control-
ler may be configured to recover from faults in the clean data
by recovering the clean data from at least one lower level
memory.

According to various embodiments, the functions that
various components have now been described as performing
may also constitute acts of methods that the foregoing
components may be configured to perform.

According to various embodiments, a computer storage
medium may have computer-executable instructions stored
thereon which, 1 response to execution by a computer
system, adapt the computer system to perform a method that
includes one, all, or any combination of the functions of the
components that have been described.

The foregoing summary is illustrative only and is not
intended to be 1 any way limiting. In addition to the
illustrative aspects, embodiments, and features described
above, further aspects, embodiments, and features will
become apparent by reference to the drawings and the
following detailed description.

BRIEF DESCRIPTION OF DRAWINGS

The foregoing and other features of this disclosure will
become more fully apparent from the following description
and appended claims, taken 1n conjunction with the accom-
panying drawings. Understanding that these drawings depict
only several embodiments 1n accordance with the disclosure
and are, therefore, not to be considered limiting of its scope,
the disclosure will be described with additional specificity
and detail through use of the accompanying drawings.

-

The drawings are of illustrative embodiments. Other
embodiments may be used 1n addition or instead. Details that
may be apparent or unnecessary may be omitted to save
space or for more effective illustration. Some embodiments
may be practiced with additional components or acts and/or
without all of the components or acts that are 1illustrated.
When the same numeral appears in different drawings, i1t
refers to the same or like components or acts.

FIG. 1 1s an example of components 1n a basic L1
correctable parity protected cache (CPPC).

FIG. 2 1s an example of a process that may be followed
during a write operation 1n a basic L1 CPPC.

FIG. 3 1s an example of hardware components that may be
added to an L1 cache to support an L2 CPPC.

FIG. 4 1s an example of a process to perform read-before-
write operations 1 an L2 CPPC.

FIG. 5 1s an example of an L1 CPPC with a barrel shifter
that includes a data array in which every 64-bit word 1s
augmented with 8-way interleaved parity bits that can detect
up to an 8-bit spatial multi-bit error 1n each word.

FIG. 6 shows an example of two data arrays and byte-
shifting 1n an 8*8 array.

FIG. 7 illustrates example faulty sets identified 1n a block
of a fault locating process.

FIG. 8 illustrates example reduced faulty sets at the start
of a block 1n a fault locating process.

FIG. 9 1s a table listing example evaluation parameters of
simulations.
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FIG. 10 1s a graph showing example cycles per instruction
(CPI) of processors with CPPC and two-dimensional parity
.1 caches normalized to that of parity.

FIG. 11 1s a graph showing an example rate of read-
before-write operations m an L2 CPPC.

FIG. 12 1s a graph showing an example number of
read-before-write operations of L2 CPPC normalized to the
total number of L1 read haits.

FIG. 13 1s a graph showing example dynamic energy
consumption of various L1 cache options normalized to
one-dimensional parity.

FIG. 14 1s a graph showing example energy consumption
of different L.2 caches normalized to the energy consumption
ol one-dimensional parity.

FIG. 15 1s a table showing example parameters used 1n a
reliability evaluation.

FIG. 16 1s a table that shows example mean time to failure
(MTTF) of different cache options for temporal MBEs
(Multi-Bit Errors) based on a model under certain assump-
tions.

FIG. 17 illustrates a block diagram of an example com-
puting device.

All of the above are arranged according to at least some
embodiments presented herein.

DETAILED DESCRIPTION

In the following detailed description, reference 1s made to
the accompanying drawings, which form a part hereof. The
illustrative embodiments described in the detailed descrip-
tion, drawings, and claims are not meant to be limiting.
Other embodiments may be utilized, and other changes may
be made, without departing from the spirit or scope of the
subject matter presented herein. The aspects of the present
disclosure, as generally described herein, and 1illustrated 1n
the drawings, can be arranged, substituted, combined, sepa-
rated, and designed 1 a wide variety of diflerent configu-
rations, all of which are explicitly contemplated herein.

[lustrative embodiments are now described. Other
embodiments may be used 1n addition or instead. Details that
may be apparent or unnecessary may be omitted to save
space or for a more eflective presentation. Some embodi-
ments may be practiced with additional components or acts
and/or without all of the components or acts that are

described.

Examples of a reliable correctable parity protected
memory system (as well as corresponding method, appara-
tus, device, computer program product, etc.) are now
described. The system may be 1n the form of a write-back
cache called Correctable Parity Protected Cache (CPPC).
However, the same or similar approaches may be taken 1n
connection with any type of memory, not only a cache.

The system can provide error correction capability on top
ol parity protection. CPPC can increase the granularity of
error correction (the number of bits which are protected
together by an error correction code) from words or blocks
all the way to the entire cache.

CPPC can detect faults with parity bits and correct errors
in clean data by re-fetching from a next level of memory

hierarchy. To provide fault correction capability for dirty
data, CPPC may keep the exclusive-OR (XOR) of all dirty

data of the cache 1n two (for L1 CPPC) or three (for L2
CPPC). When a fault 1s detected 1n a dirty word, CPPC may
recover from that fault by XORing the content of the
registers, with all current dirty words of the cache, except for
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the faulty one. This basic CPPC scheme may be enhanced to
recover from spatial multi-bit faults. CPPC may provide the
following features.

CPPC may decouple error detection from error correction.

Since soft errors may be rare, decoupling detection
from correction can be beneficial. With this decoupling,
a lightweight detection code can be checked during
loads and correction code can be invoked at the time of
fault recovery.

CPPC may enlarge the protection domain efliciently.

Existing correction codes can be attached to cache
blocks or words (protection domains). Since SE

(Single Event Upset) rates are usually small, the prob-
ability of having two temporal faults 1n even a large
protection domain 1n a short time period can be negli-
gible. Thus, by protecting caches at larger granularities,
such as multiple blocks or even the entire cache, area
and other resources can be saved. Current methods may
not increase the granularity of protection codes efli-
ciently. For example, 11 an entire block is protected by
ECC, a read-modity-write operation may be performed
for every partial write to the block, which can consume

extra energy and may even impact performance.

CPPC can finely adjust the degree of reliability. Tradi-

tional error protection schemes, such as Hamming
codes, can change the protection capability coarsely.
This means that increasing (or decreasing) the level of
reliability cannot be adjusted efliciently. For example,
going from SECDED code to DECTED (Double Error
Correction Triple Error Detection) improves the cor-
rection and detection capability by one bit for all words
(or blocks). However, DECTED needs 15 extra bits to
protect a 64-bit word. Thus, the added overhead can be
high. Since the protection level change i1s so coarse,
codes like DECTED have not usually been used in L1
and L2 caches.

CPPC can improve reliability by shrinking the protection

domain smoothly and efliciently by adding extra reg-
ister pairs. By adding register palrs reliability can be
improved continuously until a suflicient fine-grained
level of fault coverage 1s reached. Furthermore, the
level of protection against multi-bit errors can be
adjusted 1n schemes combining byte-shifting with more
register pairs.

CPPC can decouple the protection of clean data from the

protection of dirty data. A large amount of cache data
may be clean and may not need correction capability
(the correct data may exist in the lower level of the
memory hierarchy). Decoupling the protection of clean
data from that of dirty data can save resources such as
energy and area. CPPC can efliciently decouple pro-
tection of dirty data from the protection of clean data by
XORing the dirty data moved between caches.

CPPC can protect against spatial multi-bit faults at a low

cost. Although temporal multi-bit faults 1n a cache can
be rare, the number of spatial multi-bit faults increases
as the feature size decreases, as explained 1n ITRS
roadmap 2007 Edition, because an energetic particle
can hit multiple bits when the area occupied by each bit
decreases. Thus, a reliable protection scheme {for
memories may be able to tolerate and recover from
spatial multi-bit errors. Physical bit interleaving, in
which bits of different words are stored 1n adjacent
cells, 1s a common technique to detect and correct
spatial multi-bit errors, since it converts a spatial multi-
bit error into several single-bit errors in different words.
Bit interleaving can tolerate spatial multi-bit faults
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appropriately, but it can increase the energy consump-
tion of the cache a great deal. See Kim, J., Hardavellas,
N., Mai, K., Falsafi, B. and Hoe, J. C. “Multi-bit F

Error
Tolerant Caches Using Two Dimensional

Error Cod-
ing”” published 1n the Proceedings of the 40th Annual

ACM/IEEE International Symposium on Microarchi-
tecture (MICRO-40), pp. 197-209, 2007/. Therefore, a

low-power spatial multi-bit tolerant scheme 1n caches
such as CPPC may be used to address the drawbacks of
existing techniques.

CPPC can use software for error recovery. It may be
reasonable 1 some i1mplementations to avoid extra
hardware as much as possible for rare events and use
software instead to handle them. Area and energy can
be saved and software recovery algorithms may be very
complex at low cost.

By embracing the above listed features, one or more
embodiments of CPPC provides a high level of reliability to
a first-level cache, while 1ts performance and dynamic
energy overheads can be small. L1 For example, one or more
embodiments of CPPC can increase the MTTF by 18 orders
of magnitudes as compared to parity, while its performance
and dynamic energy overheads can be on average approxi-
mately 0.3% and 14%.

CPPC can be much more energy eflicient at lower levels
of the memory hierarchy. The structure of CPPC in L2 or
lower level caches can be diflerent from that in L1 caches.
In the second level of the cache hierarchy, one or more
embodiments of CPPC can have approximately 0.6% energy
overhead compared to parity, while its MTTF can be 14
orders of magnitudes longer than parity. CPPC, as compared
to caches protected by SECDED ECC combined with physi-
cal bit interleaving and by two-dimensional parity, can save
a significant amount of energy. The dynamic energy con-
sumption of an L.2 CPPC can be lowered by approximately
68% and 71%, as compared to L2 caches protected by
SECDED and two-dimensional parity (respectively), for
example.

Basic L1 CPPC

A basic CPPC can recover from single-bit faults. In this
section, an example of the architecture of the basic L1 CPPC
1s described. The structure of an L1 CPPC can be different
from that of an .2 CPPC. L1 and L2 caches are considered
independently; hence when considering either L1 or L2
caches, it 1s assumed that the other cache level(s) may have
any protection scheme.

FIG. 1 1s an example of components 1n a basic L1 CPPC.
As 1llustrated 1n FIG. 1, the basic components may include
a parity-protected memory, such as an L1 cache 101; one or
more error-correction registers, such as error-correction reg-
isters 103 and 105; one or more exclusive-OR (XOR)
circuits, such as XOR 107 and XOR 109; a store butfler 111;
and a controller 113. These various components may be
operatively or communicatively coupled to each other, and
may all reside on a single chip, such as on a microprocessor
chip, which may or may not contain other components, such
as a pProcessor.

The panty-protected memory may be configured to hold
dirty data. The parity-protected memory may be of any type,
such as cache memory.

Each error-correction register may be configured to hold
data. Each error-correction register may be of any type, such
as a 64-bit register.

Exclusive-OR (XOR) circuit 107 may be configured to
bit-wise XOR dirty data that 1s written into parity-protected
memory, such as the L1 cache 101, with data that 1s 1n an
error-correction register that 1s associated with the XOR
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circuit 107, such as the error-correction register 103, and to
accumulate the result of this bit-wise XOR 1n the associated
error-correction register, such as the error-correction register
103. Similarly, exclusive-OR (XOR) circuit 109 may be
configured to bit-wise XOR dirty data that 1s written into
parity-protected memory, such as the L1 cache 101, with
data that 1s 1n an error-correction register that i1s associated
with the XOR circuit 109, such as the error-correction
register 105, and to accumulate the result of this bit-wise
XOR 1n the associated error-correction register, such as the
error-correction register 105.

The store bufler 111 may be configured to keep Store
instructions.

The controller 113 may be configured to cause one, any
combination, or all of the various functions of the CPPC
systems that are illustrated and described herein to be
performed, such as the CPPC that 1s illustrated in FIG. 1.
The controller 113 may be completely electronic hardware
or may include a mixture of electronic hardware and sofit-
ware that 1s stored in a memory device or other tangible
non-transitory computer-readable medium. The controller
113 may be dedicated to performing these functions and may
be configured to perform other functions. A general purpose
processor that 1s used for performing other computing
functions may constitute all or a portion of the controller 113
in some embodiments.

An L1 CPPC may be configured to keep one dirty bit per
word 1n the cache tag array. A basic L1 CPPC may also have
at least one parity bit per word. In addition, an L1 CPPC may
have two registers, R1 and R2, each the size of a word.
Register R1 may keep the XOR of all data words stored into
the L1 cache and register R2 may keep the XOR of all dirty
data words removed from the cache. At any time, the XOR
of R1 and R2 may be equal to the XOR of all dirty words
existing in the cache, and may be used for the error recovery.

Register R1 may be updated on every write to the cache
and the new data written from the store bufler to the cache
may be XORed with the data 1n register R1. Dirty data may
be removed from the cache 1n two cases: 1) a write may be
executed to a dirty word in the cache or 2) a dirty cache
block may be written back to the next level. In both cases,
the dirty data words that are overwritten or written-back may

be XORed 1nto register R2.

Normal L1 CPPC Operation

During normal CPPC operation (no fault 1s detected),
every Load may check the parity bit(s) associated with the
word. On every write, the new data may be XORed nto
register R1 1n parallel with writing into the cache. When a
write updates an already dirty word, the old word may be
read first before storing the new word. To implement this
read-before-write operation, the write may be executed
slightly differently than in a regular cache. On every write,
the per-word dirty bit may be first checked 1n conjunction
with the tag comparison. If the dirty bit 1s set, the old data
may be read and XORed with the data of register R2. It the
dirty bit 1s not set, the write may proceed normally. Even 1n
a regular cache, every write may first check the tags to
confirm a hit before writing data. On a byte write, the new
byte may be XORed with the corresponding byte of register
R1 based on the address bits, and the old byte may be
XORed with the corresponding byte of register R2, i1 the
word 1n the cache i1s dirty.

FIG. 2 1s an example of a process that may be followed
during a write operation 1n a basic L1 CPPC. The process
may 1nclude one or more operations, actions, or functions as
illustrated by one or more of blocks in this figure. Although

illustrated as discrete blocks, various blocks may be divided
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into additional blocks, combined into fewer blocks, or
climinated, depending on the particular implementation.

In some embodiments, the process of FIG. 2 (and/or other
CPPC-related processes/algorithms or portions thereof
described herein) can be implemented 1n software or other
computer-readable instructions stored on a tangible non-
transitory computer-readable medium (such as a memory or
other hardware storage device) and executable by one or
more processors. The configuration of FIG. 17 below shows
and describes features of a system 1n which such possible
embodiment(s) may be implemented, as well as showing
other possible features/elements of a system able to 1mple-
ment CPPC.

On each cache write-back, all dirty words of the evicted
block may be XORed into register R2. Since write-back
caches typically process write-backs through a victim bufler,
this operation can be done “in the background,” off the
critical path, and without any significant performance
impact.

Recovery

The normal operation of a basic L1 CPPC may not add
significant overhead to the operation of a regular cache but,
in what may be a rare occurrence of a fault, a complex
recovery algorithm may be triggered.

When a fault 1s detected in a clean word, it may be
converted to a miss and the cache block may be re-fetched
from the next level of the memory hierarchy. To recover
from a fault 1n a dirty word, the recovery algorithm may first
XOR the data 1n registers R1 and R2 together, resulting in
the XOR of all dirty words of the cache. The XOR of the
data 1n registers R1 and R2 may then be XORed with all
dirty words currently in the cache, except the faulty word.
The result 1s the correct value of the faulty word.

The recovery operation may involve accessing every
cache block to find the dirty words. This operation may be
time consuming and complex, but 1t 1s rare. Recovery could
be done in hardware by a separate micro-engine associated
with the cache controller, but another implementation of the
basic CPPC recovery algorithm may be to trigger an excep-
tion in the processor and execute a software handler, as was
proposed by Dweik, W., Annavaram, M., and Dubois, M. in
“Reliability Aware Exceptlons” pubhshed as a USC EE-
Computer Engineering Technical Report, CENG 2011-2.
Whatever the mechanism implementing the recovery, the
ellects of recovery on performance and energy consumption
may be ignored, because it 1s usually a rare event.

Enhancing CPPC’s Fault Tolerance

The basic L1 CPPC may correct at least one fault in dirty
words and an odd number of temporal faults in clean words.
For example, with one parity bit per word and two 64-bit
registers to protect dirty data, a basic L1 CPPC may correct
all odd numbers of faults 1n a dirty word, provided there are
no faults 1n other dirty words. Thus, error correction may be
added to error detection with a very small area overhead.
The error correction capability of a CPPC can be scaled up
in two different ways.

First, the number of parity bits per word can be increased.
For instance, with eight parity bits per word (e.g., one parity
bit per byte), the correction capability may be enhanced
cight times. In this situation, the cache may correct an odd
number of faults, provided they occur 1n different bytes of
different words. For example, three faults in byte 1 of a dirty
word and five faults 1n byte 2 of another dirty word can be
corrected. Hence, the granularity of correction may go from
all words to all bytes.

Second, the XOR of dirty words can be maintained 1n
smaller granularities than the entire cache. For example,
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instead of having only two registers R1 and R2, there can be
four registers: R1, R2, R3 and R4. Registers R1 and R2 may
maintain the XOR of dirty data for one part (e.g., halfl) of the
cache, and registers R3 and R4 may maintain the XOR of
dirty data for another part (e.g., the other half) of the cache.
With this embodiment, the protected domain may be cut 1n
half and the correction capability may be improved accord-
ingly. Hence, the correction capability can be scaled up to
achieve a particular level of reliability by adding more
register pairs. The reliability of the basic L2 CPPC can be
enhanced 1n similar ways, which 1s explained below.
Basic L2 CPPC

The concept of L2 CPPC may be similar to L1 CPPC 1n
that both of them recover from errors in dirty data by
keeping the XOR of all dirty data of the cache. In this
section, possible diflerences between L2 CPPC and L1
CPPC are described, and common characteristics are not
repeated. In other words, all of the components and char-
acteristic of the component that are identified and explained
above 1n connection with L1 CPPC may be equally appli-
cable to L2 CPPC, except as otherwise indicated.

The L1 cache may use a write-allocate policy where a
cache block 1s fetched from L2 to L1 whenever there 1s write
miss 1 L1.

L2 CPPC may be much more energy-eilicient than L1
CPPC. In L1 CPPC, a read-before-write operation may be
used 1n the L1 cache for every Store to a dirty word. By
comparison, in .2 CPPC, a read-before-write operation may
not be used for many writes to dirty data, which may save
energy. In these cases, old dirty data may be XORed with
data 1n register R2, without any additional access to the
cache. The rest of the writes to dirty data, the ones that need
a read-before-write operation, may be executed in the L1
cache instead of the .2 cache. Because the energy consump-
tion of each access to the L1 cache may be several times
lower than 1n the L2 cache, L2 CPPC may be energy eflicient
and 1ts energy overhead compared to parity may be a few
extra accesses to the L1 cache.

In L2 CPPC, a dirty bit can be associated with every
chunk of data of the size of the L1 cache block because the
umt of writing mto the L2 cache 1s the L1 block. In addition,
three registers of the size of an L1 block may be used.
Registers R1 and R2 are two of the three registers and may
be located close to L2. Register R1 may keep the XOR of all

data written to the L2 cache due to L1 write-backs. Unlike
the L1 CPPC, the L2 CPPC may ftrack the signature of
removed dirty data 1n two registers (not one). Some of the
removed dirty data may be combined with the signature of
the register R2 which may be located close to the L2 cache.
The signature of the rest of the removed dirty data from the
[.2 cache may be accumulated in another register, called
ULR (Upper Level Register), having the size of an L1 line
and located close to the upper level cache (L1 here).

FIG. 3 illustrates an example of hardware components
that may be added and/or coupled to the L1 cache 101
illustrated 1 FIG. 1 to support an L2 CPPC. These compo-
nents may include but not be limited to:

a ULR 301: The ULR 301 may be a register of the same
s1ze as registers R1 and R2 of the L2 CPPC (e.g., equal to
the size of an L1 line) and used to track the signature of some
overwritten L2 dirty blocks.

an L2D bit 303: The L2D bit 303 may be added to the
state bits of every L1 cache line. The L2D bit 303 keeps a
copy of the dirty bit of 1ts counterpart in the L2 cache.
Whenever a block 1s fetched from the L2 cache due to an L1
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read miss, 1ts dirty bit may be copied in the L2D bit 303 of
[L1 cache 101. If the L1 maiss 1s due a write, the L.2D bit 1s
reset.

an L1D bit 305: This bit 1s the dirty bit of the L1 cache.

In some embodiments, .2 CPPC does not impose any
particular error protection scheme 1 L1, and L1 may have
any kind of error protection scheme, such as ECC, parity, or
even no protection.

Operation of the Basic L2 CPPC

A reason L2 CPPC may be so eflicient 1s that few
read-before-write operation may be needed 1n the L2 cache.
On a write into the L2 cache (due to a write-back from L 1),
the new data may be XORed with the data 1n register R1,
without checking the dirty bit as was done 1n the L1 CPPC.
On a wrte-back from the L2 cache to the lower-level
memory, the removed dirty data may be XORed with the
data 1n register R2. Like 1 an L1 CPPC, the old dirty data
may also be removed from the signature when 1t 1s over-
written 1n order to keep the XOR of all dirty data currently
present 1n the L2 cache. However, this may be done differ-
ently and more efliciently than 1n the L1 CPPC.

An L1 write or read miss may access the L2 cache. On an
L1 write miss, the dirty bit of the L2 block may be checked.
I1 the dirty bit 1s set, a read-before-write operation 1n the L2
block will happen later. Since the L1 cache 1s write-back, a
write miss 1n L1 does not update L2 immediately. Hence, 11
an .2 cache block 1s dirty when the block 1s fetched mnto L1,
then 1t may automatically cause a read-before-write opera-
tion later when L1 writes back the data to L2. In order to
avoid this read-before-write operation 1in the L2 cache, data
fetched from the L2 cache (when 1t 1s sent to the L1 cache)
can be XORed with the data in register R2.

If the L1 miss 1s due to a read, and the block 1s present in
the L2 cache, the block may be brought 1n the L1 cache. In
addition, a copy of the dirty bit of the L2 block may be
loaded 1n the L1 cache. In this situation, a read-before-write
operation may happen later in the L2, 1f the L2 block 1s dirty
and there 1s a write to the L1 block after entering the L1
cache. This read-before-write operation may not be avoided
like read-before-write operations caused by L1 write misses.
However, it can be converted into a read-before-write 1n the
.1 cache, whose energy consumption may be much less than
in the L2 cache.

FIG. 4 illustrates an example of a process to perform
read-before-write operations 1n an L2 CPPC. The process
may 1nclude one or more operations, actions, or functions as
illustrated 1n FIG. 4. Although illustrated as discrete blocks,
various blocks may be divided into additional blocks, com-
bined into fewer blocks, or eliminated, depending on the
particular implementation.

The read-before-write operation of the L2 CPPC may be
executed 1n the L1 cache whenever a write hits on a clean
block of the L1 cache whose L2 copy 1s dirty (as indicated
by the L2D bit). The clean block mm L1 may be read and
XORed with the data 1n register ULR before storing the new
data into the L1 cache. With this approach, when an L1
block 1s written-back to an L2 dirty block, the read-before-
write operation 1s already done and the old dirty data of 1.2
1s already XORed with data in either registers R2 or ULR.

L2 CPPC Error Recovery

When a fault 1s detected in a clean block, 1t may be
converted to a miss and the memory block may be re-fetched
from the lower level of the memory hierarchy.

To recover from faults in an L2 dirty block, the data in
registers R1, R2 and ULR are first XORed. Then the L2
cache 1s scanned block by block. If an L2 subblock (of the
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L1 cache (this check may be done either by checking
inclusion bits or by accessing the tag array of the L1 cache),
the subblock 1s XORed into the XOR of the data 1n registers
R1, R2 and ULR. If the L2 subblock 1s dirty and has a copy
in the L1 cache and the L1 copy 1s dirty, the block 1s already
XORed with register ULR, thus, 1t should not be XORed
again at the time of recovery. However, 1f the L1 copy 1s
clean, the L2 subblock 1s XORed into the XOR of register
R1, R2 and ULR.

Since the error rate may be small, the effect of this error
recovery process on performance and energy consumption
of the L2 cache can be ignored.

Extension to L3 Cache and Lower Level Memories

The L2 CPPC structure can also be adopted mn an L3
cache. CPPC may have a dirty bit per unit of writing to the
cache, e.g. L2 block size for the L3 cache, two registers
close to the L3 cache (e.g., registers R1 and R2) and an extra
register close to the L2 cache (e.g., register ULR) may be
maintained and some read-before-write operations of the L3
CPPC can be done 1n the L2 cache.

The energy efliciency of L3 CPPC may be enhanced
turther by transferring read-before-write operations directly
from the L3 cache to the L1 cache. Since the energy
consumption of each access to the L1 cache may be much
less than that of the L2 or L3 caches, the energy consump-
tion may decrease significantly. If the block size in the L1
and L3 caches 1s the same, the dirty bit of L3 blocks may be
copied to the L1 cache and the ULR register may be close
to the L1 cache. However, 11 the L1 block size 1s smaller than
that of the L3 cache, each block of .3 may need to have one
dirty bit per L1 block size and the size of R1 and R2 1n the
[.3 cache may need to be equal to the size of L1 cache
blocks. The L3 dirty bits may be transferred to L1, and, on
a Store, into an L1 clean block whose L3 copy 1s dlrty the
old dirty data 1s XORed with data 1n the ULR register.

The L2 CPPC architecture can also be used in main
memories where read-before-write operations are trans-
ferred from the off-chip main memory nto the on-chip

caches.
CPPC in E

Exclusive Cache Hierarchies

CPPC has diflerent characteristics 1n exclusive and inclu-
sive hierarchies. If the cache hierarchy 1s exclusive so that
the 1.2 cache does not include the data of the .1 cache, the
[.2 CPPC may not need any read-before-write operation.
This may be because there 1s no write into an L2 dirty block
and removed dirty data may be XORed with data in register
R2 when a block 1s sent to either L1 or the lower level
memory. In the case of exclusive hierarchies, .2 CPPC may
just have registers R1 and R2 and CPPC may have low
energy costs. As was explained before, 1f the L2 CPPC 1s
inclusive, then writes into dirty blocks may cause read-
before-write operations. Because many of these writes do
not ivolve any extra access to the cache and extra accesses
for the rest of writes may be done 1n the L1 cache, the L2
CPPC may also be energy efficient 1n inclusive caches.

Unlike the 1.2 cache, the characteristics of the L1 CPPC
may be the same for both inclusive and exclusive hierarchies
and read-before-write operations may be mmvolved.

Spatial Multi-Bit Fault Tolerant CPPC

All discussions 1n this section are applicable to both L1
and .2 CPPCs, although the L1 cache 1s used to explain the
multi-bit fault-tolerant CPPC.

With spatial MBEs, an embodiment of basic CPPC may
be provided with interleaved parity in order to detect and
correct spatial MBEs. Regular parity detects an odd number
of faults and may not detect an even number of faults, such
as spatial two-bit errors where a single strike flips two
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adjacent bits. An embodiment of basic CPPC can use
interleaved parnty bits to detect spatial multi-bit errors.
Interleaved parities are the XOR of non-adjacent bits 1n a
protection domain. For example, the 8-way interleaved
parity bits 1n a word may be computed by the XOR of bits
separated by eight bits (Parity[1]=XOR (data_bit [1], data_bat
[148], . . ., data_bit [1+56]). With 8-way interleaved parity,
every spatial MBE which tlips eight or fewer bits 1n a word
can be detected.

Basic CPPC augmented with interleaved parity may cor-
rect various spatial MBEs. A detected horizontal multi-bit
fault can be corrected in the basic CPPC with iterleaved
parity. A horizontal multi-bit fault occurs either 1n one word
or across the boundary of two words. If only one word 1s
taulty, the basic CPPC with interleaved parity can generate
the corrected word after recovery. If the fault occurs across
the boundary of two words, the fault may also be correctable
because diflerent parts of the two words are affected by the
tault. Consider, for example, 8-way 1nterleaved parity bits 1n
a 64-bit word. If a 7-bit horizontal spatial fault occurs across
the boundary of two words, such as for bits 62-63 of the
left-side word and bits 0-4 of the right-side word, parity bits
P6-P7 of the left-side word and parity bits P0-P4 of the
right-side word detect the fault. Since different bytes of
different words are faulty, this fault involving 7 bits can be
recovered from because the error 1s independently recovered
for every byte.

Since spatial MBEs may become prevalent in the near
future, enhancements to the basic CPPC are now introduced
with iterleaved parity which can detect and correct spatial
MBESs, both horizontal and vertical.

In thJS section, two enhancements to the basic CPPC are
described 1n order to provide spatial MBE correction capa-
bility in both dimensions. The two enhancements are: 1)
byte-shifting; and 2) adding register pairs. The byte-shifting,
idea 1s first described. Then, an explanation 1s provided as to
how complex byte-shifting operations can be eliminated by
adding register pairs using more hardware.

Again, to simplify the presentation, the write granularity
1s assumed to be a 64-bit word (as 1n an L1 CPPC) to show
how the technique works. A spatial MBE 1s also assumed to
occur 1n an 8-by-8 bit square. The same designs with other
modifications can be deployed 1n general to correct spatial
MBEs occurring 1in an N-by-N bit square.

Vertical Spatial Multi-Bit Errors

Although the basic CPPC with interleaved parity can
correct horizontal spatial multi-bit errors, 1t may not correct
vertical multi-bit errors. For example, a two-bit vertical fault
which flips the first bits (bit 0) of two vertically adjacent
dirty words may not be corrected 1n the basic CPPC with
interleaved parity because bit 0 of R1 1s produced by the
XOR of these two faulty bits. Thus, the original values of
these two faulty bits may not be recovered using registers R1
and R2. However, 11 vertically adjacent bits are XORed 1nto
different bits of registers R1 and R2, instead of the same bits,
there could be a recovery from vertical multi-bit errors. This
1s a consideration leading to the byte-shifting technique. In
order to XOR vertically adjacent bits into different bits of
registers R1 and R2, the data may be rotated before XORing
them 1nto registers R1 and R2 using different amounts of
rotation for any two adjacent rows. The data may be rotated
just before the XOR 1s performed into registers R1 and R2,
but the data stored in the cache may NOT be rotated.

Byte-Shifting Operation

FI1G. 5 illustrates an example of an L1 CPPC with a barrel
shifter 501 that includes a data array 1n which every 64-bit
word 1s augmented with 8-way interleaved parity bits that
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can detect up to an 8-bit error 1n each word. To rotate data
to do the byte-shifting technique, the barrel shifter 501 may
be added to the basic CPPC to XOR new data into register
R1. The same structure may exist for register R2 (not shown
in FIG. 5). Some bits of the word address may be coupled
to the control mput of the barrel shifter 501. For instance, in
FIG. 5, three bits of the Store address may specily eight
separate amounts of rotation for eight diflerent data array
rows. All data array rows that are shifted by the same amount
are lumped 1nto a rotation class. All rows that belong to the
same rotation class have their bytes aligned. With 8-way
interleaved parity, eight rotation classes are created to cor-
rect all spatial multi-bit faults contained 1n an 8*8 square.

FIG. 6 shows two data arrays and byte-shifting 1n an 8*8
array. The array on the left side shows the arrangement of
bytes 1n the cache and the array on the right side shows how
different bytes of different rows are XORed with data 1n
registers R1 and R2 after byte-shifting. As FIG. 6 shows,
every multi-bit fault contained within an 8*8 square 1n the
left-side array aflects different bits of registers R1 and R2
alter rotation as illustrated 1n the right-side array. For
example, 11 a 3-bit vertical fault occurs 1n the first bit of byte
0 of the first three rows (left array), the fault affects bit 0 of
byte 0, bit 0 of byte 6 and bit 0 of byte 7 of registers R1 and
R2 (right array). Therefore, by adding two registers and two
barrel shifters to a parity-protected cache with 8 interleaved
parity bits, CPPC may correct all spatial MBEs contained in
an 8*8 square.

Dirty Data Error Recovery
The correction of a spatial multi-bit error 1n the byte-
shifting technique can be complex. However, error recovery
may be mvoked rarely and so its complexity may not be an
issue. To recover from an error after 1ts detection when
reading a word, a CPPC may activate a procedure as follows.

Operation 1. XOR all dirty words in the cache after
rotation, except for the faulty word. Then, XOR that result
with both R1 and R2. It a fault 1s detected 1n any other dirty
words during this operation then go to operation 3.

Operation 2. Rotate the result of operation 1 1n reverse,
right instead of left, then copy it into the faulty word to
recover from the error. Go to operation 7.

Operation 3. Identily the parity bits which detected the
faults 1n different words. If some faulty parity bits are
common among faulty words, go to operation 5.

Operation 4. In this block, faulty parity bits are difl

erent
in different dirty words. For every faulty parity bit, repeat the
following operation:

XOR the data protected by the faulty parity bit with all
other dirty words in the cache, except for the one which
1s being corrected. Then XOR this result with the data
in registers R1 and R2 and copy this result into the
faulty word.

All errors are recovered from. Go to operation 7.

Operation 5. Check the distance between the rows of
faulty words. If the distance between any such pairs of rows
1s more than 8, the error 1s not correctable because it aflects
an area larger than the correction capability of the cache
(8x8). Go to operation 7.

Operation 6. The error may be correctable. The CPPC
recovery procedure assumes that this 1s a spatial multi-bit
fault and 1vokes the fault locator (discussed below) to find
the location of faults. The fault locator finds which bit(s) of
data protected by a parity bit i1s flipped. This function 1is
needed because parity bits only detect errors but do not point
to the exact location of faulty bits. If the fault locator can
find the location of faulty bits, correct them. Otherwise, the
errors cannot be corrected.
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Operation 7. If errors were corrected, continue the normal
execution of the program. Otherwise, halt the program and
raise a machine-check (fatal) exception (DUE).

Fault Locator

When a multi-bit fault occurs, the CPPC recovery proce-
dure finds the position of the flipped bit(s). Parity bits just
indicate whether one or more bits are faulty out of several
bits, but may not point to the position of the faulty bits.
Finding the location of faulty bits may be the function of the
CPPC’s fault locator.

Since every bit of all words 1s XORed mto a bit of
registers R1 and R2, the fault locator can use these two
registers to find the location of faulty bits. The fault locator
first XORs all dirty words 1n the cache, including all faulty
words after proper rotation, and then 1t XORs this result with
data in registers R1 and R2. This 64-bit result 1s called R3
in this section, although R3 1s not necessarily a register. In
effect, R3 i1s the XOR of a value with 1tself. In the absence
of faults, all bits of R3 would be zero because it 1s the XOR
of a number with itsell. However, in the presence of faults,
some bits of R3 are set 1n the locations where faulty bits are
XORed. For example, 11 there 1s a two-bit vertical fault 1n bit
0 of the first two words of FIG. 6, R3 has two 1s 1n bit 0 and
bit 56 positions and all other bits are 0 because bit 0 of word
0 and bit 0 of word 1 are mapped to bits 0 and 56 of R1 and
R2 as 1s shown 1n FIG. 6.

When the CPPC {fault locator 1s invoked, 1t knows the
parity bits which detected errors, the rotation classes of the
taulty words, and the locations of bits 1n R3 whose values
are 1. These three pieces of information are then exploited
to find the location of faulty bits. For example, 1n the two-bit
fault example of the above paragraph, the only bits of R3 to
have two 1s are bit 0 and bit 56. At the same time, the parity
bits PO of the rotation class 0 and P0 of the rotation class 1
have detected the two faults. Therefore, the fault locator uses
these three pieces of mformation and concludes that this 1s
a 2-bit fault 1n bit 0 of those two words.

An error contained 1n an 8*8 square occurs either in the
same byte of different rows or across the boundary of the
same two adjacent bytes of different rows. It the faulty byt
or the faulty adjacent two bytes are located, the error is
correctable because the faulty parity bits and the bits set 1n
R3 point to the bits of every byte that have been flipped. For
example, 1f the fault locator finds that byte 0 of some words
contains faults, the error 1s located because parities show the
location of the faults. In general, when a correctable fault has
been detected, the following procedure may be executed to
locate faulty bits.

Operation 1. Identily the bytes of R3 which are non-zero.
These are called herein as R3 faulty bytes.

Operation 2. For every R3 faulty byte, identify the bytes
of all faulty words which have been XORed into that R3
taulty byte. These sets of bytes are called faulty sets.

Operation 3. Inspect all faulty sets. If there 1s only one
common member 1n all faulty sets, all faults have occurred
in that common byte of all faulty words. The fault 1s located
and can be corrected, thus go to operation 5. If there 1s no
common member 1n the faulty sets, check whether all faulty
sets include at least one of two adjacent bytes. If such a pair
ol adjacent bytes cannot be found, the error 1s not correct-
able, go to operation 3.

Operation 4. Categorize R3 faulty bytes based on the two
known bytes and remove all other bytes from R3 faulty sets.
At this time, the faulty set associated with one R3 faulty byte
contains at most two known located bytes. Find an R3 faulty
byte whose faulty set includes only one of the two bytes. For
this R3 faulty byte, bits set to 1 1n R3 show the location of
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errors 1n the byte which 1s the member of that faulty set.
Thus, the location of errors 1n one byte of one of the faulty
words 1s Tound. In this situation, other errors in that faulty
word occurred 1n the other byte. Thus, errors 1n one word are
located. Then remove the bytes of that corrected word from
the faulty sets, reset the bits of R3 which are 1 due to this
faulty word. Repeat this operation until all faulty bits are
located in faulty words.

Operation 3. I faults were located, send the located words
to the cache 1n order to correct bits. Otherwise, halt the
program and raise a machine-check exception (DUE).

To 1llustrate the procedure, assume that parity bits P0-P7

of the first four rows belonging to the first four rotation
classes (FI1G. 6) have detected errors and bits 0-12 and 45-63

of R3 are 1 and all other bits of R3 are 0. In this case, the
operations taken 1n the above algorithm may be as follows.

Operation 1. Byte 0, Byte 1, Byte 5, Byte 6 and Byte 7 of
R3 are faulty.

Operation 2. The faulty set of byte 0 of R3 is {Byte 0,
Byte 1, Byte 2, Byte 3}; the faulty set of byte 1 of R3 is
{Byte 1, Byte 2, Byte 3, Byte 4}, the faulty set of byte 5 of
R3 is {Byte 5, Byte 6, Byte 7, Byte 0}; the faulty set of byte
6 of R3 is {Byte 6, Byte 7, Byte 0, Byte 1}; and the faulty
set of byte 7 of R3 is {Byte 7, Byte 0, Byte 1, Byte 2}. FIG.
7 1llustrates the faulty sets i1dentified 1n operation 2 of this
fault locator process.

Operation 3. There 1s no common byte 1n all faulty sets
but all faulty sets contain either byte 0 or byte 1. Thus, faults
are across the boundary of bytes 0 and 1.

Operation 4. After removing all bytes besides bytes 0 and
1 from all faulty sets, the faulty sets corresponding to each
R3 faulty byte are reduced to: Byte 0 of R3: {Byte 0 of class
0, Byte 1 of class 1}; Byte 1 of R3: {Byte 1 of class 0}; Byte
5 of R3: {Byte 0 of class 3}; Byte 6 of R3: {Byte 0 of class
2, Byte 1 of class 3}; and Byte 7 of R3: {Byte 0 of class 1,
Byte 1 of class 2}.

FIG. 8 illustrates the reduced faulty sets at the start of
operation 4.

The procedure starts with byte 1 of R3, whose faulty set
has one member. Since byte 1 of class 0 word 1s aligned with
byte 1 of R3, the bits set in this R3 byte point to the exact
location of the faulty bits i1n that byte. As the first 5 bits of
byte 1 o1 R3 are 1, the first 5 bits of byte 1 of the class 0 word
are Taulty. Because these 5 faults bits are detected by parity
bits P0-P4 of the class 0 word, and parity bits P5-P7 also
detect the presence of faults, the faults detected by P5-P7 are
due to bit tlips 1n bits 5-7 of byte 0 of the class 0 word. Thus,
faults 1n the class 0 word are located.

Since faults 1n the class 0 word are located, the procedure
removes the bytes of the class 0 word from all the faulty sets.
Then the bits of R3 which are 1 due to the faults 1n class 0
word are reset e.g. bits 5-12 of R3 are reset. Thus, at this
time bits 0-4 and 45-63 of R3 are 1 and all other bits are O.

This vields the following (further) reduced faulty sets:
Byte 0 of R3: {Byte 1 of class 1}; Byte 5 of R3: {Byte 0 of
class 3}; Byte 6 of R3: {Byte 0 of class 2, Byte 1 of class
3}: and Byte 7 of R3: {Byte 0 of class 1, Byte 1 of class 2}.

The fault locator repeats the procedure which was used to
locate faults 1n the class 0 word and finds the location of
faulty bits 1n words from classes 1, 3 and 2, 1iteratively.

Operation 5. The locator concludes that the spatial multi-
bit fault occurred in bits 5-12 of 4 words from classes 0-3.
Thus, the spatial multi-bit fault 1s located and 1s sent to the
cache for correction.

A consideration here may be whether the fault locator can
find all errors 1n the correctable range. Specifically, can
several separate multi-bit faults have the same faulty pari-
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ties, the same classes of faulty words and the same R3
pattern? This question 1s answered next.

Spatial Multi-Bit Error Coverage

With registers R1 and R2 in the CPPC of FIG. §, all
spatial multi-bit faults are locatable by the fault locator,
except for some special cases. For instance, 1n the case of an
8*8 fault, all parity bits of all 8 words detect errors and all
bits of R3 are set. Hence, there 1s no way to figure out which
8 bits of different words are faulty. Another situation 1s when
a spatial multi-bit fault does not affect adjacent rows and
only aflfects rows distant by 4 rows from each other. For
example, a fault which flips bits from byte 0 of a class 0
word and from byte 0 of a class 4 word cannot be located.
This 1s because the content of R3 1s 1dentical 1n both cases
and the fault locator cannot figure out whether the fault has
occurred 1n byte 0 or 1n byte 4 of the two faulty words. These
errors remain DUEs and the probability of such events 1s
very small.

Nevertheless, to solve these two problems, another pair of
registers may be added so that the first four rotation classes
(classes 0-3) are protected by one pair and the other four
rotation classes (classes 4-7) are protected by the other paur.
In this way, all multi-bit faults are locatable. By using two
reglster pairs, an 8*8 error 1s converted to two separate 4*8
errors 1n different pairs and they are correctable. Hence, the
CPPC of FIG. 5§ may be augmented with two pairs of
registers to correct the two fault patterns above. This 1s
trade-oil between area and spatial multi-bit error correction
capability in CPPC designs.

Alasing with Temporal Multi-Bit Errors

The byte-shifting scheme of one embodiment of CPPC
supposes that, if there are several faults 1n adjacent rows
within the expected correctable range, 1t 1s a spatial multi-bit
fault. However, it 1s possibl —althougl unlikely—+to have
several temporal single-bit faults 1n adjacent rows. It there
are several temporal faults 1n adjacent rows, they might be
incorrectly detected as a spatial multi-bit fault which causes
the fault locator to produce an incorrect output. When the
tault locator produces a wrong result, some correct bits are
tlipped 1ncorrectly. For example, 1n FIG. 6, 1t there are two
temporal errors 1n bit 56 of the class 0 word and 1n bit 8 of
the class 1 word, the fault locator may decide incorrectly that
bits 0 of both words are faulty. Instead of a two-bit error, the
device ends up with a 4-bit error. Furthermore, a 2-bit DUE
may be converted to a 4-bit SDC (Silent Data Corruption).

For this to happen, after the first fault occurs, the second
fault happens 1n one of seven bits, out of all the bits 1n the
cache, 1n a very short period of time, e.g., before the
correction of the first fault. For instance, a fault in bit 56 of
a class 0 word 1s followed by a second fault 1n bit 0 of class
1 word or bit 8 of class 2 word or bit 16 of class 3 word or
bit 24 of class 4 word, . . . or bit 48 of class 7 word, 1n order
for the locator to confuse the temporal MBE for a spatial
MBE.

This problem can be mitigated in one embodiment by
increasing the number of register pairs. If there are two pairs
of registers 1n which each pair 1s responsible for four
separate rows, the probability of correcting a temporal
multi-bit fault as a spatial multi-bit fault decreases by half (af
the first fault 1s 1n a class 0 word, the second must now be
in classes 1-3). Therefore, after a single-bit fault, the second
one occurs 1n one of 3 bits out of all the bits of the cache 1n
a short period of time. With four pairs of registers so that
cach pair protects two classes of words, this problem 1is
mitigated further so that after the first fault, the second fault
occurs 1n one specific bit. If 8 pairs of registers are used, this
problem 1s completely eliminated. In this case, byte-shifting,
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1s also eliminated, and all multi-bit faults can be corrected.
This solution 1s explained further below.

Based on evaluations, the mean time to have one such
mistake 1n an L2 cache with 3 registers with the specifica-
tions used below is 4.19%10°° years, which is 5 orders of
magnitudes larger than DUEs due to temporal 2-bit faults.
Consequently, the mistake may be an extremely rare event
and its eflect on cache reliability may be negligible.

Barrel Shifter Implementation

The byte-shifting technique of one embodiment uses two
barrel shifters to rotate the location of bytes before XORing
into R1 and R2, 1n order to provide spatial multi-bit error
correction capability. In general, a barrel shifter may be
made of log,(n) levels (n 1s the number of input bits) of
multiplexers to rotate data. The barrel shifters in a CPPC of
one embodiment may have a simple structure and may rotate
left and by multiples of bytes. Therefore, the barrel shifters
of a CPPC may use n/8*log,(n/8) multiplexers and log,(n/8)
stages, which may be significantly less than n*log,(n) and
log,(n) 1n regular barrel shifters.

The time and energy to rotate a 32-bit word 1n a barrel
shifter was computed in a paper by Harris, D., Patil, D.
“Energy-delay tradeofls 1 32-bit static Shlfter demgns
published 1n the Proceedings of the IEEE International
Conference on Computer Design (ICCD), pp. 626-632,
2008, for a 90 nm technology. The delay and energy
consumption of rotating 32 bits are reported to be less than
0.4 ns and about 1.5 pj, respectively. Cache Access and
Cycle Time Model (CACTI 3.3) was used to estimate the
access latency of an 8 KB direct-mapped cache. CACTT’s
estimate for the cache access time 1s 0.78 ns, which 1s much
longer than the delay of the barrel shifter. Thus, the barrel
shifter operation may not be 1n the critical path.

The energy consumption of the barrel shifter may also be
also neghglble compared to the cache as 1t consumes at most
1.5 p1. See Harris, D., Patil, D. “Energy-delay tradeoils 1n
32-bit static shifter demgns” published in the Proceedings of
IEEE International Conference on Computer Design
(ICCD), pp. 626-632, 2008. However, the energy consump-
tion of a 32 KB, 2-way set-associative cache in the same 90
nm technology, 1s estimated by CACTI to be 240 Py per
access. Consequently, the barrel shifter of CPPC may have
no eflect on performance and energy consumption of the
cache.

Byte-Shifting Features

A feature of one embodiment of the byte-shifting tech-
nique may be that it 1s area eflicient as spatial multi-bit error
correction 1s provided by adding several barrel shifters
which are made with simple multiplexers.

Like in the section above titled Jnhancmg CPPC’s fault
tolerance, 1n which there was a trade-ofl between area and
reliability against temporal single-bit errors, here they may
be a trade-ofl between area and reliability against spatial
multi-bit errors. If the goal 1s to save area as much as
possible, two registers can be used to correct all multi-bit
errors except for some special cases. To increase the reli-
ability against both spatial and temporal errors, more reg-
1ster pairs may be added.

Spatial Multi-Bit Error Correction with More Pairs of
Registers Instead of Byte-Shifting

Another method to correct spatial multi-bit errors in a
CPPC may be adding more pairs of registers such that
adjacent vertical rows are interleaved among different pairs
of registers. For example, to correct all 8*8 errors in the
cache of FIG. 5, 8 pairs of registers may be used, such that
rows within distance of 8 (8 classes) are protected by
different register pairs. In this case, there may be no byte-
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shifting, no barrel shifters, and the dirty words 1n every class
may be protected by a register pair associated with the class.

In this situation, a spatial 8*8 fault 1s converted to an 1*8
error 1n each protection domain. As was explained in para-
graph [00094], this error 1s correctable 1n a basic CPPC with 5
8-way interleaved parities.

Evaluations

In this section, the following caches are compared
through detailed simulations.

CPPC: As an L1 cache, a CPPC has two registers, R1 and 10
R2, and eight interleaved parity bits per word with the
byte-shifting technique. As an L2 cache, a CPPC has eight
interleaved parity bits per block and three registers with the
s1ze of an L1 block and exploits the byte-shifting technique
as well. 15

One-dimensional parity cache: As an L1 cache, this cache
1s protected by eight parity bits per word and does not
correct dirty data. As an L2 cache, each block is protected by
8 interleaved parity bits.

SECDED cache: As an L1 cache, a word-level SECDED 20
code 1s combined with 8-way data blt interleaving. As an L.2
cache, a SECDED 1s attached to a block instead of each
word.

Two-dimensional parity cache: This cache 1s protected by
8-way horizontal interleaved parity bits per word and per 25
block for L1 and L2 caches (respectively), and it has one row
ol vertical parity to correct errors.

These configurations have been chosen 1n such a way that
they have almost similar area and spatial multi-bit error
correction capabilities, except for the two-dimensional par- 30
ity protected cache. In simulations of the two-dimensional
parity cache, only one vertical parity row 1s implemented for
the entire cache so that it has similar hardware usage as the
CPPC configuration. With a single vertical parity row, the
two-dimensional parity scheme loses its correction capabil- 35
ity against multi-bit errors since it uses eight vertical parity
rows to correct all 8-bit spatial errors. Given this, for a fair
comparison, the reliability of the two approaches i1s not
compared. However, the reliability of both approaches may
be almost the same because they can have a large protection 40
domain with the same size by configuring the number of
CPPC registers and vertical row of two-dimensional parity.
Thus, only their performance and energy consumption 1s
compared which may be their main difference. The four
caches were compared under various criteria using analyti- 45

cal models, and SimpleScalar, see Burger, D. C. and Austin,
T. M. The SimpleScalar tool-set. Version 2.0. Technical

Report 1342, Dept. of Computer Science, UW, June 1997,
and CACTI, see CACTI 5.3, and 100 million instructions
Simpoints of the Spec2000 benchmarks are executed, see 50
Simpoint, compiled for the Alpha ISA.

FIG. 9 1s a table listing evaluation parameters of these
simulations.

Performance

In these simulations, the same access latency of two 55
cycles was chosen for both one-dimensional parity and
SECDED caches. Hence, the decoding latency of SECDED
was supposed not to be 1n the critical path, as data can be
read without checking the protection code.

FIG. 10 shows the CPI of processors with CPPC and 60
two-dimensional parity L1 caches normalized to that of
parity. Port contention and access latency of the caches are
simulated to determine the CPls.

FIG. 11 shows the rate of read-before-write operations in
the L2 CPPC. As 1s shown in FIG. 11, the performance 65
overhead of CPPC over the one-dimensional parity pro-
tected cache 1s approximately 0.3% on the average and at
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most approximately 1% across all benchmarks. The perfor-
mance overhead of two-dimensional parity 1s on average
approximately 1.7% and up to approximately 6.9%.

In L2 caches, the performance overhead of all schemes
have been negligible, which 1s not shown here because they
sometimes 1ncrease the delay in the L2 cache, but its effect
on performance has been very small. In the L2 CPPC, port
contentions are produced in the L1 cache because read-
before-write operations were transterred from L2 to L1, but
the number of these accesses may be negligible compared to
.1 cache accesses. Thus, i1ts effect on performance may be
trivial (approximately 0.04% on average as the evaluations
show).

FIG. 11 shows the percentage of writes in dirty data of the
[.2 CPPC which access the L1 cache. As 1s shown, approxi-
mately 52% of writes which are in dirty blocks of the L2
cache need read-before-write in the L1 cache and the rest do

not use any extra access.

FIG. 12 1llustrates the number of read-before-write opera-
tions of L2 CPPC normalized to the total number of L1 read
hits. As FIG. 12 shows, the number of read-before-write
operations 1n the L1 cache 1s on average approximately 0.5%
of total number of read hits 1n the L1 cache. Note that the
read-before-write operations 1s compared with read opera-
tions because they occupy the read port. Thus, the number
of produced contentions 1s small and the performance over-
head of L2 CPPC is negligible.

Energy Consumption

To compute the dynamic energy consumption of all
caches, the number of read hits, write hits, and read-betfore-
write operations 1s counted in the various caches. The
dynamic energy consumption ol each operation 1s estimated

by CACTI. In L2 CPPC, the energy consumption of a
read-before-write 1n the L1 cache i1s used. In the .1 caches,
CPPC uses a read-before-write on every Store to a dirty
word but, 1n the two-dimensional parity cache, a read-
betore-write 1s needed on all Stores and on all misses filling
clean cache lines.

Note that replacement of dirty blocks cause write-back
regardless of the protection scheme. For interleaved
SECDED, the energy consumption of bitlines 1s multiplied
by elght and added to the energy consumption of the cache
as 1t increases the number of precharged bitlines eight times.
See Kim, J., Hardavellas, N., Mai, K., Falsafi, B. and Hoe,
I. C. “Multi-bit Error Tolerant Caches Using Two Dimen-
sional Error Coding” published in the Proceedings of the
40th Annual ACM/IEEE International Symposium on
Microarchitecture (MICRO-40), pp. 197-209, 2007.

FIG. 13 shows the dynamic energy consumption of the
vartous L1 cache options normalized to one-dimensional
parity. As 1s shown 1n FIG. 13, the energy consumption of
CPPC 1s on average approximately 14% higher than the
one-dimensional parity cache. However, the energy con-
sumed 1n other schemes 1s much higher. Two-dimensional
parity 1ncreases energy consumption by an average of
approximately 70%, and SECDED increases energy con-
sumption by an average of approximately 42%.

CPPC, SECDED, two-dimensional parity, and one-di-
mensional parity in the context of an L2 cache are also
compared.

FIG. 14 shows the energy consumption of different L2
caches normalized to the energy consumption of one-dimen-
sional parity. The L2 CPPC consumes 0.6% more energy
than the one-dimensional which 1s a negligible energy
overhead while 1ts reliability 1s more than that which will be
shown 1n the next section.
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The difference between the relative energy consumptions
in L1 and L2 CPPCs 1s due to fewer read-before-write
operations 1n the L2 cache. In the L2 CPPC, the total number
of writes 1n dirty blocks 1s less (around 7% of all accesses
to the L2 cache). Furthermore, the structure of L2 CPPC
obviates a read-before-write for around half of writes 1n
dirty data (around 3%) and finally read-before-writes are
done 1n the L1 cache 1n which the energy of each access to
the cache 1s approximately 15% of the energy consumed for
cach access 1n the L2 cache.

By comparison, the dynamic energy consumption of
SECDED and two-dimensional parity L2 caches are
approximately 68% and 75% higher than one-dimensional
parity. The energy consumption of two-dimensional parity 1s
high for benchmark Mci because Mcl experiences many
cache misses. The L2 miss rate of Mct 1s about 80% 1n the
experiments.

Reliability

The rehability of the cache options against temporal
multi-bit errors 1s now compared. All of the compared
caches except for the one-dimensional parity cache tolerate
almost the same amount of spatial multi-bit errors, thus
spatial multi-bit errors are not considered in this section.
Rather, the focus i1s on the impact of various protection
schemes on temporal MBFE:s.

One of the features of CPPC 1s that 1t enlarges the domain
of protection. A CPPC with eight parity bits in effect has
eight protection domains whose size 1s 3 of the entire dirty
data. By contrast, the protection domain in a SECDED cache
1s a word or a cache block. This section will show that, since
the SEU rate 1s very small, increasing the size of the
protection domain has very little eflect on the reliability
against temporal multi-bit errors. In addition to the percent-
age of dirty data, the reliability model uses the average time
between two consecutive accesses to a dirty word in L1 or
to a dirty block in the case of an L2 cache. This access time
1s called Tavg herein.

FI1G. 14 1s a graph that gives the average of Tavg for both
[.1 and L2 caches across the 15 benchmarks. The MTTF of
the one-dimensional parity cache 1s calculated as the
expected time for a fault to occur 1n the dirty data of the
cache multlphed by 1/AVFE. The Architectural Vulnerablhty
Factor (AVF) 1s the probability that a fault will affect the
result of the program. We use the average percentage of dirty
data across all benchmarks to compute the MTTF. CPPC
reliability evaluation 1s very challenging as the vulnerability
ol a bit depends on the iterval between two accesses 1o it,
but also on accesses to other dirty words. Hence, a new
approach to provide reliability estimates 1s used. Moreover,
CPPC has error correction capability which is considered 1n
the reliability evaluation. To have a failure in CPPC, two
single-bit faults should occur 1n a protection domain (5 of
dirty data) and the second fault should occur before the
correction of the first one. The approximate analytical model
1s used that was introduced in Suh, J., Manoochehri, M.,
Annavaram, M. and Dubois, M. “Soit Error Benchmarking
of L2 Caches with PARMA”™ published in the proceedings of
ACM International Conference on Measurement and Mod-
cling of Computer Systems (SIGMETRICS), 2011. This
model was been shown to have good accuracy. To be
consistent, the same model 1s used for SECDED. In this

model, the probability (P) of having two faults during Tavg,
which 1s non-correctable, 1s calculated using the model. See

Suh, J., Manoochehri, M., Annavaram, M. and Dubois, M.
“Soft Error Benchmarking of L2 Caches with PARMA?”,
published 1n the proceedings of ACM International Confer-
ence on Measurement and Modeling of Computer Systems
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(SIGMETRICS), 2011. The expected number of intervals
(1/P) before the occurrence of two faults during Tavg,
multiplied by 1/AVF yields the MTTF. For the SECDED-
protected cache, the MTTF 1s the time before the occurrence
of two faults 1n one dirty word in the L1 cache or in one dirty

block 1n the L2 cache and 1s computed 1n the same way as
for CPPC.

FIG. 135 1s a table that shows the M TTF of different cache
options for temporal MBEs based on this model, under the
following assumptions. The SEU rate 1s supposed as 0.001
FIT/bit 1n which a FIT 1s equal to one failure per billion
hours (here failure means bit tlip). Since the computations in
this section concentrate on dirty data and all Loads from
dirty data may cause a failure, an AVF of approximately 70%
1s assumed. It 1s clear that the reliability of one-dimensional
parity drops dramatically as the size of the cache increases.
Thus, 1n large caches, parity without correction may not be
acceptable. As an L1 cache, a CPPC improves the MTTF
very much as compared to one-dimensional parity and

provides a high level of resiliency to temporal multi-bit
faults.

FIG. 16 1s a table that shows CPPC 1s highly reliable also
as an .2 cache. Although the reliability of SECDED 1s better
than CPPC, the reliability of CPPC 1s already high that 1t can
sately be used 1n various systems.

The results of this section demonstrate that error correc-
tion can be implemented more efliciently by enlarging the
protection domain because reliability does not suiler much
(as 1n CPPC).

FIG. 17 1s a block diagram 1llustrating an example com-
puting device 900 that 1s arranged to provide or otherwise
support CPPC 1n accordance with the present disclosure. In
a configuration 901, computing device 900 typically
includes one or more processors 910 and system memory
920. A memory bus 930 can be used for communicating
between the processor 910 and the system memory 920.

Depending on the particular configuration, processor 910
can be of any type including but not limited to a micropro-
cessor (UP), a microcontroller (uC), a digital signal proces-
sor (DSP), or any combination thereof. Processor 910 can
include one more levels of caching, such as a level one cache
911 and a level two cache 912, a processor core 913, and
registers 914. The processor core 913 can include an arith-
metic logic umt (ALU), a floating point unit (FPU), a digital
signal processing core (DSP Core), or any combination
thereof. A memory controller 915 can also be used with the
processor 910, or in some implementations the memory
controller 915 can be an internal part of the processor 910.

Depending on the particular configuration, the system
memory 920 can be of any type including but not limited to
volatile memory (such as RAM), non-volatile memory (such
as ROM, flash memory, etc.) or any combination thereof.
System memory 920 typically includes an operating system
921, one or more applications 922, and program data 924.
Application 922 includes a CPPC algornithm 923 that 1s
arranged to perform the various operations described above,
including controlling operation of the XOR circuit, etc.
Program Data 924 includes CPPC algorithm data 925 that 1s
usable in connection with performing the CPPC algorithm,
as described above. In some embodiments, application 922
can be arranged to operate with program data 924 on an
operating system 921. This described configuration 1s 1llus-
trated 1n FIG. 9 by those components within dashed line 901.

Computing device 900 can have additional features or
functionality, and additional interfaces to facilitate commu-
nications between the configuration 901 and any other
devices and interfaces. For example, a bus/interface con-
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troller 940 can be used to facilitate communications between
the basic configuration 901 and one or more data storage
devices 950 via a storage 1nterface bus 941. The data storage
devices 950 can be removable storage devices 9351, non-
removable storage devices 952, or a combination thereof.
Examples of removable storage and non-removable storage
devices include magnetic disk devices such as tlexible disk
drives and hard-disk drives (HDD), optical disk drives such
as compact disk (CD) drives or digital versatile disk (DVD)
drives, solid state drives (SSD), and tape drives to name a
few. Example computer storage media can include volatile
and nonvolatile, removable and non-removable media
implemented 1n any method or technology for storage of
information, such as computer readable instructions, data
structures, program modules, or other data.

System memory 920, removable storage 951 and non-
removable storage 952 are all examples of computer storage

media. Computer storage media includes, but 1s not limited
to, RAM, ROM, EEPROM, flash memory or other memory

technology, CD-ROM, digital versatile disks (DVD) or other
optical storage, magnetic cassettes, magnetic tape, magnetic
disk storage or other magnetic storage devices, or any other
medium which can be used to store the desired information
and which can be accessed by computing device 900. Any
such computer storage media can be part of computing
device 900.

Computing device 900 can also include an interface bus
942 for facilitating communication from various interface
devices (e.g., output intertaces, peripheral interfaces, and
communication interfaces) to the basic configuration 901 via
the bus/interface controller 940. Example output devices
960 include a graphics processing unit 961 and an audio
processing unit 962, which can be configured to communi-
cate to various external devices such as a display or speakers
via one or more A/V ports 963. Example peripheral inter-
taces 970 include a serial interface controller 971 or a
parallel interface controller 972, which can be configured to
communicate with external devices such as mput devices
(e.g., keyboard, mouse, pen, voice mput device, touch input
device, etc.) or other peripheral devices (e.g., printer, scan-
ner, etc.) via one or more /O ports 973. An example
communication device 980 includes a network controller
981, which can be arranged to facilitate communications
with one or more other computing devices 990 over a
network communication via one or more communication
ports 982. The communication connection 1s one example of
a communication media. Communication media may typi-
cally be embodied by computer readable instructions, data
structures, program modules, or other data 1n a modulated
data signal, such as a carrier wave or other transport mecha-
nism, and includes any information delivery media. A
“modulated data signal” can be a signal that has one or more
of 1ts characteristics set or changed 1n such a manner as to
encode mformation 1n the signal. By way of example, and
not limitation, communication media can include wired
media such as a wired network or direct-wired connection,
and wireless media such as acoustic, radio frequency (RF),
infrared (IR) and other wireless media. The term computer
readable media as used herein can include both storage
media and communication media.

Computing device 900 can be implemented as a portion of
a small-form factor portable (or mobile) electronic device
such as a cell phone, a personal data assistant (PDA), a
personal media player device, a wireless web-watch device,
a personal headset device, an application specific device, or
a hybrid device that include any of the above functions.
Computing device 900 can also be implemented as a per-
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sonal computer including both laptop computer and non-
laptop computer configurations.
Further Comments/Description

CPPC may be a reliable write-back cache which increases
the granularity of error correction from words or blocks to
larger granularities up to the entire cache 1n order to save
resources such as area and energy. In CPPC, the granularity
of protection can be adapted to a particular amount of
reliability. Moreover, CPPC may decouple the protection of
clean data from dirty data in order to assign fewer resources
to the clean data i1n the cache.

To tolerate spatial multi-bit faults, CPPC may not use
physical bit interleaving, which may greatly increase cache
energy consumption. The byte-shifting scheme described 1n
this disclosure 1s added to the basic CPPC to tolerate spatial
multi-bit errors. Instead of the byte-shifting technique,
CPPCs can also be built with more pairs of registers to
correct all spatial multi-bit errors with negligible overheads.

CPPC may be quite eih

icient 1n L1 caches, while 1its
clliciency may be much more 1 lower level caches. For
example, CPPC may add approximately 0.6% energy over-
head and practically no other overheads to an L2 parity-
protected cache, while it may provide both single-bit and
multi-bit error correction. Thus, with the overhead of parity,
a reliability very close to ECC may be achieved.

The components, operations, and features that have been
discussed are merely illustrative. None of them, nor the
discussions relating to them, are intended to limait the scope
of protection 1n any way. Numerous other embodiments are
also contemplated. These include embodiments that have
tewer, additional, and/or different components, operations,
and features. These also include embodiments in which the
components and/or operations are arranged and/or ordered
differently.

For example, CPPC can be used in main memory, in
addition to all memories which are vulnerable to soft errors
and have dirty data.

Unless otherwise stated, all measurements, values, rat-
ings, positions, magnitudes, sizes, and other specifications
that are set forth 1n this specification, including in the claims
that follow, are approximate, not exact. They are intended to
have a reasonable range that 1s consistent with the functions
to which they relate and with what 1s customary 1n the art to
which they pertain.

All articles, patents, patent applications, and other publi-
cations that have been cited 1n this disclosure are incorpo-
rated herein by reference.

The phrase “means for” 11 used 1n a claim 1s 1ntended to
and should be interpreted to embrace the corresponding
structures and materials that have been described and their
equivalents. Similarly, the phrase “step for” 1f used 1n a
claim 1s mntended to and should be interpreted to embrace the
corresponding acts that have been described and their
equivalents. The absence of these phrases from a claim
means that the claim 1s not imtended to and should not be
interpreted to be limited to these corresponding structures,
matenals, or acts, or to their equivalents.

The scope of protection 1s limited solely by the claims that
now follow. That scope 1s intended and should be interpreted
to be as broad as 1s consistent with the ordinary meaning of
the language that 1s used in the claims when interpreted in
light of this specification and the prosecution history that
tollows, except where specific meanings have been set forth,
and to encompass all structural and functional equivalents.

Relational terms such as “first” and “second” and the like
may be used solely to distinguish one entity or action from
another, without necessarily requiring or implying any
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actual relationship or order between them. The terms “com-
prises,” “comprising,” and any other varnation thereol when
used 1n connection with a list of elements 1n the specification
or claims are intended to indicate that the list 1s not exclusive
and that other elements may be included. Similarly, an
clement preceded by an “a” or an “an” does not, without
turther constraints, preclude the existence of additional
clements of the 1dentical type. In addition, even 11 a speciiic
number of an introduced claim recitation 1s explicitly
recited, such recitation should be mterpreted to mean at least
the recited number (e.g., the bare recitation of “two recita-
tions,” without other modifiers, means at least two recita-
tions, or two or more recitations). Furthermore, 1in those
instances where a convention analogous to “at least one of
A, B, and C, etc.” 1s used, 1n general such a construction 1s
intended 1n the sense as would be understood for the
convention (e.g., “a system having at least one of A, B, and
C” would include but not be limited to systems that have A
alone, B alone, C alone, A and B together, A and C together,
B and C together, and/or A, B, and C together, etc.). In those
instances where a convention analogous to “at least one of
A, B, or C, etc.” 1s used, 1n general such a construction 1s
intended in the sense as would be understood for the
convention (e.g., “a system having at least one of A, B, or
C” would include but not be limited to systems that have A
alone, B alone, C alone, A and B together, A and C together,
B and C together, and/or A, B, and C together, etc.). Virtually
any disjunctive word and/or phrase presenting two or more
alternative terms, whether i1n the description, claims, or
drawings, should be understood to contemplate the possi-
bilities of including one of the terms, either of the terms, or
both terms. For example, the phrase “A or B” will be
understood to include the possibilities of “A” or “B” or “A
and B.”

With respect to the use of substantially any plural and/or
singular terms herein, the terms can be translated from the
plural to the singular and/or from the singular to the plural
as 1s appropriate to the context and/or application. The
various singular/plural permutations may be expressly set
forth herein for sake of clarity.

None of the claims are intended to embrace subject matter
that fails to satisiy the requirement of Sections 101, 102, or
103 of the Patent Act, nor should they be interpreted 1n such
a way. Any unintended coverage of such subject matter 1s
hereby disclaimed. Except as just stated in this paragraph,
nothing that has been stated or illustrated 1s intended or
should be interpreted to cause a dedication of any compo-
nent, operation, feature, or equivalent to the public, regard-
less of whether 1t 1s or 1s not recited 1n the claims.

The abstract 1s provided to help the reader quickly ascer-
tain the nature of the technical disclosure. It 1s submitted
with the understanding that 1t will not be used to interpret or
limit the scope or meaning of the claims. In addition, various
features 1n the foregoing detailed description are grouped
together 1n various embodiments to streamline the disclo-
sure. This method of disclosure should not be mterpreted as
requiring claimed embodiments to require more features
than are expressly recited in each claim. Rather, as the
following claims reflect, inventive subject matter lies in less
than all features of a single disclosed embodiment. Thus, the
tollowing claims are hereby incorporated into the detailed
description, with each claim standing on its own as sepa-
rately claimed subject matter.

What 1s claimed 1s:

1. A memory system, comprising:

a memory configured to store dirty data;

a register configured to store accumulated data;
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a controller;

an exclusive-OR (XOR) circuit coupled to the memory,

the register, and the controller;

wherein the controller 1s configured to:

control the XOR circuit to XOR new data with the
accumulated data stored in the register to produce
first updated data and store the first updated data 1n
the register, wherein the new data 1s to be written to
a location 1n the memory;

determine that dirty data is stored in the location 1n the
memory;

in response to the determination that dirty data 1s stored
in the location i the memory, control the XOR
circuit to XOR the dirty data stored 1n the location 1n
the memory with the first updated data to produce
second updated data and store the second updated
data 1n the register; and

in response to detection of faulty data stored in the
memory, correct the faulty data based on the second
updated data stored 1n the register and based on dirty
data stored 1n the memory.

2. The memory system of claim 1, wherein the controller
1s further configured to correct the faulty data by control of
the XOR circuit to XOR the second updated data in the
register with dirty data 1n the memory that 1s different from
the faulty data.

3. A correctable parity-protected memory system, com-
prising:

a parity-protected memory configured to hold dirty data;

a first error correction register configured to hold data;

a second error correction register configured to hold data;

an exclusive-OR (XOR) circuit coupled to the parity-

protected memory, the first error correction register,
and the second error correction register and configured
to:

XOR dirty data that 1s written 1nto the parity-protected
memory with the data in the first error-correction
register; and

XOR dirty data that 1s removed from the parity-pro-
tected memory with the data in the second error-
correction register; and

a controller coupled to the XOR circuit and configured to:

cause results of the XOR circuit to accumulate 1n the
first error-correction register 1 dirty data 1s written
into the parity-protected memory;

cause results of the XOR circuit to accumulate 1n the
second error-correction register if dirty data 1s
removed from the parity-protected memory; and

in response to detection of a fault in dirty data in the
parity-protected memory, correct the fault based on

the data 1n the first error correction register, based on
the data in the second error-correction register, and
based on dirty data in the parity-protected memory.

4. The correctable parity protected memory system of
claim 3, further comprising a third error-correction register
and a fourth error-correction register, each configured to
hold data, and wherein:

the XOR circuit 1s coupled to the third and fourth error-

correction registers; and configured to:

XOR dirty data that 1s written into a first area of the
parity-protected memory with the data in the first
error-correction register;

XOR dirty data that 1s removed from the first area of the
parity-protected memory with the data 1n the second
error-correction register:;
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XOR dirty data that 1s written 1nto a second area of the
parity-protected memory with the data in the third
error-correction register; and

XOR dirty data that 1s removed from the second area of
the parnty-protected memory with the data in the
fourth error-correction register; and

the controller 1s configured to:
cause results of the XOR circuit to accumulate 1n the

first error-correction register if dirty data 1s written

into the first area of the parnty-protected memory;

cause results of the XOR circuit to accumulate 1n the
second error-correction register if dirty data 1s
removed from the first area of the parity-protected
memory;

cause results of the XOR circuit to accumulate 1n the
third error-correction register i1t dirty data 1s written
into the second area of the parity-protected memory;

cause results of the XOR circuit to accumulate 1n the
fourth error-correction register 1t dirty data 1s
removed from the second area of the parity-protected
memory;

in response to detection of a fault in dirty data in the
first area of the parity-protected memory, correct the
fault based on the data in the first error-correction
register and based on the data 1n the second error-
correction register; and

in response to detection of a fault in dirty data in the
second area of the parity-protected memory, correct
the fault based on the data 1n the third error-correc-
tion register and based on the data in the fourth
error-correction register.

5. The correctable parity protected memory system of
claim 4, wherein:

the parity protection memory includes array rows; and

different array rows 1n the parity protection memory are

interleaved among different error-correction registers
for error protection.

6. The correctable parity-protected memory system of
claim 5, wherein 1n response to detection of spatial multi-bit
faults 1n dirty data in the party-protected memory, the
controller 1s configured to correct the spatial multi-bit faults
based on the data in one or more of the error-correction
registers and based on dirty data in the parnty-protected
memory.

7. The correctable parity protected memory system of
claim 4, wherein the first and second areas of the parity-
protected memory include different sets of data that are
contiguous 1n the parity-protected memory.

8. The correctable parity protected memory system of
claim 4, wherein:

the first area of the parity-protected memory includes first

data that 1s interleaved 1n the parity-protected memory;
and

the second area of the parity-protected memory includes

second data that 1s contiguous in the parnty-protected
memory.

9. The memory system of claim 1, wherein 1n response to
a determination that new dirty data i1s to be written mto an
area of the memory that includes dirty data, the controller 1s
turther configured to:

cause old dirty data in the area of the memory to be read

from the area of the memory; and

control the XOR circuit to XOR the old dirty data in the

areca with the second updated data in the register to
produce third updated data and store the third updated
data in the register; and

5

10

15

20

25

30

35

40

45

50

55

60

65

28

control the XOR circuit to XOR the new dirty data with
the third updated data in the register to produce fourth
updated data and store the fourth updated data in the
register.

10. The memory system of claim 1, further comprising
one or more higher levels of memory, and wherein an XOR
of the dirty data stored in the location in the memory 1is
performed 1n response to a write miss experienced by one of
the higher levels of memory.

11. The memory system of claim 10, wherein the con-
troller 1s configured to cause old dirty data 1n the memory to
be controllably read from one of the higher levels of
memory.

12. The memory system of claim 10, wherein the memory
includes an L2 cache 1n a microprocessor and one of the
higher levels of memory include an L1 cache in the micro-
Processor.

13. The memory system of claim 10, herein the controller
1s configured to transier a copy of a dirty bit of the dirty data
in the memory to one of the higher levels of memory.

14. The memory system of claim 1, wherein, 1n response
to detection of a spatial multi-bit fault 1n dirty data in the
memory, the controller 1s further configured to correct the
spatial multi-bit fault based on the second updated data
stored 1n the register and based on dirty data stored 1n the
memory.

15. The memory system of claim 14, wherein the con-
troller 1s configured to correct the spatial multi-bit fault in
the dirty data by an XOR of the data in the register with dirty
data in the memory that 1s non-faulty.

16. The memory system of claim 14, wherein the con-
troller 1s configured to cause specific data to be rotated
before an XOR of the specific data with the second updated
data stored in the register.

17. The memory system of claim 1, wherein the memory
includes a cache.

18. The memory system of claim 1, wherein the memory
includes an L1 cache in a microprocessor.

19. The memory system of claim 18, further comprising
an .2 cache 1n a microprocessor.

20. The memory system of claim 1, wherein:

the memory 1s configured to store clean data; and

the controller 1s configured to recover from faults in the

clean data by recovery of the clean data from at least
one lower level memory.

21. A method to provide correctable parity-protection 1n a
memory system that includes a memory, the method com-
prising:

controlling, by a controller, an exclusive-OR (XOR)

operation on new data with accumulated data stored 1n
a register to produce first updated data and store the first
updated data 1n the register, wherein the new data 1s to
be written to a location 1n the memory;

determiming, by the controller, that dirty data 1s stored 1n

the location 1n the memory;

in response to determining that dirty data 1s stored in the

location 1n the memory, controlling, by the controller,
an XOR operation on the dirty data stored in the
location 1n the memory with the first updated data to
produce second updated data and store the second
updated data 1n the register; and

in response to detection of faulty data stored in the

memory, correcting the faulty data based on the second
updated data stored in the register and based on dirty
data stored in the memory.




US 9,444,496 B2
29 30

22. The method of claim 21, wherein correcting the faulty in response to the determination that dirty data 1s stored 1n
data includes XORing the second updated data in the the location in the memory, operate the XOR circuit to
register with dirty data in the memory that is different from XOR the dirty data stored 1n the location 1n the memory
the faulty data. with the first updated data to produce second updated

23. A non-transitory computer storage medium with com- 3 data and store the second updated data in the register;
puter-executable 1nstructions stored thereon which, in and

in response to detection of faulty data stored in the

memory, operate the controller to correct the faulty data
based on the second updated data stored 1n the register

response to execution by a computer system, adapt the
computer system to provide correctable parity-protection 1n
a memory system that includes a memory, the computer-

executable instructions being executable to: 19 and based on d.lrty data stored 1n the HEOLY. .
operate an exclusive-OR (XOR) circuit to XOR new data 24. The non-transitory computer storage medium Offlalm
with accumulated data stored in a register to produce 23, wherein to operate the cointroller‘ to correct the ,‘haulty
first updated data and store the first updated data in the data, the computer—gxecptable instructions are executadjle to
operate the XOR circuit to XOR the second updated data

register, wherein the new data i1s to be written to a
location 1n the memory;

operate a controller to determine that dirty data 1s stored
in the location 1n the memory; * ok ® kK

15 stored 1n the register with dirty data stored in the memory
that 1s different from the faulty data.
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