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AUTHENTICATION IN A NETWORK USING
CLIENT HEALTH ENFORCEMENT
FRAMEWORK

RELATED APPLICATION

This application claims the benefit under 35 U.S.C.
§119(e) of U.S. Provisional Application Ser. No. 61/110,
937, filed Nov. 3, 2008. The entire contents of the foregoing
application 1s incorporated herein by reference.

BACKGROUND

For most private networks, some form of authentication 1s
required before a client computer 1s allowed to access
resources on the network. A client computer may be authen-
ticated when the computer, or the user of the computer,
provides authentication information, which may be based on
one or more “factors.” A factor may be something possessed
by the user, such as a smart card, or something known to the
user, such as a password, or some attribute of the user, such
as a fingerprint or eyelid reading. The number of these
factors required for authentication may depend on the risk of
improperly granting access or likelihood that a client com-
puter 1s not authorized to access the network.

Authentication information may be based directly on one
or more of these factors. In other instances, authentication
information may be derived indirectly from one or more of
these factors. A client computer may provide one or more of
these factors to a source trusted by a network admimstrator,
which may then i1ssue a certificate, identifying a device as a
valid client. The certificate, whether alone or with other
factors, may authenticate the client computer. Regardless of
how the information 1s obtained, 1t may be used as part of an
exchange between the client computer and an access control
mechanism such that the access control mechanism only
grants access 1f the client can be authenticated.

Various mechanisms may be employed to enforce a
determination of whether to grant or deny access to a client.
Typically, following an authentication process, an authori-
zation process 1s performed using the authentication infor-
mation together with additional parameters to determine the
access rights of the specific client. The specific mechanism
for a network may depend on the implementation of the
transport layer of the network. In general, once a client 1s
authenticated, the transport layer will route messages to or
from the client. For devices that are not authenticated, even
il physically connected to the network, the transport layer
does not pass messages to or from the device.

A second, heretotfore unrelated, 1ssue for network admin-
istrators 1s “client health enforcement.” In this context,
“health” indicates a configuration of protective components
ol a device. Those components may be software tools, such
as anti-virus software or a firewall. Alternatively, the pro-
tective components could be part of the operating system,
such as a patch that remedies a vulnerability 1n a file
management system or other operating system component.
Configuration iformation that defines health of a compo-
nent may 1nclude, 1 addition to data such as parameters of
operation that have been set for the component, the operat-
ing status of the component, such as whether it 1s operational
or disabled. Client computers without protective compo-
nents or improperly configured or disabled protective com-
ponents are at risk of being infected with computer viruses
or otherwise subject to attack by malicious parties pose a
risk to the network.
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If a computer infected with a virus 1s given access to a
network, the virus may readily spread over a network,
particularly a private network. Private networks are gener-
ally configured to protect against attacks from outside the
network. They are generally less equipped to guard against
threats from devices on the network because 1t 1s presumed
that all clients on the network can be trusted and a free flow
of information among the trusted devices 1s desired. A
device that, because of 1ts poor health, 1s exposed to attack
from outside parties can become a conduit for malicious
parties to gain access throughout the private network.
Accordingly, client devices 1 poor “health” may be
excluded or given only limited access to a private network.

For these reasons, many private networks use some form

of client health enforcement. As an example, MICROSOFT
Corporation, of Redmond, Wash., USA, provides a health

enforcement framework called Network Access Protec-
tion.™ In a network using this framework, even though a
device may be authenticated to the network, the device 1s not
mitially allowed access, or 1s not allowed to continue with
network access, unless 1t provides an acceptable statement of
health to a health policy server.

The statement of health indicates the configuration of
protective components on the client device. If that statement
ol health indicates the device 1s in compliance with network
policies, the health policy server may indicate to the network
access control mechanism that the device can be allowed
access. On the other hand, if the statement of health 1s not
in compliance with network policies, the health policy
server may indicate to the network access control mecha-
nism not to allow the device access. For devices denied
access, the health policy server also may notify the device of
the reasons why the client 1s not 1n compliance so that the
client may remediate 1tself.

SUMMARY

Network administration 1s improved by using a client
health enforcement framework to perform authentication
services. The client health enforcement framework 1s
adapted for authenticating client devices by formatting
authentication information as part of a statement of health.
Components that generate and validate the authentication
information may be incorporated into the system using
interfaces that would otherwise exist in the client health
enforcement framework. Consequently, device authentica-
tion may be readily incorporated 1n any network configured
for client health enforcement. Additionally, because the
authentication components rely on the client health enforce-
ment system to mmplement a decision to grant or deny
network access to a device, the authentication components
are not required to interface with the enforcement mecha-
nism. As a result, authentication methods may be added or
changed without the need to change network protocols or the
enforcement mechanism.

Also, the same authentication components can be used
regardless of the underlying network transport. The authen-
tication components, because they rely on functionality of
the client health enforcement system, are relatively simple
and can readily operate with different enforcement mecha-
nisms.

The foregoing 1s a non-limiting summary of the invention,
which 1s defined by the attached claims.

BRIEF DESCRIPTION OF DRAWINGS

The accompanying drawings are not intended to be drawn
to scale. In the drawings, each identical or nearly 1dentical
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component that 1s 1llustrated 1n various figures 1s represented
by a like numeral. For purposes of clarity, not every com-
ponent may be labeled 1n every drawing. In the drawings:

FIG. 1 1s a sketch of an exemplary network environment
in which client devices may be authenticated according to
embodiments of the invention;

FIG. 2 1s an architectural block diagram of components
within a client device and a health policy server of FIG. 1;

FIGS. 3A, 3B, 3C and 3D are sketches illustrating
examples ol the configuration of messages that may be
employed for communication between components 1llus-
trated 1n FIG. 2; and

FIG. 4 15 a flow chart of a process that 1s an example of
a method of operating a network according to some embodi-
ments of the mvention.

DETAILED DESCRIPTION

The inventors have recognized and appreciated the desir-
ability of integrating authentication functions into a client
health enforcement framework. Because this approach relies
on the client health enforcement framework to implement a
decision to grant or deny network access, authentication
components can be relatively simple. As a result, authent-
cation can be readily implemented or authentication
approaches can be easily changed. For example, authenti-
cation methods can be easily combined. Moreover, because
the authentication 1s separated from the enforcement mecha-
nism by the client health enforcement framework authenti-
cation methods can be added or changed without changing
the underlying network transport protocol or enforcement
mechanism.

Further, functions of the client health enforcement frame-
work can be adapted to provide authentication-related func-
tions. As an example, functions in a client health enforce-
ment system that support changes 1n network access based
on changes 1 a client’s health status may be used to
implement functions that log a device ofl the network 1n
response to user input or after some timeout period of
iactivity. As another example, a statement of health reply,
of the type conventionally provided by a client health
enforcement framework, may be used to provide a device
with a challenge that implements channel binding for added
security.

Authentication components may be incorporated into a
client health enforcement framework using interfaces that
exist for interfacing health enforcement components into the
framework. Though authentication systems are typically
rigid, the mventors have recognized and appreciated that
client health enforcement systems, such as the Network
Access Protection™ framework, include simple and readily
available interfaces to add new health enforcement compo-
nents because Network Access Protection™ framework
relies on third parties to supply health components as
available protective software changes.

In a client health enforcement framework in which health
information about a client device 1s gathered by statement of
health agents tailored to gather information about diflerent
protective components, a client authentication component
may 1interface to the framework in the same way as a
statement of health agent. Though, rather than provide
configuration information about a protective component,
such an authentication component may interact with a user
and/or one or more devices to obtain authentication infor-
mation. The authentication information may then be pro-
vided to a client health access agent, which may then
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4

provide 1t, as part of a statement of health, to a health policy
server that exists 1n the framework.

On the health policy server, portions of the statement of
health associated with configuration of protective compo-
nents may be provided to component health validators that
are part of the framework. An authentication component to
determine whether a client 1s authorized to access the
network may be integrated into the health policy server
using the same interface that 1s used to integrate component
health validators. Accordingly, when appropriate authenti-
cation 1s not provided, the server receives an indication from
the authentication component that the client 1s not allowed
network access 1n the same way 1t recerves an indication that
the client 1s not appropriately configured. In response, the
server indicates to the same enforcement mechanism used
for client health enforcement that network access should not
be granted.

The components integrated with the client health enforce-
ment system 1n order to support authentication may exploit
functions of the client health enforcement system other than
granting or denying access. For example, in a client health
enforcement system that revokes network access 11 a state-
ment of health 1s updated to indicate an out of compliance
health status, a client authentication component may, using
an interface that triggers an updated statement of health,
indicate a change in authentication status. The trigger, for
example, may be sent by the client authentication compo-
nent when 1t receives express user mput or detects a period
of user mmactivity indicating that an authorized user i1s no
longer using the client device. As another example, features
of the client health enforcement system that indicate to the
client device what remediation 1s required may be adapted to
perform authentication-related functions, such as channel
binding or execution of other protocols that involve back
and forth exchanges of imnformation.

The techniques described herein may be employed 1n any
suitable client health enforcement framework. An exemplary
embodiment of a computer system with such a framework 1s
illustrated i FIG. 1.

FIG. 1 shows a sketch of a computer system 100, which
may be constructed from devices as are used 1n conventional
computer systems. However, computer system 100 differs
from a conventional computer system 1n that devices within
computer system 100 are programmed to allow client
authentication using functions of a client health enforcement
framework.

Computer system 100 includes a private network, here
illustrated as managed network 120, with multiple resources,
such as server 124, connected to the network. Client devices
may connect to the network and access the network
resources. Though, the network 1s private because access to
the network may be limited to only authorized client
devices.

In this example, managed network 120 may be a network
within a company or enterprise. Alternatively, managed
network 120 may be a domain or other portion of a larger
network. Managed network 120 may be managed by an
individual or entity that provides access criteria for the
network. In the exemplary system described herein the
access criteria include both health policies and information
from which authorized client devices may be 1dentified.

Health policies may be health policies as are known 1n the
art. For example, a health policy may specily that a device
must have installed and be running a certain version of an
anti-virus software package or that the device has a specific
firewall version 1nstalled and enabled with specific settings
that will block network traflic deemed unsecure. Though,
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any health policy or combination of health policies, whether
now known or hereafter developed, may be employed.

As to the information from which an authorized client
device may be identified, any suitable information may be
used. In some embodiments, the device may be authenti-
cated because a user of the device has been authorized to
access the network. In those embodiments the authentication
information may relate to a user of a device. Further, 1t 1s not
necessary that an entire physical computer be authorized to
access the network. For example, 1f a computer supports
multiple user sessions, only a subset of the user sessions may
be authorized to access the network. In those embodiments,
the authentication information may relate to a specific user
session or sessions. Accordingly, the invention 1s not limited
by the type of entity for which authentication i1s provided.

As shown m FIG. 1, managed network 120 includes
network devices such as server 124 and clients 110B and
110C. Here a wide area network (WAN) 122 1s shown
interconnecting the network devices. This configuration 1s
shown for simplicity of illustration. A managed network
may contain more devices than illustrated in FIG. 1. Like-
wise, a single WAN 122 i1s shown as an example of the
interconnection architecture of managed network 120, but a
managed network may contain different or additional inter-
connection architectures.

Devices may connect to managed network 120 through an
access point. For simplicity, a single access point 116 1s
shown. The example of FIG. 1 shows that client 110B and
110C have already been given access to managed network
120. FIG. 1 shows client 110A secking to connect to
managed network 120 through access point 116, and 1s thus
illustrated outside the managed network 120.

Access point 116 may be a wireless access point, hard
wired access point or any other type of access point, whether
now known or hereafter developed. In the example of FIG.
1, access point 116 includes a switching device 118 and a
health policy server 112. Health policy server 112 may be
configured as described 1n more detail below through user
interface 113 or 1n any other suitable way.

Switching device 118 represents any of a number of types
of switching devices that may be included in a network.
Here switching device 118 illustrates a component of the
transport layer of the network. Switching device 118 may be
a device such as a router, switch, hub, gateway, or any other
suitable switching device. Though in a commercial imple-
mentation, there may be multiple switching devices
involved 1n the routing of packets as appropriate through a
network, only one such device 1s shown for simplicity.

In operation, as a client, such as client 110A, seeks access
to managed network 120, health policy server 112 deter-
mines whether client 110A should be given access to man-
aged network 120. Health policy server 112 1s programmed
to determine whether to grant or deny network access in
accordance with a client health policy. Health policy server
112 may determine, based on the health status of a device,
whether the device can be granted network access. Addi-
tionally, health policy server 112 also may be configured to
authenticate clients.

Health policy server 112 communicates a determination
of network access to an enforcement mechanism. The
enforcement mechanism may be contained within the trans-
port layer of network 120. For example, health policy server
112 may communicate with switching device 118, indicating
that switching device should route network packets to or
from a device 1f network access 1s granted to that device, or
should not route network packets to or from the device 1
network access 1s denied.
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Neither the specific enforcement mechanism nor the spe-
cific mechanism by which health policy server 112 commu-
nicates with the enforcement mechanism are critical to the
invention. Though, to implement health policy server 112,
communication with an enforcement mechanism 1s
employed, which may be performed 1n accordance with a
known communication mechanism. As described herein, the
same enforcement mechanism and the communication
mechanism that 1s used for client health enforcement may be
used to limit network access to only authenticated devices.

To mmplement authentication, health policy server 112
may recerve authentication information about a client, such
as client 110A. The authentication information may be
obtained 1n any suitable way. The authentication information
may be based 1n whole or 1in part on information mnput into
client device 110A through a user interface of that device.
Alternatively or additionally, the authentication information
may be based 1n whole or 1n part on interactions with an
external device. In such scenarios, the authentication infor-
mation may be evidence of a successtul authentication
performed with the external device. Such evidence may be
in the form of a certificate or other security token. The
external device may such provide authentication informa-
tion, which health policy server 112 may use to determine
whether to grant access, and, if multiple levels of access are
supported by the enforcement mechamism, the appropriate
level of access.

In the embodiment illustrated 1n FIG. 1, that external
device 1s authentication server 150. Authentication server
150 may authenticate a device 1n any suitable way. As
illustrated, authentication server 150 may maintain a data
store 152 of information about authorized devices that may
be used 1dentity whether a device 1s authorized. If two factor
authentication 1s used, data store 152 may contain a list of
authorized devices and security information, such as a
password that should be provided by each authorized device.
Though, any other suitable approach may be used and data
store 152 may contain different or additional types of
information, including pre-stored keys for authorized
devices or other security information, used in authenticating
authorized devices.

In the embodiment illustrated, client 110A 1s shown to
access authentication server 150 over a public network 130,
such as the Internet. In this embodiment, communications
between client 110A and authentication server 150 may be
encrypted or otherwise secured. Though, any suitable
mechanism may be used for communication between client
110A and authentication server 150.

Also, 1n the embodiment illustrated, authentication server
150 1s shown outside network 120. Other embodiments are
possible, including having authentication server 150 on
network 120. In some implementations of a client health
enforcement system, a form of “quarantine” may be imple-
mented by providing different levels of network access. A
device with a health status that does not comply with a
health access policy may be allowed limited network access.
For a device 1n quarantine, the limited access may allow the
device to access servers from which 1t can obtain protective
soltware, updates for its protective components or other
information needed to remediate the client so that 1t can be
in compliance with the network health policy. Accordingly,
some client health enforcement systems support limited
access 1o selected network devices. Network 120 may be
configured such that authentication server 150 1s on network
120 and 1s one of the devices that can be accessed by a
quarantined client. In this way, a device that does not have
authentication mformation accepted by health policy server
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112 may be placed 1n quarantine and allowed to communi-
cated with authentication server 150 to obtain the authenti-
cation information. Accordingly, the location of authentica-
tion server 150 relative to network 120 1s not critical to the
invention.

Turning to FIG. 2, an architecture that may be used to
implement client 110A and a health policy server 112 is
shown. In the illustrated embodiment, client 110A may be
implemented using techniques known in the art for con-
structing computing devices adapted to connect to networks.
Client 110A 1s shown equipped with components that imple-
ment the client side of a client health enforcement frame-
work. In the embodiment illustrated, those components
include client health access agent 210, statement of health
agents 216A, 2168, 216C, and enforcement client 250.

As 1n a conventional client health enforcement frame-
work, client health access agent 210 collects health infor-
mation relating to protective components on client 110A.
Client health access agent 210 formats this information into
a statement of health 240, which 1t communicates to health
policy server 112.

In response to the statement of health, client 110A may
receive a statement of health response 242 from server 112.
Statement of health response 242 may, 1f client 110A 1s
“healthy” enough to quality for network access, indicate that
access 1s granted. Conversely, 11 client 110A 1s not healthy,
statement of health response 242 may i1ndicate one or more
components on client 110A that require remediation. In
some embodiments, statement of health response 242 may
also include mformation useful in remediating client 110A,
such as a location of a remediation server that can provide
required upgrades.

In the embodiment illustrated, client health access agent
210 receives health status information from statement of
health agents, of which statement of health agents 216A,
216B and 216C are shown. In the embodiment illustrated,
cach statement of health agent provides information about a
protective component. For example, a statement of health
agent may be provided for each of an anti-virus component,
a firewall and an update manager for an operating system. In
FIG. 2, three statement of health agents are shown. Though,
this number 1s shown for simplicity and any number of
statement of health agents may be included.

Regardless of the number and type of protective compo-
nents 1nstalled on client 110A and the number of associated
statement of health agents, client health access agent 210
uses information from the statement of health agents to
develop statement ol health 240. Statement of health 240
may be 1n any suitable form. In the embodiment 1llustrated,
the statement of health 240 may contain separate fields for
information about each protective component for which
client 110A has an associated statement of health agent.
Though, other implementations are possible. For example, a
statement of health may have a field for each protective
component referenced 1n a network health policy whether or
not such a protective component is installed on client 110A.
Alternatively, the information from multiple statement of
health agents may be aggregated into one or more combined
values, which can then be forwarded to health policy server
112. Also, though a single statement of health combining
configuration iformation about multiple protective compo-
nents 1s described, 1t 1s possible that separate statements of
health could be sent to communicate information about each
protective component.

In the described embodiment, there 1s a one-to-one cor-
respondence between statement of health agents and pro-
tective components. Though a one-to-one correspondence 1s
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not a requirement, it may facilitate implementation of a
client health enforcement system because statement of
health agents may be added or removed as protective
components of client 110A are added or removed.

As 1llustrated, each of the statement of health agents
interfaces with client health access agent 210 through a
defined interface in the same format. In this example,
interface 230 1s shown. Each of the statement of health
agents may be implemented as a plug in or using another
mechanism that allows for dynamic linking between the
statement of health agents and the client health access agent.
In this way, a user or other party may readily install
statement of health agents on client 110A to match the
installed protective components that are required to comply
with a network health access policy. In some embodiments,
statement of health agents may be provided along with
protective components, but such agents may be obtained
from any suitable source at any suitable time. Accordingly,
interface 230 may support registration of statement of health
agents as they are installed, allowing client health access
agent 210 to obtain information from any installed statement
of health agents regardless of when such agents are installed.

The exchange of information between client health access
agent 210 and statement of health agents 216A, 216B and
216C may be triggered by any suitable event or events and
interface 230 may be configured to support communication
of such events. When client 110A attempts to gain access to
a network, for example, client health access agent 210 may
request health information from each of the statement of
health agents 216A, 2168 and 216C so that agent 210 may
generate a statement of health. Additionally or alternatively,
whenever the status of any protective component changes,
its associated statement ol health agent may provide an
update to client health access agent 210, which may then
trigger again 210 to 1ssue an updated statement of health.

Regardless of when health policy server 112 receives a
statement of health from client 110A, at 1ni1tial connection to
the network or while client 110A 1s connected to the net-
work, policy server 112 may process the statement of health
to determine whether client 110A 1s 1n compliance with a
network health policy such that client 110A may be granted
access to the network or may continue to have network
access. To process a statement of health, health policy server
may include a server health agent 220 and one or more
component health validators, of which component health
validators 226 A, 226B and 226C are shown.

Health policy server 112 may include a component health
validator corresponding to each statement of health agent.
Each validator may be configured to compare a portion of a
statement of health to a health policy applicable to a pro-
tective component. Server health agent 220 parses statement
of health 240 and provides portions generated by each
statement of health agent 216A, 2168, 216C to a corre-
sponding component health validator 226 A, 2268 or 226C.

In the example of FIG. 2, three component health vali-
dators are shown. However, this number 1s shown {for
illustration, and any suitable number of validators may be
included. Though this number of validators provides a
validator for each statement of health agent, a one-to-one
relationship between statement of health agents and com-
ponent health validators 1s not required. A health policy
server may be configured with more validators than state-
ment of health agents on any client so that the health policy
server may process statements of health from multiple
clients, each of which may have a diflerent configuration of
protective components. Also, though 1n the pictured embodi-
ment each component health validator processes a portion of
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a statement of health from a single statement of health agent,
in some embodiments, each component health validator may
process health mformation from more than one component
health validator.

Regardless of the number of component health validators,
component health validators may be interfaced to server
health agent 220 through a predefined interface 232. Inter-
tace 232 may support registration of new component health
validators, allowing the component health validators to be
dynamically linked to the server health agent. For example,
cach of the component health validators 226A, 2268, and
226C may be implemented as a plug-in. In this way, a
network administrator or other party may readily install a
component health validator on health policy server 112 to
analyze health information provided by any client health
agent on a device seeking network access.

In operation, when server health agent 220 receives a
statement ol health, server health agent 220 parses the
statement of health and provides portions of the statement of
health 240 to component health validators. Each component
health validator compares the information contained 1n its
respective portion of the statement of health to a health
access policy and makes a health-based access determina-
tion. The determination may indicate that the client gener-
ating the statement of health 1s configured with a protective
component or components that are in compliance with the
policy or out of compliance with the policy. If the compo-
nent or components are out of compliance, the component
health validator may also indicate actions that are required
to remediate the client so that 1t would be 1n compliance with
the policy. For example, the component health validator may
indicate a minimum soitware version of a protective com-
ponent or associated data file required for compliance.

Regardless of the nature of the decision reached by the
component health validator, the results from all of the
component health validators may be provided to server
health agent 220. Server health agent 220 may aggregate the
results provided by component health validators 226A,
2268 and 226C to make an overall decision whether client
110A 1s to be granted network access. In reaching an overall
decision, any suitable algorithm may be used to aggregate
responses from the component health validators. As one
example, access may be granted only 1f the decisions
received from all of the component health validators indicate
that protective components on client 110A comply with the
network health policy. Though, mm other embodiments,
access may be granted or denied using an algorithm that
welghts some forms of non-compliance as more serious than
others and denies access only when more heavily weighted
forms of non-compliance are detected or multiple less
heavily weighted forms of non-compliance are detected.

Regardless of the mechanism used to aggregate results
from the component health validators 226A, 226B and
226C, the results of the health assessment may be provided
in statement of health response 242. By forming and sending
a statement of health response to client 110A, server health
agent 220 may signal to client device 110A the results of a
health assessment. If client 110A 1s out of compliance with
a network health policy, that fact may be indicated 1n the
statement of health response 242. In such a scenario, the
statement of health response 242 can indicate components
that are out of compliance. In some embodiments, statement
ol health response 242 can also contain information relating
to actions required to remediate client 110A so that 1t will be
in compliance with the network health policy.

In addition to communicating a decision on the health
status back to client 110A, server health agent 220 may also
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communicate a decision on network access to an enforce-
ment mechanism. In the embodiment illustrated in FIG. 2,
that decision 1s communicated to an enforcement server
component 260 within the enforcement mechanism.
Enforcement server component 260 presents a known inter-
face to server health agent 220 that 1s adapted to receive an
identification of a device and an access decision for that
device. In the embodiment illustrated, the access decision
could be a decision to grant network access, a decision to
grant limited network access, such as to quarantine a client
while 1t remediates, or a decision to deny network access.
Though, 1n some embodiments, the enforcement mechanism
may deny network access by default and express commu-
nication may be used only 11 the access decision 1s to grant
at least limited network access.

Regardless of the form of interface between server health
agent 220 and enforcement server component 260, the
enforcement server component 260 controls the enforce-
ment mechanism to implement the access decision for the
client. The specific actions taken to implement an access
decision may depend on the configuration of the network
and the specific enforcement mechanism used. The enforce-
ment actions, for example, may mnvolve configuring switch-
ing devices within the transport layer to recognize or 1gnore
messages to or from a device. As another example, 1n some
embodiments, the enforcement actions may involve 1ssuing
a network address or setting an expiration time on a network
address assigned to a client device.

On clhient 110A, the statement of health response 242 1s
received by client health agent 210, which responds based
on the content of the response. If the statement of health
response 242 indicates that remediation 1s required for any
component or components, client health agent 210 may
provide portions of statement of health response 242 to
client health agents associated with those components. The
client health agents may then remediate those components,
such as by displaying information to a user or automatically
attempting to download component updates. Because, 1n the
embodiment 1llustrated, each statement of health agent 1s
associated with a protective component, remediation actions
can be tailored to the component.

In addition, client health agent 210 may communicate the
access decision to a client-side enforcement component 250.
When client 110A 1s granted at least limited network access,
client side enforcement component 250 may interact with
server enforcement component 260 to obtain a network
address or otherwise engage 1n a protocol to obtain network
access. The specific action and the specific protocol used to
gain network access may depend on the specific enforce-
ment mechanism in use on a network, but known techniques
for obtaining network access may be used.

However, in the embodiment illustrated, interaction
between client side enforcement component 250 and server
enforcement component 260 need not include authentication
of the client 110A to the enforcement mechanism. Rather, in
the illustrated embodiment, authentication may be per-
formed by authentication components that are incorporated
into the client health enforcement framework provided by
client health access agent 210 and server health agent 220.

In the embodiment of FIG. 2, authentication of client
110A 1s performed by an authentication agent 214 1nstalled
on client 110A and an authentication validator 224 installed
on health policy server 112. Authentication agent 214 gen-
crates information indicating whether client 110A 1s authen-
ticated for access to network 120. Authentication agent 214
may obtain such information in any suitable fashion. For
example, FIG. 2 1llustrates that an authentication agent 214
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may 1interact with a user through a user interface 212.
Through user interface 212, authentication agent 214 may
obtain information as 1s known in the art for authentication
of a client device. This information may include a user name
and a password. As another example, information obtained
through user mtertace 212 may include a fingerprint scan of
a user or any other suitable information.

Alternatively, or additionally, authentication agent may
interact with an external authentication mechanism. In the
embodiment 1llustrated in FI1G. 2, authentication server 150
1s an example ol an external authentication mechanism.
Authentication agent 214 communicates with authentication
server 150 to obtain information that may be provided to
authentication validator 224 to demonstrate that client 110A
1s authorized for access to network 120. Authentication
server 150 1s trusted by authentication validator 224.
Accordingly, 11 authentication server 150 1ssues a certificate
in compliance with X.509 or some other token indicating
that 1t has authenticated client 110A, authentication validator
224 may accept this token as an indication that client 110A
1s authenticated for access to network 120.

However, the specific format in which authentication
server 150 indicates that client 110A 1s authenticated for
access to network 120 1s not critical to the invention, and any
suitable mechanism may be used.

As a more specific example, authentication agent 214 may
obtain identifying information about a user of client device
110A through user interface 212. This information may be
provided to authentication server 150. Authentication server
150 may then access data store 152 containing information
about authorized network users. Authentication server 150
may use known security techniques to compare the infor-

mation received through authentication agent 214 to that in
data store 152 to ascertain whether the user of client 110A
1s authorized for access to network 120. This comparison
may be made using known security techniques, though any
suitable mechanism may be used for ascertaining whether a
user or other entity associated with client device 110A 1s
authorized for network access.

Regardless of how authentication agent 214 obtains
authentication information, that authentication information
may be communicated to health policy server 112 as part of
statement ol health 240. In the embodiment 1illustrated,
authentication mformation 1s incorporated into statement of
health 240 by interfacing authentication agent 214 to the
client health enforcement framework 1n the same fashion as
statement of health agents 216A, 2168 and 216C. In the
embodiment of FIG. 2, authentication agent 214 interfaces
to client health access agent 210 through interface 230. In
this way, authentication agent 214 may register with client
health access agent 210 1n the same fashion as statement of
health agents 216A, 216B and 216C. When client health
access agent 210 generates statement of health 240, 1t
therefore obtains from authentication agent 214 authentica-
tion information, which client health access agent 210 uses
as 1t formats statement of health 240.

On health policy server 112, server health agent 220 will
receive statement of health 240 incorporating authentication
information. Server health agent 220, as 1t parses statement
of health 240, will direct the authentication information
provided from authentication agent 214 to a corresponding,
authentication validator 224. As shown, authentication vali-
dator 224 interfaces to server health agent 220 through
interface 232 in the same way as component health valida-
tors 226 A, 226B and 226C. Accordingly, once authentica-

tion validator 224 registers with server health agent 220

5

10

15

20

25

30

35

40

45

50

55

60

65

12

through interface 232, server health agent 222 can direct the
authentication mformation for processing within authenti-
cation validator 224.

Authentication validator 224 may be configured to vali-
date whether the authentication information contained
within statement of health 240 indicates that client 110A 1s
authenticated for network access. In an embodiment 1n
which the authentication information includes a certificate or
other token from authentication server 150, authentication
validator 224 may determine whether client device 110 1s
authenticated for network access by determining whether the
certificate or other token was generated by authentication
server 150. Authentication validator 224 may make such a
determination using known methods, such as by applying a
public key to the token to determine whether 1t contains
information encrypted with a private key held by authenti-
cation server 150. As another example, authentication vali-
dator 224 may communicate the authentication information
recetved to authentication server 150, and authentication
server 150 may reply with an indication of whether client
110A 1s authenticated. However, any suitable mechanism
may be employed by authentication validator 224 to deter-
mine whether information in statement of health 240 1s
trusted as an authentication of client device 110.

Authentication validator 224, based on an analysis of
authentication information included within statement of
health 240, may provide an indication to server health agent
220 whether client 110A can be granted access to network
120. Information provided by authentication validator 224
may be formatted in the same format as health decisions
provided by component health validators such as validators

226 A, 226B and 226C. In this example, authentication

validator 224 responds with an indication that client device
110A can be granted access, should be denied access or
should take further steps in order to obtain access. When
turther steps are required, authentication validator 224 may
format such an indication as a requirement in the same
format as directions from component health validators
226A, 2268 or 226C that client 110A needs remediation.
By using the remediation format, authentication validator

224 may provide information needed by client 110A to
perform additional authentication steps. For example,
authentication validator 224 may provide information that
can be used to perform channel binding as part of a “reme-
diate” message. As a more specific example, such a reme-
diation message may include a challenge generated specifi-
cally for client 110A. Server health agent 220 will format
this challenge 1n statement of health response 242 1n the
same way that 1t formats other remediation information that
it may obtain from component health validators 226 A, 2268
and 226C. Accordingly, client health access agent 210, upon
receipt of statement of health response 242 will parse the
statement of health response 242 and provide the challenge
information to authentication agent 214 1n the same way 1n
provides remediation iformation to statement of health
agents 216A, 216B or 216C. Accordingly, the client health
enforcement framework provides a mechanism for the chal-
lenge to be passed to authentication agent 214.
Authentication agent 214 may 1n turn provide the chal-
lenge to authentication server 150. Authentication server
150 may incorporate the challenge into the authentication
information it provides to authentication agent 214. Authen-
tication agent 214 can then provide this authentication
information, including the challenge to client health access
agent 210. Client health access agent 210 may then generate
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a new statement of health, including authentication infor-
mation obtained by authentication agent 214 using the
challenge.

This new statement of health, upon receipt by server
health agent 220, will again be directed to authentication
validator 224. Authentication validator 224 upon receiving
the authentication information with the challenge can deter-
mine that the authentication information was newly obtained
by client 110A and was not a copy of previously generated
authentication imnformation. In response, authentication vali-
dator 224 may indicate to server health agent 220 that client
110A 1s authenticated for network access.

Server health agent 220 may combine that authentication
information along with decisions rendered by component
health validators 226A, 2268 or 226C indicating whether
client device 110A 1s appropriately configured according to
the health policies of the network. Server health agent may
use this combined information to make an overall assess-
ment of whether network access can be granted to client
device 110A.

The access decision, based on both client health and
authentication, may be provided by server health agent 220
to server enforcement component 260. Server enforcement
component 260 may then, as described above, configure the
network 120 to allow or block access by client 110A as
appropriate based on the determination made by server
health agent 220. With this technmique, server enforcement
component 260 does not need to take further steps to
authenticate client 110A, because such authentication has
been mcorporated into the access decision made by server
health agent 220.

Information exchange between the components used to
perform authentication may be formatted 1 any suitable
way. FIGS. 3A, 3B, 3C and 3D illustrate examples of
message formats that may be used. FIG. 3A illustrates a
message 310 that may be used for mitial communication
between authentication agent 214 and an external device
such as authentication server 150. In this example, message
310 may be sent from authentication server 150 to authen-
tication agent 214 1n response to actions by authentication
agent 214 to authenticate client device 110A. Message 310
includes a field 312 holding a certificate 1ssued by authen-
tication server 150 when client 110A 1s authenticated. Field
314 in message 310 may include a time to live value, a time
stamp or other information indicating a period of time over
which the authentication provided by authentication server
150 1s valid to authenticate client 110. Though, such time
values are optional and may be omitted. Alternatively, such
a time value may be included within certificate 312 or
otherwise encapsulated 1n message 310.

FIG. 3B illustrates an example of a message 320 repre-
senting a statement of health, such as statement of health
240. In this example, message 320 contains fields, each
associated with a statement of health agent. For example,
ficld 324 1s shown to contain information about an anti-virus
configuration. Such information may be generated by a
statement of health agent associated with anti-virus soft-
ware. Likewise, field 326 i1s illustrated containing informa-
tion about a firewall configuration. Information in field 326
may be generated by a statement of health agent associated
with a firewall installed on client 110A. Field 328 1s shown
to i1nclude imformation about the patch configuration of
client 110A. Such information may be generated by a
statement of health agent associated with an update manager
within the operating system of client 110A.

In the same fashion, field 330 contains security informa-
tion. Security information in field 330 may be generated by
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authentication agent 214. The security information may
include the certificate and time to live information obtained
in message 310 from authentication server 150. However,
authentication agent 214 may format security information
330 in any suitable format that can be recogmized by
authentication validator 224.

Message 320 may also include information about the
number ol components for which information 1s provided in
message 320. As described above, interface 230 allows
component agents to be added to the client health enforce-
ment framework by registering with client health access
agent 210. Accordingly, at different times the number of
components about which client health access agent 210 has
information may vary, depending on the number of installed
components. Accordingly, message 320 may include a field
322 indicating the number of components for which infor-
mation 1s provided in message 320. It should be appreciated
that field 322 1s a schematic representation that message 320
may contain information that can be used by server health
agent to appropriately parse message 320 1nto information
associated with specific components. This information need
not be provided 1 a single field as illustrated and instead
may be provided through the format of message 320 or using
other mechanisms. Regardless of how this the “‘count”
information 1s formatted, of the count of components
includes authentication agent 214 because client health
access agent 210 treats authentication agent 214 as an
additional component agent.

FIG. 3C illustrates a message 340 that may be a statement
of health response, such as statement of health response 242.
As with message 320, message 340 includes information
indicating the number of components about which informa-
tion 1s provided. In making this count, authentication vali-
dator 224 1s treated as an additional component. As with
message 320, message 340 1s shown schematically to con-
tain a field 342 indicating the number of components about
which mnformation 1s provided. However, any suitable for-
mat or mechanism may be used to allow client health access
agent 210 to 1dentity the number of components for which
information 1s provided in message 340.

In this example, message 340 contains a field correspond-
ing to each of the fields 1n message 320. Each field indicates
whether, for the associated component, remediation 1s
required. Accordingly, in the examples of FIGS. 3B and 3C,
field 344 contains information about whether remediation 1s
required for the anti-virus soitware mstalled on client device
110A. Field 346 contains information indicating whether
remediation 1s required for the firewall installed on client
device 110A. Field 348 contains information indicating
whether patches to the operating system are required.

Each field of message 340 may also include information
about how remediation of a component 1s to be performed.
Field 350 may contain imnformation generated by authenti-
cation validator 224 in response to the security information
contain within field 330 of message 320. The information 1n
field 350 may indicate whether client device 110A 1s authen-
ticated for network access. Though, there may be no authen-
tication component on client 110A that requires remediation,
field 350 may nonetheless contain information 1n addition to
whether the authentication mformation adequately authen-
ticates client 110A for network access. Information used

during authentication process may be provided by authen-
tication validator 224 and inserted in field 350 like reme-

diation information. In some embodiments, authentication
validator 224 may package information used 1n a multi-step
validation process as remediation information. Accordingly,
field 350 may contain information generated by authentica-
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tion validator 224 directed for authentication agent 214 to be
used as a subsequent step 1n a validation process.

In the embodiment illustrated in FIG. 3C, field 350

includes a challenge that may be used to perform channel
binding. However, any suitable information used in an
authentication exchange between authentication agent 214
and authentication validator 224 may be formatted as reme-
diation information so that 1t will be communicated through
the client health enforcement framework without modifica-

tion to server health agent 220 or client health access agent
210.

FIG. 3D illustrates a further message 360 that may be
obtained by authentication agent 214 from authentication
server 150 1n response to recerving remediation information.
In the embodiment illustrated 1n FIG. 3C, authentication

agent 214, 1n response to a remediation indication imncluding
a challenge as in field 350 (FIG. 3C), may mitiate an
authentication process with authentication server 150. In the
authentication process, authentication agent 214 may pro-
vide the challenge from field 350 to authentication server
150. Accordingly, when authentication server 150 responds
with the message 360, 1n addition to including a certificate
in field 362 and a time to live value 1n field 364, similar to
those mcluded 1n fields 312 and 314 (FIG. 3A), authentica-
tion server 150 may incorporate the challenge in a fashion
that allows authentication validator 224 to recognize that
message 360 was generated 1n response to 1ts challenge. In
this way, authentication wvalidator 224 can distinguish
between security mmformation generated by authentication
server 150 for a specific client and previously generated
authentication information that may have been intercepted
and used by a device other than the client for which the
security mformation was generated.

Turning to FI1G. 4, a process of operation of the system of
FIG. 1 1s illustrated. The process of FIG. 4 provides an
example of a method by which a network may be operated
such that a client health enforcement framework 1s used for
authenticating a client. In addition, FIG. 4 illustrates that
teatures of the client health enforcement framework may be
adapted to provide functions associated with client authen-
tication. In the example 1llustrated, the ability of the frame-
work to respond to changes 1n client health may be adapted
to 1implement a logofl function associated with authentica-
tion.

The process of FIG. 4 may begin 1n response to any event
that may trigger a device to attempt to authenticate 1itself to
a network. For example, the process of FIG. 4 may be
initiated upon power up of client 110A if a setting within
client 110A 1indicates that network 120 (FIG. 1) 1s a default
network to which client 110A should connect upon power
up. Alternatively, the process of FIG. 4 may begin in
response to a user command to connect to network 120 or
other suitable triggering event.

Regardless of how the process of FIG. 4 1s triggered, the
process begins at block 410. At block 410, user mput 1s
obtained. This input provides information that may be used
in authenticating client 110A. User input may be in the form
of a user name and password pair. Though, mput may be
obtained 1n any suitable format. Regardless of the manner 1n
which user mput 1s obtained, the process then proceeds to
block 412 where client device 110A authenticates itself with
an out of band server. In the embodiment of FIG. 2, this out
of band server 1s authentication server 150 and the process-
ing of block 412 is performed by authentication agent 214.
However, any suitable mechanism of authenticating a client
device may be used.
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At block 414, the client, once 1t successtully authenticates
using the out of band server, obtains authentication infor-
mation indicating the client computer 1s authenticated to
access the network. In this example, the authentication
information may be formatted as a certificate or some other
token.

At block 416, client device 110A forms a statement of
health including the token obtained at block 414. In the
example of FIG. 4, the statement of health also includes
health reports that may be obtained from other components
executing within client 110A. The statement of health may
be formatted as message 320 in FIG. 3B. However, any
suitable format may be used for a statement of health. The
statement of health may be formed by client access agent
210 (FIG. 2), but any suitable mechanism may be used for
forming a statement of health.

At block 418, client device 110A sends the statement of
health formatted 1n block 416 1n conjunction with a request
for network access. The request may be made 1n the same
fashion that 1s used by known client health enforcement
frameworks. However, the specific format for requesting
network access 1s not critical, and any suitable mechanism
for requesting network access may be used.

The process then proceeds to decision block 420. At
decision block 420, the process branches depending on the
response received to the request for network access sent in
block 418. If the response includes a direction that client
device 110A requires remediation, the process proceeds to
decision block 430. Alternatively, i1f the response contains no
indication that remediation 1s required, the process may
branch to block 450, bypassing remediation processing.

In scenarios in which remediation 1s required, the process
may branch from decision block 420 to decision 430. At
decision block 430, the process may again branch depending
on whether remediation 1s indicated for an authentication
component. In an embodiment 1n which a health policy
server responds with a response in the form of message 340
(F1G. 3C), a challenge in field 350 indicates further pro-
cessing 1s required to authenticate the client device. When
such a message 1s received, the process branches from
decision block 430 to block 431

At block 431, further user input may optionally be
obtained. At block 432, client 110A may provide either the
user input obtained at block 431 or the user input obtained
at block 410 along with information included in the reme-
diation message, here 1llustrated as a challenge from health
policy server 112, to an out of band server as part of a
subsequent authentication process. The out of band server
accessed at block 432 may be the same server accessed at
block 412. The authentication process used at block 432 may
be the same as used at block 412 with the addition of the
challenge. However, processing at block 432 may employ
any suitable authentication mechanism.

FIG. 4 illustrates a process flow authentication at block
432 1s successiul. In response to a successtul authentication,
a block 434 client device 110A may obtain a token authen-
ticated with the challenge supplied in block 432. Any
suitable mechanism may be used to incorporate the chal-
lenge with a token to demonstrate that the token was
generated 1n response to receipt of the challenge. As one
example, the challenge may be concatenated with the token
and both may be signed with a key of the device generating
the token.

Regardless of how the challenge 1s used to authenticate
the token, the authenticated token obtained at block 434 may
be used as the process loops back to block 416. At block 416,

a new statement of health may be generated and sent at block
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418 1n conjunction with a request for network access. If the
authentication process completes when a token authent-
cated with a challenge 1s provided, the client should not
receive a response indications that remediation 1s required.
The process may then branch from decision block 420 to 5
block 450 where network access 1s obtained.

However, in embodiments 1n which further exchanges are
required between authentication components, the process
may further include additional processing to generate infor-
mation used 1n further exchanges as part of the authentica- 10
tion process. In these exchanges, information to be sent to
the server may be formatted in a statement of health.
Information to be sent to the client may be formatted as a
remediation directive in a statement of health response. In
this way, as many exchanges as are required to complete 15
authentication according to any desired protocol may occur
with an authentication agent 214 sending authentication
related information 1n the statement of health and an authen-
tication validator 224 sending responses or other authenti-
cation information in a statement of health response. 20
Regardless of the number of exchanges required for authen-
tication of client device 110A, changes, relative to a con-
figuration conventionally used for client health enforcement,
are not required to either client health access agent 210 or
server health agent 220 for this authentication to be per- 25
formed.

Regardless of the number of iterations required to com-
plete the authentication process, when the authentication
process 1s completed, authentication validator 224 will indi-
cate that access may be granted to client 110A without 30
remediation. Accordingly, the process will branch from
decision block 420 to block 440 if no other components
require authentication. Though, 11 other components require
authentication, the process will branch from decision block
430 to block 440. At block 440, the protective components 35
installed on client device 110A may be remediated. Reme-
diation of protective components may be performed using
mechanisms as known 1n the art and may be based on the
specific information contained in the statement of health
response associated with each protective component. 40

Following remediation of the protective components, the
process may again loop back to block 416 where a new
statement of health will be generated. The new statement of
health may indicate both that the client device 110A has
authenticated and remediated 1ts protective components and 45
satisiies both the health policies and authentication require-
ments of network 120. When this occurs, the client 110A
will be able to access the network at block 450. Once
network access 1s available to client 110A, client 110A may
access devices on network 120, such as server 124, or 50
perform other network operations 1n accordance with the
network access granted.

Of course, though not expressly shown in FIG. 4, 11 a
device cannot complete authentication, the process of FIG.

4 will never reach block 450 and the device will not be 55
granted network access.

In some embodiments, network access may continue
indefinitely. However, 1n some embodiments, a network may
be implemented to recognize one or more logoll events.
When no logofl events are detected, the process of FIG. 4 60
may loop back to block 450, allowing client 110A to
continue with network access. However, i a logofl event 1s
detected, the process may branch from decision block 460 to
block 462. In this example, logoil events are detected by
authentication agent 214. 65

In the example illustrated, logofl events may be associated
with user input. For example, authentication agent 214 may
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recognize as a logofl event a specific command received
through user input 212 to logofl the network. However, other
forms of logofl events may be recognized. For example,
authentication agent 214 may track user activity and may
deem that a logoil event has occurred 1f user activity 1s not
detected during some interval. Monitored user activity may
relate to network functions or may relate more generally to
any interaction with client device 110A. As another example
of a logofl event, 1f authentication agent 214 receives a
message 1 the form of message 310 from authentication
server 150, authentication agent 214 may generate a logofl

event at a time 1ndicated by the time to live value 1n field 314
of message 310 (FIG. 3A).

Regardless of how the logofl event i1s defined, when such
an event occurs, processing may branch from decision block
460 to decision 462. This branching, for example, may occur
when authentication agent 214 signals client health access
agent 210 through interface 230 that a status change has
occurred. In response to such a notification, an updated
statement of health may be sent at block 462. Processing at
block 462 may be performed by client health access agent
210 and may be performed similarly to processing described
in conjunction with block 418. However, at block 462,
because the authentication of client 110A 1s expired or 1s
being revoked, the statement of health sent at block 462
contains no token indicating that client device 110A has
been authenticated. Accordingly, 1n response to a statement
of health sent at block 462, authentication validator 224
(FIG. 2) will indicate that client 110A should be demed
network access. In response to such an indication, server
health agent 220 will communicate with server enforcement
component 260, indicating that the network access for client
110A should be revoked. The server enforcement compo-
nent 260 will then revoke network access for client 110A.
The specific mechanism by which server enforcement com-
ponent 260 revokes access 1s not critical to the invention and
may depend on the specific transport mechanism used in
network 120.

Regardless of the specific enforcement mechamism used,
the process of FIG. 4 may then end. However, a client device
may again obtain network access by repeating the process of
FIG. 4 at a subsequent time.

Having thus described several aspects of at least one
embodiment of this ivention, 1t 1s to be appreciated that
various alterations, modifications, and improvements will
readily occur to those skilled 1n the art.

For example, embodiments in which authentication of a
client device 1s performed by an out of band mechanism
were described. In those embodiments, an authentication
component validates whether the authentication information
contained within the statement of health 1s from a trusted
source. Though, some or all of the authentication functions
performed by the out of band mechanism may be performed
by 1interactions between authentication agent 214 and
authentication validator 224.

As an example of another variation, 1t 1s described above
that a single authentication agent and a single authentication
validator are used. Because the interfaces to the client health
enforcement system support multiple components, multiple
authentication agents, each using a different authentication
method, could be installed on a client device, with corre-
sponding authentication validators. The client would have to
authenticate 1n accordance with each method for the server
health agent 220 to indicate access could be granted to a
client. In this way, multiple authentication mechanisms may
be easily combined.
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Likewise, though embodiments are described in which
authentication information 1s generated by an authentication
server 150, some or all of the actions performed by authen-
tication server 150 to generate authentication information
may be performed by an authentication agent 214.

Such alterations, modifications, and 1mprovements are
intended to be part of this disclosure, and are intended to be
within the spirit and scope of the invention. Accordingly, the
foregoing description and drawings are by way of example
only.

The above-described embodiments of the present inven-
tion can be implemented 1n any of numerous ways. For
example, the embodiments may be implemented using hard-
ware, software or a combination thereof. When implemented
in software, the software code can be executed on any
suitable processor or collection of processors, whether pro-
vided 1n a single computer or distributed among multiple
computers.

Further, 1t should be appreciated that a computer may be
embodied 1n any of a number of forms, such as a rack-
mounted computer, a desktop computer, a laptop computer,
or a tablet computer. Additionally, a computer may be
embedded 1n a device not generally regarded as a computer
but with suitable processing capabilities, including a Per-
sonal Digital Assistant (PDA), a smart phone or any other
suitable portable or fixed electronic device.

Also, a computer may have one or more mput and output
devices. These devices can be used, among other things, to
present a user interface. Examples of output devices that can
be used to provide a user interface include printers or display
screens for visual presentation of output and speakers or
other sound generating devices for audible presentation of
output. Examples of input devices that can be used for a user
interface include keyboards, and pointing devices, such as
mice, touch pads, and digitizing tablets. As another example,
a computer may receive input iformation through speech
recognition or in other audible format.

Such computers may be interconnected by one or more
networks in any suitable form, including as a local area
network or a wide area network, such as an enterprise
network or the Internet. Such networks may be based on any
suitable technology and may operate according to any
suitable protocol and may include wireless networks, wired
networks or fiber optic networks.

Also, the various methods or processes outlined herein
may be coded as software that 1s executable on one or more
processors that employ any one of a variety of operating
systems or platforms. Additionally, such software may be
written using any of a number of suitable programming
languages and/or programming or scripting tools, and also
may be compiled as executable machine language code or
intermediate code that 1s executed on a framework or virtual
machine.

In this respect, the invention may be embodied as a
computer readable medium (or multiple computer readable
media) (e.g., a computer memory, one or more tloppy discs,
compact discs, optical discs, magnetic tapes, flash memo-
ries, circuit configurations in Field Programmable Gate
Arrays or other semiconductor devices, or other tangible
computer storage medium) encoded with one or more pro-
grams that, when executed on one or more computers or
other processors, perform methods that implement the vari-
ous embodiments of the mvention discussed above. The
computer readable medium or media can be transportable,
such that the program or programs stored thereon can be
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loaded onto one or more different computers or other pro-
cessors to implement various aspects of the present inven-
tion as discussed above.

The terms “program™ or “software” are used herein 1n a
generic sense to refer to any type of computer code or set of
computer-executable instructions that can be employed to
program a computer or other processor to implement various
aspects of the present invention as discussed above. Addi-
tionally, 1t should be appreciated that according to one aspect
of this embodiment, one or more computer programs that
when executed perform methods of the present invention
need not reside on a single computer or processor, but may
be distributed 1n a modular fashion amongst a number of
different computers or processors to implement various
aspects ol the present invention.

Computer-executable mstructions may be 1n many forms,
such as program modules, executed by one or more com-
puters or other devices. Generally, program modules include
routines, programs, objects, components, data structures,
ctc. that perform particular tasks or implement particular
abstract data types. Typically the functionality of the pro-
gram modules may be combined or distributed as desired 1n
various embodiments.

Also, data structures may be stored in computer-readable
media 1 any suitable form. For simplicity of illustration,
data structures may be shown to have fields that are related
through location in the data structure. Such relationships
may likewise be achieved by assigning storage for the fields
with locations 1n a computer-readable medium that conveys
relationship between the fields. However, any suitable
mechanism may be used to establish a relationship between
information in fields of a data structure, including through
the use of pointers, tags or other mechanisms that establish
relationship between data elements.

Various aspects of the present imvention may be used
alone, 1n combination, or 1n a variety of arrangements not
specifically discussed 1n the embodiments described in the
foregoing and 1s therefore not limited 1n 1ts application to the
details and arrangement of components set forth in the
foregoing description or illustrated in the drawings. For
example, aspects described 1n one embodiment may be

combined in any manner with aspects described in other
embodiments.

Also, the mvention may be embodied as a method, of
which an example has been provided. The acts performed as
part ol the method may be ordered in any suitable way.
Accordingly, embodiments may be constructed in which
acts are performed 1n an order different than illustrated,
which may include performing some acts simultaneously,
even though shown as sequential acts 1n 1llustrative embodi-
ments.

Use of ordinal terms such as “first,” “second.” “third,”
etc., 1n the claims to modity a claim element does not by
itself connote any priority, precedence, or order of one claim
clement over another or the temporal order 1n which acts of
a method are performed, but are used merely as labels to
distinguish one claim element having a certain name from
another element having a same name (but for use of the
ordinal term) to distinguish the claim elements.

Also, the phraseology and terminology used herein is for
the purpose of description and should not be regarded as
limiting. The use of “including,” “comprising,” or “having,”
“containing,” “involving,” and variations thereof herein, 1s
meant to encompass the 1tems listed thereafter and equiva-

lents thereot as well as additional items.
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What 1s claimed 1s:

1. A computer-implemented method, the method compris-
ng:

requesting authentication to an out-of-band server; in
response to the request, obtaining, at a client computer,
authentication information, from the out-of-band
server, indicating that the client computer 1s authenti-
cated to access a network;

formatting, at the client computer, a statement of health to
include the authentication information; and

requesting network access to a {first server, the request
including the statement of health the first server difler-
ing from the out-of-band server; and

when the statement of health 1s not 1n compliance, rece1v-
ing a response mcluding at least one remediation that 1s
needed before access to the network 1s granted,

wherein the authentication performed in the out-of-band
server does not interface with the first server that grants
access to the network.

2. The method of claim 1, wherein the remediation 1is
associated with a protective configuration and the method
turther comprising:

remediating the protective configuration;

formatting, at the client computer, a second statement of
health, the second statement of health including the
authentication information; and

providing the second statement of health to the first server in
connection with a request for network access.
3. The method of claim 1, wherein the remediation 1s
associated with the authentication information and the
method further comprising;
obtaining a second authorization authentication informa-
tion, the second authentication information indicating
that the client computer 1s authenticated to access the
network;
formatting, at the client computer, a second statement of
health, the second statement of health including the
second authorization authentication information; and
providing the second statement of health to the first server
in connection with a request for network access.
4. The method of claim 1, further comprising:
receiving a security token as the authentication informa-
tion {from the out-oi-band server.
5. The method of claim 1, wherein:
the method further comprises
generating anti-virus configuration information indicat-
ing a configuration ol anti-virus soltware on the
client computer; and

formatting the statement of health further comprises
formatting the statement of health to include the
anti-virus configuration information.

6. The method of claim 1, further comprising:

monitoring user mteractions with the client computer; and

when user interactions are not detected for a period of
time exceeding a threshold, sending to the first server
an indication that the statement of health of the client
computer has changed.

7. The method of claim 1, further comprising:

receiving user mput indicating a network logoil; and

in response to the user mput, sending to the first server an
indication that the statement of health of the client
computer has changed.

8. A client computer comprising:

a client health enforcement framework having a client
health access agent adapted to obtain information from
one or more statement of health agents through an
interface and to send a statement of health to a health
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policy server, the health policy server configured to
grant access to a network based on a validated state-
ment of health; and
an authentication agent for authenticating the client com-
puter for access to the network to an out-of-band server
and that provides authentication information indicating
authentication status of the client computer to the client
health access agent through the interface,
whereby the client health access agent requests network
access to the health policy server with a statement of
health including the authentication information and
when the statement of health does not comply with a
health policy, receive a response from the health policy
server, indicating at least one remediation that 1s
needed belfore access to the network 1s granted,

wherein the authentication agent does not interface with
the health policy server that grants access to the net-
work.

9. The client computer of claim 8, wherein the client
health enforcement framework i1s configured to authorize
access that times out, and the client health access agent 1s
adapted to poll each of the one or more statement of health
agents and the authentication agent for status information
when the authorization times out.

10. The client computer of claim 9, wherein, the authen-
tication agent 1s adapted to re-authenticate the client com-
puter 1n response to being polled by the client health access
agent for status information.

11. The client computer of claim 9, wherein:

the one or more statement of health agents 1s each adapted

to communicate a change of health status indication
through the interface;

the client health access agent 1s adapted to communicate

a health status change to the health policy server in
response to a change of health status indication through
the interface; and

the authentication agent 1s adapted to communicate a

change of health status indication through the interface
in response to detecting user inactivity exceeding a
threshold period of time.

12. The client computer of claim 11, wherein the authen-
tication agent 1s further adapted to communicate a change of
health status indication through the interface in response to
user mput indicating a network logofl.

13. The client computer of claim 12, wherein the one or
more statement of health agents comprise an anti-virus agent
adapted to indicate a configuration of anti-virus soltware
executing on the client computer.

14. A method of operating a network, the method com-
prising:

configuring a client computer to include a client health

access agent being adapted to obtain health information
from one or more statement of health agents executing,
on the client computer and to provide, based on the
obtained health information, a statement of health to a
health policy server;

in an authentication agent on the client computer, request-

ing authentication from an authentication server and 1n
response to the request, obtaining authentication infor-
mation indicating whether the client computer 1s autho-
rized for network access from the authentication server
and providing the authentication information to the
client health access agent; and

in the client health access agent, generating a statement of

health for the client computer including the authenti-
cation information and the health information from the
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one or more statement of health agents and requesting
network access by sending the statement of health to
the health policy server,

in the client health access agent, when the health infor-
mation 1s out of compliance, receiving a response from
the health policy server indicating at least one reme-
diation measure needed to obtain network access,

wherein the health policy server and the authentication
server differ,

wherein the authentication agent does not interface with
the health policy server that grants access to the net-
work.

15. The method of claim 14, wherein:

the authentication agent 1s configured as a plug-in for the
client health access agent, and

the authentication agent provides a user interface to obtain
authentication parameters from a user.

16. The method of claim 14, wherein:

when the health policy server determines that one or more
portions of the statement of health 1s out of compliance
with an access policy, the health policy server responds
with an instruction to remediate a component associ-
ated with each of the one or more portions; and

when the instruction to remediate 1s associated with the >

authentication information in the statement of health,
the instruction to remediate includes challenge infor-
mation;

following remediation by the authentication agent, when
the client health access agent submits a subsequent
statement of health to the health validation server, the
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subsequent statement of health includes the challenge
information signed by the authentication server.

17. The method of claim 14, further comprising:

configuring a health policy server to provide a portion of
the statement of health to each of one or more compo-
nent health validators and to selectively authorize net-
work access based on results of processing of respec-
tive portions of the statement of health by the one or
more component health validators; and

providing a portion of the statement of health correspond-
ing to the authentication information to an authentica-
tion validator and selectively authorizing network
access based 1n part on processing of the authentication
information within the authentication validator.

18. The method of claim 17, wherein:

the one or more statement of health agents comprises a
statement ol health agent adapted to determine a con-
figuration of at least one protective component on the
client computer;

generating the statement of health comprises incorporat-
ing configuration information identitying the configu-
ration of the at least one protective component;

the method further comprises, 1n the health policy server,

providing a second portion of the statement of health cor-

responding to the configuration information to a component
S .

health validator; and

selectively authorizing network access further comprises
authorizing network access based 1n part on processing
of the configuration information within the component
health validator.
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