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Associate, by a network controller device, an identifier with the

>Z control command

Send, by the network controller device, the identifier and the
associated control command over a first network with a first
S4 level of security to a computing device

Send, by the network controller device, an activation signal to
the network element over a second network with a second level
>6 of security different from the first level of security

Send, by the network controller device, the identifer to the
network element over the second network, the identifier may be
effective to allow the network element to retrieve the control

SQ command
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1
NETWORK CONTROL SECURITY

BACKGROUND

Unless otherwise indicated herein, the materials described
in this section are not prior art to the claims 1n this appli-
cation and are not admitted to be prior art by inclusion in this
section.

Software defined networks (“SDNs”) may allow network
control systems to be separated from operation of network
clements. Network elements, such as routers, programmable
switches, and/or computing devices, may send and receive
network traffic. Network control systems may be pro-
grammed to control network traflic flow through network
clements. In some examples, software defined networks may
be able to quickly respond to changing network conditions
in order to optimize network trathic flow.

SUMMARY

In some examples, methods to allow a network element to
retrieve a control command are generally described. In some
examples, the methods may include associating, by a net-
work controller device, an identifier with the control com-
mand. In various other examples, the methods may further
include sending, by the network controller device, the 1den-
tifier and the associated control command over a first
network with a first level of security to a computing device.
In some examples, the methods may further include sending,
by the network controller device, an activation signal to the
network element over a second network with a second level
ol security different from the first level of security. In various
examples, the methods may further include sending, by the
network controller device, the identifier to the network
clement over the second network. In some examples, the
identifier may be effective to allow the network element to
retrieve the control command.

In some examples, network communication systems are
generally described. The network communication systems
may include a network controller device. In some examples,
the network communication systems may further include a
computing device configured to be in communication with
the network controller device over a first network with a first
level of security. In some examples, the network communi-
cation system may further include a network element con-
figured to be 1n communication with the network controller
device and the computing device. In various examples, the
network controller device may be eflective to send an
identifier and associated control command over the first
network to the computing device. In some examples, the
computing device may be eflective to store the identifier and
the associated control command 1n a memory of the com-
puting device. In some examples, the network controller
device may be further effective to send an activation signal
to the network element over a second network with a second
level of secunty different from the first level of security. In
some further examples, the network controller device may
be further eflective to send a copy of the identifier to the
network element over the second network. In some
examples, the network element may be eflective to, 1n
response to receipt of the activation signal, send the copy of
the 1dentifier to the computing device. In various examples,
the computing device may be further eflective to, in
response to receipt of the copy of the identifier, send the
control command associated with the identifier to the net-
work element.
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2

In some examples, network controller devices are gener-
ally described. In some examples, the network controller
devices may include a processor and a memory configured
to be 1n communication with the processor and eflective to
store one or more instructions. In some examples, the
processor may be eflective to, 1n accordance with the one or
more 1structions, send an identifier and control command
over a first network with a first level of security to a
computing device. In various examples, the processor may
be further eflective to send an activation signal to a network
clement over a second network with a second level of
security different from the first level of security. In some
turther examples, the processor may be eflective to send a
copy of the identifier to the network element over the second
network. In some examples, the network element may be
cllective to receive the control command from the comput-
ing device.

The foregoing summary i1s illustrative only and is not
intended to be 1 any way limiting. In addition to the
illustrative aspects, embodiments, and features described
above, further aspects, embodiments, and features will
become apparent by reference to the drawings and the
following detailed description.

BRIEF DESCRIPTION OF THE FIGURES

The foregoing and other features of this disclosure waill
become more fully apparent from the following description
and appended claims, taken 1n conjunction with the accom-
panying drawings. Understanding that these drawings depict
only several embodiments 1n accordance with the disclosure
and are, therefore, not to be considered limiting of its scope,
the disclosure will be described with additional specificity
and detail through use of the accompanying drawings, in
which:

FIG. 1 1illustrates an example system that can be utilized
to 1mplement network control security;

FIG. 2 depicts the example system of FIG. 1, with
additional details relating to a network communication man-
ager;

FIG. 3 depicts a flow diagram for an example process to
implement network control security;

FIG. 4 1llustrates an example computer program product
that can be utilized to implement network control security;
and

FIG. 5 1s a block diagram illustrating an example com-
puting device that 1s arranged to implement network control
security,

all arranged according to at least some embodiments

described herein.

DETAILED DESCRIPTION

In the following detailed description, reference 1s made to
the accompanying drawings, which form a part hereof. In
the drawings, similar symbols typically identify similar
components, unless context dictates otherwise. The 1llustra-
tive embodiments described in the detailled description,
drawings, and claims are not meant to be limiting. Other
embodiments may be utilized, and other changes may be
made, without departing from the spirit or scope of the
subject matter presented herein. The aspects of the present
disclosure, as generally described herein, and 1llustrated 1n
the Figures, can be arranged, substituted, combined, sepa-
rated, and designed 1 a wide variety of diflerent configu-
rations, all of which are explicitly contemplated herein.
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This disclosure 1s generally drawn, inter alia, to methods,
apparatus, systems, devices, and computer program products
related to network control security.

Briefly stated, technologies are generally described for
systems, devices and methods effective to allow a network
clement to retrieve a control command. In some examples,
a network controller device may associate an identifier with
the control command. The network controller device may
send the identifier and the associated control command over
a first network with a first level of security to a computing
device. For example, the network controller device may
send the identifier and the associated control command over
a secure network to a network communication manager. The
network controller device may send an activation signal to
the network element over a second network with a second
level of security different from the first level of security. For
example, the network controller device may send a ping to
a network element, such as a router, over a software defined
network. The network controller device may send the i1den-
tifier to the network element over the second network. The
identifier may be effective to allow the network element to
retrieve the control command. In an example, authorizing
the network element to retrieve control commands from a
secure server may prevent a hacker from hiyjacking a net-
work element by posing as a network controller and sending,
malicious commands directly to the network element.

FIG. 1 illustrates an example system 100 that can be
utilized to implement network control security, arranged in
accordance with at least some embodiments described
herein. System 100 may include a network controller 102, a
network 104 (including network elements 106, 108, 110,
112, 114, and/or 116), and a network communication man-
ager 120, all configured to be in communication with one
another. In some examples, network controller 102, network
104, and/or network communication manager 120 may be
arranged 1n a software defined network. Network elements
106, 108,110, 112, 114 and/or 116 may include devices such
as routers, programmable switches, computing devices and/
or other pieces of hardware configured to be in communi-
cation with one another and configured to receive and
transmit network traflic. Network elements 106, 108, 110,
112, 114 and/or 116 may be controlled through network
controller 102. In some examples, network controller 102
may be programmed by an operator 140 to control network
elements 106, 108, 110, 112, 114 and/or 116.

Network controller 102 may be, for example, a computing
device, and may include a processor 170. In some examples,
network controller 102 may be configured in commumnication
with a memory 172. In various examples, memory 172 may
store 1nstructions used to implement network control secu-
rity, as described below.

In an example, an operator 140 may program network
controller 102 to make one or more changes to a network
clement, such as network element 116. Operator 140 may be
authenticated and authorized to access network controller
102 and/or network communication manager 120. In the
example, operator 140 may send programming instruction
142 to network controller 102. Programming instruction 142
may be eflective to program network controller 102 to
generate a control command 144. In some examples, pro-
gramming 1nstruction 142 may be configured to alter a
characteristic of a software defined network. Control com-
mand 144 may be eflective to configure one or more network
clements (such as network elements 106, 108, 110, 112, 114,
and/or 116) to take one or more actions related to a software
defined network (such as, for example, network 104). In the
current example, control command 144 may be effective to
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4

instruct network element 116 (which may be a router 1n the
instant example) to change from a first routing algorithm to
a second routing algorithm, or to change a flow of traflic 1n
network 104. Network controller 102 may be efllective to
generate an 1dentifier 146. Identifier 146 may be a code
cllective to 1dentily control command 144. Network con-

troller 102 may be eflective to associate control command
144 with 1dentifier 146.

Identifier 146 and associated control command 144 may
be sent from network controller 102 to network communi-
cation manager 120. Network communication manager 120
may include one or more servers, such as server 122 and/or
server 124, and a memory 160. Servers 122 and/or 124 may
be configured to be in communication with memory 160. In
some further examples, network communication manager
120 may be eflective to communicate with network control-
ler 102 and/or network 104 through a switch 118. In various
examples, network controller 102, switch 118 and network
communication manager 120 may be configured 1n a secure
network 150. In some examples, secure network 150 may
include a first level of security. For example, secure network
150 may include one or more security measured designed to
prevent unauthorized access of devices configured 1n com-
munication over secure network 150. In some examples,
devices configured 1 communication through secure net-
work 150 may be privileged to write to a memory of network
communication manager 120. For example, network con-
troller 102 may be privileged to write control command 144
to memory 160 of network communication manager 120.
Conversely, devices which are not part of secure network
150 (e.g., network elements 106, 108, 110, 112, 114, and/or
116) may not be privileged to write to memory 160 of
network communication manager 120.

In some further examples, computing elements within
secure network 150 (such as, for example, network control-
ler 102) may have access to write data to network commu-
nication manager 120 (including servers 122 and/or 124 and
memory 160). Identifier 146 and associated control com-
mand 144 may be written to memory 160 by network
communication manager 120. In some examples, identifier
146 and associated control command 144 may be associated
as entries 1 a lookup table 1n memory 160.

As 1s explained 1n further detail below, network controller
102 may send identifier 146 and associated control com-
mand 144 to network communication manager 120 so that a
network element may retrieve control command 144 from
network communication manager 120 in a secure manner.
For example, network controller 102 may send an activation
signal and a copy of identifier 146 to network element 108
over network 104. In some examples, network 104 may
include a different level of security relative to secure net-
work 150. Network element 108 may send 1dentifier 146, or
a copy of identifier 146, to network communication manager
120. Network communication manager 120 may authorize
network element 108 to retrieve control command 144 based
on receipt of 1dentifier 146, or a copy of 1dentifier 146, from
network element 108. As will be discussed in further detail
below, 1 response to receipt of the activation signal, net-
work element 108 may retrieve control command 144 from
network communication manager 120 by sending 1dentifier
146, or a copy of 1dentifier 146, to network communication
manager 120.

FIG. 2 depicts example system 100 of FIG. 1, with
additional details relating to a network communication man-
ager, arranged according to at least some embodiments
described herein. Those components 1n FIG. 2 that are
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labeled 1dentically to components of FIG. 1 will not be
described again for the purposes of clarity and brevity.

Control command 144 may be sent to network commu-
nication manager 120 and may be eflective to configure a
network element to take an action related to a software
defined network. In some examples, control command 144
may be encrypted. Network controller 102 may be effective
to send 1dentifier 146 (or a copy of i1dentifier 146) and an
activation signal 202 to network elements (such as, for
example, network elements 106, 108, 110, 112, 114, and/or
116) through network 104. In various examples, i1dentifier
146 may be encrypted. Activation signal 202 may be, for
example, a ping or other control signal effective to determine
whether a particular network element 1s available to receive
an 1dentifier. In another example, activation signal 202 may
be effective to allow a particular network element to take an
action 1n response to receipt of activation signal 202. For
example, activation signal 202 may allow network element
116 to recerve 1dentifier 146 (or a copy of 1dentifier 146). To
continue the example, 1dentifier 146 and activation signal
202 may be sent to network element 116. In some examples,
identifier 146 and activation signal 202 may be first sent to
network element 106 which may, in turn, forward or send
identifier 146 and activation signal 202 to network element
116. Various other network paths may be used according to
a current configuration of network 104 to send i1dentifier 146
and activation signal 202 from network controller 102 to
network element 116. In an example, control commands
received by network elements 106, 108, 110, 112, 114,
and/or 116 which do not include an associated 1dentifier may
be ineflective to configure the network elements to take an
action related to the software defined network. In various
examples, network elements 106, 108, 110, 112, 114, and/or
116 may send i1dentifiers to network commumnication man-
ager 120 over secure network 150, which may be 1nacces-
sible to network 104. For example, access to secure network
150 may require authorization and/or authentication of
operator 140. In some examples, secure network 150 may
include communication links of low bandwidth as compared
to communication links of network 104. For example, an
authorized and authenticated operator 140 may direct net-
work controller 102 to send identifier 146 and associated
control command 144 to network communication manager
120 over secure network 150.

In response to receipt of activation signal 202, network
clement 116 may send identifier 146 to network communi-
cation manager 120. Identifier 146 may be eflective to allow
network element 116 to retrieve an associated control com-
mand 144. For example, network communication manager
120 may use identifier 146 to perform a lookup of a
command associated with identifier 146. In the current
example, control command 144 may be associated with
identifier 146. Network communication manager 120 may
send control command 144 to network element 116. In some
examples, network communication manager 120 may send
control signal 144 through one or more intervening network
clements, according to a current configuration of network
104. Control command 144 may be eflective to configure
network element 116 to take one or more actions. For
example, control command 144 may configure network
clement 116 to change routing algorithms. In some
examples, network elements, such as network elements 106,
108, 110, 112, 114, and/or 116, may be configured such that
control commands received directly from a device (and not
in response to an activation signal and/or an i1dentifier) may
be moperable to configure the network elements.

10

15

20

25

30

35

40

45

50

55

60

65

6

Among other benefits, a hacker 230 may be unable to
masquerade as a network controller and thereby configure
one or more network elements of a software defined net-
work, potentially disrupting service. Hacker 230 may be
unable to write to memories of network communication
manager 120, as network communication manager 120 may
be part of a secure network 150, which may be write
protected. Therefore, even 1f hacker 230 sends a ping and a
fake 1dentifier to a network element of network 104, hacker
230 may be unable to send a control command to a network
element, as network elements will use the fake i1dentifier to
check for associated commands at secure network commu-
nication manager 120. In some examples, the fake 1dentifier
may not identify a command, as hacker 230 may be unable
to write control commands to network communication man-
ager 120.

FIG. 3 depicts a flow diagram for an example process to
implement network control security, arranged 1n accordance
with at least some embodiments described herein. In some
examples, the process 1n FIG. 3 could be implemented using
system 100 discussed above and could be used to allow for
network control security. An example process may include
one or more operations, actions, or functions as 1illustrated
by one or more of blocks S2, S4, 56 and/or S8. Although
illustrated as discrete blocks, various blocks may be divided
into additional blocks, combined into fewer blocks, or
climinated, depending on the desired implementation. In
some examples, the process 1 FIG. 3 may be used by a
network controller configured mm communication with a
network communication manager and one or more network
clements.

Processing may begin at block S2, “Associate, by a
network controller device, an i1dentifier with the control
command.” At block S2, a network controller may associate
an 1dentifier with the control command. In some examples,
the control command may be generated based on one or
more programming instructions. In some examples, the
programming 1nstructions may be configured to alter a
characteristic of a software defined network. In various
examples, the control command may be effective to config-
ure the network element to take an action related to a
soltware defined network. In some examples, the action may
include changing from a first routing algorithm to a second
routing algorithm. In some examples, a network element
may receive a control command from a computing device
without an associated identifier. When the control command
does not include an associated i1dentifier, the control com-
mand may be ineflective to configure the network element to
take an action related to the network.

Processing may continue from block S2 to block $4,
“Send, by the network controller device, the identifier and
the associated control command over a first network with a
first level of security to a computing device.” At block S4,
the network controller device may send the identifier and the
associated control command to a computing device. In some
examples, the 1dentifier and the associated control command
may be sent from the network controller device to the
computing device over a network with a first level of
security. In some examples, first devices that are part of the
first network may be privileged to write to a memory of the
computing device.

Processing may continue from block S4 to block S6,
“Send, by the network controller device, an activation signal
to the network element over a second network with a second
level of security different from the first level of security.” At
block 56, the network controller device may send an acti-
vation signal to the network element over a second network.
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In some examples, the second network may include a second
level of security that may be different from the first level of
security of the first network. In some examples, the network
clement may send the identifier to the computing device 1n
response to receipt ol the activation signal. In some
examples, second devices that are part of the second network
may not be privileged to write to the memory of the
computing device. In some examples, the activation signal
may be a ping elflective to determine whether the network
clement 1s available to receive the copy of the identifier.

Processing may continue from block S6 to block S8,
“Send, by the network controller device, the 1dentifier to the
network element over the second network, the identifier may
be eflective to allow the network element to retrieve the
control command.” At block S8, the network controller
device may send the i1dentifier to the network element over
the second network. In some examples, the identifier may be
ellective to allow the network element to retrieve the control
command. In some other examples, the computing device
may 1dentily the control command associated with the
identifier, 1n response to receipt of the identifier from the
network element. For example, the computing device may
be eflective to perform a lookup with a copy of the 1dentifier
to 1dentify the control command associated with the 1denti-
fier. The computing device may send the control command
to the network element. In some examples, the network
controller device, the computing device, and the network
clement may be arranged in a software defined network.

FIG. 4 illustrates an example computer program product
400 that can be utilized to implement network control
security arranged 1n accordance with at least some embodi-
ments described heremn. Computer program product 400
may include a signal bearing medium 402. Signal bearing
medium 402 may include one or more instructions 404 that,
when executed by, for example, a processor, may provide the
functionality described above with respect to FIGS. 1-3.
Thus, for example, referring to system 100, network con-
troller 102 and/or network communication manager 120
may undertake one or more of the blocks shown 1n FIG. 4
in response to mstructions 404 conveyed to the system 100
by signal bearing medium 402.

In some implementations, signal bearing medium 402
may encompass a computer-readable medium 406, such as,
but not limited to, a hard disk drive, a Compact Disc (CD),
a Digital Video Disk (DVD), a digital tape, memory, etc. In

some 1mplementations, signal bearing medium 402 may
encompass a recordable medium 408, such as, but not
limited to, memory, read/write (R/W) CDs, R/'W DVDs, etc.
In some implementations, signal bearing medium 402 may
encompass a communications medium 410, such as, but not
limited to, a digital and/or an analog communication
medium (e.g., a fiber optic cable, a waveguide, a wired
communications link, a wireless communication link, etc.).
Thus, for example, computer program product 400 may be
conveyed to one or more modules of the system 100 by an
RF signal bearing medium 402, where the signal bearing
medium 402 1s conveyed by a wireless communications
medium 410 (e.g., a wireless communications medium
conforming with the IEEE 802.11 standard).

FIG. 5 1s a block diagram illustrating an example com-
puting device 500 that 1s arranged to implement network
control security arranged 1n accordance with at least some
embodiments described herein. In a very basic configuration
502, computing device 500 typically includes one or more
processors 504 (such as processor 170) and a system
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memory 506 (such as memory 172). A memory bus 508 may
be used for communicating between processor 504 and
system memory 306.

Depending on the desired configuration, processor 504
may be of any type including but not limited to a micro-
processor (uP), a microcontroller (uC), a digital signal
processor (DSP), or any combination thereof. Processor 504
may include one more levels of caching, such as a level one
cache 510 and a level two cache 512, a processor core 514,
and registers 516. An example processor core 514 may
include an arithmetic logic unit (ALU), a floating point unit
(FPU), a digital signal processing core (DSP Core), or any
combination thereol. An example memory controller 518
may also be used with processor 504, or 1n some 1implemen-
tations memory controller 518 may be an internal part of
processor 304.

Depending on the desired configuration, system memory
506 may be of any type including but not limited to volatile
memory (such as RAM), non-volatile memory (such as
ROM, flash memory, etc.) or any combination thereof.
System memory 506 may include an operating system 320,
one or more applications 522 and program data 524. Appli-
cation 522 may include a network control security algorithm
526 that 1s arranged to perform the functions as described
herein including those described with respect to system 100
of FIGS. 1-4. Program data 524 may include network
control security data 528 that may be useful to implement
network control security as 1s described herein. In some
embodiments, application 522 may be arranged to operate
with program data 524 on operating system 320 such that
network control security may be provided. This described
basic configuration 502 1s 1illustrated 1n FIG. 5 by those
components within the mner dashed line.

Computing device 500 may have additional features or
functionality, and additional interfaces to facilitate commu-
nications between basic configuration 502 and any required
devices and interfaces. For example, a bus/interface con-
troller 530 may be used to facilitate communications
between basic configuration 502 and one or more data
storage devices 532 via a storage interface bus 334. Data
storage devices 532 may be removable storage devices 536,
non-removable storage devices 338, or a combination
thereof. Examples of removable storage and non-removable
storage devices 1nclude magnetic disk devices such as
flexible disk drives and hard-disk drives (HDD), optical disk
drives such as compact disk (CD) drives or digital versatile
disk (DVD) drives, solid state drives (SSD), and tape drives
to name a few. Example computer storage media may
include volatile and nonvolatile, removable and non-remov-
able media implemented 1n any method or technology for
storage of information, such as computer readable instruc-
tions, data structures, program modules, or other data.

System memory 506, removable storage devices 536 and
non-removable storage devices 538 are examples of com-
puter storage media. Computer storage media includes, but
1s not limited to, RAM, ROM, EEPROM, flash memory or
other memory technology, CD-ROM, digital versatile disks
(DVD) or other optical storage, magnetic cassettes, mag-
netic tape, magnetic disk storage or other magnetic storage
devices, or any other medium which may be used to store the
desired information and which may be accessed by com-
puting device 500. Any such computer storage media may be
part of computing device 500.

Computing device 500 may also include an interface bus
540 for facilitating communication from various interiace
devices (e.g., output devices 542, peripheral interfaces 544,
and communication devices 546) to basic configuration 502
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via bus/interface controller 530. Example output devices
542 include a graphics processing unit 5348 and an audio
processing umt 550, which may be configured to commu-
nicate to various external devices such as a display or
speakers via one or more A/V ports 552. Example peripheral
interfaces 544 include a serial interface controller 554 or a
parallel interface controller 556, which may be configured to
communicate with external devices such as mput devices
(e.g., keyboard, mouse, pen, voice mput device, touch input
device, etc.) or other peripheral devices (e.g., printer, scan-
ner, etc.) via one or more /O ports 338. An example
communication device 546 includes a network controller
560, which may be arranged to facilitate communications
with one or more other computing devices 562 over a
network communication link via one or more communica-
tion ports 564.

The network communication link may be one example of
a communication media. Communication media may typi-
cally be embodied by computer readable instructions, data
structures, program modules, or other data 1n a modulated
data signal, such as a carrier wave or other transport mecha-
nism, and may include any information delivery media. A
“modulated data signal” may be a signal that has one or
more of 1ts characteristics set or changed 1n such a manner
as to encode mformation 1n the signal. By way of example,
and not limitation, communication media may include wired
media such as a wired network or direct-wired connection,
and wireless media such as acoustic, radio frequency (RF),
microwave, infrared (IR ) and other wireless media. The term
computer readable media as used herein may include both
storage media and communication media.

Computing device 500 may be implemented as a portion
of a small-form factor portable (or mobile) electronic device
such as a cell phone, a personal data assistant (PDA), a
personal media player device, a wireless web-watch device,
a personal headset device, an application specific device, or
a hybrid device that include any of the above functions.
Computing device 500 may also be implemented as a
personal computer including both laptop computer and
non-laptop computer configurations.

The present disclosure 1s not to be limited in terms of the
particular embodiments described in this application, which
are intended as illustrations of various aspects. Many modi-
fications and vanations can be made without departing from
its spirit and scope, as will be apparent to those skilled 1n the
art. Functionally equivalent methods and apparatuses within
the scope of the disclosure, in addition to those enumerated
herein, will be apparent to those skilled in the art from the
foregoing descriptions. Such modifications and variations
are mtended to fall within the scope of the appended claims.
The present disclosure 1s to be limited only by the terms of
the appended claims, along with the full scope of equivalents
to which such claims are entitled. It 1s to be understood that
this disclosure 1s not limited to particular methods, reagents,
compounds compositions or biological systems, which can,
of course, vary. It 1s also to be understood that the termi-
nology used herein 1s for the purpose of describing particular
embodiments only, and 1s not intended to be limiting.

With respect to the use of substantially any plural and/or
singular terms herein, those having skill in the art can
translate from the plural to the singular and/or from the
singular to the plural as 1s appropriate to the context and/or
application. The various singular/plural permutations may
be expressly set forth herein for sake of clarity.

It will be understood by those within the art that, in
general, terms used herein, and especially 1n the appended
claims (e.g., bodies of the appended claims) are generally
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intended as “open” terms (e.g., the term “including” should
be interpreted as “including but not limited to,” the term
“having” should be interpreted as “having at least,” the term
“includes™ should be interpreted as “includes but 1s not
limited to,” etc.). It will be further understood by those
within the art that 11 a specific number of an introduced claim

recitation 1s intended, such an intent will be explicitly recited
in the claim, and 1n the absence of such recitation no such
intent 1s present. For example, as an aid to understanding,
the following appended claims may contain usage of the
introductory phrases “at least one” and “one or more” to
introduce claim recitations. However, the use ol such

phrases should not be construed to imply that the introduc-
tion of a claim recitation by the indefinite articles “a” or “an”™
limits any particular claim containing such introduced claim
recitation to embodiments containing only one such recita-
tion, even when the same claim includes the introductory
phrases “one or more” or “at least one” and indefinite
articles such as “a” or “an” (e.g., “a” and/or “an” should be
interpreted to mean “at least one” or “one or more”); the
same holds true for the use of definite articles used to
introduce claim recitations. In addition, even i1f a specific
number of an introduced claim recitation 1s explicitly
recited, those skilled in the art will recognize that such
recitation should be interpreted to mean at least the recited
number (e.g., the bare recitation of “two recitations,” with-
out other modifiers, means at least two recitations, or two or
more recitations). Furthermore, 1in those instances where a
convention analogous to “at least one of A, B, and C, etc.”
1s used, 1 general such a construction 1s intended 1n the
sense one having skill in the art would understand the
convention (e.g., “a system having at least one of A, B, and
C” would include but not be limited to systems that have A
alone, B alone, C alone, A and B together, A and C together,
B and C together, and/or A, B, and C together, etc.). In those
instances where a convention analogous to “at least one of
A, B, or C, etc.” 1s used, 1n general such a construction 1s
intended in the sense one having skill in the art would
understand the convention (e.g., “a system having at least
one of A, B, or C” would include but not be limited to
systems that have A alone, B alone, C alone, A and B
together, A and C together, B and C together, and/or A, B,
and C together, etc.). It will be further understood by those
within the art that virtually any disjunctive word and/or
phrase presenting two or more alternative terms, whether in
the description, claims, or drawings, should be understood to
contemplate the possibilities of including one of the terms,
either of the terms, or both terms. For example, the phrase
“A or B” will be understood to include the possibilities of
“A” or “B” or “A and B.”

As will be understood by one skilled 1n the art, for any and
all purposes, such as 1n terms of providing a written descrip-
tion, all ranges disclosed herein also encompass any and all
possible subranges and combinations of subranges thereof.
Any listed range can be easily recognized as sufliciently
describing and enabling the same range being broken down
into at least equal halves, thirds, quarters, fifths, tenths, etc.
As a non-limiting example, each range discussed herein can
be readily broken down into a lower third, middle third and
upper third, etc. As will also be understood by one skilled 1n
the art all language such as “up to,” “at least,” “greater than,”
“less than,” and the like include the number recited and refer
to ranges which can be subsequently broken down into
subranges as discussed above. Finally, as will be understood
by one skilled in the art, a range includes each individual
member. Thus, for example, a group having 1-3 cells refers
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to groups having 1, 2, or 3 cells. Similarly, a group having
1-5 cells refers to groups having 1, 2, 3, 4, or 5 cells, and so
forth.

While various aspects and embodiments have been dis-
closed herein, other aspects and embodiments will be appar-
ent to those skilled in the art. The various aspects and
embodiments disclosed herein are for purposes of 1llustra-
tion and are not intended to be limiting, with the true scope
and spirit being indicated by the following claims.

What 1s claimed 1s:

1. A method to allow a network element to retrieve a
control command, the method comprising:

associating, by a network controller device, an 1dentifier

with the control command;

sending, by the network controller device, the identifier

and the associated control command over a first net-
work with a first level of security to a computing
device;

sending, by the network controller device, an activation

signal to the network element over a second network
with a second level of security different from the first
level of security; and

sending, by the network controller device, the identifier to

the network element over the second network, wherein
the 1dentifier 1s eflective to allow the network element
to retrieve the control command.
2. The method of claim 1, wherein:
first devices that are part of the first network are privileged
to write to a memory of the computing device; and

second devices that are part of the second network are not
privileged to write to the memory of the computing
device.

3. The method of claim 1, further comprising;:

sending, by the network element, the identifier to the

computing device, 1n response to receipt of the activa-
tion signal.
4. The method of claim 1, wherein the control command
1s generated based on one or more programming instruc-
tions.
5. The method of claim 1, further comprising:
identifying, by the computing device, the control com-
mand associated with the identifier, 1n response to
receipt of the identifier from the network element; and

sending the control command from the computing device
to the network element.

6. The method of claim 1, wherein the control command
1s ellective to configure the network element to take an
action related to a software defined network.

7. The method of claim 6, wherein the action includes
changing from a {irst routing algorithm to a second routing
algorithm.

8. The method of claim 1, wherein:

the control command 1s a first control command, the

computing device 1s a first computing device, and the
method further comprises:

receiving, by the network element, a second control

command from a second computing device over the
second network, wherein the second control command
does not 1nclude the i1dentifier.

9. The method of claim 1, wherein the network controller
device, the computing device, and the network element are
arranged 1n a software defined network.

10. A network communication system comprising:

a network controller device;

a computing device configured to be 1n communication

with the network controller device over a first network
with a first level of security; and
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a network element configured to be 1n communication
with the network controller device and the computing
device, wherein

the network controller device 1s eflective to:
send an 1dentifier and associated control command over

the first network to the computing device;

the computing device eflective to store the 1dentifier and
the associated control command 1 a memory of the
computing device;

the network controller device further eflective to:
send an activation signal to the network element over a

second network with a second level of security
different from the first level of security; and

send a copy of the identifier to the network element

over the second network;

the network element eflective to, 1n response to receipt of
the activation signal, send the copy of the identifier to

the computing device; and

the computing device further effective to, in response to

receipt of the copy of the identifier, send the control
command associated with the i1dentifier to the network
clement.
11. The network communication system of claim 10,
wherein the network controller device, the computing
device, and the network element are arranged in a software
defined network.
12. The network commumnication system of claam 11,
wherein the control command 1s effective to configure the
network element to take an action related to the software
defined network.
13. The network communication system of claim 10,
wherein to send the control command associated with the
identifier to the network element, the computing device 1s
turther eflective to perform a lookup with the copy of the
identifier to 1dentify the control command associated with
the 1dentifier.
14. The network communication system of claim 10,
wherein:
first devices that are part of the first network are privileged
to write to a memory of the computing device; and

second devices that are part of the second network are not
privileged to write to the memory of the computing
device.

15. The network communication system of claim 10,
wherein:

the control command 1s a first control command, the

computing device 1s a first computing device, and the
network element 1s further effective to:

receive a second control command from a second com-

puting device over the second network, wherein the
second control command does not include the identi-
fier.

16. A network controller device, comprising:

a processor; and

a memory configured to be 1n communication with the

processor and ellective to store one or more instruc-
tions, wherein

the processor etlective to, 1n accordance with the one or

more 1nstructions:

send an 1dentifier and control command over a first
network with a first level of security to a computing
device;

send an activation signal to a network element over a
second network with a second level of security
different from the first level of security; and

send a copy of the identifier to the network element
over the second network, wherein the network ele-
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ment 1s eflective to receive the control command
from the computing device.
17. The network controller device of claim 16, wherein
the network controller device 1s further effective to write the
control command to a memory of the computing device over
the first network.
18. The network controller device of claim 16, wherein:
first devices that are part of the first network are privileged
to write to a memory of the computing device; and

second devices that are part of the second network are not
privileged to write to the memory of the computing
device.

19. The network controller device of claam 16, wherein
the activation signal 1s a ping eflective to determine whether
the network element 1s available to receive the copy of the
identifier.

20. The network controller device of claim 16, wherein
the control command 1s generated based on one or more
programming instructions configured to alter a characteristic
ol a software defined network.
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