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A processor 1n a computer recerves a first trigger istruction when
executing an mstruction of an OS

The processor executes a memory data migration instruction ot a BIOS
according to the first trigger instruction

The processor determines a source memory card of to-be-migrated
memory data according to the memory data migration instruction of the

BIOS

The processor determines a backup memory card for the source memory
card according to the memory data migration instruction of the BIOS

The processor instructs, according to the memory data migration
instruction of the BIOS, a memory controller of the source memory card

to migrate the memory data, so that the memory controller of the source
memory card migrates the memory data of the source memory card to
the backup memory card according to an instruction of the processor
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METHOD, COMPUTER, AND APPARATUS
FOR MIGRATING MEMORY DATA

CROSS-REFERENCE TO RELATED
APPLICATION

This application 1s a continuation of International Appli-
cation No. PCT/CN2013/087650, filed on Nov. 22, 2013,

which 1s hereby incorporated by reference in 1ts entirety.

TECHNICAL FIELD

The present invention relates to computer technologies,
and 1n particular, to a method, a computer, and an apparatus
for migrating memory data.

BACKGROUND

A memory 1s also referred to as a main memory and 1s one
of important components of a computer. All programs 1n the
computer are run in the memory; therefore, performance of
the memory has great impact on the computer. The memory
can be used for temporarily storing computing data of a
processor, and data exchanged with an external memory
such as a hard disk. As long as the computer 1s running, the
processor transfers to-be-computed data to the memory for
computation, and after the computation 1s completed, the
processor transfers a result out of the memory. Running of
the memory also determines stable running of the computer.

In an X86 architecture, a server supports more memories.
For a latest Intel E7 V2 processor, a single latest Intel E7 V2
processor can support 2 memory risers at most, each
memory riser can support 12 memory modules at most, and
a quantity of memory modules 1n an 8P system can reach
192. However, a fault rate of a memory 1n a system may be
up to 0.1% currently, and a memory fault may cause not only
unstable running of the system but also a crash of the system.

In the prior art, migration of memory data 1n a computer
cannot be implemented. When a memory fault occurs 1n a
system, migration of data 1in a faulty memory riser or a faulty
memory module cannot be implemented 1n a case i which
the computer runs normally. As a result, online maintenance
cannot be performed on a faulty memory, and the faulty
memory riser or faulty memory module can be replaced only
alter the computer 1s powered ofl {first.

SUMMARY

Embodiments of the present invention provide a method,
a computer, and an apparatus for migrating memory data,
which can implement migration of the memory data in a case
in which a computer 1s not powered ofl.

According to a first aspect, an embodiment of the present
invention provides a computer, including: a processor; a
basic nput/output system; a main memory configured to
load an instruction stored in the basic mput/output system
and an 1nstruction of an operating system 1n the computer,
where the main memory includes one or more memory
cards; and a memory controller, where a corresponding
memory controller 1s configured for each memory card;
where i the computer, the processor 1s configured to
execute the instruction of the operating system, receive a
first trigger 1nstruction when executing the nstruction of the
operating system, and execute a memory data migration
instruction of the basic mput/output system according to the
first trigger instruction, where the processor performs the
following operations according to the memory data migra-
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tion 1nstruction of the basic mput/output system: determin-
ing a source memory card of to-be-migrated memory data;
determining a backup memory card for the source memory
card; and instructing a memory controller of the source
memory card to migrate the memory data; and the memory
controller of the source memory card 1s configured to
receive an 1instruction of the processor, and migrate the
memory data of the source memory card to the backup
memory card according to the instruction of the processor.

With reference to the first aspect, in a {first possible
implementation manner, the processor 1s further configured
to: set the source memory card and the backup memory card
to a mirror mode, send a data read instruction to the memory
controller of the source memory card, where the data read
instruction 1s used to instruct the memory controller of the
source memory card to read the memory data of the source
memory card, and send a data write instruction to the
memory controller of the source memory card, where the
data write 1nstruction 1s used to instruct the memory con-
troller of the source memory card to write the read data back
into the source memory card; the memory controller of the
source memory card 1s further configured to read the
memory data of the source memory card according to the
data read instruction of the processor, receive the data write
instruction sent by the processor, and send the read memory
data of the source memory card to a memory controller of
the backup memory card according to the mirror mode of the
source memory card and the backup memory card; the
memory controller of the backup memory card 1s configured
to write the received memory data of the source memory
card into the backup memory card.

With reference to the first aspect or the first possible
implementation manner of the first aspect, in a second
possible implementation manner, the processor 1s further
configured to acquire a policy of multiple migrations, and
instruct, according to the policy of multiple migrations, the
memory controller of the source memory card to perform
multiple migrations for the memory data.

With reference to the second possible implementation
manner of the first aspect, 1n a third possible implementation
manner, the processor 1s further configured to perform the
following operations (a) to (d) according to the policy of
multiple migrations, until the memory data of the source
memory card 1s completely migrated to the backup memory
card, where the operations (a) to (d) include: (a) determining
an amount of data of a current migration, and instructing the
memory controller of the source memory card to migrate the
amount of data of the current migration to the backup
memory card; or determining duration of a current migra-
tion, and instructing the memory controller of the source
memory card to migrate the memory data within the dura-
tion of the current migration; (b) after determining that the
memory controller of the source memory card completes the
current migration, exiting the basic input/output system and
executing the instruction of the operating system; (¢) receiv-
ing a second trigger instruction, where the second trigger
instruction 1s used to instruct the processor to return to
execute the memory data migration instruction of the basic
input/output system; and (d) returning to perform step (a)
according to the memory data migration instruction of the
basic input/output system.

With reference the first aspect or the first possible imple-
mentation manner, the second possible 1mplementation
manner or the third possible implementation manner of the
first aspect, in a fourth possible implementation manner, the
memory controller of the source memory card 1s further
configured to monitor erroneous data in the source memory
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card, and trigger the first trigger instruction if an amount of
erroneous data exceeds a threshold; the processor 1s further
configured to recerve the first trigger instruction triggered by
the memory controller of the source memory card.

With reference to the first aspect or the first possible
implementation manner, the second possible implementa-
tion manner or the third possible implementation manner of
the first aspect, 1n a fifth possible implementation manner,
the operating system 1s further configured to set a memory
data migration start policy, or receive a memory data migra-
tion start instruction sent by a user, and the operating system
instructs, according to the start policy or the start instruction,
the processor to generate the first trigger nstruction.

According to a second aspect, an embodiment of the
present invention provides a method for migrating memory
data, used to migrate memory data in a computer, where the
method includes: recerving, by a processor 1 the computer,
a first trigger 1nstruction when executing an mstruction of an
operating system; executing, by the processor, a memory
data migration instruction of a basic input/output system
according to the first trigger instruction; and performing, by
the processor, the following operations according to the
memory data migration instruction of the basic input/output
system: determining a source memory card of to-be-mi-
grated memory data; determining a backup memory card for
the source memory card; and 1nstructing a memory control-
ler of the source memory card to migrate the memory data,
so that the memory controller of the source memory card
migrates the memory data of the source memory card to the
backup memory card according to an instruction of the
Processor.

With reference to the second aspect, 1n a first possible
implementation manner, the method further includes: set-
ting, by the processor, the source memory card and the
backup memory card to a mirror mode, where the struct-
ing, by the processor, a memory controller of the source
memory card to migrate the memory data, so that the
memory controller of the source memory card reads the
memory data of the source memory card and writes the read
memory data of the source memory card into the backup
memory card according to an instruction of the processor
includes: sending, by the processor, a data read 1nstruction
to the memory controller of the source memory card, where
the data read mstruction 1s used to instruct the memory
controller of the source memory card to read the memory
data of the source memory card; reading, by the memory
controller of the source memory card, the memory data of
the source memory card according to the data read mnstruc-
tion of the processor; sending, by the processor, a data write
instruction to the memory controller of the source memory
card, where the data write instruction 1s used to instruct the
memory controller of the source memory card to write the
read data back into the source memory card; and receiving,
by the memory controller of the source memory card, the
data write mstruction sent by the processor, and sending the
read memory data of the source memory card to a memory
controller of the backup memory card according to the
mirror mode of the source memory card and the backup
memory card, so that the memory controller of the backup
memory card writes the recetved memory data of the source
memory card into the backup memory card.

With reference to the second aspect or the first possible
implementation manner of the second aspect, 1n a second
possible implementation manner, before the 1nstructing, by
the processor, a memory controller of the source memory
card to migrate the memory data, the method further
includes: acquiring, by the processor, a policy of multiple
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migrations; and instructing, by the processor according to
the policy of multiple migrations, the memory controller of
the source memory card to perform multiple migrations for
the memory data.

With reference to the second possible implementation
manner of the second aspect, in a third possible implemen-
tation manner, the mstructing, by the processor according to
the policy of multiple migrations, the memory controller of
the source memory card to perform multiple migrations for
the memory data includes: (a) determining, by the processor,
an amount of data of a current migration, and instructing the
memory controller of the source memory card to migrate the
amount ol data of the current migration to the backup
memory card; or determining, by the processor, duration of
a current migration, and instructing the memory controller
of the source memory card to migrate the memory data
within the duration of the current migration; (b) after deter-
mining that the memory controller of the source memory
card completes the current migration, exiting, by the pro-
cessor, the basic iput/output system and executing the
instruction of the operating system; (c) receiving, by the
processor, a second trigger instruction, where the second
trigger instruction 1s used to instruct the processor to return
to execute the memory data migration instruction of the
basic input/output system; and (d) returning, by the proces-
sor, to perform step (a) according to the memory data
migration nstruction of the basic input/output system, until
the memory data of the source memory card 1s completely
migrated to the backup memory card.

With reference the second aspect or the first possible
implementation manner, the second possible implementa-
tion manner or the third possible implementation manner of
the second aspect, in a fourth possible 1implementation
manner, the memory controller of the source memory card
monitors erroneous data in the source memory card, and the
memory controller of the source memory card triggers the
first trigger instruction if an amount of erroneous data
exceeds a threshold; and the processor receives the first
trigger instruction triggered by the memory controller of the
source memory card.

With reference to the second aspect or the first possible
implementation manner, the second possible implementa-
tion manner or the third possible implementation manner of
the second aspect, 1n a fifth possible implementation manner,
when the processor in the computer executes the 1nstruction
of the operating system, the method further includes:
instructing, by the operating system according to a pre-
configured memory data migration start policy or a memory
data migration start instruction of a user, the processor to
generate the first trigger nstruction; and receiving, by the
processor, the first trigger instruction generated by the
Processor.

According to a third aspect, an embodiment of the present
invention provides a basic input/output system, where the
basic input/output system includes a computer executable
instruction, where when a processor 1n a computer executes
the computer executable 1nstruction, the processor executes
the following method: determining a source memory card of
to-be-migrated memory data; determining a backup memory
card for the source memory card; and instructing a memory
controller of the source memory card to migrate the memory
data, so that the memory controller of the source memory
card migrates the memory data of the source memory card
to the backup memory card according to an instruction of the
Processor.

With reference to the third aspect, the processor further
executes the following method according to the computer
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executable 1nstruction: setting the source memory card and
the backup memory card to a mirror mode, where the
instructing a memory controller of the source memory card
to migrate the memory data, so that the memory controller
of the source memory card reads the memory data of the
source memory card and writes the read memory data of the
source memory card into the backup memory card according
to an instruction includes: sending a data read instruction to
the memory controller of the source memory card, where the
data read 1nstruction 1s used to struct the memory control-
ler of the source memory card to read the memory data of the
source memory card; and sending a data write instruction to
the memory controller of the source memory card, where the
data write istruction 1s used to instruct the memory con-
troller of the source memory card to write the read data back
into the source memory card, so that the memory controller
of the source memory card reads the memory data of the
source memory card according to the data read 1nstruction of
the processor, and after receiving the data write mstruction,
sends the read memory data of the source memory card to a
memory controller of the backup memory card according to
the mirror mode of the source memory card and the backup
memory card.

With reference to the thuird aspect or the first possible
implementation manner of the third aspect, in a second
possible 1mplementation manner, the processor further
executes the following method according to the computer
executable 1nstruction: acquiring a policy of multiple migra-
tions; and instructing, according to the policy of multiple
migrations, the memory controller of the source memory
card to perform multiple migrations for the memory data.

With reference to the second possible implementation
manner of the third aspect, in a third possible implementa-
tion manner, the 1structing, by the processor according to
the policy of multiple migrations, the memory controller of
the source memory card to perform multiple migrations for
the memory data includes: determining an amount of data of
a current migration, and 1nstructing the memory controller
of the source memory card to migrate the amount of data of
the current migration to the backup memory card; or deter-
mimng duration of a current migration, and instructing the
memory controller of the source memory card to migrate the
memory data within the duration of the current migration;
and after determining that the memory controller of the
source memory card completes the current migration, exit-
ing the basic mput/output system and executing an instruc-
tion of an operating system.

With reference to the thurd aspect or the first possible
implementation manner, the second possible implementa-
tion manner, or the third possible implementation manner, in
a fourth possible implementation manner, the basic mput/
output system further includes: after determining that the
memory data of the source memory card 1s completely
migrated to the backup memory card, changing a target
memory card pointed to by a system address of the source
memory card to the backup memory card.

In the embodiments of the present invention, after receiv-
ing a first trigger instruction, a processor exits an operating
system and executes a memory data migration instruction of
a basic mput/output system, where the memory data migra-
tion instruction of the basic mput/output system enables the
processor to determine a source memory card ol to-be-
migrated memory data, determine a backup memory card for
the source memory card, and 1nstruct a memory controller of
the source memory card to read the memory data of the
source memory card and write the read memory data of the
source memory card mnto the backup memory card, so that
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the memory data of the source memory card can be
migrated. This implements online maintenance of a faulty
memory card 1n a case in which a computer 1s not powered
ofl, and solves the problem 1in the prior art that a faulty
memory card can be replaced or maintained only when an

il

entire computer 1s powered ofl.

BRIEF DESCRIPTION OF DRAWINGS

To describe the technical solutions i the embodiments of
the present ivention more clearly, the following briefly
introduces the accompanying drawings required for describ-
ing the embodiments. Apparently, the accompanying draw-
ings 1n the following description show merely some embodi-
ments of the present invention, and a person of ordinary skall
in the art may still derive other drawings from these accom-
panying drawings without creative eflorts.

FIG. 1 1s a systematic block diagram of a computer
according to an embodiment of the present mnvention;

FIG. 2 1s a flowchart of a method for migrating memory
data according to an embodiment of the present invention;

FIG. 3 1s a flowchart of another method for migrating
memory data according to an embodiment of the present
invention;

FIG. 4 1s a flowchart of still another method for migrating,
memory data according to an embodiment of the present
invention; and

FIG. 5 1s a composition diagram ol an apparatus accord-
ing to an embodiment of the present invention.

DESCRIPTION OF EMBODIMENTS

Embodiments of the present invention provide a method,
a computer, and an apparatus for migrating memory data,
which can implement migration of memory data in a case in
which a computer runs normally.

Computer for Implementing Migration of Memory
Data

FIG. 1 shows an example of a computer according to an
embodiment of the present invention, where the computer
may include a main memory 101, a memory controller 102,
a processor 105, a basic input/output system (BIOS) 104,
and a hard disk (not shown 1n FIG. 1). The main memory
101 1ncludes at least one memory card, and 1n FIG. 1, three
memory cards are used as an example, which are memory
cards 101-A, 101-B, and 101-C. The memory controller 102
1s configured to control the main memory 101, and a
corresponding memory controller 102 may be configured for
cach memory card in the main memory 101, for example, a
memory controller 102-A for the memory card 101-A, a
memory controller 102-B for the memory card 101-B, and
a memory controller 102-C for the memory card 101-C.
Specifically, the memory card 1n this embodiment may be
any storage medium that can be used as a memory, such as
a memory riser or a memory module, and one memory card
may refer to one memory module or one memory riser, and
may also refer to a set of multiple memory modules or a set
of multiple memory risers. A corresponding memory con-
troller 1s configured for each memory card. There may be a
one-to-one, one-to-many, or many-to-one correspondence
between the memory cards and the memory controllers. FIG.
1 1s merely one of implementation examples of the present
invention.

After the computer 1s powered on, the main memory 101
may load an 1nstruction of the BIOS 104 and an instruction,
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stored in the hard disk, of an operating system (OS) 103 1n
the computer when the computer 1s powered on and started.
The processor 105 may execute the instruction of the BIOS
104 or the mstruction of the OS 103 in the computer. For
example, the processor 105 may execute the instruction of
the BIOS 104 to mitialize a device in the computer, and
execute the mnstruction of the OS 103 to perform a read/write
operation on the memory card. The processor 105 mainly
refers to a Central Processing Unit (CPU) core part, and may
be one CPU core or may be a set of multiple CPU cores. In
this embodiment of the present invention, the processor 105

1s a set ol multiple CPU cores. The BIOS 104 may be a

processing chip, where multiple processing instructions are
registered with the processing chip, and the processor 105
may execute these processing instructions.

In this embodiment, to implement migration of memory
data, a backup memory card needs to be configured 1n the
computer to serve as a target memory card to which memory
data of a source memory card 1s migrated; in addition, a
memory card from which memory data i1s to be migrated 1s
referred to as a source memory card 1n this embodiment. In
the embodiment shown 1n FIG. 1, the memory cards 101-A
and 101-B may be the source memory cards, and the
memory card 101-C 1s the backup memory card configured
in this embodiment of the present invention. In this embodi-
ment, an example 1s used in which one backup memory card
101-C 1s specified for the computer, and 1n practice, multiple
backup memory cards may be specified for the computer.
The purpose of migration of memory data mentioned 1n this
embodiment of the present invention 1s to enable a backup
memory card to obtain memory data of a source memory
card; to achieve the purpose of the migration, manners such
as duplicating, copying, or migrating the memory data may
be used 1n a specific implementation. All the foregoing
specific implementation manners fall within the scope of
“migration” 1n this embodiment of the present invention as
long as the purpose of the migration, that 1s, to enable a
backup memory card to obtain memory data of a source
memory card, 1s achieved.

In this embodiment of the present invention, the BIOS
104 can be improved, for example, registering a new
memory data migration instruction with the BIOS 104, so
that the processor executes the memory data migration
instruction of the BIOS 104 to implement migration of the
memory data.

The components of the computer 1n this embodiment of
the present invention may perform the following operations:

The processor 103 1s configured to receive a memory data
migration trigger instruction when executing the instruction
of the OS 103, and exit the OS 103 and execute the memory
data migration instruction of the BIOS 104 according to the
memory data migration trigger instruction, where the
memory data migration instruction of the BIOS 104 enables
the processor to perform the following operations: deter-
mining a source memory card of to-be-migrated memory
data, for example, the source memory card 101-A, deter-
mimng a backup memory card for the source memory card,
for example, the backup memory card 101-C, and instruct-
ing the memory controller 102-A of the source memory card
to migrate the memory data.

The memory controller 102-A of the source memory card
1s configured to receive an instruction of the processor, read
memory data of the source memory card 101-A according to
the mstruction of the processor, and write the read memory
data of the source memory card 101-A into the backup
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memory card, so as to implement migration of the data of the
source memory card 101-A to the backup memory card

101-C.

In this embodiment of the present invention, the processor
105 may receive the memory data migration trigger instruc-
tion when running the 1nstruction of the OS, and exit the OS
103 and execute the memory data migration instruction of
the BIOS 104 according to the memory data migration
trigger instruction, implementing that the data of the source
memory card 101-A 1s written into the backup memory card
101-C. In this way, the memory data of the source memory
card 101-A can be migrated 1n a case 1n which the computer
1s not powered ofl, thereby implementing online mainte-
nance of a faulty memory card, and solving the problem in
the prior art that a faulty memory card can be replaced or
maintained only when an entire computer 1s powered ofl. In
addition, the processor executes the instruction of the BIOS
to complete the migration of the memory data; therefore,
migration of data of a memory card 1in which an OS kernel
module 1s located can be implemented, avoiding the prob-
lem that data of the OS kernel module cannot be migrated by
means of an OS operation.

The following mtroduces this embodiment of the present
invention in detail.

About Configuration of the Backup Memory Card

In this embodiment, to ensure that the memory data
migration instruction 1s correctly executed, the backup
memory card used as a target device of the to-be-migrated
memory data has a difference from another memory card in
the computer. For example, the backup memory card 1s
invisible to the OS 103 belfore the migration of the memory
data 1s completed, that 1s, the OS 103 cannot perform a
read/write operation on the backup memory card. The pro-
cessor 105 can execute the instruction of the BIOS 104 to
perform special imtialization on the backup memory card
101-C, so that the backup memory card 101-C gets ready
and can be normally used. However, the initialization pro-
cess avoids allocating a system address to the backup
memory card 101-C, so that the OS 103 cannot perform any
read/write operation on the backup memory card 101-C. In
this way, it can be ensured that the memory data of the
source memory card 1s completely migrated to the backup
memory card, and be ensured that migrated data will not be
overwritten by other data 1n the migration process, thereby
avoilding damage to the migrated memory data.

Configuration of the backup memory card may include:

1. Specily and record an 1dentifier of the backup memory
card. It may be that the identifier of the backup memory card
1s recorded 1n a storage module in the computer by using the
OS 103 after a user mnserts the backup memory card 1nto a
hardware slot, for example, recorded in an advanced con-
figuration and power fault management interface (ACPI)
list, where the ACPI list 1s a set of information tables
exchanged between the OS 103 and the BIOS 104, and both
the OS 103 and the BIOS 104 can perform a query operation
on the ACPI list. In this case, a memory card that exists as
hardware 1n the computer is specified as the backup memory
card. It may also be that the user does not 1nsert the backup
memory card into a hardware slot; istead, a slot number of
the hardware slot into which the backup memory card is to
be inserted subsequently 1s specified, and the specified slot
number 1s recorded as the i1dentifier of the backup memory
card. In this case, a memory card that has not come into
existence as hardware 1n the computer 1s specified as the
backup memory card.
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The 1dentifier of the backup memory card 1s specified and
recorded, and the processor 105 may subsequently query the

storage module used to record the backup memory card, for
example, the ACPI list, to determine the backup memory
card.

2. Perform special initialization on the backup memory
card. After the backup memory card 1s specified, the special
initialization may be performed on the backup memory card,
so that the backup memory card gets ready, and the com-
puter can write the memory data of the source memory card
into the backup memory card. To imtialize the backup
memory card, the memory card needs to be inserted into the
hardware slot. In fact, time for inserting the backup memory
card into the hardware slot may be very flexible. The backup
memory card may be inserted before the backup memory
card 1s specified, after the backup memory card 1s specified,
or at any time before the memory data 1s migrated. Specifi-
cally, imtialization scenarios may be classified mto two
types. In one type, before the migration of the memory data
1s started, a user presses a button on the backup memory
card, and the button generates an nitialization interrupt, so
that the BIOS 104 performs special initialization on the
backup memory card. In the other type, after the migration
of the memory data 1s started, 1f the BIOS detects that the
backup memory card has not been nitialized, the 1nitializa-
tion of the backup memory card may be started temporarily.

The special imitialization performed on the backup
memory card refers to the configuration of the backup
memory card, so that the backup memory card gets ready
and can be normally used, but 1s invisible to the OS 103. The
initialization process includes various actions of normal
iitialization except allocation of a system address to the
backup memory card in the imitialization process. For
example, the 1mtialization of the backup memory card may
include supplying the backup memory card with power,
configuring a parameter such as related performance, con-
figuring a communication connection between the backup
memory card and the processor 1n the computer, detecting
whether a normal read/write operation can be performed on
the backup memory card, and the like. When the backup
memory card 1s 1imtialized, allocation of a system address to
the backup memory card 1s avoided, so that the OS 103
cannot acquire a system address of the backup memory card
and cannot perform any read/write operation on the backup
memory card. That 1s, although the backup memory card
gets ready, 1t 1s 1nvisible to the OS; in this case, the OS
cannot use the backup memory card.

About Triggering of the Migration of the Memory
Data

In this embodiment of the present invention, start of the
migration of the memory data 1s triggered according to a
fault condition of the source memory card or a requirement
of a user. That 1s, after the computer 1s powered on and
started, the computer normally executes the instruction of
the OS 103, and according to the recerved memory data
migration trigger 1nstruction, switches to the BIOS 104 and
executes the mstruction of the BIOS 104, so as to implement
the migration of the memory data. In this embodiment of the
present invention, the processor 105 migrates the memory
data only when receiving the memory data migration trigger
instruction. That 1s, the memory data 1s migrated for a source
memory card specified by a user or a source memory card
that has a specific fault, without a need to specily a fixed
source memory card i advance, and without a need to
pre-configure a mirror relationship between the source
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memory card and the backup memory card either. Therefore,
in this embodiment of the present invention, the migration of

the memory data 1s triggered for a specific source memory
card, which not only ensures timely processing of a fault, but
also saves resources of the computer, and ensures high
elliciency of the computer.

In this embodiment of the present invention, the memory
data migration trigger instruction i1s used to instruct the
processor 105 to exit the OS 103 and execute the memory
data migration mstruction of the BIOS 104, so as to imple-
ment the migration of the memory data. In this embodiment
of the present invention, one-time migration of the memory
data may be implemented, and multiple migrations of the
memory data may also be implemented; therefore, in this
embodiment of the present invention, the memory data
migration trigger instruction may include a first trigger
instruction and a second trigger instruction, where a memory
data migration trigger instruction for starting a first-time
migration of the memory data i1s referred to as the first
trigger 1nstruction, and a memory data migration trigger
istruction for triggering a subsequent migration of the
memory data 1s referred to as the second trigger instruction.

The first trigger instruction may be triggered flexibly. For
example, the first trigger instruction may be triggered by the
processor 105 according to the instruction of the OS 103,
and the first trigger nstruction may also be triggered by the
memory controller 102-A of the source memory card. Spe-
cifically, for example:

(1) The memory controllers 102-A and 102-B of the
source memory cards may further monitor erroneous data in
the source memory cards 101-A and 101-B respectively, and
il an amount of erroneous data in the source memory card
101-A or 101-B exceeds a threshold, the corresponding
memory controller may trigger the first trigger istruction.
For example, 11 an amount of erroneous data in the source
memory card 101-A exceeds the threshold, the memory
controller 102-A triggers the first trigger instruction; the
processor 105 may receive the first trigger instruction trig-
gered by the memory controller 102-A of the source memory
card, exit the OS 103, and execute the memory data migra-
tion instruction of the BIOS 104. Specifically, the first
trigger mstruction may be a system management interrupt
(SMI).

(2) The first trigger mstruction may be generated by the
processor that 1s directly triggered by the OS according to a
memory data migration start istruction sent by a user, and
may also be generated by the OS according to a memory
data migration start policy pre-configured by a user in the
OS. For example, the user directly sends an instruction to the
OS, and the OS 1nstructs, according to the instruction of the
user, the processor to generate the first trigger instruction, or
for example, the user pre-configures in the OS a start policy
that the memory data migration 1s started according to time
or a running status of the processor, and the OS instructs the
processor to generate the first trigger instruction when the
start policy 1s satisfied. The processor 105 may receive the
first trigger 1nstruction triggered by the processor 103, exit

the OS 103, and execute the memory data migration nstruc-
tion of the BIOS 104.

About Implementation of Migration of the Memory
Data for Multiple Times

In a preferred embodiment of the embodiments of the
present invention, the memory data 1s migrated for multiple
times. In the process of migrating the memory data, 1f the
processor 105 executes the instruction of the BIOS 104 all
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the time to migrate the memory data, the processor 105
cannot execute the instruction of the OS 103 to process a
service within a relatively long time, which affects normal
running of the computer, results 1 processing of other
services being in an interrupted state for a long time, and
allects user experience; therefore, the processor 105 may
perform multiple migrations for the memory data. For
example, alter one migration of memory data 1s completed,
the processor 105 may exit the BIOS 104 and execute the
instruction of the OS 103 to perform normal service pro-
cessing, and t1ll a next migration of the memory data, the
processor 1035 exits the OS 103 and executes the memory
data migration instruction of the BIOS 104 again to continue
to migrate the memory data. This manner of migrating the
memory data for multiple times enables the processor to
execute the instructions of the OS 103 and the BIOS 104
alternatively and complete the migration of the memory data
finally, thereby avoiding long-time 1nterruption of a system
service, and ensuring that a system runs normally.

For the manner of migrating the memory data for multiple
times, 1n another embodiment of the present mnvention, the
memory data migration instruction of the BIOS 104 may be
turther 1improved, so that the processor 105 can acquire a
policy of multiple migrations when executing the memory
data migration instruction of the BIOS 104, and instruct,
according to the policy of multiple migrations, the memory
controller 102-A of the source memory card to periform
multiple migrations for the memory data. The policy of
multiple migrations may be configured by a user. For
example, the user may specily an amount of data of each
migration or duration of each migration according to a
requirement, and when the processor 105 executes the
memory data migration instruction of the BIOS 104, the
processor 105 may perform the following operations (a) to
(d) according to the specified amount of data of each
migration or the specified duration of each migration, until
the memory data of the source memory card 101-A 1s
completely migrated to the backup memory card 101-C. The
operations (a) to (d) iclude: (a) determining an amount of
data of a current migration according to the specified amount
of data of each migration, and instructing the memory
controller 102-A of the source memory card to migrate the
amount ol data of the current migration to the backup
memory card 101-C; or determining duration of a current
migration according to the duration of each migration, and
instructing the memory controller 102-A of the source
memory card to migrate the memory data within the dura-
tion of the current migration; or instructing, according to the
running status of the processor, the memory controller
102-A of the source memory card to migrate the memory
data within a time period in which the running status of the
processor 1s 1dle. That the running status of the processor 1s
an 1dle state may be that usage of the processor 1s less than
a set threshold; (b) after determining that the memory
controller 102-A of the source memory card completes the
current migration, exiting the BIOS 104 and executing the
instruction of the OS 103; (¢) receiving the second trigger
instruction, where the second trigger instruction 1s used to
instruct the processor to return to execute the instruction of
the BIOS 104, so as to continue to migrate the memory data;
and (d) returning to perform step (a).

The processor 105 migrates the data of the source
memory card 101-A to the backup memory card 101-C for
multiple times by performing the foregoing operations (a) to
(d).

The second trigger instruction may be triggered by the
processor 1035 according to the imstruction of the OS 103,
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and may also be triggered according to a pre-configured
trigger condition of the second trigger instruction. For

example, the trigger condition of the second trigger mstruc-
tion may be configured in the migration policy, and the
trigger condition of the second trigger instruction may
include an interval of each migration or the running status of
the processor. The processor 105 may configure a memory
migration timer according to the interval of each migration,
so that the memory migration timer triggers the second
trigger instruction according to the interval of each migra-
tion; for example, the memory migration timer may be
configured in a south bridge 1n the computer. Alternatively,
the processor 105 triggers the second trigger instruction
according to the running status of the processor 105; for
example, the processor 105 triggers the second trigger
instruction when the running status of the processor 105 1s
idle.

In this embodiment of the present invention, the processor
105 may 1instruct, according to the policy of multiple migra-
tions, the memory controller 102-A of the source memory
card to migrate the memory data of the source memory card
to the backup memory card for multiple times, so that in the
process of migrating the memory data and according to a
requirement, the processor can exit the OS 103 and execute
the memory data migration instruction of the BIOS 104, or
exit the BIOS 104 and execute the instruction of the OS 103
to perform service processing. In this way, a service of the
computer can be processed 1n time, long-time interruption of
the service of the computer that 1s caused by migration of a
large amount of memory data 1s avoided, and normal run-
ning of the computer 1s ensured.

About Setting of the Source Memory Card and the
Backup Memory Card to a Mirror Mode

Betfore the memory data 1s migrated, the processor 105
may further set the source memory card and the backup
memory card to a mirror mode, so that the memory con-
troller 102-A of the source memory card can write the
memory data of the source memory card into the backup
memory card according to the instruction of the processor
105 and the mirror mode.

Specifically, after the processor 105 executes the memory
data migration nstruction of the BIOS 104, and determines
the source memory card 101-A and the backup memory card
101-C, the i1dentifier of the backup memory card may be
configured 1n the memory controller 102-A of the source
memory card, and an 1dentifier of the source memory card
1s configured 1n the memory controller 102-C of the backup
memory card, so that the source memory card 101-A and the
backup memory card 101-C are set to the mirror mode.
Certainly, setting the mirror mode further includes an opera-
tion, such as establishing a data transmission channel
between the source memory card 101-A and the backup
memory card 101-C, and a specific implementation 1s not
described 1n detail herein.

When executing the memory data migration instruction of
the BIOS 104, the processor 105 may further send a data
read istruction to the memory controller of the source
memory card according to the instruction of the BIOS 104,
where the data read mstruction 1s used to instruct the
memory controller 102-A of the source memory card to read
the data of the source memory card 101-A; after recerving a
response message that 1s of the data read instruction and 1s
sent by the memory controller 102-A of the source memory
card, the processor 105 may further send a data write
instruction to the memory controller 102-A of the source
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memory card, where the data write instruction 1s used to
instruct the memory controller 102-A of the source memory
card to write the read data back into the source memory card
101-A. Therefore, the memory controller 102-A of the
source memory card may read the data of the source memory
card 101-A according to the data read 1nstruction sent by the
processor 105, write the read data back into the source
memory card 101-A according to the data write instruction
sent by the processor 105, and write the read data into the
memory controller 102-C of the backup memory card
according to the 1dentifier that 1s of the backup memory card
and 1s configured 1n the memory controller 102-A of the
source memory card, and the memory controller 102-C of
the backup memory card writes the received data into the
backup memory card 101-C, so as to implement the migra-
tion of the data of the source memory card 101-A to the
backup memory card 101-C.

By means of the foregoing manner, the processor 105 may
migrate all data of the source memory card 101-A to the
backup memory card 101-C, which ensures complete migra-
tion of the memory data. In addition, because the source
memory card and the backup memory card are set to the
mirror mode, when the processor 1035 exits the BIOS and
executes the instruction of the OS, any write operation
performed by the OS on the source memory card 1s also
written 1nto the backup memory card, which ensures accu-
racy of the memory data that has been migrated to the
backup memory card.

About Migration of Non-Erroneous Data

Excessive erroneous data in a memory card may cause a
fault of the memory card or even a restart of the computer;
therefore, only non-erroneous data may be migrated in the
process of migrating the memory data.

When executing the memory data migration instruction of
the BIOS 104 to migrate the memory data, the processor
may further instruct the memory controller 102-A of the
source memory card to determine non-erroneous data in the
source memory card 101-A, and make a detection mark
according to a detection result. For example, iformation
about the non-erroncous data determined by the memory
controller 102-A of the source memory card 1s acquired, so
that the memory controller 102-A of the source memory card
can be instructed, according to the detection mark, to
migrate the non-erroneous data, so as to avoid a restart of the
computer or generation of a fault in the backup memory card
101-C that may be caused by migrating the erroneous data

in the source memory card 101-A to the backup memory
card 101-C.

About a Migration Condition

To ensure that the memory data 1s migrated successiully,
before the memory data 1s migrated, the processor 105 may
check whether the backup memory card 101-C meets a
migration condition, that 1s, whether the backup memory
card 101-C can be used as a target device to which the data
of the source memory card 101-A 1s migrated, so as to
prevent a data migration failure caused by a case 1n which
the 1nitialization of the backup memory card 101-C is not
completed, a memory capacity 1s insuilicient, or the like.

Specifically, when executing the memory data migration
instruction of the BIOS 104, the processor may further
perform the following operations: before instructing the
memory controller 102-A of the source memory card to
migrate the data of the source memory card 101-A to the
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backup memory card 101-C, determining whether the 1ni-
tialization of the backup memory card 101-C 1s completed,
and 11 the mitialization of the backup memory card 101-C 1s
completed, setting the source memory card 101-A and the
backup memory card 101-C to the mirror mode, so as to
migrate the memory data subsequently.

When executing the memory data migration instruction of
the BIOS 104, the processor 105 may further determine
whether a memory capacity of the backup memory card
101-C 1s greater than a memory capacity of the source
memory card 101-A; 1f the memory capacity of the backup
memory card 101-C 1s greater than the memory capacity of
the source memory card 101-A, it 1s determined that the
migration condition 1s met, and the memory data of the
source memory card 101-A may be migrated to the backup
memory card 101-C subsequently.

When executing the memory data migration instruction of
the BIOS 104, the processor 105 may further determine
whether the source memory card 101-A and the backup
memory card 101-C are controlled by a same processor; i
not, 1t indicates that the data of the source memory card
101-A may be migrated to the backup memory card 101-C,
so as to set the source memory card 101-A and the backup
memory card 101-C to the mirror mode, and migrate the
memory data subsequently.

About Replacement of the Backup Memory Card
and the Source Memory Card after the Migration
of the Memory Data 1s Completed

After the memory controller 102-A of the source memory
card completely migrates the data of the source memory
card 101-A to the backup memory card 101-C, and when the
processor 105 executes the memory data migration nstruc-
tion of the BIOS 104, a mapping relationship between a
system address of the source memory card 101-A and the
backup memory card 101-C may further be established, and
a target memory card pointed to by the system address of the
source memory card 1s changed to the backup memory card,
so that the backup memory card 101-C can replace the
source memory card 101-A, and take over all read/write
operations performed by the OS 103 on the source memory
card 101-A.

After the source memory card 1s replaced by the backup
memory card, the processor 105 may further perform a
power-oll operation on the source memory card 101-A, so
that the source memory card 101-A can be removed or
replaced 1n a case 1n which the computer 1s not powered off,
thereby solving the problem in the prior art that a faulty
memory card can be replaced or maintained only when an
entire computer 1s powered ofl.

A Method for Migrating Memory Data

With reference to the computer shown in FIG. 1, an
embodiment of the present invention provides a method for
migrating memory data, used to migrate memory data in a
computer, where a memory data migration instruction 1is
stored 1n a basic input/output system in the computer. As
shown 1n FIG. 2, the method 1ncludes:

S201: A processor 1n the computer receives a first trigger
instruction when executing an instruction of an OS.

The first trigger instruction may be triggered by a memory
controller of a source memory card according to a fault
condition of the source memory card. For example, when a
memory controller of a source memory card detects that an
error occurs in the source memory card multiple times, and
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a preset threshold 1s reached, the first trigger instruction may
be triggered to instruct the processor to start memory data
migration for the source memory card in which an error
occurs multiple times. It may also be that the OS triggers,
according to an 1nstruction of a user, the processor to trigger
the first trigger instruction. For example, when the user has
a migration requirement, the user may actively send a start
istruction to the OS, and the OS instructs, according to the
start instruction, the processor to trigger the first trigger
instruction. For another example, the user may pre-configure
a start policy 1 the OS, and when the start policy 1s satisfied,
the processor 1s triggered to trigger the first trigger mnstruc-
tion.

S5202: The processor executes the memory data migration
instruction of the BIOS according to the first trigger instruc-
tion.

After acquiring the first trigger instruction, the processor
exits the operating system and executes the memory data
migration instruction of the BIOS, where the memory data
migration instruction of the BIOS enables the processor to
perform step S203 to step S205.

S203: The processor determines a source memory card of
to-be-migrated memory data according to the memory data
migration instruction of the BIOS.

S204: The processor determines a backup memory card
for the source memory card according to the memory data
migration instruction of the BIOS.

The processor may determine a target memory card of the
source memory card, and generally, the target memory card
1s the backup memory card. The backup memory card may
be pre-configured.

S205: The processor mstructs, according to the memory
data migration mstruction of the BIOS, a memory controller
of the source memory card to migrate the memory data, so
that the memory controller of the source memory card
migrates the memory data of the source memory card to the
backup memory card according to an instruction of the
Processor.

After determining the source memory card and the backup
memory card, the processor may instruct, according to the
memory data migration istruction of the BIOS, the memory
controller of the source memory card to read the memory
data of the source memory card, and write the read data into
the backup memory card, so as to implement the migration
of the memory data of the source memory card to the backup
memory card. In this embodiment of the present invention,
the processor may receive the first trigger 1nstruction, and
exit the operating system and execute the memory data
migration instruction of the BIOS according to the first
trigger 1nstruction, where the memory data migration
instruction of the BIOS enables the processor to determine
the source memory card of the to-be-migrated memory data
and the backup memory card of the source memory card,
and instruct the memory controller of the source memory
card to write the memory data of the source memory card
into the backup memory card, so that the memory data of the
source memory card can be migrated in a case 1n which the
computer 1s not powered ofl, thereby implementing online
maintenance ol a faulty memory card, and solving the
problem 1n the prior art that a faulty memory card can be
replaced or maintained only when an entire computer 1s
powered ofl. In addition, the processor executes the mstruc-
tion of the BIOS to complete the migration of the memory
data; therefore, migration of data of a memory card in which
an OS kernel module 1s located can be implemented, avoid-
ing the problem that data of the OS kernel module cannot be
migrated.
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Specific Embodiment 1 of the Method

With reference to the computer shown 1 FIG. 1, as shown
in FIG. 3, an embodiment of the present invention provides
a method for migrating memory data, used to migrate
memory data in a computer, where a memory data migration
instruction 1s stored in a BIOS 1n the computer. For example,
memory data of a source memory card may be migrated to
a backup memory card; the source memory card may be a
memory card 101-A; the backup memory card may be a
memory card 101-C; the memory card 101-C may be a
memory card that has been inserted into a hardware slot
before the computer 1s powered on, and may also be a
memory card that 1s temporarily added; before the memory
data 1s migrated, an identifier of the memory card 101-C 1s
configured 1n an ACPI list, and a process of special 1nitial-
ization needs to be completed before the migration 1s
performed. The method for migrating memory data 1n this
embodiment of the present invention may include:

S301: A processor acquires a specified identifier of a
backup memory card and configures the identifier in an
ACPI list according to an instruction of the BIOS.

When the computer 1s powered on and started, the pro-
cessor executes the mstruction of the BIOS, and may present
a start menu of the BIOS to a user. The user configures the
specified 1dentifier of the backup memory card by using the
start menu of the BIOS, and the processor may obtain the
identifier of the backup memory card configured by the user,
and record the 1dentifier in the ACPI list, so that information
about the backup memory card can be acquired subsequently
by reading the ACPI list. Certainly, the processor may also
record the identifier of the backup memory card 1n another
storage unit or list as long as the processor can acquire the
recorded 1dentifier of the backup memory card subsequently,
which 1s not limited herein by this embodiment of the
present 1nvention.

The 1dentifier of the backup memory card may be a slot
number of a slot mto which the backup memory card 1s
inserted or a number related to the slot. In this embodiment
of the present invention, the backup memory card may have
been 1nserted into the slot before the computer 1s powered on
and started, and may also be 1nserted into the slot after the
computer 1s powered on and started. If the backup memory
card has been 1inserted into the slot, the identifier of the
backup memory card 1s the slot number of the slot into
which the backup memory card 1s currently inserted; if the
backup memory card has not been 1nserted into the slot, the
identifier of the backup memory card may be a slot number
of a slot specified by the user, and the backup memory card
may be directly mserted into the slot specified by the user
subsequently.

Step 301 15 an optional step. The user does not necessarily
provide the identifier of the backup memory card for the
processor when the computer 1s powered on and started, and
may provide the identifier of the backup memory card for the
processor after the computer 1s powered on and started; in
this case, the processor executes an struction of an OS, and
the user may provide the identifier of the backup memory
card for the processor by using the OS.

S302: The processor initializes the backup memory card
according to the instruction of the BIOS, where the imitial-
1ization process avoids allocating a system address to the
backup memory card.

After the processor acquires the identifier of the backup
memory card specified by the user, the computer may be
restarted, and the instruction of the BIOS 1s executed to
perform special mitialization on the backup memory card.
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That 1s, the mitialization process avoids allocating a system
address to the backup memory card, so that the backup
memory card gets ready but 1s mvisible to the OS.

Specifically, when the computer 1s restarted, the processor
executes an 1nitialization instruction of the BIOS, where the
initialization 1nstruction of the BIOS can enable the proces-
sor to determine whether the backup memory card has been
inserted into the slot, determine that the backup memory
card exists as hardware if the backup memory card has been
inserted into the slot, and perform the 1nitialization on the
backup memory card.

Certainly, this step 1s an optional step. In practice, the
processor may not restart the computer to perform the
initialization on the backup memory card, but perform the
initialization on the backup memory card when the backup
memory card needs to be used subsequently, for example,
before the migration, and when it 1s determined that the
iitialization of the backup memory card i1s not completed.

S303: A memory controller of a source memory card
monitors erroncous data in the source memory card, deter-
mines whether an amount of the erroneous data exceeds a
threshold, and if the amount of the erroneous data exceeds
the threshold, the memory controller of the source memory
card triggers a first trigger nstruction.

When an amount of erroneous data in a memory card
exceeds a value, 1t may cause a fault in the memory card, and
even cause a restart of the computer; therefore, when the
computer 1s powered on and started, the processor may
execute an 1nstruction of the BIOS to configure the memory
controller of the source memory card, so that the memory
controller of the source memory card can monitor the
erroneous data in the source memory card, and when the
amount of the erroneous data in the source memory card
exceeds the threshold, trigger the first trigger instruction.
The first trigger nstruction 1s used to 1nstruct the processor
to exit the OS and execute the memory data migration
instruction of the BIOS, so as to start the migration of the
memory data. The threshold may be configured by the
processor 1 the memory controller of the source memory
card when the computer 1s powered on and started, so that
the memory controller of the source memory card can
collect statistics on the erroneous data in the source memory
card after the computer 1s powered on and started, and
monitor the source memory card 1n real time.

If there are multiple source memory cards in the com-
puter, erroneous data in each source memory card may be
monitored. When 1t 1s detected that an amount of erroneous
data 1n any one of the source memory cards exceeds the
threshold, the first trigger instruction 1s triggered to 1nstruct
the BIOS to start migration of memory data in the memory
card.

That the memory controller of the source memory card
triggers the first trigger instruction may specifically be that
the memory controller of the source memory card triggers a
computer system management interrupt SMI; after receiving
the SMI interrupt triggered by the memory controller of the
source memory card, the processor enters a system manage-
ment (SM) mode, and 1n this case, the processor exits the OS
and executes the instruction of the BIOS.

In this embodiment of the present invention, the source
memory card in the computer can be monitored, and the
processor can trigger the first trigger instruction for a
problematic source memory card to perform migration of the
memory data, so that 1t can be ensured that a fault 1s solved
in time, and the memory data 1s migrated only when a fault
occurs 1n the source memory card, thereby saving a system
resource.
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Further, the memory controller of the source memory card
may record, 1n a register of the memory controller, that an
amount of erroneous data i the source memory card
exceeds the threshold, so as to subsequently instruct the
processor to determine that a problematic memory card 1s
the source memory card.

S304: The processor acquires the first trigger mstruction,
and exits an operating system and executes the memory data
migration instruction of the BIOS according to the first
trigger 1nstruction.

After recerving the SMI interrupt, the processor enters the
system management mode; 1n this case, the processor exits
the OS and executes the memory data migration instruction
of the BIOS, where the memory data migration instruction
can enable the processor to perform step S305 to step S312.

S303: The processor queries the memory controller of the
source memory card according to the memory data migra-
tion 1nstruction of the BIOS, and determines the source
memory card.

After starting the migration of the memory data, the
processor needs to determine a memory card of to-be-
migrated data, that 1s, the source memory card. The proces-
sor may execute the memory data migration instruction of
the BIOS to determine that a memory card corresponding to
a source memory controller that triggers the first trigger
instruction 1s the source memory card, for example, query-
ing the register of the memory controller in the computer,
and determining the source memory card by using informa-
tion recorded 1n the register of the memory controller of the
source memory card.

Further, after determining the source memory card, the
processor may further record an identifier of the source
memory card in the ACPI list, so that information about the
source memory card can be acquired subsequently by read-
ing the ACPI list.

S306: The processor queries the ACPI list according to the
memory data migration instruction of the BIOS, and deter-
mines the identifier of the backup memory card.

The processor may acquire a recorded identifier of a
backup memory card from the ACPI list. There may be one
or more 1dentifiers of the backup memory card or backup
memory cards; if there are multiple 1dentifiers of the backup
memory cards, the processor may acquire the multiple
identifiers of the backup memory cards from the ACPI list,
and select one from the multiple 1dentifiers of the backup
memory cards as the identifier of the backup memory card
according to the information about the source memory card.
For example, the processor selects, from the multiple backup
memory cards and according to a memory capacity of the
source memory card, a memory card whose memory capac-
ity 1s greater than the memory capacity of the source
memory card, and determines an 1dentifier of the memory
card as the identifier of the backup memory card. For
another example, the processor may select, from the mul-
tiple backup memory cards and according to information
about a processor to which the source memory card belongs,
a memory card that 1s not controlled by a same processor as
the source memory card, and determine an i1dentifier of the
memory card as the identifier of the backup memory card.

S307: The processor determines, according to the
memory data migration instruction of the BIOS, whether the
backup memory card meets a migration condition.

Before migrating the memory data of the source memory
card, the processor needs to determine whether the backup
memory card meets the migration condition, and migrate the
memory data of the source memory card only if the backup
memory card meets the migration condition. This ensures
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that the memory data 1s migrated successtully, and prevents
a data migration failure caused by a problem of an msuih-
cient memory capacity of the backup memory card, or the
like.

That the processor determines whether the backup
memory card meets a migration condition may specifically
be: determining whether the mitialization of the backup
memory card 1s completed, where 11 the mitialization of the
backup memory card 1s completed, it indicates that the
backup memory card gets ready and meets the migration
condition; 1f step S302 1s not performed before this step 1s
performed, that 1s, if the mnitialization of the backup memory
card 1s not completed, the processor may execute the ini-
tialization instruction of the BIOS at this time to perform
special initialization on the backup memory card, so that the
backup memory card gets ready and meets the migration
condition.

Further, the determiming whether the backup memory card
meets a migration condition may further be: determining
whether the memory capacity of the backup memory card 1s
greater than the memory capacity of the source memory
card, where i1f the memory capacity of the backup memory
card 1s greater than the memory capacity of the source
memory card, it indicates that the memory data of the source
memory card can be migrated to the backup memory card,
and the backup memory card meets the migration condition;
or determining whether the source memory card and the
backup memory card are controlled by a same processor,
where 11 1t 1s determined that the source memory card and
the backup memory card are not controlled by a same
processor, 1t indicates that the memory data of the source
memory card can be migrated to the backup memory card,
and the backup memory board meets the migration condi-
tion.

S308: If the backup memory card meets the migration
condition, the processor instructs, according to the memory
data migration instruction of the BIOS, the memory con-
troller of the source memory card to perform a memory
patrol operation to determine non-erroneous data in the
source memory card.

Before migrating the memory data, the processor may
instruct the memory controller of the source memory card to
execute the memory patrol operation to determine the non-
erroneous data in the source memory card, and make a
detection mark according to a detection result, so that when
the memory data of the source memory card 1s migrated to
the backup memory card subsequently, only the non-erro-
neous data in the source memory card 1s migrated according,
to the detection mark, thereby avoiding a problem such as a
restart of the computer that 1s caused by migrating the
erroneous data to the backup memory card.

The memory controller of the source memory card can
start the memory patrol operation according to an 1nstruction
of the processor, where the memory patrol operation may
specifically be: checking the memory data of the source
memory card according to a set detection mechanism, to
determine which data in the source memory card 1s the
erroneous data, and marking a system address of the erro-
neous data, that 1s, making a detection mark according to a
detection result, so that when the memory data 1s migrated
subsequently, the processor can migrate the non-erroneous
data in the source memory card according to the marked
system address of the erroneous data.

After completing the patrol operation, the memory con-
troller of the source memory card may configure the register
of the memory controller. The processor may determine, by
querying the register, whether the patrol operation 1s com-
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pleted, and after the patrol operation 1s completed, the
processor may perform step 309, that 1s, set the source
memory card and the backup memory card to a mirror mode,
s0 as to migrate the memory data.

This step 1s an optional step, and the processor does not
necessarily instruct the source memory controller to perform
the memory patrol operation.

S309: If the backup memory card meets the migration
condition, the processor sets the source memory card and the
backup memory card to a mirror mode according to the
memory data migration instruction of the BIOS.

To implement the migration of the memory data, the
processor may set the source memory card and the backup
memory card to the mirror mode, and after the mirror mode
1s set, the memory controller of the source memory card can
write the memory data of the source memory card into the
backup memory card according to the instruction of the
Processor.

Specifically, when executing the memory data migration
instruction of the BIOS, the processor may configure the
identifier of the backup memory card in the memory con-
troller of the source memory card, and configure the 1den-
tifier of the source memory card 1n a memory controller of
the backup memory card, so that the source memory card
and the backup memory card are set to the mirror mode.
Therefore, the source memory card can send the memory
data of the source memory card to the memory controller of
the backup memory card according to the istruction of the
processor, so that the memory controller of the backup
memory card writes the memory data of the source memory
card into the backup memory card.

In addition, that the source memory card and the backup
memory card are set to the mirror mode may further include
that the processor duplicates address configuration informa-
tion of the memory controller of the source memory card to
the memory controller of the backup memory card, so that
a system address 1s allocated to the backup memory card
according to an address allocation manner of the source
memory card.

S310: The processor instructs, according to the memory
data migration instruction of the BIOS, the memory con-
troller of the source memory card to migrate the memory
data.

After configuring the mirror mode of the source memory
card and the backup memory card, the processor may
instruct the memory controller of the source memory card to
migrate the memory data of the source memory card.

Specifically, the processor may send a data read instruc-
tion to the memory controller of the source memory card,
where the data read instruction 1s used to instruct the
memory controller of the source memory card to read the
memory data of the source memory card, and after deter-
mining that the memory controller of the source memory
card completes the data read instruction, the processor may
send a data write instruction to the memory controller of the
source memory card, where the data write instruction 1s used
to struct the memory controller of the source memory card
to write the read data back into the source memory card, so
as to enable the memory controller of the source memory
card to read the memory data of the source memory card
according to the data read instruction, then write the read
data 1nto the source memory card according to the data write
instruction, and send the read data to the memory controller
of the backup memory card according to the mirror mode,
and to enable the memory controller of the backup memory
card to write the read data into the backup memory card.
This implements the migration of the memory data, and all
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memory data of the source memory card can be migrated to
the backup memory card, instead of migrating only data that
1s newly written into the source memory card aiter the
migration ol the memory data 1s started.

In the process of migrating the memory data, if the
processor executes the instruction of the BIOS all the time
to migrate the memory data, the processor cannot execute
the instruction of the OS to process a service within a
relatively long time, which affects normal running of the
computer, and results 1n processing ol other services being
in an interrupted state for a long time; therefore, the pro-
cessor may perform multiple migrations for the memory
data. For example, aiter one migration of the memory data
1s completed, the processor may exit the BIOS and execute
the instruction of the OS to perform normal service process-
ing, and till a next migration of the memory data, the
processor exits the OS and executes the memory data
migration 1instruction of the BIOS again to continue to
migrate the memory data. This manner of migrating the
memory data for multiple times enables the processor to
execute the instructions of the OS and the BIOS alterna-
tively and complete the migration of the memory data
finally, thereby avoiding long-time 1nterruption of a system
service, and ensuring that a system runs normally. In this
embodiment of the present invention, to implement the
method for migrating the memory data for multiple times,
the memory data migration instruction of the BIOS may be
turther improved, for example, pre-configuring an amount of
data of each migration or duration of each migration, that 1s,
pre-configuring a policy of multiple migrations, in the
memory data migration instruction of the BIOS, so that
when executing the memory data migration instruction of
the BIOS, the processor may instruct, according to the
policy of multiple migrations, the memory controller of the
source memory card to perform multiple migrations for the
memory data. Specifically, the processor may 1nstruct, by
using the following steps, the memory controller of the
source memory card to perform multiple migrations for the
memory data: (a) the processor determines an amount of
data of a current migration according to the specified amount
of data of each migration, mstructs the memory controller of
the source memory card to migrate the amount of data of the
current migration to the backup memory card; or the pro-
cessor determines duration of a current migration according
to the duration of each migration, and 1nstructs the memory
controller of the source memory card to migrate the memory
data within the duration of the current migration; or accord-
ing to a running status of the processor, a memory controller
102-A of the source memory card is istructed to migrate the
memory data within a time period 1n which the runmng
status of the processor 1s 1dle. That the running status of the
processor 1s an 1dle state may be that usage of the processor
1s less than a set threshold; (b) after determining that the
memory controller of the source memory card completes the
current migration, the processor exits the BIOS and executes
the 1nstruction of the OS; (¢) the processor receives a second
trigger instruction, where the second trigger instruction 1s
used to instruct the processor to return to execute the
istruction of the BIOS, so as to continue to migrate the
memory data; and (d) the processor returns to perform step
(a) according to the instruction of the BIOS, until the
memory data of the source memory card 1s completely
migrated to the backup memory card.

In step (b), when exiting the BIOS and executing the
istruction of the OS to perform service processing, the
processor may perform a read/write operation on the source
memory, and even though the OS uses the processor to
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perform a data write operation on a data block A m the
source memory card that has been migrated, the memory
controller of the source memory card can still write the data
on which the write operation 1s performed into a data block
A 1n the backup memory card because the mirror mode 1s set.
This avoids a loss of data and ensures data consistency
between the backup memory card and the source memory
card.

In addition, the user may further configure a trigger
condition of the second trigger istruction in the policy of
multiple migrations, where the trigger condition of the
second trigger mstruction may be an interval of each migra-
tion. In this case, the processor may acquire the interval of
cach migration from the migration policy, and configure a
memory migration timer according to the interval of each
migration, so that the memory migration timer triggers the
second trigger 1struction according to the interval of each
migration, that 1s, instructs, according to the interval of each
migration, the processor to continue to migrate the memory
data; for example, the processor may set the memory migra-
tion timer in a south bridge in the computer.

The trigger condition of the second trigger instruction
may also be the running status of the processor. The pro-
cessor may trigger the second trigger instruction according
to the running status of the processor; for example, the
running status of the processor may be that the processor 1s
in the 1dle state, or the usage of the processor 1s less than a
specific threshold. When executing the instruction of the OS,
the processor can monmitor runmng information of the pro-
cessor 1n real time, and when the usage of the processor 1s
less than the set specific threshold, the second trigger
istruction 1s triggered, so that the processor exits the OS
and executes the instruction of the BIOS according to the
second trigger instruction triggered by the processor to
continue to migrate the memory data. Certainly, the proces-
sor may further use a base mainboard controller (BMC) to
monitor the running status of the processor and trigger the
second trigger istruction, which 1s not limited herein by this
embodiment of the present invention.

Further, when instructing the memory controller of the
source memory card to migrate the memory data, the pro-
cessor may instruct, according to an address that i1s of the
erroneous data and 1s recorded in the memory controller of
the source memory card, the memory controller of the
source memory card to migrate the non-erroneous data 1n the
source memory card to the backup memory card, so as to
avoild a restart of the computer that may be caused by
migrating the erroneous data 1n the source memory card to
the backup memory card.

S311: The processor changes, according to the memory
data migration mstruction of the BIOS, a target memory card
pointed to by a system address of the source memory card
to the backup memory card.

After the migration of the memory data 1s completed, the
processor may map the system address of the source
memory card to the backup memory card, so that the target
memory card pointed to by the system address of the source
memory card 1s changed to the backup memory card, and the
backup memory card can replace the source memory card
and take over all read/write operations on the source
memory card.

S312: The processor performs a power-oil operation on
the source memory card according to the memory data
migration instruction of the BIOS.

After the migration of the memory data of the source
memory card 1s completed, the processor may perform the
power-oll operation on the source memory card, so that the
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source memory card can be removed or replaced 1n a case 1n
which the computer i1s not powered ofl, thereby solving the
problem 1n the prior art that a faulty memory card can be
replaced or maintained only when an entire computer 1s
powered ofl.

In this embodiment of the present invention, the processor
may acquire the first trigger instruction, and exit the OS and
execute the memory data migration instruction of the BIOS
according to the first trigger instruction, where the memory
data migration instruction of the BIOS enables the processor
to determine the source memory card and the backup
memory card, set the source memory card and the backup
memory card to the mirror mode after determining that the
backup memory card meets the migration condition, and
instruct the memory controller of the source memory card to
write the memory data of the source memory card into the
backup memory card according to the mirror mode, so that
the memory data of the source memory card can be migrated
in a case 1n which the computer i1s not powered off, thereby
implementing online maintenance of a faulty memory card,
and solving the problem 1n the prior art that a faulty memory
card can be replaced or maintained only when an entire
computer 1s powered ofl. In addition, the processor starts the
migration of the memory data according to the triggered first
trigger instruction, and the memory data 1s migrated only
when a fault occurs in the source memory card or the
memory data needs to be migrated, eflectively saving a
system resource. In addition, the processor executes the
instruction of the BIOS to complete the migration of the
memory data; therefore, migration of data of a memory card
in which an OS kernel module 1s located can be imple-
mented, avoiding the problem that data of the OS kernel
module cannot be migrated.

In this embodiment of the present invention, the processor
may further migrate all the data of the source memory card
to the backup memory card, instead of migrating only
memory data that 1s newly written into the source memory
card after the migration of the memory data 1s started, which
ensures complete migration of the memory data. Further, the
processor may further instruct, according to the policy of
multiple migrations, the memory controller of the source
memory card to migrate the memory data of the source
memory card to the backup memory card for multiple times,
so that 1n the process of migrating the memory data and
according to a requirement, the processor can exit the OS
and execute the memory data migration instruction of the
BIOS, or exit the BIOS and execute the instruction of the OS
to perform service processing, so as to ensure that a service
of the computer can be processed 1 time, and long-time
interruption of the service of the computer that 1s caused by
migration of a large amount of memory data 1s avoided, and
to ensure that the computer runs normally. Further, the
processor can instruct the memory controller of the source
memory card to determine the non-erroneous data i the
source memory card, and istruct the memory controller of
the source memory card to migrate the non-erroneous data
to the backup memory card, so as to avoid a restart of the
computer that may be caused by migrating the erroneous
data in the source memory card to the backup memory card.

Further, in this embodiment of the present invention,
before the memory data 1s migrated, the processor may
turther determine whether the backup memory card meets
the migration condition, and migrate the memory data of the
source memory card only i1 the backup memory card meets
the migration condition. This ensures that memory data 1s
migrated successiully, and prevents a data migration failure
caused by a problem that the initialization of the backup
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memory card 1s not completed, the memory capacity of the
backup memory card 1s msuthlicient, or the like.

Specific Embodiment 2

With reference to the computer shown 1 FIG. 1, as shown
in FIG. 3, an embodiment of the present invention provides
a method for migrating memory data, used to migrate
memory data in a computer, where a memory data migration
instruction 1s stored in a BIOS 1n the computer. For example,
memory data of a source memory card may be migrated to
a backup memory card; the source memory card may be a
memory card 101-A; the backup memory card may be a
memory card 101-C; the memory card 101-C may be a
memory card that has been inserted into a hardware slot
before the computer 1s powered on, and may also be a
memory card that 1s temporarily added; before the memory
data 1s migrated, an i1dentifier of the memory card 101-C 1s
configured 1 an ACPI list, and an initialization process
needs to be completed before the migration 1s performed.
The method for migrating memory data 1n this embodiment
of the present invention may include:

S401: A processor configures a specified identifier of a
backup memory card in an ACPI list according to an
instruction of an OS.

After the computer 1s powered on and started, the pro-
cessor executes the mstruction of the OS, a user may provide
the specified i1dentifier of the backup memory card for the
OS, and the processor may acquire, according to the instruc-
tion of the OS, the i1dentifier of the backup memory card
specified by the user and configure the 1dentifier in the ACPI
list. The ACPI list 1s a list accessible to both the BIOS and
the OS; therefore, when executing code of the BIOS sub-
sequently, the processor can acquire mformation about the
backup memory card by reading the ACPI list. Certainly, the
identifier of the backup memory card may also be recorded
in another storage unit or list as long as it 1s ensured that the
processor can access the storage unit or list when the
processor executes the mstruction of the OS and the mnstruc-
tion of the BIOS, which i1s not limited herein by this
embodiment of the present invention.

This step 1s an optional step. The user may also specity the
identifier of the backup memory card when the computer 1s
powered on and started; in this case, the processor runs the
instruction of the BIOS, the user may provide the identifier
of the backup memory card for the BIOS, and the processor
may acquire, according to the instruction of the BIOS, the
identifier of the backup memory card specified by the user.

The 1dentifier of the backup memory card may be a slot
number of a slot mto which the backup memory card 1s
inserted or a number related to the slot. In this embodiment
of the present invention, the backup memory card may have
been 1nserted 1nto the slot before the computer 1s powered on
and started, and may also be inserted into the slot atfter the
computer 1s powered on and started. If the backup memory
card has been 1inserted into the slot, the identifier of the
backup memory card 1s the slot number of the slot into
which the backup memory card 1s currently inserted; if the
backup memory card has not been 1nserted into the slot, the
identifier of the backup memory card may be a slot number
of a slot specified by the user, and the backup memory card
may be directly mserted into the slot specified by the user
subsequently.

Further, the processor may further mitialize the backup
memory card according to an 1nstruction of the BIOS, so that
the backup memory card gets ready and can be normally
used, but 1s mvisible to the OS, that 1s, the processor cannot
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perform a read/write operation on the backup memory card
when executing the instruction of the OS. Specifically, when
the specified backup memory card 1s mserted into the slot
alter the computer 1s powered on and started, the processor
may be triggered by using a trigger button on the backup
memory card when the backup memory card 1s 1inserted 1nto
the slot, to execute an 1nitialization 1nstruction of the BIOS
to mitialize the backup memory card, and certainly, the
processor may also execute the 1nmitialization instruction of
the BIOS to mitialize the backup memory card when the
backup memory card needs to be used subsequently; when
the specified backup memory card has been inserted mto the
slot before the computer 1s powered on and started, the
processor executes the instruction of the BIOS when the
computer 1s powered on and started, and the user needs to
configure the 1dentifier of the backup memory card by using
a start menu of the BIOS, so that when the processor
executes the instruction of the BIOS and determines that the
backup memory card exists as hardware, the processor
performs special mitialization on the backup memory card.

S402: The processor configures a specified 1dentifier of a
source memory card i the ACPI list according to the
instruction of the OS.

After the computer 1s powered on and started, when the
processor executes the instruction of the OS, and when the
user finds that a memory card needs to be replaced because
of unstable performance, an excessively long working time,
or another condition, the user may specily the memory card
as a memory card of to-be-migrated data, that 1s, the source
memory card, and provide an identifier of the source
memory card for the OS. The processor may acquire the
identifier of the source memory card specified by the user
and configure the 1dentifier of the source memory card 1n the
ACPI list according to the instruction of the OS, so that
when the processor executes the memory data migration
instruction of the BIOS subsequently, the processor may
acquire information about the source memory card by read-
ing the ACPI list.

In this embodiment of the present invention, the user may
separately provide the identifier of the source memory card
and the 1dentifier of the backup memory card for the OS, and
may also provide the identifier of the source memory card
together with the 1dentifier of the backup memory card for
the OS, so that the processor can separately configure the
identifier of the source memory card and the identifier of the
backup memory card in the ACPI list. For example, the
identifier of the source memory card and the identifier of the
backup memory card are configured in the ACPI list by
using step 401 and step 402, and the 1dentifier of the source
memory card and the i1dentifier of the backup memory card
may also be configured together in the ACPI list, which 1s
not limited herein by this embodiment of the present inven-
tion.

S403: The processor triggers a first trigger instruction
according to the instruction of the OS.

When the processor executes an instruction of the OS to
perform service processing, 1i the user has a memory data
migration requirement, the user may send a memory data
migration instruction, that 1s, a start instruction, to the OS,
the OS 1nstructs, according to the memory data migration
instruction sent by the user, the processor to generate the first
trigger instruction, and the processor generates the first
trigger instruction according to an instruction of the OS,
where the first trigger instruction 1s used to instruct the
processor to exit the OS and execute the memory data
migration instruction of the BIOS.
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The first trigger 1nstruction may specifically be an SMI.
For example, the processor may change a level of a general

purpose input/output (GPIO) pin according to the instruction
of the OS, so that a south bridge chip (South Bridge) 1n the
computer triggers the SMI, and the processor may receive
the SMI; for another example, the processor may configure
a register 1n a south bridge 1n the computer according to the
instruction of the OS, so that the south bridge in the
computer triggers the SMI, and the processor may receive
the SMI. In this embodiment of the present invention, the
processor may also trigger the first trigger instruction in
another manner, which 1s not limited herein by this embodi-

ment of the present invention.
S404: The processor exits the operating system and

executes the memory data migration instruction of the BIOS

according to the first trigger instruction.

After recerving the SMI interrupt, the processor enters a
system management mode; 1n this case, the processor exits
the OS and executes the memory data migration instruction
of the BIOS, where the memory data migration instruction
can enable the processor to perform step S403 to step S411.

S403: The processor queries the ACPI list, and determines
the source memory card and the backup memory card.

Because the processor records the 1dentifier of the source
memory card and the identifier of the backup memory card
in the ACPI list in advance, the processor can query the
ACPI list, acquire the recorded identifier of the source
memory card and the recorded identifier of the backup
memory card, and determine the source memory card and
the backup memory card according to the identifier of the
source memory card and the identifier of the backup
memory card.

When there are multiple backup memory cards, the pro-
cessor may acquire 1dentifiers of the multiple backup
memory cards from the ACPI list, and select one from the
identifiers of the multiple backup memory cards as the
identifier of the backup memory card according to the
information about the source memory card. For example, the
processor selects, from the multiple backup memory cards
and according to a memory capacity of the source memory
card, a memory card whose memory capacity 1s greater than
the memory capacity of the source memory card, and
determines an identifier of the memory card as the identifier
of the backup memory card. For another example, the
processor may select, from the multiple backup memory
cards and according to information about a processor to
which the source memory card belongs, a memory card that
1s not controlled by a same processor as the source memory
card, and determine an 1dentifier of the memory card as the
identifier of the backup memory card.

S406: The processor determines whether the backup
memory card meets a migration condition.

S407: If the backup memory card meets the migration
condition, the processor instructs a memory controller of the
source memory card to perform a memory patrol operation
to determine non-erroneous data 1n the source memory card.

S408: If the backup memory card meets the migration
condition, the processor sets the source memory card and the
backup memory card to a mirror mode.

S409: The processor instructs the memory controller of
the source memory card to migrate the memory data.

S410: The processor establishes a mapping relationship
between a system address of the source memory card and the
backup memory card.

S411: The processor performs a power-o
the source memory card.

e

" operation on
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In this embodiment of the present invention, specific
implementation manners of step S406 to step S411 are
similar to those of step S307 to step S312, and details are not
described herein again.

After the migration of the memory data of the source
memory card 1s completed, the processor may perform the
power-oll operation on the source memory card, so that the
source memory card can be removed or replaced 1n a case 1n
which the computer 1s not powered ofl, thereby solving the
problem 1n the prior art that a faulty memory card can be
replaced or maintained only when an entire computer 1s
powered ofl.

In this embodiment of the present invention, the processor
may acquire the first trigger instruction, and exit the OS and
execute the memory data migration instruction of the BIOS
according to the first trigger instruction, where the memory
data migration instruction of the BIOS enables the processor
to determine the source memory card and the backup
memory card, set the source memory card and the backup
memory card to the mirror mode after determining that the
backup memory card meets the migration condition, and
instruct the memory controller of the source memory card to
write the memory data of the source memory card into the
backup memory card according to the mirror mode, so that
the memory data of the source memory card can be migrated
in a case 1 which the computer 1s not powered ofl, thereby
implementing online maintenance of a faulty memory card,
and solving the problem 1n the prior art that a faulty memory
card can be replaced or maintained only when an entire
computer 1s powered ofl. In addition, the processor starts the
migration of the memory data according to the triggered first
trigger instruction, and the memory data 1s migrated only
when a fault occurs i1n the source memory card or the
memory data needs to be migrated, eflectively saving a
system resource. In addition, the processor executes the
instruction of the BIOS to complete the migration of the
memory data; therefore, migration of data of a memory card
in which an OS kernel module 1s located can be imple-
mented, avoiding the problem that data of the OS kernel
module cannot be migrated.

In this embodiment of the present invention, the processor
may further migrate all the data of the source memory card
to the backup memory card, instead of migrating only
memory data that 1s newly written into the source memory
card after the migration of the memory data 1s started, which
ensures complete migration of the memory data. Further, the
processor may further instruct, according to the policy of
multiple migrations, the memory controller of the source
memory card to migrate the memory data of the source
memory card to the backup memory card for multiple times,
so that in the process of migrating the memory data and
according to a requirement, the processor can exit the OS
and execute the memory data migration instruction of the
BIOS, or exit the BIOS and execute the instruction of the
OS, to perform service processing, so as to ensure that a
service of the computer can be processed in time, and
long-time interruption of the service of the computer that 1s
caused by migration of a large amount of memory data 1s
avoilded, and to ensure that the computer runs normally.
Further, the processor can instruct the memory controller of
the source memory card to determine the non-erroneous data
in the source memory card, and instruct the memory con-
troller of the source memory card to migrate the non-
erroneous data to the backup memory card, so as to avoid a
restart of the computer that may be caused by migrating the
erroneous data 1n the source memory card to the backup
memory card.

10

15

20

25

30

35

40

45

50

55

60

65

28

Further, 1n this embodiment of the present invention,
before the memory data 1s migrated, the processor may
determine whether the backup memory card meets the
migration condition, and migrate the memory data of the
source memory card only if the backup memory card meets
the migration condition. This ensures that memory data 1s
migrated successiully, and prevents a data migration failure
caused by a problem that the imitialization of the backup
memory card 1s not completed, the memory capacity of the
backup memory card 1s msutlicient, or the like.

An embodiment of the present mnvention provides a basic
input/output system. As shown in FIG. 5, the basic mput/
output system 30 includes a computer executable 1nstruction
501, the basic input/output system may be a processing chip,
and when a processor in a computer executes the computer
executable instruction 501, the computer executes the fol-
lowing method: determining a source memory card of
to-be-migrated memory data; determining a backup memory
card for the source memory card; and instructing a memory
controller of the source memory card to migrate the memory
data, so that the memory controller of the source memory
card migrates the memory data of the source memory card
to the backup memory card according to an instruction of the
Processor.

Further, the computer may further execute the following
method according to the computer executable instruction
501: setting the source memory card and the backup
memory card to a mirror mode, where the instructing, by the
processor, a memory controller of the source memory card
to migrate the memory data, so that the memory controller
of the source memory card reads the memory data of the
source memory card and writes the read memory data of the
source memory card into the backup memory card according
to an instruction of the processor includes: sending, by the
processor, a data read instruction to the memory controller
of the source memory card, where the data read instruction
1s used to instruct the memory controller of the source
memory card to read the memory data of the source memory
card; and sending, by the processor, a data write istruction
to the memory controller of the source memory card, where
the data write instruction 1s used to instruct the memory
controller of the source memory card to write the read data
back into the source memory card, so that the memory
controller of the source memory card reads the memory data
of the source memory card according to the data read
instruction of the processor, and after receiving the data
write 1nstruction, sends the read memory data of the source
memory card to a memory controller of the backup memory
card according to the mirror mode of the source memory
card and the backup memory card.

Further, the computer may execute the following method
according to the computer executable instruction 301:
acquiring, by the computer, a policy of multiple migrations;
and 1nstructing, by the computer according to the policy of
multiple migrations, the memory controller of the source
memory card to perform multiple migrations for the memory
data, where further, the instructing, by the computer accord-
ing to the policy of multiple migrations, the memory con-
troller of the source memory card to perform multiple
migrations for the memory data includes: determining, by
the computer, an amount of data of a current migration, and
istructing the memory controller of the source memory
card to migrate the amount of data of the current migration
to the backup memory card; or determining, by the com-
puter, duration of a current migration, and instructing the
memory controller of the source memory card to migrate the
memory data within the duration of the current migration;
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and after determining that the memory controller of the
source memory card completes the current migration, exit-
ing, by the computer, the basic mput/output system and
executing an instruction of an operating system.

Further, the computer may execute the following method
according to the computer executable mstruction 501: deter-
mimng, by the computer, whether the backup memory card
meets a migration condition, and 11 the backup memory card
meets the migration condition, performing the step of
instructing a memory controller of the source memory card
to migrate the memory data, where the migration condition
includes but 1s not limited to one or any combination of the
following conditions: initialization of the backup memory
card 1s completed, and a memory capacity of a backup board
1s greater than or equal to a memory capacity of the source
memory card.

In addition, the computer may further initialize the
backup memory card according to the computer executable
istruction 501 when the imitialization of the backup
memory card 1s not completed, where the mmitialization
avoids allocating a system address to the backup memory
card.

Further, when the processor in the computer executes the
computer executable instruction 301 and before the com-
puter mstructs the memory controller of the source memory
card to migrate the memory data, the computer may execute
the following method: instructing, by the computer, the
memory controller of the source memory card to detect
non-erroneous data 1n the source memory card and make a
mark; and instructing, by the computer according to a
memory data migration instruction of the basic input/output
system, the memory controller of the source memory card to
migrate the non-erroneous data according to the mark.

Further, after determining that the memory data of the
source memory card 1s completely migrated to the backup
memory card, the computer may change, according to the
computer executable mstruction 501, a target memory card
pointed to by a system address of the source memory card
to the backup memory card.

In this embodiment of the present invention, the basic
input/output system includes the computer executable
instruction 501, so that when the computer executes the
computer executable instruction 501, the computer may
determine the source memory card of the to-be-migrated
memory data, determine the backup memory card for the
source memory card, set the source memory card and the
backup memory card to the mirror mode, and instruct the
memory controller of the source memory card to write the
memory data of the source memory card into the backup
memory card according to the mirror mode, so that the
memory data of the source memory card can be migrated in
a case 1 which the computer 1s not powered ofl, thereby
implementing online maintenance of a faulty memory card,
and solving the problem 1n the prior art that a faulty memory
card can be replaced or maintained only when an entire
computer 1s powered ofl. In addition, the processor 1n the
computer executes the computer executable instruction 501
of the BIOS to complete the migration of the memory data;
therefore, migration of data of a memory card 1n which an
OS kernel module 1s located can be implemented, avoiding
the problem that data of the OS kernel module cannot be
migrated.

In this embodiment of the present invention, all the data
in the source memory card may further be migrated to the
backup memory card, istead of migrating only memory
data that 1s newly written into the source memory card after
the migration of the memory data 1s started, which ensures
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complete migration of the memory data. Further, when
executing the computer executable instruction 501, the
processor 1n the computer may 1instruct, according to the
policy of multiple migrations, the memory controller of the
source memory card to migrate the memory data of the
source memory card to the backup memory card for multiple
times, so that 1n the process of migrating the memory data
and according to a requirement, the processor can exit the
OS and execute the computer executable mnstruction 501 of
the BIOS, or exit the BIOS and execute the instruction of the
OS, to perform service processing, so as to ensure that a
service of the computer can be processed i time, and
long-time interruption of the service of the computer that 1s
caused by migration of a large amount of memory data 1s
avoided, and to ensure that the computer runs normally.
Further, the processor can further instruct the memory
controller of the source memory card to determine the
non-erroneous data in the source memory card, and mstruct
the memory controller of the source memory card to migrate
the non-erroneous data to the backup memory card, so as to
avold a restart of the computer that may be caused by
migrating the erroneous data 1n the source memory card to
the backup memory card.

Further, in this embodiment of the present invention,
betore the memory data 1s migrated, the processor may
determine whether the backup memory card meets the
migration condition when the processor executes the com-
puter executable istruction 501, and migrate the memory
data of the source memory card only 1f the backup memory
card meets the migration condition. This ensures that
memory data 1s migrated successiully, and prevents a data
migration failure caused by a problem that the mnitialization
of the backup memory card 1s not completed, the memory
capacity of the backup memory card 1s msuflicient, or the
like.

Each aspect of the present mnvention or the possible
implementation manner of each aspect may take a form of
a computer program product, where the computer program
product refers to computer-readable program code stored in
a computer-readable medium.

The computer-readable medium may be a computer-
readable signal medium or a computer-readable storage
medium. The computer-readable storage medium includes
but 1s not limited to an electronic, magnetic, optical, elec-
tromagnetic, inirared, or semi-conductive system, device, or
apparatus, or any appropriate combination thereof, such as a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read only memory
(EPROM or tlash memory), an optical fiber, and a compact
disc read only memory (CD-ROM).

A processor 1n a computer reads computer-readable pro-
gram code stored 1n a computer-readable medium, so that
the processor can perform a function and an action specified
in each step or a combination of steps in a flowchart; an
apparatus 1s generated to implement a function and an action
specified 1n each block or a combination of blocks 1n a block
diagram.

All computer-readable program code may be executed on
a user computer, or some may be executed on a user
computer as a standalone software package, or some may be
executed on a computer of a user while some 1s executed on
a remote computer, or all the code may be executed on a
remote computer or a server. It should also be noted that, in
some alternative implementation solutions, each step in the
flowcharts or functions specified in each block 1n the block
diagrams may not occur in the 1illustrated order. For
example, two consecutive steps or two blocks in the 1llus-
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tration, which are dependent on an involved function, may
in fact be executed substantially at the same time, or these
blocks may sometimes be executed 1n reverse order.
A person of ordinary skill in the art may be aware that, 1n
combination with the examples described in the embodi-
ments disclosed 1n this specification, units and algorithm
steps may be implemented by electronic hardware or a
combination of computer software and electronic hardware.
Whether the functions are performed by hardware or sofit-
ware depends on particular applications and design con-
straint conditions of the technical solutions. A person skilled
in the art may use diflerent methods to implement the
described functions for each particular application, but 1t
should not be considered that the implementation goes
beyond the scope of the present invention.
The foregoing descriptions are merely specific implemen-
tation manners of the present invention, but are not intended
to limit the protection scope of the present invention. Any
variation or replacement readily figured out by a person
skilled 1n the art within the technical scope disclosed 1n the
present invention shall fall within the protection scope of the
present mvention. Therefore, the protection scope of the
present invention shall be subject to the protection scope of
the claims.
What 1s claimed 1s:
1. A computer, comprising:
a Processor;
a basic mput/output system;
a main memory configured to load an instruction of the
basic 1put/output system and an instruction of an
operating system 1n the computer, wherein the main
memory comprises a first memory card and a second
memory card;
a first memory controller corresponding to the first
memory card and no other memory card; and
a second memory controller corresponding to the second
memory card and no other memory card,
wherein the processor 1s configured to:
execute a first instruction of the operating system:;
receive a first trigger instruction when executing the
first instruction of the operating system; and

execute a second memory data migration instruction of
the basic mput/output system according to the first
trigger instruction,
wherein the processor performs operations according to
the second memory data migration instruction of the
basic input/output system, the operations comprising:
determining a source memory card of to-be-migrated
memory data from among the first memory card and
the second memory card;

determining a backup memory card for the source
memory card from among the first memory card and
the second memory card; and

instructing a memory controller of the source memory
card to migrate the memory data,

wherein the memory controller of the source memory card
1s configured to:
receive an 1nstruction of the processor; and
migrate the memory data of the source memory card to

the backup memory card according to the instruction
of the processor,

wherein the memory controller of the source memory card
1s the first memory controller when the source memory
card 1s the first memory card,

wherein the memory controller of the source memory card
1s the second memory controller when the source
memory card 1s the second memory card,
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wherein the processor 1s further configured to:

set the source memory card and the backup memory
card to a mirror mode;

send a data read instruction to the memory controller of
the source memory card,

wherein the data read instruction is used to instruct the
memory controller of the source memory card to
read the memory data of the source memory card;
and

send a data write instruction to the memory controller of

the source memory card,

wherein the data write instruction 1s used to instruct the

memory controller of the source memory card to write

the read data back into the source memory card,

wherein the memory controller of the source memory card
1s Turther configured to:
read the memory data of the source memory card
according to the data read ruction of the processor;
receive the data write nstruction sent by the processor;
and
send the read memory data of the source memory card
to a memory controller of the backup memory card
according to the mirror mode of the source memory
card and the backup memory card,
wherein the memory controller of the backup memory
card 1s configured to write the received memory data of
the source memory card into the backup memory card,

wherein the memory controller of the backup memory
card 1s the first memory controller when the backup
memory card 1s the first memory card, and

wherein the memory controller of the backup memory

card 1s the second memory controller when the backup
memory card 1s the second memory card.

2. The computer according to claim 1, wherein the
memory controller of the source memory card 1s further
configured to:

monitor erroneous data in the source memory card; and

trigger the first trigger instruction when an amount of

erroneous data exceeds a threshold, wherein the pro-
cessor 1s fTurther configured to receive the first trigger
instruction, triggered by the memory controller of the
source memory card.

3. The computer according to claim 2, wherein the
memory controller of the source memory card 1s further
configured to record, in a register of the memory controller,
that the amount of erroneous data in the source memory card
exceeds the threshold, and wherein the processor 1s further
configured to:

query the register of the memory controller of the source

memory card; and

determine the source memory card.

4. The computer according to claim 1, wherein the oper-
ating system 1s further configured to;

set a memory data migration start policy or receive a

memory data migration start instruction sent by a user;
and

instruct, according to the start policy or the start instruc-

tion, the processor to generate the first trigger mnstruc-
tion.

5. The computer according to claim 4, wherein the start
policy or the start instruction further comprises an 1dentifier
of the source memory card, wherein the operating system 1s
further configured to instruct the processor to record the
identifier of the source memory card 1n a storage module,
and wherein the processor 1s further configured to query the
storage module and determine the identifier of the source
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memory card according to the memory data migration
instruction of the basic mput/output system.

6. The computer according to claim 1, wherein the pro-

cessor 1s further configured to:
pre-configure an 1dentifier of the backup memory card 1n
the storage module according to the instruction of the
operating system or the instruction of the basic mput/
output system;
query the storage module after the processor executes the
memory data migration instruction of the basic mput/
output system; and
determine the pre-configured identifier of the backup
memory card after the processor executes the memory
data migration instruction of the basic input/output
system.
7. A computer, comprising;
a Processor;
a basic mput/output system;
a main memory configured to load an instruction of the
basic input/output system and an instruction of an
operating system in the computer, wherein the main
memory comprises a first memory card and a second
memory card;
a first memory controller corresponding to the first
memory card and no other memory card; and
a second memory controller corresponding to the second
memory card and no other memory card,
wherein the processor 1s configured to:
execute a first instruction of the operating system:;
receive a first trigger instruction when executing the
first instruction of the operating system; and

execute a second memory data migration nstruction of
the basic input/output system according to the first
trigger instruction,

wherein the processor performs operations according to
the second memory data migration instruction of the
basic input/output system, the operations comprising:
determining a source memory card of to-be-migrated

memory data from among the first memory card and
the second memory card;

determining a backup memory card for the source
memory card from among the first memory card and
the second memory card; and
istructing a memory controller of the source memory
card to migrate the memory data,
wherein the memory controller of the source memory card
1s configured to:
receive an instruction of the processor; and
migrate the memory data of the source memory card to
the backup memory card according to the instruction
of the processor,
wherein the memory controller of the source memory card
1s the first memory controller when the source memory
card 1s the first memory card,
wherein the memory controller of the source memory card
1s the second memory controller when the source
memory card 1s the second memory card,
wherein a memory controller of the backup memory card
1s the first memory controller when the backup memory
card 1s the first memory card,
wherein the memory controller of the backup memory
card 1s the second memory controller then the backup
memory card 1s the second memory card
wherein the processor 1s further configured to:
acquire a policy of multiple migrations; and
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instruct, according to the policy of multiple migrations,
the memory controller of the source memory card to
perform multiple migrations for the memory data,

wherein the processor 1s further configured to perform

operations (a) to (d) according to the policy of multiple
migration until the memory data of the source memory
card 1s completely migrated to the backup memory
card,

wherein the operations (a) to (d) comprise:

(a) determining an amount of data of a current migra-
tion, and instructing the memory controller of the
source memory card to migrate the amount data for
the current migration to the backup memory card; or
determining a duration of a current migration, and
instructing the memory controller of the source
memory card to migrate the memory data within the
duration of the current migration;

(b) exiting the basic mput/output system and executing,
the instruction of the operating system after deter-
miming that the memory controller of the source
memory card completes the current migration;

(c) recerving a second trigger instruction, wherein the
second trigger instruction 1s used to istruct the
processor to return to execute the memory data
migration instruction of the basic mput/output sys-
tem; and

(d) returning to perform step (a) according to the
memory data migration instruction of the basic input/
output system.

8. The computer according to claim 7, wherein the policy
of multiple migrations comprises a specified amount of data
of each migration or duration of each migration, and wherein
the processor either determines the amount of data of the
current migration according to the specified amount of data
of each migration or determines the duration of the current
migration according to the duration of each migration.

9. The computer according to claim 8, wherein the policy
of multiple migrations further comprises an interval of each
migration or a running status of a central processing unit,
and wherein the second trigger instruction 1s triggered
according to the interval of each migration or the running
status of the central processing unit.

10. The computer according to claim 7, wherein the
memory controller of the source memory card 1s further
configured to:

monitor erroneous data in the source memory card; and

trigger the first trigger instruction when an amount of

erroneous data exceeds a threshold, wherein the pro-
cessor 1s further configured to receive the first trigger
instruction triggered by the memory controller of the
source memory card.

11. The computer according to claim 10, wherein the
memory controller of the source memory card 1s further
configured to record, 1n a register of the memory controller,
that the amount of erroneous data in the source memory card
exceeds the threshold, and wherein the processor 1s further
configured to:

query the register of the memory controller of the source

memory card; and

determine the source memory card.

12. The computer according to claim 7, wherein the
operating system 1s further configured to set a memory data
migration start policy or receive a memory data migration
start instruction sent by a user, and wherein the operating
system 1nstructs, according to the start policy or the start
instruction, the processor to generate the first trigger imstruc-
tion.
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13. The computer according to claim 12, wherein the start
policy or the start instruction further comprises an 1dentifier
of the source memory card, wherein the operating system 1s
turther configured to instruct the processor to record the
identifier of the source memory card 1n a storage module,
and wherein the processor 1s further configured to:

query the storage module; and

determine the i1dentifier of the source memory card

according to the memory data migration instruction of
the basic input/output system.

14. The computer according to claim 7, wherein the
processor 1s further configured to:

pre-configure an 1dentifier of the backup memory card 1n

the storage module according to the instruction of the
operating system or the instruction of the basic mput/
output system,

query the storage module after the processor executes the

memory data migration instruction of the basic mput/
output system; and

determine the preconfigured identifier of the backup

memory card after the processor executes the memory
data migration instruction of the basic input/output
system.

15. A method for migrating memory data, used to migrate
memory data in a computer, wherein the method comprises:

receiving, by a processor 1n the computer, a first trigger

instruction when executing a {irst instruction of an
operating system:;

executing, by the processor, a second memory data migra-

tion 1nstruction of a basic mput/output system accord-
ing to the first trigger instruction; and

performing, by the processor, operations according to the

second memory data migration instruction of the basic
input/output system, the operations comprising:
determining a source memory card of to-be-migrated
memory data;
determining a backup memory card for the source
memory card; and
istructing a memory controller of the source memory
card to migrate the memory data so that the memory
controller of the source memory card migrates the
memory data of the source memory card to the
backup memory card according to an instruction of
the processor,
wherein the memory controller of the source memory card
corresponds to the source memory card and to no other
memory card;
setting, by the processor, the source memory card and the
backup memory card to a ode,
wherein 1nstructing the memory controller of the source
memory card to migrate the memory data so that the
memory controller of the source memory card migrates
the memory data of the source memory card to the
backup memory card according to the instruction of the
Processor Comprises:
sending, by the processor, a data read instruction to the
memory controller of the source memory card,

wherein the data read instruction is used to 1nstruct the
memory controller of the source memory card to
read the memory data of the source memory card;

reading, by the memory controller of the source
memory card, the memory data of the source
memory card according to the data read instruction
of the processor;

sending, by the processor, a data write 1nstruction to the

memory controller of the source memory card,
wherein the data write nstruction 1s used to instruct
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the memory controller of the source memory card to
write the read data back into the source memory
card;

receiving, by the memory controller of the source
memory card, the data write instruction sent by the
processor; and

sending the read memory data of the source memory
card to a memory controller of the backup memory
card according to the mirror mode of the source
memory card and the backup memory card so that
the memory controller of the backup memory card
writes the received memory data of the source
memory card into the backup memory card,

wherein the memory controller of the backup memory
card corresponds to the backup memory card and to
no other memory card.

16. The method according to claim 15, further compris-
ng:

monitoring, by the memory controller of the source

memory card, erroneous data in the source memory
card;
triggering, by the memory controller of the source
memory card, the first trigger instruction when an
amount of erroneous data exceeds a threshold; and

recerving, by the processor, the first trigger instruction
triggered by the memory controller of the source
memory card.

17. The method according to claim 16, further comprising
recording, by the memory controller of the source memory
card, 1n a register of the memory controller, that the amount
ol erroneous data 1n the source memory card exceeds the
threshold, wherein determining, by the processor, the source
memory card comprises:

querying, by the processor, the register of the memory

controller of the source memory card; and
determining the source memory card.
18. The method according to claim 15, wherein when the
processor 1n the computer executes the instruction of the
operating system, the method further comprises:
instructing, by the operating system according to a pre-
configured memory data migration start policy or a
memory data migration start instruction of a user, the
processor to generate the first trigger 1nstruction; and

recerving, by the processor, the first trigger instruction
generated by the processor.

19. The method according to claim 18, wherein the start
policy or the start instruction further comprises an 1dentifier
of the source memory card, wherein the method further
comprises writing, by the processor, the identifier of the
source memory card mto a storage module, and wherein
determining, by the processor, the source memory card
comprises querying, by the processor, the storage module
and determining the source memory card according to the
memory data migration instruction of the basic input/output
system.

20. The method according to claim 15, further comprising,
pre-configuring, by the processor, an 1dentifier of the backup
memory card in the storage module, and wherein determin-
ing, by the processor, the backup memory card comprises:

querying, by the processor, the storage module; and

determining the pre-configured identifier of the backup
memory card according to the memory data migration
instruction of the basic input/output system.

21. A method for migrating memory data, used to migrate
memory data in a computer, wherein the method comprises:
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receiving, by a processor 1n the computer, a first trigger

istruction when executing a first instruction of an
operating system;

executing, by the processor, a second memory data migra-

tion 1nstruction of a basic input/output system accord-
ing to the first trigger struction;

performing, by the processor, operations according to the

second memory data migration instruction of the basic

input/output system, the operations comprising:

determining a source memory card of to-be-migrated
memory data;

determining a backup memory card for the source
memory card; and

instructing a memory controller of the source memory

card to migrate the memory data so that the memory
controller of the source memory card migrates the
memory data of the source memory card to the
backup memory card according to an instruction of
the processor,

wherein the memory controller of the source memory
card corresponds to the source memory card and to
no other memory card, and

wherein a memory controller of the backup memory
card corresponds to the backup memory card and to
no other memory card;

acquiring, by the processor, a policy of multiple migra-

tions; and

istructing, by the processor according to the policy of

multiple migrations, the memory controller of the
source memory card to perform multiple migrations for
the memory data after acquiring, by the processor, the
policy of multiple migrations,

wherein instructing, by the processor according to the

policy of multiple migrations, the memory controller of

the source memory card to perform multiple migrations

for the memory data comprises:

(a) determining, by the processor, an amount of data of
a current migration, and instructing the memory
controller of the source memory card to migrate the
amount of data of the current migration to the backup
memory card; or determining, by the processor,
duration of a current migration, and instructing the
memory controller of the source memory card to
migrate the memory data within the duration of the
current migration;

(b) exiting, by the processor, the basic input/output
system and executing the istruction of the operating
system after determining that the memory controller
of the source memory card completes the current
migration;

(c) receiving, by the processor, a second trigger instruc-
tion, wherein the second trigger instruction 1s used to
instruct the processor to return to execute the
memory data migration instruction of the basic iput/
output system; and

(d) returning, by the processor, to perform step (a)
according to the memory data migration 1nstruction
of the basic mput/output system, until the memory
data of the source memory card 1s completely
migrated to the backup memory card.
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22. The method according to claim 21, wherein the policy
of multiple migrations comprises a specified amount of data
of each migration or duration of each migration, and wherein
the processor either determines the amount of data of the
current migration according to the specified amount of data
ol each migration or determines the duration of the current
migration according to the duration of each migration.

23. The method according to claim 22, wherein the policy
of multiple migrations further comprises an interval of each
migration or a running status of a central processing unit,
and wherein the second trigger instruction 1s triggered
according to the interval of each migration or the running
status of the central processing unit.

24. The method according to claim 21, further compris-

ng:
monitoring, by the memory controller of the source
memory card, erroneous data in the source memory
card;
triggering, by the memory controller of the source
memory card, the first trigger instruction when an
amount of erroneous data exceeds a threshold; and

recerving, by the processor, the first trigger instruction
triggered by the memory controller of the source
memory card.

235. The method according to claim 24, further comprising,
recording, by the memory controller of the source memory
card, 1n a register of the memory controller, that the amount
ol erroneous data 1n the source memory card exceeds the
threshold, and wherein determining, by the processor, a
source memory card comprises:

querying, by the processor, the register of the memory

controller of the source memory card; and
determining the source memory card.
26. The method according to claim 21, wherein when the
processor 1n the computer executes the instruction of the
operating system, the method further comprises:
instructing, by the operating system according to a pre-
configured memory data migration start policy or a
memory data migration start instruction of a user, the
processor to generate the first trigger 1nstruction; and

recerving, by the processor, the first trigger instruction
generated by the processor.

277. The method according to claim 26, wherein the start
policy or the start instruction further comprises an 1dentifier
of the source memory card, wherein the method further
comprises writing, by the processor, the i1dentifier of the
source memory card mto a storage module, and wherein
determining, by the processor, the source memory card
comprises querying, by the processor, the storage module
and determining the source memory card according to the
memory data migration instruction of the basic input/output
system.

28. The method according to claim 21, turther comprising,
pre-configuring, by the processor, an 1dentifier of the backup
memory card in the storage module, and wherein determin-
ing, by the processor, the backup memory card comprises:

querying, by the processor, the storage module; and

determiming the pre-configured identifier of the backup
memory card according to the memory data migration
instruction of the basic input/output system.
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. 9,424,146 B2 Page 1 of 3
APPLICATION NO. . 14/709444
DATED . August 23, 2016

INVENTORC(S) . Liping Yang, Teng Lv and Hongwel Sun

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

In the Claims
Column 32, Line 19, Claim 1 should read:

A computer, comprising:

a Processor;

a basic 1iput/output system;

a main memory configured to load an instruction of the basic input/output system and an instruction of
an operating system 1n the computer, wherein the main memory comprises a first memory card and a
second memory card;

a first memory controller corresponding to the first memory card and no other memory card; and

a second memory controller corresponding to the second memory card and no other memory card,
wherein the processor 1s configured to:

execute a first instruction of the operating system;

receive a first trigger instruction when executing the first instruction of the operating system; and
execute a second memory data migration mstruction of the basic input/output system according to the
first trigger 1nstruction,

wherein the processor performs operations according to the second memory data migration mstruction
of the basic input/output system, the operations comprising:

determining a source memory card of to-be-migrated memory data from among the first memory card
and the second memory card;

determining a backup memory card for the source memory card from among the first memory card
and the second memory card; and

Instructing a memory controller of the source memory card to migrate the memory data,

wherein the memory controller of the source memory card is configured to:

receive an instruction of the processor; and

migrate the memory data of the source memory card to the backup memory card according to the
Instruction of the processor,

Signed and Sealed this
Twenty-fourth Day of January, 2017

Michelle K. Lee
Director of the United States Patent and Trademark Office
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Column 32, Line 19, Claim 1 continued:

wherein the memory controller of the source memory card 1s the first memory controller when the
source memory card is the first memory card,

wherein the memory controller of the source memory card is the second memory controller when the
source memory card is the second memory card,

wherein the processor 1s further configured to:

set the source memory card and the backup memory card to a mirror mode;

send a data read instruction to the memory controller of the source memory card,

wherein the data read instruction is used to instruct the memory controller of the source memory card
to read the memory data of the source memory card; and

send a data write instruction to the memory controller of the source memory card,

wherein the data write instruction is used to instruct the memory controller of the source memory card
to write the read data back into the source memory card,

wherein the memory controller of the source memory card 1s further configured to:

read the memory data of the source memory card according to the data read instruction of the
pProcessor;

receive the data write instruction sent by the processor; and

send the read memory data of the source memory card to a memory controller of the backup memory
card according to the mirror mode of the source memory card and the backup memory card,

wherein the memory controller of the backup memory card 1s configured to write the received memory
data of the source memory card into the backup memory card,

wherein the memory controller of the backup memory card is the first memory controller when the
backup memory card is the first memory card, and

wherein the memory controller of the backup memory card 1s the second memory controller when the
backup memory card is the second memory card.

Column 35, Line 49, Claim 15 should read:

A method for migrating memory data, used to migrate memory data in a computer, wherein the
method comprises:

receiving, by a processor in the computer, a first trigger instruction when executing a first instruction
of an operating system;

executing, by the processor, a second memory data migration instruction of a basic input/output
system according to the first trigger instruction; and

performing, by the processor, operations according to the second memory data migration instruction of
the basic input/output system, the operations comprising:

determining a source memory card of to-be-migrated memory data;

determining a backup memory card for the source memory card; and

Istructing a memory controller of the source memory card to migrate the memory data so that the
memory controller of the source memory card migrates the memory data of the source memory card to
the backup memory card according to an instruction of the processor,

wherein the memory controller of the source memory card corresponds to the source memory card and
to no other memory card;
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Column 35, Line 49, Claim 15 continued:

setting, by the processor, the source memory card and the backup memory card to a mirror mode,
wherein instructing the memory controller of the source memory card to migrate the memory data so
that the memory controller of the source memory card migrates the memory data of the source
memory card to the backup memory card according to the instruction of the processor comprises:
sending, by the processor, a data read instruction to the memory controller of the source memory card,
wherein the data read instruction is used to instruct the memory controller of the source memory card
to read the memory data of the source memory card;

reading, by the memory controller of the source memory card, the memory data of the source memory
card according to the data read instruction of the processor;

sending, by the processor, a data write instruction to the memory controller of the source memory
card, wherein the data write instruction is used to instruct the memory controller of the source memory
card to write the read data back into the source memory card;

receiving, by the memory controller of the source memory card, the data write instruction sent by the
processor; and

sending the read memory data of the source memory card to a memory controller of the backup
memory card according to the mirror mode of the source memory card and the backup memory card
so that the memory controller of the backup memory card writes the received memory data of the
source memory card into the backup memory card,

wherein the memory controller of the backup memory card corresponds to the backup memory card
and to no other memory card.
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