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(57) ABSTRACT

An 1mage processing device 1s provided that includes an
establishment unit configured to establish a first connection
with a first information processing device, a detector config-
ured to detect a connection request that requests the 1image
processing device to terminate the first connection with the
first information processing device and thereafter establish a
second connection with a second information processing
device, the second connection being an exclusive connection
configured to forbid establishment of connections other than
the second connection while being established, and a restric-
tion unit configured to restrict the second connection with the
second information processing device from being established
when the detector detects the connection request in a state
where the first connection 1s established between the image
processing device and the first information processing device.

15 Claims, 7 Drawing Sheets
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IMAGE PROCESSING DEVICE AND IMAGE
PROCESSING SYSTEM

CROSS-REFERENCE TO RELAT
APPLICATION

T
»

This application claims priority under 35 U.S.C. §119 from
Japanese Patent Application No. 2011-238422 filed on Oct.
31,2011. The entire subject matter of the application 1s incor-
porated herein by reference.

BACKGROUND

1. Technical Field

The following description relates to one or more tech-
niques for an 1mage processing system configured to allow an
image processing device to accept a connection request that
requests the 1mage processing device to terminate a first con-
nection with a first information processing device and estab-
lish a second connection with a second information process-
ing device such that the second information processing device
exclusively utilizes the image processing device via the sec-
ond connection, 1n a state where the 1mage processing device
1s maintaining the first connection with the first information
processing device.

2. Related Art

A printing system has been known that 1s configured to
allow an information processing device to transmit print data
to an 1mage processing device via a server on the condition
that the 1mage processing device establishes a connection
with the server and maintains an access-permitted state where
the 1mage processing device permits the server to access the
image processing device. Additionally, for instance, a com-
munication technique has been known that 1s adapted to
establish a one-on-one direct connection between an 1image
processing device and an information processing device and
allow the information processing device to transmit print data
to the 1image processing device without involving any server.

For example, a printing system has been known 1n which
one or more client PCs are connected with one or more image
processing devices via one or more networks, and a print job
1s transmitted by an information processing device to an
image processing device via a print limiting server. Various

devices included 1n the printing system are interconnected via
networks such as LANS.

SUMMARY

However, the aforementioned known image processing
device has the following problem. For example, 1t 1s assumed
that there 1s an 1mage processing device that establishes a
connection with a server via a LAN and/or the Internet and
maintains the access-permitted state where the 1image pro-
cessing device permits the server to access the image process-
ing device, and the 1mage processing device accepts a con-
nection request that requests the 1mage processing device to
terminate the connection with the server and establish another
connection with an information processing device different
from the server. In this situation, when the 1mage processing
device switches the connection destination 1n response to the
connection request, 1t causes a problem that a user of the
server becomes unable to utilize the image processing device
despite the user’s intention.

Aspects of the present invention are advantageous to pro-
vide one or more improved techniques that make 1t possible to
avold an undesired situation where when an 1mage processing
device establishes a connection with an mnformation process-
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ing device, a user of another information processing device
becomes unable to utilize the image processing device despite
the user’s intention.

According to aspects of the present invention, an image
processing device 1s provided that includes an establishment
unmt configured to establish a first connection with a first
information processing device, a detector configured to detect
a connection request that requests the image processing
device to terminate the first connection with the first informa-
tion processing device and thereafter establish a second con-
nection with a second information processing device, the
second connection being an exclusive connection configured
to forbid establishment of connections other than the second
connection while being established, and a restriction unit
configured to restrict the second connection with the second
information processing device from being established when
the detector detects the connection request in a state where the
first connection 1s established between the 1mage processing
device and the first information processing device.

According to aspects of the present invention, further pro-
vided 1s an 1mage processing system that includes an image
processing device, a first information processing device con-
figured to communicate with the 1mage processing device,
and a second mformation processing device configured to
communicate with the image processing device, the 1mage
processing device including an establishment unit configured
to establish a first connection with the first information pro-
cessing device, a detector configured to detect a connection
request that requests the image processing device to terminate
the first connection with the first information processing
device and thereafter establish a second connection with the
second information processing device, the second connection
being an exclusive connection configured to forbid establish-
ment of connections other than the second connection while
being established, and a restriction unit configured to restrict
the second connection with the second information process-
ing device from being established when the detector detects
the connection request 1n a state where the first connection 1s
established between the image processing device and the first
information processing device.

According to aspects of the present invention, further pro-
vided 1s an 1mage processing device that includes an 1image
processing unit configured to perform 1mage processing for
an 1mage, a communication unit configured to select, as a
communication destination, one of a first information pro-
cessing device and a second 1information processing device,
an mstruction receiving unit configured to receive an mstruc-
tion that designates the communication destination of the
communication unit, and a controller configured to, 1n
response to the instruction receiving unitrecerving an mstruc-
tion that designates the second information processing device
as the communication destination of the communication unait,
control the communication unit to maintain the first informa-
tion processing device as the communication destination
when the first information processing device 1s selected as the
communication destination, and control the communication
unit to change the communication destination to the second
information processing device when the first information pro-
cessing device 1s not selected as the communication destina-
tion.

BRIEF DESCRIPTION OF THE
ACCOMPANY ING DRAWINGS

FIG. 1 1s a block diagram schematically showing a con-
figuration of a cloud printing system and an electrical con-
figuration of a printer in accordance with one or more aspects
of the present invention.
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FIG. 2 1s a block diagram schematically showing opera-
tions of the cloud printing system in accordance with one or
more aspects of the present invention.

FIG. 3 1s a flowchart showing a procedure of a process for
the printer to sign 1n on the cloud printing system in accor-
dance with one or more aspects of the present invention.

FI1G. 4 1s a flowchart showing a procedure of a connecting
process to be executed by the printer 1n a first embodiment
according to one or more aspects of the present invention.

FIG. 5 exemplifies a warning message to be displayed on
the printer in the first embodiment according to one or more
aspects of the present invention.

FI1G. 6 1s a flowchart showing a procedure of a connecting
process to be executed by the printer 1n a second embodiment
according to one or more aspects of the present invention.

FIG. 7 exemplifies an inquiry message to be displayed on
the printer in the second embodiment according to one or
more aspects of the present invention.

FIG. 8 1s a flowchart showing a procedure of a connecting
process to be executed by the printer 1n a third embodiment
according to one or more aspects of the present invention.

FIG. 9 exemplifies an imnquiry message to be displayed on
the printer 1n the third embodiment according to one or more
aspects of the present invention.

FI1G. 10 1s a flowchart showing a procedure of a connecting

process to be executed by the printer 1n a fourth embodiment
according to one or more aspects of the present invention.

DETAILED DESCRIPTION

It 1s noted that various connections are set forth between
clements 1n the following description. It 1s noted that these
connections 1n general and, unless specified otherwise, may
be direct or indirect and that this specification 1s not intended
to be limiting 1n this respect. Aspects of the invention may be
implemented 1n computer software as programs storable on
computer-readable media including but not limited to RAMs,
ROMs, flash memories, EEPROMs, CD-media, DVD-media,
temporary storage, hard disk drives, tloppy drives, permanent
storage, and the like.

Hereinafter, embodiments according to aspects of the
present invention will be described 1n detail with reference to

the present invention are applied to a cloud printing system
that includes a cloud server configured to store print data and
a printer configured to be connected with the cloud server. It
1s noted that the cloud server 1s a virtual server beyond a cloud
in a concept of cloud computing. Further, the cloud server 1s
configured to be operated on a WEB browser by letting pack-
ets pass through the cloud.

|Configuration of Cloud Printing System ]

As shown 1n FIG. 1, a cloud printing system 900 according to
aspects of the present invention includes a printer 100, a PC
200, and a cloud server 300. The cloud server 300 1s config-
ured to store a print job output from the PC 200 and transmit
the stored print job to the printer 100.

In the cloud printing system 900, the PC 200 1s required to
establish a communication connection with the cloud server
300 1n order to transmait a print job to the cloud server 300.
Further, the printer 100 1s required to establish a communi-
cation connection with the cloud server 300 in order to
acquire print data from the cloud server 300. It 1s noted that a
state where the communication connection 1s established
contains not only a physically connected state but also a state
where the cloud server 300 permits communication with the

PC 200 or the printer 100.

the accompanying drawings. In the embodiments, aspects of
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An operation for the PC 200 to establish a communication
connection with the cloud server 300 will be referred to as
“login.” Further, an operation for the PC 200 to terminate the
communication connection will be referred to as “logout.” In
addition, an operation for the printer 100 to establish a com-
munication connection with the cloud server 300 will be
referred to as “sign-in.” Furthermore, an operation for the
printer 100 to terminate the communication connection will
be referred to as “sign-out.”

It 1s noted that there may be one or more 1mage processing,
devices connected with the cloud server 300 other than the
printer 100. However, FIG. 1 shows only the printer 100 as an
example of the image processing devices connected with the
cloud server 300 for the sake of simplified explanation.

| Configuration of Printer]

As shown 1n FIG. 1, the printer according to aspects of the
present invention includes a controller 30 that includes a CPU
31, a ROM 32, a RAM 33, and a non-volatile RAM
(NVRAM) 34. Further, the controller 30 1s electrically con-
nected with an 1image forming unit 10 configured to form an
image on a sheet, an operation panel 40 configured to display
an operational status and accept an input operation from a
user, and an external-connection interface 37.

The ROM 32 stores control programs ({irmware) for con-
trolling the printer 100, and various settings and initial values.
The RAM 33 and the NVRAM 34 are utilized as work areas
for loading various control programs thereinto or storage
areas for temporarily storing the print data.

The CPU 31 1s configured to control elements included 1n
the printer 100 while storing processing results into the RAM
33 or the NVRAM 34 1n accordance with the control pro-
grams read out of the ROM 32 and/or signals received from
various Sensors.

The external-connection interface 37 1s an interface for
achieving communication with other devices. When the
external-connection interface 37 1s connected with the Inter-
net, the printer 100 1s allowed to recerve the print job from the
PC 200 via the cloud server 300.

Further, the external-connection interface 37 1s configured
to establish a direct connection (such as “WiFi1-Direct) for
achieving direct communication with other devices without
involving any intermediate device such as a router. The
printer 100 1s allowed to directly receive the print job from the
PC 210 via the direct connection.

The external-connection interface 37 i1s configured to
cstablish only a single line connection at the same time.
Theretfore, when using the direct connection, the printer 100
terminates the connection with the Internet (e.g., a wired
[LLAN and a wireless LAN, hereinafter, which will be referred
to as the “Internet connection”). Meanwhile, when using the
Internet connection, the printer 100 terminates the direct con-
nection. Theretfore, the printer 100 1s not allowed to use both
the Internet connection and the direct connection at the same
time.

The 1mage forming unit 10 may be configured to form an
image on a sheet 1n any of image forming methods such as an
clectrophotographic method and an inkjet method. In addi-
tion, the image forming unit 10 may be configured to perform
color printing or may be designed only for monochrome
printing. Here, the image forming unit 10 1s configured to
perform electrographic color printing.

The operation panel 40 includes various buttons for accept-
ing user operations, and a touch panel screen configured to
display various kinds of information such as textual informa-
tion and buttons. The various buttons include an OK button
for providing an instruction to start a printing operation and a
cancel button for providing an instruction to cancel the print-
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ing operation. The operation panel 40 1s further configured to
accept an mput operation for signing in or signing out.

[Overview of Operations of Cloud Printing System]
Subsequently, an overview of operations of the cloud printing
system 900 will be described with reference to FIG. 2. In
order to carry out printing with the cloud printing system 900,
it 1s required to previously establish both a communication
connection between the printer 100 and the cloud server 300
and a communication connection between the PC 200 and the
cloud server 300.

Firstly, in the sign-in for establishing the communication
connection between the printer 100 and the cloud server 300,
the user enters an account and a password for the account 1n
the printer 100. Then, when the cloud server 300 certificates
the account, the communication connection between the
printer 100 and the cloud server 300 1s established.

When establishing the communication connection with the
cloud server 300, that 1s, successiully signing 1n on the cloud
server 300, the printer 100 begins to periodically 1ssue a
transmission request that requests the cloud server 300 to
transmit to the printer 100 a print job when recerving the print
job from the user who has achieved the sign-in with the
certified account. The printer 100 receives the print job trans-
mitted by the cloud server 300 1n response to the transmission
request, and performs printing based on the print job.

Meanwhile, in the login for establishing the communica-
tion connection between the PC 200 and the cloud server 300,
the user enters an account and a password for the account in
the PC 200. Then, when the cloud server 300 certificates the
account, the communication connection between the PC 200
and the cloud server 300 1s established.

When the communication connection 1s established
between the PC 200 and the cloud server 300, that 1s, the login
1s successiully achieved, the print job 1s allowed to be trans-
mitted to the cloud server 300 by the PC 200. The transmitted
print job 1s once stored in the cloud server 300. Then, when
the printer 100 1ssues the transmission request to the cloud
server 300, the print job 1s transmitted to the printer 100, such
that the printer 100 performs printing based on the print job.

When receiving the print job from the PC 210 via the direct
connection, the printer 100 switches the connection destina-
tion of the external-connection interface 37 to the direct con-
nection from the Internet connection. When the printer 100
switches the connection destination of the external-connec-
tion 1nterface 37 to the direct connection after successtully
signing 1n to establish the communication connection with
the cloud server 300, the Internet connection 1s terminated.
Thereby, the communication connection with the cloud print-
ing system 900 1s terminated.

[Overview of Sign-1n Operation]

Subsequently, an explanation will be provided about an
operational procedure of each device to achieve the sign-n
operation of the cloud printing system 900 with reference to
FIG. 3. It 1s noted that the following description will be
provided under an assumption that the printer 100 1s con-
nected with the Internet.

When the printer 100 signs 1n to establish the communica-
tion connection with the cloud server 300, firstly the user
operates the operation panel 40 of the printer 100 to enter
account information for signing in on the cloud server 300
(S001). The account information entered 1n 5001 contains a
name of the account and the password associated with the
name of the account.

After accepting the account information entered, the
printer 100 1ssues a sign-in request to the cloud server 300
(S002). It 1s noted that the account information entered 1n
S001 1s added to the sign-in request.
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Upon recerving the sign-in request, the cloud server 300
performs an authentication process based on the account
information (S021). Specifically, the cloud server 300 has an
account database to store an account and a password associ-
ated with the account as a single record. Therefore, upon
receiving the sign-in request, the cloud server 300 deter-
mines, based on the account information contained in the
sign-1n request, whether arecord of the account entered by the
user 1s stored in the account database and whether the pass-
word entered by the user 1s coincident with a password stored
in the record. Then, when determining that there 1s stored a
record of the entered account 1n the account database and the
entered password 1s coincident with the password stored 1n
the record, the cloud server 300 permits the sign-1n with the
account. Meanwhile, when determining that there 1s not
stored a record of the entered account 1n the account database
or the entered password 1s not coincident with the password
stored 1n the record, the cloud server 300 does not permit the
sign-1n with the account. It 1s noted that a similar authentica-
tion process 1s performed in the login for establishing the
communication connection between the PC 200 and the cloud
server 300. After the authentication process to authenticate
the entered account in S021, the cloud server 300 transmits an
authentication result 1n the authentication process to the
printer 100 (5022).

Upon receiving the authentication result from the cloud
server 300, the printer 100 determines whether the sign-in 1s
permitted, that 1s, whether the sign-in has successtiully been
completed (S003). When determining that the sign-1in 1s per-
mitted (S003: Yes), the printer 100 1s placed into a state where
the communication connection 1s established with the cloud
server 300 (S004). After establishing the communication con-
nection with the cloud server 300, the printer 100 begins to
periodically 1ssue the transmission request that requests the
cloud server 300 to transmit a print job to the printer 100.
Meanwhile, when determining that the sign-in 1s not permuit-
ted (S003: No), the printer 100 does not establish the com-
munication connection with the cloud server 300.

| Connecting Process by Printer]

|First Embodiment]

Next, an explanation will be provided about a connecting
process to be executed by the printer 100 upon receipt of a
connection request for the direct connection, with reference
to FIG. 4. The connecting process 1s executed by the CPU 31
in a periodic manner (€.g., every one second).

In the connecting process of a first embodiment, firstly the
printer 100 determines whether the printer 100 has received a
connection request for establishment of the direct connection
(5101). For instance, the connection request i1s entered
through an 1nput operation on the operation panel 40. Alter-
natively, the printer 100 may receive a connection request
(e.g., a below-mentioned response signal) from an external
device (e.g., the PC 210).

Specifically, the following communication 1s previously
performed to establish the direct connection between the PC
210 and the printer 100 via WiF1-Direct. Firstly, after the user
determines a communication method through an operation of
the operation panel 40, the printer 100 sequentially transmits
search signals by sequentially using a plurality of channels.
After that, the printer 100 receives a response signal to the
search signal from the PC 210. The response signal contains
information representing that the PC 210 1s configured to
perform a WiF1-Direct function and information for identify-

ing the PC 210 (such as a device name and a MAC address).
Thus, the printer 100 finds out the PC 210. At the stage where
the printer 100 receives the response signal, the printer 100

and the PC 210 merely find out each other but do not establish
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the direct connection therebetween. When determining that
the printer 100 has not received a connection request for the
direct connection (S101: No), the printer 100 terminates the
connecting process.

When determining that the printer 100 has recerved a con-
nection request for the direct connection (S101: Yes), the
printer 100 determines whether the printer 100 1s in the state
signing 1n on the cloud printing system 900, that 1s, whether
the communication connection with the cloud server 300 1s
established (5102).

When the printer 100 1s not in the state signing in on the
cloud printing system 900 (S102: No), a user who 1s utilizing
the cloud server 300 (e.g., a user of the PC 200) 1s considered
not to be utilizing the printer 100. Hence, even when the direct
connection 1s permitted and thereby printing via the cloud
server 300 becomes unavailable, 1t 1s not so disadvantageous
to the user utilizing the cloud server 300. Thus, the printer 100
establishes the direct connection to prioritize the user of the
PC 210 (S111). Thereafter, the printer 100 terminates the
connecting process.

Meanwhile, when the printer 100 1s in the state signing in
on the cloud printing system 900 (5102: Yes), the communi-
cation between the cloud server 300 and the printer 100 1s
periodically performed. Therefore, when the direct connec-
tion 1s established, the user utilizing the cloud server 300 1s
likely to suffer unforeseen inconveniences. Thus, 1n this case,
the printer 100 displays on the operation panel 40 a warning,
message as shown 1n FIG. 5, which represents that the direct
connection 1s not permitted (S103). It 1s noted that displaying
of the warning message may be replaced with outputting of
any other information such as a warning sound or an audio
guidance that represents that the direct connection 1s not
permitted. Further, when recerving the connection request
directly from the PC 210, the printer 100 may transmits a
warning message to the PC 210. After execution of S103, the
printer 100 terminates the connecting process without estab-
lishing the direct connection.

According to the connecting process of the first embodi-
ment, when receiving the connection request for establish-
ment of the direct connection in the state signing in on the
cloud printing system 900, the printer 100 displays the wam-
ing message representing that the direct connection 1s not
permitted, and forbids establishment of the direct connection.
Thereby, 1t 1s possible to reduce the possibility of undesired
situations that the printer 100 becomes unavailable for the
user who 1s utilizing the cloud printing system 900 despite the
user’s intention.

[Second Embodiment]

Subsequently, an explanation will be provided about a con-
necting process of a second embodiment to be executed by the
printer 100, with reference to FIG. 6. In the connecting pro-
cess of the second embodiment, even 1n the state signing in on
the cloud printing system 900, when there 1s a significant need
for use of the direct connection, the printer 100 establishes the
direct connection. In this respect, the second embodiment 1s
different from the first embodiment where the printer 100
forbids establishment of the direct connection in the state
signing 1n on the cloud printing system 900. It 1s noted that the
same operational steps of the second embodiment as those of
the first embodiment will be provided with the same reference
characters and detailed explanations about them will be omiut-
ted.

In the connecting process of the second embodiment,
firstly the printer 100 determines whether the printer 100 has
received a connection request for establishment of the direct
connection, 1n the same manner as the first embodiment
(S101). When determining that the printer 100 has not
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received a connection request (S101: No), the printer 100
terminates the connecting process.

When determining that the printer 100 has received a con-
nection request (S101: Yes), the printer 100 determines
whether the printer 100 1s 1n the state signing in on the cloud
printing system 900 (S102). When determining that the
printer 100 1s not in the state signing 1n on the cloud printing
system 900 (S102: No), the printer 100 establishes the direct
connection (S111).

Meanwhile, when determining that the printer 100 1s 1n the
state signing in on the cloud printing system 900 (5102: Yes),
the printer 100 determines whether the user who 1s signing in
on the cloud printing system 900 1s coincident with the user
who has 1ssued the connection request for establishment of
the direct connection (S203). In this step, for example, the
printer 100 may request the user who has 1ssued the connec-
tion request to mput the user’s account, and may determine
that the user who 1s signing 1n on the cloud printing system
900 1s coincident with the user who has 1ssued the connection
request (S203: Yes) when the input account 1s 1dentical to the
account used for the sign-in. Alternatively, the printer 100
may acquire first information (such as a PC name and an IP
address) for identitying the device that 1s logging in the cloud
server 300 and second information (such as a PC name and an
IP address) for identifying the device that has i1ssued the
connection request, and may determine that the user who 1s
signing in on the cloud printing system 900 1s coincident with
the user who has 1ssued the connection request (5203: Yes)
when the device identified by the first information 1s 1dentical
to the device identified by the second 1information.

When the user who 1s signing 1n on the cloud printing
system 900 1s coincident with the user who has 1ssued the
connection request (S203: Yes), 1t 1s determined that the user
who 1s signing in on the cloud printing system 900 wishes to
establish the direct connection. Therefore, even though the
connection with the cloud printing system 900 1s terminated,
there are few users who sufler unforeseen inconveniences due
to the disconnection. Thus, the printer 100 establishes the
direct connection (S111).

Meanwhile, when the user who 1s signing 1n on the cloud
printing system 900 1s not coincident with the user who has
1ssued the connection request (S203: Yes), the user who 1s
utilizing the cloud server 300 suifers unforeseen 1nconve-
niences 1n a situation where the direct connection 1s estab-
lished. In this case, the printer 100 displays on the operation
panel 40 a screen (see FIG. 7) for asking whether the user who
has 1ssued the connection request wishes to perform printing
via the direct connection (S204). In other words, the printer
100 provides the user who has 1ssued the connection request
with an opportunity for determining whether to establish the
direct connection after signing out from the cloud printing
system 900.

After S204, upon recewving an input from the user, the
printer 100 determines whether to sign out from the cloud
printing system 900 (S205). When the input from the user
indicates a user’s mtention to sign out from the cloud printing
system 900 (S205: Yes), the printer 100 establishes the direct
connection 1n accordance with the user’s mtention (S111).
Meanwhile, when the mnput from the user 1s not an instruction
to sign out from the cloud printing system 900 (S205: No), the
printer 100 terminates the connecting process without estab-
lishing the direct connection.

The printer 100 may output the same message as displayed
in S103 1n response to receipt of an struction to sign out
from the cloud printing system 900. Nonetheless, 1n the sec-
ond embodiment, 1t 1s clarified in the determining step S203
that the printer 100 1s signing 1n on the cloud printing system
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900. Theretore, the connecting process of the second embodi-
ment may be configured without a step corresponding to
S103.

According to the connecting process of the second embodi-
ment, when receiving the connection request for establish-
ment of the direct connection in the state signing 1n on the
cloud printing system 900, the printer 100 1s allowed to call
attention to the user of the PC 210 who has issued the con-
nection request. Consequently, it 1s possible to avoid an
undesired situation where the connection between the cloud
server 300 and the printer 100 1s terminated due to a careless
mistake made by a user who 1s utilizing the cloud server 300
despite the user’s 1ntention.

[ Third Embodiment]

Subsequently, an explanation will be provided about a con-
necting process of a third embodiment to be executed by the
printer 100, with reference to FIG. 8. In the connecting pro-
cess of the third embodiment, 1n the state signing 1n on the
cloud printing system 900, the printer 100 asks the user who
1s utilizing the cloud server 300 whether to permit the direct
connection. In this respect, the third embodiment 1s different
from the second embodiment where the printer 100 asks the
user who has 1ssued the connection request for establishment
of the direct connection whether to establish the direct con-
nection. It 1s noted that the same operational steps of the third
embodiment as those of the first embodiment will be provided
with the same reference characters and detailed explanations
about them will be omaitted.

In the connecting process of the third embodiment, firstly
the printer 100 determines whether the printer 100 has
received a connection request for establishment of the direct
connection, 1n the same manner as the first embodiment
(S101). When determining that the printer 100 has not
received a connection request (S101: No), the printer 100
terminates the connecting process.

When determining that the printer 100 has recerved a con-
nection request (S101: Yes), the printer 100 determines
whether the printer 100 1s 1n the state signing in on the cloud
printing system 900 (5102). When determiming that the
printer 100 1s not 1n the state signing in on the cloud printing,
system 900 (5102: No), the printer 100 establishes the direct
connection (S111).

Meanwhile, when determining that the printer 100 1s in the
state signing 1n on the cloud printing system 900 (S102: Yes),
the printer 100 informs the user who 1s logging 1n the cloud
server 300 (that 1s, here, the user of the PC 200) that the printer
100 has received the connection request for the direct con-
nection and asks the user of the PC 200 whether to permit the
direct connection (5302). In S302, for example, the printer
100 creates and sends an e-mail for asking whether to permat
the direct connection to a mail address of the user of the PC
200 that 1s previously stored 1n the printer 100. The PC 200
receives the e-mail and displays the recerved e-mail on a
display thereof as shown in FIG. 9. Then, the printer 100
awaits a response from the user of the PC 200.

After that, the printer 100 determines whether the printer
100 has received a response for permitting the direct connec-
tion from the user of the PC 200 (5303). When the printer 100
has received a response for permitting the direct connection
from the user of the PC 200 (5303: Yes), even though the
connection between the printer 100 and the cloud server 300
1s terminated, the user of the PC 200 does not sufler any
unforeseen inconveniences. Thus, the printer 100 establishes
the direct connection (S111).

Meanwhile, when determining that the printer 100 has
received a response for not permitting the direct connection

from the user of the PC 200 (S303: No), the printer 100
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displays a warning message representing that the direct con-
nection 1s not permitted (S103). When there 1s no response
from the user of the PC 200 even after the lapse of a prede-
termined time period after the inquiry in S302, the printer 100
may determine not to permit the direct connection. After
execution of 5103, the printer 100 terminates the connecting
process without establishing the direct connection.

According to the connecting process of the third embodi-
ment, when the printer 100 recerves the connection request
for the direct connection 1n the state signing in on the cloud
printing system 900, the user who 1s utilizing the cloud server
300 1s notified of 1t. Further, since the user utilizing the cloud
server 300 1s allowed to 1ssue an instruction to permit the
direct connection or an instruction not to permit the direct
connection, 1t 1s possible to avoid an undesired situation
where the connection between the cloud server 300 and the
printer 100 1s terminated despite the intention of the user
utilizing the cloud server 300.

| Fourth Embodiment]

Subsequently, an explanation will be provided about a con-
necting process of a fourth embodiment to be executed by the
printer 100, with reference to FIG. 10. In the connecting
process of the fourth embodiment, in the state signing 1n on
the cloud printing system 900, the printer 100 determines
whether the cloud server 300 1s actually utilized, and estab-
lishes the direct connection when determining that the cloud
server 300 1s not utilized. In this respect, the fourth embodi-
ment 1s different from the second and third embodiments that
require the user’s determination as to whether to permit the
direct connection, that 1s, user’s eftforts. It 1s noted that the
same operational steps of the fourth embodiment as those of
the first embodiment will be provided with the same reference
characters and detailed explanations about them will be omiut-
ted.

In the connecting process of the fourth embodiment, firstly
the printer 100 determines whether the printer 100 has
received a connection request for the direct connection, 1n the
same manner as the first embodiment (5101). When deter-
mining that the printer 100 has not received a connection
request (S101: No), the printer 100 terminates the connecting
pProcess.

When determining that the printer 100 has recerved a con-
nection request (S101: Yes), the printer 100 determines
whether the printer 100 1s 1n the state signing in on the cloud
printing system 900 (S102). When determining that the
printer 100 1s not in the state signing 1n on the cloud printing
system 900 (S102: No), the printer 100 establishes the direct
connection (S111).

Meanwhile, when determining that the printer 100 1s 1n the
state signing in on the cloud printing system 900 (5102: Yes),
the printer 100 determines whether the printer 100 1s commu-
nicating with the cloud server 300 (5403). In S403, for
example, the printer 100 may determine that the printer 100 1s
communicating with the cloud server 300 when an amount of
communication per unit time period 1s more than zero, and
may determine that the printer 100 1s not communicating with
the cloud server 300 when the amount of communication per
unit time period 1s equal to zero. In the case where the printer
100 1s communicating with the cloud server 300 (5403: Yes),
when the connection between the cloud server 300 and the
printer 100 1s terminated, the user utilizing the cloud server
300 suifers unforeseen mnconveniences due to the disconnec-
tion. Therelfore, the printer 100 displays a warning message
representing that the direct connection 1s not permitted
(5103). Thereatter, the printer 100 terminates the connecting,
process without establishing the direct connection.
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When the printer 100 1s not communicating with the cloud
server 300 (5403: No), the printer 100 asks the cloud server
300 whether there 1s a device that 1s logging 1n the cloud
server 300 and determines whether there 1s a device that 1s
logging 1n the cloud server 300 (S411). In the case where
there 1s a device that 1s logging in the cloud server 300 (S411:
Yes), when the connection between the cloud server 300 and
the printer 100 1s terminated, the user who 1s utilizing the
cloud server 300 1s more likely to suifer unforeseen inconve-
niences. Therefore, the printer 100 displays a warning mes-
sage representing that the direct connection 1s not permitted
(S103). Thereatter, the printer 100 terminates the connecting
process without establishing the direct connection.

When determining that there 1s not a device that 1s logging
in the cloud server 300 (S411: No), the printer 100 determines
whether a non-communication time period during which no
communication has been performed between the printer 100
and the cloud server 300 1s equal to or more than a predeter-
mined time period (S412). The predetermined time period 1s
set by a user or previously set as a default value at a factory.
When the non-commumnication time period i1s equal to or more
than the predetermined time period (S412: Yes), 1t 1s pre-
sumed that the user who 1s logging in the cloud server 300 1s
less willing to perform printing. Thus, the printer 100 permaits
the direct connection to prioritize the user of the PC 210
(S111). Thereatter, the printer 100 terminates the connecting
process.

When determining that the non-communication time
period 1s not equal to or more than the predetermined time
period (S412: No), the printer 100 determines whether the
communication between the printer 100 and the cloud server
300 1s temporarily disconnected (S413). The situation where
the communication between the printer 100 and the cloud
server 300 1s temporarily disconnected corresponds to, for
example, a state where the server 300 1s temporarily unavail-
able for reasons such as a high load applied to the server 300
and maintenance on the server 300. The printer 100 1s allowed
to acquire the state of the cloud server 300 when recerving,
from the cloud server 300 a response to the periodic trans-
mission request for transmission of the print job. When the
communication between the printer 100 and the cloud server
300 1s temporarily disconnected (S413: Yes), the printer 100
1s not allowed to receive the print data. Therefore, even
though the connection with the cloud printing system 900 1s
terminated, the user of the cloud server 300 1s less likely to
sulfer inconveniences. Thus, the printer 100 establishes the
direct connection to prioritize the user of the PC 210 (S111).
Thereaftter, the printer 100 terminates the connecting process.

When the communication between the printer 100 and the
cloud server 300 1s not disconnected (S413: No), the print job
1s likely to be transmitted to the printer 100 by the PC 200.
Theretore, the printer 100 displays a warning message repre-
senting that the direct connection 1s not permitted (S103).
Thereatter, the printer 100 terminates the connecting process
without establishing the direct connection.

According to the connecting process of the fourth embodi-
ment, even 1n the state signing 1n on the cloud printing system
900, the printer 100 establishes the direct connection when
the cloud server 300 1s not utilized. Thus, 1t 1s possible to
improve convenience and user-friendliness in using the cloud
printing system 900.

It 1s noted that in the fourth embodiment, determinations of
S403, S411, S412, and S413 do not necessarily have to be all
performed. One or more determinations of S403, 5411, S412,
and S413 may be selected as needed depending on required
specifications of the printer 100.
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As described 1n detail above, according to the connecting
processes of the first to fourth embodiments, when the con-
nection with the cloud server 300 1s established, the printer
100 does not permit the direct connection with the PC 210 that
leads to termination of the connection with the cloud server
300. Thus, 1t 1s possible to avoid an undesired situation where
the connection between the cloud server 300 and the printer
100 1s terminated and the printer 100 becomes unavailable
despite the intention of the user of the PC 200.

Hereinabove, the embodiments according to aspects of the
present invention have been described. The present invention
can be practiced by employing conventional materials, meth-
odology and equipment. Accordingly, the details of such
materials, equipment and methodology are not set forth
herein 1n detail. In the previous descriptions, numerous spe-
cific details are set forth, such as specific materials, structures,
chemicals, processes, etc., i order to provide a thorough
understanding of the present invention. However, 1t should be
recognized that the present invention can be practiced without
reapportioming to the details specifically set forth. In other
instances, well known processing structures have not been
described 1n detail, 1n order not to unnecessarily obscure the
present invention.

Only exemplary embodiments of the present invention and
but a few examples of theiwr versatility are shown and
described 1n the present disclosure. It 1s to be understood that
the present invention i1s capable of use 1n various other com-
binations and environments and i1s capable of changes or
modifications within the scope of the mventive concept as
expressed herein. For example, the following modifications
are possible.

[ Modifications]

The printer 100 exemplified in the alforementioned embodi-
ments may be replaced with any other devices having an
image processing functions such as an image scanner, a fac-
simile machine, a copy machine, and a multi-function periph-
eral. In addition, the PC 200 and the PC 210 that are config-
ured to transmit the print job to the printer 100 may be
replaced with mobile devices such as smartphones.

In the atorementioned embodiments, to establish the con-
nection between the printer 100 and the cloud server 300, the
cloud printing system 900 requests a password and performs
the authentication process. However, the authentication pro-
cess does not necessarily have to be performed.

In the aforementioned embodiments, after successiully
signing 1n on the cloud server 300, the printer 100 periodi-
cally 1ssues the transmission request to the cloud server 300.
Then, 1in response to receipt of the transmission request, the
cloud server 300 transmits the print job, which has been
transmitted thereto, to the printer 100. However, for example,
the cloud server 300 may store the sign-in of the printer 100.
Then, upon receipt of the print job that designates the printer
100 as a transmission destination, the cloud server 100 may
transmit to the printer 100 the received print job or an acqui-
sition request that requests the printer 100 to acquire the print
10b.

Further, another modification may be configured with a
combination of two or more aspects of the first to fourth
embodiments. For example, by combining the second
embodiment and the third embodiment, the cloud printing
system 900 may be configured to ask both the user who has
issued the connection request for the direct connection and
the user who 1s logging 1n the cloud server 300 whether to
establish the direct connection. In this case, for example, the
cloud printing system 900 may be configured to first ask one
of the user who has 1ssued the connection request for the
direct connection and the user who 1s logging 1n the cloud
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server 300 and then ask the other user whether to establish the
direct connection when having received no reply from the one
user within a predetermined time period. Further, by combin-
ing the fourth embodiment and at least one of the second and
third embodiments, the cloud printing system 900 may be
configured to allow the printer 100 and at least one of the user
who has 1ssued the connection request for the direct connec-
tion and the user who 1s logging in the cloud server 300 to
determine whether to establish the direct connection. In this

case, for example, the cloud printing system 900 may be
configured to first provide the at least one of the users with an
opportunity for determining whether to establish the direct
connection and then cause the printer 100 to determine
whether to establish the direct connection when having
received no reply from the at least one of the users within a
predetermined time period.

Further, for example, the cloud printing system 900 may be
configured to make one of the determination 1n S203 and the
determination 1n S204 to S205 1n the second embodiment.
Further, in the fourth embodiment, when determiming that the

printer 100 1s not communicating with the cloud server 300
(S403: No), the printer 100 may go to S111 without executing
any of S411 to S413.

What 1s claimed 1s:

1. An 1mage processing device comprising:

an 1mage processing unit for processing an image data;

a network interface configured to communicate with a
server device via a network and configured to commu-
nicate with a client device without mvolving the net-
work;

an acceptor configured to accept first account information
for a user;

a controller configured to:
in response to accepting the account information by the

acceptor, establish a first connection between the

image processing device and the server device via the

network by sending the first account information

accepted by the acceptor to the server device;

1n response to recerving a connection request from the

client device through the network interface without

involving the network while the image processing

device 1s 1n a signed-1n state in which the image pro-

cessing device maintains the first connection between

the 1mage processing device and the server device:

determine whether or not second account information
that the 1mage processing device receives from the
client device 1s the same as the first account infor-
mation that the image processing device has sent to
the server device for signing-in on the server
device,

when it 1s determined that the second account infor-
mation that the 1mage processing device receives
from the client device 1s the same as the first
account information that the 1mage processing
device has sent to the server device for signing-in
on the server device, disconnect the first connection
with the server device and establish a second con-
nection between the 1mage processing device and
the client device without mnvolving the network,
and

when 1t 1s determined that the second account infor-
mation that the image processing device receives
from the client device 1s different from the first
account information that the image processing
device has sent to the server device for signing-in
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on the server device, maintain the first connection
between the image processing device and the server
device; and
in response to receiving the connection request from the
client device while the 1image processing device 1s not
in a signed-in state, establish the second connection
between the 1mage processing device and the client
device.

2. The mmage processing device according to claim 1,
wherein the controller 1s turther configured to:

make an inquiry to the user as to whether to prioritize the

second connection with the client device when the con-
nection request 1s recerved in the state where the first
connection 1s established between the image processing,
device and the server device,

restrict establishment of the second connection when a

response to the inquiry is recerved from the client device
indicating that the user does not prioritize the second
connection, and

permit establishment of the second connection when a

response to the inquiry is recerved from the client device
indicating that the user prioritizes the second connec-
tion.

3. The mmage processing device according to claim 1,
wherein the controller 1s further configured to:

make an inquiry to the server device as to whether to permat

establishment of the second connection with the client
device when the connection request 1s received 1n the
state where the first connection 1s established between
the 1mage processing device and the server device,

restrict establishment of the second connection when the a

response to the inquiry 1s recerved from the server device
indicating that the server device does not permit estab-
lishment of the second connection, and

permit establishment of the second connection when the a

response to the inquiry 1s recerved from the server device
indicating that the server device permits establishment
of the second connection.

4. The 1mage processing device according to claim 1,
where 1n the controller 1s further configured to:

determine whether a non-communication time period dur-

ing which no communication has been performed
between the 1mage processing device and the server
device 1s equal to or more than a predetermined time
period 1n the state where the first connection 1s estab-
lished between the image processing device and the
server device, and

permit establishment of the second connection with the

client device when 1t 1s determined that the non-commu-
nication time period 1s equal to or more than the prede-
termined time period.

5. The mmage processing device according to claim 1,
wherein the controller 1s further configured to permit estab-
lishment of the second connection with the client device when
communication between the image processing device and the
server device 1s temporarily disconnected even in the state
where the first connection 1s established between the 1image
processing device and the server device.

6. The image processing device according to claim 1, fur-
ther comprising a notification unit configured to provide a
notification that the second connection with the client device
1s not permitted when the controller restricts establishment of
the second connection.

7. An 1mage processing system comprising;:

an 1mage processing device;

a server device configured to communicate with the image

processing device; and
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a client device configured to communicate with the image
processing device,
the 1mage processing device comprising;
an 1mage processing unit for processing an image data;
a network interface configured to communicate with the
server device via a network and configured to com-

municate with the client device without involving the
network;
an acceptor configured to accept first account informa-
tion for a user;
a controller configured to:
in response to accepting the first account information
by the acceptor, establish a first connection
between the image processing device and the server
device via the network by sending the first account
information accepted by the acceptor to the server
device;
1in response to recerving a connection request from the
client device through the network interface without
involving the network while the 1mage processing
device 1s 1n a signed-in state 1n which the image
processing device maintains the first connection
between the image processing device and the server
device,
determine whether or not second account informa-
tion that the 1mage processing device receives
from the client device 1s the same as the first
account information that the image processing
device has sent to the server device for signing-in
on the server device,
when it 1s determined that the second account infor-
mation that the image processing device receives
from the client device 1s the same as the first
account information that the image processing
device has sent to the server device for signing-in
on the server device, disconnect the first connec-
tion with the server device and establish a second
connection between the image processing device
and the client device without involving the net-
work, and
when 1t 1s determined that the second account infor-
mation that the image processing device receives
from the client device 1s different from the first
account information that the image processing
device has sent to the server device for signing-in
on the server device, maintain the first connec-
tion between the 1image processing device and
the server device; and
in response 1o recerving the connection request from
the client device while the 1image processing device
1s not 1 a signed-in state, establish the second
connection between the 1image processing device
and the client device.
8. The image processing system according to claim 7,
wherein the controller 1s turther configured to:
transmit data to the image processing device via the server
device,
restrict establishment of the second connection with the
client device when an access-permitted state 1s main-
tained where the third information processing device 1s
permitted to access the server device, and
permit establishment of the second connection with the
client device when the access-permitted state 1s not
maintained.
9. The mmage processing system according to claim 7,
wherein the controller 1s further configured to:
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make an inquiry to the user as to whether to prioritize the
second connection with the client device when the con-
nection request 1s received 1n the state where the first
connection 1s established between the image processing,
device and the server device, and

restrict establishment of the second connection when a
response to the inquiry is recerved from the client device
indicating that the user does not prioritize the second
connection, and

permit establishment of the second connection when 1s
received from the client device indicating that the user
prioritizes the second connection.

10. The image processing system according to claim 7,

wherein the controller 1s turther configured to:

make an inquiry to the server device as to whether to permat
establishment of the second connection with the client
device when the connection request 1s received 1n the
state where the first connection 1s established between
the 1mage processing device and the server device, and

restrict establishment of the second connection when a
response to the inquiry 1s recerved from the server device
indicating that the server device does not permit estab-
lishment of the second connection, and

permit establishment of the second connection when a
response to the inquiry 1s recerved from the server device
indicating that the server device permits establishment
of the second connection.

11. The image processing system according to claim 7,

wherein the controller 1s turther configured to:

determine whether a non-communication time period dur-
ing which no communication has been performed
between the image processing device and the server
device 1s equal to or more than a predetermined time
period 1n the state where the first connection 1s estab-
lished between the image processing device and the
server device, and

permit establishment of the second connection with the
client device when the determining unit determines that
the non-communication time period i1s equal to or more
than the predetermined time period.

12. The image processing system according to claim 7,
wherein the controller 1s further configured to permait estab-
lishment of the second connection with the client device when
communication between the image processing device and the
server device 1s temporarily disconnected even 1n the state
where the first connection 1s established between the image
processing device and the server device.

13. The image processing system according to claim 7,

wherein the 1image processing device further comprises a
notification unit configured to provide a notification that
the second connection with the client device 1s not per-
mitted when the controller restricts establishment of the
second connection.

14. An 1mage processing device comprising:

an 1mage processing unit configured to perform image
processing for an 1mage;

a communication unit configured to communicate with a
server device via a network, the communication unit
being configured to communicate with a client device
without involving the network;

an 1nstruction recerving unit configured to receive connec-
tion requests; and

a controller configured to:
in response to receiving a first connection request via the

network, which includes first user information that
1dentifies a first user, through the instruction receiving,
unit, establish a first connection via the network by



US 9,420,124 B2

17

sending the first user information to the server device
through the communication unit;

in response to recerving a second connection request
without involving the network, which includes sec-
ond user information that i1dentifies a second user,
while the controller 1s maintaining the first connection
through the communication unit:
determine whether the first user identified by first user

information that the controller has sent to the server
device through the communication unit for estab-
lishing the first connection 1s the same as the sec-
ond user information included 1n the second con-
nection request that the controller receives through
the communication unit;

control the communication unit to maintain the first
connection between the 1image processing device
and the server device when determining that the
first user identified by the first user information that
1s included 1n the first connection request that the
controller has sent to the server device for estab-
lishing the first connection between the 1mage pro-
cessing device and the server device 1s different
from the second user 1dentified by the second user
information that 1s included in the second connec-
tion request that the controller receives from the
client device through the communication unit; and

control the communication unit to disconnect the first
connection between the 1image processing device
and the server device and establish a second con-
nection between the client device and the image
processing device without mvolving the network
when determining that the first user identified by
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the first user information that 1s included 1n the first
connection request that the controller has sent to
the server device for establishing the first connec-
tion between the 1image processing device and the
server device 1s the same as the second user 1den-
tified by the second user information that 1s
included 1n the second connection request that the
controller recerves through the communication
unit.

15. The image processing device according to claim 14,
wherein the controller 1s further configured to, 1n response to
the instruction receiving umit recerving the second connection
request:

determine whether an elapsed time that has elapsed since

last communication between the communication unit
and the server device 1s equal to or more than a prede-
termined time period;

control the communication unit to maintain the first con-

nection between the 1mage processing device and the
server device when determiming that the elapsed time
that has elapsed since the last communication between
the communication umt and the server unit 1s not equal
to or more than the predetermined time period; and

control the communication unit to disconnect the first con-

nection between the 1mage processing device and the
server device and establish the second connection

between the client device and the image processing
device when determining that the elapsed time that has
clapsed since the last communication between the com-
munication unit and the server unit 1s equal to or more
than the predetermined time period.
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